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INTRODUCTION

These release notes describe new features added and bugs fixed since the firmware V1.7.0

release.

ENHANCEMENTS

+ None

BUG FIXES

- Fixed the problem in accessing Web Ul via DNS name.

- Fixed the problem in logging port log if Auto port detection is turned on.

- Fixed the problem in authenticating user via local database when port authentication is set to
TACACS+/Local and TACACS+ server is down.

- Fixed the problem in accessing a serial port when user tries continually connecting and

disconnecting to a port via SSH.



ENHANCEMENTS

+ Added the access lists for grouping users

I EZEQ°| User access contorl &S Z0[stA 5t7| sl HMA 2[AE J|s8 XA
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I User : admin

Network

Serial port
Clustering

Power controller
PC card

System status & log

System administration
Users administration
Access lists
Change password
Device name
Date and time

Configuration management

&ccess list name 1| TEST ]
# User name
1 LISER1

Action

Rermove

[Add]

|| User : admin

MNetwork

Serial port
Configuration
Connection

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Serial port configuration - 1 : Port Title #1

Enahble/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Serial port parameters
Port logging

Port event handling
Port 1P filtering
Authentication

User access control

User or Access list

Port
caEveryones
| |

Select an access list ----- v

Select an access list

Sniff session display mode :
Display data direction arrows

Permit monitoring only mode

Move to Access lists to edit access list,

--- Move to ---

Access type

Manitor Power Action
O O
o o
o O

[ Savetoflash ][ Save &apply | [ Cancel

]

Alert configuration




+ Added the remote ports supports
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Remote port parameters(Page 65)

|| User : admin

Serial port configuration

Network Port access menu configuration
Serial port Port access menu configuration
Configuration ) )
Connection &)l port configuration
. Port# Title Mode Base address Port Proto Serial-settings
Clustering
all - Port Title CS  0.0.0.0 7001 Telnet 9600-M-8-1-Mo
Power controller - ) )
Individual port configuration
PC card
Port# Title Mode DestféssignedIP  Port Proto Serial-settings
System status & log 1 Port Title #1 Ccs 0.0.0.0 7001 Telnet 9600-N-8-1-No
System administration 2 PortTitle #2 CS  0.0.0.0 7002 Telnet 9600-N-8-1-Mo
3 Fort Title #3 CS  0.0.0.0 7003 Telnet 9600-M-8-1-Mo
System statistics 4 Port Title #4 CS  0.0.0.0 7004 Telnet 9600-M-8-1-Mo
5 Fort Title #5 CS  0.0.0.0 7005 Telnet 9600-M-8-1-Mo
& Fort Title #6 CS  0.0.0.0 7006 Telnet 9600-M-8-1-Mo
7 Fort Title #7 CS  0.0.0.0 7007 Telnet 9600-M-8-1-Mo
spply changes & Port Title #8 CS 0.0.0.0 7008 Telnet 9600-N-8-1-No
Login as a different user Remote port configuration
Logaout [} Title Mode Assigned IP Port Proto Remote-settings
Reboot [0 Test Remote Port Cs  0.0.0.0 7051 Telnet 0.0.0.0/0
Click [Remove] button to remove the checked remote port profile.
Remote port title : | Add
——
|| User : admin || . . .
Serial port configuration - R1 : Test Remote Port --- Mave to -—-
Network ] ]
Enable/Disable this port
Seri .
erial port Port title
Configuration .
Connection Apply all ports settings
. Host mode configuration
Clustering -

Remote port parameters
Power controller

System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

[ Savetaflash ]|

Save & apply

| [ Cancel |

Port logging

Paort IP filtering
Authentication
User access control
Alert configuration

PC card IF address : [182.188.1041 |
System status & log Port: |23 |
Protocal :




+ Added the VTS manager supports (Removed the HD Manager support)

ofz{cfe] VISE &2|e = U= VIS Manager 22| EAI7|sS K| &L},

N

Eile
&

€ VIS Manager

|8t LH22 VTS Manager Quick Start Guide 2F HelpE Z&=3IA|7| HIZ L CI.

n
&

Miew Device Port Log Tools Help

T EIEE]

Devict

eName | IP Address | MAC Address | Version

< NVTSB00D,,, 192 166,168,120 00-01-95-00-,,, w1, 7.00c2

3_]'519“1 Information

r;/l System Information

= Model Mo WT3800_Device
= Fit Rev w1.7.0rc2
= MAC Address 00-01-95-00-00-10
= System logoing Enable

< | > = Send systermn log by e-mail Disahle

Portd | Title | Port] Proto | = PG card type Mone

Port access Menu 7000 Telnet

=1 Por Title #1 oo Telnet

=2 Por Title #2 ooz Telnet

3 Por Title 43 703 Telnet

=4 Por Title #4 Tood Telnet

5 Por Title #5 7005 Telnet

=5 Port Title #5 TO06 Telnet

7 Port Title #7 Toa7 Telnet

=5 Port Title #3 ] Telnet

Ready UM

7|20l HelloDevice Manager o st 7|52 X|A35IX| g5ucl.

+ Enhanced clustering features

* Integrating the ports of the slave units into connection page of master unit.

AEld ZzE odZ Ho[X[ol= sol2 &x[of ZE AZet Jtset ZESO0| ZAIEUCH

ojagl Exo| A2l mE EE 4 mEXY Sol= Rxlel mEo HHE & UL

Ct.

VTS Series

MdTIdSETTIETIL 3
|| User : admin || — "
Serial port connection
Network Port access menu connection
Serial port Port access menu connection
Configuration
Connection Individual port connection
. P C M Port# Title # of User Comments
Clustering
1 PartTitle #1 0 < Mot used =
P troll
ower controfler 2 PortTite #2 i < Mot used =
PC card 3 PortTitle #3 [u} < Mot used =
System status & log 4 Port Title #4 a < Mot used =
. K S PortTitle #5 a < Mot used =
System administration &  PortTitle #6 o < Mot used =
System statistics 7 PortTitle #7 u] < Mot used =
8 PortTitle #8 0 < Mot used =
F1 TestRemote Port u] < Mot used =
A1 Windows #1 Uit &
Apply changes . .
A2 Linuw #2 Uit &
Login as a different user A7 Router #3 Unit &
Lagout A4 wWeb server #4 Unit &
e A5 Ftp server #5 [T ———




* Clustering slave unit web pages which are linked through clustering master unit can
be accessed without prompting authentication.

OtAE ZX|e| A2l ZE = A xE oA Zo|, VISt @ elHmolAof 2215t

X et AF &elol2 Fx|ol Al2ld ZEo| M2sts H HolXT M335t, SSH €A
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“http://<IP>/connect.asp?p=<port number>"

CC <=
T

“http://<IP>/connect.asp?t=<port title>”

+ Added the automated way to backup configuration

= s o = — o e~ = A
Ao addads MEsts 82 TSR ST
|| User : admin || " "
Configuration management
Network Configuration export
Serial port .
p Location : CF Card Frimary MFS server O User space(/usr2) O Local machine
Clustering Encrypt :
Power controller File name | |.Syscm |

PC card
System status & log

System administration
Users administration
Access lists
Change password
Device name
Date and time
Configuration management
Security profile
Firmware upgrade

System statistics

Apply changes

Login as a different user
Logout

Reboot

Configuration import

Location : CF Card Primary MFS server O User space(fusr2) O Local machine

O Factary default
Configuration selection :
O select all
O system configuration | Including IP configuration )
[ serial port configuration
[ clustering configuration
O system user configuration

Encrypt @

File selection :

Automatic backup configuration

tocal:[ ]

Automatic backup option ;@ 10 minutes after last change v|

Location : CF Card sr2) Send via email
Encrypt 110 minutes after last change |
File name : | |.Syscm|

Backup interval (hour, 1 -720) :

Recipient's email address : | |

[ Savetoflash H Save & apply ][ Cancel ]



http://%3Cip%3E/connect.asp?t=%3Cport

+ Upgraded the OpenSSH to v4.0p1

OpenSSH 2| M E Tz
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+ Added the delimiter support in RawTCP protocol
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|| User : admin

MNetwork

Serial port
Configuration
Connection

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

+ Added uptime information

Serial port configuration - 1 : Port Title #1

Enahble/Disable this port
Part title
Apply all ports settings
Host mode configuration
Serial port parameters

Type :

Baud rate :

Data bits :

Parity :

Stop hits ¢

Flow contral @

OTR behavior :

R5232

9600«

O bits

Mone s

1 hit

Mone v

Enable/Disahle delimiter :

Enahle

--- Move to --- v

High when open

Delimiter : |Dd

Delimiter option

with delimiters v

Inter character time-out (100-10000 msec) : |

[ Savetoflash ][ Save & apply

| [ Cancel |

Port logging

at system status page

System Status pageol System Uptime A& S FI|51% &L Ct.




|| User : admin

Metwork

Serial port
Clustering
Power controller
PC card

System status & log
System status
System logging
User logged on list

System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

System information

——

S e s

Model Mo, WTS200_Device
Serial Mo, : WTSE00-TestUnit
Fin Rev, ¥1.7.0rc2
B/L Wer. : ¥1.1.3
MAC address ¢ 00-01-95-00-00-10

[ uptime 11:47
Current time : 06/21/2005 21:28: 46
System logging Enable
Send systemn log by email : Disable
PC card type: MNOME
PC card model : NOME

IP information
IP mode : STATIC
IP expiration : /A
IP address : 192,168.18.120
Subnetrask 255,255.0.0
Gateway @ 192.168.1.1
Receive/Transmit errors : e
Primary DHS @ 0.0.0.0
Secondary DS 0.0.0.0

+ Enhanced security in VTS

VTS Atd|e| Hot7|

o =

o

Ztsbsig Lict,

* Enhance logging(all connection to VTS and Ports)

System logging 7|s& &=tk

gt

* | L.og all changes to configuration
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* Add security profile co
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|| User : admin

Network

Serial port
Clustering

Power controller
PC card

System status & log

System administration
Users administration
Access lists
Change password
Device name
Date and time
Configuration management
Security profile
Firmware upgrade

System statistics

* Add Stealth mode.

Services
SHMP (getfset) : Enakle
Discovery (MAMAGER) @ Enakle
Telnet : Enahle
S5H ¢ Enahle s
HTTP : Enahle
HTTPS @ Enahle
Al ports Enable «
Save to flash ] [ Save & apply ] [ Cancel

Metwork security
Per port security
Password security




Stealth 2=7} F7=[A & C.
Stealth modeZ} EnableZ MHM=H, Z2I0|HET| X|SHK| 2= ZEZ AZAZS AL

< VISZ7t & ARSI i SEHE Sl a4t

e
X

* Enhanced login security — forced to use strong password rules
239l g gjA=of ofst Eot2 oz} Zo| Z3Etstd &Lt
AMist 22 =Y 9.7.4 Password Security (Page 133) 2 &115HA|7| HEZfL T},

— Minimum password length

ro

— Maximum password age
— Enforce password history
— Enforce password complexity
1) Not contain all or part of the user's account name
2) Be at least eight characters in length
3) Contain characters from three of the following four categories:
— English uppercase characters (A through Z)
— English lowercase characters (a through z)
— Base 10 digits (0 through 9)
— Non-alphabetic characters (for example, !, $, #, %)
4) Six characters of a password may only occur once.
5) No null or blank characters may be used.
6) No consecutive numbers or letters.
7) Users should not use a passwords that is the same as the USERID or user’s
name.
8) May not be a password that was used within the previous nine password
changes.
9) Differ from the old password by at least three characters.
— Add Enable/disable option for SNMP daemon(get/set)
SNMP Enable/Disable A&0| F7t=t &t
— Configure use of SSH v1/v2 (default SHOULD BE v2 if Java applet supports v2)
SSH HHM1 Z2EZ S X|gg X| {E5 MYt Disable2 ™ 49 SSH
B{ X282k X| 4 E L Ct.
— Option to use JTA on /usr2
ALEXIZF BHE Java applet2 AFEE X UASFUCEH AFSAIE ZHE Java appletE
/usr2/jta.jar2 SAtstH Web applet optionoll User—-defined2t= &=0| F7t& 4t 0]

2 MEISIH AFZXPF OHE Jusr?/jta.jar?t Java applet@ 2 A2 E L C}

0k

— Disable account after 2 wrong password attempts
A™Ho| zHASI0l 38 ABZEAl 230l Aloliste Ze|XIF ALK A™EE RESHH =X|st
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+ Upgraded the TACACS+ implementation using PAM module
PAMOIAl TACACS+ MAHXHEZ Zast¥ELCE XMish &2 11.9.3 CLI Z23a2ld| it
TACACS+ 291& 3t7|(Page 158)2 ZEH115HA|Z| dHigL Tl

+ Added the support for user customizable PAM module

Custom PAM 48 & MEISIO] Linux-PAM (Pluggable Authentication Modules for Linux)&
X He = = AFHCE o|F A5t ™ /ets/pam.d/custom LIS dAMafofgtCh.
Custom-PAMol| CHSH XpMSH LHE2 11.8.2 CLI 22lofl tfst RADIUS 21&35t7|(Page
152) 2+ 11.8.3 CLI 21¢2lofl thst TACACS+ 215 5t7|(Page 158) & Zr=stA|7| HIEfLCt

+ Extended the hash file format for automatic firmware upgrade to add a "run command"
As HA HazolE SMAM Hash Tt EZBfof M HEHE AHe = JAEE i

Such XMst L2 ol 5 9.8 Firmware Upgrade (Page 138) 2 Zt11SHA|Z| HIZtL C}

+ Added Radius down local authentication option for Web Ul

Web Ul oA o1& Mol Radius down local 2 F7t5t5 &L C}.

+ Changed to accept a hostname in syslog server configuration
SYSLOG MAo|M SYSLOG server IP address &=2| 0|2 SYSLOG server name 22

HEstA S

|| User : admin

SYSLOG server configuration

Network
IP configuration SYSLOG service
SNMP canfiguration Primary SYSLOG server name : |192.158.18.ID |

Dynamic DMS configuration : p 510G . | |
SMTP configuration econdary SEerver name

IP filtering SYSLOG facility :

SYSLOG server configuration
MNFS server configuration

Web server configuration Savetoflash ][ Save &apply | [ Cancel |
Ethernet configuration

TCP service configuration

Serial port

+ Added the notification if NFS mounted partition was disconnected (server down)
NFS OL2E7| sliHE A9 SNMP2l O|HYSCZE Ue|l= 7|s2 FISHIESUCE AbAlst

HWE2 tiw 3.7 NFS M| HH (Page 38)2 &alstA|7| HEE L CF



[Email alert configuration]

Enable/Disable email alert for NFS _
. ; isahle

disconnection

Title of email ;

Recipient's email address ¢

[SMMP trap configuration]

Enahle/Disable MFS disconnection trap @

Ilse global SMMP configuration
Trap receiver settings :

1P &ddress Cormrmunity varsion

+ Added the firmware upgrade option from CF card
CF Card £ 0|&310{ HYo ¢azol=st= wWHe FIlstREUCH XMe 82 9.8

Firmware Upgrade (Page 135)& Zt1SHA|Z| HIZfLC},

+ Disable alternate IP by default
Port Access menu 2F 2t ZEo| X|MEl Assigned IP & 7| 2%t2 2 Disable 2 =M% &

Lt

+ Added the option to disable the port escape menu
Port Escape M|'=5 Disable & == USLCLAIME &2 7Y 4.3.4 Host Mode AA

(Page 60)2 Zt1SHA|7| HEZfL C}.



Serial port configuration - 1 : Port Title #1 --- hove to -—-

Enahle/Disable this port
Port title
Apply all ports settings

Host mode configuration

Host mode |C|:|nsu:||e server w
Enable/Disable assigned IP ;

Assigned IP

Listening TCP port (1024-65535] @ 7001 |

Protocol :

Ina_n:ti_vitv tirneout (1-3600 sec, 0 for |IEIEI |
unlimited) :

Enable/Disable port escape sequence Enahble

Port escape sequence | a:

POt Oreak sequence . ~HFEER

Use comment : Mo

Quick connect via |

Web applet encoding

| Savetoflash | [ Save & apply ] [ Cancel

Serial port parameters
Port logging

Paort event handling
Port IF filtering
Authentication

User access control
Alert configuration

+ Added the support Active Directory in LDAP authentication

LDAP QIZ4tAlo| M active directory & XL CF.



+ Added the built=in jta option with SSH1 and SSH2
JTA oM AL25t= SSH HAEE X™Ee = JEE SIUEHCH XMst E2 tfrd 3.8

M MH(Page 40)2 FIISHAIZ| HiEHH

Web server configuration

Web page refresh rate for statistics data display
(0-12800, 0 for no refresh) @

Login timeout (0-1440, 0 for unlimited) : minutes
|L|:|cal
5

seconds

Authentication method .

Eliminate root access . Disahle

Serial ports count on connection page (16-90) : [

Web applet aption :

Biuiltoin with SSH]

[ SavetofEsh i[ Save & apply H = e =1 ]

+ Added an option to make a back-up log files on log storage location

Port log storage location0| CF card EE= NFS server2 MAEE Aot MHE = US54
ct. o] AXo0| enable=l™ T XM& =7t0| CiA| DIRE 2 A 235 MEsts iy »of
g ohEUCH 7|& HEOME default2 Fx=A YHstH oLl 1.7.0 = o] M8

+ Added the feature to confirm callback phone number in Dial-in modem connection
Dial-in modem callback phone number & A|™stX| %2 d ZH HE Al ARZXIF A
SHHSE e = JAEF si&dt)
Welcome to VTS-800 (VTS800_Device)
VTS-800 Login : admin
VTS-800 Password : *x**x*

Configured Callback Number : Not Configured

Enter your phone number :

+ Added power status and control MIB
SNMPZ Power off CH&h Meff 3 ZEE

AtMet L 82 Sena VIS MIB utd & &

2 g = Ae MIB & FItstE sH
BHA[Z| HEZLCf

+ Added the support in connecting the slave port through ssh port(22th) of master unit
OFAE Unit f SSH ZEE AFE5l0 £210/2 Unit o ZEo| H&EE = JATE SIUEH

Cl. AkM|SH LHE2 4.5 Serial Port & (Page 89)& ZEI115HA|Z| dHigfLC},



+ Moved case sensitive option to port event handling configuration page

Port Logging ol /= Case sensitive =4S Port Event Handling &=22 0|3 &4Ct.

+ Enhanced the method to disconnect port user in Port Escape Menu so that user can receive a
message to confirm the disconnection

Port Menu Ol Al d. disconnect a sniff session A& Al Sniff A& 0l Disconnect Jt 2= &
Al =0kl AFE XU BIAIKIE SEELICH

B Tera Term - 192.168.18.120 VT M=E3
File Edit Setup Control Window Help

(>

Port Menu:

[u) zend breal

I show last 100 lines of log buffer
d dizconnect a =niff session

a zend message to port user

® close current connect ion to port
1. root 1321681510
Select zession(s) to be killed {0 for all J 1 1

Uzer "root’ has been disconnected.

cont inue. ..

(%




	+ Added the automated way to backup configuration 

