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INTRODUCTION

These release notes describe new features added and bugs fixed since the firmware V1.6.5

release.

ENHANCEMENTS

+ Added the access lists for grouping users
+ Added the remote ports supports
+ Added the VTS manager supports (Removed the HD Manager support)
+ Enhanced clustering features
* Integrating the ports of the slave units into connection page of master unit.
* Clustering slave unit web pages which are linked through clustering master unit can be
accessed
without prompting authentication.
+ Added the automated way to backup configuration
+ Upgraded the OpenSSH to v4.0p1l
+ Added the delimiter support in RawTCP protocol
+ Added uptime information at system status page
+ Enhanced security in VTS
* Enhance logging(all connection to CM and Ports)
* Log all changes to configuration
* Add security profile configuration
* Add Stealth mode
* Enhanced login security — forced to use strong password rules
- Minimum password length
- Maximum password age
- Enforce password history
- Enforce password complexity
1) Not contain all or part of the user's account name

2) Be at least eight characters in length



3) Contain characters from three of the following four categories:
- English uppercase characters (A through Z)
- English lowercase characters (a through z)
- Base 10 digits (0 through 9)
- Non-alphabetic characters (for example, !, $, #, %)
4) Six characters of a password may only occur once.
5) No null or blank characters may be used.
6) No consecutive numbers or letters.
7) Users should not use a password that is the same as the USERID or user’s name.
8) May not be a password that was used within the previous nine password changes.
9) Differ from the old password by at least three characters.
- Add Enable/disable option for SNMP daemon(get/set)
- Configure use of SSH v1/v2 (default SHOULD BE v2 if Java applet supports v2)
- Option to use JTA on /usr2
- Disable account after 2 wrong password attempts
+ Upgraded the TACACS+ implementation using PAM module
+ Added the support for user customizable PAM module
+ Extended the hash file format for automatic firmware upgrade to add a "run command"
+ Added Radius down local authentication option for Web Ul
+ Changed to accept a hostname in syslog server configuration
+ Added the notification if NFS mounted partition was disconnected (server down)
+ Added the firmware upgrade option from CF card.
+ Disable the assigned IP of serial ports by default.
+ Added an option to disable the port escape menu.
+ Added the support the Active Directory in LDAP authentication.
+ Added the built-in JTA option with SSH1 and SSH2.
+ Added an option to make a back-up log files on log storage location.
+ Added the feature to confirm callback phone number in Dial-in modem connection
+ Added the power status and control MIB.
+ Added the support in connecting the slave port through ssh port(22th) of master unit
+ Moved case sensitive option to port event handling configuration page
+ Enhanced the method to disconnect port user in Port Escape Menu so that user can receive a

message to confirm the disconnection.



ENHANCEMENTS

+ Added the access lists for grouping users
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+ Added the remote ports
VTS

(remote port)
mode

Console server

supports

mode

Serial port parameters

Remote port parameters

4.

VTS

(Page 43,47)

Remote port parameters(Page 65)
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+ Added the VTS manager supports (Removed the HD Manager support)
VTS VTS Manager
VTS Manager Quick Start Guide Help
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+ Enhanced clustering features

* Integrating the ports of the slave units into connection page of master unit.
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* Clustering slave unit web pages which are linked through clustering master unit can
be accessed without prompting authentication.
, VTS
, SSH

5.2 Clusting (Page 99)
JTA

“http://<IP>/connect.asp?p=<port number>"

“http://<IP>/connect.asp?t=<port title>"

+ Added the automated way to backup configuration
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+ Upgraded the OpenSSH to v4.0pl
OpenSSH

+ Added the delimiter support in RawTCP protocol

RawTCP Delimiter
Delimiter
. Disable Inter character time-out
4.3.5 Serial port parameters / Remote port parameters(Page 65)
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+ Added uptime information at system status page

System Status page

System Uptime
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+ Enhanced security in VTS

VTS

* Enhance logging(all connection to VTS and Ports)

System logging

* Log all changes to configuration

* Add security profile configuration

VTS . VTS ,
9.7 Security Profile(Page 130)
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Stealth
Stealth mode Enable ,
VTS

* Enhanced login security — forced to use strong password rules

9.7.4 Password Security (Page 133)
- Minimum password length
- Maximum password age
- Enforce password history
- Enforce password complexity
1) Not contain all or part of the user's account name
2) Be at least eight characters in length
3) Contain characters from three of the following four categories:
- English uppercase characters (A through Z)
- English lowercase characters (a through z)
- Base 10 digits (0 through 9)
- Non-alphabetic characters (for example, !, $, #, %)
4) Six characters of a password may only occur once.
5) No null or blank characters may be used.
6) No consecutive numbers or letters.

7) Users should not use a passwords that is the same as the USERID or user’s

name.
8) May not be a password that was used within the previous nine password
changes.
9) Differ from the old password by at least three characters.
- Add Enable/disable option for SNMP daemon(get/set)
SNMP Enable/Disable
- Configure use of SSH v1/v2 (default SHOULD BE v2 if Java applet supports v2)
SSH 1 . Disable SSH
2
- Option to use JTA on /usr2
Java applet . Java applet
/usr2/jta.jar Web applet option User-defined

/usr2/jta.jar  Java applet
- Disable account after 2 wrong password attempts
3



+ Upgraded the TACACS+ implementation using PAM module
PAM TACACS+ . 11.9.3 CLI
TACACS+ (Page 158)

+ Added the support for user customizable PAM module

Custom PAM Linux-PAM (Pluggable Authentication Modules for Linux)
/ets/pam.d/custom

Custom-PAM 11.8.2 CLI RADIUS (Page

152)  11.8.3 CLI TACACS+ (Page 158)

+ Extended the hash file format for automatic firmware upgrade to add a "run command”
Hash
9.8 Firmware Upgrade (Page 138)

+ Added Radius down local authentication option for Web Ul

Web Ul Radius down local

+ Changed to accept a hostname in syslog server configuration
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+ Added the notification if NFS mounted partition was disconnected (server down)
NFS SNMP
3.7 NFS (Page 38)



[Email alert configuration]
EnablefDisable email alert for MFS
chsCornEction

Tl of el ¢
Recipient's email address :
[SMMP trap configuration]

Lize global SHMP corhguration :
Trip rcEner Sethrgs

[P Address Community

Dizable

Enable/Disable WFS disconnection trag : Disable

Yarsion

+ Added the firmware upgrade option from CF card
CF Card
Firmware Upgrade (Page 135)

+ Disable alternate IP by default

Port Access menu Assigned IP

+ Added the option to disable the port escape menu
Port Escape Disable
(Page 60)

Disable

4.3.4 Host Mode

9.8



Seral part configuration - 1 : Port Title £1 -—- Move o —-
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Port ttle
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Host mode configuration
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+ Added the support Active Directory in LDAP authentication
LDAP active directory



+ Added the built-in jta option with SSH1 and SSH2
JTA SSH . 3.8
(Page 40)

Web server configuration

Weh page refresh rate for statistics data display
(0-1800, 0 for no refresh)

Login timeout (0-1440, O for unlimited)

seconds

minutes

Authentication method .

Eliminate root access . Disahle

o —
o
1
a

Serial ports count on connection page (16-90) : [

\Webh applet aption ¢ Built-in with S5HZ «
Built-in with 55HZ

Built-in with S5H1

Save to ftash '|[ Save & apnly H =1 aTa=]] ]

+ Added an option to make a back-up log files on log storage location
Port log storage location CF card NFS server
enable
default , 1.7.0

+ Added the feature to confirm callback phone number in Dial-in modem connection
Dial-in modem callback phone number
)
Welcome to VTS-800 (VTS800_Device)
VTS-800 Login : admin
VTS-800 Password : *****
Configured Callback Number : Not Configured

Enter your phone number :

+ Added power status and control MIB
SNMP  Power MIB
Sena VTS MIB

+ Added the support in connecting the slave port through ssh port(22th) of master unit
Unit SSH Unit
4.5 Serial Port (Page 89)



+ Moved case sensitive option to port event handling configuration page

Port Logging Case sensitive Port Event Handling

+ Enhanced the method to disconnect port user in Port Escape Menu so that user can receive a
message to confirm the disconnection

Port Menu d. disconnect a sniff session Sniff Disconnect

B Tera Term - 192.168.18.120 VT Mi=E3
File Edit Setup Control MWindow Help

~
Port Menu: =
[u) zend break

| show last 100 lines of log buffer

d dizconnect a =niff zession

a zend meszage to port user

® close current connection to port

1. root 132.168.153.10

Select session(s) to be killed € 0 for all 311
Uzer "root’ has been disconnected.

cont inue. ..

[ %




