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November 28, 2005

Copyright (¢) 1998-2005, Sena Technologies, Inc.

INTRODUCTION

These release notes describe new features added and bugs fixed since the firmware

V1.7.0.1 release.

ENHANCEMENTS

+ Added the virtual KVM support.

+ Added the security profiles(Standard, custom, secure).

+ Added the ability to configure the web port (default port : http=80, https=443)

+ Added an option to disable reverse DNS lookup.

+ Added an option to specify a system log file name.

+ Added the "Radius down - Local" authentication for CLI access.

+ Added the time zone list.

+ Added the email notifications for the traps on the main SNMP page configurable per
trap

+ Increased the max number of outlets per port. (up to 8)

+ Added a drop down list for UDP, TCP and ICMP protocol in IP Filtering configuration.
+ Added [View] button to display system logs or port logs on the pop—-up window.

+ Added the checkbox to enable/disable the NMS configuration on the SNMP
configuration page.

+ WEP key string for wireless PC card is stored as an encrypted form.

+ HTTP will be redirected to HTTPS in default configuration.

+ Default /etc/ldapauth file is changed to restrict searchbase only to user.

BUG FIXES

- Fixed the problem in using SSH public-key authentication to the CLI.
- Fixed the problem in setting power permission of added power outlets through the

editconf.



- Fixed the problem in disabling the power controller email alert and remote port email
alert automatically if SMTP configuration was disabled

- Fixed the problem in applying IP mode of ethO and ethl both as static.

- Fixed the problem in changing configuration of SNMP daemon via NMS.

- Fixed the problem in applying 'Set factory default a port' on a remote port.

- Fixed the problem in accessing slave unit from master unit via Web Ul

(Incorrect parameter initialization is caused in some cases.)

- Fixed the problem in sending a log to Syslog server if there is a “<” character in the
log message.

- Fixed the problem in sending a port login trap if the protocol of the port is SSH and
the port is accessed from the port access menu.

- Fixed the problem in accessing a remote port after resetting it.

- Fixed the problem in sending port login trap/email for TCP port with none
authentication.

- Fixed the problems related with the power controller.

- Fixed the problem with setting more than two serial ports as factory default in the
editconf.

- Fix the problem in displaying the log after reducing the log file size.

- Fixed the problem with RawTCP delimiter option.

* “kinit”(KEBEROS authentication client) and “pppd”(PPP daemon for PPPOE mode) are
removed from firmware image due to the space problem.
But you can use the feature if you place them on user space.(/usr2) Please contact the

Sena Support if you need these binaries.

KNOWN BUGS
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ENHANCEMENTS

+ Added the virtual KVM support.
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- Windows remote desktop connection, VNC, Radmin, Xmanager % User defined A 9%

g,

Serial port configuration - 1 : Port Title #1 ---bMove to ---  w

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Yirtual K¥M configuration

virtual VM connection
Sutomatic IP detection

IP address : 192,168, 1501 |
Client program ; | YWindows remote desktop connection v|
Socket/Screen number for WHC connection @ yhoviewer $1p$;|:|

Client program path |$F|DC$$IF'$ |

| Savetoflash | [ Save & apply ] [ Cancel ]

Serial port parameters
Port logging

Paort 1P filtering
Authentication

ser access control
Slert configuration




Serial port connection

Port access menu connection
Port access menu connection

Individual port connection

= C M Port# Title # of User Comments
1 PortTitle #1 0 < Mot used =
.|cnnnect port 1 on virtual K'v'M| o < Not used >
I PO TE &3 ] < Mot used =
4 PortTitle #4 0 < Mot used =

- Serial Port Connection W7ol KVMol <38 4= 9+ ofo]&o] yEld Y}

% 192.168.150.1 - H3 dlA3S

7 Windows Server2003

l. Standard Edition
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Security |tem Custom Standard Secure

il

SNMP (get/set) Configurable Disable Disable

Discovery (MANAGER) Configurable Enable Disable




Telnet Configurable Disable Disable

SSH Configurable Enable Enable

SSH V1 Configurable Disable Disable

HTTP Configurable Redirect to HTTPS Disable

HTTPS Configurable Enable Enable
All ports Configurable Any Any
Set all ports to Configurable Any SSH

Stealth mode Configurable Disable Enable

+ Added the ability to configure the web port (default port : http=80, https=443)
HTTP % HTTPS ¢ TEZ AAE = A& 7|50l F7IE A5 Yh.(Manual Page 39)

Web server configuration

\Weh page refresh rate for statistics data display

{0-1800, 0 for no refresh) seconds

Login timeout (0-1440, 0 for unlimited) : minutes
Authentication method |LD|:aI v|
Eliminate root access : Disable s

Serial ports count on connection page (16-90) @

m
=

Web applet option
HTTF part .
HTTPS port .

Built-in with S5H2 v|

I
=
o

+ Added an option to disable reverse DNS lookup.

Reverse DNS lookup & AAE 2+ 75 F7FEAH5YH. (Manual Page 42)

Reverse DNS lookup= EnableZ & ADH, VISE xxx.XxxX.xxx.xxx SBA&IC| [P FTAE T Q!
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TCP service configuration

TCP keepalive configuration

TCP keepalive time(sec) @
TCP keepalive probesitimes)
TCP keepalive intervalsisec) :

Reverse DMS lookup configuration

my| oaf| —
m

Reverse DNS lookup : Enable




+ Added an option to specify a system log file name.
AHEAZE System Log o A% ™S AAT 4 A= 7lso] F7HEASFUT 71
logs YU t}.(Manual page 120)

System logaing

System log storage location
System log to SYSLOG server ;
System log buffer size (KB, 300 max.) |5EI |
System log filename @ |I|:|gs |

Automatic backup on mounting

Send systerm log by Email

Mumber of log messages to send a mail (1- | |
100y

System log recipient's mail address @ | |

[ Savetoflash ][ Save & apply ][ Cancel ]

+ Added the "Radius down - Local" authentication for CLI access.
CLI %Al “Radius down-Local” Ql5S& A dsl= 7150 F7FEAHFHTH(Manual Page

154)

+ Added the time zone list.

Date & Time A& A] Time Zone #2EEZ ALt}

A2} “Select [Standard Timel and [Daylight saving time] from list” B ES& F=2d
AGe AgE 4= = Fo] YeEldYLh AlSAlE S, 57 9F A 9S A8sld AsoR

Time Zone ©] AA"EYt}.(Manual Page 129)



Date and time

=g NTP :
NTP server (0.0.0.0 for &Auto)

[Daylight saving time]
Enahble/Disable daylight saving time

Daylight saving timezone :

Start date [mm/dd] :
Start time [hh:mm:iss]
End date [mm,/dd] :
End time [hh:mm:ss] @

Time offset from UTC (UTC + [x.x]hours)

Date [mrm/dd/yyyy] : \05/27/2006 |
Time [hh:mm:ss] : [12:27:46 |
[ Select [Standard time] and [Davlight saving time] from list

[Standard time]

Timezone : KST |
Time offset from UTC (UTC + [%.x]hours) |El |

Select timezone from list

Continent :

Country

District :

Timezone name :

[Standard time]

Timezone :

Time offset from UTC (UTC + [x.x]hours) .
[Daylight saving time]

Davylight saving time :

Timezone :

Tirme offset from UTC (UTC + [#.x]hours) @
Start date [mmfdd] :

Start time [hh:imm:ss]

End date [mm,/dd] :

End time [hh:mm:ss]
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+ Added the email notifications for the traps on the main SNMP page configurable per

trap

SNMP Page o4 Trap o ™3t Email 4% A
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SMNMP configuration

MIB-II system objects
sysContact |administratu:|r |
sysMame \YTS4800 |
sysLocation @ ||'|'|l_5.| location |
sysService . "
Options Trap Email
EnablePowerConTrap/Email : Mo
EnableduthenTrap/Email Mo || Mo w
EnableLinkUpTrap/Email : Mo s || Mo w
EnableLinkDownTrap/Emall . Mo s || Mo s
EnableLoginTrap/Email : Mo s || Mo
Trap event recipient's email |
address :

+ Increased the max number of outlets per port. (up to )
shpe] £ EO| XA 4= 9= Power Outlet o] =5 A 8744 AR 5 Jr=

I 5 Yth.(Manual Page 83)

Serial port configuration - 1 : Port Title #1 --- Move to ---

L

Enable/Disable this port
Port fitle
Spply all ports settings

Host mode configuration
Yirtual VM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access contral
Alert configuration

Power control configuration

Port# Manufacturer Title Dutlet f¥elulgl

48 SENA PM SEMA P on Port 48 1

SENﬁPMuanaav| |2 v| [ Add |




+ Added a drop down list for UDP, TCP and ICMP protocol in IP Filtering configuration.

IP filtering oA Z2EZ] dia] AAT & A=F F7HEAFUT

IP filtering

# Interface  Option 1P address/Mask Protacol Port Chain rule Ackion
1all || Normal «|/0.0.0.0/0.0.0.0 | TCP w23 |DROP [ Remove |
2 |all  +||[Normal +|/0.0.0.0/0.0.0.0 | TCP « |0 | ACCEPT «|[ Remove |
3|all  +||[Normal +|/0.0.0.0/0.0.0.0 | TCP w22 | ACCEPT «|[ Remove |
4|all  +||[Normal +|/0.0.0.0/0.0.0.0 | TCP w443 | ACCEPT «|[ Remove |
(all || Mormal « | | TCP | |ACCEPT [ Add |

+ Added [View] button to display system logs or port logs on the pop—up window.
System Log % Port Log 3}Hol|A [View]HEo] F715H o] [View] HE 3 A] Q=&
Zol YEfUA logs & F A& 7ol F7HE AEHth.(Manual page

System logaoing

System logging ¢ i_Enable v!
System log storage location E_MW|
System log to SYSLOG server ! Disable |
System log buffer size (KB, 200 max.) EEEI |
System log filename ¢ IIEQS [

Autormatic backup on mounting

Send system log by Email ¢

Murber of log messages to send a mail {1- | |
1007 :

System log recipient's mail address . | |

[ Save to flash ][ Save & apply ][ Cancel ]
System log .
!DS-Z?-2DEIE- 11:45:45 = Boot up Systern Start Ea

|05-27-2006 11:45:45 = Start with Static IP by 192.165.18.245
[05-27-2006 11:49:04 = Web - LOCAL authentication for 'admin’' failed.
|05-27-2006 11:49:07 > Web - LOCAL authentication for ‘admin’ failed.
|05-27-2006 11:49:10 = Web - LOCAL authentication for 'admin' passed.
|05-27-2006 11:50:10 > User administration configuration changed.
|05-27-2006 11:50:18 = Configuration changes are saved. =
|05-27-2006 11:50:22 > Configuration changes are applied

|05-27-2006 11:55:35 = Web - LOCAL authentication for 'admin' passed.

|05-27-2006 11:58:05 > Web - LOCAL authentication for ‘admin’ failed.

[05-27-2006 11:58:11 > Web - LOCAL authentication for 'admin’ passed,

|05-27-2006 12:13:04 > Port #1 LOCAL authentication for 'admin’ passed. b2

Clear ] [ Refresh ][ """ Vigi




+ Added the checkbox to enable/disable the NMS configuration on the SNMP
configuration page.
SNMP configuration 4] Check boxE %3l Enable / Disale & 4 JEF F7IEAHFY

o,

Access control settings (MMS)

IP &ddress Cormunity Permission
[192.168.100.101 | senavts |
O | | | |
O | | | |
O | | | |

Trap receiver settings
IP Address Community Wersion

+ WEP key string for wireless PC card is stored as an encrypted form.
PCMCIA 74 @A7t= AR8 Al WEP key HAAS AT o gssste] AAet=s +45
g,

+ HTTP will be redirected to HTTPS in default configuration.

Secure ptofile oA HTTP ¢ &2hS “Redirect to HTTPS"E A4S 45 AEA7F
HTTP® VTS o & o ofgf sl § ¢ 5% F Ago=m HTTPSE &
t}.(Manual Page 134)

HTTP is not available...

HTTP is not available. Please, CLICK HERE to connect via HTTPS.

+ Default /etc/ldapauth file is changed to restrict searchbase only to user.
LDAP Authentication A] 7]&°lE Groupe o] Aoy 1.8.0 FEHE User AHE

9ol Aeld 5 AES FAHAE



