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1. Basic configuration

1.1. How to enter the VTS for the first time to set IP of the VTS

This guide gives you all the necessary information to quickly configure and start
using the Sena console server, VTS. Below VTS package (comes along with VTS) is

required to get started.

One power cable (included in the package)

One-console/Ethernet cables (included in the package)

Cable kit (included in the package)

One PC with Network Interface Card (hereafter, NIC) and/or one RS232 serial port.

) Connect power supply and Switch on the VTS.

Back panel of the VTS

Connect power supply

) Connect the Ethernet cable to the Ethernet connector on the back panel of

the VTS with your hub or switch.



Connect Ethernet cable to the Ethernet connector on the back panel

) Connect the Console cable with RJ45-DB9F adapter into the console port of

the VTS and connect the other end of the Console/Ethernet cable with

RJ45- DB9F adapter to the PC's COM port.

52

Connect the Console/Ethernet cable with RJ45-DB9F adapter

) Turn on the power switch on the back panel of the VTS.

) Confirm that the Power, Ready and Link LEDs are light up.

Confirm the Power, Ready, and Link LEDs



) Configure a terminal emulation program, such as HyperTerminal, using the
following settings: bps=9600, data bits=8, parity=none, stop bits=1, and

flow control=none.

Fort Setlings I

Bitz per zecond: IEIEI]D j

Drata bits: I g j

Barity: INnne j
Stop bits: |1 =l
Eloww control; INl:une j

k. Cancel Spmly

Configure a terminal emulation program with above properties, in a typical case

) Press ENTER key at the terminal emulation program.

) Enter the factory default login as "admin". Default password for admin is

"admin". Then configuration menu appears like below.



182 .168.161.5 Jlogin: admin
Pasaword:

Welcome to VIS-1600 configuration page

Current time : 02/25/2003 1&:46:34 F/W REV. = P OO
erial No. » wt332000302-00001 MAC Address :00-01-895-al-89-b7
IP mods = Static IP IP Address : 182.16B.161.5

Select menu

. Network configuration
Serial port configuration
. Clustering configuration
PC Card configuration
System Status & log

. System administration
Save changes

. Exit without saving

- Exit and apply changes
Exit and reboot

<ENTER> Befresh

[ 1INV T e TS R . R o Y R % I I

Enter VTS authentication details

) Choose the following to navigate to the IP configuration: ==> 1. Network
configuration > 1. IP Configuration >
You may change IP settings here. Factory default IP setting is 192.168.161.5

About your network parameters, please contact your Network administrator.



Welcome to Y¥TS-1600 configuration page

Current time = 05/30/2003 03:58:18 FA" REY. owll1?
Serial Ma. - YTS1600-030100001 HAC Address - 00-01-95-04-2b-ca
IF mode : ostatic IP IP dddress @ 1921651615

Zelect menu

. Netwark configuration

. serial port configuration
« Cluztering configurat ion
. PC Card confizuration

. Svstem Status & log

. ovztem administration
Save chanzes

. Exit without =saving

. Exit and apply chanzes
Exit and reboot

<ENTEH> Ref resh

ﬂ:l 0 00 m-d O T e DO D —
.

Zelect menu

. IP configuration

. SWNMP conf izuration

« Dymamic DN conf igurat ion
. SMTP confizuration

. IP filtering

. orel0G zerver confizuration
NFS zerver confizuration
. Web zerver confizuration
. Ethernet configuration
TCP zervice configuration
<ESE> Baclk, <ENTER> Ref resh

ﬂ:l 0 00 m-d O T e DO D —
.

Zelect menu

1. IP mode : static IP

2. IP address @ 1921631615

3. Subnet mask @ 265.2586.0.0

4. Default zatewaw @ 192.168.1.1
h. Primary DNS : 163.126.63.1

E.

Secondary DN @ 168.126.63.2
<ESC> Back, <ENTER: Refresh j
_____ > -

You may change IP settings here

) Press ESC when done to return to the main configuration menu and
enter number 9 to exit and apply changes. Changes are saved and applied

immediately. No need to reboot VTS.



Welcome to ¥TS-16800 configuration page

Current time @ 0573072003 09:01:25 F/% REV.
Serial Mo. @ MTS1600-030100001 WAl Address
IF mode : ostatic IP IF &ddress

Zelect menu

o OO0 00 =] OO0 O fe OO D —

Network conf izuration
Serial port configuration
Clustering configuration
PC Card confizuration
System Status & log

Svatem administration

Save changes

Exit without =aving \N/////
Exit and apply chanzes

Exit and reboot

%ENTEﬂi Ref fesh

R I .
D 00-01-35-04-2b-ca
1921681615

Save and apply changes

) You have successfully configured VTS IP setting. Now, you may

access the VTS in management tools such as Web/Telnet/SSH with the IP

that you have configured just before.

web interface like below.

For example, you may test VTS in



VTS Series

S~

maTTEEETTTEN L
Matwmrk
1P configuration P configueation
SHMP configuration T
rodiE | Sratic 'I
) amic DMS corfiguratir E;
SMTF configuration IF address ; [122062061.5
i f LEhnd Subnet mask [255.255.0.0
5T5L0G sarver configurabo
WFS servar configuration Deraut gateway | |'I 216811
sk ahlnsiie Primary DNG (0.0.0.0 for auta) : [eB126.80
TCP saryics ._.'|I gurabion Secondary OMS (optional) : |'| GRB.1 26.63.2
Serlal port FRPOE usar nams : | ey
Clustering PPPOE password | ........
PC card Corfirm PPPoE password [rrereee:

System status & log

System administration e B [ Sae & apply ] e |

System statistics

Eopripht €1200% Sona Technokigies e All ghls renaresd

You may login into VTS using web browser and change settings

1.2. How to access the VTS to configure its features

You may access and configure the VTS by any one of four methods:

Access and configure VTS using a Console cable

Access and configure VTS using Telnet/SSH

Access and configure VTS using a Web browser

Access and configure VTS using HelloDevice Manager

1.2.1. Access and configure VTS using a Console cable

) Connect the console cable.

Connect the console cable to the port labeled “Console” on the VTS with the RJ-45



connector end, and to your PC’s available COM port with the serial port end.

) Access the console port of the VTS using terminal emulation program.
You will see a login prompt on the console screen. Refer to the chapter 1.1 for

details.

) Enter adm n as login name and adm n as password, and press Enter.

) After successful login, you may see the window like below

1.2.2. Access and configure VTS using Telnet/SSH

) Connect Hub to workstation and VTS with Ethernet cable.
) Telnet to <IP assigned to the VTS>. You may type 'telnet' at the command

prompt like below or use a telnet client program.

mmand Prompt (2}

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

C:\>telnet 210.205.197.172

Access and configure VTS using Telnet

Or if you have SSH client you may use SSH program to connect VTS for Secure

connection.

Enter adm n as login name and adm n as password, and press Enter.



mmand Prompt {2} - telnet 210.20

Linux 2.4.2_hh120 (210.205.197.172) (0)

login: admin
Password: o

Enter authentication details
1.2.3. Access and configure VTS using a Web browser
) Connect Hub to workstation and VTS with Ethernet cable.
) Use standard Browser like Internet Explorer or Netscape and Point your

browser to the IP address assigned to the VTS. For e.g.,

http://192.168.44.100. The login page will appear like below

VTS Series % E

User authentication required. Login please.

WEBSERVER
Copgrlght S0 Sens Techeekgischc Alldghb: regerend TECHROLOGIES

Access and configure VTS using a Web browser




) Enter admin as login name and admin as password, and click login button.

1.2.4. Access and configure VTS using a HelloDevice Manager.

Set up the HelloDevice Manager in your PC. You can get the latest version of the

HelloDevice Manager in http://www.sena.com/support/download/

) Connect the VTS in the network where the PC with HelloDevice manager is
installed.

) Click Probe’”button to find the IP address of VTS.

loix
File Device Wiew Help

ﬁi\.%ﬁlﬁ|ﬂﬁ|?llﬁllclasses j|

Devicej' A | P | i C | class | parameker | Value

Mo Device iz selected.  Select a device.

«| { 5
Ready l_ 'W o

Access and configure VTS using HelloDevice Manager

) Enter adm n as login name and adm n as password, and press Enter.



& HelloDevice Manager

File Device Wiew Help

8 [m[ S

/O|&la|@|ﬂﬁ| ? ||Allclasses

Device

55100 Device 192.168.0.13

WTS800 Device 192,168.5.2
PS400 Device 192.168.14.3
PS400 Device 192.168.4.5

L5100 Device 192.168.222.210

Ready

00:01:95:04:15:09
00:01:95:04:34:6E
O0:01:95:04:14:89
00:01:95:04:04: 33
00:01:95:04:32:CA

class | parameter | Walue | -
1System Serial number YT51600-030100001
[Swstem Firrware revision w112

[3vwstem Ethernet address 00-01-95-04-Zb-ca
[aystem Device name YTS1600 Device
Ietwork/IP IP mode static IP
Ietwork/IP IP address 192,168,161.5
[Mebwaork/TP Subnet mask, 255,255.0.0
[Metwork/TP Gateway 192,168.1.1
Ietwork/IP Primary DMNS 168,126.63.1
Ietwork/IP Secondary DMNS 168,126.63.2
[Mebwork/TP PPPoE user ID whoever
[Metwork/TP PPFoE password pppoepud
[Mebwark/Dynamic DMNS Drynarnic DS setking Disable

IMetwork/Dynamic DNS
IMebwork/Dynamic DMS
IMebwork/Dyvnamic DMS
[Metwark/SMTP
INetworkfSMTP
INetworkfSMTP
[Mebwark/SMTP
[Metwork/SMTP
INetwork/Remate
INetwork/Remate
[Mebwork/Remate
[Mebwork/Remote
[Mebwork/Remote
INetwork/Remate
[Mebwark/SYSLOG
[Mebwork/SYSLOG
[Mebwork/SYSLOG
INetworkiMFS
INetworkiMFS
[Mebwork/MFS
Metworkfteb

Crynarnic DMS domain name
Drynarmic DNS user name
Dynarnic DMS password
SMTP server

Sender address

SMTP mode

SMTP user narme

SMTP password

Telnek configuration
Telnet allowed hosts
Telnet allowed hosts mask
‘wheb configuration

Web allowed hosks

web allowed hosks mask
SYSLOG service

SYSLOG server ip
SWSLOG Faciliy

MFS service

MFS server ip

MFS mount path

HTTP support

vts1600,dyndns. biz
wts1600-user

ks LA00-piad

Sk, yoUrcomparty ,com

ks 1 600@rourcampany . com

SMTP w/o authentication

admin

admin

Enable

0.0.0.0

0.0.0.0 bz
Enable

0.0.0.0

0.0.0.0

Disable
192.165.200,100
LOCALD

Disable
192.165,200.100
!

Enable

=
I

Enter authentication details and get access to access and configure VTS

1.3. How to access adevice via modem?

The VIS series facilitates four communication modes between serial devices and

remote hosts. Console server, terminal server, diakin modem, and dial-in terminal

server.

Below is the brief description about Dialin modem mode.

About Dial-in modem mode: This npde allows access to the serial port from a

remote site via an analog modem connection.

When a serial port is configured as

dial-in modem mode, the VTS assumes that the serial port is connected with an

external modem, and waits for a dial-in connection from a remote site. Using a

terminal emulation program to access the VTS will result in the display of all

available serial ports. The user can then select a serial port to access.

1.3.1.

Options to the user in this mode




Serial port configuration -2 : Cisco Serverin Dial-in-Modem mode #2 (S Mowe 1o ——— j

Enable/Disable this port

EnablefDisable this port ! |Enab|e *I

Save to flash Save & apply | Cancel |

Paort title

Spply all ports settings
Host mode configuration
Serial pott garameters
Authentication

Options in Dialin- modem mode

1.3.2. Dial-in-modem parameters

In this mode, users need to configure the following parameters in Host mode

configuration:

- Inactivity timeout
-Modem init string
-Dialin modem escape sequence

-Dialin modem break sequence



Serial port configuration - 2 : Cisco Server in Dial-in-Modem mode #2 SRS RV du IS, &

Enable/Dizable this port
Port title

Spply all ports settings
Host mede configuration

Host mode IDiaI—in modem j
Enable/Disable assigned IP m

Assigned 1P ; [192.1868.0.102

Listening TCP port (1024-85535]) | |_?f_lf;12'_'

Destination 1P ; [0.0.0.

Destination port (0-65535) ; fo

Protocol |T&I|‘uer -I

55H break sequence . |~|_'..r'er1k
Inackvity timeout (1-3600 sec, O for |1 o0
unlirmited) :
Modem init string lq] eQs0=2
Dial-in modem escape sequence | CtrI—IZ

Dial-in modem break sequence |

e commeant | Mo =

Quick connect via | Weh applet &

Save to flash Save & apply | Cancel |

Serial port parametars
Authentication

Dial-in- modem parameters
) Inactivity timeout
If there is no activity between the VTS and the dial-in client program during the
specified inactivity timeout interval, the existing session will automatically be closed.
If the user wants to maintain the connection indefinitely, configure the inactivity
timeout period to O.

) Modem init string

The modem init string is used to initialize an external modem attached to a serial



port. If the user does not specify any init string, the default init command is used.
The default modem init command is “qle0s0=2" For more information about the

modem init string, please refer to the modem manual.

) Dialin modem escape sequence

Dialin modem escape sequence is used to stop using a connected port and return

to initial menu. Configured characters should be used while a Ctrl key pressed.

) Dialin modem break sequence

Dialin modem break sequence is used to send a break signal when using a port

configured as a Console server mode via Dial-in modem.

When the host mode is configured as either “dialkin modem mode”, the user cannot
set the DTR behavior. Also port-logging feature will not be accessible if the serial

port is configured to this mode (dial-in modem mode).



2. Connections between VTS and various devices

2.1. How to configureaconsole port on Linux PC

To use the ordinary serial port of a PC as a console redirection port, a user needs to

configure the Linux.

) A complete documentation of this how-to is

http://www.linux.org/docs/Idp/howto/Remote-Serial-Console-HOWTO .

) Basically, you need to configure a boot loader and an init system to
configure a serial console port. See 3) and 4) for this.

) See the LILO configuration in 5.1. Configure Linux kernel using LILO’ of the
Linux document.

) See the inittab configuration in 6.1. init system’of the Linux document.

2.2. How to configure a console port on Windows 2003 server

Windows 2003 Server supports console redirection to the serial port. To utilize this

functionality a user should follow the steps below.

) Run cmd.exe on Windows 2003.

) Run bootcfg.exe. The following command line configures the COM1 as an
EMS redirection port at the baud rate of 9600. This EMS setting is added to
the boot entry ID, 1. Boot entries and their ID are displayed by running
‘bootcfg /query’.

bootcfg /ems ON /port COM1 /baud 9600 /id 1
Reference:

( ) Windows 2003 Server> Start button > Help and Support > bootcfg:

Command-line reference, Enabling Emergency Management Services after setup



2.3. How to wire between VTS and devices

Devices export different serial interfaces. VTS provides 2 sets of RJ45 straight
cables and 4 types of adapters. There lists some categories of devices that a user
can connect with the cable and adapter accessories given with VTS.

2.3.1. VTS to DTE(RJ-45)

Sun Netra Server & All Cisco equipments and other RJ45 DTE Device fall in this

category. A user just uses the RJ45 straight cable to connect these devices.

47654321 :
RJ-45 connector B R.J-45 connector 5

VTS DTE(RJ-45)
Pin Description Description Pin
1 CTS < RTS 8
2 DSR < DTR 7
3 RxD < TxD 6
4 GND < » GND 4
5 DCD < DCD 5
6 TxD > RxD 3
7 DTR > DSR 2
8 RTS > CTS 1

RJ 45 Male RJ 45 Male

connector connector




2.3.2.

VTS to DTE(DB25 Female)

Sun Sparc Servers and other DB25 DTE devices fall in this category. The RJ45
straight cable and the RJ45-DB25 female adapter (No. EP0401079) connects the
device and VTS.

g

13

1

Yﬁo‘t‘%@‘-‘e‘oﬁt;;‘oﬁe

/

87654321 25 14

R.J-45 connector
VTS DTE(DB25 Female)

Pin Description Description Pin
1 CTS RTS 4
2 DSR DTR 20
3 RxD TxD 2
4 GND » GND 7
5 DCD T—> DCD 8
6 TxD > RxD 3
7 DTR l > DSR 6
8 RTS > CTS 5

RJ 45 Male DB25 Male

connector connector




2.3.3.

VTS to DTE(DB25 Male)

Serial Printers and other DB25 DTE devices fall in this category. The RJ45 straight
cable and the RJ45-DB25 male adapter (No. EP0O401080) connects the device and

VTS.

araea32

RJ«-45 connector

1 13
CooOOOO000000
Qoo O0000000

14 25

VTS
Pin Description
1 CTS
2 DSR
3 RxD
4 GND
5 DCD
6 XD
7 DTR
8 RTS
RJ 45 Male

connector

DTE(DB25 male)
Description Pin
RTS 4
DTR 20
TxD 2
» GND 7
T—> DCD 8
> RxD 3
l > DSR 6
> CTS 5
DB25 Female
Connector




2.3.4. VTS to DTE(DB9 Male)

Nortel equipments, HP Server (1A SERVER TC2110, HP 9000, RP2400), IBM Server
(RS/6000) and other DB9 DTE devices fall in this category. The RJ45 straight cable
and the RJ45-DB9 male adapter (No. EP0401078) connects the device and VTS.

[ 1 5
Qo000
I 0O00
areEanat s ] 9
R.J-45 connector z
VTS DTE(DB9 Male)
Pin Description Description Pin
1 CTS < RTS 7
2 DSR < » DTR 4
3 RxD < TxD 3
4 GND < | GND 5
5 DCD <4+——0 I—} DCD 1
6 TXD l > RxD 2
7 DTR > DSR 6
8 RTS > CTS 8
RJ 45 Male DB9 Female
connector Connector




2.3.5. VTS to DCE(DB25 Female)

Modems, ISDN adapters and other DB25 DCE devices fall in this category. The RJ45

straight cable and the RJ45-DB25 female adapter (No. EP0401081) connects the

device and VTS.

)

81321
RJ«-45 connector

13 1

s/

25 14

VTS DTE(DB25 Female)

Pin Description Description Pin
1 CTS CTS 5
2 DSR DSR 6
3 RxD RxD 3
4 GND » GND 7
5 DCD DCD 8
6 TxD > TXD 2
7 DTR > DTR 20
8 RTS > RTS 4

RJ 45 Male DB25 Male

connector connector

Reference:

( ) VTS user manual > Appendix A: Connections




3. User administration and user’'s connection

3.1. How can | add a user to the VTS local database?
Follow the steps below.

) From the Web menu, go to ‘System administration > Users administration’

Metwork — =
User administration

Serial port
] Current local users
Clustering
User & User name User group Shell
PC card 1 admin Systermn admin Configuration menu
System status & log 2 userl System admin (0 iy
System administration £ el Root ELL
<iIsers administration: Add User™, Edit User Remove User
Change password

Device name

) Select the Add User’ link and you1l see the Add user’ pane.

ser name : |

Select group |Llser |

Password : |

Confirm password |

Shell program : |F'|:|r1 ACCEeSsS menu;l

S5H public key authentication |Disabled vI
Select S5H Yersion |SSH W vI

S5H public key file: | ZOE2...

Add | Cancel

)  Fill out the user information for a new user.
User name/Password/Confirm password — These are mandatory fields to fill out. For other

fields, see the reference (1).

) Click Add’button to store the input.



Note:
Once certain user account is added to the VTS local database, the user can access all the ports
of the VTS unless the following rules are specified in the port configuration

(1) Port IP filtering

(2) Authentication: External authentication is enabled

(3) User Access Control: permission/restriction

Serial port configuration - 1 : Sun Sparc Server #1 --- Move to --- -

Enable/Disable this port

Enable/Tizable this paort : IEnabIe vl
Save to flash Save & apply | Cancel I
Port title

Apply all ports settings
Host mode configuration
Serial port parametears
Port logging

Port event handling

References:

( ) VTS user manual > 8.1 User administration

3.2. How can I configure users’ access to the ports?

Assuming that
- Cisco equipment is connected to the port 3
- Cisco users are sam, james, tim
- Give the right to access to the port 3 to only Cisco users
- Authentication is done locally using VTS local database
- The user accounts for sam, james, tim are already created in the VTS local

database based on the steps in section 1.1.

) From the web menu, go to ‘Serial port > Configuration > Individual port

configuration > Port# 3



Individual port configuration
Port# Title Mode DestféssignedIP Port
1 Sun Sparc Server #1 5 192.165.1.101 Foo1i
2  Linux Server #2 CS 192.168.1.102 7002
Cisco router in room., C5  192.168.1.103 7003
Loophack #4 T 19z.168.1.104 7004
) Go to = User access control’.
User access control
User filtering by : Mone |

Restricted user list

|
I_.ll HEEyYE |

Permitted user list ;

A

I
I_LI HETEYE |

Sniff session user list
adrin, fff

Sniff session mode IEI:::th vI

[T Allow all users to sniff

el

|
Iadmin vI Rermove |

) Set the User filtering by’ option to Permitted user list”’

Shiff session escape sequence | CtrI—IZ_.

Acld

User access control

User filtering by

) Type the user name, sam and click Add’ button.

Permitted user list :

[sar|

I_;[ Rermove |

g |

Proto

Telnet
Telnet
SEH

Telnet

Serial-settings

9600-M-58-1-MNo
A600-M-8-1-Ma
9600-M-5-1-MNa
9600-M-58-1-MNo




) Follow the same steps for adding other users”account.

If the user account addition is completed, you can see the account list

Permitted user list :
sam, james, tim

Remove
]Eh:uth v]

Add

Note:
If the user doesn’'t add any user accounts to the permitted user list while he enabled

user filtering by ‘Permitted user list’, then no one can access to the port.

) Click ‘Save & apply’button to store the input.

) Once the users try to access the port# 3, they will find that only the

registered users can access the port.

References:

( ) VTS user manual > 4.3.10 User access control configuration



3.3. How can | make multiple local users access the same serial device
and enable sniffing?

Unless ‘sniff session mode’ is enabled, only one user can access the port simultaneously. The
factory default setting is ‘disabled'.

) From the web menu, go to ‘Serial port > Configuration > Individual port
configuration > Port# 3.

) Go to > Authentication’

) Set the Authentication method’as “Local”

Authentication

Authentication method [Local =]

Save to flash Save & apply | Cancel |

) Click ‘Save & apply’button to store it.

) Go to = User access control’

Shiff session mode |Disabled vI

Shiff session user list

[T allow all users to sniff
I Sl

I_ll HENEYE |

Sniff session escape sequence | Ctrl-{i’-’_

) Configure the ‘Sniff session mode’to one of 1nput’ Output’and ‘Both’to

allow multiple sessions per port.

) Add users to the sniff session user list.



Sniff session user list .
sam, tim, james
[T allow all users to sniff
] Add

Shiff sessifn b olience Ctrl—fz_

) Click ‘Save & apply’button to store the input.
) Once the users try to access the port# 3 when there is already a session

established, they will see the menu for a sniff user.

Welcome to UT3-3200 Console Server

UT5-3208 Login : james ' Spiff-User~
UTS—3208 Password - =

“<{ Port 3 iz bheing used by <{sam? viewed by B usepris)> 1F 33>

Select menu Main-User+

1. Enter asz the main session
Initiate a new sniff session
Take over a main session
Kill sniff sessionds)>
Send messages to port useris)

References:

( )VTS user manual > 4.3.10 User access control configuration

3.4. How can | control sessions using hot key in sniff session?

)  Access the port by terminal client program when there is a main session

connected to the port.



Welcome to VTS-3200 Console Server

VTS-3200 Login : james
VTS-3200 Password : *****

<<< Port 3 is being used by (sam) viewed by O user(s) !!! >>>

Select menu

1. Enter as the main session

2. Initiate a new sniff session

3. Take over a main session

4. Kill sniff session(s)

5. Send messages to port user(s)
6. Quit

o

) Type 2”and press Enter’to create a sniff session to connect to the port.

New sniff session started (type '~z' to go back to main menu) ...

The user will see all that the main session user types.



I Tera Tarm —is sena Main sessione =101 %]
File Edit Setup Control Window Help
El_t Is -
TT_DE etc lept tmp vl -J
bin export lib platform uzarl xfn
cdrom hiome lost+found  proc uzerd
dew home? mnit ps_data usr
dev | ces kermel net shin Var
It ewd
/
1=
TT_DE etc lpf tmp vol
bin export |ib platform uzerl xfn
cdrom hiome lost#found  proc uzar?
ey homel mrit pe_dala usr
dE'n' i cas l-ﬂ' el =~ ke Sl e
ﬂ: pwd '_m, T':.'r'i_:.i TE!ITI' = ¥iS. Sena, com -.-'IT Sniﬁ’-sessiung
i i File Edit Setup Control Window Help
i 1= AR =]
TT_OB el [TT_DB etc kpt L g vl
bin e bin export lib platforn usari «fn
cdrom b fodrom home lost+found  proc usard
dey b ey Fiome? mnit ps_data usr
devices lee ddew | ces kernel net zbin var
< rpipreiwedid?

¢ 2l relsd
T_DE etc kept t g val
in export lib platform usarl xfn
drom hiome lost+found  proc usard
ey home? it ps_data usr
ev | ces kernel net shin Var
L rpiprwiwrdady
rodcrdid: (A
>I<I vedsd AR
TT_DEB etc kept g vol
in export lib platform usarl xfm
drom home lost#found proc usar?
ey home? mnit ps_data usr
evices kernel net zhin var :I
r=

) Press Ctrl+z’to see the sniff user menu again.
<<< Port 3 is being used by (sam) viewed by 0 user(s) !l >>>
Select menu
1. Enter as the main session
2. Initiate a new sniff session

. Take over a main session

. Send messages to port user(s)

3
4. Kill sniff session(s)
5
6

. Quit

o




Note:
® The factory default setting of the hot key is fTtrl+z, and it is
configurable in ‘Serial port > Configuration > Host mode configuration’
page.
® Only sniff session users can use hot key menu. It is not available to

main session user.

) Type 3”and press Enter’to connect to the port as a main session.

era Temmn - s, sena,.com VT

Flle Edit Selup Control Windoyy pee—

“H'H Howd: dose not sxist Wain-session —- Sniff-session: __l‘
e RO HOHO
"H'H'H: not found

rpdprwinididy
usr

2| eisd

lib fadet:d leermel news zadn uchinc lude
bin demo e OASYE sbin uchlib
[hia | e dict lib old zhare usr

dt loca | openwin snadn WIEYS

dim W'l

iy Eile Edit Sewp Control Mindow I ————— — -
21| relad AH‘H:Mg: does not exist NI Session alnsession: ﬁ
lib It w# HHH
bin W H'H'H: not found
LN | e it pwd
usr
it 1s
dri 41 ik oo kernel news sadn ucbine lude
zat Gbin demo bowm CASYS shin uchlib
in SUNNa e dict lib old zhare usr
" dt local opanEin snada VIMEYE
3 ZamEs lost+found platform zpoo| xpzd
adm inc | Lide majl preserve src
aset java TN proc tmp
bin Javal.l et pub uch
it Is
41 b cos kernel news sadn ucbinclude
Ghin dema kv CASYS shin uchlib
SUNa e dict lib old zhare uzr
ks dt local opanein snadm YMEYE
a ZAMES lost#found platform  spool xpgd Bl
a.dm Inc: | e il | Preserve src Lq
azet Java TN proc tmp
bin javal.l et pub uch ﬂ
it -

The sniff session user becomes the main session user if he takes over the main
session, though the existing main session is converted into sniff session

accordingly.

References:



( ) VTS user manual > 4.3.10 User access control configuration

3.5. How can |l run a SSH session for secure connection?

) From the web menu, go to ‘Serial port > Configuration > Individual port
configuration > Port# > Host mode configuration”’

) Set the Protocol’ parameter as ‘SSH’

Host mode configuration

Host made | Console server =l
Enable/Disable assigned IP : IW,

assigned IP |192.IEB.1.1D1

Listening TCP port (1024-65535) @ |?DDI

Destination IP {0.0.0.0

Destination part (0-65535) ¢ D

Protocal Telnet vI

S5H break seguence @ Telnet
Inackivity timeout (1-2600 sec, O far Baw
unlimited) :

Modem init string |quDsU=2

Dial-in modem escape seguence : Ctrl—lz_

Dial-in modem break sequence | I

se comment : Mo =

Quick connect via : |Web applet vI
Save to flash I Save & apply | Cancel |

) Click ‘Save & apply’to save the changes.

) Connect to the port using SSH client program.



= .com - default - S5H Secure She

J File Edit Mew Window Help |
H SRk A3 REE A S0 % &x

| &1 Cuick Connect [ Profiles |

# pid :J
fusr

# cd /

# 1s

TT_DE etc k opt tup ol

bin EXPOrT lih platform userl ®En

cdrom hone lost+found proc user:z

dew homeZ unt ps_data usr

devices kernel net shin war

# 1z

TT_DE etc k opt tup 7ol

bin EXPOrL lib platform userl xfn

cdrom hone lost+found proc users

dey home 2 ht ps_data usr

devices kernel net sbin var

# pud

£

# 1z

TT_DE etc k opt tup 7ol

bin EXPOrL lib platform userl xfn

cdrom honme lost+found proc userz

dew homeZz unt ps_data usr

devices kernel net shin var

¢ 1 =
Connected ta s, sena,com [S5HZ - aes128-cbc - hmac-md5 [B0=24~ [ [ [

Reference:

( ) Free SSH client program can be downloaded at the SSH web site.

http://www.ssh.com/support/downloads/secureshellwks/non-commercial.html

3.6. How can | access to the port using SSH public key authentication?

To access the port using public key based SSH connection, the user has to do the

following steps.

® Generate SSH public key file

Modify the public key file to meet the SSH daemon of the VTS
Configure the VTS port parameters for SSH connection
Configure the VTS user account for public key authentication

Access the port using SSH public key authentication

In this guide, we will use the SSH client program provided by SSH Communication

Security (http://www.ssh.com).




3.6.1. Generate SSH public key
) Run SSH client program
Go to the screen, Edit > Settings’

Go to the screen, “Global Settings > User Authentication > Keys”.

N N

Create the key by clicking the ‘Generate New’ button using the following
settings.
Key: DSA
Key length: 1024

) Enter the appropriate Passphrase and store the public key file.

Flease provide a file name for the private key, a
cormnment (to help recognise the key) and a
passphrase,

The private key will be encrypted, & passphrase
protects access to the private key, “our
passphrase should be at least 8 characters long
and contain both lefters and numbers,
Punctuation characters can also be used,

File {pkdames

Comment  [lames_sun

Passphrase |*****

Passphrase [+

) Press Complete’ button.



Bl Profile Seftings -
i =-Connection

... Cipher List
- Authentication
- Colors
.. kKeyboard
.. Tunneling
= File Transfer
: ... Remote Favorites
g Global Settings
- &ppearance
‘. Font
i.. Colors
i..Messages
User Authentication
Keys
i.. Certificates
.. 55H Accession
=- PKCS #11

... Configuration

= Server Authentication
.. Host Keys
.. CA Cerificates
.. LDAP Servers
=-File Transfer
o Advanced
i Made

i i | aral Fawaritas

Note:

B=-

gid

Do not try to upload the public key file right away, since the user need to

modify the key file created to make it understood by the VTS.

3.6.2.

IManage key pairs used in public-key authentication,

&fter generatin
clicking the Upload buttan,

vour key pair, upload the public key to the server by

Private Kev file n... | Comment

james_sun

|

— ey pair management:

kirn, Mon

Jun 3

| Generate Mew,,, I Import,,, | Delete |
Ehange Pasephrase,,, I Ewmart,, I
—Public key management:
Uplaad),, | Wl =E
FPublic-key authentication for the ssh2 exe

Comrmand Line Client:

0].8

Configure... |

Cancel

Help

Modify the public key to meet the VTS SSH daemon

) Go to the folder of Yoot > Documents and settings > current user account

> Application data > User keys’.



-] ADOBEARPP

-] Backup

E|.:| CFEEAFE

ﬁ CPOSYSTEM

[E@ Documents and Settings |
-] Administrator

-7 Al Users

&1 Default User

-] HIE 21

0 ATHE
[ =1 Application Data |
& Adobe
B F-Secure S5H

& Identities
&1 InterTrost
& Microsoft
{1 Microsaft Web Folders
-1 Mozilla

EI o
- 55H
-] CACertificates
.77 HostKeys
..... Bt L serkeys

#-C] WanDyke
-7 Cookies
#-{3] Favarites
&[] Local Settings
& My Documents
&[] MetHood

) Save the public key file with different name.
The public key file name created is pk_james.pub. Store the file for the VTS as
pk_james_vts.pub.

) Open the file, pk_james_vts.pub in editor.



———— BEGIN SSH2 FUBLIC KEEY ———

Comment: "james _sun [1024-bit d=a. =zam@=wlkim, Mon Jun 30 2003 11:19:23
AAAABINZAC1 ke IMAAACEBAMAEYY+OBRCAnPHH2KE3IVItS I jbrpl A JTjguyFuSdOHLMI L A
ot 3+¥ 1074w FFelTaa%kbov0dkOIvrof LEikkOAWgUTukanN 0ginMF+nwEAWYFEDOz AR o=V
QGgSwyWkeI g vallPglax0AaST=01cdwlolwd54DeJ0wzhCItpz AL AAFQC ] 0 LnGERTTES
gi¥Qa=CweERTITAQAAATEANO+wugY IvdVEL- QEuC QDM TSw4 DAOKI IVgE=YJ 3L 6aBeYl1s
E+4B2 8wRulghde jEt Yyt w04 I0pkTwDluInl INgZ9gog8nwt 1 Ve amTICWIASEFIR2at 6 K7
nSPASEVyVuHHBEZ+=2t £ Zd 8 8=Yd -t CBU4=3DF U+ KFG=Qen LDZQUAAACAPE4cTo=f +vnb
AXnSthklk9FiNk+gtWprrl4JvCHLE8 84 I Dn3vHAZCedSE vighcDolkizldh=6 0FHw Tl jvw=Ss
vLlkbiISoz2W+dS5P5hSIHvej PiTEZxcGHlo0wiv3Al=V1bCivesUE+ Ly jbFLGEWZUAFTDLL
YdoconfUpll1 EJEIEiuyvk=

———— END SSHZ PUBLIC KEEY ———

) Do the following modifications.
- Add “SSH-dss[space]” before the starting for the key contents.

- Remove all the [newline] characters in the key contents

[c——— EECIN SSHZ FUELIC KEY ——]
. "Hdames sun [1024-bit dsa, san

msh—-d=ss aeasab Nzl LR ]

—— FHT =SHZ FIED

The contents of the file should be composed of four lines, header, comment,

key string, footer.
3.6.3. Configure the VTS port parameters for SSH connection
) From the web menu, go to ‘Serial port > Configuration > Individual port
configuration > Port# > Host mode configuration”.
) Set the Protocol’ parameter as SSH’
) Click ‘Save & apply’to save the changes.

3.6.4. Configure the VTS user account for public key authentication

) From the web menu, go to ‘System administration > User administration’.

) Select the existing user account for james and click ‘Submit” button.



Lserd vI

— support -l
uset]
guest]
gLiest
tokyol
admin
kurnar
sam_kim

sanm
tirm

) Configure the account for james as follows.
- SSH public key authentication: Enabled
- SSH public key to use: New public key file”
- Select new SSH public key version: SSH v2

User name : [immes

Select group |L|ser |

Password : [rrres

Confirm password | |nn*

Shell program : |F'|:|r‘t access menuj

55H public key authentication Im

SSH public key to use |New public key file j

Select new SSH public key version IW .

Select new S5H public key file: | = ZIOLE 2.

Subrmit Cancel

) Choose the public key file in the ‘root > Documents and settings > current user

account > Application data > User keys’in order to upload to the VTS.

S
Ifﬁ Userkeys j = 5 B

pk_james

] pk_james, pub

. pk_james _vis, pub
] sam _kim_vts, pub




) Click ‘Submit” button to reflect the changes.

3.6.5. Access the port using SSH public key authentication

) Set up the port connection parameters in SSH client program.

=- PlrEIf”E SEﬂingS FY Connection
= Connection —
. L. Cipher List ; . ; : ;
HE Configure protocol settings for the connection, Mew settings will take
éﬂtllgfgtlcatmn effect upon newt login,
b Specify = as the host name or the user name to be prompted for the
Tuﬁneling infarmation when the profile is chosen for connecting,
=k F;|.I_§H1;r;ré?;e'[_awmes Hast name: Ivts,sena,cum
- Global Settings User [iames]
= v‘*‘;F{D’EDanr?nce ECIrt I-I,!DE”
m’:;sages Encryption [<Default> = = =
E Ll:se}é Authentication MAC I{Defamt} =]
- Kaeys
.. Cerificates Compression | <Mone> =l
- BBH Accession
= PRCS #11 Terminal IVTIEID =]
L. Configuration ;
=- Server Authentication " Connect through firewall %
e Eaﬁséﬁﬁfwtes [~ Requesttunnels only idisable terminal)

L LDAP Servers
= File Transter
i Advanced

L Mode
i | aral Faunritas .:I

m OK CanCE| HElD

Note:

Keep in mind that the user has an access right to the port.
Look into the following configuration pages to make sure.
‘Serial port > Configuration > Port# > Port IP filtering’
‘Serial port > Configuration > Port# > Authentication’

‘Serial port > Configuration > Port# > User access control’

) Connect to the port using public key authentication.



Connect to Rermote Host |

!|.' Host Mame: Iw’ts.sena.cnm | Connect I
L User Wame: iames Cancel |
Bort 7007

Suthentication Method:

[

Enter Passphrase for Private Key “pk_james”

The remote host is willing to accept this key for
authentication, Please enter the passphrase for the private
key. . 5 EEf e Cancel |
Ky james_sun [1024-bit dsa, sam@swhkinm,

on Jun 30 2003 11:19:23]
Pazsphrase |ﬂ*ﬂ1 T

B viz, sena.com - defaults - S5H Secure Shell

” Eile Edit Mew Window Help

R ek sg =ee & S0 % @
“ﬂ Quick Connect 7 Profiles
33H Jecure Fhell 3.2.3 (Build 279) .:J

Copyright (c) 2000-2Z003 35H Communications Security Corp - http: /fwww. ssh.com/

This copy of 353H Secure 3hell iz a non-commercial wersion.
This wersion doez not include PET and PECS #11 functionality.

# 1=

TT DE BLC k opt tmp wvol

bin EXPOEL lib platform userl xfn
cdrom home lost+found proc user

dewr hones nnt pa_data usr

deiices kernel net shin war

#

Ul

Connected to vis, sena,com \S5HZ - aes128-cbc - hmac-md5 | 8024 | 2]




References:

( ) VTS user manual > 4.3.4 Host mode configuration
VTS user manual > 4.3.9 Authentication configuration
( ) VTS user manual > 4.3.10 User access control configuration
( ) VTS user manual > 8.1 User administration
( ) SSH Communication Security web site, http://www.ssh.com

3.7. How can I send a Sun break signal using telnet?

) Access the port of the VTS where Sun server is hooked up by using built-in
Java Telnet applet or the telnet client program.
) Send the Sun break signal manually by choosing ‘Send Break’ menu of the

program.

& Tera Term - vis,sena,com YT
File Edit Setup | Control Window Help

Beset terminal -
Yelcome to YT3-320

Are you there  Alt+T

YT5-3200 Login @ =4
YT5-3200 Password @

it

Alt+B

Open TEK

i
ﬁ Close TER
i

Macro




Trirg 20 205,197, 172 3000,

onlne

Dizconnect | SendBnpk
i

Cloe= |

i B dE (DO e
______ & Fun Hinkoi Sapl

[TELHET] COHHECT [vie.sena.coms210.205,197,172)
Welcotw To VTS5-3200 Cancsale Sarver

VTZ-3Z00 Loglh @ S8R
[(FTE-3200 Pageunrd | +esss

¢ “RTVps  go' O Iesums
Ak g

Triret YT0  [Groden S@W@  F ZOCONTLOG | ORODSE | BIS | 0SS042 | 030201

If the Sun break signal is sent to the port, the following message will be coming.

# ~@Type 'go' to resume

(0124




3.8. How can I send a Sun break signal using SSH?

) From the web menu, go to ‘Serial port > Configuration > Individual port
configuration > Port# 3 > Host mode configuration’.

) Set up the SSH break sequence signal in the page.

Protocaol S5H -

S5H break sequence ! |~break I

) Click ‘Save & apply’to reflect the changes.
) Run SSH client program or SSH Java applet of the VTS.

) Type the SSH break sequence command that the user defined.

sens,com - default - S5H Secure Shell

B ek 52 =ee 6 a0 % @

“ &1 Cuick Connect ] Profiles

# pud .:J
£

# ~break

~hreak: not found

#

# ~break

~break: not found

# ~break

~hreak: not found

# Type 'go' TCo resume

ok go

#

#

#

# ~break

~hreak: not found

# Type 'go' to resume
ok go

#

#

¢ I
# 1

Connected to vis, sena, com [S5HZ - aes128-cbc - hmac-md5 [ 80x24 [ [ | 4




4. Clustering

4.1. How can |l use the clustering feature of the VTS?
Follow the steps below.

1) From the Web menu, go to Clustering and set the clustering mode as

“Master” like below.

VTS Series ;
g S

Netwrork
Clustering configuration

Serial port
Clusterng Clustenng mode corfiguration

Canfiguration [@ Clustaring mode Mashar =

Conneion

Savein flash ‘Bave &apply Cance|

PC card J J !

Systom statuc B log
System administration
system stakistics

Apply ChEnges

Loogin a8 a different user
Logout

Raboot

SENA

: .'Enﬁl@lws: ns "I‘H':ﬂrmhgﬁnng .'Hl'r_lgﬂﬁ. rEaarrd

2) After changing clustering mode, you may see the window like below for

configuration. Click on the unit and enable the unit.




METEEEHETT

Wetwork
Serial pork

Clustering
Conflguration
ConnEction

PC ocard

Systom status & log
System administratinn
System statistics

Apply changes
Login 25 a difersnt usss

Logout
Rehioot

Clustering configuration

Chustarmg moga mrrf'lgur.atl:ln

Clustenrg mode

Waslsr -

| Saweinflesh ] Sseedspol | Cancsl |

i
cClustering rdormaton

e [P address Mo of port EAlE 1P address

o [
A et - B e

L - o
= e S e P = E LB LI

] - H

I — ]

5 - L
| S = R
Bl o i i = P s

Ho.

af port

=I = o ] *.E
Metwark
Clustering conflguration - Unit &

Serial port
Clustering Bazic canfiguration

Configuration Enabie/Disabla this unit ; NEESER

Connechon S N PN e
i Sawtotissh | Saetsepy | Cance |

Systam status & lag
System administration
Sysbem statistice

Apply changes
Login 2z = different uzer

Logaut

Rebook




Clustering configuration - Unit A

Basicconfiguration

Enable/Disable this unit |Enab|e -*I

IP address | | Auto Config

Mo, of port | 02 -

Port access menu port configuration

Enable Source port Destination port Protocol
r [ UC

Individual port configuration

Source Destination Source Destination

Port# Enable Bt e Protocol Port# Enable St e Protocal
1| | Invae ® ] 2 | | [Hes =l
5 | | e ® +« r | | e H
s | | A = s | | .
7o | 7 ®d & r | | [z o
s | | WA ®E 1 | | [
SO | 75 ® 12 r | | V& H
13 | | EZEIT TS | [Wa
15 | | [Wa B oas | | [vea &
17 | N T i | [Hes =l
9 | | A ® 20 | | [
21 | | [ = 22 | | Ve =
2 m [ [ [ H = r| " =
o5 T | | V& = 2 | | & =
27 | | 77 H 28 | | A ®
zg | | [Wea B s | | [Wa
I | [Wa B s | | [vea &

Base source port | | Set |
Base destination paort | | St |

Savetofash | Save 8apply | Cancel |

3) Enter the IP address of VTS Slave unit in the IP address field and click “Auto

config” button.



Clustering configuration - Unit A

Basic configuration

Enable/Disable this unit IEnabIe "I

IP address |1EIE.1EB.EI.12EI Auto Config [:!

Mo, of port |1E'vl

FPort access menu port configuration

Enable: Source port Destination part Protocol
¥ |'.-"EI5EI |'.-"EIEIEI |Te|net j

Individiual port configuration

Port# Enable SEEEE DEEEithtiDn Protocal Port# Enable SEE;EE DEEEithtiDn Protocal
1 @[5 [T [Tenet ¥ 2 W [Bz [z [Telmer 3]
3 W [[B [03  [Tenet 3] 4 & [{Bd  [003  [Tehet g
5 W 7055 |7005 |Telnet =] & W |7086 |7006 [Telnet =]
7 W 7057 |7007 [Telnet =] 8 ¥ 7058 {7008 [Telnet =]
= ¥ 7059 (7009 [Telnet =] 10 = |[7060 {7010 [Telmet =]
11 #7061 (7011 |Telnet =] 12 = |70B2 |701z2 [Telnet =]
132 W [70683 [7013 [Telnet =] 14 & [70B4 |7014 [Telnet =]
15 W [7085 [7015 [Telnet =] 18 & [7OBE [701E [Telmet =]

Base source port | | Set I
|-

Base destination port | Set

Savetaflash | Save&apply || Cancel |

4) If auto configuration finishes successfully, you may see a dialog box like

below

Microsoft Internet Explorer X |

& &uto configuration has been finishied successfully

5) User may try to connect to the ports of the slave unit by selecting

[Clustering — Connection] menu item on the menu bar.



MATTETETITETIL
Mebisork
Serlal por — -
; Clustsnng urit infarmigtian

Clustering SR

Corfigarabon Unité# [P address Ho. af port

Connection A 1uﬂ.1ﬁé.n.1ﬂ§b 15
PCocard R -

System status & leg
Syetem administration
System statiskics

opply changes
Login a5 = different user
Logaut

Reboot

QX ® = om0
|
|

Unit# 1P =ddress

VTS Series

FLETIHCET TS

Metwork
Seral port

Clustaring
Configuration
Conneclion

P card
System status & log
System administration

System statistics

Apply ofanges

Login &5 a diferent user

Logout
Reboot

Clastering comnection

Unit &: 192 168.0.120

POt accgss menu

L Talnat T051
3 Telnet FOE3
5 Telnet TOEE
i Telmet HIET
@ Talnat =t
11 Teinet TOEL
1z Telnec T3
15  Telnst 765

Clusharning port Spcess menl onigcion

Clostaring indiwidual port corinecicry

Port# Protocal Saures ot Destinabon pork

ool
7o03
TOOE
Fho?
003
TO11
ToLa
vh1s

Port# Protocol Source part

2 Talnat FO5E
4 Talnat 7054
[ Talnat FEG
i Tslnst 2083
10 Talnat 060
12 Talnst FOEZ
14 Telnet 7e4
16 Telnst 064

Oeshination
port
00z
7004
7005
Jana
0in
7012
7o14
016




’3 JAYA Telnet Applet - Microsoft Internet Explorer

=101 %]

Telnet [ 10 : Port Title #10 ]

Trving 192.168.88.100 7057 .. online

Welcome to -1a00 Console Serwer

aduin

[ Connect | Dizconnect | SendBreak
Close




5. Message logging

5.1. How can luse a PCCard as a message storage media?

) Verify that your storage PCCard is on the supported card list. See the
reference (1) for the current
) Insert the PCCard into the PCMCIA slot.

) Click on the “Discover a new card button”.

MNetwork
. PC card configuration
Serial port
Clustering Currently configured PC card
PC card Card type .: Mone
Configuration PC card service
System status & log Discover a new card | Stop card setvice

System administration

System statistics Save ta flash Save & apply | Cancel




6) If successful, VTS shows you the following information in case of Advantech

CompactFlash CF48M”.

PC card configuration

Currently configured PC card

Card type : ATASIDE Fixed Disk Card
Model CF 43M

Size . 48 ME

File system ent?

ATASIDE Fixed Disk Card configuration

Total data size to be used (0~43 MB) |43
Delete all files in ATASIDE Fixed Disk Card Delete |

Format ATASIDE Fizxed Disk Card |E><T2 vI Farmat |

Export configuration to PC card Export |
Import configuration from PC card ; Import |

Import configuration except IP configuration P _ ,
from PC card : LI {except IP configuration)

P card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel

7) Configure any serial port to use PCCard as a message archive. The following
shows how to fill out each item in the “port logging” pane of serial

configuration.

Port logging
Port logging |Enab|e vI
Port log storage location |CF card j
Port log buffer size (KB, 1024 max.) : |1024
Port lag file name (null as default file name ISUI‘I_SEI"-.-'EI’JDQ
[portxsdatal)
Time stamp to port log @ IEnabIe vI
Monitoring interval (sec, 5-3600) |EEI
Save to flash | Save & apply | Cancel |

Reference:



( ) VTS user manual > Appendix B > Table B-3 ATA/IDE Fixed Disk Card

5.2. How can | configure a hard disk to store VTS port logs?

) You should run a NFS or Syslog server on a hard disk based machine.
8) NFS server setting on VTS
The configuration menu, “Network > NFS server configuration’ will show as the
following figure on the Web. The mounting path is a relative path to the mounting

root on a NFS server.

MNFES server configuration
MFS service | |Enab|ed ""I

Primary MF5 server IP address | |1EIE.1EB.2EIEI.1EIEI

Movunting path on prirmary NES seryver IfwurkaterthvtMEDDrDDﬂ

Secondary MFS service | IDisabIed '+]

Secondary MFS server IP address . |

Mounting path on secondary NFS server |

[ Savetoflash | Save&apply | Cancel |

Once you fill in the necessary items click on the ‘Save & apply * button.

9) SYSLOG server setting on VTS
The configuration menu, ‘Network > SYSLOG server configuration’ will show as the

following figure on the Web.

SYSLOG server configuration

SYSLOG service | IEnabIed v]

Primary 5Y5SLOG server IP address |1EIE.1EB.2EIEI.1EIEI
Secondary SYSLOG seryer IP address ¢ |

SYSLOG facility IL::u:aIEI "I

Save to flash | Save & apply Cancel |




10) Set a serial port to utilize either NFS or SYSLOG server for its message
logging.
The Web configuration menu, ‘Serial port> Configuration> Port #> Port logging’,
will show as the following figure.

Select either NFS or SYSLOG server. Click on the ‘Save & apply’ button.

Port logging
Port logaing : Im
Port log storage location |NFS Server j
Port log buffer size (KB, 2147483647 max.) |IDEIEIEIEI
Port log file na!'ne rnull as default file name |pur‘t1data
[portxxdatal)
Time stamp to port log Im
Monitoring interval (sec, 5-3600) @ |5
Save to flash | Save & apply | Cancel |

11) The messages are viewed from SYSLOG server. This screenshot shows Kiwi

Syslog Server that saves the messages sent by VTS.

g Daemon (versi 101 x|
File View Help

fi] & @ [Display 00 Defauly  +|

Date | Time | Priority | Hostname | Message | -
UFRIERIlIcEY 15:25:28 LocalO.Info 192.168.5.2 VTS-800: Port#2 [XTE_LPDB-3-RADIXTREE: [int]/[int]; [chars] “M]
07-04-2003 15:25:28 Locallinfo 192.168.5.2 VTS5-800: Port#2 ["M]

g YT5-800: Port#i2 [%TI1570-1-DEVICEINITFAIL: PCI configuration for
07-04-2003 1%:2%:28 LocalO.Info 192.168.5.2 [chars] in slot [dee] | L

07-04-2003 15:25:27 LocalO.Info  192.168.5.2 V¥T5-800: Port#2 [%5Y5-3-BADBLOCK: error “M]
07-04-2003 15:25:26 LocalO.lnfo  192.168.5.2 ¥T5-800: Port#2 ["M]
07-04-2003 15:2%:26 Locall.info 192.168.5.2 VTS5-800: Port#2 [%5Y5-3-BADBLOCK: Bad block pointer [hex] ]

o— YT5-800: Port#2 [ZTI1570-1-DEVICEINITFAIL: PCI configuration for
07-04-2003 15:25:26 LocalD.Info 192.168.5.2 [chars] in slot [dec] “M]

iy ¥T15-800: Port#2 [25YS-2-ALREADYFREE: Buffer [hex] already in free
07-04-2003 15:2%:25 Locallinfo 192.168.5.2 pool [chars] ~M]

07-04-2003 15:25:25 LocalD.Info 192.168.5.2 YTS5-800: Porti#2 ["M]
07-04-2003 15:2%:25 Locall.lnfo 192.168.5.2 ¥TS5-800: Porti#2 [%5YS5-3-BADBLOCK: Bad block pointer [hex] |
Y¥T15-800: Port#2 [ZLINK-2-BADYCALL: Interface [charz]. undefined

07-04-2003 15:25:24 Locallinfo 19216852 ¥ SSUL P2t <
4 | 3

| [100% | 493 MPH | | 15:25 | 07-04-2003

Reference:

( ) VTS user manual > 3.6 SYSLOG server configuration

( ) VTS user manual > 3.7 NFS server configuration



( ) VTS user manual > 4.3.6 Port Logging

5.3. How can | view the port logged messages?

) All the messages logged in the memory, NFS sever and PCCard are viewed
from the edit box on the Web menu, ‘Serial port> Configuration> Port #=>
Port logging” The time stamp is added as a heading to each message if you
enabled the time stamping from the Web menu, ‘Serial port>

Configuration> Port #> Port logging> Time stamp to port log”.

FPart log ¢

Jun 24 11:02:41

Jun 24 11:02:44 Login incorrect j
-

Clear | Refresh

12) The logs in a SYSLOG server are viewed from the port log edit box but it

shows recent messages. All the messages can be checked from the SYSLOG

Server.




6. Authentication

6.1. How can | use an authentication server like RADIUS?
Authentication methods to the serial ports are configured per port basis.
) From the Web configuration menu, ‘Serial port> Configuration>
Authentication’, choose RADIUS server”. Fill in the IP of the RADIUS server
and other properties. The RADIUS secret’is the property set in the RADIUS

server. Click on the ‘Save & apply ’ button.

Authentication

Authentication method : |F|.-‘-‘~DILIS server ;I

First RADIUS authentication server |192. 168.5.1|

Second RADIUS authentication server ; |

First RADIUS accounting server |

Second RADIUS accounting server ; |

RADIUS timeout (0-300 sec.) {10
RADIUS secret | |key1
RADIUS retries (0-50 Hmes) |3

| Save to flash | Save & apply | Cancel |

13) If you chose RADIUS server and Local’ as the authentication method, an ID
and password will be routed to the RADIUS server first. If the servers
database doesnt have a match for the request, then the ID and password is

tried against the VTS’ ID and password database.

Reference:

( ) VTS user manual > 4.3.9 Authentication configuration



7. Port event notification

7.1. How to enable 'Port Event Handling' feature

VTS Serial ports can be configured for system alerts and notifications. It sends
email messages when a certain value or when an alarm message is detected in the
serial port data. VTS uses SMTP (Simple Mail Transfer Protocol) for sending the
email notifications, and supports SNMP (Simple Network Management Protocol), for

SNMP traps.

SMTP configuration

Primary SMTP server name ! |5mtp.yuurcumpany.cum
Primary SMTP mode |smTP -
Primary SMTP Lser name. | |.m:|n||n

Primary SMTP password | |v

Confirm primary SMTP password | I*-mwrf-

Secondary SMTP server IDiSabled 'l

Secondary SMTP server name . |

Secondary SMTF mode ! [=mMTF =1
Secondary SMTP user name | |.m:|n||n

Secondary SMTP password ! |T

Confirm secondary SMTP password | l*-n*frf-

Device mail address | lu‘c51 SO0EYOUrCom pany.com

Figure 7.1 SMTP configuration parameters

To use SMTP for Port log emailing, administrator must configure a valid SMTP server
for sending the emails. For SNMP traps, administrator will have to configure SNMP

parameters at 'Network configuration' heading.



SHNMP configuration

MIB-I1 system objects

sysContact |admir'|i5trat|:|r
syshlame ! |HE||DDEUiEE VTS3200
sysLocation | |im.r [ocation
sysService | He

EnablePowerOnTrap |N|:| *-l
EnablesuthenTrap @ |YE5 *-l
EnableLlinkUpTrap |N|:| '-l

Locess contral settings (MMS)

IP &ddress oty Permission

EEREEARE [public [Read only =]
!0.0.0.0 |pub|lu: |Read only 'l

|0.0.0.0 |pub|i|: IRead only vl
[o.0.0.0 |pub|i|: |Read only ll

Figure 7.2 SNMP configuration parameters

To use the 'Port Event Handling' feature, user will have to enable the port logging at
Serial port configuration window. With 'Port Event Handling' feature, the user can
let the VTS to search a defined keyword from the port logging data and send an
email or SNMP trap to an administrator by Port event handling configurations. Each
reaction can be configured individually upon each keyword. Reaction can be an

email delivery, SNMP trap sending or both.

Below steps describe how to enable port event handling feature.

) Access the VTS web interface.



VTS Series

AT EETTIETIL

User authentication required. Login please.

UzerID;

Passward reeee
Lagi

| CopyHe it E2000 S2na Tachookeins, e Al dykis raserd m:!n!n&

Figure 7.3 Access the VTS web interface

14) Choose Serial port --> Configuration.

Metwork . : .
Serial port configuration

Serial port 8 .
configuration Port access menuy configuration
Cannection Port access menu configuration

Clustering All port configuration

PC card Port# Title Mode Base address Port Proto Serial-settings

System status & log Al Port Title CF  192.168.1.101 7001 Telnet 9600-N-8-1-No

System administration Individual piort configuraticn

Yoy Port# Title Mode DestfAssignedIP  Port Proto Serial-settings

System statistics ’If - J
1 Port Title #1 Cs 192.168.1.101 7001 Telnet 9600-N-3-1-No
2 Cisco Serverin Dial.. DI 0.0.0.1 ] Telnet 9600-M-8-1-No
3 Port Title #3 C5  192.168.1.103 7003 Telnet 9600-N-3-1-Nao

Zpply changas 4 Port Title #4 CS 192.168.1.104 7004 Telnet 9600-N-8-1-No

. ) 5 Sun Serverwith Port., C5  192.168.1.105 7005 Telnet 9600-MN-&-1-No
Login as a different user & Port Title #6 CE  192.168.1.106 7006 Telnet 9600-N-8-1-No
e 7 Port Title #7 S5 192.168.1.107 7007 Telnet 9600-N-3-1-No
e g Port Title #8 CE5 192.168.1.108 7008 Telnet 9600-N-8-1-No

Rehoot 9 Port Title #3 CS 192.168.1.109 7009 Telnet 9600-N-8-1-No
10 Paort Title #10 CS  192.165.,1.110 7010 Telnet 9600-M-8-1-Mo
11 Port Title #11 C5 192.168.1.111 7011 Telnet 9600-N-3-1-Nao
12  Port Title #12 C5 1%z.1e68.1.11z2 7012 Telnet 9600-N-3-1-No
13 Port Title #13 CE  192.168.1.113 7013 Telnet 9600-M-8-1-Mo
14 Port Title #14 CE  192.168.1.114 7014 Telnet 9600-N-8-1-No
15 Port Title #15 C5  192.168.1.115 7015 Telnet 9600-N-3-1-No
16 Port Title #16 CE5 1921681116 7016 Telnet 9600-N-8-1-No

Figure 7.4 Choose Serial port configuration



15) Choose a port to configure and then Port logging.
16) Use the Port-logging page to enable logging.

17) Choose Save & apply.

18) Choose Port event handling.

Serial port configuration - 5 : Sun Server with Port logging #5 -—— Move to ——- j

Enable/Disable this port
FPort title
Apply all ports settings

Host mode configuration
Serial port parameters
Port logging

Ir'u'1err1|:|rﬂ,,r vI

Port logaging ¢

Port log storage location

Port log buffer size (KB, 200 max.) @ |4

Port log file name (null as default file name

[portxxdatal) |p|:|rt5data
Time stamp to port log |Di5&b|e vI
Monitoring interval (sec, 5-3600) IS

Save to flash I Save & ap

Port log ¢ /

Py | Zancel |

Clear Refresh l

Port event handling
Port IP filkernng
Authentication
User access control

Figure 7.5 Enabling Port logging feature for Port event handling

7.2. How to configure 'Port Event Handling' email notification




7.2.1. Configuration

VTS Serial ports can be configured for system alerts and notifications. It sends
email messages when a certain value or when an alarm message is detected in the
serial port data. To receive email notification from VTS, user needs to configure

SMTP parameters like below.

SMTP configuration

Primary SMTP server name : |mai|.5&na.c|:|m

Primary SMTP mode : |smTP =
Primary SMTP user name |admir'|

Primary SMTP password : |wwwww

Confirm primary SMTP passwaord | Iwwwww

Secondary SMTP server : IDisabIEd vI

Secondary SMTP server name |

Secondary SMTP mode : |SMTF‘ j

Secondary SMTP user name |admir'|

Secondary SMTP password |f”“‘””r

Confirm secondary SMTP password @ |f”“‘””r

Device mail address : |UTSDemD@SEna.cDm
Save to flash Save & apply | Cancel |

Figure 7.6 SMTP configuration parameters
To receive an email messages when an alarm message is detected in the serial port
data, user needs to add 'keywords' in 'Port Event Handling' page. Each reaction
(Email/SNMP) can be configured individually upon each keyword.

Below steps describe how to configure email notification for port event handling.

) Access the web interface.



VTS Series

AT EETTIETIL

User authentication required. Login please.

UzerID;

Passward reeee
Lagi

| CopyHe it E2000 S2na Tachookeins, e Al dykis raserd m:!n!n&

Figure 7.7 Access the VTS web interface

19) Choose Serial port > Configuration.

Metwork . : .
Serial port configuration

Serial port 8 .
configuration Port access menuy configuration
Cannection Port access menu configuration

Clustering All port configuration

PC card Port# Title Mode Base address Port Proto Serial-settings

System status & log Al Port Title CF  192.168.1.101 7001 Telnet 9600-N-8-1-No

System administration Individual piort configuraticn

Yoy Port# Title Mode DestfAssignedIP  Port Proto Serial-settings

System statistics ’If - J
1 Port Title #1 Cs 192.168.1.101 7001 Telnet 9600-N-3-1-No
2 Cisco Serverin Dial.. DI 0.0.0.1 ] Telnet 9600-M-8-1-No
3 Port Title #3 C5  192.168.1.103 7003 Telnet 9600-N-3-1-Nao

Zpply changas 4 Port Title #4 CS 192.168.1.104 7004 Telnet 9600-N-8-1-No

. ) 5 Sun Serverwith Port., C5  192.168.1.105 7005 Telnet 9600-MN-&-1-No
Login as a different user & Port Title #6 CE  192.168.1.106 7006 Telnet 9600-N-8-1-No
e 7 Port Title #7 S5 192.168.1.107 7007 Telnet 9600-N-3-1-No
e g Port Title #8 CE5 192.168.1.108 7008 Telnet 9600-N-8-1-No

Rehoot 9 Port Title #3 CS 192.168.1.109 7009 Telnet 9600-N-8-1-No
10 Paort Title #10 CS  192.165.,1.110 7010 Telnet 9600-M-8-1-Mo
11 Port Title #11 C5 192.168.1.111 7011 Telnet 9600-N-3-1-Nao
12  Port Title #12 C5 1%z.1e68.1.11z2 7012 Telnet 9600-N-3-1-No
13 Port Title #13 CE  192.168.1.113 7013 Telnet 9600-M-8-1-Mo
14 Port Title #14 CE  192.168.1.114 7014 Telnet 9600-N-8-1-No
15 Port Title #15 C5  192.168.1.115 7015 Telnet 9600-N-3-1-No
16 Port Title #16 CE5 1921681116 7016 Telnet 9600-N-8-1-No

Figure 7.8 Choose Serial port > Configuration

20) Choose a port to configure and then Port logging.



21) Use the Port-logging page to enable logging, and Save & apply

Serial port configuration - 5 : Sun Server with Port logging #5 -—— Move to ——- j

Enable/Disable this port
FPort title
Apply all ports settings

Host mode configuration
Serial port parameters
Port logging

Ir'u'1err1|:|rﬂ,,r VI

Port logaging ¢

Port log storage location

Port log buffer size (KB, 200 max.) @ |4

Port log file name (null as default file name

[portxxdatal) |p|:|rt5data
Time stamp to port log |Di5&b|e vI
Monitoring interval (sec, 5-3600) IS

Save to flash I Save & apply | Zancel |

Port log ¢ /

Clear Refresh l

Port event handling
Port IP filkernng
Authentication
User access control

Figure 7.9 Choose Serial port > Configuration



22) Choose Port event handling and fill the email.

Host mode configuration
Serial port parameters
Paort logging

Port event handling

Check Key word £ Eey word

Reaction

Mo key word list., Please, add new key word,

Action on key word

key word

Email notification :

Title of email :

Fecipient's email address :
SHMP trap notification

Title of SHNMP trap :

SHMP trap receiver IP address @
SHMP trap community .

SHMMP trap version :

Save to flash Save & apply

& add O Edit 0 Remove

|reb|:u:|t

IEnabIE vI

|Sur'| Sparc rebooting

|Kumar@Sena.|:Dm

IDiSabIE vI

|
|
|
Iv] vI

| Cancel |

Port IP filtering
Authentication
User access control




Figure 7.10 Choose Port event handling and fill the email

23) To add more than one email recipient (multiple email recipients), please

separate email addresses with a comma (,) like below.

Host mode configuration
Serial port parameters

Port logaing
Port event handling
Check kKey word # Key word RFeaction
Mo key word list., Please, add new key word,
Action on key word & add O Edit 0 Remove
Key word : |reb|:u:|t
Ermnail notification Enable -
Title of email : |Sur'| Sparc rebooting
Recipient's email address : |Kumar@Sena.cDm, mark eting@ser
SHMP trap notification Disable =

Title of SMNMP trap .

SHMP trap receiver IP address

SHMP trap community .

i

SHMP trap version : W] =

Save to flash Save & apply | Zancel

Port IP filtering
Authentication
User access control

Figure 7.11 Add multiple email recipients

7.2.2. Email naotification, if the specified keyword is detected:

Recipients will receive the email notification as soon as the specified keyword is

detected at device. For example., recipient will receive the email notification like



below, as soon as the keyword Teboot’is detected in device.

_loix
J File Edit View Tools Message Help |
Gy =27 W FN - L P
Reply Reply Al Forward Previous Tek Addresses  Delete
From: YTSDemao@sena, com
Date: Thursday, June 26, 2003 2:07 PM
To: kurnar@sena.com
Subject:  [Port #1] Sun Sparc rebooking
o =l
Device Time : Thu , 26 Jun 2003 02:08:09
== Keyword "reboot" detect at port #1.
[~
&4

Figure 7.12 Email notification, if VTS detects specified keyword

7.3. How to configure SNMP Trap notification in 'Port Event Handling'

7.3.1. Configuration

VTS Serial ports can be configured for system alerts and notifications. It sends
SNMP trap notification when a certain value or when an alarm message is detected
in the serial port data. To receive SNMP trap notification from VTS, user needs to

configure SNMP parameters like below.



SHNMP configuration

MIB-I1 system objects

sysContact | |admir'|i5trat|:|r
syshlame ! |HE||DDEUiEE VTS3200
sysLocation | |im.r [ocation
sysService | He
EnableFowerCOnTrap m

EnablesuthenTrap @ |YES !l
EnableLlinkUpTrap |N|:| v,l

Locess contral settings (MMS)

IP &ddress oty Permission

EEREEARE [public [Read only =]
!0.0.0.0 |pub|lu: |Read only 'l

|0.0.0.0 |pub|i|: IRead only "I
[o.0.0.0 |pub|i|: |Read only ll

Figure 7.13 SNMP configuration parameters

To receive a SNMP trap notification when an alarm message is detected in the serial
port data, user needs to add ‘keywords' in 'Port Event Handling' page. Each

reaction (Email/SNMP) can be configured individually upon each keyword.

Below steps describe how to configure SNMP trap notification under port event

handling.

) Access the web interface.



VTS Series

AT EETTIETIL
User authentication required. Login please.
Usar 1D : |a|:|m|n
Fassward |*""
Lagif
| opyrigd #3000 5=na Tachnnkgin, e Al ki ressrnd m:‘ﬁ"n&

Figure 7.14 Access the web interface

24) Choose Serial port > Configuration.

Metwork . : .
Serial port configuration

Serial port 8 .
configuration Port access menuy configuration
Cannection Port access menu configuration

Clustering All port configuration

PC card Port# Title Mode Base address Port Proto Serial-settings

System status & log Al Port Title CF  192.168.1.101 7001 Telnet 9600-N-8-1-No

System administration Individual piort configuraticn

Yoy Port# Title Mode DestfAssignedIP  Port Proto Serial-settings

System statistics ’If - J
1 Port Title #1 Cs 192.168.1.101 7001 Telnet 9600-N-3-1-No
2 Cisco Serverin Dial.. DI 0.0.0.1 ] Telnet 9600-M-8-1-No
3 Port Title #3 C5  192.168.1.103 7003 Telnet 9600-N-3-1-Nao

Zpply changas 4 Port Title #4 CS 192.168.1.104 7004 Telnet 9600-N-8-1-No

. ) 5 Sun Serverwith Port., C5  192.168.1.105 7005 Telnet 9600-MN-&-1-No
Login as a different user & Port Title #6 CE  192.168.1.106 7006 Telnet 9600-N-8-1-No
e 7 Port Title #7 S5 192.168.1.107 7007 Telnet 9600-N-3-1-No
e g Port Title #8 CE5 192.168.1.108 7008 Telnet 9600-N-8-1-No

Rehoot 9 Port Title #3 CS 192.168.1.109 7009 Telret 9600-N-§-1-No
10 Paort Title #10 CS  192.165.,1.110 7010 Telnet 9600-M-8-1-Mo
11 Port Title #11 C5 192.168.1.111 7011 Telnet 9600-N-3-1-Nao
12  Port Title #12 C5 1%z.1e68.1.11z2 7012 Telnet 9600-N-3-1-No
13 Port Title #13 CE  192.168.1.113 7013 Telnet 9600-M-8-1-Mo
14 Port Title #14 CE  192.168.1.114 7014 Telnet 9600-N-8-1-No
15 Port Title #15 C5  192.168.1.115 7015 Telnet 9600-N-3-1-No
16 Port Title #16 CE5 1921681116 7016 Telnet 9600-N-8-1-No

Figure 7.15 SNMP configuration parameters

25) Choose a port to configure and then Port logging.
26) Use the Port-logging page to enable logging, and Save & apply



Serial port configuration - 5 : Sun Server with Port logging #5 -—— Move to ——- j

Enable/Disable this port
FPort title
Apply all ports settings

Host mode configuration
Serial port parameters
Port logging

Ir'u'1err1|:|rﬂ,,r VI

Port logaging ¢

Port log storage location

Port log buffer size (KB, 200 max.) @ |4

Port log file name (null as default file name

[portxxdatal) |p|:|rt5data
Time stamp to port log |Di5&b|e vI
Monitoring interval (sec, 5-3600) IS

Save to flash I Save & ap

Port log ¢ /

Py | Zancel |

Clear Refresh l

Port event handling
Port IP filkernng
Authentication
User access control

Figure 4.1 Use the Port-logging page to enable logging

27) Choose Port event handling and fill the SNMP parameters like below.



Serial port parameters

Port logging
Port event handling
Check Key word # Key word Reaction
r 1 Shut down Email
r 2 hella Email
W 3 reboot SMMP
Action on key word © add * Edit 0 Remove
Key word |reb|:u:|t
Email notification m
Title of email : |

Recipient's email address |

SHMP trap notification : IEnabIE vI

Title af SMMP trap : |reb|:u:|t trap alert in Sun server
SHMP trap receiver IP address @ |1 920 68.222.230
SHMP trap community |pub|i|:
SHMP trap version : vl
Save to flash Save & apply | Cancel |

Port IP filtering
Authentication
User access control

Figure 7.16 Choose Port event handling and fill the SNMP parameters

28) “SNMP trap receiver IP address” should be accurate to receive SNMP alarm.

29) To add more than one keyword, use “Add” radio button like below.

Check Key word # Key word Reaction

r 1 Shut down Ermail

r 2 hella Ermail

r 3 reboot SHNMP

r 4 Is SHNMP

r 5 mkdir SHMP
Action on key word & add O Edit © Remove
key word I

Email notification : IDiSabIE vI




Figure 7.17 To add more than one keyword, use “Add” radio button like below

7.3.2. SNMP trap notification in Kiwi SYSLOG server

3% Kiwi Syslog Daemon {version 7.0.3) i ]

File View Help

|4 @ 4 @ [Display 00 (Default) x|

Date ‘ Time | Priority | Hostname |Message |A
bli 1ze=1.3.6.1.4.1.12236 mib_| 369941 i
agent_ip=1 92 168.88.100 generic_num=6 speclhc num=1 version=Verl var01 _oid= 1.3.6.1.4.1.12236 1.21. l
varll1_value="reboot trap alert in Sun server” vall]Z o 1.12236.1.2.1.2 var02_value=9
l

07-01-2003 11:38:39 Local7.Debug 192.168.88.100

ise=1.3.6.1.4.1.12236 mib_| 369839
agent_ip=1 92 188 88.100 generic_num=6 spemhc num=1 version=Yerl var01 _oid= 1.3.8.1.4.1.12238 1.211
var01_value="reboot trap alert in Sun server" var0?_oid=1.3.6.1.4.1.12236.1.2.1.2 var02_value=9
vall]3_oid=1.3.9.1.4.1.12238.1.2.1.3 var03_value="Keyword ‘reboot’ detect at port #9."

07-01-2003 11:38:38 Local7.Debug 192.168.88.100

-
< | »

| 100% | 2MPH | [11:39 [ 07012003

Figure 4.2 SNMP trap notification in Kiwi SYSLOG server

7.3.3.  SNMP trap natification in HP Openview NMS software



=10l |

Delete All | More Infu___l Hiztory Digplay Options Current: 1

Show All Alarms History: b7

Delete | Go To | d__ﬂ___—é-“—ﬂ-hlﬁ.ﬁ.ls_____h Display: 67
Statuz | Date | Time ‘.. Description | Object |

Filters. .. | Current I Print Cloze Help

Figure 7.18 SNMP trap notification in HP Openview NMS software

7.4. How can | get notified of important event

There are two ways of notifying users about the alarm message, which is detected

from the serial port data.

Email alarm notification

SNMP trap notification

7.4.1. Email alarm notification
Below is the typical setting to receive Email alarm Notification with the keyword
“reboot” (sample keyword). As soon as “reboot” is detected in the serial port,

which is connected to serial device, VTS will send email alarm to administrator



(recipient) using SMTP and based on SMTP configuration.

Host mode configuration
Serial port parameters

Port logging
Port event handling
Check Key word £ Eey word Reaction
Mo key word list., Please, add new key word,
Action on key word & add O Edit 0 Remove
key word |reb|:u:|t
Email notification . Im
Title of email : |Sur'| Sparc rebooting
Fecipient's email address : |Kumar@Sena.|:Dm

SHMP trap notification IDiSabIE vI

Title of SHNMP trap :

SHMP trap receiver IP address @
SHMP trap community .

|
|
|
SHMMP trap version : Iv] vI

Save to flash Save & apply | Cancel |

Port IP filtering
Authentication
User access control

Figure 7.19 Typical setting to receive Email alarm Notification

7.4.2. SNMP trap notification

Below is the typical setting to receive SNMP trap Notification with the keyword
“reboot” (sample keyword). As soon as “reboot” is detected in the serial port,
which is connected to serial device, VTS will send SNMP trap Notification to

administrator using SNMP and according to SNMP settings.



Serial port parameters

Port logging
Port event handling
Check Key word # Key word Reaction
r 1 Shut down Email
r 2 hella Email
W 3 reboot SMMP
Action on key word © add * Edit 0 Remove
Key word |reb|:u:|t
Email notification m
Title of email : |

Recipient's email address |

SHMP trap notification : IEnabIE vI

Title af SMMP trap : |reb|:u:|t trap alert in Sun server
SHMP trap receiver IP address @ |1 920 68.222.230
SHMP trap community |pub|i|:
SHMP trap version : vl
Save to flash Save & apply | Cancel |

Port IP filtering
Authentication
User access control

Figure 7.20 Typical setting to receive SNMP Trap Notification




7.4.3. Email notification preview

& [Port #1] Sun Sparc rebooting

_|ol x|
J File Edit View Tools Message Help |
Gy =27 W FN - [E2: b
Reply Reply Al Forward Previous Tek Addresses  Delete
From: YTSDemao@sena, com
Date: Thursday, June 26, 2003 2:07 PM
To: kurnar@sena.com
Subject:  [Port #1] Sun Sparc rebooking
[~
Device Time : Thu , 26 Jun 2003 02:08:09

== Keyword "reboot" detect at port #1.

Ny Kl

Figure 7.21 Email notification, if VTS detects specified keyword

7.4.4. SNMP trap notification in Kiwi SYSLOG server

4 Kiwi Syslog Daemon {version 7.0.3)

File View Help

(ol x|
S I e [Display 00 (Defaul)  ¥]
Date ‘ Time | Priority | Hostname | Message | -
i bl 1.3.6.1.4.1.12236 ise_mi i :
07-01-2003 11:38:39 Local7.Debug 192.168.88.100

p _mib_|
agent_ip=192.168.88.100 generic_num=6 specific_num=1 version=¥erl var0l

ptime=369941
_oid=1.3.6.1.4.1.12236.1.2.1.1 ;
1.12236.1.2.1.2 varD2_value=3
detect at port #3

o :
p
07-01-2003 11:38:38 Local7.Debug 192.168.88100 298Nt ip=192.168.88.100 ge

varl1_value="reboot trap alert in Sun server” var02_oid=1.3.6.1.4.1.12236.1.2.1.2 var02_value=9
varD3_oid=1.3.6.1.4.1.12236.1.2.1_3 var03_value="Keyword 'reboot’ detect at port #9."

| o
100% | 2MPH |

[11:39 [ 07012003

Figure 7.22 SNMP trap notification in Kiwi SYSLOG server



7.4.5. SNMP trap notification in HP Openview NMS software

_ ol x|
Delete All | More Infu___l Hiztory Digplay Options Current: 1
Show All Alarms History: b7
Delete | Go To | dd_ﬂ___—é-“—ﬂhlﬁ.ﬁ.ts_____h Display: 67

Statuz | Date | Time ‘.. Description | Object |

Filters. .. | Current I Print Cloze Help

Figure 7.23 SNMP trap notification in HP Openview NMS software



8. VTS administration

8.1. How can | save the configuration of VTS and restore it back to VTS
later?

Follow the steps below.

1) From the Web menu, go to PC Card configuration and click [Discover a
new card]. If there is Flash memory card in VTS PCMCIA slot, you may

see the window like below.

PC card configuration

Currently configured PC card

Card type ATAJIDE Fiked Disk Card
Model ; CF 48M

Size . 42 MB

File system ext2

ATASIDE Fised Disk Card configuration

Total data size to be used (0~43 MB) : |43
Delete all files in ATA/IDE Fixed Disk Card ; Delete |
Forrmat ATASIDE Fized Disk Card |

Export configuration to PC card

Irmport configuration from PC card Impor: |

Import configuration except IP configuration

fram PC card Impart | (eueept IP configuration)
PiC card service
Discaver a new card | Stop card service |

Save to flash | Save & apply | Cancel |

) Click [Export] button to save the configuration of VTS.



) To import the saved configuration from Flash card to VTS, click [Import]
button. This feature enables administrator to import the configuration from

PC Card, which had been exported to PC card earlier.

PC card configuration

Currently configured PC card

Card type ATAJIDE Fiked Disk Card
Model ; CF 48M

Size . 42 MB

File system ext2

ATASIDE Fised Disk Card configuration

Total data size to be used (0~43 MB) : |43
Delete all files in ATA/IDE Fixed Disk Card ; Delete |

Forrmat ATASIDE Fized Disk Card | |E}(T2 vl Forrm at |

Export configuration to PC card

Expart

Import configuration from PC card ;

Import configuration except IP configuration

from PC card ; woept [P configuration)

PC card service

Discaver a new card | Stop card senvice

Save to flash Save & apply | Cancel |

8.2. How can |l update the firmware?

Follow the steps below.

1) Access the web interface.



VTS Series

AT EETTIETIL
User authentication required. Login please.
Usar 1D : |a|:|m|n
Paszward |'""
Lagif
| byt @03 Faria Tachankgis, e Al gk res e 'EM

2) Choose Firmware upgrade, under the System administration heading.

VTS Series

Maragerment

MNetwork

Serial port
Clustering

PC card

System status & log

System administration
Users administration
Change passwaord
Device name
Date and time
Factory default settings
Firmware upgrade

System statistics

Apply changes

Login as a different user
Logout

Reboot

Firmware upgrade

Select the new firmware hinary file
This will take 5 minutes maximum

| Browse... |
Upgrade | Resetl

3) Click on the Browse button and locate the firmware download.



Firmware upgrade

Select the new firmware binary file
This will take 5 minutes maximum

|c:\u‘c53200—v1.1 .2.mg Browse... |
Upgrade I RESEtl

4) Click on Upgrade button.

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes maximum

|c:\u‘c53200—v1.1 .2.mg Browse... |
Upgrade Reset |




9. CLI

9.1. How can luse ashell script?

) Log in to the VTS CLI.
) The Yusr2/rc.user’runs at the VTS bootup. So, edit the script.
root@192.168.0.161:~# cd /usr2
root@192.168.0.161:/usr2# vi rc.user
. Edit the rc.user ..

) See examples in the reference (2).

Reference:
( ) VTS user manual > 10. CLI guide

( ) VTS user manual > 10.8. Examples

9.2. How can | back up or restore VTS configuration files in CLI?

All the VTS configuration files are located in 7tmp/cnf’ A user can back up those

VTS configuration files using a storage PCCard or using FTP or SCP on CLI.

9.2.1. Save configuration files on to a PC using FTP
) VTS has a FTP client. So, there should be a FTP server on the PC side.
) Log in to the VTS CLI via serial console or telnet connection.
) From the /tmp/cnf folder VTS CLI, verify the directory structure by the 1s -
I”command. Two subdirectories are viewed. The d’in the red circle

indicates its a directory.



root@172 168 .5 .2 tmprsenflll 12 -1
Eruspr—sr—s 1 root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
Eruspr—sr—s root root
Erusr—sr—— 1 root root
root@192 168.5.2:tmpronflt

chap—secrets
client.pem
cluster
ez—ipupdate.conf
group
interfaces
keyuords
krbS . conf
pap—secrets
paszwd

pppoe .conf
redirect.cnf
resolv._conf
EEPVER.PEM
shadow

snmpd .conf
syzstem.cnf

W1 ——
A PUXP—XP—X
W1 ——
WP ——
WP ——
dis L P — X P —x
w1 ——
WP ——
WP ——
WP ——
WP ——
WP ——
WP ——
WP ——
WP ——

[ N T T = T T T T - R A Sy R
Y R RV Y. . RV Y. R RV RV RPN, V. Y. R R, QY. Y.

version

) Run the FTP client from /tmp/cnf. And create the same directory structure

on the PC.

root@192.168.5.2:/tmp/cnf# ftp 192.168.0.149
Connected to 192.168.0.149.

220 yup-notebook Microsoft FTP Service (Version 5.0).
Name (192.168.0.149:root): yup

331 Password required for yup.

Password:

230 User yup logged in.

Remote system type is Windows_NT.

ftp> mkdir cnf

257 "cnf" directory created.

ftp> mkdir cnf/cluster

257 "cnf/cluster" directory created.

ftp> mkdir cnf/keywords

257 "cnf/keywords" directory created.



) Copy all the files to the PC. Use put/mput FTP command to perform this

task.




9.2.2. Restore VTS configuration from PC
Lets assume that a user saved VTS configuration as in ‘Save configuration files on
to a PC using FTP.

) Verify that FTP server is running on the PC.
) Log in to the VTS CLI via serial console or telnet connection.

) Copy all the files fromthe PC. Use get/mput FTP command to perform this

task.

9.2.3. Save configuration files on to a PC using SCP and restore them
) A user should have a SCP client program installed on PC.
) Copy all the files and directory under /tmp/cnf from VTS(192.168.5.2) to
the PC. Type the red boxed command line from the PC. The “r’option

copies recursively all the files under sub-directories.



[jungojPlocalhost jungojls scp —» rootP192.168.5.2: tmpscnf/ .- cnf-hackups

The authenticity of host *122.168.5.2 <192.168.5.2>" can’'t bhe established.

REA key fingerprint is cl:PB:ab:52:48:ab:eb:dc:47:9c:94:ed:=99:-6F:94:4F .

Are vou sure you want to continue connecting Cyes. nol? yes

Harning: Permanently added *192.168.5.2° <RS5A> to the list of known hosts.

rootP@192 .168.5.2"s password:

zystem.cnf 1868: 1695 AA: A/
redirect.cnf 1688 6415 B@:-@a
snmpd.conf 188: 139 AA: A/
pap—secrets 1868: 1? AR : @A
chap—secrets 1868: 12 AA:aA
pppoe ..conf 188: 277 AA: A/
resolu.conf 1868: 48 AR : @A
client.pem 1868: 1648 AA:aA
sepver.pem 188: 2136 AA: A/
interfaces 1868: 174 AR : @A
ez—ipupdate.conf 1868: 123 AA:aA
passwd 188: 133 AA: A/

) Restore the configuration back up. Type the red boxed command line from
the PC.

[jungojPlocalhost jungojl® scp —r .cnf-backup/ rootBPi92.168.5.2: tmprcnf
root@192.168.5.2's password:
1688
1688
nmpd.conf 1688:
pap—secrets 1868: 19 AA: A/
chap—secrets 1868 1i? AA: @A

i 1695 Ad:-0a

=

1

=
pppoe .conf 1688 H 277 B@:-@a

1

1

6415 aa-a8
139 aa-a8

resolv.conf 188: 48 AA: A/
client.pem 1868: 1648 AR : @A
SEFVELR . DEM 1868: 2136 AA:aA

interfaces




