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ISP Internet Service Provider
PC Personal Computer

NIC Network Interface Card
MAC Media Access Control
LAN Local Area Network

UTpP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line

ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol

RADIUS | Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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= M= VISIIE MS &£Xlotd ZFolk=s -0l ot £F&ELIC
-21 IHE XM= THE HIXI & LED HEAl 2 &Y

-2.2 otER0 G ZoHI0M= VIS S @%, HESRZD £ &X 32 dgs &FELIh

-23 AAE ZE0 50k NAE 25 L= Telnet £= & H=E ALE0HH VTS 112
2 ZE ¥=otls 2¥ES 2L

ARS8 2ol =XIS0l ZRELICH
- BHLbSl XM HOIZ@IIKI Ol ZEE
- 5tLISl 22 Ethernet HI OIS (IH3I IO Z&He)

- A0 Il E(MHBIIIOH Zsd)
- WERA IEHHOIA ItE(0IF NIC)IE U= ot PC £= otLtel RS232 Al2lg ZE

21IHE HiX

2.1.1VTS 11400 IH'E HHXI

VTS Il 400 Ol= & 2-11 20| MH

g0l ZxeE Z2Eo FR0= A8 HNFH 2E AN X 2049 AEi LEDIF FIHE Xl

UASLICH 2 LED 2 Jis2 # 2-101 220 UAsLICL IHE RFE2 242 Ethernet ZE,
=] o

USB ZE, B&E2| /4l ARAXl, 8& A3 & AlelZ ZESO0| JASLICH

Ethomet 1 Ethemnot2
100MBp:  100MBbps
Link/Act  Link/Act

" Ethamat 1 Ethemat 2

& 2-1VTS14002 WL i

2.1.2 VTS 11 800/1600/3200 TH'E HH Xl

VTS Il 800/1600/3200/48000 & M 18 12 2-29t 20| M THZ0l AEH HAIS <&
[©]

LED =0| <Xloi AsLITH 20l == ZE

o LEDOJt =It2 fAXlofl U200 PC ItE

B
by
He
Jg
HM
ol
E
bz
[>
40
pal
H
s
=
e
s
ﬁ
ﬂ
%



AsLICh =

LED 2 Jls2 & 2-10i

HE, ®MY AN L

USLICE. VTS 1l 800/1600/3200 2f & Tdl

232001 MEHN fIX) WE FREE

212 Ethernet

Pawer1 Power2 Ready

VTSII 800

uss Console

Discommect AC power cords
beforeservicing

Power1 Power2 Ready

Ethernet 1

DisconnactAC power cords:
ovtor g

VTS II 1600

100-240VAC 100-240VAC
SarétHz, 037 So/éohz, 0.37A

VTS II 3200

PCCard

Dlscomsact AC powsr cerds
o ek

VTS II 4800

PC Card

Powsr1 Power? Ready

Ethemet 1

VTS II 4800 :

]

Console

Ethemet 1

Ethemet 1 Ethemet 2
Tooweps Find

Ethemet1  Ethemet 2
fooMbps  Tombps Find
Link/Aet KinkiAet

Ethemet1  Ethemet2
100Mbpe T0onabps  Find
Lik/Agt Link/Aet

Factory Rsst

Factory Reset

1&g 22 VTS 11800/1600/3200/4800 < IHE X/
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H 2-1VTS 1132002/ LED A/A/ &&

ZANS s
Al AE Power 1 A A3 10 M0 2x23e= 2 S UG
Power 2 A A3 20 A0 === R EE LU
(Dual Power 22| &)
Ready AMAE HZ0| EHlEH= 32 88 &ELICL
FIND g VTSI 2 /IXIE ZII9E &2 AIEELICH
Ethernet 1 100Mbps Ethernet 1 £ EJ} 100Base-TX H&Z= A< S &LICH.
Link/Act Ethernet 1 LEJ} HER AN HA&E= 22 ESE 0 Ethernetl
ILIEEZE Soll 30l EXRD LJls B 2 ELICH
Ethernet 2 100Mbps Ethernet 2 ZEJ} 100Base-TX ¢ &L= AR &S ELIC
Link/Act Ethernet 2 L EJ}t HIER AN AZE= B2 S0 Ethernet2
IEEZE S5l 30l SR LJts B 2D &LICH
PC Card PCCard Xt &5E= 39 &S ELICL
(PC Card 2310 H&Z U= 2L E)
USB USB EXIJt Bstle 32 85 LI
Modem DTR 20| H¥steE 32 S U,
DCD HSAZ0l T U= B2 S U

2.2 ot=R0 HZobl

- oty EXI0 A& LICH

221 &8& HAGH|

VTS NGl && Aol=S A2LICH O3S0, 88 AAXE ZLUCL 8301 HEo S8 &%,

[Power] HAISO| =EMOZ HS HEHE RAELICHL

g 2-3VTsSol && &Zot7/

Ethernet H0IE9| &% ZZ VIS Il Ethernet ZE 1 0l &6+, LHHAI CI2 Ethernet H 0| £9

EHHE UHESRZA ZEN HZELILCL (Ethernet ZE 25 SAI0H AIEot2XA & Z=R0=
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Ethernet ZE 2 0l Ethernet H OS2 HZs5tD ULIOX CE Ethernet HOIS2 EHHS
UESA ZEN HZELICH. HOIS0| SHIEH HZE EL, VIS I Ethernet HIERKZ3Z2tS
AZHAl= ChS 20| LIEFELICH

Ethernet {23! 2| &40 HFEE ULEFHLICH
- VTS lIJ} 100Base-TX WELIAN ¢ZLs & [100Mbps] HEAlse2 =4 B AHE
S X &L CF.

- 8Me UWESRA HZ0| 10Base-T2! Z2 [100Mbps] EAIS2 HKXIX ESUICHL

1&g 24NVTSI0l HIER=Z FH0/S &ZotI]

223 0oHE EXI0 H&E6HD]

VTS 112 Al2lEg ZEN =2£ HOIS AZELICH AIEXIDF #X2 225 ZEN H&ZoidH
X AN HSs 28 ZEQ K F JASLICH VTS I AOol= 2IE THIIAX
LHel E211-2 HEEH=S=2 A2 & HOoI=2 SEHE XI2ot)| | HS3&ELICH XHAIst
W2 25 A3 H0o/IZ CHOI0JZEE HESIAAL.

Equipment

18 2-5 &H/E VTS S ZoH7]

23 ANAE 2£0 &0l

VTS 110l &X6te Y82 0d JHXIJF JASLICH Ols, AFSXe RAXIOE 88Xl £= 2AO0ILE
G20 et ZetELICH &8 VIS lle 81AE %, GUI(Graphic User Interface) Bis £&=
CLI(Command Line Interface)E H33dt1 USLICH

ANAE 25!

22 MEXE HEEH= AHOIE HEH ¥ ZZ£/Ethernet HOIES ALESH VTS 112 AlAE 2£
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TEW MY K 2+ USLICH
2% 2
HAE K% QEBOIAS Q7cts VA ASKE HIE KHSUEHES ASH VIS 12

Telnet(TCP L E 23) L= SSH(TCP ZE 22)0 ®=8 2 USLICH

al:

2 BetRME AIESIH VIS I1E &3oldd= &&3 AIEX= Internet Explorer £= Netscape
Navigator?t 22 & B2t HE AIEotH VIS A& = ASLICH

o YHES 2F VISII AIAEO=Zo 27018 QPELICHL

1 Bo= ot E20A VIS Il 2 J|2 32 Telnet 213 HTTP Z2&E2S 0|38 &
g2 HM&otn AsUC =I| EB0= SSH £ L= HTTPS Zz&EZ22 0|38 ¥
00| JtsELICH 0] 432 9.7 Security Profile0fl &% & Ht2t 201 System Administration

> Security Profile 220 M 81&0| Jts&LICH

2.3.1 AIAEN & ALE0lD|

1) Z=/Ethernet AH0I=2 &% = VISIIC 2£& ZEN HAZELICH

18 2-6 VISIIU AlAE Z2Z£ HO0IEE SFZ oL

2) RJ45-DB9 Of & E(female adapter)S AIS Xt &

3) AMEX BFEHY Al2lg ZEN AHOoIE2 &% 25 AZELICH

4) 5FOI1HE+DI‘—*(HyperTermlnaI)" Z2 H0lg NS0l Z203s8 A#ELICL tsh
Z0|l EHOlE olgd0ld Z 0o Al

9600 baud rate

8 Data bits

ne
nx
04
_C'_I
o
=]
@
i
x
0
il
°

Parity None
Stop bits 1

® No flow control
5) [ENTER] 2|E€ S&LICHL
6) AIEX Ol HIY HSE 225t VIS I 22190 LIt G283 20| CI2E &t

AL 282 gLICH
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Logi n: root Password: root

Logi n: admn Password: adm n

Sena_VTSI | | ogin: root
Passwor d; ****

[root @ena VTSI ~]1#

Sena_VTSI | | ogin: adm n
Password: ****

Wel cone to VTSI -4800 confi guration page

Current tine : 09/26/2006 11:06: 12 Seri al No. . pp48-rev02
F/ W Rev. : v1.0.1 Bi os Ver. : v1.0.0
MAC addr . (et hO): 00- 01-95-04-22- 35 IP addr. (ethQ) : 192.168.5.1

7) 2E Al, SLE AN QUHMIOIAIN UEIELICH BIAE Biw QUHMIOA £= CLIE
O0l83dt0d =JI 432 & = USLICH 2 MEX FEUM AIBE = U= JIE AAER
CIEIHIOIA0 CHE XKHMIEH WE=2 9.1 AIEA &2/ HXGHA AL, CLIO CHst XtHAlst
WEE2 11:CLI 2HHAHE BXOIE AL,

JlE CIHHOIAD HAE Himz &8 <, 18 27 0 J= Ui 380l LIEFELICH

Sena_VTSI| |ogin: adm n
Passwor d: ****

Wl conme to VTSII-4800 configuration page

CQurrent tine : 09/26/2006 11:06: 12 Seri al No. . pp48-rev02
F/ W Rev. :v1.0.1 Bi os Ver. : v1.0.0

MAC addr . (et hO): 00- 01-95-04-22- 35 IP addr. (ethQ) : 192.168.5.1
1. Network

2. Serial port

3. Clustering

4. Power controller

5. Peripherals

6. Systemstatus & | og

7. Systemadm ni stration

8. Activate Locator LED

[hlelp, [s]lave, [a]lpply, e[x]it, [r]eboot
COMVAND ( Di splay HELP : hel p) >

& 27 B2 Bl 3HSVTS Il 4800)

VTS 112 HI&Z4d(Flash) OI22

Elhs  Hi=d0A [s] 212 =060 HE= Wet0le gtS Flash 22

21

StHO AIEX= Ois HESE 200 vIs I Mtet0leH €80 228
OleH= =



USLICH Hi=d0A [a] I1E HEotH HIE &= HEANZ = USH [x] E H=otE Ol

Oi=0lA BEE L == JASLICH

MEXIE &2 ZES AkEol= VIS N0l E=50k)1 &0l BFEAl VIS 112 IP =4S 20H0F

SLICH (KHMIE LHE2 3: HEYT &= FLoAAR). VIS 119 & E0tAl JI2 IP =as=

2 2L Jse ¥H SAE HE SHEOA Disable 2 =+ %'%LIEP.(I}MI@ Lige 35 IP
ZEHES FIOAIR). VIS lle 223 Z£2 96t Telnet & SSH Z2EE 2FE XJELILCL
&, ZB& E06IAl Telnet ZT2EZ2 X3 2 M &H(Disable)Tl0f JASLICH Telnet ZT2EZ2 0|50

A 2E ¥52 Adle R 9.7 Security Profiletfl &Y & Htet 20| System Administration >

Security Profile 220 Al Telnet Z2ZE2 XI&ZS Enable ot0{0F &LIC

his

G2 X0l et vis 2 250 A2 &Lt

1) Telnet(t= SSHEZZ )& L= Telnet(t= SSH) JIS(0l, TeraTerm-Pro £ = Hyper
Terminal)2 Xl 2ote Z2 &S AHAIZLIGC. =&EX IP =2 2 Port Number= VTS
2

et Soliof &LICH 2RE B2, port numberE 23(E£&= 22)22 XI&EELIC.

AMEX BREH EY ctol QIHHOIAN O8 EEHE LE&LICHL
telnet 192.168.161.5 (orssh adnmi n@92. 168. 161. 5)

= US M20IHE 2= Telnet T2 S AHAIZILICH

Elle Edlt §etup antrnl ﬂlndnw Help

Tera Term: New connection

= TCPfIP Host: 192.153.151.5 j
¥ Telnet  TCPporw: [23

" Serial Port: ICOM1 vl
oK I Cancell Help |

18 2-8Telnet T2 72 && O H (TeraTerm Pro)

22



2) MMEXE BtEAlI VIS 12 ZQ2I6H0F otH, OIF AFS X+ OIS

[> 02
fol
i
1]
Je
o
-
o

AMEX 018 & &=2 LZSE 282 AAE rootE 28 root E AIAE 22|XE A&
admin & JtXIZLICH9.1 AFEA &2/E EXGHYAL)

3) VIS IIJI QI8 2, CLl ZEXZE L= HAE fiw e 221 AAZX HES JI=2
shell £Z01 el AFS XA LIEHELICH. A2 X CLI ZESZEN 21016t Xt ot=
B2, NHAIE LHEES 11: CLI HUHAHE EXoIUAIL. AIZXt= HAE Him QHHOIAS
AMESIH D= BsSE =& =, [ENTER]IE =2 Oim &§SS d8g = UsLIb
AME= 0l2t SLE stHS Sol 2st W0IEHE 288 = UAsLt

248 St 2l AHHOoIAN &S50

L

VTS ll= HTTP 2 HTTPS(HTTP Over SSL) Z2 &2 252 XNJASLICH &, & Z0tAl 2242
?IGtH HTTP ZE2 &= X3 2 HMEH(Disable)Tl0f USLICH HTTP Z2&E =S 0I&6t0 VIS Il 2
AANHO BH2 Jdte B 9.7 Security Profiletll &Y & B2t 20l System Administration >

Security Profile 2E0 A HTTP ZZ2Z &2 X3 2 Enable 3t0{0f &LICH

SAE 0|22 & S2tRM URL/Location ZE0 2540F SLICL 012 Sof
70l 3EOoR2 XF 0/SE 4 USLCH AABXE M6 AIZX 01D HlL
| oIsg ¢ =18

= Z0t0F gLt JI2 882

=4, T= 258
MEXt= VTS I

0

Logi n: r oot Password: root

Logi n: adm n Password: adm n

n

(1]

EINVTS I & &2 HOoIXIo] EFotI &, AFBAHE VIS IS IP F4(&EE &
dcld HEH OtAT &= A OF gLt

g
fol
|-
Im
S
gﬂ]

23



VTS 1I Series
Management TECHNOLOGIES
User authentication required. Login please.
User ID : | |
Password : [ |
BSERVER

Copyright © 1938-2007 Sena Technalogies. All rights reserved.

Jg 29VTSI & 22/ HolX 230 ofH

g 2-102 VIS 11 & 22| CIHHIOoIAN st AHEXH SHO0IXIE 20 SLICH Ois bte 3t
2EZ0 UsLICL 0= b= JtE zHae 23 lis 28 Zgotl JAsUCh Ois o2l
=52 MdEo0 2 OS0HAM AIE Jts8 2 otfl w2 &M 212 SLICH AIBXts o<
Ol =S HEGIH oY &=0l s metole 488 =38 = UASLICH

AZXF HE HOIKIS FZE & Wst] HEHOIXS A2 U Y A2 2
g=2o2 I 0lse = JUAEE,VISIl= HOIX M= Ot 225 HAIotD 28 Z20tC O E
HOIXIZ E3AE M3&LICL O 2-1021 &2 IP configuration M= Ot2H0ll /network/ip 2te
2t EAZ D MEXII B2 W2l network L= ip @325 HE5IH HY HOIXZ HZE =
USLICH

ME2X= Z2E HIOIXINA [Save to flash], [Save & apply] = [Cancel] JIs2 XT&E =%
USLICL AHEXE £ Met0IY S HES = [Save to flash]E & &0t0 Hl=Ed 22 0
HAE IOl 22 MEOOF SLICH 2= BHE MEsS HEStei®, AHEX= [Apply changes]
H=E S=ioior &LICL. 0 s&2 0% BF SHEHUA AFRE 2 USLICH AFEXDF [Apply
changes]S & &gt Z=20| stoll, M2 Hiet0le 2t0l vIs I &30 HgELIt. AIgXis

[Save & apply]E SEiGIH =AM B AIES MEGHLD EE8E =5 U1, [Save to flash]E
SEi5td M&S = [Apply changes]E &G HEE UWES HEE £ USLICH AE XL
MZ& HetolHe 22 MESHA 20X Ghe

FAOF &I Ol™ gtol BZELIC.
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|
VIS II'Series

Management TECHNOLOGIES

|| — ||

/ network / ip

Network
1P configuration
SNMP configuration
Dynamic DNS configuration

IP configuration #1

IPv4 configuration

SMTP configuration IP mode: |Static P v|

IP filtering configuration IP address: |T§I§.'l 585_9727|

NFS server configuration Sk i e
VIRl IR 255, 255.0.0 |

Samba configuration FEEEREEE

Web server configuration Defaillt- gafeitay: 19218811

e a—— Enable/Disable secondary IP address: Disahle |
TCP service configuration IPv6 configuration
PPP configuration 1P mode: |Disab|e v|
Serial port IP configuration #2
Clustering 1Pv4 configuration
Power controller IP mode: |m
Peripherals 1Pv6 configuration
System status & log IP mode: | Disable v
System administration
System statistics gelltdsrg:old IP at bootup time on DHCP |@|

Use Manual DNS: [Enable «
Activate Locator LED Primary DNS: ID.D.D.D

Apply Changes Secondary DNS (optional): [oooo
Login as a different user k
Logout
Rebaot [ Save to flash ] [ Save & apply } [ Cancel ]
Menu Bar Workspace

Copyright & 1998-2007 Senz Technologiss, All rights reservad,

Jg 2-10vTsi & &2 %
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B UERAD €4

31IP &3

AMEX HERI AWM VIS IIE AEoteH, R&8 IP =401 EQELICL IP =40t
EHIZX 22 22, AIAE 22| XA 225t VIS IIE

HERIN VISIIE HZ5tAH, DR IP =4I J00F &
VTS II= SIH2l EthernetinterfaceS MIS&LICH OteHel LHEEZ 5 Interface 0l £201 HEELICH

3.1.1 IPv4 address & &

VIS Il IP =4 &3 Al, Al2X= UsS &2 22 CIHY Zz&Z2 2| otLIE d8gE £
ASLICH
e Static IP

e DHCP (Dynamic Host Configuration Protocol)
VTS ll= =J| J|I2gtS 192.168.161.52 IP =AE &= Static IP EE2 &850 JUASLICH 2
312 2)He 2= IP &8 W20IEHE 2HSUICL O 3-1 J

M & D8 GUIE 20 sLICH

H 31IPv4 £& 1tet0lE

IP address

Subnet mask

Static IP Default gateway

Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)
Enable/Disable secondary |IP/Secondary IP address/Secondary subnet mask
Reuse old IP at bootup time on DHCP failure

DHCP Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask

2
o

=T UASLICH

AMNEX= £ IP modeE DisableZ Z&6tH WESRAW VIS IIE HZGHA

Enable/Disable secondary IPJ} Enable2 & & &l 11, Secondary IP address 2t Secondary subnet
maskJt Static IP Z2EZ22 R&& IP =40t &2 EH, A A= 0l 2Xt IP =AE Sot¢ VIS
g oHZE = USLICH 2X IP =AE H&8ote Y8HE& 3.1.2 Static IP ££ AESHIE

ZZCHAID| HierLl
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IP configuration

JFnetwark fip

IP configuration #1

IPv4 configuration

IP mode: static [P«
IP addrass: 192.168.3.48
Subnet mask: 255.255.0.0
Default gateway: 192,168.1.1
Enable/Disable secondary [P address: Disahle

IPvE configuration
IF mode: Disahle v
IP configuration #2
IPv4 configuration
IF mode: Disable

IPvE configuration

IP mode: Disahle -

Rewuse old IP at bootup time on DHCP Disahle

failure:

Use Manual DNS: Enahle

Primary DMNS: 0.0.00

Secondary DMS (optional): 0000

Source based routing: Digable

Save to flash ] [ Save & apply ] [ Cancel ]

g 3-1Ipv4 &%

3.1.2 Static IP =2 AFE36}HD]

=
OH1 0R0
>

|0

Ot Static IP F=AE AIEE Z2, VIS 112 IP =42 23 U= 2E &3 LII2H0IHE
2 KI&ZoHOor &LICt 2tO0IEH 0= IP =2, Subnet mask, gateway2t DNS serverJt
ZEELUCHL o 440Me= 0l 20 XRHAISHA CHE A LICH

&1 VIS 282 Y 010 £8& Z2E 0/1E0610] UIERFAIE 246tc/d gLl

IP address

Static IP= “DF¥” L= AR AY Bso AgES gL 0 Bss AFHN 2EEHA

UHERZ &9 X F=ALZAML AsS LICL FFE= 028 IP =45 AIEot UERA
USLICL Wetd, d=E 1P A= UWERZA SFUA

= o]

T -/
MM &S Aot stE =+

o

TT

o
HHECZ DKot

& 12 192.168.1.x &4/°/ IP =4 & ISP (Internet Service Provider)Jt BH&SIA ZELCHE & 0IA

AF&(private) =AL/LICH VTS | AIIZXE J&6125 ZR0| Ltet QI I 22 25242 S

HOIHE =10 &= = A0/0F otH, 0] FR <83t Zo P £=24AE 2&of0F gLiCt Z2! IP
A

72
FAE YR Z XY ISPERE 226t Qg = QASLICH

[on
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Subnet Mask

AEdle 22 Xl /X, & A= £ 28 LANYO U= B= UHERIT SAEE

= =
YLt UER/RZIE Soi Wte A0l A= B2 VIS 1l Al2l2= {30l XI&& TCP/IP
SAEJL 22 UERZ g0 AsX N2Y OtAZIE Sofl #CIELUIOh =2Jt VIS I

C
AelZet st WERT A0 JUCHH VIS Il Al2IZ222H HE AZE L0 88X $22H

FO & Jl= HOIEROIE Soil AZ&LICH

Default Gateway(P|& HOIEHIO0I)

HOIESIOl= CE UEfAZ S0its 27 Y9gs o= UE®3 FFYLICL L
HESID WHM £= XY ISPUHIM EHEES HOdcts FFE= HOIEYJN ELLICHL =2
HERT &3 %o SAEQ S4IoH)| fIHM= VIS II Al2lZ=Dt JI2 HOIERIO ZBFE2 IP

F& O
/) —

H

ny

F=AE 2O0toF EUCH HOIEROl 1P =201 et H&Ee F2= UERID 22Xl
Z 2ot Al 2.

Primary / Secondary DNS (7|

AEXIE S8 EAMOIEE &=

rt
ne
H
]
o
p
&

X ofH, FFB=E FAOIES FEsh 1P =240 ot
Cl

= gfLICt. DNS=
OIHY el HYES AMEGHH IP A2 BHEANAF=E SAYLICH SHel UYE sena.com it
22 2N =AUE Lgel €42 0150 etz JIY6tot O &sLICH DNS A=
st BAE DJIBtel el WlZES TCPIPO HAZGH)| Rlol <At IP F=AZ BHEAIAFT=
SAEYLIC

VTS Il Al2lZ2] DNS JIsS AtEdtdd THel Ugez SAEN E52 = ASS 0l DNS
Ch. VTS Il AlelZ2= Primary DNS 2t Secondary DNS 22 DNS
NS IP A8 H8ote Y2 M3ELICH Secondary DNS MH = Primary DNS MHE

Source based routing
SoHel eyl MHIA Z2HEO|GH(Service Provider)2 2E IP address € 20+ VTS Il Al2lx2

Ol ZE 22H0 HZE ZF 201 MEXIL 8 i 0l49 ety &F0 ZRs 2=
MEE= sEYULL 0l SE= EnableZ ZF0otH S& UE=Z IHHOIAE SotH ML
Halg oY UE=3 QHHOIAE SotH CtAl €0l S0t JtAl ELICH (0 &0
DisableZ &0l U2H OE MEUES g8t Z= UERAD A2

3.1.3 DHCP At&36}D|
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S8 S AE HF S8 R (DHCP)2 UWERAZD 2ot IP =42 €E2 XA HERAINA
= 2oty Ussg = UM ot sS4 Z2EZSYULILL DHCP= UWERZA 22Xt IP
FAE SHEUA Z=ot) =Hiot=S ot FFEIH OE UERD |AXN 21 & 3=
MZZ2 IP FAE UsS22 HEEHESE LIt
Static IP 2=2| =2, IP 4= 2 ZREHUH =522 LHEH0O0F SLCL &2 BFEI UE
HERT fIXZ2 0Iste 832, MZ2 IP =20t BIEAl 2E S H0F &LICL IP =2J1 DHCP
CEUAM 2EEE IP =4, MEYW 0tAZ, HOIEROI, DNS AHE E&ol= 2= Ict0IE It
AAsez ZFELICL DHCP= &2l9 IP =40t otuthel H=RHEO ot ®==8 A2t =,
‘U0 (lease)” HE= AIESELICL IP F=AE dotsl 28 2= Itet0IE= DHCP AlH
& = Olelgt E2E

HUlAM AHsex 285N IP =20t AlSEH= 2% DHCP 22l0I¢E Z=H
A

VTS 110t HEEE MOtCH VTS lle UER D &0lA DHCP RES LSELICH DHCP AH 2

SEl= IP FAE HIRGIH AEY 0tA3, HOIESOl =4, DNS At L “CHO" Al2+0
TS ASLICL VTISIIE SA 0ld 22 A HR22100 MEELCL“HHEDL 2tesle B2,
VTS lli= DHCP A Z2H "HH" AlZ2te] AE S QREESLICE. DHCP MOt K &S s01g
2, VIS Il HBHA S IP A2 HSE = UASLICL DHCP MBI THH HAES S0IGHA
%= PR, VISIE DHCP MHZE2H MZ2 IP T4 QE EXE AXELICH

&1l DHCP ZZ0f4l DNS AHE H&s5t ZE HEFT 23 VIS || IIe0lHE IHSL=Z
LI ELICL DNS AU IsLE dFLHA 2 IR, AFEA=E Primary 2 Secondary DNS
FAE YHEOZN +502 HFS £+ YUSLICK DNS FAEZE IS &F612 5, Primary 2

Secondary DNS £4Z 0.0.0.0 (Z&&\ez HF&L/C}

DHCP MHl= UWESRZ 2kt 2elotd A= IP =4
Ol= VTS 112t &2 DHCP Z20IHEJt A== Mot
MHOA IP =28 M6t ALEXIE MS

SZoi0F &LICH. DHCP UWERAINA IP =AE 0l 2ot
gt AEIHO A= VIS ISl MAC =45 20t0F 8LICH

Reuse old IP at bootup time on DHCP failure2 EnableZ &&5tH, VIS 11Dt €2 1 DHCP
MBIOIA VTS 112 IP =48 &Y 22X 2 & 3%, 28 &0l ASotE IP =422 0IEot¢ IP

2406t UERHIN HZBELICL 0 = “Ho” A0l 2t &® DHCP AMHO0l IP =4S

IPv6= IPv4Sl =4 12 ZHE oHZot DA M A0, OF Mol XtAICH IP MAIZ 1 2
TASLICL IPvee =4 B2t U2 E= SAEN FHCZ B2 FAE RFOHE = U



T ASLICL IPvEOIAE HREY SAED S4IGHH AS2Z2 IPve =45 dd & = USLICL
L8t IPveliAM= IS 2330t JtsELICH IPES JIS0I22 TCPL UDP, ICMPS
HEcIH0IE0 280l Ol JIsS HEE = UESE DAUEHN ASLICH

VTS ll= IPv6E XI&0t0, IPv6 =AE £ &+ Y= YES HMSELICL VIS HINA IPv6 =2
A, A= USH €2 342 A ZZ2EZ 2| otLUE d8E &= UsLICHL

e Auto confiuration
e Manual configuration

e DHCPv6 (Dynamic Host Configuration Protocol version 6)

H 3-2IPv6e && IfetolEH
Secondary IP Address

Auto configuration 6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address
IP address
Default gateway

Manual Config uration Secondary IP Address

6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address

Secondary IP Address

DHCPv6 6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address
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IP configuration

J network / ip

IP configuration 1
IPv4 configuration
IF maode:
IP address:

Subnet mask:

E .0.0
Default gateway: iIQZ.IEB.I.l
Enable/Disable secondary IP address; [Dizable +

1PvE configuration

1P mode: | Manual configuration v|
IP address: '

Default gateway:

Secondary IP address:

&tod tunneling Enable/Disable:

IPv4 address of the remote 6tod relay: |]§28é99] il

Cverwrite local IPv4 address (optional): | |

IP configuration =2

1Pv4 configuration

IP mode: E'Disable v
1PvE configuration
IP mode: [Disable v
Reuse old IP at bootup time on DHCP [Disable «|
failure: g

Use Manual DNS:

Primary DNS: ; 126.63.1
126,634

Dizable v

Secondary DNS (optional):

Source based routing:

i
|-
|
|

Save to flash ] [ Save & apply ] [ Cancel ]

1&! 3-2 IPv6 address & &

>

e
uy
ol
b
5O
i
4
in

A= E£8t IP modeE Disable2 &&a6I0 IPve UIERKIAN VIS IS
LICl

0> 0

A

$0

3.15IPv6 =4 ks £3F

AEXIIE Auto configuration 255 AMEEY &3S, VIS II= RA(Router Advertisement) HIAIXIE
g0} VTS 112] Mac address2t Z=&ot0] IPv6 =4S MAELICH

RA OAIXI= 2tRHEII HII822 BASEHLE RS(Router Solicitation) HIAIXKIE A S [
SAELICH SAE= 0 HAXIZERH prefix€ 2+ AL, 0 prefixE AMECHH U522 FAE
HFg = UASLICL

RS MAIXI= cetSEHO RA HAIXIE RESt= HAIXISLICH
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Z12. IP modeZ Manual configuration0/L} DHCPv6 £ & &SI Z, HWER 0 RAE ZUE
Router7t ZIHEICHH VTS Il RAE AIE56I0 IPve =45 M A ELILC

3.161IPv6 =4 =5 &F

4

AMEZXIE Manual configuration 255 AIE2E &2, VIS 112 IPv6 =42 2t U= &
Iet0IHE =522 X &oioF &LICH. 0148t Let0Ie 0= IP address, Default gateway,

Secondary IP address S0| Z&&LICH

PSS
=2o

rn

IP address
IPV4UIA 2l IP address2t OF&EHIIXIZ “DE” L= I3
IPv40llA 2l subnet mask2t & dsr=2

prefixOt MeECHH 1 22 645 20| ELICT.

Default gateway(712 HOIEHAIOI)

IPv4UIM 2l gateway 2t 22 &2 = EHLIC

Secondary IP address

FIIH2Z IPv6 addressE &5t AtEE &= USLICEH
3.1.7 DHCPv6 AIE

IPv40ii M2l DHCP2 Ot&EIEKIZ IPvEUI Al = DHCPVEE ALESHH IP

i
o
0
a
o
1>

3.1.8 6to4 Tunneling

IPv6 UERDE Fdolix IPv6e UERAISS A== IPve UERIIDIL EMotkl &S =k
UL, A2EIF IPv4 510l ctREOHK 22 =5 USLICH 012 £€2 SHE diZaot)| 2ol IPv6
overIPv4 EHE0IctE Jl=S ALZELICH

6tod= RFC305601 Jl=%l0 U=s A2, IPvd SH0UA IPv6 ALOIEDICl S4lcts 32 0l
AOIEDE SE8E F=AE 02l NS22 BHES #Fot=S ot XYLICL 6todE O0IE5t=
MOIEWA AtE0t= =492 2002:VAADDR:/48 2t 22 "A= Jt&ELICH. JIM VAADDRZ2
6t04S O0IEct) U= MOIEUHA BHES 2F0l D= 6to4ctREBIN H=E 22E IPV4FAE

ZLICH [etA AtE IPE AME0te 8% 6t04dE AIEE == UsLITH

IPv4 address of the remote 6to4 relay
Relay M2l IPv4 addressZ LICH Ol relay AHHE Solf IPvAZIZE 0N IPV6E AMEEEY = ASLICH
192.88.99.12Z relay AAHE X ZGIH, &M VIS 12 UWERKZD AAXINA JtE It relay AHE
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Xt

O == ALSELICH Lt Olelet 22 IS ol relay AHE H=
& 4H2(203.254.38.130) ct<H HLE UIERIR 2telMulA 223t AI2.

blad

ror
W
i
=
0F0
Ol

Overwrite local IPv4 address
g Z0ol IPvd F=ALLICH 0 F=A0F &

=2
AMEELICH St IP =201 AFE IP =423 6to

o

B2 AsS22 &M VIS 112 IP F=AE
o

tunnel0] RAEX L= = USLICH

B

3.2SNMP &3

VTS IlI= SNMP v1, v2 & v3 Z2Z2EZ2Z X 206t= SNMP(Simple Network Management Protocol)

HIOIMEDL ASLICE NMS L= SNMP EctXet 22 UERZ 2elks VIS 12
sl 8% & = JUS =0 OtLiet EEE wetg = USLICH

SNMP Z=2Z&EZE GET, SET, GET-Next, 12l TRAP= XIZ&&LICH 0Ol Jlss SoiA
Zelte SUet OlfE 28 SXE 22 = UL(TRAPs), XtAMlet BE2E 28 EXE X3
2 QUODI(GET) Xl AEHE BHEE = USLICKSET). SNMP 20l 88 2 2ot JIsS
SE7g & A= GET-Buk JIs0l FIHE N ASLICHL SNMP v30l= 20t JIs0l ZstED 22
SH0l IOt AsLICH

SNMP 2& IHEE Sol AlEXt= MIB-Il AIAE JHAH, 85 WO 2F 2 TRAP =410 ZF0
o €8s & = UAsUL 0 H=uA 28 2des 2 @ € ¥ HMHE 2%
e > USLICH 08 3-3= 8 CIHHIOIAE S8t SNMP 83 stHE S0 SLICH
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SMMP configuration

fnetwork f snmp

sysContact: administratar
syshame: Sena VTSI
sysLocation: my location
sysService: 7

Options: Trap Ermnail
EnablePowerCOnTrap/Email: Mo s || No  «
EnablesuthenTrap/Email: Mo s | MNo
EnableLinkUpTrap/Email: Mo s || Mo
EnableLinkDownTrap/Email: Mo s || No s«
EnableLoginTrap/Email: Mo s ||Ho w

Trap event recipient's email address:

Access control settings (WMS)

Mo. IP address Community Permission
1 192.168.100.101 senavtsii Fead Only  «»
2 O |D.D.D.EI |
3 ] |D.D.D.D |
4 il |D.D.D.D |
Access control settings (SMMP-AY3)
Mo. User Security-level Auth Priv Permission
1 admin AuthfPriv MDS DES Read/Wwrite
2 O
3 O
4 O

Trap receiver settings

Security-

No. IP address Community User level

Version

1 [O[oooo |

> [J[oooo |
|
|

3 [Ofoooo
4 [J[oooo

Save to flash ][ Save & apply ][ Cancel ]

&g 3-3SNMP &&

3.2.1 MIB-Il AIAE] 24X (MIB-1l system objects) & &

B-Il AIAES MM £F2E Soll AMAEAE, 0I5, AKX & VIS 112 SNMP 00| 8 EDJL AtEStE
o153 Al & 2 (Authentication-failure traps)E A& & == USLICL 0lHe &2 MIB-Il sysName,

sysContact, sysLocation 24Xl AZ2 &L (OID))t AtEot= 32 NM30oH SLICH

Mi
o

BA
EnablePowerOnTrap/Email, EnableAuthenTrap/Email, EnableLinkUpTrap/Email, EnableLink
DownTrap/Emailldt EnableLoginTrap/Email0] s A
addressZ O|0IY2 S HEGHH & =% USLICH

£ Trap event recipient’'s emalil
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2t OIDS| 2HEHE B2 S 2&LICH
2 ABIVTS )0 CHEH SRt A2 2 o

Uol-gl% M D:‘EHJ E|,

® sysName: AIAE AEN A& 0182z Moz =92/ FQDN(Fuly Qualified
Domain Name) £ LICt.
sysLocation: AIAEISl A X =Scl&d <X (0, & 3845, &4, S5)
sysService(HII1ME) . S0tz Z2leE Lo sUES=2A AAEO0l M6t MBlA NHESS
LIEHHLICH D=2 2 VISl S8 T2 8 (7) dgtts XU

® EnablePowerOnTrap/Email: SNMP OIOIME ZZHADL AIAEIO| AIEEIJA=KX0] 28
2 4= oY NN RS LIEELICH

® EnableAuthenTrap/Email: SNMP OO|ME ZZAAD CIE AN 2E 32 MY2S
S8 WX GHRE LIEFHLICH O 2HA 2 S8 43 F2E @0 SLICH 0122z
2= oS Ao 2HE FEE HEH AIE = U= SEHE MSEL

® EnableLinkUpTrap/Email: SNMP HIO|ME IZ=Z AAD
2 4= oY AN RS LIEELICH

® EnableLinkDownTrap/Email: SNMP OO E ZEZ A ADJF Ethernet HZ0| &H&E E A=K 0l

st 2 MHE= o8 ANAUXN HREE LIEHHLITH

® EnableLoginTrap/Email: SNMP OIOIXE T2 NIAJL AAEN 210 X0 2 H3E

1]

HEd=S IEE Ak R HEFELICE.
AFEXOE MIB =04 £ =30l e X301 28 2, MU Jlzs XNIFRNZ HEGHAIDI
gt LICH MIB2 SNMP2| XHAIgH 2= RFC2l 1066, 1067, 1098, 117, 1318 12l1) 1213 =AE
Loty AL

3.2.2 HAIA HO &3 (Access control settings)

HNA HOE VIS Il SNMP GIOIMEN CHet 22lXt2l 8% Jtsd= 2ot UsUIth 0l
Ol7 &0l &&= 22l X2H0l VTS Il SNMP GOl & E0 B0t §2E2 WEotd 52 Mg
£ ASUCL XNFE IP =20 gl R(2E IP 4= 0.000 0 J|23), BE SAE

J

oo=
22| X VIS IISNMP QIO M EN 858 &= USLICH

SNMP v3 HAIA HOI= VTS Il SNMP GOl E0 CHet 8% E2= ESotd AsLICH Ol Hiw
o0 £ ZEE AFE6I0 VIS Il SNMP OIOIMEN &E=5

= UAsLICHL
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3.2.4 E® £=41D| &3 (Trap receiver settings)

E¥ 4Jl= VIS || SNMP (IOIREZSH ERS OIHE(TRAP) 2t &S 22| X0l
28 + UATE ZogU

3.2.5 SNMPE 0|Sst &2

NMS(UIERIT 22l AAE) E= SNMP SetRME AIE80ots SNMP Z2EZS S VIS IS
Zelg & ABLUICHL VIS 110 NMS £& SNMP S22t ™D s SAEM IFHS

NMS L= SNMP EctRME ALESH) &0, HAMA MO &3 HEG6 £&0

ol Eoted S48 NE & off OF
SLICH O 3-42 VIS II| SNMP 0IOIMEL|l MIB-Il OIDE EctR4d ot Us LEHEQl SNMP
BN 2HE BHSLICH
A sdventhlet MibBrowser -l =]
FI|E Edlt \-"IEW Operatlnns Help
5B M B EWE KEe
“tg Loaded MibModules : :
Q E-tg RFCY213-MIB Host 192 168.4.10 - Cummunit\,r frtns:
? %{Dargdnd SetValue J Write Communmt
§ 5 internet antestha w | cant nelm
directory
§ 3 mgmt Ohject ID |.iSU.0rg.I:IUd.imernet.mgmt.mih—z.system.sysDescr |
@ 3 mib-2
@ =5 system b
Sentgetrequestto 192,168,410 161
@ sysObjectD sysContact.0--=administrator
@ sysUpTime
g E“gggmﬁ Sent get requestto 192.165.4.10 1 161
@ S:SLDCGHDH sysMame 0--=HellaDevice 55100 E
@ sysSenices o
® Sy interfaces Sentgetrequestto 192,168,410 161 ;ﬁ
@ iMumber sysLocation 0--=Unknman :5@
o[ ifTable ﬁ
e [ ?T Sentgetrequestto 192.168.4.10 ;161 :ﬁ
e @O Ip sysSenices.0-—=7 :5@
& (] icmp ;ﬁ
[ tc :
. % ng Sentgetrequestto 192,168,410 161 ;E
: 2 B
@ (7 egp iumber.0--=2 ﬁ
transmission -
@ [ shmp — : =
experimental Syt DisplayString { 8IZE (0 | Status mandatory |
@ (] private Access iread-unlv | Reference | |
Lo TRAF’Sl [Hieley | |
egpheighborloss . : i
¢ @l TEXTUAL CONVENTIONS ObjectlD | 1.361.2.1.1.1 |
FPhysAddress A textual description of the entity. This value [
!. s Descripti.. | should includa the full harme and version ]
0 identification ofthe system’s hardware type, —
Global Wiew 2] il & i Tt =

72 3-4SNMP E2I2HE A28 VTS IISNMP 0f0/F ES/ MIB-1OID £2/2& (AdventNet MIB
EEEYC)
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3.3 & DNS(Dynamic DNS) & &

AEXIF VTS II1E DSL el HAZGHHLE DHCP &2 AMSEE &2, tHo AlI2H0l Z6HH, 1P
FA0F HALA ELUICL Oldst HEE IP =40 U8 F3EE &4 ERotD Js A2 =
Hed2 LYUICH E£&, 22Xt Telnet S8 A 2SS Sol O SAEN E=otdes 22,
IP =0 HALUCH &S YHE I HH8sUIT

=& DNS AMNHlA= QUM dz=8t ZMEZS diZot)l {18t Z2EZ20I0H, 0 ISP £&=
SHOA MBELC =& DNS AMHIASE AMEEH22ZM, AAZXs IP =22 B0 &28l0]
=X DNS MBi0l SE& SAE 0[82 Sol VISIIK 52 = AsLICH

Qe o2 VTS ll= Dynamic DNS Network Services (www.dyndns.org)lil M X35t1D Uese SH
DNS MHIASHS XIRELICH JIEF & DNS MUlA HMBXet 2ed Az 2HME2 ML D=
K& 20 HotAIDl HHEFLICH

Dynamic DNS Network ServicesJt Ml&Eot= =& DNS MHIAE AME6ted®, MEX=E D8
3|3 NIC(Network Information Center-http://members.dyndns.org)til H&ES &&GHOF &HLICH
M&Xt= Dynamic DNS Network Services Members NICO| £71¢0! & & MMZ2 S& DNS A E

gd3dE =g = Usuth

=& DNS £& H=0lA, S& DNS A

PasswordE & &3
St VTS 10l & =gt

User name &

nameZt=2 AtS

18 3-5= 4

Dynamic DMNS configuration

HIAJE Jtsote= st
OF &LICH €3 B& A
= UASLICH

DNS &% & QIHHOIAE 2WSLICH

fnetwork f ddns

Dyrnamic DMS:

Use custom program:
Diamain name:

Use key option:

User name:
Password [(new):
Password (confirm):
IPv4 address:

IPvE address:

Enable
Digable
vtsil. dyndns. hiz
Disable

wis-user

192.168.12.48 (eth0) »

Digable

[ Save to flash ] [

Save & apply ][ Cancel ]

18 35 & DNs &£&
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3.4SMTP &%

AAE 27 HAIKIIOE S8 i 213 &
Email E2E Sof 0|2 22| X0 &2
A0 SQELICHL VTISII= OIS 22 3JHA SMTP Al |8S

e SMTP without authentication

e SMTP with authentication
e POP before SMTP

FSMTP 830N 228t Iet0lHeE 23 25U
e Primary/ Secondary SMTP server name
Primary / Secondary SMTP mode

Primary / Secondary SMTP user name

Primary / Secondary SMTP password

e Device mail address

A&

BFALE ZHI2l Z1 HIAIXIDH
=

= AU 0l RloiM=

St
=

2t &

=
LICl

b,

=

3L VIS ll=
SMTP MH &

SMTP configuration

Fnetwork f smtp

Primary SMTP server;

Primary SMTP server name: 192 163.12.1 |

Primary SMTP Mode:

SMTP with authentication v|

Primary SMTP user name: |admin |

Frimary Passward (new): | |

Primary Passwaord (confirm): | |

Secondary SMTP server:

Device mail address: |w5@ygurcgmpany,cum|

[ Save to flash ][ Save & apply ][ Cancel ]

&g 3-6 SMTP &&

SMTP configuration

Fretwork [ smtp

Primary SMTP server:

Frimary SMTP server name: 192168121 |
Frimary SMTP Mode:

Secondary SMTR server:

SMTP without authentlcatlon

SMTF‘ Wlh authentlcatlun

Device mail address: POP hefore SMTP

Save to flash ][ Save & apply ][ Cancel ]

& 3-7 SMTP Mode &7&
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Device mail address= 2 21 % ¥ 8Y Emailg st 24X =, VIS 112 K =4S
XI™ELICE SMTP Server= Sa2482 2ol Email A2 SAE THQ 0|S0tS EQISHLICH M
chA, ZX0I CHEt Email T2 &2

SE& S2AE 0|8 (i.e. arbitrary_user@yahoo.com or anybody
@sena.com= 2= 29 UsernamesS AISE 4= USLILCH

SMTP with authentication &= POP before SMTP modeJt d&8i&l= AL, SMTP AIEX 0|8 &

SMTP passwordot 2 2 &fLICH

Secondary SMTP &2 A Bl SMTP MHHE Sst Ol
QELICH =, A B SMTP ABHE S8 MY &350l
SOt g &&= Aot ELICh

a5

o

| &g <0 0l=otIl <ol

SO0l 2t Secondary SMTP At

e

> e

e

IlJIﬂJ e
0y

35IP 2HE

VTS ll= IP =24 J|8te] ZHE AAS ALE0t0 &¢el #s0l 8l SAEDL VIS 11Ul E50t=
AE Y= JIs0l AsLICH IP EHE #Es &30t g &=0l= Interface, Option, IP

address/Mask, Protocol, Port2 Chain rule

on
=
0
i)g
-
o

Interface
HOIHE %= UERZA AHHIOIAS 0182 &£Fot= &=2LLICH OS A JtX2 IHHOIA
= OtUE HEELICH

e ethO:VTSII J|2 CIEHHOIA

e ethl:VTSIl J|2 CIEHOIA

e all :eth0%t ethl 2IEHHIOIA 2F A

0K

Y IP Z2HE H20| IP address/MaskWlAl 8= SAE HAW ZEE SAEN HsZX
o

ZELX @22 SAEN HEEXNE ZEELILC OUS F JHX2 Option SHA e LICH
0.| S

e Normal: SAE 80 Z&= SAEN EE

e Invert: SAE Y0 ZEIX 22 SAEN E=2
IP address/Mask
T SAE P =4/ ABY OtATC AlOoZ BN GHE IP ZHE REQ E2E SAEQ
HAE HHELICH. AMSXes L20IEH 282 BHEEo2ZN SAE YHRE US A2l &9
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IP address/Mask &&0lA= CIDR

H & (notation)&= X2 & LILCH.

X 3-31Pv4 Address/Mask &' o)A/

olad H olad
F= SAE P F N84l O0tA3 F SAE IP FA/CIDR
o= sAE 0.0.0.0 0.0.0.0 0.0.0.0/0
anywhere
192.168.1.120 192.168.1.120 255.255.255.255 192.168.1.120/36
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0 192.168.1.0/24
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0 192.168.0.0/16
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128 192.168.1.0/25
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128 192.168.1.128/25
X 3-41Pv6 Address/Mask &' o)A/
olad H
MR SAE g9 =5 =X
F SAE P F=A A8yl OtA3
QS sAE 00 0
anywhere
2002:1234:5678:90ab:cdef:1234:5678:90ab | 2002:1234:5678:90ab:cdef:1234:5678:90ab 128
2002:1234:5678:90abh:0:0:0:0
~ 2002:1234:5678:90ab:: 64
2002:1234:5678:90ab:ffff ffff ffff ffff
2002:1234:0:0:0:0:0:0
~ 2002:1234:: 32
2002:1 234 ffff fff ffff e fff
2002:0:0:0:0:0:0:0
2002:ffﬁ:ffﬁ:ffﬁ:ffﬁ:ffﬁ:ffﬁ:ffff 2002:: 16
Protocol
SAEQ VIS 112 S4lUl AMIEde 228522 XN&ELICH TCP, UDP, ICMP, HTTP, HTTPS,
Telnet, SSH, PORT, Cluster 2 &= =0 d&g & USLICH
Port
SAED B&6tdeE VISIIS ZEHSE HAFELICH Protocol0l HTTP, HTTPS, Telnet, SSH ¢!
d20 et Porte As2=2 XNEEMH, PORTE HEE R ACIEEZEE MEE o~ USLICH
Clusters &eiolH AllportsOl CHst 8oz s E&FELICL
Chain rule
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SAES FH0l 82X L= HREEXNE EAME
USLICH

e ACCEPT: &2 32

e DROP: &2 HZF
8 382 IP 2HE €3 & 2HHOIAE EHSU

LICt. Ct2

Ct.

]
ol

IP filtering configuration

J netwrork { ipfiltering

No. Interface Option IP address/mask Protocol  Port Chain rule

1 |al v [lnvert v [192166.0.0/255.256.0.0 | SSH v |22 [DROP  +|[ Remave |

2 |al v| |Invert v |[192.1660.0/255256.0.0 ]| Telnet v 23 [DROP  +|[ Remove |

3 |all w| [Mormal w|[192.166.1.0/255 255,255 HTTP v a0 [ACCEPT | [ Remaove |

4 |all w| [Mormal |[192.166.2.0/255,255.255) HTTP v a0 [ACCEPT w|[ Remove ]

5 |al w| [Normal v|[0.0.0.0/0.0.00 |[HTTP v |20 [DROP v |[ Remove ]

6 |all w| [Normal v|[192.166.1.0/256.255.255) HTTPS v |443 [ACCEPT +| [ Remove |

7 a8l w| |Invert v|[192.166.20/256.256,255) | HTTPS v |443 [DROP v |[ Remove |

& |al w| [Normal «||anywhere |[PORT v All ports v || ACCEPT || Remove |

o |all w| [Normal v||anywhera || Cluster v all ports [ACCEPT v |[ Remove ]

New |all  w| [Normal w|| [[TCP ¥ | [ACCEPT «|[Add]

[ Bavetofiash | [ Save &apply | [ Cancel |

18 3-8IP ZHE £F

g 3-80IM 181 IP EHE AE2 192.168.0.10M 192.168.255.254 ALOIS] SAE "HL(IP
address/Mask : 192.168.0.0/255.255.0.0)0 U= SAEE H 2 (Option : invert)st SAEJL eth0
= ethl 2IEHHOIA(Interface : allE S0t SSH ZZ&EZ(port : 22)Z VTS 0l &2 AICE
i E=01 HREHU=E A= 20U =, 18 #3282 192.168.x.x AES0 =gt SAEDH SSH
D2EEZ VIS 0l 85 = A= SISO 28 AEE 192168.xx MEH0 =&t
SAEQ ethOUt ethl QIHHIOIASE Soll VISIIZ 24 35S SIS 20ILIC
581 #E0l 2o OHe SAESE HTTP ZZ&Z(Port @ 80)2 VIS 0l 852 = QI&LICH
defut, 38 #E0 2o 192.168.1.x AMEU SAES HZO0l JEHL], 48 AU [Tt
192.168.2.x AEW ZAEQS FHO0| JtsEUCL [MetA, 3B0A SEINXS #2002k
192.168.1.x2t 192.168.2.x AEH 0 £& SAEQLOl HTTPZ VIS0 E=5€ = UAH ELICL
7H FE2 192.168.2.x AMEYI0 &£ SAEE NAS DE SAES HTTPS(Port : 443) ¥
MetgfLICh 68 &2 192.168.1x AEU0 =3 SAES H2ZES ASELILH [etA,
192.168.1.x2t 192.168.2.x AEH 0l =8 SAEROl HTTPSZ VIS0 E=€ = UAAH SLICH
8, 981 HEO0A anywhere= 0.0.0.0/0.0.0.0 ot &2 20| JtELICL 82 AN 2o 2=
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SAEE Z2E Aldg ZEN s d22 SI=ELUCC. 9% AXlo 2ol LE SAE=E 2E
Clustering ZE0 &2 Jts&LICH

AMEXt= IP 2HE RnES &F5t [Add] HES S26tH MZ22 IP 2HE a2 FIEU
Ct. [Remove] HES 22I6tH S=& IP ZHY RES HAHE = ASLIL SEE #EE9 &
2 BiHPs F [Save to flash] = [Save & apply] HES 22/6l0 IP 2HE RS HE
HE £ UASLICH [Save & apply] HES SZ2{LI Apply changes HIwE SEiGI HE AISS
Mol MNtKl= IP ZEHE R0l VISIIN HESIX LSLICH

3.6 NFS At &%

—

VTS ll= AIAE

L= ZE [HO0IEHE NFS(Network File System) AHIAE Soll NFS AH Ol
Mg = AN of

o JlsE KZELICL 018 ME8dtde AMEX= NFS MBS IP =4 & NFS
MHel X B2E BtS Al XIEAOF &LICH 08 3-9= NFS At &3 HOIXIE 20 &SLICH

VTS II 27 HI0OIEHE NFS MB0l MESHHAH, vist &&30 XIEE NFS AHE “read and write
allowed” 22 &HFoH0F ELICH VIS I & NFS A AtOl0fl & 3E0| AMEXteE LIt

21 F

o= 9o
PO e

SH2= UDP M3!0I UH=SH 018E = U= A2S BtEAl =Itoll0F & LICH

NFS MHIADE AFZ Jbs &EH0112 NFS MH £F0| HES ZR0I8H AIZX= VTS 112 AIAE
27 = EZE OO0 218 NFS AHZ H&EE = AUASLICH £, 2L NFS At 48 =
d2, VIS ll= S8 LOG HAIXIE Ex NFS MHHE MEELICL ZE/NAE 27 HE
KX St XHMIEH 2= 4.5.8 Port Logging & 82 A/IAE 27 &F MES EXOIYAL

MFS server configuration

Jfnetwork § nfs

MFS service: Ernable
Primary MFS server name: 192,165, 12.90
Mounting path on primary NFS server: Awork/mount
Primary MFS timeout (5-3600 seconds): g second(s)
Primary NFS mount retrying interval (5- g d
3600 seconds); second(s)
Enable/Disable encrypted primary NFS Disahle
SErver:
Secondary NFS service configuration
Secondary NFS service: Dizakle
Email alert configuration
EnablefDisable email alert for NF3 Disakle
disconnection:
SMMP trap configuration
Enahble/Disable MFS disconnection trap: Disahle
[ Save to flash ][ Save & apply ][ Cancel ]

& 3-9NFS Al £&&
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2F NFS A &30 ERst Oiet0leH= O30 £5LICH
e Primary / Secondary NFS server IP address
e Mounting path on primary / secondary NFS server
e Primary / Secondary NFS timeout
e Primary / Secondary NFS mount retrying interval
e Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user
e Encrypted primary / secondary NFS server password
e Email alert configuration

e SNMP trap configuration

NFS timeout
NFS serverdt SE0I SRS &, VIS IIJt NFS2| SE2 L0t S92 JIUZEXIE XIFELICH 0]
A2t SO NFS serverl SE€0| 2™ NFS server? XI&HE CI&ECI(NFS server2 mounting

pathS S1OI2E &LICH

NFS mount retrying interval

VTS 119t NFS server22| HZ0| JIs8tAIE EZols FII1€ £FELILL 8&& =II0CH VTS
= NFS server2 HZ0| JIsSHNE HZELICH JIsdt0Y, VIS lle VIS 112 CIZE2IZ NFS
server® mounting pathE CtAl Ot2Eoctl, ER0t0H U222 OO0IH =22 fXIE NFS
server2 HAELIC
Encrypted NFS
NFS= UESRIIE Sott PSS Sx/ot=d gl AZdHes Z2ESYLUICH ddu, ZEeHA
©Z NFS= UDP ZZ2EZE AIEoEZ2 sl 22 2etate 2HES I AsLt

- NFSserver 2 client AFO|2| datas 253t T HECH

- NFSserverlil &%6tde AR IDO T2 oI5 &S 0t&sHI10F HECH

- NFSserver 2t client AHOIS] &3tH0| U= B NFS JISE ALE0IJF HET
J2iLt, SSH HE 22 0188 2S3tE NFS(Encrypted NFS) J|s2 0|26tH 22 22 ZHE
oz & = USLIL =3t NFS JlssS AIEotHY, MEX=E TCP Z2EEE K& ot=

NFS serverE AEoli0F ELICL HREE2 O0IA2AZE AEXE NFS server=  TCP
T=E382 XNJLCL £8h 2S53E NFS server2 AMEE SAENE=E

U OF ELICH OHXIZ2=Z, VIS Il ME1 &Ml HE%= pause.exe cte= SEClEl T2
SSH 2 Z220| f/AXIg ClEelZ2 SAGH0F &LICH 0l J1s2 20U XtAME d4e £
G: &=23l& NFS J/& SHHE &1GtAID| BHELICH
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Email alert configuration
Enable/Disable email alert for NFS disconnection optionO| EnableZ & &% ™ NFS server2
HZO0l ZUHE MOICH VIS lle ol ZE &3 Email alert configuration)dl 2t OIHIYLS

SEELICH

SNMP trap configuration

Enable/Disable NFS disconnection trap optionOl EnableZ &% 1, EY 41D &AF(Trap
receiver settings)llAl IP F=AJF EY £4AD|2 HI2H ZFZ S, NFS serverl HZ0| SHEE
MHOLCH VTS lle Ed =410 &80 XF0 EsiES Z2HLICH Use global SNMP configuration Ol
Enable2 &&¥E ™ SNMP ConfigurationtilAl A& E& =40 430 SNMP Eg2

SN2 AZELICH RHAE LHES 3.2 SNMP &&FS ZX5HAID] HHILICH
3.7 Samba & &

VTS ll= A28 27 = ZE HO0IHE Samba MHIAE ol Samba MHO HEE &= UA
otz Jls= XJELICL OIE AMEdtd= AMEX= Samba AHS IP =4 2 Samba MBS
X B2E S Al XIEAOF &LICH 08 3-10= Samba A &3 HOIXIE 2 SLICH

VTS Il 27 HI0IeHE Samba MO M&EGHH, VIS II 2&0 XIZE Samba AHE “read and
write allowed” 22 A &EGHOF &LICH VTS Il 2 Samba MB AOIO 30| /U= 2R, A=
LIJtD S0i2= UDP IH2!0I XA=EH OIS += U= #ES BtEAl FItoi0F & LICH

Samba MHIAJE AFE IS AEHOI2 Samba MBI &F0l HES ZR0BH AEXt= VTS 119
ANMAEN 2] £= ZE H0IH 212 Samba AHZ HEE ENAE 20 HE
SIXI0 CHEH XHA £ FAGHNAIR.

=

USLICH

A
= T
t 2= 458 Port Logging ¥ 82 A/AE 277 4F &

(o]
X H

r
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Samba configuration

Fnetwork f samba
Samba service: Ernable
Samba server name: 192.168.12.1
Mounting path on Samba server: /share
Samba timeout (5-2600 seconds): g second(s)
Samba mount retrying interval (5-3600 3 second(s)
seconds):
Samba server user: admin
Samba server password (new):
Samba server password (confirm):
Email alert configuration
Enable/Dizahle email alert for Samba Disable
disconnection;
SMMP trap configuration
Enable/Disable Samba disconnection trap: | Disable w
[ Save to flash ][ Save & apply ][ Cancel ]
& 3-10 Samba &£&
2} Samba AH E&0A 228t W20leHe sl Z&LICH
e Samba server name
e Mounting path on Samba server
e Samba timeout
e Samba mount retrying interval
e Samba server user
e Samba server password
e Email alert configuration
e SNMP trap configuration
Samba timeout
Samba serverdl 2€0| 218 &2, VIS 1D} Samball &= L0t SO JIUEXE AIAEHLICH
0l A2t =2t Samba server® SEO0| 2P Samba server® X&EE ClaE2|(Samba serverl
mounting path)E 210t2& &fLICH.
Samba mount retrying interval
VTS lIJt Samba server£2| HZ0| JIsStAIE &Zote FIIE AL &8E =I|0tCH
VTS ll= Samba server2 HZ0| JIsSANE HAELICH JisotChHE, VIS lle VIS 112
Cle&E2lZ Samba server® mounting pathE CiAl OI2ESHD], ZRotUH Us2e2 HolH 22
PIXIE Samba serverE HASHLIC.
Email alert configuration
Enable/Disable email alert for Samba disconnection option0| EnableZ2 &&& ™ Samba
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server?l AZ0| ZO&E MOICH VIS Il OI0E Z2E2 & & (Email alert configuration)dil ket

olHg s &8&ELICH

SNMP trap configuration

Enable/Disable Samba disconnection trap optionO| EnableZ & & 11, EY 41D & (Trap
receiver settings)llAl IP F=AJF E@ £=ADJ|Z B2 A3 &M, Samba serverl HZ0| =HEE
MHOLCH VTS lle Ed =410 &80 XF0 Es&i=S ZHLICH Use global SNMP configuration Ol
Enable2 &&¥E ™ SNMP ConfigurationtilAl A& E& =40 430 SNMP Eg2

SHNNE MEBEULCH TtAIE LHEE2 3.2 SNMP &&= EXotAID| BHELICL

388 AH £4

rr

VTS 112 & MW= HTTP %2 HTTPS(HTTP Over SSL) MHIAE 25 XELICH ASA
ANFCIEl ZZ2MEUAM 222 AMHIASE HEHSZ MBE X RS

ALMIet LHE2 9.7 Security ProfileS &XI6HAIDI BHEUICH 18 3112 & AMdl £& HOlX
SHSLICL

i

Web server configuration

Fnetwaork [ web

Weh page refresh rate for statistics data [

! d
display (0-1800 seconds, O for no refresh); second(s)
Login timeout (0-1440 minukes, d for &0 minute(s)
unlimited):

Blocking time for suspicious intruder (0- 5 h
720 hours, 0 for non-blocking): our(s)
Authentication
Authentication method: Lacal v

Eliminate root access: Disable
Serial ports count on connection page (16- [gn
=In)
vweb applet option: Built-in with S5HZ «
HTTP port: an
HTTPS port: 443

Save to flash ] [ Save & apply ] [ Cancel ]

18 3-11 & AH &F

2 &3 HOIXINA & HOIXI HMIOIE FI|(Web page refresh rate)= ZHE = USLICH
AOOIE FJl= Serial port 22 HIOIXI2t WES3 CIHHIOIA, Al2lg ZE, IP, ICMP, TCP &
UDPSt 22 AIAE SH = LEtU= HIOIX 2 MY AESH 2tel HOoIXNSH =HEELICH
1 2ol & HOIKAME Xs22 ME D& (Refresh)0l Mg =X 2SLICL ZE HAN st
tMISE LHE2 4.7 Serial port HZS & XG6HAILD, AIAE SHO st XA LIES 10: AIAE
S EXoIMAIL.

—

o

Ofn

i
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ZOIEHOIAE 2&E A0l ZUg S AFSotAl RCHE CHAI

=2 |> =
ot= Al2H2 Login timeoutOllA S &ELICH 022 &8 W2 2S 270Kl &

o
0
10
2=

Z0IotEE

LICY.

SAEQ F2Es %) USLICL 0olHe B2Xel 20| 2ol
X8t Al2+(Blocking time for suspicious intruder)2 &

USLICH. 022 LM 2= MEtotAl ZsLCH Z201 HMEtE MW List =
A

Authentication method &8 [H=0HAE &0 g I AIEX 25 HEHES HdE8g =+
USLICH &M VTS 118l &M= Local, RADIUS server, RADIUS server - Local, Local -
RADIUS server, RADIUS down - Local, TACACS+ server, TACACS+ server - Local, Local -
TACACS+ server, TACACS+ down - Local, LDAP server, LDAP server - Local, Local - LDAP
server, LDAP down - Local, Kerberos server, Kerberos server - Local, Local - Kerberos server,
Custom PAMSS ¢QI& 8= XN2gLICh o5 ™ol s TAst WE=2 45.10

Authentication && 2 & X5tAIJ| HHELICH

ujo
Om
%
K
==
HU
|
)
1]
0
10
=
i)
=
10
[ml
0l0
10
FA
Y
==
a
]
N
S
[w
i

Remote authentication
ArEX #et2 2HSLICH
o AIEAII VIS &k S8 U= 82

ANEXE SEE M XNEE AL 80 HE &% dsets ZsUU A2 188 8%

A

A2 9.1 AIEX 2elE FHAGHAID| BHELICH
® AEXIL VTSI 2 web_admin HAHIA 2IAEN ZELTNH U= &
MEZXt= System admin & &% dHES HSLICH TMHE WEE2 9.2 HMA CIAEE
ZXGHAID| BEEHLICE
e AEXII VIS 2 web_padmin HAIA ZIAEN ZEDN U= HR
AtZXt= Port admin & &% ASts 2ASLICH XAIE WEES 92 HHA 2IAEE
ZXGHAID| BEEHLICE
® ALEXIJI Remote authentication serverdil 2t SEE0 U= B
ArBXtE User 8 & AStS HSLICH

Eliminate root access &<S Enabled2 & &5t VTS 112 root AFEX2l & QIE{H O] A

.l
Mete = JASLICH VTS 112 root ALS XS] EUl/SSH 2 E 22| & L= Aldlg 25

1 J
rory
mo  mio

g2 & ANblo o ZE2 A2l EE g2/ g4 local GIOIEHI0IAZE
&HXolH &0l AsLICL =, AbS o5 8= &5 215 289/ RDAIUS, TACAS+, LDAP,
Kerberos SCZ && ot x local LIOIEIHIOIAG HE AEIIF &= FR0E 21Z0/
2ot ELICL B WS AEXI EZH 21F AHUIA 2/1Z0/= ZR0E local G 0/E HI0I A0

fo

Im
o
Ol

x
LS
&
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JIEL 0 AEe s FAILH ELICL Al2lg ZES 9/1F BfE/2 4.5.10 Authentication &
£ &JolAIJ] BFELICT S8t local HIOIE{HIOIL0IAS] AFEAF 22 9.1 AFEA &2l E &1
OFAID] GFELICE.

0

AMelg ZE HZ HOIXNUHA 8 HOIXI HAIE EESE Serial ports count on connection page
S20A 23 = USLICL 0 =20 H2 ZES HAMOF & 3% Alelg ZE &
HOIXIS = =0 COE HoXNZ Y 0sg = ULE o= clAE HASE HIELICH

XEMISH LIS 4.7 Serial port 22 &I AIL.
Ale2lg ZE, A LE L= 0|8 &2 Al2lg ZEZ HAE Java applet?] SFE Web
applet optionl A E&E £ USLICL VIS 1Dt HIS6t= Java applet2 At&6te &<
I2Z2ES2 X0IJF 1) SSH ZZ2EZ0 42 SSH HM1(Built-in with SSH1)S AIEE Xl SSH
H&M2(Built-in with SSH2)E AME2g XIE Z2FoH0F &LICH. VTS IIJF H&0dtl= SSH HAELE
X &dt= Java applet2 &8st ZEL, AMACIEl ZZ2UC] SSH HAELIS ME EJisotES
& A (9.7 Security Profile2 &X)5lH Java applet22 SSH ZZ2EZ°| LE(Y HI2E =
T2 2 FOGHAIDl HHEFLICEH AFEXDL BHE Java applet2 AMEE =& USLICH. AAE XL
2/jta.jar 8 SAtGtH Web applet option0l User-definedct=

usr =
FIOHELICH O &= SE6tH AAEXOF & Jusr2/jta.jar It Java applet22 AHE

2 £
= |

rn

Java appletZ2 /u

oo
I
=)

il
°
o

HTTP port2t HTTPS portE B &0l & AMHlA ZEE BHE

e

&= USLICHL

3.9 Ethernet &%

VTSl Sl &2 0dl 582 Ethernet modeE Xl & & LICH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex
Ethernet modeE H&S =, AAZXt= AIAEES THEEGHOF & LICH Ethernet modell =& Z=0tAl
Jl2gt2 Auto Negotiation2E ST US 2 UER A S8 U M, Auto Negotiation

2E= IOt RUHotH &= ZEQLICH Ethernet mode2 S &M<t GEN £&GHH, VTS

cn
O
o
il
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Ethernet configuration

§ netwark [ ethernet

Ethernet mode: | Auto Negatiation v

[ Save to flash ][ Save & apply ][ Cancel ]

J&! 3-12 Ethernet 2Z& &%

3.10 TCP AMHlA& &3

TCP MI&E0l & SAE MUM MHT = B2R, SAE TCP ZEQ| lock-up2 XISt RdHA,
FaNoz B2 OO0F ELICL 01248t lock-up2 IZ=2 8o HI¥AXC Z= S22 26l
2SI, 0218t lock-up= 2 XIGHI M, VIS Il TCP keep-alive JIs2 M3&LICH VTS
= UESKIZIL X3l keep aliveZlH JU=X EOISH| <ol FIHLZ AU SAEN IHAS
HEELICHL B3SO0l lod Al SAEN OlA40 Js N2 2H=0ot0, MES SS6HH €Lt

TCP service configuration

[ network /[ tcp
TCP keepalive time (more than 1 second}: [izq | second(s)
TCP keepalive probes (more than 1 time): [g :time(s)
TCP keepalive intervals (more than 1 a0 second(s)
second): — :
Reverse DNS lookup: | Disahle |
IPv4 forward: EEETE_:!

Save to flash ][ Save & apply ][ Cancel ]

&/ 3-13 TCP service &%

VTS [IZ TCP “keepalive” J|SS AtEotAHE, AtEXt= US0 201 312 Ict0IHE &0
e LICH
® TCP keepalive time (sec):
N& 2te] S4I0I Sle e oA S0t ZotHE keepalive TH3! MES AIAE 201X
FE ZHELULC JI2d2 120 =2 835N UsLITL
® TCP keepalive probes (times):
HEBS SSE A o HeIX HHFRE &0l6t)| <ol &3 SAEN keepalive
a2 2 HolLt Mot JHE LIEHELITH JI23t2 63 & 4385 USLIC
® TCP keepalive intervals (sec):
Keepalive 3! M&2 A2t 2tA S LIEFRLICH D282 20 =2 &350 USLICH
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=& x| &3 M, VISl = OI0IEHI SAI0l e AERH 120 It XLt & 20 £ 2= 2
6 3| keepalive M2l S MSELICH

Reverse DNS lookup2 EnableZ &&3IH, VTS = XXX XXXXXXXX A [P =42 TH Q!

OlE2= Bt HAIELICH

IPv4 forwardS DisableZ £ &6, VIS II= IPv4 I3!S O 0|4 &8&6HA LSLUICH
3.11 PPP &%

PPP= & e ZEEDII 24 QHHOIAZE Sdll SHME M 28 T2ES2 Meslds Sl
ANHO HZst= PCUHAM AFEELICH. PPP= S

oIHUW o=z BUN & &= UESE

VTS ll= PCOIA ModemES Sl

M= gL ICh
PPPE St IPEE=2 2E XIE =2 IP poolE 0IE6t0 S22 ZE0| JtsgLt. O8
3-14= SH IPp £E= % IPpool €& SHHYLICH

Basic PPP settings

frnetwork f ppp f basic

Basic PPP settings

Dynarmic IP address pool for incomming Enahle «
connections:

First IP address:

Murnber of address:

Incoming PPP connections
Advanced PPP settings

[ Save to flash ” Save & apply ] [ Cancel ]

12! 3-14. Basic PPP & &

PPP 2= QI8 £82 18 3-150IA% &0l A2 B2 2] G20 €30l JisgLth
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Incoming PPP connections

Fnetwork f ppp £ incoming

Basic PPP sethings
Incoming PPP connections
No. Userpame Authentication Remote IP address

1 admin CHAP/PAP
2 puser PaP -—

Username: | | add

Advanced PPP settings

Save to flash ] [ Save & apply ] [ Cancel ]

& 3-15. Incomming PPP connections & &

AMEXE 432 g 3164 20|, AHZX 018, AR S, Authentication method, peer2t local
IPAE, ide &8 & =1 2= OOIEHI L& A2t 2 e 842 == Z& ide timeout S
&gt

Incoming PPP connections - 1

§ network § ppp f incoming ,l’]_i!

Basic PPP settings

Incoming PPP connections

Authentication configuration
Username: IEI_CII'_HIH |

Password (new): | |

Password (confirm);

=

Authentication: [CHAP/PAP v]

L
Peer configuration
@ allow remote peer to specify remote 1P address
() Assign static remote IP address

Allow client access to local network wia PPP connection

& fAssign static local IP address
Local IP address: |

advanced configuration
Enable idle timeout
Timeout: | o

Advanced PRP settings

[ Save to flash ][ Save & apply ” Cancel ]

& 3-16. AFEXE PPP && o5

04 ELICtH Proxy ARP & peer? IP2 system?2

g 3-172 Advanced PPP & & 3} 2
2, peerZ2=22 20| 2ARE TI=E &L

S
IPE ARP tableOl F=JI6tE=S ol &

(=
=
=}
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Advanced PPP settings

frnetwork § ppp f advanced

Basic PPP settings
Incoming PPP connections
Advanced PPP settings

[] Process ARP request (Proxy SRP)

[ Save to flash ][ Save & apply ][ Cancel ]

78! 3-17. Advanced PPP & &

=9

1.PPPE X/&5610 Fald 28 S5t VTSI HZ0/ PPPE &&F 0/ &/ 0{0F &LICH

2. D82 S5 PPP HZE2 ZE( & 282 AZ5t0 PPPE X/&5H 5t7{LF PC Modem
HE 2802 0/&8

-

Card() =2 L or0 £& 0l JtserLict
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4 Nelg ZE 43

41001

ANelg ZE &8 JIs2 S AEXt= 2 ZE2| Host mode, Al2lZ S4l Oi2t0lH, ZE 24
A

2 DBt 2 Mt0IHE &

AN
02
o

Alelg ZEQ2 Hostmodes CISF 20| 838 £ USLICH
e Console server mode: 92&2 QEE2 A SAEZLEH HSELICHL 018
SAEE VISIIC Alelg ZEN &8 4 JUSLICH

e Terminal server mode: 92&Z QA2 Al2lg ZEZ2H HSELICH

O

off &K<
I Soil WERAZA

=
e Dial-in modem mode: 22 H&Z=Z2 o VISII

o 8¢ = AsLICH
e Dial-in terminal server mode: 28 HZZ2 Sol WERID &2 A SAE(Y =5

USLICH

VTS lle 28 SAEZRH HZ IO W UHERIAMS A SAEZ J=Hole
ZE(remote port) JISsE KNJELICL |&A ZE= AlelZ EZE2| Console server modeX &
SAEZRH HZ QAZS AT VIS 112 Al2lg EZEZ H£Z0t= Alclg EZEQ2 Console

server model2t= €2l 22 SAEZ HFEELUICH OdlM, 3 ZEHNAM=E Al EEQ Serial

0
MY

0

port parameters && &l =g JAH SAEQ 4= &HFol= Remote port parameters

Z£F0l AtEELICH

VTS ll= &£8 Port access menuES HS3ELICH. 0 Oises ZE Al EEE stH
TAECO2M, TE s 2 £
E %=

2= Al2lg ZE(

==
FSES

I

Z= AMH Z2E0 M Port groupl 2 EFENH U= ZES2 AU ZEHH U= ZES oL
oM 8 LE ZLESZ 22 HYUWE M3 =+ JUSLICH Deln, S ZEW HZ25A
Uz AMEHOIM 22 Portgroup LISl CHE ZE=Z Q| M20| Jts&LICEH L8 Port group2 221
= e 8 HS Soll A8 =& ZESS ShHHN 8388 & UASLICHL

VTS ll= Al2lg ZEN HZE EXE AMs2z 2ME 4= USLICEH Port automatic detection
configuration A& SIHUHME A2l ZEN HZE EX2 baud rateE ZMole 2=
HOISLICH L£8F Automatic detection 282 0| QA X HEBo 222 HOELICH

22 MBl Z2Z0lA Port logging Jls &EHOIA, Al2lE ZEEE Sof 8&&H= O0IEH=
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MEMORY,

NFS server storage, Sambe server storage, PC 9IS &322 AI&E05t= ATAIDE fixed disk

card £= USB =X AMEot= USB D222 MEELICH RA0MM SHA8 MEOHAMO CI0IEE
M&Eol=s A1 SAlI0 SYSLOG server2 CIOIHE &d&E0I=S 238 =& UAsSLILHL MEX=
ZE 82 JI/E HAMXSS S5 = U0, 0l vis lle S5 HAIXS0l ==5H
Email == SNMP trap = Soll 2cIA0A S22 =+ USLICE 012 Sl MEXNHs AHZE

SXNZ2HS HAIXE ZA

MEMORY
27 diol

g = USLICH
of H&E& OolH= VIS I 830 SH s&s 202 RS LICH Al2lg ZE
HE 2Z6ted™ SYSLOG server, NFS server, ATA/IDE fixed disk card E£= USB

H2clE AZSELICH

=

O
ob

BT
22 MY
ls2 A
& s

VTS lI=

VTS ||= Multiple session JIsS MB&LICL =, 0 AFE0l SAI0 & ZE0N E=0t0, g§ES
A =

@
Hl
Im O
0
o

ICH 16ZDtX2l Multiple session

o

£ = Troubleshooting

S=s 4+ UsLICL
DO AolY BEN HAUE SAEL 22E ZEE AACE FA SAEI KVM
[ F2, VIS = ALBXIDL KVM 22H0/9E Z2IAS 0I18510] SAEN 22

1
m
o
=
0t
il
i
[w

A ZAMOE XEULCH AlelE ZE0 HEE SAEL cI2E XZEZ HEL=

A SAED Inteligent Platform Management Interface(IPMI), Intergrated Lights-Out(iLO), Dell
Remote Assistant Card(DRAC)E XI&ot= &ES, VIS lI= IPMI, iLO, DRACS Sl SAEE
ZAIGEHLE HIHE = USLICH

=
o
ne
0z H

Eot A T= sHBN 2% 28 &+ USLICH & 4100 Al2lE

E= HEXOZ g
et

OIHHE ootAsLICH

H 41 Al2lg ZE £F 1Iet0lH

Port Access Menu | Port Access Menu Enable/Disable

Enable/Disable assigned IP

Assigned IP

Listening TCP port

Protocol (Telnet or SSH)

Inactivity timeout (seconds)

Quick connect via (Web applet, Local client, User defined)

Client program path

Web applet encoding — Web applet only (English (latinl), Korean (KSC5601), Japanese (eucjp),
Unicode (UTF8)

Web applet size - Columns, Rows

Login on port access Enable/Disable

Authentication method (None, Local, RADIUS, TACAS+, LDAP...)

Enable/Disable email alert for port login

Title of email

Recipient’s email address

Enable/Disable port login trap

User global SNMP configuration
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IP Address

Community
First / Second Trap | User name
receiver settings ["Security level (NoAuth/NoPriv, Auth/NoPriv, Auth/Priv)
Engine ID
Version (v1, v2c, v3)
Sa arals Group name
configuration Login on each port (Enable/Disable)
Ports
Baudrate
Port automatic Data bit -
detection Paraty bit
configuration Stop bit
Probe string
Wait time

All ports setting
Or
Individual serial
port setting
#1~#5
(4, 8,16,32,48)
Or
Remote port

Port Management

Enable/Disable this port

Group

Reset this port (except all ports setting)

Set this port as factory default (except all ports setting)

Apsgti"“nlggort Apply all port settings Enable/Disable (except all ports setting)
Automatic detection Method (Off, Active, Passive)
Initial delay
Recheck interval
Start time
. Probe string
guett(éznt:aotlnc Detected OS (Read only)
Use detected port title (Enable/Disable)
Use detected type of console server (Enable/Disable)
Use detected freeKVM (Enable/Disable)
Use detected serial parameters (Enable/Disable)
Automatic detection : Start Now
Port title Port r?aming rule
Port title
Host mode Type of console server
configuration Service processor (NONE/IPMI/ILO/DRAC)
Enable/Disable assigned IP
Assigned IP
Listening TCP port
Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (O for unlimited)
Console Enable/Disable port escape sequence
server Port escape sequence
Port break sequence
Use comment
Quick connect via
Client program path
Web applet encoding (same as Port access menu web
applet encoding)
Web applet size - Columns, Rows
Terminal server option (Remote connection / Shell
) program)
Terminal Terminal server shell program path
Server Destination IP
(except remote —
port) Destination port
Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (O for unlimited)
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Modem init string

Enable/Disable dial-in modem callback

Dial-in modem

(except remote Dial-in modem callback phone number

Enable/Disable dial-in modem test

port))

Dial-in modem test phone number

Dial-in modem test interval

Terminal server option (Remote connection only)
Dial-in Destination IP

terminal server Destination port

(exceptremote | protocol (Telnet/SSH/ RawTCP)

port) Inactivity timeout (0 for unlimited)
Modem init string
PPP Modem init string

freeKVM
configuration

freeKVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path

Serial Port
Parameters
(except remote
port)

Baudrate

Data bit

Stop bit

Paritybit

Flow control

DTR option (except Dial-in modem / Diakin terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

Destination IP

Destination port

Protocol

OEM type

SMASH (Enable/Disable)

Allow unattended continuous connection

User name

Password

Reestablishment interval

Port logging
(only provided in
console server
mode)

Port logging (Enable/Disable)

Logging direction (Server output / User input / Both with arrows / Both
without arrows)

Port log storage location (Memory / CF card / NFS server)

Port log to SYSLOG server Enable/Disable

SYSLOG facility for port logging

Port log buffer size

Port log file name option (User port title / Specify below)

Port log file name

Time stamp to port log (Enable/Disable)

Show last 10 lines of a log upon connect (Enable /Disable)

Strip the “M from SYSLOG (Port log SYSLOG server enable only)

Automatic backup on mounting

Port event
handling (only
provided on port
logging enabled)

Monitoring interval (sec.)

Key word

Case sensitive

Email notification (Enable/Disable)

Title of email

Recipient’s email address
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SNMP trap notification (Enable/Disable)

Title of SNMP trap

Use global SNMP configuration

Authentication

IP Address
Community
First / Second User name
Trap receiver Security level
settings Engine ID
Version (v1, v2¢, v3)
None
Local

RADIUS server

First/Second authentication server

First/Second accounting server

Shared secret

Timeout (0-300 sec.)

Retries (1-50 times)

TACAS+ server

First/Second authentication server

First/Second accounting server

Shared secret

Authorization service

LDAP server

First/Second authentication server

LDAP search base

Domain name for active directory

Kerberos server

First/Second authentication server

Realm for first/second kerberos server

Custom PAM

User access
control

<<Everyone>> or
individual user’s
or access list’s
access

Port

Monitor

Power

Multiple session

Enable/Disable multiple session

Session display mode (Server output / User input /
Both)

Display data direction arrows Enable/Disable

Alert configuration

Console server

Email alert for port login (Enable/Disable)

Title of email

Recipient’s email address

Email alert for device connection

Title of email

Recipient's email address

Email alert for active detection

Title of email

Recipient’s email address

Email alert for service processor

Title of email

Recipient’s email address

Port login trap (Enable/Disable)

Device connection trap (Enable/Disable)

Active detection trap (Enable/Disable)

Service processor trap (Enable/Disable)

Use global SNMP configuration

IP Address

Community

First / Second

. r nam
Trap receiver User name

settings Security level

Engine ID

Version (v1, v2c, v3)

Email alert for dial-in modem test
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Dial-in modem
(Dial-in modem
test enabled)

Title of email

Recipient's email address

Dial-in modem test trap

Use global SNMP configuration

IP Address
First/ Sec_ond Sggn;;rr:tg
Trap receiver -
settings Security level
Engine ID
Version (v1, v2¢, v3)
Power control Power controller
configuration Outlet
Destination IP
Destination port
. User name
Service processor
configuration Password
Sensor alert Sens_or type
configration Email alert
SNMP alert

0

StHE BHSLICL

Configuration

/ serial / serial_config

Port access menu configuration

Port group configuration

Port automatic detection configuration

Ports configuration

No. Group Title Mode Port Protocol Serial-Settings
All MNONE Port Title [ 7001 Telnet 9500-N-8-1-NO
1 MNONE server name on port 1 C5 7001 Telnet 9500-N-8-1-NO
2 MNONE Port Title #2 C5 7002 Telnet A800-N-8-1-NO
3 MONE Port Title #3 C5 7002 Telnet 9500-N-8-1-NO
4 MONE Port Title #4 C5 7004 Telnet 9500-N-8-1-NO
31 NONE Port Title #3231 [ 7031 Telnet 9600-N-8-1-NO
32 NONE Port Title #32 [ 7032 Telnet 9600-N-8-1-NO
Remote port configuration
33 NONE Dell DRAC 5 CS 7033 Telnet  192.168.1.16/22
34 NONE HP iLO CS 7034 Telnet  192.168.1.18/22
Port title:
Listening TCP port: Acld
[ Save to flash ] [ Save & apply ] [ Cancel ]

HEHOZ Alelg ZE £
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2 &, Dest/Assigned IP, Port, Protocol S£= Al2lg &332 Z22§LICH. 228 &3 HHAJ=E
28 SIHCZ HADN 3 HIEY = YA UL Alelg ZEQ JAA ZEES S
D5 HdFoleid, ZE HSH [AlN0I2tD HEAE o 52 MeistH gLUIC

MEIs &2 ZE dFHNAM A=A ZE ELOIEW Listening TCP portE 25t [Add] HES
225i0f 22 ZEE FIIE £ UL, [Remove] HES 225t A ZEE AHE
AUSLICH

AEX= & CIEHOIA &0IAM, BEI0IE ol=cl0ld Java AppletS O0IE6tH 2t Al2lE Z2E E£=
2

A=A L EQ Portaccess menu 0ff HZE = USLICH
1. MEXe 2Z Hl% Hiol A= Serial port > Connection S & &5l 0F &HLICH.
2. HAGIE ZEQ LE HSLI XE EIOIES Zeoll0F SLICH
3. At&Xt= Individual port connection il = EO0IE Icon2 S EHGHOF &LICH
4. MNEXte= &M port access menu connection0il MSE Al2lg ZE 2IE AMEE
== AsLIt

&1l ZE AZ0 [Hat XA EH AFetE 4.7 Serial port FZS & JolAIJ] BFELILCH

4.2 Port access menu & &

4210

VTS ll= Port access menus 0|20l Telnet/SSH 2210/ E HZES Soll AIYE I ZEZ
AZE = USLICH Port access menu2t HZ & H, VIS Il= Port access menu € ol 2 Al
2l ZEQ A TE=RO oz AHZ SLICH Ol gt TE BS, LE EOIE £ Alel
g LE DEE ESELICKL VIS Il AFE2XI =2 St ZE HSE HE5I 2& Az
AHE AM2lZ ZEN 85612 SIS LILH AIEXs R2 A6 A ZE Z2|AE HO
2 0|lS¢e & A ILE HoE HMEsIH 2 ZTEN 58 4 JASLICH

O 422 |22 Telnet T2 08 S AIZ206+0 Port access menulll =6 S BHSLICH
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SN 192.168.19.1

Welcome to UTEII-3288 Port Access Menu <(Sena UTSIID>

UTSII-3288 Login : root
UTSII-3280 Password = e

server name on port 1
Port Title H3
Port Title H5
Port Title H?7
Port Title H?
Port Title #11
Port Title #13
Port Title #15
Port Title #17
Port Title #19
Port Title #21
Port Title #23
Port Title H25
Port Title #27
Port Title H2?
Port Title #31

Enter command (1-33 serial port. P passwd. Q exit D>

& 4-2Telnet=S 0/E0t0 ZE HH A Ol=01 &=017/

VISllE [ISS 2=HEO2M AR Jtal ZTEQ HAZL T2 &HLIC
-VTIS e IP =4 2 Portaccess menu £ X&=E TCP LE BHSE AIZEHLICH
m

-Port access menu £ KX&E IP =4 2 Telnet &£= SSHe| TCP ZE HBHSE

>
0F0
il
C
)

HE =0, St VIS 112 IP =& rt access menu 2| TCP ZE H S}
=]
[e)

t 192.168.1.1000] 11,
700092! =

J
2, ANENE B2 88 ZBZENAM T
e

[ net 192.168.1.100 70

Por
yHS e + YSUCH
0

<ENTER>

Port access menu2 IP =40 192.168.1.13291 AL, AIEX=
2 25t oY ZE HSE AIE06HA Z0E ZEN HZSE = USLICHL

telnet 192.168.1.132 <ENTER>
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Port access menu configuration

[ serial / serial_config / pam

Port Access Menu: [Enable |

Enable/Disable assigned IP address:

| bl

Listening TCP port (1024-65535); Foon
Protocal: iTeInet v
Inactivity timeout (1-3600 seconds, 0 for  [1gg | secandts)
unlimited): -
Quick connect via: [Weh applet vf
Web applet encoding: :Engllsh (Iat|n1) v
Web applet size: Columns |80 | Rows _24
Login on port access: Enable v|
Authentication .

Authentication method: ?Locéi v

Alert configuration
Email alert configuration
Email alert for port login: Disable v]
SNMP trap configuration _ -
Port login trap: [Dizable «

Save to flash ] [ Save & apply ] [ Cancel ]

12/ 4-3 zE OH/H/A 0{/'— /é/X'/

fi
Hy
e
Y
ot

Login on port accessE Disable2 & &ol™, Port access menuZ SoilAl Alel
M Alelg ZEQ ML 215 EX 8l &2 Jis&LICh

Enable/Disable email alertZ EnableZ & &otH, AFEXIJL Port access menuZ £1° &= &7
o2 & i €3 42 48& H=2 000l 8&&ELICH Enable/Disable port login trap 2

Enable2 & &ol™, Trap receiver settings2| &0 et SNMP trap= M < &HLICH

Qucick connect via 0l5= Web applet, Local client, User defined =

Web applet2 &&= &AL, JTAZ Soll Port access menuE AMEE = USLICH Ol Web
applet sizeE Soll JTA =<2 AJIE XNEELICH Local client2 &&8E 22 Client 2 && 0l
et Y 2080 AELICH User defined 2 &850 Y 20 Y= &

0
g =5 UAsUIh

0
Qb
rr
Oy

g AMEIE OIE SAEIP =49 S=LHA &
=Olot0{OF EFLICH BtY ZS=&H & 3R, HHA B2 P F=£T} Disable &E/JF &L/
Ct. Assigned IPZ Disable A/Z7/7{L} Assigned | 0.0.0.02%F &5 g Al2Ig ZE0 PE &
SoIX ¥ g ZE= VTISIIC IPaddress o ZE HISE SolABr §%0/ Jts &LICH

10

&) ZE SHA Bmo P 45 2
=

H
Im

T
My
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4.2.2 Port access menull CHst oIS

MEXIE VTS 112] Port access menu0ll E%0t)| fIoiAd= 01sHQ 215 EXE Z2H0F LI
Port access menu 0l E=0tHd™ Al=2Xt= & Port access menu0fl CHst 1EE 2H0t0F & LICH
Ct30l Port access menulilA Al2lg ZEE HEGIH HEE= A2lE ZE B85S SIE 23S
£ EH0I0F ELICH 2+ Port access menu2 Authentication methodJt Nonel2 2 &H&E 22,
2 E MEX= Port access menu 500 A2l ZE/FE ZEE MEEY = USLICH A2l
LZE/AA HLES| Authentication methodJt Nonel& &A&E R0, MEX=E 2S5 0] Al

el ZE/RALEN XY = USLICH
9t2 Port access menull Authentication MethodJt Local2 &S UHLE CIE  E(0I.
RADIUS, LDAP, KERBEROS £ = TACACS+)0| X8 &= E2, Ar8X=

Ot Portaccess menull Al2lZ ZEW &5g = USLICH

- AEXIL Port access menu 215 Sit.

- AEXIL Port access menu 2 A2l ZE o152 St

- ANEIIE ZE ALEX SE0 S5&.
MNEXIL 1E5S &2 &Z 2, Console server modeZ &N Ues Al2lg ZEQCH &8 %
UL, UE BEZ HFE ANalg ZEN= 85 = AsLICH
oIE Lol CHEE KHAISH LHE2 4.5.10 Authentication &£&2 & X5tAIJ| BHELICH

4.2.3 Port access menu ZE2EZ

Telnet/SSHE AIE6t2d ™ Port access menu Z2E2S &35

0=
2
i
-
O

}. Port access menu 2

TZ2EZ0| 220 Al2lg ZERA HEQ IZ2EZ W UXIotA S =& JUSLUICHL Al2lg &
E/IFA LEQ IZEZE2 A SAEZRH VISIZL A HUHE FHAote H0IB=Z, MK
Jb Port access menuE =off VIS 12 27001 CHH 2219 A2l ZES ZZ2&EZ2 20|t
A SLICH Port access menu2l ZZ2EZ0| 2219 A2l ZES| ZZEZE SH0| 46tHAH &M,

Ol 3= 2 Al2lg ZE/EA ZES 232 HELX €8

-
o

4.2.4 Port access menu options

ol

Quick connect via option2 Serial port 22 HOIXIE S& &% Al AIZE Client Z2 1082 X
& £ U E&LICH Quick connect via option0l Web applet22 A& QUCIH, & HEA2
NHZRH 22 HI0IHE 2tHM Z Aot fIoi Web applet encoding optionS 0|&6t0H & =
2822 HEELICH Email alert for port login option0l Enable2 &% AZXDF Port
access menuzZ =29 = =Z0tx2 & MOOCH VIS lle Ool0g &2 A& (Email alert

configuration)Ofl et OIIY S X SELICEH Port log in trap optionO| Enable2 A&T 1D, EY =+

:
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A1J| A8 (Trap receiver settings)0llAl IP =401 EY
access menuZ £19 £= Z02 & MOILH VTS lI= HE =2
ELICt Use global SNMP configurationO| EnableZ &&%™ SNMP Configurationtil Al & &
EY =41J] 280 SNMP E&2 SHXZ MEELICLH XHAMIE LHEE 3.2 SNMP £& = &0t
AIDI HH&LICE

F=&J|12 B2 28 &Y, AEXIL Port

E=| j| A—!I-IO.” Dl-xo.i EB% =

4.2.5 ClusteringAl2] port access menu

Clustering Master / Slave(5.2 Clustering Master / Slave && &EX)E A t= 22 Master unit2
Port access menuE S0t Slave unit@2 & =6tH ELICH Port access menul 0!l Oil=0lA
SE 226t Slave unit AEIH =AM 1~4800tK12 SX HSE USE6tH &ok= Slave units &
EHsl o USLICE Slave unit®ll H=3HH HY unit@ Port access menuJt LIEFLIGY, 04D A &5t

EH
= PotE &E8iolH Ascte ZEE ¥2E = UsULL

O|I

Clustering Peer-to-peer(5.3 Clustering Peer-to-peer && I*I)E ANESt= &%, Port access
menuE Sot0 CtE Peer unit22 =g == USLICH Port access menu2| 2! H=WHA RE
UG Peer unit dEH=UHA Peer RS HSE

x~

menuE HZE ), ots EZES HEOHAM ZE

U HASIH RAA5t= Peer unit2 Port access
Z2otH ELICHL

[ SENA VTSI | ]

Port # Port Title Mode Por t # Port Title Mode
1 server name on port 1 (65 2 Port Title #2 (65
3 Port Title #3 (05} 4 Port Title #4 (05
5 Port Title #5 (05} 6 Port Title #6 Cs
7 Port Title #7 Cs 8 Port Title #8 CS
9 Port Title #9 (05} 10 Port Title #10 (05
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 (05 14 Port Title #14 (05
15 Port Title #15 (05 16 Port Title #16 Cs
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 (05 22 Port Title #22 Cs
23 Port Title #23 CS 24 Port Title #24 CS
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 Cs 28 Port Title #28 Ccs
29 Port Title #29 (05} 30 Port Title #30 (05}
31 Port Title #31 CS 32 Port Title #32 CS

Enter command (1-33 serial port, S slave unit, R peer unit, P passwd
<Enter> More, Qexit )

[ SENA VTSI 1]

Unit # I P Unit # I P

192. 168. 19. 2

O~NO1T Wk
1
1
1
1
1
1
1
1
1
1

PO BN
1
1
1
1
1
1
1
1
1
1



T SRS 14 e
G SR e 116 RS RSE
17 eeeeee- 18 emee-a--
1  ccecomcoo- AY  eococoooos
21 eeeeee- 22 e
7 J 24 eeiaoo-
P S 2 H IR
27 eeeeea- 3 Sococacoac
71 J 30 e
ZhL e T eceorooeos

Enter command (1-48 slave unit, L serial port, R peer unit, P passwd,
<Enter> More, Qexit )

______ > R

[ SENA VTSI 1]

Unit # | P Wit & 1P N
1 [192. 168. 19. 1] 2 192.168.19.3 -
3 192. 168. 19. 4

Enter command (1-3 peer unit, L serial port, S slave unit, P passwd, Qexit)

VTS M= 2 ZEE 822 4Fg = JUSLL NSz H4F¥E ZES2 SHHBN 22
a0 M50 JtsELUDL 8 8 ZEZ HFMA dSU OE EEZQ M0l IJHsS6HH,
Ol, Login on earch port && 0| EnableZ Z2&0 T2 AMEX ASHES AHXIAH UL OdS
L ZESQ ZelE S0IotH s, ZE D82 BE ZE ¥ g8 Has Lest=0
t= AFEEUL. 2 ZE 2EH0A 282 H82 ZXE 15 H806t0 Mot g ZE
OS0 =8 ZEN UM 882 HZ&LICH (46 AllPort 8% &X) 18 44 = ZE I8 &
clE ?gt £8 stHs 2E0WSLILL ZE J8W ZE 23 s =

Port group configuration

[ senal f senal_config / portarp
No. Group name Login on each port Ports
1 Por‘tGrDupI |[Dizable « #1, #2, #3, #4, #5, #6, #7,#8 ...
2 [PorGroupz ||Enahle ~ #11, #12, #13, #14, #15, #17 ...
New | [Digable Add

[ Save to flash ][ Save & apply J[ Cancel ]

I8 44 XE 5 &F
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Port group configuration - 1

{/ senal { senal_config / portarp / ]"

[ParGroupt

[Disable |

Group name:

Login on each port:

Ports .

[ Checkall | [ Uncheckall |

[“lPort Title 1
[“]Port Title #5
[“]Port Title #9
[]Port Title #13
[]Port Title #17
[JPort Title #21
[JPort Title #25
[JPort Title #29
[]Dell DRAC 5

¥ Port Title #2
[ Port Title #6
[ Port Title #10
[JPort Title #14
[IPort Title #18
CIPort Title #22
[IPort Title #26
[IPort Title #30
CIHP iLO

[#lPort Title #
[“]Port Title #7
] Port Title #11
[]Port Title #15
[]Port Title 19
[CJPort Title #23
[ClPort Title 27
[JPort Title #31

[“]Port Title #4

[¥] Port Title #8
[JPort Title #12
[JBaytech on Port 16
[Port Title 20
[JPort Title 24
[Port Title 28
[JPort Title #32

[ Save to flash H Save & apply H Cancel ]

g8 45 ZE I HZ

A X
=2 o

d8UWel & LEZ HZA £ portescape menuE S ItH port group H 0| LIEFELICH
Port Menu:
b send break
| show | ast 100 |ines of |og buffer
a send message to port user
o] port group 'PortG oupl'
X cl ose current connection to port
<Port G oup ' Port G oupl' >
c send command to all ports
s switch to a port
| show | ast 100 |ines of |og buffer
Select a port to connect

([*]11 23456789 10 )
----- > 2

Enteri ng server port, type ~z for port menu.

Port group H& 0 ‘gE HEHGIH, send command to all ports, switchto aport @82 Sdll. 18

L RE ZEZ Z2 HEUE BUHU U2 ZEZ K& £ USLULILCH &, show last 100
lines of log buffer& Sadll Ct2 ZEQS| 2115 &0Ig & USLICH

4.4 Port automatic detection configuration & &

VTS ll= Al2lg ZEN HZE &EXQ Alclg 84382 sz HAME £ USLICL Port
automatic detection & & 3HZ Soll s SBMAl AEH=E &322 =AUz 2 ELICH

65



Port automatic detection configuration

[ senal / senal_config / port_autodetect
Port automatic detection hist
No. Baudrate Data bit E.Titv Stop bit Probe string g::':t}time
1 |EIEDD "Jl B hits "Jl None "Jl 1 hit v||W><DD 30 || _Remove
2 [AI ¥][Bhits v [Nane & [1hit & JIEE |[[Remave |
2 (38400 vJ| 7 hits vJ| Mone vJ| 1 hit vJ|W><E|D |3E| || Remave
New | Al ~|[ 8 bits w|[Mone &|[ 1 bit ]| I | [Add
[ Save to flash ” Save & apply H Cancel ]

_1&/ 4-6 Automatic detection list

8 4-62 9600-8-N-1, All-8-N-1, 38400-7-N-12| =92 probe stringdt wait timesS &=2lal
H ZMotEE A== SULICH. Probe stringll 8l 2= EXZ2RH ULe WHAIXE
wait time =S¢t JICtHA Hgtst Al2lg ZE A3 2 O-LICE Probe string0l U= d2= Ol

£ 22U UHe SE= wattime S JIUHAAN Heet &8 HOtELICH

A

4518 ZE &%

VTS 112 Al2lg ZE/JA ZEE= HEXCOZ T QLE ZEE SAN 832 £+ A=, W
48 & 2 ZE JH0 e Iiet0IeH= =L & LICH Basic configuration HIOIXIE Soll 2t ol
280 ZE HFZ otHLE 20 Advance configuration HOIXIE Soil AAMS &322 & =
UsLICH O8 4-72 Basic configuration 0ii=2 & 3tHS 20 SLICE Basic configuaration
HOIXIHAM=E ZE 2435 & U243 Host mode &3, Automatic Detection S2 23 &2
Uz HEE HECeZ sz HAFELt
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Advanced configuration®flil A= 2522

Basic configuration

/ serial / serial_config / ports ;’;“1 Vf basic

Basic configuration

Enable/Disable this port : i-E-ﬁéEiém“\;ﬁ

Host mode ! |:C0nsule”s?érver |

Listening TCP port (1024-55535) : (7001

Protocol !:Telnet \j .

Automatic detection : |:lCu5tDm v

Port title : [Port Title #1]

Serial port parameters : |:EIEEID viB bits v]NDnE! vil hit "_viNDne v

freakVM configuration
Authentication

User access cantrol

Advanced configuration

l

Save to flash ][ Save & apply ][ Cancel ]

_1&/ 4-7 Basic Configuration

4

g ZE &3

o

PNPS Olead
= = /M

!
i

AF2 U3 20l 144 D822 =F&LICH

I

Hel

m

10

i

Port manage ment

Apply all port settings

Automatic detection

Port title

Host mode configuration

freeKVM configuration: Only available if the host is set to Console Server Mode.
Serial port parameters: Only available for serial port

Port logging: Only available if the host is set to Console Server Mode.

© ® N o g~ 0N PE

Port event handling: Only available if the host is set to Console Server Mode and Port
logging is enabled.

10. Authentication

11. User access control: Only available if the host is set to Console Server Mode.

12. Alert configuration: Only available if the host is set to Console Server Mode.

13. Power control configuration : Only available if a power controller is added.

14. Service processor configuration: Only available if the host is set to Console Server Mode

and Service processor is IPMI or iLO.



4.5.1 Port management

2t Alelg ZEQ A=A ILZE= Enable/Disable & = QUSLICH 2t Al2lgd ZE/AA ZED}
Disable &HEfJI E™ AIE A= Y Al2lE ZEZ H58 o QSLICH Group 882 Soff ZE
E XE N8 Hd530A &Hst LE Q80 EZ& A2 &= JASLICH O™ 48= Port Management

T MOt ZMst LE= [Reset this port] 222 [Reset] HES = MAEHE &= UL, [Set this
A

port as factory default] =2 [Set] HHES =2 & Z0olAI2 &EH=Z 43¢

P

Port management

[ senal f senal_config / ports ,f] V| J port_magmt

Basic configuration

Port management

Enable/Disable this port: Enable v]
Group: NONE v
Reset this port:
Set this port as factory default: Cat

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parameters
Part logging
Authentication

User access contral

Alert configuration

Save to flash ][ Save & apply ][ Cancel ]

&/ 4-8 Port Management

4.5.2 Apply all ports settinigs

AFZXIOF Al ports settingsS #8510 RLE ZEQ HFS SHAHN ==HotCHl, HAMAN= ot
= JIE ZE £33 gS2 All port settings HE0A &&= S 2| 2, VISII= HE =
E HF0AM 0IE o8 XN ZX HEE 48 = U &LICH Apply all ports settings Itet0l
E{Jl EnableZ A& H All port settingsOiA & Z O ZES &HFE HZEELIOL

o
g
0
ol
1 12

Disable & &8& &2, J|&E2 ZE &F g2 All ports setting2 =&otEHctE KX H ELICH

& 4-9= Apply all ports settings &8 3HS 2 SLICH



Apply all ports settings

[ senal f senal_config / ports ,‘ 1 V|,|‘appl'_«_all

Basic configuration
Port management
Apply all ports settings
Apply all ports settings: 'm|
Automatic detection _ -
Port title
Host mode configuration
freekVM configuration
Senal port parameters
Paort logaing
Authentication
User access control

Alert configuration

[ Save to flash H Save & apply ][ Cancel ]

18/ 4-9 Apply all ports settings & &

4.5.3 Automatic detection

AZXE 222l ZEN H2E X0 e 28 AMs22 dMg X HRE £FELICH KD
Ole &XI2 Alel2 280 2EMN, S2E 018 E&8, IP =4, 2& A 5% S0l 282 =
USLICH Hs2oz HAME HEE HIECZ ZE E0IEN 225 A BF, freekvM & Al2|
ZE 23 ¢HdE &= UsLIChL

e 4-102 Automatic detectioin &8 stHS 20 SLICH
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Automatic detection

[ serial / serial_config / ports ;’I 1 _1| [ auto_detect

Basic configuration
FPort management
Apply all ports settings

Automatic detection

Device detection method: L@-.C:UTI
Detect device via: |PS_F!_:|
Initial delay: |5 | minutes
Recheck interval: ayery | 1440 i minutes
Start time (hh:mm:ss): |206057'
Probe string: IWxDD |
Detected O5: .
Use detected port title: M'
Use detected type of console server: | Enahle v!
Use detected freskKvVM; | Enable vi
Use detected senal parameters: Enable |
Baudrate Data bit Parity bit Stop bit Probe string Wait time
9600 8 bits None 1 bit 0D 30
All 8 bits MNone 1 bit 20
38400 7 bits None 1 bit 0D 26
Automatic detection:

Port title

Host mode configuration
freekVM configuration
Senal port parametars
Port logging
Authentication

User accass control
Alert configuration

Copy port configuration

Save to flash J[ Save & apply ][ Cancel ]

& 4-10 Automatic detectioin &&

o

Automatic detectionOil M Z 2

[

HI2HOIEH= Osdt 25U

Device detection method
Detect device via

Initial delay

Recheck interval

Start time

Probe string

Use detected port title
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Port naming rule
Use detected type of console server
Use detected freeKVM

Use detected serial parameters

Device detection method

Alelg ZEQ g2 FX2 2EAHML S AE 0|8 =2
=& 24y £ HFELICH Host modelt Console server 250110 HAE EXIOF I

Jb Ot [MHOl2t Off/Active/Passive SUHA A8 Jisdt] DX 22H oOff Its A&EELICH
220z g4 off2 48510 HEE & USLICH Actives VIS 11D &

D gosMd EXMA 22 CIOIHE Ht2 246t X9 E2E F&LICL Passive=
£ Z Aot EXIo E2E RELICH [t2tA, Passive= Port logging0l Enablez2 & &
S0 A4 JtsotHl ELICE fetc/active_detect L= Jetc/passive_detect scriptE B2 o0 & X0l
N BU2 HOIEHWA X2 29HHA SAE 0|ES 22l We gEHs =38 = UASLICH
ZZ XM= Nharrun/OSPortxx A0 SAE 0I52 Marfrun/HostnamePortxx IO, 1 2 22
£2& I/varlrun/detectedPortxx IHL 0l JISELICH HIIAM, xxe ZEYSE LIEFAHLICH D
X EFE £3¥2 FIHCZ UM, ME22 DI ZEN HZ2& FRUE B8 =& et
SILICH Active2 &FE Z2 VIS 11Dl BXNIEE =48 Z2E Alert & 0N EFE O=2

2/

EmailOlLt SNMP trapS & ESELICH XHMIE HE2 45.11 Alert &&= T X0tHAIJ| HHELICH

0
HT
1
>
Ofn
10
tu
s
i
o
=
Im 2

Detect device via
Device detection method Jt Active 2 22 VIS Il = Y Al2lg ZEN EHIDF HZZH0H QU
X S2E DSR &AISE &0I5t0d ot ELICH =, DSR 41SJt ON 0] &
Z 2012t Automatic detection Ol AIZEI ELICE. 2Lt CISCO Catalist A?(XI%t 22 &
X2 ZS DSR ASE AEoHAl 2282 FH|J HZ |KRFE DSR &S E 0/&5t( 2t
= QU ELICH 0] B% Detect device via &= NONE 22 & ZFolH Automatic detection
DSR &lS AEHQF A0l AIZEEH &LUCh 224U 0l Z2< Automatic detection 2
Recheck interval 0ff 2o Z2&&E= =J|HQ! detection 2t0| AMEH AIE XL HHIE Al
ZEN HZGIHE XNS2 2 detection 0 A& X 2&LICH (Detect device via 80| DSR &
HFH0l ZIH MEXIH HHIE Al2lg ZEON HESHH DSR &SIt ON Ol &3 Automatic
detection O] AtIS22Z AIEEZ A ELUICH)

T e nr

rno mer
b

:

Initial delay
Device detection methodJI Active & Passive?! & 2& Jis&LICH VTS 11D}

=&ot=s =J| XA Al2ts 2L

0
>
04
H
1]

Recheck interval

i

Device detection methodO| Active 2 Passive?! Z<2 & JIs&LICL VIS 1D &X &
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2M3le FIIE EFELICH0Q BR FIHEOZ &l HMES H86HA LSLICH

Start time

Device detection methodJ} Active 2 Passive?l 3 & JIs&LICEL VIS 1D &X E38E
TH3t= A& AlZt2 EFELICH Al2t2 E6HA 22D ST Al2t2 AIE Al2teZ2 S&EL

Ct.

Probe string
Automatic detectionO|l EnableZ &A&&&E ZFR0 2 &= JtsLIC &X 22 =&aot)| flol

VTS IDE EXI0H EUle 88 28Ut

Use detected port title
sz 8 EXo E2E 0| ZEQ ZE EOIEZ M

detection methodJ} Active £ PassiveZ & X&E 22208t

g AeIXIE Z£FELIC Device

nx o

Port naming rule

Use detected port titleOl EnableZ2 && & A0 LS = UASLILHL =22 =HE EX
°f FEE HZE HOISE2 F4dots LS LZF UL $0sstl= EHXI2 2FHMAH 01S0I
$HOSTNAMESOl= SAE 0I50| $#0lle £ E ot E L
Ct.

0

¢
o

g
fol
o
1
=)
N
i
e
m
m
S
0x

Use detected type of console server

Asez =8E X2 822 type of console server 882

&
ot
>
x
0
e]
i
o

Use detected freeKVM
AAsez =8&E X2 22 freeKVMES A& LICH

Use detected serial parameters

4.4 Port automatic detection configuration &&0M &Est A= HIECZ U522 &= &

22 X Alelg ZE Itel0IeHE && LIt

4 5.4 Port Title

MEXtE 2249 ZEN AZE EXo e 482 d53g = JASLULCH HIlole &Xe =E,
83 gl = fX 32 S0l L& & UASLUC. ZE E0IE2 88 ZZMNAWAMN w88 &
9t OtLI2t Serial port @2 % Port access menullM ZEO st &H2Z2 T 0|EELICH AME
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Ao AE ZE EIOIES Eote Ul IUs Moz ot EX0 s dE2E 0126t X
E ENOIES PHEE £ USLICH s AAH0 e XAIE W22 4.5.3 Automatic detection

Port title

[ senal f senal_config / ports j]_"| / title

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Port title:

Enserver name on port 1 |
Host mode configuration
freekVM configuration

Serial port parameters

Port logaing

Authentication

User access control

Alert configuration

Save to flash ] [ Save & apply ] [ Cancel ]

JEg 411 ZE EI0/1E &8

4.5.5 Host mode & A
VTSIl &= 25= Host modectl = & LICL CHSF 22 512 Host modelt AFS Jbs&LICH

Console server mode
Terminal server mode
Dial-in modem mode
Dial-in terminal sever mode
PPP mode

Console Server Mode
0l 2E0MzE, Telnet £= SSH Z2t0IHES HZE= OJIct2 U=sE TCP M 3
A MELICH Telnet/SSH ZctOIAHAEDIL VTS 110 EH06HH, VIS 118 Alclgd ZE/AA
HZE FHI2 22 ZE0N E5E = UAsUD. & ZE F=20e 0 2&
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Mk

Aeclg ZEJ 225 XEESE Sofl &l ote EtH A HEE= 3 ZE EF0AM XNEE
P

24
=
A SAEZ XNEE Z2EES MEotH =8 LICH

Terminal Server Mode
0l 2E0M =, Terminal server option2l E&0 M2t VIS 112 A2l ZE0 HAE ZXIUA
AA SAEZ Telnet £= SSHE 0125t 0L vIS e & DTz )8g At &LUIC

A LENWHM= NRAZX EsLICH

[H

Dial-in Modem Mode

VTS ll= &8 2EsS AE0tH 22| (out-of-band) &% JlsS KR LICH A2l

in Modem ModeZ &E&E A2, VIS ll= Al2lg ZEDJ} &S 280 A

A NZ22H H3 8% dZS JIUE UL HOIE dSedold ZZ2 0SS ALZ5H0d 20l
=06t VTS 110 == el&ot)| fst 21021 3tH0l HAIELULICHL 33 ZENM=E NJAZX

SLICH

pS|
=
o
s

Dial-in Terminal Server Mode

Diakin Terminal Server Mode= HOIE AW ZRE2 M &% 2 ZE9 =28 REYLIT
MEXIL Al2lg EZEE Dial-in Terminal Server ModeZ &&3IH, VIS lle Aleld

EE EY AZE Ao=Z AFotL, I HE HZS JIUELICHL MBI HOlg
HEdlold Z20HS Ao VTS 10l &3t H=cts <, VIS ll= 0l HZ S 31&56t1 010|
ol U=s A SAEN Telnet L= SSHZAN TCP HZES SHELICL A EZEWM=

N =X &5

PPP Mode
PPP mode2l XIMIEH &2 3.11 PPP &&= & XoHAIDJ| HFELICH

-

g 4-12~ O 4162 2 252 Hostmode £4& siois 20 SLICH
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Host mode configuration

[ serial / serial_config / ports /

! i!;’ hostmode

Basic configuration
Fort management
Apply all ports settinas

Automatic detection

Port title
Host mode configuration
Host mode: Console server vi
Type of consale server: !Other v!
Service processar: i"NONE vi
Enable/Disable assigned IP address: |ﬁggaﬁ'
Listening TCP port {1024-65535): |?|:||:|1 |
Protocol; |Te|net v|
Ignore telnet negotiation at connection: |Disab|e "I
Ina_cti_vitv\timeout (1-3600 seconds, O for |]|:||:| |sec0nd(s)
unlimitedy: —~— —
Display port information: !Enable v|
Port escape sequence option: i Ctrl v!
Fort escape sequence: Ctrl- |2 |
Part break sequence; |~break |
Use comment: (Mo~
Quick connect via; IW\
Web applet encoding: |Eng|ish (|ﬁ5 v|
Web applet size: Columns EBD | Rows !24{

freekVM configuration
Serial port parameters
Fort logaing
Authentication

lUser access control
Alert configuration

Copy port configuration

[ Save to flash ][ Save & apply ][ Cancel ]

18 4-12 Hostmode &'& - Console server mode

Host mode configuration

Host mode: Terminal server vi

Terminal server option: ‘Bemote connection v|

Destination IP address:

Destination port (0-65535):

Terminal type: |linz |
L
Protocal: | Telnet  w
Inactivity timeout (1-3600 seconds, O for |]DD | second(s)
unlimited):

_J& 4-13 Hostmode &'& - Terminal server mode
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Host mode configuration

Host mode: Dial-in modem v
Modem init string: glels0=2&d0
Enable/Disable dial-in modem callback: Disakle
Enable/Disable dial-in modem test: Disable

_1& 4-14 Host mode &'& - Dial-in modem mode

Host mode configuration
Host mode: [Digl-in terminal server |
Terminal server option: Hemolerconnecion Bl
Destination IP address:

Destination port (0-55535):

Terminal type: linLs

Protocol: [Talnet <

Inactivity timeout (1-3600 seconds, 0 for {100 ] | secondis)
unlimited): e - ¥
Madem init string: 'glels0=2&d0

718/ 4-15Hostmode &'Z& - Dial-in terminal server mode

Host mode configuration
Host mode: PPF “

Modem init string: glels0=2&d0

72! 4-16 Host mode &£'& — PPP mode

Console server mode &3

Console server 252| A2, AIEX= U3 20| 01 B2 83 %= USLICL

Type of console server
Service processor
Enable/Disable assigned IP
Assigned IP

Listening TCP port

Protocol

Ignore telnet negotiation at connection
Inactivity timeout

Display port information

Port escape sequence option
Port escape sequence

Port break sequence

Use comment

Quick connectvia
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Client program path

Web applet encoding
Web applet size

Type of console server
Alelg ZEN HZDN UAs 2= AHS EFRI0I MS SAC console 21 X| Ot XIE A EHEHLICY.

Service processor
AMelg HZEN HZADZH Us L A2 Service processor EFE MHEHELICH Service

processor2] ER0 2t Service processor configuration 80| HEAISI M, Ol Service processorES
Soll 3 AHE ZAl 1 g = JUASLICHL

Eanble/Disable assignhed IP
Assigned IPE AMEE Xl IR E ZFot=0 AHEELILCH

Assigned IP

MEXIE 25 AH2 Al2lg ZE = |A ZE) IP FAE gYst 42, 48 ZEQ IP
FAE Sl Al2lY ZE = |7 ZEW 8 &
SSH(22)2] HZE= TCP ZE BISII U= Telnet E£=
o &g = UsUCh

EZES IP =40t 192.168.1.1012 Y& Z2, AIZ2k= O30 201 ZEN HZ2g = UsU

3

O

el net 192.168.1.101
G@E P A= JIEQ IP A S=CA L0I0F ELICH oY S=He= B2, Aldl
A EEQ |IP =A= Disable &EiJF & LICH Port access menulil Al 2 20|

Xl %222 ™ Enable/Disable assigned IPE DisableZ &t LI Assigned IPE 0.0.0.
Ct.

--

rir ru?!

Listening TCP port
ANEXE Aldlg ZE &

numberE 0|2 &= US

2 ZE M2 ol VIS 112 IP =4 2 Listening TCP port
MEX= Telnet/SSH HZ= A8 oY Al2lE ZE2 TCP port
number & VTSI IP =45 AFZ010F &LIC
VTS 112 IP =40t 192.168.1.100 0|1, ol &= Alelg€ EE2 TCP port numberJt 6001 2! &
P, AEX= OSH 20| g Al2lg ZEN HZE 2 USLICH

telnet 192.168.1.100 6001

Ir
o

crT

Ct.

-

>

Im

Protocol
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Ir

ProtocolZ Telnet, SSH L£= Raw TCPE HEE&LICE AIEXIJt Telnet 22I0|HE ZZ2 ]2 At
o
T

Eots ER TelnetS SEELICH. AFZ2XIF SSH 22H0IHE ZZ2HS AIEdSt=s &
/4 EH

Ignore telnet negotiation at connection

Protocol Ol Telnet 22 A& EUS

£ Z
tH= Client Jt Telnet negotiation &

? AMEXIF 0l S&2 Enable ot VTS Il 2 Telnet M
£ BUXl 24ets 8= digotAH LI

Inactivity timeout

Inactivity timeout I2t0IEf &S =S&H2 TCP A& AEHE Closed = Listen@Z R Xot=0l
USLICE XIEE Inactivity timeout 2t S92t VTS 112 Telnet/SSH Zc2t0IHE ALOINIAM GIOIH
S0l gl= 22, JIEN ABE HNE2 UHs22 206/ ELICL AIEXIE B2 REH
Xotel= &2, timeout Al2t2 022 AFESLICH Inactivity timeoutOl Enable AEHN U= &
&, VTS ll= “keep alive’2! & FIIHCzT HMEGH0 Telnet/'SSH 220 HE 2k VTS IIAFO] S
MHE XENMOZ HAIELICH Telnet’/SSH 22I01HEDF THA 0l SEolXl ZS ER, AIAH

Z MEHIOF ZH JUCHD 2t=6t1, Inactivity & 10 &2 20| J|ES| Telnet/SSH H& =S Z&LICH

Display port information

Display port information =& 0| Enable &™ AIEXIIL Aleld ZEN HZB Al 20 =0

hostname, HEEZEQS Bls L titile SS 20U HAloH SLICL S&0| Disable &I Al2lL
TLEN HZAl 0ldst FE2S0l EAEX LSLICHL

Port escape sequence option
Port escape sequenceE AtEE Xl (2 & O™ control character & AIEE X ZHot=0l AHE
SHLICE

Port escape sequence

MBI Al2lE ZE/RAA ZEQ HAS =, Port escape sequenceES 2253 Port escape
menulil E2& == USLICH Port escape menulile 2= AEXIF E20ot= [show last 100 lines
of log buffer], [send message to port user], [close current connection to port], Port AIZ2XIS
?I8t [send break] 12l Port2t Monitor 23 stE 2% JI& AMZ X2l [disconnect a sniff
session] Ui% S0I USLICHL Alelg ZE/RAA ZEN AZE XL OII9 AES2 o2
HZE U =z0lst AHEXIE Power 82deE =0, Port escape menulil= [power
device on], [power device off] 2t [reboot device using power-switch]|S2| && 1t 2ted& 0=t
It LICH

[

Port escape sequenceZ A& & 22Xt

(o]

i
H

F

Ez XEotH ™ Port escape sequenceE F8 2
g3otH ELICH

=

HLt port escape menulll Al Port escape sequenceE
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Port break sequence
MEXt= EZEW A& = port break sequencez &&= gt

Al

—

o
e
jlte
o
10
mJ
=
%
o
i
im
o
g
D

QD

&

2 = AsLICh

fo
i

Use comment

Use commentE Yes® S&G5IH HLE AIEXIF ZEZ HZE [f FA2 LHE = UAEFE &L
Ct. €k 0] &&2 ProtocolO| Telnet £= SSHY AR HEFLICH YHE =82 AM2IE XE
& HIOIXS Individual port connection £& = Comments &30 HAIELICH (KAE LIE2

4.7 Serial port FZE ELoIAAIRL)

Quick connectvia
Quick connect viaZ2 VTS Il &2 A& HOIXNM 7= E Clent2l %5 Web applet, Local

C

(]

client £= User defined2 &E{&LICH. 0] £&E ProtocolO| Telnet
LICE Al2lg ZE AZ HOIXINA AIZXDF HZE 0l0I12S HEE
ol= &D|E java applet2 AI2dls E S Web applet2 & E{EHLICEH Jb HBdl= Telnet
= SSH 2210|9E Z2 )82 IsS2 2 sole &2 Local client FLICt. Windows &
A M 22 ProtocolOl Telnet2 [ Local clientS &E{5IH Hyper Terminal 22 10| AE
LICH Client T2 ) 2H°] ?IXIE XN&SIH WY T2 )&HS MG DA o= Z 0= User defined

£ dEFLICH

n
n
T
o

2200t M2

Y

40

o

=
00
-
J

VTS IOt M3

0

=

H

v Ho
02
é

z
m

]
oo

Client program path

02

Quick connectviallt userdefinedZ E&E FR, AsiE T2 )&HE HOISLICH

Web applet encoding

Aol ZES HEE FXU AHZSRH 22 HOoIHE & ER sl HESHH E&oto| <
gt d &

AMS d8ot=0 ASELILL

Web applet size

Quick connectviall M Web applet & &&ist A< JTAQ 2= AIOIZE XEEY = JUSLICHL

Terminal server mode &3

Terminal server mode2| 22, MEX= S8 22 LI240IHE €88 = ASLICH

Terminal server option
Terminal server shell program path
Destination IP

Destination port
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Terminal Type

Protocol

Inactivity timeout

Terminal server option

Remote connection® 2 A& E AR, VIS 112 A2l ZEN HZE EXIUHA Telnet , SSH £ =

TCP Z2EEZ= 0120t A&A SAEZ H=8LIL Destination IP , Destination ports2 23S

AE HEQ MEE ZZEZ, Inactivity timeouts 2 & 8ol 0F &LICE Shell programez &8 & &
=

S,VIS 2 Alelg ZE=Z H=0tH VIS II0IAM Terminal server shell program path0f & & &

g

iis

Terminal server shell program path

ne
Hel
Im
Hu

|

>
=}

Terminal server optionOl Shell program2Z A&E 20 Al Ol XIH

VTS IOt Aaig & Z28s XNEE LU

Destination IP 2 Destination port

Terminal server option0| Remote connection2& &E& & &2, Destination IP & Destination port
= VTS 0l H&& EXIJt 85504 ot |FX SAEQ IP =4 L TCP port numberg 2|
OIg LI

Terminal type

VTSIl JF THE & X9 terminal 2 HZEE [ AI2E terminal EAS XIEE [ AFZELICH

i

Protocol
Protocol2 Telnet, SSH L£= Raw TCPJt & & USLICH ASXI Telnet £= SSH AHON A&

otd ol= &E2R, Telnet L= SSHE AEoioF &LICI. Terminal server option0Ol Remote

.
connection@z &A&FE ZR0 0t &45ELICT

Inactivity timeout

Inactivity timeout Al2t S0t VTS 112} Telnet/SSH AlHI AFOIOI CIOIE S&10] $2HM, S Telnet
C= SSH H&E0l SE2&AH ELICH AR HZ8 etz RAstde 332, 83X 022
&rLICH Terminal server option0l Remote connection2 2 & & Z2202 &4 LICL

Dial-in modem mode & X

dial-in modem mode2| &2, AtEAt= U3 22 L20IHE H8E = JASLICH
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Modem init string.

Enable/Disable dial-in modem callback

Dial-in modem callback phone number

Dial-in modem secondary callback phone number
Dial-in modem callback login

Allow dial-in modem callback number change
Enable/Disable dial-in modem test

Dial-in modem test phone number
Dial-in modem test interval

Modem init string

Enable/Disable dial-in modem callback
Dialin modem callbackO| & 4d3lE R &g & HZ0] & VIS lle HZ2 210 LM Dial-

in modem callback phone number0fl HAIE M3 HSZ H2AGI0H SA&ELIC

Dial-in modem callback phone number
Dial-in modem callbackO| &&3tE A< VIS HA

ok
gl
o
T
fol
1]
02
>..
oo
-
)

Dial-in modem secondary callback phone number

Dial-in modem callback phone number 22| HZ0| AMAS R0 VIS D} HZE BX9 Mgl
HSE HAIELICH (Diakin modem callback phone number 22 HZ2 60 =2t tHIIE 6H0f &Y
st Z 2 Dial-in modem secondary callback phone number & H2Z22 A& &LICH)

Dial-in modem callback login

Dialin modem callbackOl &A43l=l 22, Dial-in modem callback login0] A& %™, &3

AZAl AMEX 2SS o6t 215 d3Al callback &0 A ELICH

Allow dial-in modem callback number change
Dialin modem callbackO| 243l 32, Allow dialin modem callback number changeO| & & &1,

A
tol

I &% ¢ Z Al Dialin modem callback phone numbers B A& 2i101X 21 callback U&S
FLICF

=
0
o

Enable/Disable dial-in modem test
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22, R0l & SASt=A FIE2ez2 HHELICH Dialin
modem test)} EASIEH Alert & StHUA 2 HAE ZUE OIHLOILE SNMP trapS Sl
X

2E = UACE 2538 = U U XAE HWE2 45.12 Alert £F = FX0HAIJ| BHELICH

4

Dialin modem testJ} E4&3t=

Dial-in modem test phone number

DE0l B& sHot=Xl HZotJl floi VISIIE HZ2E MBS E HAIELICH

Dial-in modem test interval

280 Z& SHo=XE 8 FIIE AlZdHAZ NF LIt

Dial-in terminal server mode &3

Dial-in terminal server mode 2| A2, AIEX= US &2 W20IHE 88 &= AUSLICH

Destination TCP port: (Terminal server mode &&Z ZXGHAAIR)
Terminal type (Terminal server mode &&& &X3

Protocol: (Terminal server mode M&EZ2 & LSHAAIR)
Inactivity timeout: (Terminal server mode & & & X5 AlR)

Modem init string: (Dial-in modem mode &2 & XTI AIR)

PPP mode &3

PPP mode 2| &<, AtEZX= LSl Z2 WellIHE €88 = UAsLIth

Modem init string: (Dial-in modem mode A&S2 ZXoHAAIL)

4.5.6 freeKVM configuration

Console Server 2ZE0A freeKVM &E&0| FIIE®H, 8&8&E KVM 220|HE Z2)E#H2 Sl
VTS 112 Al2lg ZE/RA ZEN 2= MHZE 85010 AHS SiHsS IIBEES 0IRAZ X

gk = QA ol sSLICH Client programOl Web redirection®2 &&& Z<0l= Client program
pathOl XIAE URLE HZELICH
VTS 112 ZE§ HAZE A MBIt G2 KVM S20I1HE T2 s XA 2 ASEXNIt

=T T=
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=
=

S A
= St

g 4-

freeKVM 2 &2 UoIE= SO2 M AIZXDF KVM Z2I0|¢E ZZ2 S
ULZ= ELICH (4.7 Serial port FZ & X)

172 freeKVM &8 33 E B0 SLICHL

freeKVM configuration

{ senal / senal_config / ports j]_"| / wirtual_kvm

Basic configuration

Port management

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration

No. Connection IP address Client Program

Program path

1 [Disable w|-— iy ==
New |Disahle |- o e Add
Serial port parameters
Port logaing
Authentication
User access control
Alert configuration
Save to flash ][ Save & apply ][Canu:el]
& 4-17 freeKVM & &
freeKVM &8 2 FOI6tH S [Add] HEZ 2ot ELUICL FIote 832 +=&Foted®H =&ol
= &3 HSE 22otH oY freeKVM2 HE WEE =8ot= aHLZ OlsgLICH O
4-18= freeKVM N2 &3 SHZ2 Z0ELICH [Remove] HES Z25tH &&82 ANE =
SLICH

freeKVM S22 <ol 228 Oiet0lEE S

fre
Titl
Au

eKVM connection
e

tomatic IP detection

IP address

Client program

So

cket/Screen number for VNC connection

Client program path
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freeKVM configuration - 1

{ senal / senal_config / ports j]::| / virtual_kvm / r1j

Basic configuration

Port management

Apply all ports settings

Automatic detection

Port title

Host mode configuration

freek VM configuration
freek\VM connection:

Automatic IP detection:

IP address: | . [

Client Program: . User defined vI

Client program path: [ [

Senal port parameters
Port logging
Authentication

User access control

Alert configuration

Save to flash ] [ Save & apply ] [ Cancel ]

& 4-18freeKVM AI8E & &

free KVM connection

freeKVM A1 J|ls= AMIEE AN E £€8eLICHL

Title

freeKVM H2Z Al EAIE title S & &HEHLICH

Automatic IP detection

KVM 220l E T2 )80 HZE M2 IPE Alcl2 252 =50t S22 BMEX o

£ E L& &LICL Host mode configuration 2| Type of console serverJt MS SAC consoleZ & &
= ZR0E 0l JIsE MEEY = JASLICH
IP address

KVM 220IHE T2 )80 HZE MBSl IPE £ &Lt

o g

Client program

Client program pathE &l X&E == UAEE HSE ScH0IHE Z2)H S|AEE HSELICH
Windows remote desktop standard connection, Windows remote desktop console connection, VNC,
Radmin, Xmanager, Web redirection SUHA SHE5IH Y 2C0/HE T2 10| Client program

pathOl Xt S22 HAIELICH User definedE & &GS Client program pathE AFEXDF 2 E 24
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Socket/Screen number for VNC connection
Client program0| VNCZ &&EEUS HS VNC HZ = 28 Client program pathE g £&&&
= UAETE LICH Screen 1S £= TCP port HSPH 22&6tH VNC HZE <8 Client program

pathdt XISz HAFELICH

@)

Client program path

ANelgd ZEL FALZEN HZE AMBHE KM MES HZE &+ A= Se0IgE T3S X
& & LIC Client program0l M Web redirection2 &&835tH KVMZ X &5t URLE KIZE = US
LICt $IP$= ZCt0IHE T2 30| X8 MBS IP FAE QOIEULT

Allow everyone

Web Ul 2| Connection page € S5t KVM HIE&2 HZE == U= SCl0|HE Tz )82 A
ANZ= e AIEXS ASH2 HSHELICL 0l &0l Enable 2 0 JU2H DE AEXIH St
OIE Zz s AdAlZs JA20H 0l SE0| Disable 2 & J}2H User access list 0l =

JteEl AFS X0l Set0IHE T2 8 s AdAIZ = U SLIth

4.5.7 Serial port parameters / Remote port parameters

AT

- 40

Aeclg ZEo &

oizEl Yo 2z

[

HHIE VIS 112 Al2lg ZEQF HZotHAH, VIS 112 Al2Ig EE HMetIIHE
ZEN S Z2&ol =0{0F &LICH.
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Serial port parameters

[ serial [ senal_conhg / ports fi_] ¥ | / parameter

Basic configuration

Port management
Apply all ports setbings
Automatic detection
Port title

Host mode configuration
freeKVM configuration

Serial port parametears

UART type: R5232

Baudrate: !-_EIED_D_v|

Data bit: [Bhits |

Parity bit: |l\]0¥i

Stop bit: |

Flow contral: [None __v'

DTR option; |W5pm|

Flushing buffer on closing TCP connection: |M|
Port loaging
Authentication
User access control

Alert configuration

[ Save to flash

I

Save & apply ” Cancel J

12/ 4-19 Serial port parameters &%

=l
=

2+
=

Alelg S4&0A
Baudrate

Data bit

Stop bit

Parity bit

28 IMtetlleHesE s 2sU

Ct.

Flow control

DTR option

Enable/Disable delimiter
Delimiter
Delimiter option

Inter character time-out

Baudrate
VTS Il X & 3l= baud rate=

NG
=]

2oto

e
=} T BA T

ElPN I

(only for RawTCP protocol)
(only for RawTCP protocol)
(only for RawTCP protocol)
(only for RawTCP protocol)

Cts &&LICh
75, 150, 200, 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600, 115200 & 230400
9600&) LI Ct.
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Data bit

Data bits= 7 hits2 8hits S0 A oILIE MEE &= USLICH & =oAL J|242 8 bits2 L
Ct.
Stop bits

Stop bits= 1bit2t 2 bits SWHA &S = JASLILH S& SotAl2l JlZ8t2 1bitYLICH

Parity bit

Parity= None, Even £= Odd S0A &8 == JSLICH BF =6tAI2 JI28t2 None LIC}.

Flow control
S& MO 22 None, LAZEY H(XON/XOFF) TE= GIEANH(RTS/ICTS) ZSUHA =g =
USLICH B& =otAI2 JI=82 None LICt.

DTR option

AM2lg ZEQ DTR £ S&2 Always HIGH, Always LOW £ &= High when open2z &3FE
= USLICH DTR S&0| High when open22 A&E AR, TCP HZ0| OI2HA AHOHNME=E
DTR EIol &EiDJt HighZ S XIELICt Host modelt Dialin modem mode &£ = Diakin terminal

servermodeZ2 A& E 3L, DTR =& &ZF0| XNFEX ESLICHL

Enable/Disable delimiter

TZ2EZ0| RawTCPQl &=, Al2lgd ZEZRH S0H2= UI0IHE ScH0IHENH 2

2 U5se= g8 ZF&LICH 0l 30| EnableEl U2H A2l ZEONAM 22 OOIHE
Delimitert ZAE MHOICH M2 2 =2clotH Sc0IHEN M S8 LICH Disable2 &£ &
character time-out Al2t S92t Alelg ZEZ2H GIOIEHII EHQA 22 WHAS SO0I0|HEZ

SEELICH

Delimiter

Enable/Disable delimiterdt Enablez & & Z<2, HOIEHE =c2lot=0 AHE2E 22 NE NFE
LICt.

Delimiter option

Enable/Disable delimiterJt Enables &3 & Z2, =2z Z2lE WS e M 2%

SH 8EE X HRE EFELICL

Inter character time-out
Enable/Disable delimiterJt Disablez & & Z2, Al2lg ZEZRH NMEE OOIHE Z2Iots
(@)

O ArEEl= 2A2E AlE2bAS ZFELICH 0 AlZH0l XILES OI0IE I =0t2 S0 &

a4
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& Sct0lE=Z OIOIEE &dEELICH

Flushing buffer on closing TCP connection
Ol S&0| Enable 2 & ™ TCP HZ0l S 0I1FNH & &= serial buffer 0l A= data E U=

= HI¥ el =L

I

A EEO H2, Z2d0IgES HZE QAN XY FF SAES 2 B0 018

Basic configuration

Port management

Apply all ports settings
Part tite

Host mode configuration
freekVM configuration

Remote port parameters

Destination IP address: |l_92_l_5_8_1_157|
Destination port (0-65535): |_2_2 |
Protocal: |§_§Hj|
SMASH: "E'ﬁﬁie—‘ﬂ

Allow unattended continuous connection: rE_rEb_le_\_¢|
[(—heT B

Automatic login:

User name:

Password (new):

Passwaord (confirm):

|
|
|
Reestablishment interval: |seconds

Use a customizable script:
Port logging
Authentication
User access control
Alert configuration

Power control configuration

Save to flash ] [ Save & apply ] [ Cancel J

12/ 420 Remote port parameters &%

Ol

A ZEUAM 2R

Destination IP

IOIHE st Z&LUICh

r

Destination port
Protocol

OEM type
SMASH
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Allow unattended continuous connection
Automatic login

User name

Password

Reestablishment interval

Use a customizable script

Destination IP

Mg A 5AE0 P ZAS AFEUCL

Destination port

AA SAEN H=5t=0 AHEE TCP port numberE & & &LICTH

Protocol

HAA SAEN E=ct=0 MER=E E2EEZE £&FELILL. Telnet, SSH, RawTCP, RMCP+(SOL)
= otLtel g2 JtE s USLICE. RMCP+(SOL)0| S8 %™ Destination IP2+ Destination PortJt
Service processor configurationdil Ai Destination IP2t Destination PortZ2 Ar& & LICH(4.5.14 Service
processor configuration &) J12l1, Serial Port Connection H Ol X0l SOLZ O|&dH IPMIE X

Hg = A= HE=2 HABISE 001201 HEAIELICH

OEM type
ProtocolO] RMCP+(SOL)E &8 & Z< IPMIJt H3&%= &A= XNE&LICH Nonelt Intel IPMI
2.0BMC =0IA HEig = ASLICH

SMASH

Host mode configuration Ol Al Service processorE iLO LI DRACS & E5IUS R SMASHE

AE HREE XIEELICH

Allow unattended continuous connection
A HEEY AEXZGIA 2ot FHE SAEZO AHZZ AHSZSXNE X
Disablez &&= dAR0= AI2AI 3 ZEZ 58 M VIS lle &

AEELICH Enable2 £&& & <0

rr

VISl 23 SAEZ9 HEE AHE |SXELICH

Automatic login
t

>

0K

Xt Remote portOll H2Z &2 [ Remote portdt @2 SAEN NS2Z login & 2101 X0
Uist HEE &EX™ELICE 0l= Alow unattended continuous connection 0 E2&EH XNsSO=2
S A& ELICH
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User name
Allow unattended continuous connectionOl EnableZ A& & AL, VIS lIJ} /A3 SAEZ

HAZS KNS fIo 5L I AtEdk= AFEX 0152 £F &L

Password
Allow unattended continuous connectionOl EnableZ &&= AL, VIS lIJ} /A3 SAEZ

HZS RAot)| ol 5 I AtEctks AFEXS IHAREE £ LI

Reestablishment interval
Allow unattended continuous connectionOl EnableZ &&= AL, VIS lIJ} /2A3 SAEZ

HAZ0| BOHHS M CAl B5ote 2HA3S £8 LI

Use a customizable script

Allow unattended continuous connectionO| Enable2 &&& &<, Automatic login XtS2 2
o582 8ol YEES AFELICH. Enable2 &FoH, AEXA HEO Jtsst perl
script(/etc/rportcon)= A SHBI CH &t ZH| ol A LI Disable 2 &S &otH
letc/autologin/portxx2| HmOILE Jle2 &3 IQl /etc/autologindefS &G US| AIEXt

o152 HMelgLICh.
4.5.8 Port Logging
Console Server 2= 0l Al Port Logging0l Enable &TI™, VTS II2] Al2lg ZE K= )3 ZEZ &

EC= HO0IHE MIR2e2l, ATAIDE fixed disk card, USB HI2¢2l, NFS MH = Samba AHZ H&
g & QSLICH S AN SYSLOG A0 HES XE XAEE & USLICH

f

LS, AF2XH= port event handling &8 0A ZEZ S 2= HAIKS S8 I/FAEE HEHGHH
Email / SNMP trap & Soll ZtelX0llH MEE = USLICH AIEX=E 0 JIss Soff dZ&E &

ANE22H 2= HOIHE ZAE = USLICH KHAIS g2 A& 45.9 Port event handling &&

A L EOS Host modelt Console server modeZ AEE AL20W S Port
SEHLICH. Alelg ZEDF Terminal server 5= Diakin modem modeZ A& &

JsE MEE = BlsUIth

oI
o
Q Ho 1

Z 2 Port Loggin

Port Logging0ll CHst && melolee ChSa 2 &LICh

Port logging
Logging direction
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Port log storage location

Port log to SYSLOG server
SYSLOG facility for port logging
Port log buffer size

Number of backup files

Port log file name option

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the *M from SYSLOG
Character limit for SYSLOG
Automatic backup on mounting

Port log view

Port logging
Port logging: ;"E'naljlé v'l
Logaging direction: f:éerver Dui-pu{ |
Port log storage location: :NFS v
Port log to SYSLOG server: .-E”able . v'“
SY5LOG facility for part logging: .Lacall v
Port log buffer size: |50 ] 1 KB
Number of backup files: EI l
Port logging filename option: '-épeci:f.y helow B

Port logging filename (null as default file  [portidata
name[port¥Xdatal): -

Time stamp to port log: Enable |

Show last 10 lines of a log upon connect: | Epakle v-

Strip the ~M from SYSLOG: Enahble v--
Character limit for SYSLOG (80-4096); | 256 )
Automatic backup on mounting: [Enahle «

Part log view :

[ Clear | [ Refresh | [ View |

Jg 421 ZE 2 &%

Port logging

»y
ro
P
u
fx
0x
il
[
o
O
021
[I3]
Ol

Port logging IS AIEE b Al2l J|28t& Disable & LICt.
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Logging direction

AEXIE Alelg ZEZ MYdle W8S JIS(User input), Alele ZEZL2EHS HOIEHE JI=
(Server output), S HIOIEHE JISoIHA LEEA SATE AIEE 24 (Both with arrows)?! K|
AME8HX &Z2 2 (Both without arrows) 21X

& LICH

m
ny o
o
il
C
[w
0K
0
1A
Qﬂ

o J|2gt2 Server output

Port log storage location

ZE 27 HOoIeH= VTS 112l WS HI2el, ATAIDE fixed disk card, USB Bl22l, NFS MH £=
Samba MBIO HEE = JASLICH ZE 2700 N0 H&EE= B, VIS 119 HE I ZE
£ OoldE AHELCE Alelg ZE 27 O0IHE 2&otedd, NE AXE ATAIDE fixed
disk card, USB BI2¢2l, NFS Al £&= Samba MHZ &H&SHAHLE SYSLOG serverz2 M&ES &3
oiOF BLICH At2Xt= M&E X0l &4Sot= & OHME Olel &&oH0F &LICH M&E AKX &

ot X FZUAUE, AIZXs HE/AXNE SHE = Ol SLICL

Port log to SYSLOG server
Ol ItetOIE It Enablez & &H ZE 2] HOIHE NEE HE X2 SAINH SYSLOG MH
e M&EY = ASLICH

SYSLOG facility for port logging

Port log to SYSLOG server0O|l Enable2 Z<08t && Jts&LICH. 25 SYSLOG AU M
g M NEE facilityE NESLICH ZE 20t AH SYSLOG MHZE HEEIHEH SYSLOG-NG
SFMM SYSLOGNG #& =0l 6IIM XIZE facilityS ZE&tst 70| otLt Ol& A} OF &L
Ct. Old& #=0 et XIES Destination2E ZE =0E NESHAH ELUICH XAIS LS 8.3
SYSLOG-NG &&= & X6tAID| BHELICL

Port log buffer size

Ol Otet0le = loggingEl= ZE 22 OIOIH2 =0 2J1E ES&LICH Log GIOIHE MEGHI
?ol WS HZ2IE AIEots 22, ZE BIHS 8 3J1= 3200 KbytesE =0totXl &Z0tOF &
LICH B& =ot Al JI2gt2 50Kbytes & LIC

2] HOIHE M&EGtI| <ol ATA/IDE fixed disk cardLt USB BI2c2IE AtEot= &2, 2l ZE
HIH 3= 2t=2 S0l et etELIC

27 UO0oIeHE M&EGH)| ol NFS AL Samba AHE AlE6t=s &2, =0 Port buffer size=
MBSl &AM TEH T, AFX= NFS ML Samba ABHE =EotH 29o6t0 Port logging

Alﬁ(?:-lilol Xt&E=sSF A O = OHOI; S.:-’Llﬂ

o2 T O AMALT

Number of backup files
E 27 H& fXo 22 01E2 Port log file 0l 010l &=ME 2 £ I IKI2 backup file

t=XE 2EELICH

Mo ke

[m]

I'
uin
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Port log filename option
Use port title2 &3 &M ZE EOIE0] ZE 2] T 0IE22 AIEELILH Specify below 2
A AL M Port logging filename0fl & & T2 0|50 21 T 01222 AIZELICH

Port log filename

Port logging filename option0| Specify belowZ & & & ™ Port log filename 0ff & & &
Ol 21 It 01§22 ALEELICH 21 TtY 01801 YN JAX 22 Z=R0= Il
ol portXXdata ct= OIS0l AFE ELICH OIIA XX2 Y Alelgd ZEQ BHSE HA

Time stamp to port log
Ol mtetole &0l €&8%H I8
2t = Disable &/ LIC}.

|.|_|_
HH
Hu
|J
rr

ol
H
ol
m
=
ul
-
o

HOLCH Time stamplt ZL& &

Show last 10 lines of a log upon connect
Ol HtetOIE It Enablez2 && & H, A ZEZ HZE I 22| OHAIY 100l HAIELICH
J|23gt2 Disable 2 LICH

Strip the "M from SYSLOG

Port log to SYSLOG server)l EnableZ &% 10 0| U2t0IEDlI Enable2 AFEH, LE 27
IOl =0A SYSLOG MHUHIA M22Z HAIZl= O0x0D CIOIE It AHIOIAZ UHMENH ZE 2
2 OIOIE 0l oxOD GIOIE It Z&tElXl #E &2 SYSLOG MU0l MEELIC

Character limit for SYSLOG
IE Z7] HOIEHE SYSLOG MU &Y & I =0 ZXNNMKE st=2=z B
Jl2dd2 256Kk &LICH

m
Y
o
il
[
o

Port log to SYSLOG serverJt Enable2 &1 0| T2t0IE{Jl EnableZ2 A& T H, ZE 27

Automatic backup on mounting
Port log storage location0| CF card, USB 0Il22l, NFS M L= Samba AAIHZ EFE Z220

gt d8g = UsLICH 0l &0l Enable™ ™ oig M&E Z2t01 THAl OI2E

nn
0y
40
HU
|
i
>

Port log view
Port log view &2 0= &M ZE =210t ZAIELICHL [Clear] HEZ2 &M Z1E AMMIELICH
[Refresh) HEES ZE CAl 2H 2] 2o AL=ZELICH [View] HES 21 E &olotld 2

!
Xelote HHE +=3ot= View port log 2tHE MAELICH View port logOll CHEH XHAISH LHE
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PN

Z18 4-40 View port logS & ZG6HAID| BHELICE.

4.5.9 Port event handling & &

Port logging Ol EnableO] &I2
/™ Email £= SNMP trap
ZE 224 00l & gste
GtAl € LICH ReactionOl CHSt

AN 0l0I €& JIREI &
LICt Port event handling

2
o
o

o O

AL
T

Email 2t SNMP trap<

|3 & 6t= Reaction=2

in oz

g 4-22

| EQ

ro

Im o

iz

Port event handling

{ senal / senal_config / ports j]_"| / portevents

Basic configuration

Port management

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration

Senal port parameters

Part logging
Port event handling
Maonitoring interval (5-3600 seconds): |5 isecond(s)
Keywords Configuration l l
No. Keyword Reaction
Nothing
New j'Searc:hThiSWDrd I |ﬂ—dj
Authentication
User access control
Alert configuration
[ Save to flash ][ Save & apply ][ Cancel ]
8 422 ZE O/HIE HSY - JYE S=

st

Port event handling2 <l

otetle € JIRE

g Itet0ld=
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Monitoring interval

Keyword

Case sensitive

Email notification

Title of email

Recipient’s email address
SNMP trap notification

Title of SNMP trap

Use global SNMP configuration

First/Second SNMP trap receiver settings

Keywords Configuration - 1

Basic configuration

Port management

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parameters
Port logaing

Port event handling

Monitoring interval (5-3600 seconds):

isecond(s)

Keywords Configuration
Keyword:

Case sensitive:

Email notification:

Title of email:

Recipient's email address:
SNMP trap notification:

Title of SNMP trap:

Use global SNMP configuration:

Trap receiver settings

No. IP address

Community

|SsarchThisWord |

|Enable |

[Enable bl

|Enahble vl

| Disable «|

Security-

Version
level

1 |D.D.D.D Hpublic:

Il

2 [0.0.00 |[public

Authentication
User access control

Alert configuration

[ Save to flash ][ Save & apply ][ Cancel ]

8 423 ZE 0/HE

- JIg9E £
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Monitoring interval

Hl
I m

Port logging0l & & & 12 Port event handling0l && & ™ i< 2H KeywordE ZAHA =
& &t ReactionS otAl €LICH Ol O, Monitoring interval gt0l 2k HHE T U= Port loghl Al
KeywordS = =J(Jt 2F ELUICHL 0] g2 &l €& =8 #tE Al2t0l KeywordE S =
UOLE AIAE 2IAAS 20| AFBSIH D22 &I AIAECS 4501 MotELICH DHEZ AME

SHo HEe gt S 28t €dote 20l I EsLIL

_,_
y

ro

Keyword

\I}

OIHEEZ M A2 keyword E HHELICE Keyword &8 0l= &7 H8(Regular Expression)2]
ME0| Jts&LICL. &7 HESl(Regular Expression)Off CHSH AMMISH AtEtE OF2iQt 22 Regular
Expression 0ff CHSt CIEYl Aol &) 2EHES & 0HAID| BEELICH

www.regular-expressions.info/tutorial.html

l

A

Case sensitive
Ol Iet0lE Dt Disable2 A& ™ Keyword A I HAZXE REGHA 2 SLICK

Email notification & &

ot
Iy

Email notificationsS =& o0 X} 22 Email notificationS EnableZ ot AKXl =A2 ML

o M=s=s £&3gLIbh

SNMP trap notification & &

SNMP trap notificationO| Enable®! &<, IIREIF LHAZH SNMP trap0l &F & IP= XML& LICH
SNMP trap & &0l ZR&t 2t =2 st 8H2 3.2SNMP £&2 EIGHAAIL.

Use global SNMP configuration
Ol metOIE It Enablez2 23 EH, UERD 28 &= & SNMP £2E0AM SAl=E EE =41D|
H30] Eg 40|12 AEELICL

I £t Port event handling & &0l FIt2®, VTS ll= 0] IS0t 2MSt=X 2 A ELICH I
OHMIE WX Alelg ZE A& HOIXS ZE EOIE
Y ZE AZHOIKILE Al2lE ZE oA & IE
L =

 4-242 EZE E}OIE0| server name on portl®! 1
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Serial port connection

/ serial / senal_connect

Peer :| All peers v | port title : | | [ Search |

Port access menu connection
Port access menu connection

Individual port connection

Status Port# Title # of User Comments
g 1  server name on port 1 o] < Mot used =
2 PortTitle #2 0 < Not used >

18 4-24 Z 1 010/2= Eget Alc/g ZE HZ HO0IX

4.5.10 Authentication &%

o

_9
2
fol
Ul

21 Z(Authentication)2 LEIE 22 AtEX 018 & HIY
A5l HEYLICHL VTS lle Al2lg ZEN EHols AFSX
Local, RADIUS, TACACS+, Kerberos ¥ LDAP 2t &2

_|.

o152 None 22 &&FoIH, 215 WA 8l0I AFSXIH ZEN 52 &= JA2M, LocalZ2 €& E
B2, VISIle AZXE IS5t fIoh VIS Rtale] AZX SF£ ALE & LICH Custom PAM &
HA2 HAE50 Linux-PAM (Pluggable Authentication Modules for Linux)2 XI&& £ & USLICH
1 219 3Rs, AR 2S5 MBIE 0IZdcts BSRZA, VIS lle 2F & AU (0. RADIUS,

Kerberos, TACACS+ & LDAP AlH) Ol AMMEX 2152 S AYLICL 18 4252 AR S
NHE AIEE [He AIEX 215 ZZNAE HEE2Z 2 SLICH
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ME{ 0] AFZ X}

1) AF2X} 1D} B|HHS 2
ZE 10 AFEX 239

4) ZE 10| AMEX
AML 58

5) ZE 10 HEE FX|0l AKX YMA

ASXE E8F 21E SdES X0t 88 = UASLIL 0 BR0s, dS52 822 VISIt
eISS Aottt Al B2, & B 2HE22 2SS AMTELICH HE =0, RADIUS 215
2 Local 215 22 g2= d=ot=

4= USLICH AF=2 X RADIUS server - Local 1 gt
2, VIS ll= RADIUSE =2 22 RADIUS MHO o152 RAEGH
VTS Il RFAlo AFEXE 2

=
RADIUS down - Local 21& 28 d20=, 2

¥
2
§::I::I
o
0
J0
=2

J
o
O
%
o

ADIUS AHH0I 5= REGHD, RADIUS A

=9/
Custom PAMZ Linux-PAME X2 &LIC}L. 0/E AtE0tZ P | et s/ pam d/ custom If2E &
& o OFEHLICH

ChS2 VIS IO 28 Al2lg ZEN M2 2 o915 s&8gLIUH
None
Local

RADIUS server
RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
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TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
TACACS+ down - Local
LDAP server

LDAP server - Local
Local - LDAP server
LDAP down - Local
Kerberos server
Kerberos server -Local
Kerberos server
Custom PAM

Local -

VIS 11 Series

Management

TECHNOLOGIES

|| User : root

W et

/ serial / serial_config f ports ,’i 1 Vj [ auth

Network
- ?oﬂ . Basic configuration
Configuration
Connection Port management
Apply all ports settings
Clustering pply all pi g

Automatic detection
Port title

Power controller

Peripherals

Host mode configuration
System status & log =
freekvM configuration
System administration .
Serial port parameters
System statistics :

i Port logging

Port event handling
Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Authentication
Authentication method:

User access control

Alert configuration

Power control configuration

Service processor configuration

| Lacal

\Mone

\BADIUS server

ADIUS server - Local
|Lacal - RADIUS server
RADIUS down - Local
TACACE+ server

TACACS+ server - Local

[ Savetoflash |[ Save &apply | [ Cancellocal - TACACS server

| TACACS+ down - Local
|LDAP server
|LDAP server - Local

Local - LDAP server

Copyright © 1998-2007 Sena Technologies, all (LDAP down - Local

Kerberos server

____________________________________________________________________|
‘Kerberos server - Local

2F

—/

|Local - Kerberos server
|Custam Pakd

18 426 Alc/2 EE0| het 915 =4

oIE AMHE 28 4% Ii20idHE S &sUt

RADIUS server
First/Second authentication server
First/Second accounting server

Shared secret
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Timeout
Retries
TACAS+ server
First/Second authentication server
First/Second accounting server
Shared secret
Authrization service
LDAP server
First/Second authentication server
LDAP search base
Domain name for active directory
Kerberos server
First/Second authentication server

Realm for first/second kerberos server

8 4-272 RADIUS MHBl — locallil CHEt Q1S
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Authentication

[ senal f senal_config / ports ;‘]_V| J auth

Basic configuration

Port management

Apply all ports settings

Automatic detection

Port title

Host mode configuration

freekVM configuration

Senal port parameters

Port logaing

Paort event handling

Authentication
Authentication method: [RADIUS server - Local |

First authentication server:

Second authentication server;

First accounting server:

Second accounting server: [ |

Shared secret:

Timeout (0-300 seconds): %Tl'D el second(s)

Retries (1-50 times): 3 ”:time(s)

User access control
Alert configuration
Power control configuration

Service processor configuration

Save to flash ] [ Save & apply ] [ Cancel ]

18 4-27 RADIUS A/t - localtfl gt /5 &

0

4.5.11 User access control &3

.L
o

, Port escape menu &0IM2l Ol SEHAEH K

o

= IIf AEEY ot 2o 22 43 ELICH Multiple session £ 20
=
=

ru
™
ro
rlo
E
40
A
Im
Ty
o
=)

0
b2
2
e
1y
i
>
o

o
o
=

A ZSLICH Log E2det2 8 429 0l EAIE A0t 2 Port escape menu &f
=

9| portlog E ==+ U= H=2 “showalog buffer” Bl =0 &2 #st= Z2F&LICH &, “showa

log buffer” Oll5== port log Jt enable TI01 AS ZR02 LEFLLICH Break 8232 FAl 1

& 4-29 0l EAIE 24Dt 20| Port escape menu &2 “send break” Hi=0l &2 #&t2 Z28E
S0t AtEXt= e Alelg ZE0 break A1SE 2 = UASLICH OHX

LICH O DI=E
S

X
& Override &2 d#&t2 oY Al2ld ZEDJF VTSI 2 Power controller configuration Ofl
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Power controller 2| Ol oY AFEXOF VTS 1l 2 power daemon

AEHE override 601 Power controller 2 2& ZE)

e
U
Hol
Im
=2
e
11
0
nm <
%0
]
oY
H0
00

0l Power controller
AE access & & U= HStE2 ZHELICH
<<Everyone>>2| HZASI2 User access controlfil A JHEH2Z HAIE = AI2XE HS B
=
—

|
MNEXS 82 SIS YAISILICL <<Everyone>>2| HIZASHW (12 2 ATS & AEX
& o

=
i
>
o
B
im
I
rr
12
x
B
E
B
im

User access control & & 9

[m
=
0x
o
%
HI

o
H
Im

Port 2SS & AMEX OS2 EZEW HESHH I/MI| JIsS O 0188 = USLILCL
Monitor & 23 8te8t Jt&l AHEA &2 2471 IS8t JtELICH Port / Monitor E2 38t 25 Jt
A AEX JES Port I2ASE2 Jt& AL S0 2= 2AJI/MI| JIs&ELE OtLi2t ZE
HAE OE MBI HEE 222 =& USLIT

Power, Log, Break &2 3 &2 Port escape menu &2 £8 H3W s H2des 2EF U
Ct. Override B2 &2 Power controller Jt AR U= S8 R0 E2AE=S 2EELU

Ct

AZ XL Authentication & F 0 W2t VIS lILE 21E MBSl e1E= HAMHOF ot A2 =E0/1,
2S00l FHE 0 Alelg ZE 220! JisgLl
=) %

4.5.10 Authentication &&= &ZXGtAID| HHELIC

4

User access control & &0 et HESH &

Ch. Authentication &0l 28 XIAHIE LIS

User access control
g 23 st EEf= Port, Monitor, Power, Log, Break, Override 2| (i &FJI QA&LICH Port 2
2 e MEcz ZEN HEBE == U=l HRE FAIELICE. Monitor E2A&HE  Sniff

R £ LIEtLICE. Power, Log, Break &2d &2

2y, 20801 2t HH Break &

H S 23 ¥y =
2 UA=XE EAIELICH Override 82 &2 Power controller Jb H2Z2EH UAs E48 H20
Sl
=

on
JH
0
bl
b2
ro
e
<
=
0R0
Pn
10
bl
ry
H
o
==
Pl
0r0
il
°
o
o
2

<<Everyone>>2| &HIZHsI2 ELZ d=2detol & 2
<<Everyone>>S| HIZA&D [}E E2AES & AMEXIL AU F2Hst2 €52 HAIGHH
SEoi0F ELICL 22 E2AEE = AENSS ot BANA ClAEZ S WAA 2IA
EQol H2ASE ZAICIH SEE =& USLICHL WAL 2lAEN KHAME HE2 9.2 dAHA 2
AEE FXGHAIDI BHELICH

22X S ZEZQ| H22 HEetd A2 AIEXAIF JUCHH, 2e|Xt= <<Everyone>>2| &2
HEtS MAs MEHZ SE6t0 Metold= AIEXY E2AEE MIAGHA %2 dHZ2 ALENE
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S=otd ELUCh 22Xt S MEUAHE Al2lE ZE=Z9 HZS ol&otdd &0H
[e]

<<Everyone>>C°| HZA&ES Motk &2 &tiE ZFotd, SEAEXS E2HES HAs &

o

User access control

Access type

5 : Action
Port Monitor Power Log  Break Override

User or Access list

< <EVEyones> B |l O

userMonitoriccess El F] El
userNone E B ] O O O
userPortAccess O] = El
userPoweradmin E]
grMonitoraccess El = El
grPorticcess El = El
?- T al= 0
|----- Select an access list -——-- v El = El
) Move to Access lists to edit access fist,

Enable/Disable multiple session : Enable v

Enable/Disable sniff user menu ; _ Enable +

Session display mode @ Server Dut_;j@t v

Display data direction arrows : :Disable v_.

18 428 AlCIZ EEO0| LHat HH L Mol £€F

Multiple session

Multiple sessionS Soil 0icd Y2 AIE XD tLELl Alel
Port S£= Monitor E23EHS 0
Aelg ZE/AA ZEN S5 = USLICH sAM 85 = A= Multiple session user2|
== 16012 SHEE O A0 L6 AIAES 2|AA0 2ol MEtE = USLICH

AMZ2X2l Multiple session2 Q&G ™ Enable/Disable multiple modeE EnableZ2 & &3l 0f

4= JUSLICH User

—

&rLICt. Session display mode= User input, Server output?t Both

tu
x
0
o

input 22 HFE &HSR, Multiple session AIEX= Aldlg ZE/RH ZEZ NYL e
HIAIXICHES ZEE £ USLICE Server output 252 EFE FA=R0e= Alelg ZE/RKA
ZEZ2EC HAIXCHS 2tEE 4 ASLICL BothREZ HAFE ER, 2E d&HE HOIHE
& = UAsUCh

Display data direction arrows= LIJt12 S0 Jt= OIOIEHS 2&= HAIGt=E st HEE OOIEHS2

W
>
=)
i
m
x
N
ol

o
=

A £E A HELICE Enable/Disable sniff user menu = Multiple session AME Xt

=
E0 HZote B2 AL A& H=w2 HEAl RE EF&LIC

Hel

A

JIZE0 0101 AFZ2XDF ZEN HAZ T U2 W, Multiple session AFEXDE CHS0l H&6ts
e 4-292 22 SHO0| LIEFLIAI ELICH. Enable/Disable sniff user menu JF Enable & &3

T UeH =021 MZ=H sniff user menu It EAIEI0 Ol H Port escape sequenceE A& otH
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Port escape menult LIEFELICt Port / Monitor 82382 2%

Monitor E23 88t It et MEXELN =2 HEsS ERot

i
o
0t
9'j
=)
el
> [
4]
I
m
Q
30
rr
m]
i
w
D
wn
4}
o
5
>
0 =
>
i
M
fu
e
s
ro
Hn
HI
10
9'j
kJ

session] Ol
USLIC
MEXt= [send messages to port user]E Sof Rot= ALRZAUA HAIXNE dEE =%
USLILCE [show last 100 lines of log buffer]E &&iotd 2 1E &2lg =5 UL, [close current
connection to port]E Sofl M2 2= S=Y =& UASLICHL ZE OIHE BHs

IIFEIL LMIH Oi=0l ZEIH ZEAELD [clear alert] HIwE &E6t0 ZEE HME =

USLICH

Vel come to VTSII-3200 Consol e Server (Sena_VTSII)
PORT — server nane on port 1

VTSI | -3200 Login : admn
VTSI | -3200 Password : *****

Enable/Disable sniff user menu J} Enable & U2 & G313 22 sniff user menu Jt

HZAIELICH Ol a (“Connect to Port read/write”) 5= b (“Connect to Port read only”) B

HEEHH WY ZEN &=01 JtsELICH ¢ (“Do not connect, drop this connection request”) 0l &=
S 5tH HZO0 ZAHXM d (“Look at port log file”) HIwE H& &3 port log It HEAIZHAM
Y ZEN &0 &LIC

a. Connect to Port read/wite
b. Connect to Port read only
c. Do not connect, drop this connection request
d. Look at port log file
>> a
Entering server port, ..... type 7z for port nenu.

>> "root' initiated a new r/w session

EZE H=ES Al port escape sequenceS 2 EotH Otciet 2& port escape menu Jb HA
ELICL Ol 2 D= =8t "t 20| algAs0l 48 202 ZAIZIA ELIC
Port nenu:

<<<< Alert detected ! >>>>

b send break

| show a | og buffer

d di sconnect a sniff session
a send nessage to port user
u show users

=

reboot device using power-swi tch
p/ - power device off

104



X cl ose current connection to port

12! 4-29 Sniff user 2/ HOIA FHH

port escape menu & 0IA AFEXIDL | (“Look at port log file”) E S HEIGHAH & SMIMA HEE
e ZEQ| log Jt ZAIELICH Ol Z2E log € HAIGt= 3tHZ linux 2| shell utility = otLIC!
less command £ XI&3I2Z 0|2 0|3ol0 oY ZE log &N HANE SHOIHL S o

£ MGl 829 JIs2 028 = USLICEH less command 0l CHSt XHAISE AFEEE Linux &2

=o=0

o 2

man page € 0806t & =+ USLICH
45.12 Alert &3

Host modeJ}t Console server mode? 3SR, TE Z0QI0|L} ZE & O|HIED} grast [
ol OiOIMEE oMY HE HAFW T2t olfYE XA5old, SNMP 0l0IME= SNMP trap
AX0 2k SNMP trapsS 2tel Kol Hl A skl Ch

Automatic detection& & 0lAM Device detection methodJt Activez &E&E

d& 22 £F0 Mt
VTS IDt FIIHeZ 248 FXI @22 0IL0lL SNMPtrapE d4Eg = UASLICH
Host mode &€& 0| Al Service processordl IPMIZ &EE| 1D Service processor configuration 0f
HAAE Sensor FEIF LMotH AF ek OIHLOILE SNMP traps A SE 4= USLICH

IE

A ZEQ HR20= 2702113+ Service processor Alert2 X & & LICH.

0y

Alert &0 et && Oi2t0IH= Ct213 2 SLICH
Email alert for port login
Email alert for device connection

Email alert for active detection

Email alert for service processor

Title of email

Recipient’s email address

Port login trap

Device connection trap

Active detection trap

Service processor trap

Use global SNMP configuration
Trap receiver settings
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Alert configuration

[ serial / serial_config / ports [;_1_:|,f' alert

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parameters
Port logging

Port event handling
Authentication

User access control
Alert configuration

Email alert configuration

Email alert for port login: | Disable |
Email alert for device connection: !_DTs_a_Euﬁ|
Email alert for active detection: iDTS—aEEl
Email alert for service processor: | Disable |

SNMP trap configuration

Port login trap: Disable «
Device connection trap: :Disable f
Active detection trap: Disahle vJ

Service processor trap:
Use global SNMP configuration:

Trap receiver settings

Mo. IP address Community User Security- Version
level

1 [0000 || public - vl v

2 [0ooo || public | — (v ]

Power control configuration

Service processor configuration

Save to flash ][ Save & apply ” Cancel ]

_J&' 430 Console server mode 2/ Alert £ &

Email alert for port login
MEXIL Al2lg ZE = |4 ZEZ 271

&% gLt

e
I
rr
Hy
I
(=}

T g Mollids 858X HRE

Email alert for device connection

Alelg ZEJL FHlg HZEH0U HE0 22 M olflegds 858X 6FRE £8eLIth

Email alert for active detection

4l

Automatic detection €& 0l A Device detection methodJl ActiveZ 8&3E AL, FIIES=Z
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A ZXNEEE Oz 858 X 6RE £3&LUh

AL
0

Email alert for service processor
Host mode & &0IAl Service processordt IPMIZ &&% 10 Service processor configuration il
A

o
ZHE Sensor FEI 2 [} OIIES 8EEX HRE £FELICH

Title of email

dEEHE ol N=ss 288

-
o

Recipient’s email address

d&EEHE Olflgds 2= =28 &

AN
0
el
c
a

Port login trap

AFEIE Alel2 ZE L= #23 ZEZ 270 L= 202 € [ SNMP trapS= Z&AIZ X
HEE &8 LIt

Device connection trap
Alelgd ZEJ Hblzg HZAEAHLE HZ0| 22 [ SNMP trap=2 ZMAIZX HRE &FESLICH

Active detection trap
Automatic detection €& 0 A Device detection methodJl ActiveZ &&3E AL, FIIES=Z

=4 FXNE20 28 SNMP trapsS ZHAIZ X HEE £ ELICH

Service processor trap
Host mode & &0IA Service processor)t IPMIZ &A1) Service processor configuration ]

A XS Sensor FAEIF LME [ SNMP trapS 2MAIZ X {EE EFELICL

Use global SNMP configuration
Ol metOIE It Enablez2 23 EH, UERD 28 &= & SNMP £2E0AM SAl=E EE =41D|

HEH0 EY 40|12 AZELICH

Trap receiver settings

SNMP trap & &0 ZR8 2 S==0 st &2 3.2 SNMP &&= E NG A L.
Host mode Dt Dial-in modem modeO| 2 Dialin modemtest)t 8™ LIS AL, Dial-in modem test 0l

CHet Ol EDL &ish [, Ol0E GIOIMEE=E OlY B2 230 Wt Ol S HE6ta], SNMP

IOl E= SNMP trap & &0l {2t SNMP trap2 22l KA & Z&LIC
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Alert configuration

{ senal / senal_config / ports j]__"| [ alert

Basic configuration
Port management
Apply all ports settings
Port title
Host mode configuration
Serial port parameters
Alert configuration

Email alert configuration

Email alert for dial-in modem test: :EEETE_\,!

Title of email: | |

Recipient's email address:

SNMP trap configuration
Dial-in modem test trap:

Use global SNMP configuration: D|_sab|é_f|

Trap receiver settings

No. IP address Community User Security- Version
level

1 [0.0.00 || public | — (v ¥

2 (000 |[public [v ]

Save to flash ] [ Save & apply ] [ Cancel ]

18! 4-31 Dial-in modem mode &/ Alert &&

Alert &30 Cist &3 mtet0leH= O3 ZsLICH
Email alert for dial-in modem test

Title of email

Recipient’s email address

Dial-in modem test trap

Use global SNMP configuration

Trap receiver settings

Email alert for dial-in modem test

Dialin modem test0fl CH&H OIHIED} ZME [ O|HIZS NMEZEXN HEE && §LICL

Dial-in modem test trap

Diakin modemtestOfl CHSt OIBIEDL &S [ SNMP trapS ZHAIZ X GHRE £& & LIC

4.5.13 Power control & A

o AESHIE VTS 10l HZE0 JACHH, Alel2 ZEJL 1] It 2ES2 2 0= Otz
ZC0 U=XE ZZELILL 0f &8 01200 Al2lg ZEN HZE X HIAS 22
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Power control configuration

J serial / senial_config / ports ;‘i 1 V__!f power

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Serial port parameters
Port logging

Port event handling
Authentication

User access control
Alert configuration

Power control configuration

Port# Manufacturer Title Qutlet Action
No power controller outlet found...
<<Everyonex>» Power access |Baytech an Port 16« | |1 Add

Service processor configuration

& 4-32 Power control &' &

4.5.14 Service processor configuration

Host mode & &0l Al Host modeJt Console server modeZ & & & 1) Service processorlt IPMI, iLO
= DRAC 2z 4d3IH, A STAEE IPM|, iLO, DRAC &2
A

Z2ost MtetolegE 28

sl

i

LICt. & 4-33= Service processor configuration 3t 2 20 ELICEH

Service processor configuration0il CHet €& Tiet0IH= G0 £ sLICH
Destination IP

Destination port

User name

Password

Sensor alert configuration
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Service processor configuration

[ seral / senal_config / ports / |1 |/ ipmi

Basic configuration

Port management

Apply all ports settings

Automatic detection

Port title

Host mode configuration

freekWM configuration

Serial port parameters

Port logaging

Paort event handling

Authentication

User access control

Alert configuration

Sarvice processor configuration
Destination IP address: | |

Destination port (0-63535): |D |
Frotocal: |Te|net vi
User name; | o |

Passwaord (new): | |

Passwaord (confirm: | |

Copy port configuration

Save to flash ] [ Save & apply ] [ Cancel ]

_1&/ 4-33 Service processor configuration

Destination IP

A AHE 2ZAl / HO{dl= BMC(Baseboard Management Controller)2l IP =45 &3 &HLIC.
Service processor)t IPMIOIL), &2 IZEQS| Remote port parameters & X 0IA ProtocolS
RMCP+(SOL)Z &gt HAS Remote port paramtersOiA & &8 Destination IPIJt HEAIE 1D 47|

8 Wet0IEIE =0 HE3g = glsUth

Destination port

A AHE 2ZAl / HOdt= BMC(Baseboard Management Controller)2] TCP port HSE
SAHELICH. Service processordt IPMIOIL], &2 IEES2l Remote port parameters & &0 AM
Protocol2 RMCP+(SOL)Z & &5t HS Remote port paramterstiAl & &St Destination portJ}

HAIZD &0 &2 W20t &0 HEE = SSLUICH

Protocol
Service processor type Ol DRAC & &< oY service processor Ol &Z Al Al&0l= protocol =
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Telnet £= SSH & ot Z&otH ELICH

User name
AH AHE ZAl / HOdk= BMC(Baseboard Management Controller)2 &=6t=0 Z 2§t
o

ArEX 0|2 L= LICH
User password
AH AHMHE ZAl / HOdl= BMC(Baseboard Management Controller)2 &=6t=0 Z Rt

AMEXS] HARKEES JSHELICH

Sensor alert configuration

S22 oIt olLt

Service processordt IPMI & &2 A2 AB2 B2E 2MAIZ Sensorl =
E HFELL. BEBE LHAIZ SensorE SEoIH2E AHMZ

SNMP trap &2 Z229 EFE
dEE LMAIIIHAH Alert &30IA Email alert for service processor Lt Service processor trap2
Enable2 & &0oiOF &LICt

4.5.15 Copy port configuration

Sl ZEQ 4= [HE ZEUN SAtotd A2 &HS Copy port configuration £ 0| E& LICt
Copy port configuration A= CtS0t 22 LE0IHE 438 & == JUSLICH

Update port title
Update assigned IP address
Update listening port

Update port log file name

Update port title

Sl ZEQ HF= [E ZEUW =AE M Y ZEQ port title 885 20| update X
FE ZF ELICHL O] H=J} Enable 2 AF ™ & ZEQ port title 2 ‘Port Title #9” 2t

20| HAZES #SII Z&E JI2 port title 2 B1Z0| ELICH 0l H4Jt Disable 2 &8 %™

HE 2F SAAl e ZEQ porttitle 2 B0HA &0 &M 201 =XIJt ELICH

Update assigned IP address

Sl ZEQ = [UE ZEN =AME M & EZES Assigned IP address && S 20|
update Xl OHEE Z& &LICL 0 W=It Enable 2 #3&HY & ZEO Assigned IP
address &2 &M EEZQ| Assigned IP address && 0 ZEWS X0| 22l g0l HAHHA
HA30l ELICH 0 H=JI Disable & H&LH ZE A& SAAl (Y EZES| Assigned IP

address 882 HotAl 210 S g0l X2t ELICH

g =
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Update listening port

Sl ZEQ HF= [E ZEUW =AE M Y ZEQ port title &85 20| update X

OEE Z2F ELICHL 0] ¥4It Enable 2 & & L EO| port title 2 ‘Port Title #9” 2t
20| HAZES HSIt LS E J|2 port title & HZO0| &LICE 0 H=4J} Disable 8 883%™
ZE 3 SAAl tHa ZEQ| porttitle & HGHA 210 &M 2t01 SXIJF ELICH

Update port log file name

Sl ZEQ HFZ2 U2 ZEW SAME M e ZEQ Port log file name && & 20| update
Xl HE8E 28 &LICH 0l H=It Enable 2 &% & ZE2| Port log file name &8 2
‘port9data” 2t 20| HARZES BISIt ZetEl JI2 Port log file name 22 HAO0| ELICH Ol

(=3 e =l
B4} Disable 2 A& LM LE HZF ZAA O& ZEQ Port log file name 2 H5HK

el
S gt0l =XIJt ELICH
Check all HES 0IE6tH &g 2= UE ZEE HE8Y == UOH Uncheck all HES
F28 8HE 2= U2 EE HdE8sS ol & = UsLIt
2 al A

Copy port configuration
Update port title: [Enable

W
Update assigned IP address: Enable v
Update listening port: E'i§'|'-|5'.'ij'|'e _v‘
Update port log file name: [Enable «|
Copy to : -
[ Checkall | [ Uncheckall |
[JPort Title 22 [JPort Title =3 [JPort Title 24 [JPort Title #53
[JPort Title £6 [JPort Title =7 [JPort Title £&8 [JPort Title =9
[CJPort Title 10 [JPort Title 11 [CJPort Title 12 [JPort Title =13
[Jrort Title 214 [JPort Title £15 [JPort Title 215 JPort Title 17
[JPort Title £18 [JPort Title =19 [JPort Title £20 [JPort Title =21
[JPort Title £22 [JPort Title =23 []Port Title £24 [JPort Title =25
[JPort Title 225 [JPort Title £27 [JPort Title 228 [JPort Title =29
[JPort Title £30 [JPort Title £31 [JPort Title £32 [JPort Title £33
[]Port Title £34 [JPort Title 35 [JPort Title £36 [JPort Title 37
[JPort Title £38 [JPort Title 39 [JPort Title 40 [JPort Title =41
[JPort Title 242 [Port Title £43 [JPort Title 244 [JPort Title £45
[]Port Title 246 [JPort Title 247 []Port Title 248 [test rport
Copy port canfiguration: @

_1&' 4-34 Copy port configuration
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4.6 All Port &3

2= Aelg

o

0lE5tH €LIC All port

SgotH 8= &<, 0l JIs
2

F
configuration AEHOIA &EAS 22 HE ZEQS| Apply all port setting S&&0| DisableZ

HEE0f UK 22 DE Al

All port
1.

© N o ok~ wD

10.
11.
12.

configuration It2t0lEH= oteiel A8z UHANH & %= UASLICH

Port manage ment

Automatic detection

Port title

Host mode configuration

freeKVM configuration: Only valid and visible if host mode set to Console Server Mode.
Serial port parameters: Invalid for remote port

Port logging: Only valid and visible if hast mode set to Console Server Mode.

Port event handling: Only available if the host is set to Console Server Mode and Port

logging is enabled.

Authentication

User access control: Only available if the host is set to Console Server Mode.

Alert configuration: Only available if the host is set to Console Server Mode.

Service processor configuration: Only available if the host is set to Console Server Mode

and Service processor is IPMI or iLO.

Port management

[ senal f senal_config / ports ,fi -q”" J port_magmt

Apply

User
Alert

Basic configuration

Port management

Enable/Disable this port: Erzhle «|
Group: NONE _w;'i_
Automatic detection .
Port title
Host mode configuration

freekVM configuration
Serial port parameters
Port logaing
Authentication

all ports in a group: .@-.II ports

access control

configuration

Save to flash ][ Save & apply ][ Cancel ]

L

18 435 P= XE &F
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Apply all ports in a group

e 80l ofiEole ZESHH £ HEELILL

-

Enable/disable this port
Ol mtetilHeE EZEQ Jils MENWERE Z&EELICL

Port title

OlEOF S8 2ol 28& d=2, 2 Aldlg ZE L= & ZE e ZE E0IS
ES

rfrro

0oy ¥ ZE B3O xgez HFELICH HE S0, £E EIO0IE0l “my server'2 3%
AR, ZE #1°] ZLE EIOIE2 “my serverl’2 HFE ) TE #2°| IE EOIE2 “my server2”
2 Asez AFEUL0h &8 LE #12 “my server33’' (A2l ZE %= + 1 0= VTS Il 32002
a2z g8ELt

Host mode configuration

Qn

& 2 Alelgs

I}
g
T

Host modeJ} Consol server modeZ A& s AL

g2 YAz sz gLt

(IP address assigned + serial port number - 1) for serial port and

(IP address assigned + remote port number — 1 + serial port count) for remote port

HE S0, =& IP =20 2 ZE HF0AM 192168.1.12 2YEH= 22, ZE 19 IP
FAE= 192.168.1.101 &0 EE 292 IP 4= 192.168.1.20] &LICH. VTSIIZ32000! &<, &4
EZE19 IP == 192.168.1.3301 ELICL 012t KR ASHHA, Listening TCP port number= £&t
C89 gdsocz dFELICH

(listening TCP port number + serial port number - 1) for serial port and
(listening TCP port number + remote port number — 1 + serial port count) for remote port
Host modeJt Terminal server 2E& H& L= S, 2 Alel€ EE2 Destination IP A=
Console server 2| ZR2 22 ooz ELICH 1L, Destination TCP port number=
0| S¢ SLICH HE =0, Destination IP =4 & TCP port numberJt
= &%, EZE 19 Destination IP 4% TCP port number=
=

22| Destination IP =22 TCP port number= 192.168.1.2:8001Jt

£

serial port number 2} &f 2t
192.168.1.1:80012 &
192.168.1.1:800120t &0
ELICH

bl
Lul

= 0

I

freeKVM configuration, Serial port parameters, Port logging, Port event handling,

Authentication, User access control, Alert configuration, Service processor configuration

? &2 mtetileHel &%, Al Port E20M &8 2 B Aldlg ZE L= 33 ZEWAM
S2otH A& LICH ChE Serial port parameters 282 AR0l= | ZE0M F&gsS 0IXA &
SLIC
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4.7 Serial port ¢ &

VTS 112 & &3 QHHOIA= AEXNZ of0= AFSAH KRSl Telnet L= SSH 2202 E
T2YE MEGHN ®#10T Alelg ZEN Ex2 = U= o= & JIgt Serial port

7 HHOIA AlelE ZE HAZ blw &= (Serial
2F

Ol HIOIXINIAM= port access menu, Alelg ZE, |}A ZE ZHAHYE =H0E X Z
ZEHAHEY Peer-to-peerl CHE Peer X2 AHE IS8 B= Alelg ZE0 st A& JIsS
NS & LICh

HAIOHOF & ZE It & MH 2Z33B.8 & A4 £F FX)0A XNEE & HOIKI HEAEE
Alclg ZE =5 =g 2 8 ZEE 1 X232 U=0AM 8 HOIXIo HAlctL, CE

HOIXZ &l 01Sg8 &= UEF 2F &=0l [-Movtto -] 2|AE SHASE HSELILCHL
J

Status ZE U= &R0 HA UL 82 AHE & = A= 2R L= Port event handling
UM e JRAED AT HEI YA B0 oY 001201 ZAIELICH I =&
Ot0I2= Z¢<otP Serial port power control HIOIXIZ2 HAZN Al ZES TMAE HAHE =

AN o =
Port # ZEYS ZS=olH EZE BsS =A=x2 FEg = UsUD. HSls LSIH=2=
d&otl & ¢ O S=ot8H UWEXH=2z2 JZELILL [-- Movt to -] SIAE EtANE 0ISE

L =Y
SN HEAELIC 3 ZE= AN Alelg ZE =20 2
20l HAIZID, SHAHE =di0lE EX2 ER0les ZE s 20l =dolE EX B30t
Z25LICH 2HAHE Peer-to-peerll Peer X2 B2 Peer Xl HSI ZAIE L, Peer X2
SdAHE =dI0IE EXY B Peer Xl HS O3S0 2HAHYE =di0lE EXI St
HEAIELICH
Title ZE XS S2IotH ELE EI0IE &A= FZELL M38lle EXH=22 Fdsotl & o

= H

S=otH WEX=e2 ZZ§LICL [-- Movt to -] 2lAE EtANE=E 0ISE

A

22 dMAHS HEoHHLE Aot D [Search] HES 2&otH
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|
VIS 11 Series

Management TECHNOLOGIES

|| User : root || Serial port connection

/ sernal / senal_connect
Metmrk peer : | Al peers v | port title : | | [[Search_|
Serial port
Configuration Port access menu conneckion
Commection Port access menu connection
Clustering Individual port connection
Power controller Status Port¥  Title # of User Comments
Peripherals "] 1 server name on port 1 0 < Not used =
2 PortTitle £2 0 < Not used =
System status & log 3 PortTitle #3 0 < Not used =
System administration 4 PortTitle #4 1] < Not used =
) 5 PortTite #5 0 < Not used >
Syst tatisti 2
yslenisiatistics 6 PortTitle £6 0 < Not used >
7 PortTitle £7 0 < Not used =
Activate Locstor LED 8 Port T!tle #8 0 < Not used >
aooly Ch 9  PortTitle #9 0 < Not used >
UL o 10 PortTitle £10 0 < Not used >
Login s a different user 11 Port Title £11 0 < Not used >
Logout 12 PortTitle #12 1] < Not used =
Reboot 13 PortTitle £13 0 < Not used =
14 PortTitle #14 0 < Not used >
15 Port Title £15 0 < Not used =
16 Baytech on Port 16 0 < Power controller =
17 Port Title #17 0 < Not used >
18 PortTitle #18 0 < Not used >
19 PortTitle £19 0 < Not used =
20 PortTitle #20 0 < Notused =
30 PortTitle #30 0 < Not used >
31 PortTite #31 0 < Not used >
32 PortTitle £32 0 < Not used =
33 DellDRACS 0 < Notused =
34 HPiLO 0 < Not used >

Copyright © 1338-2007 Sena Technologies. All rights reserved.

18 4-36 AlC/€ ZE HZ HOIX

AEX= HMOlotels EES ZEBSLE EIOIES 220l & Jtsd HYSS clAEY =
USLICH HHCUAENA ot HHES HEotH LEE MUHE = ASLICH O 4-37= EE
ISt EIOIEES Z2Eot0 LY XYPUAEE 20HSUC. ZES XHYLIAEIL HAE
SEH0IM EZE Bl EI0ISES S=ot HYelAEIL A2HELUICH 0 AHE0M OE ZE
ISt EIOISS HEGHH 0|8 ZEQ NYULAE= A2tXlD ME Mgt ZEO| NALIAED}
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Serial port connection

/ serial / senal_connect

Peer: | Al peers_:i Port title : | [ Bearch |

Port access menu connection
Port access menu connection
Individual port connection
Status  Portx  Title # of User Comments
§ 1 server name on port 1 1 root < Mot used »
@ Power Control
= Serial Terminal Connection
B freekVM
2 View Port Log
‘4" Clear Port Log Alert
#* IPMI GUI Access
& Port User Management

(= | 2  Port Title #2 0 < Not used =
J8 437 ZE &HPZIAE

AMEX= XS0 EHdlds ZEQ HYUZIAEN Us HOEY 222 Serial Terminal
E0 &Hxs £ USLICH AIEXDF oY ZEQ HOlg
Lt

ASXHOIA AlelE ZE E=0 et

&1 oy ZEQ ZZEZ0| Telnet £& SSHE && 40 Y2 FIR0E EYHE HOE
olgd0/& &9 ZF= 4.55 Host mode EFOIA Jl=& HI2H 20/ Quick connect via O #+2/
LI gto] 0ret et L

Java Telnet Applet2 ZE| &=%56H)| |ISt SAE D8] AFEXF 2EHHIOIAE HSEHLICH Java

Telnet Applet2 Telnet &= SSH HZ S X|25tH, EE2| Host mode)t Raw TCP & 2E2
HEE HA= 22 Sl ZEW &% & gSLICH HZEE ZEE Z22/5tH, Java Telnet Applet
Z0| LIEILIAN E1 20, AEXtE 1 ZEN &6 fIof 228 Xtalel AFEX ID 2 HIY BHSE
geolcte REFS I ELIU. 5SS 22 B2, AEXLs 8 Aldg ZE, 83 ZE E=
SHAHY £di0IE EXN/2HAHEY Peer EXIQ ZEW HZE £ USLICH Java Telnet Applet
&2 ElOIE Hl= Telnet & SSHe| HZ AR, ZE PSS ZE EOIEN &2 HEBE

SUHSLILCHL & OlcHe HES2 Local echo ON/OFF, ¥&, &2 = Bd0|12 84 S92 J|

HZot) AsLICh.

or
nio
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AVA Telnet Applet - Microsoft Internet Explorer

Telnet [ 1 : server name on port 1 ]

Trying 192.168.19.1 7001

-

T oadmin

e

for port menu.

[

Is _ Local echo | Connect | Disconnect SendBreak

Close

J& 438JTATelnet =R
f@ : : : - o AES)

5
=

i SSH User Authentication

S5H Authorization reguired
User name |admin
Password |""*‘* |

| Loginﬂ| Cancel

Close

J& 4-39JTASSH FZ ¢
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VTS 11D} SSH H& 12 XNa& X R = ARCIEl Z2mM2l SSH V1 E=0A ZFELICH
(9.7 Security Profile &#=X). Java Telnet Applet2 0|&0t0{ SSHZ o2& [ AF&%l= SSH
HE2 & Ml 232 Web applet option =0 A &S&E&LICL (3.8 & AH £& &X).

&1l SSH ZJ J1Z2 SF& AFEAIE Java Telnet Applet 0/ SSH ZJf 7] QIS MZorA &1
o

=20/ Java Telnet AppletES 0/&0t0H &= Sof ZEO0 &%g = ASLICL

Aclg ZE/AA EES M HO0 et 28 JlssS ML HEUAEN A= On/Off
&EiE HAIol= Power Control 0t0I2E Z2&0tH, MEXs Al ZE/EA ZECQ
I

&2 M O (Serial port power control)ot= HIOIXIZ 0ISE =+
_?_

X MREAS 22g = JUSLULICHL VIS N0l =Ote Iie AESHE 22g = Us IS
ZHAEEH 22l(Power controller management) HIOIXIZ22 HZ JlsS MIELICH EZEIt

=]
1
A
Im
Il

Al HZEN YD MIAAEEHZ 8N JA2W, HACIAEN Power Controller
Management 0t0I&20| ZAl&l=0dl 0] o028 2 2

HEEHE HUHE = UsLItL TAME UWEES 634 IR ZEEZH BRI &cl - Alclg
HE gizg EXGHAIDI BHELICH.

ZEON HZE MBI KVWM HZE X&ot freeKkvM &EF0l D0 U= ZEES &ER

HAHCUAEN freeKvM HZ OtOIZ0] ZEAIELICH ALEXL freeKVM &2 00122 2= 6HH

KVM Z22i0IHE ZZ2 )= Aot AHE MO 22g = JASLICL =22 freeKVMOI
O

2FEH0 UL ==2| freeKvM 2F ZS0AM ZS2A0IHEI X&ots KVM 2S0[SHE

I

T2¥s de8g = JASE KWM 2lAEDN HAIZ D 0 SHUAM S8 KVM 2et0IHE
S2OYs MMELICH

View Port Log Ot0|22 MEiGtH g 4-40%2 22 View port log 2tHO0| LIEFELICE [Clear]
HES 226t &M IAE AHME =+ USLICHL [Refresh] HES 26t &l 2108
ZAE £ 1, [Close] HES 226t View port log 3tHS &2 %= USLICL. 2OU0I Port
event handling &8 0HAN SE& IIKFEI LATH SHH AN ZDIF HEAIE D [Clear alert]

o i

HE0l EAIEUICH O H = US
HYCIAEN A= Clear Port Log Alert O0I2% ZUW IIREI EHE I ZEAIE =0, 0O

OLoI2%= Z2E odliMoatol Aok AHEELICH

rm
1y
Ju
ol
e
0
HI
i
ol
=
o
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View port log - 1 : server name on port 1

Port log : & Alert  Click [Clear alert] button to clear alertion
SearchThisword

[ Clear | [ Refresh |[ Close | | Clearalert |

&/ 4-40 View port log

Host mode & &0l M Service processorl &F 0l et IPMI GUI Access, iLO GUI Access, DRAC
GUI Access 2| 0t01 &0 HEAIELICH

Service processorE IPMIZ &S FS2 IPMI GUI Access Ot0I&20 EAIELICH. O orol22
22otH IPMIE Soll 32 SAEE ot= oIHMHOIAZ HAAELILL O 4-418
IPMI GUI Access 3tHES ZEO0SLICL &Eo 2[AE ZANAM Rdols HYS HEGIH M=
2

S=2EZ FH SAESE ZAl/ HOHE = UsLICH

IPMI [server name an purt 1] on port 1

{ serial f serial_connect / | T
Control
Chassis Power is off

&' 4-41 IPMI GUI Access

A ZEWAM Host mode & 0l Al Service processorE IPMIZ & &35t Remote port parameters
S0 A Protocol2 RMCP+(SOL)EZ & Ei6tH, IPMI GUI Access 3HHO0I [Connect to system]
tHE 1 [De-activate SOL on another session] HHE0| LIEFELICH O 4-422 0| &FE
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AEIOIA &2 ZES| IPMI GUI Access 3tHE HEAIELICH [Connect to system] HES 22/6tH

23 ZENM XEs A3 SAEQ BMCZ HZol0 SOLES Sdl HE A SASE ZAl

MO E &= A&LICH [De-activate SOL on another session] HES Z2&otH &M E55 0 Use

SOL &S 20 MZ2 SOL ¢HZ S JtsotEE LI 01 22 Serial port &2 HOIXISl &
HNHelAEN LIEtL=E Serial Terminal Connection Ot0I22 Z22/5t0 SOL HZ 2 MEE
US

IPMI [Port Title #33] on port 33

[/ =erial f serial_connect § |N0ne j
Cortrol
Chassis Power is off
Connect to system
De-activate SOL on another session

& 4-42 2 HZEO] IPMI GUI Access

Service processorE ILOZ &FFMES Z iLO GUI Access O0t0I20| HEAIELICE 0O otolE22
/

=26t ILOE Sl &8 SAEESE ZAl [/ MOicts 2eleHHoAZ HZELICL

34 HPILO 0 < Not used >
= Serial Terminal Connection
2 View Port Log
#ILO GUI Access
+ SMASH GUI Access

J&' 4-43iLO GUI Access

iLO GUI Access 2tHE System summary, Control, Access settings, IP settings, System Health
information, SNMP, iLO event log S22 ?*&E0H USLICEH System summary 0 A= BIOS
information, System information, Processor information, Memory deviceS2| H&2E HIAI&LICH
Control B0lME &3 SAEN &E=ckAL, WHE HEZE & == USLICH Access settings
B0l A= SSH, Telnet, Web, Terminal, Virtual media S2 ZEE XI&StHUL Access Its HHRE
H&E = USLICL IP settings BE SolAdeE 8 SAEQ IP addressE HEE = UASLICH
System health information 80M= &2 SAEQ| Fan, Temperature, VRM, Power supply S2
FE2E == USLICL SNMP H0M= iLOS SNMPOI Ust BEE £FE = USLICH iLO

Eventlog B2 Soff iLO2| eventlogE = = USLICH
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iLO [HP iLO] on port 34

[ senal f serial_connect / ilo

System Summary

BIOS Information W03 08/08/2006

System Information ProLiant ML310 G4
Processor Information 3400 MHz; 64-bit extensions
Memaory Device DIMM 01; 1024 MB; 667 MHz

Refresh

Control

Connect Connect to iLO Console

Restart Restart system

Shutdown Shutdown system

Access settings

1P settings

System Health information
SNMP

ILO Event log

J& 444 SZ ZE O iLO GUI Access

Service processorE DRACR2Z &FME JS DRAC GUI Access O0t0l201 EAIELICH O
Ol0|22 226t DRACES Sl 32 SAEE ZAl/ HOGt= &CIEHHOIAZ HZEELICH
33 DellDRACS 0 < Mot used =

= Serial Terminal Connection
2 View Port Log

+* DRAC GUI Access

+* SMASH GUI Access

J&' 4-45 DRAC GUI Access

DRAC GUI Access 3t3 & System summary, Control, Access settings, IP settings, System Health
information, SNMP, iLO event log S22 F&&Z 0 USLICL System summary Bi0lA= System
Model, System BIOS Version, BMC Firmware Version, Service TAG, Host name, OS names 2
HE2E HAIELICL Control E0lAE 33 SAE0 E50LL, IIKE AHEE & = USUIGH
Access settings Ei0lA= SSH, Telnet, Web, Console S2 ZEE X &3tHLL Access Jts
HEE d8g = USLICHL IP settings BIE SoiM= 8 SAEQ IP addressE BHEE =

USLICH DRAC Eventlog 882 Sdll DRACS| eventlogE = #= USLILCH
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DRAC [Dell DRAC 5] on port 33

J serial f serial_connect / drac

System Summary

System Model PowerEdge 2900
System BIOS Version 1.1.0
BMC Firmware Version 1.14
Service Tag HMS10C1
Host Name poweredge
0S MName
Control

Connect to DRAC Console
Start system

Access settings
1P settings
DEAC Event Log

& 446 &HZ ZES DRAC GUI Access

SMASHE X|&6t= Service processor(iLO/DRAC) Ol CHAlAl= Remote port parameter &3 0l A

%)
<
>
@)
T
lo
=
0R0

O §g =
of =8ist = Ues HHES BHES ZAMELIL Y HES SHECZM Sl Target®l ol
HHES Aol =F SLICH B Property & 818 JSOtCHEH Property?l &2 OICEEAZ HA
T HEE £ UASLICH 22 HAGD BHAE propertySS HESH & GHO| Set HES 2
™ Y property2l 2t01 BHHFELICH
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SMASH [HP iLO] on port 34

[ senal f senal_connect / smash

[Star‘t] [ Stop] [ Reset ]

Targets
firmware
bootconfigl
log1
led1
oemhp_vspl
cpul
memoryl
memory2
memory3
memoryd
slotl
slot2
slot3
slotd
fanl
fanz
sensorl
sensor2
sensor3
sensord
powersupplyl
powersupply2

Connect to SMASH-CLP Console
Current Default Target Path : / system1

Properties

Name

name

number
enabledstate
oemhp_powerreg
processor_number
pstate_number

Value
= ProLiant ML310 G4
= ==not present<<
enabled
auto
1
2

g 447 &Z HZE S SMASH GUI Access

Ceh Alelg ¢Z HOoIXlole 8 ZES &= Ao st 32 HASLUC T=Hs
MEBXS =# &5), ZE AMEX OFOICI(User &=) ¥ EZE AZAIL e F=4(Comments
g=)2 ZEYZ HAIELICL

Alelg ZE AZ HOIX0 HAIEE O H&E AMEL 20 8 22 2 ASHS2
CIAEES Eolg =& UL, AIZXNY HBES THIE 2 =% USLICH oY AlelE ZEZQ
[# of User] &= S=otHL HYS/AEN U= Port User Management Ot0|22 2ot 1€
4-48 201 S0l Alelg ZE ASX elAE 330l LIE ELICH
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<3 Serial port users logged on list - Microsoft ... E|E|E|

Serial port users logged on list - 1 ; server name on
port 1

|l Terminal User ID

(vl ttyCo* admin
[ KlII [\J Reload ” Close

& 4-48 201 Z0! A2 ZE AEX} 2L E

Ol st AIZX ClAE S

o
e AtEX=2 HEs HHZE S8 = USLICH

x
e
Y
OB
S
9&
[n]
rr
>
0t
]
nin
o
i
ro
ol
=
(=
fm
o
4
[
|'Cl

VTS ll= & QIEMHOIAN ZeIcHK &1 HE Al2lg ZE H XZE L= =408 FX2
Alelg ZE) &Zot= & HOIXIE H SMe F=AFE0M OS2 201 YHotH

mlo O_H
]
c ol
[
[
T
o

Alelg ZEN XHE HZot=s JTA S

OIIM <IP>= VTS 112 IP =4 £ = ZHQ 0l&2 2l0IgLICh <port number>= Al2l

IS ==
HS, <port title>2 Al2IY EZEQ 0|SLICH AFEXHE <port number>2| ZE HSE JI& LE
o =

g = ZE 0|80l <porttitle>2 L&S LEZ HAE £ USLICH <port number>= L2 &
Alg JHELICH
[ R{ peer _nunber}][S{slave_unit_nunber}][P]port_nunber
o) 1. Alelg ZE #1:1 or P1

2. 2HAHEY =dI0IE EX #19 Alelg ZE #2:S1P2

3. 2 AHY Peer-to-peer EX|l #2 Al2lE ZE #3: RP3

4. 2HAHE Peerto-peer HX| #22| ZHAHE SH0IE X #32 Aclg ZE #4 .

R2S3P4

2 4-49%2 12 4-502 <port number>2t <port title>2 AIE6I0 &E Al2lg ZEZ HZGt=
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HE 20SLICH

User &SS S 201 &S0t AIE L= SSH &2 Al2lg 2&S Sol0 Alelg ZE, A
HE &= =diolE X2 Al2lE ZE0 22 = UsUICH

<user>: p=<port nunber >
CC =
4
<user>:t=<port title>
CC =
4

<user>:<tcp port nunber>

0JIM <port number>= ZE B35, <port title>2 ZE2| 0|SALICH AIEX

<port number>2|
IE HSE JH&l X

E 0150l <port title>dt LXcts ZEZ AZE == USLICH

=2=

m
ol
A
i
i

Port number2 AlZ2|

ne
Hl
Im
==
ikl

& HZ0 M2 <port number>%t 22 A2 ASLIGH
number>= ZEQ| TCP ELE HSY

USLICH

. <tcp port

oAz

o
I

A JAYA Telnet Applet - Microsoft Internet Explorer

TE) BIE 2N BHRNA EHD EIH) ;
D) [&] hiip://192,168, 18,1 /connect, asp7p=1 v/ EBas
-

Telnet[ 1: server name on port 1 ]

Trying 192.168.19.1 7001

Entering for port menu.

_ Local echo | Connect | Disconnect | SendBreak

&] UHEE‘. de.mud.jt.a..;ﬁppl.e.t. started L] ‘.:‘._.|E1.':.ﬂ

& 4-49Portnumber £ A/2/E EEQ ZE HZ
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2} JAVA Telnet Applet —
DHU(E) MEE)

Microsoft Internet Explorer

220 SAHENE B
-(0) | @] http://192.168. 19, 1/connect aspA=server

o
v Buas
~
Trying 192.168.19.1 7001

EEEH

“z for port menu,

” _ Local echo |

-

Connect || Disconnect | SendBreak

&] DHEE‘. de.mud.jta.AppIe.t. started L] @Ei':ﬂ

_1& 4-50 Porttitle 2 A/2/& ZEO XNE AZ

[root@loclahost ~] ssh root:p=1@192.168.19.1
root: p=1@92. 168. 19. 1' s passwor d:

Entering server port, .....

type "~z for port

nmenu.
[root @ocl ahost ~] ssh root:” p=1" @92. 168. 19. 1
root: p=1@92. 168. 19. 1’ s passwor d:

Entering server port, ..... type ~z for port nenu.

[root @ocl ahost ~] ssh ‘root: p=1@92. 168. 19. 1’
root: p=1@92. 168. 19. 1' s passwor d:

Entering server port, .....

type "z for port nenu.

g 4-511 [root@loclahost ~] ssh ‘root:t=server name on port 1@192.168.19.1"
root:t=server name on port 1@92.168.19.1's password:
Entering server port,

type "z for port nenu.

[root @ocl ahost ~] ssh root:”t=server name on port 1”@92.168.19.1
root:t=server name on port 1@92.168. 19.1's password:
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Entering server port, ..... type ~z for port nenu.

8 4522 2ISsA0 M <port number>1t <port title>2 0/ 86t0] SSH &3 Al2lg 2&2 Sot0
ZEN HZGH= 0l LICH [root@loclahost ~] ssh root:7001@192.168.19.1
root: 7001@92. 168. 19. 1' s password:

Entering server port, ..... type ~z for port nenu.

[root @ocl ahost ~] ssh root:c=7001@92. 168. 19. 1
root: c=7001@92. 168.19.1' s password:

Entering server port, ..... type 7~z for port nenu.
8 4532 2IsA0A <tcp port number>E 0| &30 SSH & Alele Z£2 Sot0H ZE
HZol= GIYLICH 8 4-54 Y & 4-55 = slave unit 2| <port number> £ 0|&3dt0{ SSH &

A Alelg 2£2 Sot0 ZEW HAZok= WY LIC
[root @ocl ahost ~] ssh root: p=1@92.168.19.1
root: p=1@192. 168. 19. 1’ s password:

Entering server port, ..... type 2z for port nenu.

[root @ocl ahost ~] ssh root:” p=1" @92. 168. 19. 1
root: p=1@92. 168. 19. 1’ s password:

Entering server port, ..... type ~z for port nmenu.

[root @ocl ahost ~] ssh ‘root: p=1@92. 168. 19. 1’
root: p=1@92. 168. 19. 1’ s passwor d:

Entering server port, ..... type 2z for port nenu.

g 4-51SSH &Z Alc|g Z£= &aF ZE 2Z - port number
[root @ocl ahost ~] ssh ‘root:t=server nane on port 1@92.168.19.1’
root:t=server name on port 1@92.168.19.1's password:

Entering server port, ..... type ~z for port nmenu.

[root @ocl ahost ~] ssh root:”t=server name on port 1”@92.168.19.1
root:t=server name on port 1@92.168. 19.1's password:

Entering server port, ..... type ~z for port nenu.

18 4-52SSH && Al2lg Z£= &

[on

FHE HZ - porttitle
[root @ocl ahost ~] ssh root: 7001@92. 168. 19. 1
root: 7001@92. 168. 19. 1' s password:

Entering server port, ..... type ~z for port menu.
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J& 453 SSH &Z Al2/Z Z££2 &5 ZE HAZ - tcp port number

‘l

J& 454SSH 2& Al2|lg 2£2 &8t ZE 9Z - port number of slave unit (Master-Slave)

J& 455SSH & A2/ Z£E Fat ZE K

ny

— port number of slave unit (Peer to Peer)
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5: Clustering €38

51K

VTS ll= Clustering J1s2 AtE0t0d otLtel VIS 1E Salf, T2 2] VIS IIE2 Aleld ZES
T &g = UASLICH VTS 112 Clustering 23 0l= Clustering Master/Slave 2F& 1t Clustering

LICH

EI>

Peer-to-peer 20| AU

+

Clustering Master/Slave At&Xt= StLIQl OtAEH VIS IIE Soll &I 1,632H0 K2l Al2lg ZE
(=48 Alc|g HZE + 48 & ZE)* 16 S =d0/8 &X + OIAH X9 48 A2/ ZE
OfAE ZX/C 48 EZ HEE)E

Sd0lE &XI2 Alelg ZEZ HZ20tI| fdH VTS lli= NAT(Network Address Translation) 0ff D1 Bt

Jlgrel 2ttt IP forwarding A4S AFESHN, VTS Il X011

¥y UAsULH

-

= YES MSEUCLH 22 A=A 8 8S gtdote IP
forwarding #&S =322 ZFE0UH VIS ll= UE BOIE MHEE L8 2e1g = U0 &
LICH

OFAES VTS 112] TCP port2 ®&Cl= H0IEE 2012 VIS 119 (IP =4: TCP ZE)( ®gg
LICH MHetAl, AFRXIDF OFAES VTS I0IAL IP forwarding 7% 0F A& =01, ODIAE VTS 112
S 20 VIS NSO HSE & N SUCH 28012 VIS 0ls EIhE0l X0 Be 9
SLICH

AZ XL OEAE VTS IIE BR=ot =dl0l2 VTS 112 Al2lE ZEo & | =8HCH) 24 2¢of
SAICL OS2 8N AEXe S8 &3 YL

- AEBXN FARHS IP =4:192.168.0.100

- DEAH VIS S IP =4:192.168.0.2

- =diolE vISIel IP =4 192.168.0.3.

- OrAE VIS 12l TCP ZE 7201 =d0IE VIS 112 Alelg€ ZE 1 (TCP 2 E, 7001)E
fIoi =2 XI&E&LICH

8 5-12 018 =2 ot2l VTSI Clustering J1s0ll CHE &

o
=
06
o
2
il
-
o
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From: 192.168.0.100:34567

NAT:IP forwarding

To: 192.168.0.2:7201

From: 192.168.0.2:45678
To: 192.168.0.3:7001

User
192.168.0.100

—>

2:Master
192.168.0.2

—>

1:Slave
192.168.0.3

<z

From: 192.168.0.2:7201
To: 192.168.0.100:34567

]
KJ
I

8 5-2=
LHEFRH LICE.

i

Remote User PC

—f

ol
—

NAT:IP forwarding

=

From: 192.168.0.3:7001
To: 192.168.0.2:45678

J& 5-1 Clustering Master / Slave &= IS5

G

SF0A, OFAE VTS II1E Sof =dl0l2 VIS 10l ¢dote 28X

Users‘access over the VTS
— Master VTS: 211.112.67.34 (public IP)

— Master serial ports:

— Slave 1 serial ports:
— Slave 1 serial ports:

211.112.67.34: 7001~7032
211.112.67.34: 7201~7232
211.112.67.34: 7301~7332

Master's TCP port forwarding:
7201 ~ 7232, 7301 ~ 7332

—

Clustering configuration
Master's TCP port 7201~7232

Slave 1's TCP port 7001~7032

Master

192.168.1.101
(211.112.67.34)

Network

—

Master's TCP port 7301~7332

Slave 2's TCP port 7001~7032

Clustering Master / Slave= OtAH EXIE

Peer-to-peer= ClusteringLi{ 2

TCP ports

Slave 1
192.168.1.102

7001~7032

TCP ports
7001~7032

Slave 2
192.168.1.103

_J&' 52 Clustering Master / Slave &/ 4/

L]

SolM =dIolE EXIo 2 = JUSLICE Clustering
H- Peerg SolMT U2 Peer2 EIZE £ USLICH =



gFAl

Clusterng LHS =
= B O0lA Clustering Master / Slave 242
Soll AFE X0t = A= FOA
Clustering Peer-to-peer LH2] 2 Peer=0| OtA
Jl 20, Clustering Master / Slave Ol A OtAH & X2 HE

g §20 XHEHs A

S
=

Peer= IP forwarding

XN SH
(== Jruy—|

=
[a—

Clustering Master / Slave2| O0tAH &XI2tH,

£el0lE EXI2 ZENS %=

T

XSk
[=

PeerJt Xt&lel =dll0lE EXIOA GIOIH

H A&

=& ASLIC

QSLICH CHE Peer
CHE Peer9 £d0/18 X2 =& HOIEHE =1 &

e
=
=

0/&06l™ Clustering Master / Slavedl 2t= ZES

& LICt. Clustering Peer-to-peer2|
MNEXS2 1 Peer?l ZEEDH OtLlet
o sdiolE X0 ¥2¢
, LHE Peer0ll Al OIOIHE
g&LICH Ol

i
=
ol [==] —

LHD

]

Clustering Peer-to-peertiAle 2 Peer=0| &2 IP forwarding table2 2tH 0 &t Peerdt &
St EEg [ 0 stES NHsS22 HAELILH 0L Peer? #F0| HEEH ASXIH ©
FUHES 2el)| /gt =X E okl LHet: 2E Peers0| HAE HES ANS22 BHIELICH
18 5-32 Clustering Peer-to-peer S& 22l £ 20 SLICH.

Peer 1

192.168.1.101

L —

Slave 1
192.168.1.201 Peer 2

192.168.1.102

L ——

Slave 2
192.168.1.202

Peer 4
192.168.1.104

i

Slave 3
Peer 3 192.168.1.203

192.168.1.103

—

Slave 4
192.168.1.204

TCP ports

Peer 1: 7001~7032

Peer 2: 7001~7032, 7201~7216, 7301~7316
Slave 1: 7001~7016
Slave 2: 7001~7016

Peer 3: 7001~7032, 7201~7216, 7301~7316
Slave 3: 7001~7016
Slave 4; 7001~7016

Peer 4: 7001~7032

TCP ports forwarding (2 Peerlil &)
Peer 1: 15002~15033
Peer 2: 15036~15067
Slave 1: 15070~15085
Slave 2: 15088~15103
Peer 3: 15106~15137
Slave 3: 15140~15155
Slave 4: 15158~15173
Peer 4: 15176~15207

_1&/ 5-3 Clustering Peer-to-
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5.2 Clustering Master / Slave & &

Clustering Jls2 &&06tJ| fIoiA = Authentication mode 2t Update master on changesE Xl 2
2 0tAH EXIHAM 3t ELICH Authentication mode= AFEXDIF OtAH HXIE
4et [ 12l 1 ZEQ| Authentication modeJt Local2 A& &l

OrAE EXIOAM X 2018 HXNAMN XE ZEELICH Update
aster on changes= =dI0l2 X2 &0 HEALN Mg ZR =dI0IE X2 HE Atg
OIAE X2 22018 FEH s dalg X HFE SFELICH VIS IS Clustering mode
Jb Master2 &&E/™ Authentication mode2 Update master on changes &2 HI&4d3s &
LICt.

x
04

[e]]
0 = K
mo k> fin

&
=
T
bl
Paal
10
He
Im
HU
[> 12
mU

Mo 3 <2 om
==
=
0 o
=
re
Ol
o

[on

AMEXIL & VIS IIE OtAHZ & &F0ot)| &dte ES, Clustering €38 3tHOIA £&ai0F ot=0l,

HXE OIAHZ £FotH OtAH 230 2 €8 330l UEELICH 18 5-4= Clustering

Master / Slave &8 stHE 20 SLICH AFE XDt Clustering modeE OtAEZ H&6t0 HEGHH,

8 552 22 0tAH &XIE & Clustering Master / Slave &8 33H0| ZEAI&LICt. Clustering

modeJt Slave 2 &S Clustering master unit filtering2 Soil Masterdt 2 = U= KK IP
)

adressE & & o USLICH

0000000000000 0090909090907/
VTS 1l Series

Management TECHNOLOGIES

|| User : root || Clustering configuration

/ cluster / cluster_config

Network
Serial port Clustering mode configuration
Clustering Clustering mode : [Blave :|

EMIEHRILEa i) S - Authentication mode : [Local |

Reer o peRnConnguraton Update master on changes : Mo s
Power controller o

. [ Save to flash ] [ Save & apply ] [ Cancel ]
Peripherals
System status & log Clustering master unit filtering
System administration No. IP address/mask Status Action
System statistics No filter found...Any unit can be a master unit.
New | | [ Bdd ] [ Update

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright © 1338-2007 Sena Technologies. All rights reservad,

_1&/ 54 Clustering Master / Slave &'&
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fcluster f cluster_config
Clustering mode configuration
Clustering mode : tMaster -
Authentication mode :
Update master on changes :
[ Save to flash ﬂ\’ Save & apply ” Cancel ]
Clustering information
Unit 1D Slave unit address Mo, of port Unit ID Slave unit address Mo, of port
[ - 2 e -
T - N -
- J - P -
N - - -
= - o -
I - p- -
i S - S R -
F R J———— - L ———— -
S S - b - R —— -
(= S - =] [ -
=] - i R — -
i [ — - = R -
25 - 26 -
27 - 28 -
28 - 30 -
31 - = -
33 - T R -
as - 36 -
37 - 38 -
a9 - 40 -
N - 42 mmmemeen -
43 cen - S -
1R - T Q- -
b - 1 -
_1&/ 55 Clustering Master / Slave && —Master £ && =
S 0IE XS IIIGHAR, AFBRHE 23012 ZX ID £= FAE 22560 18
Slave Unit & 3tHCZ Olsot FIHEQ 8= & = USLICH 0 SHUA =d0lE
Enable2 &Ei5IH, XIE =di0lE EX0 g FItHe 482 & = U= 1g
SlHOZ kg LIC.

Clustering configuration

Clustering configuration - Unit 1

Basic configuration

Enablef/Disable this unit

J cluster / cluster_canfig / unit_infa /|1 =

Dizahle -

[ Savetoflash H Save & apply ” Cancel fs

_1&/ 5-6 Clustering Master / Slave &'&
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Clustering configuration - Unit 1

/ cluster / cluster_config / unit_info /|1 =

Basic configuration

Advanced ==
Enable/Disable this unit

Slave unit address :

Mo, of port

Slave authentication mode @

&

Auto Configure

I

Local -

[ Save to flash ] [ Save & apply ][ Cancel ]

18! 5-7 Clustering Master / Slave && - Enable && &=

Slave Unit &€&

MEXtE £dI0IE EXI2 832 F4ot)| fIoi IP forwarding EHIOIES =522 FHE =&
UL, =diolE EXI0l REFESIH EES Importotd AHs22 Y =& JUSLILCHL =322 =
diole &xlel FE2E P45t Advanced >> 35 226t I8 5810 22 =d0lE EX
IP forwarding EIOIS3tHUWA & &EotH FLICT

Clustering configuration - Unit 1

/ cluster { cluster_config / unit_infa /|1 =

Basic configuration << Basic

Enable/Disable this unit :
Slave unit address
Mo, of port

Slave authentication mode :

Enahle Source port

e ]

Port access menu configuration

Enahle Source port

Destination port

Enable «

[ Auto Configure ]

Connect to slave unit to change configuration © Please, Do [Auto Configure] after changing
Destination port

]

Protocol

N7 ]

Protocol

e ]

Individual port configuration

L

| [

Port Enahle ) _ Source  Destination
& = Title at master unit part part Protocal
10| | | | | | =
= O | | | | | | =
= O | | || | | =
+ 0O | | | | | | =

Base title : | | [ Set |

Base source port : | | [ Set ]

Base destination port : | | [ Sat ]

[ Save to flash ”

Save & apply ][ Cancel ]

712/ 58 Clustering Master / Slave && - £4/0/2 ZX/ IP forwarding &/0/Z
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sdlolE &Xl IP forwarding HIOI=3H W= Port access menu, CIEHHOIAE {8 AMHIA
ZE L Al2lg ZE/RA ZEN &5t {8t IP forwarding EIOIE0!1 M3&LICH Source port
= 0tAH &XI2 TCP L E HS0/0, Destination Port= Source port2 &M& &= OIOIEI MEE

PN

X2 TCP ZE BISgLILh =322 =dolE X2 HEE & 4% Port
A X

02
ot

access menu® & A4l

IP forwarding EIOIES NHE02 A5 202 FXIC P =& F= SO 0|22 Uiz
C+2 [Auto Configure] HIES 22I8LIC OIAE AXs 2012 &XQ ZE FE2E (sO=
Importst 2 01 CHEH DIAEIQ AA ZE HEES JSC2 AFELICL 18 59= XIS 4F0
HA2US O HAIXIZ UEIHD 12 510 NS &% A% 5 2DE L0SUC. NS &8 o
ZHAI AIHS H2, 2 HAIKIF LENLLICH JIE LBIR0l QR= SXS5 P =4 22
T= YESD 2L WESD 4F0| 22 Z)UYLICL 18 5-112 IS 40| AMPS A

f UEtU= BIAIXIE 20 sLICH

OIAHE SdI018 EX19 82 XIs 4322 JId 23 1 X0 A Console server 252
HFE ZEN S22 FHOA digEe H2E Import SHAl ELICH. AIEX= Base titleS &%
ot0d =dIolE &XIQ ZE EIOIEE2 LZXNo=Z HFE £ USLICE dSHLS| Base port HSE
AH5I 0l O2kA Source port 1S S = Destination port HSE H&GIEE NEE =& QU
SLICH & QIHHOIAE £d0IE AXE d&cts & 2HHOIAZ HAZH= YIS MSELICH
Connect to slave unit to change configuration £=2| Protocol2 &=z M, =dI0I1E EX

[s=]
HFot= & CIHHOIAZ HEE [ MEE ZZ2ESS HE8Y = JUASLUILCL

i

&t ). Source port 1S = OFAEH X EEQ Jl&E SN ZS=LHEE SF5HA Z00F &Lt
=

&= &<, Clustering J/50/ HI&24& AEIOF ELICH

Of

Microsoft Internet Exzplorer

& 59 Clustering Master / Slave && - II5 &8 &Z HAIX
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Clustering configuration - Unit 1

/ cluster { cluster_config / unit_info /|1 =

Basic configuration << Basic

Enable/Disable this unit : Enable «

Slave unit address : 1192.168.19.2 | [__Auto Configure Ri’l
Mo, of port

Slave authentication maode ; [Local  ~]

Update master on changes : Mo -

Connect to slave unit to change configuration ; Please, Do [Auto Configure] after changing
Enahle Source port Destination port Protocol

Fort access menu configuration

Enahle Source port Destination port Frotocal

[forer o]

Individual port configuration

P;rt Enla:t|3Ie Title at master unit SEE:_EB Des;igfttion Protacol
1 Slave Unit #1 L [Tem | ] =l
2 Slave Unit #2 - | ] =l
3 Slave Unit #3 L[ || | ] =]
4 Slave Unit #4 L e | | ] =l
13 Slave Unit #13 L e || | ] =
14 Slave Unit #14 T I | =l
15 Slave Unit #15 | s || | =l
16 Slave Unit #16 o rae || | ] =

Base title : | | [ et |

Base source port | | [ Set ]

Baze destination port : | |

[ Save to flash ][ Save & apply ][ Cancel ]

18/ 5-10 Clustering Master/ Slave && - I}I& && =

Microsoft Internet Explorer

s 88 T2 HAIN &36HH 4018 X2 ZE HEIt HESHH SFEU=X &ol
Q. 1d U8 &diol2 EXI0l hE Clustering 882 2=0tJ| fIoH [Save & apply] HE
2ol 882 M&StD Mo AL, 18 5-12&= Clustering 882 H&otD Hgs 2t
o sLICH

18/ 5-11 Clustering Master / Slave && - Xt& && @& UAIA
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Clustering configuration - Unit 1

/ cluster { cluster_config / unit_info /|1 =

Basic configuration << Basic
EnahlefDisable this unit ; Ernakle «
Slave unit address : |192.1EB.19.2 | [ Auto Configure ]

Slave authentication mode |Local =] [ Set Authentication ]
Update master on changes : [Mo | [ Set Update Master ]

Connect to slave unit to change configuration @ Please, Do [Auto Configure] after chanaing

Enable Source port Destination port Protocol
HTTF - [Connect to slave unit]
Fort access menu configuration
Enable Source port Destination port Protocol
[Terer o
Individual port configuration

Port Enable ) . Source  Destination
# 0 Title at master unit port port Protocal
1 |Slave Unit #1 |7 | | =
z |Slave Unit #2 | [7z02 | | | =]
3 |Slave Unit #3 | [7ema || | =
4 |Slave Unit #4 | |74 || | =
13 Slave Unit #13 L e || | ] =
14 Slave Unit #14 | e | | =]
15 Slave Unit #15 | s || | =l
16 Slave Unit #16 o rae || | ] =

Base title | | [ Set ]

Base source port | | [ Set ]

Baze destination port : | |

[ Save to flash ] [ Save & apply L\\\J [ Cancel ]

18 5-12 Clustering Master/ Slave && - It& && Save & apply &

Slave authentication modeE & &i5t1)

41018 & X2l clustering authentication modeE HZ & =

1) [Set Update Master]

ES 2<ot@ =dol

o B
g rg e o
oY o k

o
ol

4

$0
i}y

E

t. [Connect to slave unit] ct= &
=dlolE &Xxi9 QI IOl A
A= [Auto Configure] HHES
Clustering & &0l Bt oHOF & LICH

B 2

—

ol
PN

1]
I+

2l
=

NE=

9 oW owxoMvoww

04

x

8 =dlol2 ¥Xe €8s HEotd A
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[Set Authentlcatlon] H

2|5t

=
(= =8

2 =2
= =2

gotH AtE A=
A&LICH sdole

=diole X2 Ha=

Update master on changesJt

OtAE EXI0 As22

CZEM, AHEX=

Update master on changes

HI o =
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5.3 Clustering Peer-to-peer &3

2 COIE{HIOlA2| Clustering > Peer to peer configuration2 %5 Mot 18 5-132 &2
Peer to peer mode configuration 30| LIEFELICH.

VTS 1I'Series
Management TECHNOLOGIES
|| User : root || Peer to peer mode configuration
J cluster / cluster_p2p_config

Network

Serial port Peer to peer mode configuration

Clustering Peer to peer mode : Disable -

Configuration Peer to peer authentication method @ Loca

Peer to peer configuration

Peer to peer password (new) | |
Power controller :

. Peer to peer password (confirm)
Peripherals R p { ) | |

System status & log [ Save to flash ] [ Save & apply ] [ Cancel ]

System administration

Peer to peer infarmation

System statistics

Start device locating
Apply Changes
Login as a different user

Logout
Reboot
Copyright @ 1998-2006 Sena Technologies, &ll rights rezerved,
I ————
18! 5-13 Clustering Peer topeer mode configuration £ 0/&
Peer to peer mode Itct0IE= Ol EXIJt Peer to peer mode

AEE X HRE 2EELICL
C

Peer to peer modeJt Enable2 &€& ZAR 2 LI2t0IEHSS 43¢ = USLICH Peer to peer

== o = T
authentication method= CIE Peer0lM 0l &XI2| AuthenticationO| Local2 &8 & ZHZ HZE
otedl & M, HCIAM o152 & HeIXE ZFHELICH Local2 &8E 0= 0 &xle 2&

=
oIs BXE [MEUCL Peer2 £8E &%
A

[ =2

>

CtE PeerlilA 218 EXE WMEH ELUICH Peer

o peer password= Z2E Peers0| Z4&l H22 HAGH)| ol HIOIEHE =10 &2 M 2HAH
2O Peer2 Mo XtAHO0|l Uk HREE EHHOt=M ArE2ELICH IHARKAEDL THE Peerdt Peer &
22 QAU HAGH D olH S AU PeerS2 0 PSS 2 AIELICH

Peer to peer information @35 AE5IH 18 5-1410t Z2 Clustering peer to peer information
330l LIEFELICEH
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Peer to peer information

Jcluster / cluster_p2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Mot joined
Action

FPeer Authen. Weh port Port access Slave .
1P Source port . Action
o, method  Protocol Source Protocol Source Linit

Mo peer found....

Invite pears

_1&/ 5-14 Clustering peer to peer information

Peer to peer status= Clustering peer to peer2| &I &EHE HAIELICH. HAl Jtsst &EH= C
S Z2s5LICH

- Not ready : Peer to peer modeJt Enable&l Al ZAHU HEE X L2 ACEH

- Not joined : Ot&! JoindtAl 42 AHEH

- Joining : Join2 Al&5t= AEM

- Joined : Join 0| 2= = 2ofEH

- Changing peers :  Peerto peer JELH2| Peer=2l @2 E WalotD U= AHEH

- Withdrawing : Peerto peer J1E2| E&IJt A& S0l AN

- Withdrawn : Peerto peer 152 EE&lst &Y

AMEXt= [Refresh] HES 226t &M Hl HAs =~ QASLICH BIGtd e
Peerto peer 1S 0 =8t Peer2 =

0& & UASLICE Ol ™ Peere =
LUNL 2K L2 AMEHOIALL, Peer to peer 1E2| Peersdt ARSI LXIGHA 2o
Peer2 FIIg & BI&SLICL YHet =AE JHA PeerJt Peer to peer 180 g =4

U2LE OtE Peer to peer 1EW &HIIoHA %22 HEHH FIIote= Peerlt &M MZ& Peer to

peer JE2 EAHELICI 8 5-15= CtE Peertopeer S22 Joindtdd = HHLYLICEH

= 22/5lH Peerto peer 150 &
==
4

A
N & Peer2 Peer to peer modeJt Enable2 & & &l Xl

I

Peer to peer information

[ cluster f cluster_p2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Mot joined
Action 192.166.19.1|

Peer Althen, Weh port Port access Slave )
IP Source port . Action
no. method  Protocol Source Protocol Source LInit

Mo peer found....

Invite peers

_1&/ 5415 Clustering Peer-to-peer - Join
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g 5-16= Join

2t2 = Joinotel & Peer2| Peerto peer information 3% & L|Ct.

foluster f cluster_p2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status

Joined
Action ! [ Withdraw | [ Update |
Peer P Authen, Weh port Port access Source port Sla\.fe Action
no. method Protocol Source Protocol Source LInit
1 192168191 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1
2 192.162.19.2  Local HTTPS 15039 Telnet 15040 15041 ~ 15056 -- This

Invite peers

18/ 5-16 Clustering Peer-to-peer — Join &£ & 3%

18 5-172 Join H&Hol Peerl 3HHLICE.

Peer to peer information
Jcluster / cluster_p2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Joined
Action [ Withdraw | [ Update ~
P Authen, Weh port Port =l .

ear I uthen eb po ort access Source part a\.re Action
no. method Protocol Source Protocol Source Linit

1 192.168.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This

2 192,168.19.3  Local

HTTPS 15039 Telnet 15040 15041 ~ 15056 -

Invite pears

_1&/ 5-17 Clustering Peer-to-peer — Join & &

[

= Join [H&f peerol 357

Peerto peer 1S 0l =8t Peers

eIAEN= Peer 815, Peer =2, Peer to peer authentica-
tion method, & CIHHIOIA HE<2 &3, Port access menu

dE22 23, AMelgZER AALZEQ
Source Port H?l ¥ Slave &X| =350l EAIELICH & CIHHIOIA HIE SotH oY Peer
o & QIHHOIAZ Ol=SctH oHE Peer| &&ES BHEE = USLICH Port access menu 232
25t0d HE Peer2 Portaccess menuzZ &E=g &= USLICH
Join0| Peerto peer IS0 &HOolD| |8 =H0I2tH, OHE SAESS 0l SAEDL =8t Peerto
peer &2z HOHOIEE RAESI= =20 Invite LICL. Peer to peer information St A Invite
peers HIE KEst § FHE RIEY Peer=2 FALE et = [Invite] HES SHELICH
InviteS OI25t0 & B0l X0 10002 SAENA Joins REEY = JALEZ ALEXH= Peer to
peer JJE2 A 4 = USLILCH 8 5-182 UE SAEE Invitedte atHE B0 SLICH
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Peer to peer information

Jcluster [ cluster_pZp_config
Peer to peer mode configuration
Peer to peer information
Peer to peer status . Joined
Action Withdraw | [ Update |
P Authen. Weh port Port = .
zer - uthen eb po ort access Source port a\lre Action
. method  Protocol Source Protocol Source Linit
1 192.168.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This
2 102,168,193 Local HTTPS 15039 Telnet 15040 15041 ~ 15056 -
3 [192168.19.4 |
+ | |
5| |
6 | |
7
| |
a | | 3
9 | |
10 | |
11 | |
12 | |

_]1&/ 5-18 Clustering Peer-to-peer — Invite

g 5-192 Invite 2=

=3
-

HE 2EWHSLICHL

Peer to peer information

Jcluster [ cluster_pZp_config
Peer to peer mode configuration
Peer to peer information
Peer to peer status Jained
Actian ; [ Withdraw ] [ Update ™
Peer I Authen, Weh port Port access Source part Sla\.re Action
o, method  Protocol Source Protocol Source Linit
1 192.162.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This
2 102.168.19.32 Local HTTPS 15020 Telnet 15040 15041 ~ 15056 —
3 192.168.19.4 Local HTTPS 15057 Telnet 15058 15059 ~ 15074 -
Invite pears
_J&' 5-19 Clustering Peer-to-peer — Invite & =
Peer to peer &0 ZJIst Peerdt OS2 ZE&IGtHAE [Withdraw] HHES Z2=0otH

[Remove] HEEZ Peer 2|AEWH M PeerE HIHGH|

Peer 2IAEQ| Peerg ZUHA SE0| FAAE Peers2| =

2ol AFEELICH [Update] HES

LFOL0 HAELIC

==
_I_E
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5.4 Clustering

2E Melg ZE/AA ELE, Clustering Master / Slave2| Slave X2 XEE, Clustering Peer-to-
peer0il Al Peer2l L E = Serial port HAZH O X0 EAIE LICH

Serial port connection - Page 1 --- Move to --- "

J senial / serial_connect

peers v/ Porttitle : | | [__Search

Peer : | Al

Port access menu connection
Part access menu connection

Individual port connection

Status  Ports Title # of User Comments
[ 1 server name on port 1 0 < Not used =
2  Port Title #2 0 < Not used =
3 PortTitle #£3 0 < Not used =
4  Port Title #4 0 < Not used =
[ 1 1 Slavelnt =1 Unit 1 - Port 1 Source Port @ 7201 ]
1 2 Slave Unit #2 Unit 1 - Port 2 Source Port : 7202
1 3 Slave Unit #3 Unit 1 - Port 3 Source Port : 7203
1 4 Slave Unit #4 Unit 1 - Port 4 Source Port : 7204
2 13 2ndPeer #13 Peer 2 - Master - Port 13 Source Port : 15054
| 2 14 2ndPeer £14 Peer 2 - Master - Port 14 Source Port : 15055 |

1&' 520 Serial port & Z [0/ X] — Clustering Master / Slave 2} Clustering Peer —to-peer

J
U

| 5-20= Clustering Master / Slave2| Slave & X|2 Clustering Peer-to-peer2| Peer &2

St & X2l Serial port HZHOIXIE ZHELICH ZE HS= Peer S, Slave X2 |% S
ot Port B2 FEELICH 8 5-200AM R B AFZE2 ZE Bis= g ZEJt 0

Alelgd ZE/AA ZEUZS HZAIFELULCHL (0 of X2 1 g

oY EEDJt Clustering Slave E X2 Al2lY ZE/RA ZEQUS LIEHY
1H ZE) Al HI AFZEC ZE HSHE Peer HS 2 Port HS

SOt gle= ZE2R0l= 0l ZEJL UE Peer? OtAH &EXIQ Al2lg ZE/RAA ZEAS BHEU
Ch. (Oll: Peer 28t & X9 OIAE HXIQ 148 ZE).

1 5 Slawve Unit #5 Peer 1 -Unit 1 -Port 5 Source Port : 15027 I

Ilﬂ f‘I

=

A% L2 FAQ ZE HS = [IE Peer? &dI0IE EXI2 ZEAUAS TAIELICH (0: Peer 1H

Serial port AZHOIXIE S8 SAHAHE ZEQ HZ, & CIHHOIASE S8 ZAHE EE9
=

o
A HZ, SSH & AMelZ Z2&S St SHAHEY ZEQ AZESE 4.7 Serial port FZS &
& 4

XOFAID| HFLICH Port access menuZ Soll Clustering0] 8&8&E EXZ 820l YE2 4.25
ClusteringA/2/ port access menuS & XGtAIJ| BH&LICH
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5.5 Clustering push configuration
Clustering push configuration 2 Clustering master Jt Clustering slave 0l &&& push & =
U= JISLLICE Peer to Peer clustering 2 &d<0l= peer 22 & push Jt Jts&LICH Ol
Jls2 Oeltie vIs I unit = SHBN ZFEM Eelota o082 = Usuch ddu
HOotAAHAE SHIOF LME 4+ QUeB=x & VIS Hunit 0l &&82 push ot= 22 Port automatic
detection & & I ADR(Automatic Device recognition) & &t User & & 0t2 push & % USLICH
Clustering push configuration 2 08 S U2 2HEAH USLICL

Push server filtering configuration

Push configuration

5.5.1 Push server filtering configuration

Push configuration

J cluster / cluster_push_config

Push server filtering configuration

MNa. IP address/mask Status Action
Mo filkers found

Mewy , '[ Add | [ Update

‘Select master unit IP address :J

[Select PTP unit IP address «| &dd all

Save to flash | [ Save & apply | [ Cancel

Fush configuration

_]& 5-21 Push server filtering configuration

Push server filtering configuration Hi=W0A= HE unit 0l &8 (ADR ¥ User &&)2 push &
UJ= Push Server E HMete &= USLICL Push Server Jt 4&¥Z ™ HAFE Push Server
| oS unit Off 282 push & £ UASLICEH. O2LF Push Server JF && L0 UK LSH
Clustering &0 Zst T U= unit & M= unit OlLE oY unit Ol &&= push & =+
Ch.

0 M2 4
(@)

0> 1o
c

=
ne
ob

a

f unit 2 clustering mode Jt slave 2 Z&&H A0 CHE master VTS |l unit 0] 2| ol

0

clustering 2| 222z AFO0| = U= Z Push server filtering configuration His= 18
5-22 1t 20| master unit 2| IP =AE 200 0 E2E 0/E0otH oY master unit 2 Push
Server 2 2tSol &8 & £ USLUICH ALt oY unit 2 clustering mode JI master 2
AF0l T U2H master unit 2 IP FA= Push server filtering configuration Ol 0fl
HAIZ X 25LICH)

St Y unit Ol peer to peer clustering Ofl join CH U2LH™ peer list E Push server filtering

configuration Ol HIOIXIOIAM &0Q18t10 0|2 Push Server & 8&& £ USLICH
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Push configuration

J cluster / cluster_push_config

Push server filtering configuration
MNa. IP address/mask Status Action
Mo filters found
New | | [ Add | [ Update

Select master unit IP address «|

zlect master unit P addres: | [(Add all |

Selec master unit IP address
[ Save to flash J[ Save & apply ][ Cancel ]

Fush configuration

_1&/ 5-22 Push server filtering configuration with IP address of master unit

Cluster &0+l 29| ynit 2 IP FA = FA YEsS 21D US 20 I8 5-23
20|l IP =4 2 netmask £ 0|25l ££=92 Push Server € SHHHN AFHE &= & USLICH

Push configuration

/ cluster f cluster_push_config

Push server filtering configuration

MNa. IP address/mask Status Action
1 [ 192.168.1.20 | valid
New |192 168.19.0/255 255, 255.0 | [ Add | [ Update |

| Select master unitIP address w

| Select PTP unit IP address v| add all

[ Save to flash ] [ Save & apply ] [ Cancel

Push configuration

_1& 5-23 Push server filtering configuration with setting IP address manually

5.5.2 Push configuration

Al

02

B & UsLICH 22

S H(ADR ¥ User &&)2l push = Push configuration HlwE Sot0 &

Clustering slave unit OlLt peer to peer clustering 2| peer O/H& Push server filtering
configuration Ol Al Push Server Jt master £= peer 2 E&6tD UK L™ 8 5-24 2
#2 B unit 2t 20| oHE unit & S0t &&= push & = 2N ELICH Push Server 2 &3
T JUAL £= Push Server &F0| 212 ZR0= 18 524 2 #1 B unit I 20| €3

push & == U= unit 22 HE0| IIsELICH. Push 882 H€8t £  push & unit 2

fuok

HEHGEY) push HHEZS click ot && & unit 0l ADR(Automatic Device recognition) && L=

unit It S8t &8 £l U

ro

User & 80| push &/0{ push
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Push configuration

/ cluster / cluster_push_config

Push server filtering configuration
Push canfiguration
Configuration selection:
Select all
ADR configuration

User administration

Status : Ready

il Ma. IP address Remark Status Action
Clustering
1 192.168.1.20 St Ready
Clustering
2 192.168.7.30 SEai Unknown

P

_1&/ 5-24 Push configuration
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6: Power Controller

6.1 0L

SENA PM Al2lZ, Baytech RPC Al2l%, Servertech Al2lZx 22 W HEEHE VIS
Folotd) AHFolD MOE £ JASLICL AF=ZXOF VIS N0l Y HEEHE FItotld VIS 119
Aelg ZEN dZE AXE o9 AESHY ot 210 ¢ = 09 HAESH & E(power

controller configuration) 2tHO0ILt Alel€ ZE & &2 power control configuration 3 0ll A

J2ig 238 4= JASLICH A2l EZE ol U8t power control configurationOl CHS XHAlISt

LHE2 45.13 Power control && 222 EXoIMAIL. AIZXle TR HEEZ2 22| (power
controller management) 3HOILI Al2l¥ EZE ™HZA(connection) SFHCZLH 20| Its&t
serial port power control 2FHUA 2t A2l ZEN HZE power E MHOHEY = ASLIT

VTS 112 ItY HEEH JIso S MEXI VIS Il Alelg ZEN A= X9 &3
2telE ZO0IokH ot JLYLICH AMEX=E EXIE HL N MREEE = JAS & otLiet It
HEEHS MHE ZAMY =& USLILCL 483 £= ZA =2 I HESHY EF0 et

ANaE= It AEE= U3d 25U
-SENAPM Al2l &
- Baytech RPC Al2|=

- Servertech Al2|=

Servertech II¥ HEEZHE VTSI 9 Alelg ZEN HESIH Al2ol= &HS Servertech IHE
HEES SCP ZEE AMEXIF 43 AIAHOE stLE VTSI firmware v1.3.0 £E+= VTSI Jf
0IE K== 43t AIHSLICH Servertech 1Y HEZEE CIZE LY 2EEe22 VIS Of

HZ ot F=R0l= SCP =2 243t AIZ 2RIt sLIth

6.2 HESEH £F

=
-
rr
=
10
v
Im
]
u
U
3
S

S

o
nx
0
ol
J
()

FObH ] HASHD, O HEEHS o2 =+, 0180 &L
g S& XL VIS I Al2lg ZEN HZ=E AU A C
power control configuration SHUWME oIt A

HZEQ AZEH/UU=E €F3E = JUSLUICH

HU
Q
N
o
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Moo 00 o 0
>
A
ro
>
w
e U2 Ho
ol
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X
0
10
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6.2.1 power controller =t / HIA

=

Ol =8t0l A Power controller > Configuration BlR&=sS AEGHH IR HESH & (power
controller configuration)at 0| ZAIELICH (O 6-1 IIY HEEe &3 ZX). Add power
HEEHI AZD0N Us ZEQ} IIY AEES] MEAE HEG6HD
SENA PM2| & =20l= E==(The number of cascade units)E &&st £ [Add
controller] HEZ Z2&otH MY HEEHIt FIHEUIL FIIE 22 The number of outlets
M= FOE Il HEZEH2 outlet =5 AIEXNIE HE FAE =& USLICH Status
checking interval QA= FIJIE22 oY MY AESH2 HHE FIY A2s g =
USLICH 0 2t ZAGHH VIS I Ot A== I HESe 2 AHE &Moot =22 &M It
ZESHO AdHE FEoH &2 = Y= B U A2 422 AF6H =S vis Il o &
SEO0| M =HE = UASLILCHL LE I AEEH2 Status checking interval 2 Set default
power status checking interval OlAl StIHE O

Rl ZESEHI FIEE MY HEEH 7R £&F 3H0l HEAIDD MEXUH= HIIM FItE
R AESe9 FEE £F< = USLICH
t

l= [Remove] HIES 22!5101 IIY HEESHE HMHE &

controller 220 A I

]

0

> = H

;O

=
ZXt= Power controllers 2201
SLIC

|
VTS II Series

Management TECHNOLOGIES

|| User : root || Power controller configuration

/ power / power_config

A

$0

Network
Add power contraoller
Serial port o
i : 2
Clustering e ' v' =
Manufacturer [SENA Phi vJ

Power controller = =

Configuration The number of cascaded units : | 1 |«

Power group The number of outlets : |3 |

Management Status checking interval {(seconds) : |5 |
Peripherals Add contraller

System status & log

ik 2 Set Default Power Status Checking Interval
System administration et Default Power Status Checking Interva

Set default power status checking 5
interval (seconds) : L
- Applies to all controller typas

System statistics

Activate Locator LED [ Save to flash ] [ Save & apply ] [ Cancel
Apply Changes
Login as a different user

Power controllers

Logout Port= Manufacturer Title Outlets Action
Reboot 1 SENA PM SENA PM on Port 1 8

Copyright & 1598-2010 Senz Technologies, &ll rights ressrved,

1&g 6-1 It¥ 2ZEEZ £F

VTS llI= SNMPE XI&3Gt= Power controllerS XIE&LICH AFSXt= JIES 32 ZEESE 0/&at
HU M22 A3 ZLES M440t0 Power controllerS &g = USLICH 0l AAS Xt O

6-210t 20| Power controllertil &=o6tJ| 28 & Z(Power controllerl IP address, SNMP ZE,
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GET/SET Community, SNMP H&)E & &LICL ME2 |3 ZEE M4
TCP portE 2|0|5t= Listening TCP port & &35H0{0F & LICH. Web protocol
E22 Web Ul E E£E [l AHSE protocol 2 & &30 Web source port
E I HEZ22 Web Ul port 2 port forwarding Al2Z TCP port HSE &
cI2E 19 HEEZ2{2 WebUl &2 TCP port & A XEHLIC.

0y

22 TEOQ

=

fel]

o r|r o Mr

Ol

=y
cI2E II9 HE

VIS Il Ol 2el2
t0{ Web port =

Power controller configuration

/ power / power_config

Add power controller

Port : | Mew s

Manufacturer LServerTé— |

The number of cascaded units : |:1F|

The number of outlsts : .8 |
Status checking interval (seconds) : 5 |
Listening TCP part (1024-65535) : | 7050 |
Destination IP address |192.168.4.44 |
Protocol | |@|

Destination port (0-655335) 162 |
Community (GET) : ipubliu: |
Community (SET) : private] !
Remate version : !:1_?

Web protocol : iHTTF'S__v]

Web source port : !_E:Ijﬁélj i
Web port : !443 |

[ Add controller |

Set Default Power Status Checking Interval

Set default power status checking e
interval (seconds) : L
- Applies to all controller types

[ Save to flash ] [ Save & apply ] [ Cancel

Power controllers
Portz Manufacturer Title Outlets Action

1 SENA PM SENA PM on Port 1 8

&/ 6-2Remote I} ZEEZEZ &F
6.22 0% HE=H 7% &3 - Power controller &

6-1 II¥ HESH &3 FX)UHA
HEEHI 8N, IIY HESEH
&A 9| Power controller (& 63 It? HEEH RX HE& - power controller & &) 3tH0|

HAIELICH

It HESHIN FIOAL I AEE £F stH(AE
EZE

Power controllers 22| ¢ HE
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Power controller configuration - SENA PM on Port 48

J/ power/ power_config

Power controller

Manufacturer |S_EN.f-‘-.F'M_::

Outlets |Ei;

Title : |SENA PM on Port 48 ]
Status checking interval (seconds) ! {5

[ Save to flash ] [ Save & apply ] [ Cancel

Alarms & thresholds
Outlets

8 63 ItH ZEEZZH R% &ZF - power controller &

AETIE HIIA I HEZ22 MZAL OFRE =2 0 & dH 82 FIIse €88 =
SUCH SoH Olafel Mo 2ESHI FIF ZUCUE, ML= 0 IR HESEH 01822 2
o Ity HESHE F#EE = WH =, It AESAHE ZFoHU 22lg I A ots Wt
? HEEH0 E2E = U SLth

e HEEd 48 (A 6-1 It HEEH & FHFHXI)0W A Power controllers 222 It
HEEH CIAENHAM IR HESHE L& = EEY 2% 43 SHUHAM Alarms &
thresholds Bi2 &E5tH IR ZHEES JdEIIs £33 3H (08 64 MY HEEH R
A& - alarms & thresholds & ZZ)0| EAIELICHL OIIN ddolse S22 W HEEHY

SF0l et €22 = UAsUICH

It 2ES 22 Jls €8S <8 WetlieH=s s &s5LICh
Alarm threshold
Temperature threshold
Send email alert
Send SNMP trap

Alarm threshold
Ol W2t0IEC g2 xote 8FIF I HEEHUA 2XE M 2E2E LYMELICH 0 &
Ol SEotH & Send email alert?t Send SNMP trap 220 &&= 20 2t ol &

SNMP E&0| M ELICH

Temperature threshold

o HEE WRe 250t 01 202 gt =g f 320t 2Lt 0 B2
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CEotH =M Send email alert?t Send SNMP trap 220 &8 L0 T2 OlHIY BLELE
SNMP E&0| 8Z&ELIC.

Power controller configuration - Baytech on Port 16

fpower f power_config f power_controller
Power controller
Alarms & thresholds

alarm threshold |SD.D |amp5 trnaxirnum value)
Temperature threshold : |32.E| | ® °F O °C
[] send email alert ( on alarm threshold O temperature threshold )

To: | |

[J send SHMP trap on alarm threshald on temperature threshold 1

Use global SMMP configuration

Trap receiver settings ;

Trap receiver Primary Secondary
1P address : | || |

User name ! | || |

Security level ;

[NaAuth/NaPriv 7]
Althentication protocol @

[DES =]

[\ =]

Authentication password |
(new)

Althentication password |
(confirm) ¢

Privacy protocaol

Privacy password (new) |

Frivacy password (confirm) |

Engine IO ; |

Wersion

[ Save to flash ][ Save & apply ][ Cancel ]

Outlets

J&8 64 It¥ ZHEEZH F% && - alarms & thresholds &/

Send email alert
Send email alert: 32 ZMAl OIS BELX HRE &3 LILCH
o VS

On alarm threshold : II¥ HEE2{2 &EFII alarm threshold g0l =&&H

o
==
(=)
=
e
o

2
=}
=2
e
fjo
(pal
0k
g
C A
2
Sl
]
x
04
o
-
a

To: OIS &= =45 28

Send SNMP trap
Send SNMP trap : &2 &

>
=
=

NMP EES ZUAIZX HEE ZFLILCL

4 S
On alarmthreshold : It¥ HEZc2{2 MFJ} alarmthreshold 20l “E3 S [ SNMP EES



LMAIZ X HRE £FELIC
On temperature threshold : It® ZHEEH WR 25Jt temperature threshold gt 0ll S
[ SNMP EZ S ZMAIZ Xl HRE AESLIC
o

Use global SNMP configuration : HIERIE &2 SNMP Z& 0N FAIE EBMIIE ME
AN HEE ZFELICL
Trap receiver settings : SNMP Eg&f &30 228 2 &=5=0 e &Y 3.2SNMP £F =

oY AIL.

o

H

6.24 0% HEEH KX &3 —Outlets &

e HEEd 48 (A 6-1 It HEEH & FFHX)0W A Power controllers 22| It
AHESY 2AAENMN DY AESYE MY = I AESY SY SF SP0A Outlets BS
Mesti MY AESAO OFR &F o3 (1 65 Y AES2 249 AF - outlets E
& X)01 HAIELUICH
Power controller configuration - Baytech on Port 16
fpower [ power_config f power_controller
Power controller
Alarms & thresholds
Outlets
Outlet Port Title
1 None Mone
2 MNone None
3 None Mone
4 MNone MNone
5 Mane MHone
[a] MNone MNone
7 MNone None
2 [ lgl=] MNone
1&g 65 If® HEEZH 2K &F -outlets &
MEI= Ot BHSE S2ol otz 48 B2 B2 =& YL, ™LA Ot HSE
226t ot 48 222 UA E= =& JUSUT. & e &3 Ot=dl= =0 48 S
AMelg ZEE IAMNZS JULH IAE Aldlg ZE HSE click ot O 67 I 201 2
Aol ZES| MAAzdd 48 5tH0| ZAIELIC
Of=clof 23 AldlY ZE M3z 48 0| &8 f/st mtetold tE20 25LC
Serial port
Outlet title

User access control
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Power controller configuration - SENA PM on Port 48

/ power / power_config
Power controller
Alarms & thresholds
Outlets
Outlet Paort Title Unit= Qutlet=
All
1 2.3 Port Title =2
Linked port: 2 #3
Serial port 4w &cld
2 Mone Mone
3 Mone Mone
4 None MNone
5 Mone MNone
5] Mone Mone
7 Naone MNone
g MNone MNaone

18 66 Ut¥ ZEEH RX £F - OiTd &

Power controller configuration - SENA PM on Port 43

/ power [ power_config / power_controller

0z

Power controller

Alarms & thresholds

Outlets

Qutlet  Port  Title Unit= Outlets

All

1 2,3,4,5.. PortTitle #2

Serial port : #18

Move to serfal port configuration to change [title] or [power access]

Outlet title : [Far Title #2 |
User access control :
User or Access list Power access Action
<<Everyonesz= O
Move to Access lists to edit access list.
[ Save to flash ] [ Save & apply ] [ Cancel

MNone  Mone
MNone  Mone
MNone  Mone
MNone  Mone
MNone  Mone
MNone  Mone
None  Mone

o~ Oy LnoB LR

18 6-7 It¥ ZEZEZ RX £F - 0lzd £& - §3& A2 ZE £F

Serial port
VTS 112 Al2lg ZEN HZE U0 MdAS HSote I ZHES22 o2 ES EAE
X 2:

None2 Ol Ot=Z30l VTS Il Al2I€ ZEN A2 B0t ot TOHE EHI0 HAZEHUCE
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O[DIZLICL VTS 112 A2l ZE Bi5)F SFEACIY, Outlet title2 Al2IY ZE HFO| XE f
& o e

Outlet title

Ol Ilet0lEe = ot 2 B Atol= O0ISLLICH AFSXIF ot 2 AFEaIHL 22lg M, Ol

=2 AsEA=0| oIS 2 & LICt. Serial port &=0] A2l ZE HS=Z
(o]

|¥ LEQ EIOIEZ &G 1D Alel
S8 £ Qe HZ0| MB2ELICH o M Al2lg ZEDJL BtLES
2 MY BHESIF &2 Alelg ZEQ| Port title S HE outlet 2

o =
— =2
Tite 2 ZAICHH ELICL (2F! X 22 s = UsUL. X))

TE HF9

=
Ho
e
2
r
N
S
[0
2
30
rr
02
10
=

User access control

AEXIOF Ol OF2E0 23S0l U_=K HRE SFHELICH AFSXIt Power 823 8HS JHXIH
MNEXt= Alelg EZE HZ 5H(6.34 OIg HEEZH A &l - Al2lg EE &6z &FX)0A
M MEHE ZANE = U1, I £ R4 22l sHe.3.3 I HEEYH R &2 -
Outlets # ZH=X) L= Alglg = HE gHO =H2|AESl Power Control OFOI20i M
| 2% 22| — Serial port power control
FX)0AN It AEEY Ot S MO = UASLICH

<<Everyone>> &2 &S0l XM 2A&H, User access control 222 At Xt 2IAELL Access listOl
EE MEXE HAS 22E MEX=E Power HI2HESHE 280 D, B Z=R0l=
£ X @Al LIt

Serial port &=0| Al2lg ZE BHEZ SFE
X

r

=
 }
[

oo

]
o

g 0l g=2 B0l SItsotHl T, Al2lg ZE
2dste 4822 AMELICH A2l

ICh (@F! #X A=g 8 &

A X 9| User access control &&°| Power &

-

User access control 8822 0S8 £ Js 3AJ HZ2E

i&LICH &BX)

6.25 Alclg ZE EAF2| power control &8 HE

Power control configuration 3tH 2 serial port &2l oSHLIZLICH T HAEZ2HIF VTS 10
A

FOtEH, 2 ZEQ Al2lg ZE &F0l= Power control configuration 0| FJt&LICH (4.5.13

Power control && & X).

Ol a2 VTS 112 Alelg ZEN H2= HHIE It AESH2 Of=3Y HEE = UL
HEEH Oot2U=S FHIA HZBEYE = UES

= o
CotsLICh Bt OfxRs 23 E2 L4
AN PS A

=

S ELICH (6.24 Itg ZHEZEZ X &F —Outlets B &FX).
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6.3I7 HESH 2l

Serial port &2 3t 1t Serial port
. IO ot=E 22|
2e|stHES MBELIC

wer control StHUIA ZHAl / 22l

2SS SAIO HOHE =

oty HESH 22| 33,
po

o

St
TTS

OBl Power controller > Management Hi=& =
)0 VTS 1ol

6-8 It® ZESH 22l - It ZHESH clAE
JLICH It® 2HES2It HZ& VIS 112
LEEFLED, IHe &A
oIt HEEHY Aleld

&= UsLIC

e AEZEe9 HED}
Connected 0|2
2l SHO2 0=

St
=2

VTS II' Series SENA
Management TECHNOLOGIES
|| UGk || Power controller management
/ power / power_manage

Network

; Power controller
Serial port :

P Web  Ports Manufacturer Title Outlets  Status

Clustering 48 SENA PM SENA PM on Port 48 8  Connected
Power controller https 50 ServerTech ServerTech on Port 50 8 Connected

Configuration

Power group

Management
Peripherals
System status & log
System administration

System statistics

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Power outlet management

Copyright € 1998-2010 Senz Technolegizs, All right=s reserved,

-]
Jg 68 ItH ZEZEZ 22 - Itf ZEEH 2/IAE

S4% 22| — Power controller &

6.3.2 I HESH cl
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6-9 It® HEEH R &2l — power controller &8 &X)S &€ == JUSLICEH O stHE Serial port
HZ SHO HHZAEN Ue Power Controller Management 00|22 2260 &2 =& QU

o AESHS HE22 &E0t ZAIELICE [Clear] HES 2¥ Max current detectedS 1t

6
22 U MEE & = ASLLL IR AESEH SF0l Met EA

)

= 220l 2ot 4 UL

Power controller management - Baytech on Port 16

fpower § power_manage / power_controller
Powier controller
Model . RPC14
Alarm threshald : 20.0 amps
Temperature : 878 °F(31.0°C)
Circuit breaker Good
Awerage power 0 watts
Apparent pawer 0 watts
FMS volkage : 236.7 volts
EMS current 0.2 amps
Max current detected : 0.2 amps
Outlets

8 69 It¥ 2EZZ % 22/ — power controller &

6.3.30I% HEEH FX &2l —Outlets &

It HEEH 22l (U 6-8 IIY HEEH 22| - Y HEEH 2/AE &EFX) sH I
ZHEEDY CIAENAN IR HAEEHE HE5
Outlets B2 HE5IH O HEEH 7% 22l Outlets & 3FH(AY 6-10 IR HEE 7

el - outlets & FX)0 E2E = UAsUICH

Power controller management - SENA PM on Port 43

/ power / power_manage / power_controller
FPawer contraller
Outlets
Qutlet Port Title Unit= Outlet=
OFF 1 2,3,... PortTitle =2 o 1
OFF 3 MNone MNone 0 3
ON 4 MNone MNone 0 4
ON b4 MNone MNone 0 5
ON 5] MNone MNaone 0 il
OoN 7 None  Mone 0] i
OFF g MNone MNone 0 g
18 6-10 It® ZHEEZ 2% 22/ - outlets &
0 2tH0l= OF=230l HZEN U= Aldlgd EE HS, Ot 0|Ss 22 I HEEH
Otz 22 Ot=sel AME It EAELICH 3t 2F0=s 2 0t230| A% FH Hse 1



SUNMS OIRA HSS HAIEUCL S8 0 SBHHAES OIRol oZE Fylo MEs
Y 4 Ys OIRY el BEE HMIEUCL ABXE 0 220A FHHIZ HD HAHU
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Power controller management - SENA PM on Port 48

[ power / power_manage / power_controller
Power controller
Cutlets
Qutlet Port Title Unit= Outlet=
OFF i 2,3,... PortTitle =2 W] i
OFF 3 P\ Part Title =2 0 3
[] Control power for all outlets named Port Title =2
oN 4 MNone MNone 0] 4
oM ] MNong MNone 8] 3
ON 5] MNone MNone 0] 5]
ON 7 MNone None 0] 7
OFF g MNone MNone 0] g
g 6-11 It9 HEEZ R& 22 - ot=2d 22l
Al ZE ZHI0 S 0l&2 0t=s0l H&EE &<, [Control power on all outlets named ...]
MIALAE MAotLD [Power on] HES 2ot 00| HEE Alelg EZEQ HUI0 M_S
=20t ZE 0t S SHHBN &2 &= USLICH £, 01248t 22, 8332 HHL NREEE &=
DE Ot HRAO0 HXNAHLE MEEYELICH (AHLE 8 JH2l oF230l 6 el A2IEEED;
o o U= d=R0= 0 ot otz 22l £=20AM [Control power on all outlets
named ...] M3AYLAE MIAY = ASLICL)

4-36 Alclg ZE HZ HOIXIS O 4-37 ZE NYH2IAE FX)WAME IR HES 2 &
olgr &= UsUICE I HESEH =W &l 3tEH0l Ot 2F0A It HES S
2

NEHE HAISHOH, Aleld ZE HZ SHUNAM= VIS Il Al
Cl

It HEEH9 MEHE HAIE &8t otLich AFEXS0l Al2lg EZEQ MRS ZAlIotD HAHE
== RU= Serial port power control 3tHCZ 0lsg = A= 2d3A& MSELCH ZE HACIAEQ
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Power Control OIO|20] H&E (=4 O0I0I&) £= NHEEM 0I0I18) &EHY Z<0 2 Power
Control O0t0|22 Z2&6t0d Ar&Xt= Serial port power controlatH g 0|SE £ USLICL (A
6-13 WY HEEH S% &2l - Serial port power control &Zx). Power Control 0t0|20] & 0|
(2 OF0I3) MHZ B=Rils 222 = 8lsUbh.

oIt AESHIH HEBE Alelg ZE= HYAEN 9 HEEH |RR 2el

# U= Power Controller Management OtO| 20| HE A& LICH

=

tHOZ 0ls

ot

fol

Serial port connection

/ serial / seral_connect

Peer : AIT p_e_et:S: Port title : |[Baytech on Port 15 [ I Search ]
[ATHEEES. ) |Ba! .

Port access menu connection
Port access menu connection

Individual port connection
Status  Portz  Title # of User Comments
16 Baytech on Port 16 0 < Power controller =
B View Port Log

+ Power Controller Management

18 612 AlcIE ZE HZ o0 - WFZHES I GZ= EES XYoL E

6.3.5 Il HEEXH RN 22l - Serial port power control

Serial port A& StHOl HHAEMNM HE / HE & HAI2 Power Control OLOI2&
=22/5tH Serial port power control 3t (08 6-13 I HEEH w4 &l - Serial port power
control H#X)22 OISELICH. I HEEH Oot=3 22| 3430l I ZHEESHY OtxE =S

MlOojote e, O stH2 Al2l2 ZEN HAZ= FHle 3= MNOlot=0 AFSELICH

Serial port power control - 1 : server name on port 1

Power controllers
All outlets controlled by this port will be managed.

Port# Manufacturer Title Outlet Status
16 Baytech Baytech on Port 16 1 OFF
2 OFF
Fower on | BEwer o | Fl=i=im |

& 6-13 I}¥ 2EZZ R &2/ - Serial port power control

fon

Of 3tHUAM Al2IE ZE Fl FOI

P AZE Of=Elel ZE22 &M &blel 83 dEE

J ol
S AL HALE HEEE == USLICH Al2lE ZE FHI0 o
0

J
e
I

o
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!

6.3.6 Il Ot=3! &2l

Hli=HtollAl Power controller > Management Hi=&== &&igt otH, MY HESH 22l A

ot of3 22| 3tHO0l EAIELCH (O 6-8 IR HEES 22 - Y HEEH 2lAE

FXR) GO OH o3 22| SHg HAeistd 108 6-14 0 22 O of3 22| 3Ol Lt
£

b ELICEH Of 2tE2 &M o9 OFxsl 2el

]

1]

m

suCh

Power outlet management

J power / power_manage / power_outlet

Power outlet management

Status Port  Outlst Port  Title s

8]y} 48 1 RS Part Title =2 D |

ON 48 3 2 Part Title 2 o

ON 43 4 Mone  MNone |- |

ON 48 a None None

ON 48 a Mone Mane

ON 48 7 None None

OFF 48 g8 Mone MNone

ON 50 1 Mone Maone

ON 50 2 None None

On 50 3 Mone Maone

ON 50 4 None None

8]y} S8 5 Mone Mone

ON 50 5] None None

OMN 50 7 Mone Mone

ON 50 g MNone None = |

[ Power on H Power off H Fleboot]

Powergroup management

[testpowergrou-ﬁ_:i [ Pawer an ][ Power off ][ Hebuut]

Order  Port Outlet  Port Title Wait time

1 48 L} 2 Port Title £2 5

2 48 > 4,8 Port Title =4 5

3 48 4 Mone Mane 10

4 48 1 2,30 Port Title £2 15

I8 614 IY 012 22

A W ot &2l RPEUHME AMEXHA &2 A0l =HE VTS off HZ2E 2= I
ZEEH 0= CIAESY M M3 AH, IR 2ESHIt HEE Al ZE H5, 0f
S BB, 01230 HZH A2Y BE WS, LE E0IS SO B} 20l HA UG (22
o Ol et B2 e 83 Y2 6240019 ZHEEZ 2% &ZF - Outlets & 2| User
access control =2 & X0IAIJ| BHELICH) AIEX= &EHE NOotLA ot OrR==2 XA
BtAE 0|20t HEE =0l [Power on] [Power off] [Reboot] HES GtHLIE 22610 H&HE
RSO HY AEHS BRSO HOZ 4 USLCH O/l MA%A 259 Delay 2t HF

A0ls Y OF=SS HH MOA HEE A2 XGe&ts XE

Bl 22t OF220l OfF Tl AIRI0l XIg 2% Y P20l A3 = X

A —_— o L

Ho
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62 M

O Delay 2(0l 0 22 X&EEH oid Ot MO SE0l SA A SLICL E8b A
=2 |.—C.’—E-IIEO| A
=] A A=

A= [Refresh] HEZ 0|0t 2
g

0
0§ 12 22l PRHAE 2lAESAS

U

7)) A& & - Z§2dst £8 F== FX0tAIJI BHELILL)

6.4 M) AS 22

AEX = TF S0 e =JF AFl 2], I S0l 58 OtzelsS2 M&E N =A
A3 2 I9 OS2 AEX AHEtsSs LFELIC O 615 fle MRS 8% =JIstHS
HAEUCO OIIA ASs H2dH Mo =A 2F8= fg I A8 =t &M g«
USLICH

VTS II' Series

Management TECHNOLOGIES

I| User : root \|

/ power / power_aroup
Network
Serial port Power control sequence group configuration
Clustering MNo.  Group name
Power controller 1 [testnowergroup |[ Remowe |
Configuration E 2
- w | |
Power group Mew | |
Management
Peripherals Save to flash ][ Save & apply ][ Cancel ]

System status & log
System administration

System statistics

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright € 1598-2010 Sena Tachnologiss, All rights rezerved,

18 615 & & &F

6.41 MAMS) 18 2ol - NAAE MOl =4 &
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o 08 €38 RJISHUA I 82 FIe = g I 82 BHsE %ot 1F
6-16 Ut €2 HIYH MAH =N €8 sH2=Z 0lsELIC

SELE MO =N £ TN AESXHesE g I 80 22 2 L9 HEEHS 0t
== dEotH =Jtotd 222 Ot =S Mg i 82 Ul Alts €8€ = UAsLIt
OOIA THOI A2 28 OF=SU0l CHE MIGIEES A0S Ol AlZtS 2l0IotH oiE I &8
Of Zol=l Ot=sSO0l CHEt MO=AOol el &9 OF=3Uol CHEE MO 2E0l &4 == 20te
Il AlZtOl Alt= CFS OF=E0l Ciet MO E8s X E £FotH Lt 0 8 &0
N OFR3l =AMLt Alelg ZEBS L= EE E0ISS dEotH oY OIS BHEE = UsS

Ol Ol=otH ELICH

Power control sequence group configuration - 1

/ power / power_group / powerseqarp / 'L_1__‘:J

Power group configuration
Power control sequence configuration

MNo. Unit Outlet Wait time Port Port title
1 |ZEN&PMon Port 45

2 [SENAPMonPortds

|2 PortTile £2 [ Remove

|4,8 PortTitle 24 [ Remove

| None Mone Remove
| MNone None Add
User access control
[ Save to flash ][ Save & apply J[Cancel]
18 6-16 M AL HOl =AH &F

6.42 8JAMY) O 2l - H=2det &3
g 6-162 IR MO =N 18 &3 SHUHAMN AMSK HE 82 d86tH 8 6-17 It 22
IYIE &2 Ast 83 52101 LEFLLICL OIDIN B2 A0l 24X AI=2H0| 6.3.6 IFY 0f
I 22l £HE WY 08 22 222 2AE HANM Y It9 0828 8E &= UASLICHL
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User access control

Jpower / power_group / powerseq j 1 | / user .access

Powergroup configuration
Power control sequence configuration

User access control

Access bype

User or Access list Action
Power

<<Everyones: 3

testpowergroupuser
| |
[----- Select an access list ----- vl

Move to Access lists to edit access list,

[ Savetoflash || Save &apply || Cancel |

L

18 6-17 H¥I& &2 dat £F
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7. F8 2x 83

7.1PC 3t &3

VTS ll= JIs8 Rod 2 SHLE o PC JIE XS MSotld UsULL OS 49K
&9 PC JtEJF X
- LAN Jt&
- 84 LAN JtE

- Bd Je

- ATA/IDE fixed disk card

MEXE LAN £= 24 LAN JIEE 01800 £ OE UERHA H&BS Soil VTS 0l B¢
2 QUSD, ATA/IDE fixed disk cardE OI8dl AIAE 2 A2l XE 27 HO0IHE NEE =
USLICH 2 HEE AMESEH2ZM AFEE 20 AZot= Alelgd ZE 101 VIS 10l Z2
(out-of-band) &= & =% JUSLIT

PC card configuration

# periphieral f pocard

[ Currently configured PC card ]

Card type: Ernpty
[ Detected PC card ]
Card type: Metwork Card
Model: WETGEAR FA411 Fast Ethernet
[ Configure the detected card ]

MNew PC card is detected.

Save to flash ][ Save & apply ” Cancel ]

g 7-1 =J] PC FtE && U7 35

PC JtE &R 2 AIE0otI| /ol Ar2Xie U382 SAHE =30k &LICt
S 1. PC IIEE PC IS &0 &L&LICH
S 2. PC ItE &3 0I=2l [Configure the detected card] HES &= & LICH
SH 3. VTS ll= JIEE 2M5H)| 2ol 224 o4 Zd0l(plug & play) JIs2 AFSE 21010,
2

A3 O SHAH LEY ALLCH AIZXis 8 JIEE SZAIZJ| <st
OII2OIHE €8¢ = UASLICH
S 4. [Saveto flash] HES & &

5 =
©H 5. B2l [Apply changes]S 5101 M22 SFZ MEALICH
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VTS IDt XI&ot= PC JtE S5 Ed® £58 B: VIS IIJF J/&ol= PC FIE B2 T Loty

A2,
PC JtEE &EX L= Mo RAdH AI2Xt= G20t 22 SHHE ==HoloF &LIC
CtH 1. [Stop Card service]E & EEHLIC
CHHl 2. [Save to flash]= SEiGIH HA AtetS MEELIC
A 3. UI=2 [Apply changes]E MEi5t0 HE MES HEELICH
CH 4.PC ItE ERCE2H PC HEE MAHELICH
o 8 NEW OGEX S0 =F2ZFE PC FIEE o= 2 AlAE IF9
2010/ € =% QUSLIC

LAN JtEE PC JtE ==X0l &ZXctH VIS ll= 342 IP =22 2RotA ELICH OlM, IP
—

PC card configuration

{ peripheral § pooard

[ Currently configured PC card ]

Card type: Metwiork Card
Maodel: METGEAR FA411 Fast Ethernet
IPv4 configuration

IP mode: Static w

[P address:

Subnet mask:
Default gateway:

IPva configuration

IP mode: Disahble v
Primary DMS: 168.126.63.1
Secondary DMNS: 168.126.63.2
Feuse ald IP at bhootup time on DHCP Disahl
failure: 15able

[ Stop card service

Card service is successfully configured. Save the PC card service configurations.

Save to flash ] [ Save & apply ] [ Cancel ]

& 7-2 PCLAN 7t& &%

JtEDF 2IAlE =, AFERS UERZD &F 0l & FItHel WERZD L2iIeH=SS £ &6t 0k
SHE0 S&GHI SUC UWERD Wetilee €82 3.1 IP £&F0 KtAlsl €0
VTS 1Dt XI&dl= PC JtE S8 S It X35t PC FIE E EXoIMAIL.
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7.1.2 24 LAN JtE &3

f& LAN JtEE PC JtE =XR0l ZXIotE VIS ll= 3042 IP A5 2RotH ELICH O, IP
FAae BEAl Rast XS XNFoi0F gLt

PC card configuration
fperipheral f pocard

[ Currently configured PC card ]
Card type:

Model:

Wireless Metwork Card

MELCO WLI-PCM-L11 Version 01.01
[ Detected PC card ]

Card type: Wireless Metwaork Card
Model: MELCO WLI-PCM-L11 Wersion 01.01
IPv4 configuration

IP mode: Static |«

IP address:

Subnet mask:
Default gateway:

IPv6 configuration

IP mode: Auto configuration -

Secondary IP address:

gto4 tunneling Enable/Disable:

Disahle

Primary DMS; 168.126.63.1
Secondary DMS: 168.126.63.2
Reuse old IP at bootup time on DHCP Dicable
failure:
Wireless network card configuration

SSID:

Use Wep key: Enahle

Wep mode: Encrypt w

vWep key length: A0 bits |

Wepn key string:

[ Stop card service ]

Card service is successfully configured. Save the PC card service configurations.

[ Save to flash ][ Save & apply ][ Cancel ]

18 73 PC 24 LAN JtE £&

JHEDE 24

= AT UERKA SH0 XA =IOt YESRA uelileiE=S & 3&oto] ok
SHtEA s&otA ELIth WERK D mtel0lgel 882 3.11P Z&F0 XtMsl &ZE0 AsLIt
VTS Il 2& LAN 832 <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent Privacy) 3|
ssS

|[2ELICH. At Xt= AP (Access Point)S XI&oH)| 2ol SSIDE

HHE > Uon £,
—
o= T u— g

encypted £= shared2 WEP 2EE &g =+ UsUCL WEP I Z0l= BEAl 40 £= 128
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O10b BLIC} 40-bit WEP J101%, AFRXIE 22X 22()0] 9= 52 16X 4
b BHLICL 128-bit WEP J/0I8, 22I% 2=2()0l o= 132 16X
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128-bit WEP 2| SE= AEotI|l ?lol AL X= OUsS 20l 13042 16&l+ DE
=0l OF fLICH
000F25E4C2000F25E4C2000F24
ot= PC JtE =52 2 25 B: VIS IIJt A/ &ofE PC FIEE EXOIMAIRL.
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VTS 1D} X

7.1.3 Serial modem Jt& & A

DO JIEE ANSEC=ZMN AEE Y HZot= Al EE Q0 AIEXDF 221210 &2
A =

JtsELICH HRE22l 56 Kbps Matsd 2& 2 CHfet @& Jt=0F XA ELICH VIS 1IDF X[ & 6t
=

PC card configuration

/ peripheral / pccard

[ Currently configured PC card ]
Card type: Serial Modem Card
Madel; 3Com Megahertz 3CKXM756/3CCM7 56
Serial Modem Card configuration
[ Enable PPP connection on the Modem
Init string:
Enable/Disable callback:

Callback phone number:

Dial-in modem callback login:

Allow dial-in modem callback number
change:
Enable/Disable modem test:

Test phone number:

Test interval: every i“zﬂ | hour(s)

Email alert configuration
Email alert for modem test: [Enable v

Title of email: |

Recipient's email address: |-

SNMP trap configuration
Modem test trap: [mﬂ:
Use global SNMP configuration: |mv'
Trap receiver settings

Security-
level

. (5080 1 [public - - [+ &

No. IP address Community User Version

z [oooo | [public |-~ v

Stop card service

Card service is successfully configured. Save the PC card service configuration.

[ Save to flash ][ Save & apply ][ Cancel ]

18 7-4PC Al2IZ 28 I &F
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Jl2 B8 X=IIg AEY g2 “gle0s0=2&d0"LICt. Ol= 20l 28 ZES(quiet mode)(‘ql’),
2 22 Z2E(echo off mode)('e0), A= S ZE 24 2(Auto Answer mode equaling

two)(“s0=2") 112l DTR line 2AI(&d0)2 &HFHE <

0

o

ICt. o B8 MEO et XiAlgt

Callback &<, Modemtest &=21} Alert 882 4.5.5 Host mode && 1} 4.5.12 Alert £Z&°| Dial-

=2 o —i

inmodem mode 222 EAGHYAIL.

7.1.4 ATA/IDE fixed disk It1& & &

MEXt= AIAE 2 Al2lg ZE 205 MEGHI| 2ol PC ATA/IDE fixed disk cardE AtEZot=0
LSt MAl OOoIH AJIE BtEAl AFaH0F ELICL VISIIE &M H&E 301 2 CAIWAN ALE
Jtset ClA3 B2t sz 4F¥eLt

MEXE Delete HES =2l IIEQ 2E LS AHME £ USLICH

MEXE Format HHES =2 JtEE ZWE = USLICHL VIS ll= CA3T JHES EXT2 &
VFAT It AIAEIS XI@ELICH

MEX= VTS 112 AAE HHZ2 export ¥ import E22M, VIS II| &8 IS H&E &=
S = AsLIt

PC card configuration

{ peripheral f pooard

[ Currently configured PC card ]

Card type: ATAFIDE Fired Disk Card
Model: SanDisk SDP 5/3 0.6
Size: 245
File system: yfat
ATAFIDE Fired Disk Card configuration
Total available data size to be used: 245 MB
Total data size to be used: 245 MBE
Delete all files in ATA/IDE Fixed Disk Card:
Format ATA/IDE Fixed Disk Card: ExTZ a

[ Stop card service ]

Card service is successfully configured. Save the PC card service configurations.

[ Save to flash ][ Save & apply ][ Cancel ]

12! 7-5 PC ATA/IDE fixed disk card & &
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7.2 Modem & &

t= Alelg ZE 2101 ArEXIt 2etelol 82

ol
rr

0

LHE ZEsS AMSEC2ZM AEE 2o oA
f

Enable PPP connection on the Modem 2 Z2& = PPPmodeZ AIEE J2o| 20| LICt
Jl2 B8 FJ|lgt AEY g2 ‘gle0s0=2&d0’'&LICt. Ol= Z2EI0| 228 ZZS(quiet mode)(‘ql’),
2 2Z 2CE(echo off mode)('e0), A= S Z2E 24l 2(Auto Answer mode equaling

two)(“s0=2") 12|11 DTRline 2Al(&d0)2 d&= 2|0I&LIC.

Callback &<, Modemtest &=21} Alert 882 4.55 Host mode && 1} 4.5.12 Alert £Z&°| Dial-

==

inmodem mode 222 EX0IYAIL.

Modem configuration

/ peripheral / modem

[[] Enable PPP connection on the Modem
Init string: |H1EUSD=2&dD_

Enable/Disable callback: iEnatﬂe—:ﬁ!

Callback phone number: | |

Dial-in modem callback login:

Allow dial-in modem callback number
change:
Enable/Disable modem test:

Test phone number:

Test interval; | hour(s)

Email alert configuration
Email alert for modem test: [Enable "I

Title of email: |

Recipient's email address: |

SMMP trap configuration
Modem test trap: [Enable vl
Use global SNMP configuration: [Dizahle v|

Trap receiver settings

Security-

level Version

No. IP address Community User

10000 |[public v v

2 0000 |[public (vl |

[ Save to flash ][ Save & apply ][ Cancel ]

28 76 28 &
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7.3USB £&

=sX2 HMZ3otl /UsLIth M UsSB ME
USB N&E EIIE 0S8l AAE & Alel2 ZE 27 CIoIHE

UsB configuration

§ peripheral f ush

Currently configured USE devices

Mo. USB type Model
Mothing

Currently detected USE devices
Mo, USB type Model

1 LUSB Storage Device SanDisk Corporation Cruzer Mini

Mews devices are detected.

[ Save to flash ][ Save & apply ][ Cancel ]

&g 7-1 =J/ USB && U= 2t

USB ZHIE AZdtI| I At2X= OS82 SHHE 3ol 0F &LICH

CHHl 1. USB ZHIE USB =X 0l &&rLICH

S 2. USB && OI=2 Currently detected USB devices =Z 0l Al [Configure] HES
SELELICH

S 3. VIS ll= 24 & HHIE Currently configured USB devices SZ0| €2 210I0, O]
SE0AM g ZHIE HE6HH, &3 Hiw 3tEH0l UHEE JLULCL MEX= &M
ZHIE SHAIIII| Hs WetDIHE E3E &+ UASLICL

CHHl 4. [Save to flash] HES &EotH &8s MEELU

& 5. OIS [Apply changes]E & &6t ME2 282 HEAZLICH

UsB configuration

J peripheral f ush

Currently configured USE devices

Mo, USB type Model

1 LUSE Storage Device SanDisk Corporation Cruzer Mini
Currently detected USE devices

Mo, USB type Model

1 IUSE Storage Device SanDisk Corporation Cruzer Mini -—-
UsSB devices are successfully configured. Save the USB configurations.

Save to flash ] [ Save & apply ] [ Cancel ]

18 7-8 £&& UsB &4l 3H
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PC JI=E2 &EX L= M6l <o AtS
EH

S 1. [Stop service]E &

S 2. [Saveto flash]= &EictH B8 AtgtS MHEELICH
A 3. UI=2 [Apply changes]E MEi5t0 HE MES HEELICH

CHHl 4.USB ==X

A g XNEW MEX 20 =%

CZRH USB HHIE MAHELICH

Z2E USB HHIE MIHot= HE AlA

&9

2010l 8 =2 QYSLILE

7.3.1USB & &EX

MNEXt= AIAE L Al ZE ZOE MEGH| o USB ME HXIE AMEdts st
M OOIH 2AJIE BEAl &FoH0F ELICH VISIE 8 H&E 301 & CIAIWM AFE Jisst
ClA3 32t =22 ZFE LI

MEXt= Delete HES =cf tES 2= LS ANE = JUSLICH

MEX= Format HES = JIEE ZUY = JUSLICH VIS lles CA3 JHES ot
ANAE S X2 ELICH

MEX= VTS 112 AIAE HHZ2 export ¥ import E22M, VIS I &8 It fe=
S37g = AsLIG

Currently configured USB devices - 1

/ peripheral f ush J cur_config f| 1 %

Delete all files in USE storage device:

Format USE storage device:

USE type: USE Storage Device
Maodel; SanDisk Corporation Cruzer Mini
Size: 244
File system: wfat
USE storage configuration
Total available data size to be used: 243 MB
Total data size to be used: 243 MB

[ Save to flash ][ Save & apply ][ Cancel ]

18 79USB & Hx £& =5
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7.32USB 24 LAN &

P& LAN EXIE USB £XR0I &XI5tE VTS li= PC LAN 3tE 2
E26tH ELULCL usB R4 LAN £ stHE O3 7-100 238
S48 LANJIE #F2 ZAGHAAIL.

20| ottt
LICH £4& LAN

Currently configured USB devices - 1

[ peripheral f usb / cur_config / |:1_Y_|

USB type:
Model:

IPv4 configuration

IP mode:

IP address:

Subnet mask:

Default gateway:
IPve configuration

IP mode:

IP address:

Default gateway:

Secondary IP address:

oto4 tunneling Enable/Disable:

Primary DNS:
Secondary DNS:

failure:
Wireless network card configuration
S5IEE
Use Wep key:
Wep mode:
Wep key length:
Wep key string:

Wireless Network Device
ZyDAS USB2.0 WLAN

i"Static: v

| Manual configuration |
| |
| |

i ]
[ Dizable v

0.0.0.0
0.0.0.0

Reuse old IP at bootup time on DHCP

Disable

Save to flash ] [ Save & apply

| [ Cancel |

&g 7-10 USB

VTS 11Dt X&dt=

oMM AIL.

UsB & LAN

Xt
o

2=
==

24 LAN £F

o

e = C

=
e
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8: AlAE &Ef & =21

VTS ll= &8 CIAZ0l 3H(Status Display Screen)2 Sl AAE AEIQ 2711 COIHE
BOHF0H 2e2lE ol ArFSELICH AIAE &Ef HOolEH= 2 018, Alelg ¥5, HAo I:H@,
HHOI2A HE & VIS 112l WESRZA A3 S0l JASLICH E£§ VIS ll= System logging Jls
Sol NS =FOUH Email2 21 HI0IEHE NHsS22 Mot 32 4= USLICh

8.1 A|AE! AEH

Jaystem f sysstatus

System information

Maodel Mo, Sena_WTSII

Serial Mo, : WTSIT2200-2006050001
Fl Ry, w1.0.1rcl

Bios Wer. ! v1.0.0

MaZ address (ethd) 00-01-95-28-BB-FF
MAZ address (ethil) 00-01-95-25-RC-00
Uptime 5 min

Current time ; 09/17/20068 23:31:29
System logging ¢ Enahle

Send system log by email Disahle

PC card type: HOMNE

PC card rodel MOME

Power status ; Single power

IP information

IP mode : STATIC

IP expiration : IS0

IP addrass : 192,168.19.1
Subnetmask : 255.255.0.0
Gateway . 192.168.1.1
Feceive/Transmit errars ; S 1Y

Primary DMS 168.126.63.1
Secondary OMS . 168.126.63.2

T8 81 AlAE A CJAZH0l
82AAH 2] &4

VTS ll= System logging Jls1t AMAE 271 MEH HAl JIs2 M3&UCLC. MEXE=E SYSLOG-
NG H&F0A System logging AtEAl ZRst BE2M AlAE 205 MEStE X & AIAE
21 HIY 2IIE S8 = USLICH

System log storage location

AMAE 2= VIS I R BIEal, PC JtE =X0l &&= ATA/IDE fixed disk card, USB

USB M& &XI, NFS AHZS &Xl NI® L= Samaba AHS &AXl XN&EUH HEE = USLICH
AMAE 27 HOIHE M&Eot=0 WS HIZ2E AtEcte &2, 21 UI0IH= VIS 119 HE
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AHIELICH AIAE 27 HIOIHE 2&0oted®, H&E fXIE ATA/IDE fixed disk card, USB 022,
NFS AH L= Samba AHZ &&3tHLE System logto SYSLOG serverE EnableZ2 & &
M 220l HME AFZGHD| |18 HI2t0IHES 4 & ol

;
LICH OIE =&olJ| ol AtZ2Xts & FE
LICE OHAMIOF HES|l €35 X @2 32, MEXE didtes HHE MY 842 €38 =+ 8ls
LICH

System log to SYSLOG server
AAE =7 OO0lHeE XNEE HE XA sAI0H SYSLOG MHNE HEE == JUSLICH

System log buffer size

Ol metbleHE 2HE = U= AMAE 27 HI0IHS xHEs EoELILL HOIHE H&EoH| <
of LHE BIZ22IE AEcte 82, AAE" 27 &X 3JI= 300 KbytesE =1t

£ UIOIHE M&EGHD| <ol ATA/IDE fixed disk cardLt USB M& &HXIE ALE5t
H 3Jl= EX2 S0 et ™ LICH

4
£Q
0 m
C
a

7] CIOIeHE MEGH)| 2ol NFS A, Samba MHE AtEdt=s <, =0l HIH 2J1= LU
LICE AFESXt= NFS AlHH, Samba AHE Z&oIH AAE 27 JIs0l HES HsE = UL
= oiOF &LICH

System log filename
Ol ItetOle= Logging=l= M2l 0I5 H2ELICH LIS

Im

&2 messages & LICH.

Automatic backup on mounting
System log storage location0l CF card, USB, NFS server, Samba server& && & Z202 &%

g = UASLICL 0l €80l Enable= 2 oflg M&E 210l Al Ot2EE 3% 21

g Ites 2tsLIC

i

Send system log by Email
VTS lle 285X 22 21 HAIK =2t 012l XN&Ee X0 012H 21 HOIHE AU=s2=2
BUHEE 48 = USLICL MEXN=E Emale 8E6H) tetOIEHE BtEAl &EFH0

I
SfLICE O m2tOIEOlE Emalle d&ot=0l 2RE 2 #=FQl Email =4 S0l Z&E

|
m

r

J8 8-2= €3 & AAE 210 2| stHsS BHSLICH
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System logging

faystem J systemlog

System log storage location:

SYSLOG facility for system logging: Lacald

System log buffer max size: 200

System log buffer size: |IDD |KE-
System log filename: |messages |
Automatic backup on mounting: Enahle «

Send system log by Email: Enahle s

Mumber of log messages to send a mail | |
{1-100):

System log recipient's mail address: | |
System log view .

Mar 26 04:20:30 Sena NTSI1 sysact: ¥TSI1-4800: System Ready. A

Mar 26 04:23:57 Sena ¥TSI1 pam_local_auth: authentication failure; uid=0 euid=0
ttw=console ruser= rhost= user=root

Mar 26 04:24:00 Sena_¥TS11 login: FAILED LOGIN 1 FROM (null) FOR root, Authentication
failure

Mar 26 04:24:06 Sena¥TS1| pam_local_auth: authentication failure; uid=0 euid=0
ttw=console ruser= rhost= user=root

Mar 26 04:24:09 Sena_¥TS11 login: FAILED LOGIN 2 FROM (null) FOR root, Authentication
failure

Mar 26 04:24:12 Sena Y1511 pan_local_auth: session opened for user root by LOGIM(uid=0)

[Clear | | F-lefr-esh | [view|

[ Save to flash ][ Save & apply ][ Cancel ]

g 82 A28 27 & 2 27/

8.3 SYSLOG-NG &3

rr

J

A JIEE = Y= YE=S HMSELICL SYSLOG-NG
o]

= goz ot €88 = A0, dole ez 28l
g = ASLICEH ofd 201 Uigt RZE0 232 FIHMULMH, 2] HHELZ Jdts
3% él—o LH A C OI§L|CI.

SYSLOG-NG Configuration

§ system f syslogng

Mo. Filter Destination Location {File/IP address)
1 F-Locald systemlog Frarflog/messages
Mew | Facility (auth) v| |File v/ | | Add

[ Save to flash ” Save & apply ][ Cancel ]

J& 8-3 SYSLOG-NG =7/ && 3t
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Filter, Destinationlt Location® 2ot [Add] HEZS 20l MZ22 SYSLOG-NG &0 F
JtELICH AfHIotHAE= SYSLOG-NG &0 U= [Remove]l2 SSSLZMN AIEEX 2=
SYSLOG-NG A2 MHME = USLICH. SYSLOGNG =22 Filter &t=2 HEGIH SYSLOG-

NG &S EHE = JUSLICH (A8 84SYSLOG-NG MF £F 3tH FX)

SYSLOG-MNG Configuration - 1

/ system fsyslogng /|1
Filter :
[ Check all ] [ Uncheck all ]

[ Facility (auth) [ Facility (auth-privy [ Facility {cran) [ Facility {daeman)
[ Facility (kern) [ Facility {lpr) [ Facility (mail) [ Facility (news)
[ Facility (syslog) [ Facility (user) [ Facility (uucp) Facility {Locald)
[ Facility (Locall) [ Facility (Local2) [ Facility (Local3) [ Facility (Local4)
[ Facility (Locals) [] Facility (Localg) [ Facility (Local7) [ Priarity (debua)
[] Priarity (info) [ Priarity {notice) [] priarity {(warning) [ Priority {err)

[] Priarity (crit) [] Priarity {alert) [] Priarity (emerg)
Destination: systemlog
File: Svar/log/messages

Save to flash ] [ Save & apply ] [ Cancel ]

_1& 8-4 SYSLOG-NG A4I& && ot5

FiteriA= 21 JIE2 ZHY0IAH &EULCL MAE Fiters2 2101 JIS&LICEL Port Logging
Ol M Port log to SYSLOG serverE EnableZ &&0t® SYSLOG facility for port logging0l &4
StELICH HEE facilityS ZE 2 0t= SYSLOG-NG 70| =IH5HOF Port Logging &8 WA 2%
StHI2 Port Logging0l SYSLOG server2 J|S&LICt Destination 2 File, UDP, TCP, systemlogs

o == JELICL FileS AtE0lH oY LS Mol 215 JIS6tH ELICH UDP LE TCPE
SEHSHH T AFE IP =AZ Y 202 ZUWHAH ELICH systemloge 8.2 A/AE 2 &F 0

10
o
=

SXs W et 212 JI=56HH SLC
8.4 Users logged on list

AZXE AIAES S 2 A2 AISK #s28 2FE = USLICHL

Users logged on list

§system f userdoggedonlist

Username Terminal Login Date and Time Fraom

root console Mar 26 03:24

adrmin pt=s0 Mar 28 00:22 192.168.12.1
admin ptsfl Mar 28 00:22 192.168.12.1

& 85 AEXN 22 =22
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9]

alo

H Ct

[e]]

st AAEXE 9

Users logged on list= AlAEIN 20!

User name(AtE At 0 §)
Terminal type for the session (MI&0 CHst HOIE S3)

Time connected (HZ = Al2})
P E4)

2

IP address of the remote host (22 SAEQ]
ZE= &&t

FSLICLHTTPHTTPS ZZ2 &=

& of &£ols AFBAtE S0 LIEHX]
=2 HZ0/ RALX ESLICH
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9: A|AE!

&

cl

VTS ll= 3042 AtEX Z2hY RS 0IE0H0 CHE JIs0l st &5 Jts&ds 22l Lt
MNEX FEO MIHX d®E System admin, Port admin ¥ User £ Lt= &= UASLICH

System admin &2 VIS Il 822 2110 & = Us 8= Ast=S ASLICH System admin
o@st Mt glol VIS IIE AIEE = AsS 2D ofLie
USLIC

|
]l

2 Aclg ZE/AH LEQ I} =i
H, LK VIS I €8 gts2 =S += Us Attt XsUIC E8 ZE

LICtH.

Port admin

o
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CHet

rov
o
o
il

+JE £+ U= AHSH0| ASLICH User = VIS Il Al2lg ZE/RA
port access menu Ol & 2 CIEHOIA2 Serial port & FHHO
ICt. Il AESHE 2elot)| floi & QIHHIOoIAS Y HESH 22l(Power
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e
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0
HU H
- L
g ]
= I
ro
(]
a
i
to
=
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0o
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0Z
0T
o
-
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o
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fu

VTS Il MEXR 215 &Y
RADIUS, TACAS+, LDAPSt Z2 &
MEXLZL HARKEE BUHAM AHS

£ ME&ote £= 1 BHHE S06t

00 v
o N
m o
o OW 0
o s
I @
[
o o

>
Z oA
0 on
b= I
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o
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2
2 e
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>
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e
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o
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=
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i
s0
I
-
o

AEXE VIS 112 EX 018, M2 Al & AMEXS HAAEE HFotH, 8=
MESIHL MN&EE HdES UAl 2d 2 = USLICH L8 A

clgd £ MESHH VTSI E/IHE ZIdoIE"e =&

9.1 AE X+ 2t

0
I
i
Im

VTS Il 4h2 MEX 1822 MEXNSS 2clglth. vis el €8 & Aldlg ZE/
8= dst2 ArZEX OS0 Wel THSLICH

® User: 2Bt ZE AL O8
- 0 080 Z&desE 2= ASHs Alelg ZEo 852 = UASLICHL
- 0l D80l =8 Power 2RSS JtXl RE AMEX= 0 Alelg ZEDJ HFE or=23
of MAS 2elst)| /e s FS5E = ASsU
- 0] Q&% A&Xtes portaccess menu O =8 £ USLICH
- 0 082 MEXE & CIHHOIAL Serial port 22 2 IR HAEEH 22l HRE
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- 0 082 MEX= VIS €8 Ol E£= CLI ol E5E = isLIth

AlClg ZEW SAZ&E ZHI9 MIAS MEBINES I52F Z2lg = QUK o171 Flof [User
access control] J/&0/ &HE&LICL

® Port admin: Serial port 2|t &

- Portadmin &2 User D820 =2 AstsS JIAULU
= =

i/

- Port admin 022 & QIFHO|A = AlAE 2 F

=

=2 Sol vIs Il €3 N &

I

=& £ QUSLICE 0l 28& Serial Port, Clustering & Il HEE2 Ol 2=
AN Wet0lEH2ts HAE & UASLUCH 1 22 VIS Il AIAES] 84X IIZ2I0IEHES
dote AEE2 0l OS82 AEXNSHH M=K 2SLICH (0. HE/KZR 43, PC IS
o OAIAE 22))

- 0 D80l Z&&E ArZ2Xt= CLlI 0l 858 = sLIth

® System admin: A|AE 2| O
- System admin &2 Portadmin JE20 =2 A& JtELUCH
- System admin &2 & 2HHOIA = AIAE 252 Sl &8 MMl 85610 Al

A 2= I2t0IEHSES =88 = USLICL

- System admin &2 CLI 0l 58 %= U2H, CLI WA M3%Z= 23S shell program=

2 g £ ASLICE 0 OE2 CLI E Soll vis I &8 < port access menu 0ff &
=g £ UASLICH

® root: AIAEN &IH 22|k

- root = A2l ZEN HZE AIAE 22l O8N =2 dEsS JEUt
- root = Linux CLI Ol Ot Mg 810l 5 = USLICL CLI € Sol ArSX+ 22, T
2= AH, =& % shellprogram =& S 2= JIsS Mg 2101 AAE&LIT
- root = & & FHOIH, AL 0|82 HEE = ASLICH
ST EotAle D12 AL 018 ¥ HIE BisesE sl st
AAE FIH 22|kt
Logi n: root Password: root
AAE 22| Xt
Logi n: admn Password: admn
H 9-10 VTS I0IA 22lEl= AFZA 8 € olEs= AEXN 082 HEtE % =vUsLIt
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H9-IMEXHN O5 & HEt

a8 root System admin Port admin User
JIE2 AFEX OIS Root admin - -
&3 J|2 eleHolA CLI BIAE Wi - -
CLI CLI
= = BIAE e BIAE Wi BIAE e
(o] A II 2H
PlEjmol~ 25 )& port access port access port access port access
menu menu menu menu
SSH sMH Il 2= 0] O X X
CLI &% ] O X X
VISII &3
SAS O B4 © © e X
PSS
port acces_i menu & 0 o o o
%’ GUI EII_J_H\_ O O A K A kKK
AAE O2t0Ie HE O O N X
ALE X THet0IE B E O 0] X X
A EXL HE/ AR O 0O X X
&1
1) *%

Port admin /& Serial port / Clustering £ I}t¥ ZIEZZ Ot=23! Jlsd 28&8 4808 =4
g £ YUSLILL O 29 32 @F g AHetet USLIC

2) *%k%

User 5= & && 3t00JAH 2F Serial port/ Clustering 9Z 2 It® HEEZ 2&2] 330

or 8£5g + Qs

18 9-12 User 1&= Zclob)l 2?18 & eIemolA2 st LICH

User administration

Fadmin f user_admin
User name : |USer User group : | User | [ Locked

Current local users

O# User name User group Shell

1 userl ser Paort access menu
Oz Lserz ser Port access menu
3 userd User Port access menu

[ Add ][ Remove || Unlock |

g 9-1. AtEAF 22/
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.
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9'j
2
>
0F0
=)
OfH
m
il
>
0R
>
N
0y
=
]
[
[wl

ANEXE =Dl 6t H, [Add] HHES 22l610d AIEX = gtHg o &, AIEX 018, 18 ¢
HY HHSE s S [Add] BHES MESILICH. 18 92 AMEX I} slHE E20ELIC
MZ=2 ArEX HIEsS 4ot foh Os IietlIeSS H&80l &&6t0F LIC

MEXt 0IF (User Name)

ALEX & (User Group): User, Port admin, System admin & otLt

MEX HIZ ®S (User Password)

shell ZZ & (Shell program): CLI, Configuration menu, Port access menu & GtLt

SSH &K J| 21Z(SSH public key authentication): Enabled £ = Disabled = otLt

SSH H&(SSHversion): vl &= v2 & otLt

SSH ZJH 3| I (SSH public key file)
JI2doZ=, SSHE Sofl VIS IIZRH &S 2= [, MEX 01§ & HIZ BSE 0|E8
oIS = A0l JI20IL, ALS X0l HE SSH 304 J1E VIS 10l Y2 E06tH, SSH Z2H0/HE
T2y 2 I3 I MLS MEEF2EZM, S22 VISIIZEREH &5 25 &= ASLIT

&1
AMNEIF =IF E= HIA AEX 0/18 L password= E AL SH 33X 0/140/0{0F &LICE 3 X} & X
YE FR0E @EIF BYGIH ELICH

Fadmin f user_admin / add
User name :
Select group lzer v

Password :

Confirm password

Shell program ; Port access menu
S5H public key authentication Dizable «

Select 55H Yersion

SSH public key file:

g 9-2. AtEX =67/

AMEXE MAHGHASH SS ot AIL.
o ANEX 22 FHENA AESASS MIARLUICH

e [Remove] HES S &LICHL

AEX HES MetlIHE HEoteAE, ALZA 223 HUA AFEX 0152 dE86tH AIZSAH B E
SHHS A =, AEX FOH9 YHo2 ArEXA HES met0IeHE HEELICL
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9.2 MAHIA 2IAE

JHE EZEQ9| User access contorl &&Z SO0IotH oo fIol HAHA 2IAE
HNA BIAEE Otz

J

lsS XIJELIC
S WHA 2IAEN AIEXE F=Iiolld Y ZE AAHOl User access

o
control 2&0A HAA CIAEE FII0K oY HMA CIAEN ZE 2= AMELNS E2H

st 2280z XNEgY = USLICH

J/ admin / access_list

Access hists configuration

No. Access list name

1 aMonforéceess |

2 |grPortAccess
[Mew «| | [add

Synchronization configuration

[ Save to flash ][ Save & apply ][ Cancel ]

g 93. YHA CIAE - A 2/|AE 22

18 9-32 ML 2IAEE 2ot stHES 20HsSLIL SS& AL AES0 UHEELICH

UHA 2AE SES olAB (1S EXE HEYAIR.

1. WAL CIAE BSE [New]Z2 A

2. WAIA 2IAE 018 2

3. [Add] HHES 2=
010 S & HMA CIAEE SAMOIH M2 HAA 2IAEE UHET USLICL SAH HA A
NHA 2IAES ASA 8E2E SAELICHL HAA 2IAEE SAteH T U329 EXE GEdAR

1. YHA CIAE BHSE SAF (& HAHA 2IAE BHEE d¢

([Add] HHEO0| [Copy] HHES 2 HIR )

2. MZ 2tS0HE MUANA 2IAE 0|8 &4

3. [Copy] HE 2%
[Remove] HE S5t MAHA 2IAEE MAHE =& UL, HHA 2IAES 0IEE HE =+

=2 =2
= =
dotol e3dg =%

=1 USLICH WHA 2IAEE HMHGEHLE 0I1ES HIROHT JHE ELES| User
access controlll A AtESE HANA SIAEE N=s22 MHAHGHAHLE 0152 HHEX £ S0l M
HIEEDI EMolA L= WUHA 2/AEE EFXE £ JUOD =2 FOI6HAID| HHELICH

HAMA CIAE OISS HEotH HAA CIAE AMEX 22SH2Z 0ISE = UsUCHL
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Access lists configuration - 2

J admin / access_list / access_list / :2V|

Access lists configuration
Access list name: Eng'Dr‘tActl:ess

User list

No. User name

1 admin

New [ ]

Synchromzation configuration

[ Save to flash ” Save & apply ][ Cancel ]

& 9-4. YHA CIAE - AEX 22

SXE LIZELICL AR 0182 2otl] [Add] HEZ 2260 MEXNE SEE = U1,
[Remove] HES 26t AIZBAE HAHA CIAENM AMEY =& USLIT

[Access list name] 2l AE A WA [--- Access lists ---] 52 HEHGIH HAHA 2] Z2|otHS
Z 0SE £+ AL, UE HAHMA 2IAEE HEGIN BHA 2IAE A 22/3HC=Z 0|

&1

Access list name= web_admin Zf web_padmin £ remote authenticationA/ local0f AtEXt 0/ 0/
Q= IR AMEINS AHets R0oHI| Sl ArEE s IF2/LICL web_admintl Z&E/0f U= At
Zt7f remote authenticationZ &of & =%0of= &R System admin & 5=, web_padmin 0f Z &%/
0f U&= AFEXE Portadmin 8t 210 & LICH

Synchronization configuration

VTS Ili= clustering 2 peer to peer2 RS2 &2lot= B access list

£ 2% &E
= JAEE SIIst H=E MBELICH L& VIS I FHISS S)I30t JtsoteES 8 9-52
g 9-61 €0l €&8= &Ltk

P, Access listE &2 HH|IS2 118 9-52 20| SlaveE & & &HLICH
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Synchronization configuration

J admin / access_list / sync_config

Access lists configuration

Synchromization configuration
Enable/Disable synchronization: Enahla vi

Synchronization mode: [Slave |+

[ Save to flash ” Save & apply ][ Cancel ]

_1&! 9-5 access list synchronization - slave

2 2l VIS I EXE M85t 18 9-610t 20l Synchronization modeE masterz &3
1, tHat HHIE2 2IAEE PAHF Synchronize HEZS 2™ Master &U|2| access list &
ul

I=S2 &g HA0l ELCh

Synchronization configuration

[ admin / access_list f sync_config

Access hists configuration

Synchromzation configuration

Enable/Disable synchronization: ,rEnablé vi
Synchronization mode: E-Master :“
Ready

Status of synchronization:

Address of synchronized host
No. Address of synchronized host Status

1 152.168.12.48 | Added

! Added #dd

New |

[ Save to flash ][ Save & apply ][ Cancel ]

_1&/ 9-6 access list synchronization - master

o8l AFERS HAREE BHEGHY, S A

8 9-72 HARE B8 s 2dsUt. o =
FAEE Ao, M MAREE st = M IHARKAEES =0lot)| Rlofl &t O M IHAREE

183



Change password
Ffadmin § change_pwd
Current username ! admin

Enter current password ;
Enter new password :

Confirm new password

[ Submit | [ Cancel |

g 9-7. AR E #HZH
Port access menu0ll2t 8 2& £ U= A XX Port access menu SHA MHAK/AES HAE
o Oleiet 22 S0l EAIELICH 28 et PE

2 QASLICH Port access menulf 256+
QA = N HAREE L5t =0IaH)| 2ol

o

t O =otd ARSI BHELUICH

[

[ Sena_VTSI | ]

Port # Port Title Mode Port # Port Title

Port Title #1
Port Title #3

1 Port Title #2
3

5 Port Title #5

7

9

2

4 Port Title #4

6 Port Title #6

8 Port Title #8

10 Port Title #10
12 Port Title #12
14 Port Title #14
Title #16
18 Port Title #18
20 Port Title #20
22 Port Title #22
24 Port Title #24
26 Port Title #26
28 Port Title #28
30 Port Title #30
32 Port Title #32

Port Title #7

Port Title #9
11 Port Title #11
13 Port Title #13
15 Port Title #15
17 Port Title #17
19 Port Title #19
21 Port Title #21
23 Port Title #23
25 Port Title #25
27 Port Title #27
29 Port Title #29
31 Port Title #31

BR33333383883 838
2332333333338888 §

Enter command (1-48 serial port, P passwd, Qexit )
______ > P

Enter new password : *x***

Ret ype new password : *****

Save Done.
Password was changed.

9.4 &Xl 0|E(Device name) &A

VTS 112l 22lE 2ol AMELZ | 01§ £€8E =+ UAsLt. 18 9-8= &X 018 £€9%

0
SIHLICH AFZ XD Device names B 0N &S S 112 HostnameO| Y13 & LICH

—o -
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Device name

Fadmin § device_name

Device name: |Sena_VTSll

Save to flash ” Save & apply ][ Cancel ]

18 98. ¥x/ 0|18 £&

Device name HZ3IH CLI &2 ZTEZE £ot 0l 20| oiE T = Hostnamel2zZ H&E0| &
LICh.
[root @ena_VTSII ~]#

VTS 112 Device name &Z&0| B8 2X= &0l X L2 ASXIl Device name 2 Bl 2
A2 XEGHH Z9 VTS 112 Hostname 2 VTS 11 IP =42 As22 XN&EO| ELICH S8t
Device name2 VTS Il Manager?t 22 2tcl Z21S0lA &Ul A8E ol AL=ELICH

95 &M L A2t &3

VTS ll=e STHe &M & A2 E2E JtXLD USLICHE VIS 112 AH & &€ 8432 U=
BiEel &0 oo BHAELICH AFE2X= O 9901 LIEHL HiQF 2001 ST YW Y Al2tsS

B2E & QIS |C}

Date and time

J admin / date_time

Use NTP: |Enahle v|

Use DHCP option for NTP servers: 'D|sab|e v|

NTP server: 'c:IDck Isc.org. pcn:l.ntp.oi

NTP option: 'ﬁErEEiEa_Ii;a v

NTP update interval: |'5 | hour(s)

[ Select [Standard time] and [Daylight saving ime] from list ]

Standard time
Timezone: kst ]

Time offset from UTC (UTC + [x.x]hours): :g |

Daylight saving time
Enable/Disable daylight saving time:

[ Save to flash ][ Save & apply ” Cancel ]

18 9-9. & ¥ A2t £F
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9 L A £33 AFG6D| /s 2Ee 2JtX0F JASLUICH HEM YES, NTP AHE
AEdtE HYLICL NTP JIsS0l &4 AEHI ZH, NTP optiondl et &&0l HEE MU VTS
0 THEEE MO 2 FIIH2Z NTP MHZRH 2R 2 A2t EEE 22 = USLIT
NTP AMHOII 0.0.00 22 HAFEHEH, VIS lli= JI= NTP AHE AIEELICH 0l <0, VIS II=
oIl HZEH UM O0F &LICH. Use DHCP option for NTP servers €& &&G6tH &H DHCP
NHOA 2E NTP server 325 20tA AISELICH MEX= L8 & AXI0 Ot §E
HA EEAUTC)ZRH 2QEA AIl2 AFGH0F &LICH &=2 d2R=, SZH 22 49
ANz2tez A F=AH0F &LIC

SH Y2, NTPE AIE0IA 210 5292 YW &L Al2t2 &Fots ALLICHL 0 &2, W

ANAE It Al2t2 HEGH dFoteld ASX2 fAXo OE timezonell UTCZRHQ
QUA 22 HFGOF ELICHL AMESXIL daylight saving time2 O0I&S8HCHH, daylight saving
timezone, UTCZ2RH2 IAl AZUAl, SSLAl S 22 4= ZFa0F &LICH VIS lI=

Olgl LI2t0IEHE OIS0t &t AlAE

St AlZ2ES HIAELICH Select [Standard time] and
F2H 0 8432 2lAENM Hdeold A H43E 2

[Daylight saving time] from list HES
b

UEE o= sHHO0I ZAIELID

9.6 && 2|

MEX= SIS HFE CF card, NFS server, user space = local machineS1t 22 H&
X MYz HEE £~ AN, HEE 23 IS 0I8oHA 8N 3oz 24 2 =&
USLICH £t AAH CIEALE SSH 21SME Upload & =+ ASLICH O 9108 £&&F 22
}Hs BEWSLIC

VTS IIE & =of &uie 48 M2 Z=2l)l RllM=E Configuration import 82| Location
Itet0IEe E Factory default2 A8 482 2H2HUL VTS IS £ IHZ 2| Reset Button S
=29 gL

VTS 1Dt Aseg2 4382 NH&Ecte Jls2 XNJELICH Automatic backup configuration2
HAFotD HESHH VISIi= KNEE Al2H0 NEE gHHoz 4832 U522 HEELICH

CLI E 0I23t0d AMEXIt 22z H&ES A3 IS Custom configuration management
H=E Sotl S7otL ANE = USLICH

23 M&EotJl, €8 2| & s €8 HES 4Nz d6t)| ?laid= US MetolH
S HZol ZF5IH0F

g LICt. Configuration import E0lA Configuration selection 0%

Configuration, Webserver certificate, CA certificate 2| &=2 JIELICL €22 =2427| M=
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e
Hy
In
!
1

Configuration® A6, Webserver certificateE &EH5I0 AAMH CISME
Ct. CAcertificateE &Gt SSH &X5AI12 2LISME 25 & = USLILCH

Configuration management

[ admin f conf_manage

Configuration export

Location : CF Card USRE storage Primary NFS server
() User space(fusr2) O Local machine

Encrypt ; |Ves vi

File name : | !.Syscm|

Configuration import

Location : CF Card USE storage Primary MFS server
(3 User space(fusr2) O Local machine ¢ Factory default

Configuration selection : | Configuration ~
] select all

[ MNetwork configuration { Including IP configuration )

[] Serial port configuration

[] Clustering configuration

] system user configuration

[] Power controller configuration
[ PC card configuration

[] Use configuration

] System configuration

Perl configuration

Encrypt : IYes v_l

Automatic backup configuration

Automatic backup option : | Disahle v

Location : CF Card USRE storage Primary NFS server
User space(/usr2) Send via email

Encrypt

File selection : |[———— =oElECtilE ——-- Local : | =2l =il

Samba server

Samba server

Samba server

File name : | l.tar.gz |

Backup interval (hour, 1 - 720) : (N

Recipient's email address : | |

Save to flash ][ Save & apply ][ Cancel ]

Custom configuration management

Save custom configuration as : | Atar.gz |[Save]
Restare custom configuration fram : | ===~ Selectfile ---—— v
Remove custom configuration save : | ----- Select file ---——- v|

Rermove

g 910. && 22/

187

$0

i)g



&3 &G
Location: &% Itd=s MEE
Encrypt: 88 It 23535 o

File name: && It 0|2

23 22|

Location: &8 Y2 == < Xl. Factory default

rx
jul
ol
e
0p
2
M
ol
=
ix
0
10
H
I
10

Configuration selection : 22l &&2 &

Encrypt: 22i2 4% It 2355 R

File selection : LocationOl CF card, NFS server L£= User space 2! &2 oY X0
Zot= Encrypt S@S CHEotE M0l €A

Local : LocationO| Local machine2 &< Local machinelfl H&E &F IS = H
Al

s &3 N&
Automatic backup option : XIS &3 NZ& Y2 X&
Disable — XtS &8 M& o6tA «£3.
Periodically — =J|822 &3 XM&. Backupinterval &8 Z Q.
10 minutes after lastchange — & & #H& F 102 1WAl €& NHE.
Location : &% s HEE X
Encrypt: &3 1l 253 o8
Filename: & It 018. &% MY 0|80z S 22 HAAHE AIEE = USLICL
® 3$HOSTNAMES : VTSIl & SAE {2 =t &Lt
® S$TIMES$<time format>$ : VTSIl 2 &M Al2t2 =Jt &LICL 0E =03 config-
$TIME$%m%d%y$.tar.gz ct= MY 0= && GFH config-052509.tar.gz ct=

Bacup I+0| A= LIC

0
ol

Backup interval : Automatic backup optionO| Periodically

ol
=
Recipient’s email address : Location0| Send viaemail2 Z2< 0l

AEX £ 22
Save custom configuration as : AFEX &8 2 HEE It 0182 NE
e 0|22 XI&Eot] [Save] HES 2™ Jjusr2/fcustom ClEERZ| &0 Us TH
S0l XEE 01822 =20 HMEELICHL
Restore custom configuration from: S & AIZX 48 IS
oS Hedt] [Restore] HEZ S2H Y LILZRH AIEN £33 IS0
fusr2/custom Cl&&e| 20 =+ ELICH JI&Q Mt S AN ELICH

=
Remove custom configuration saved : & XH& AISA 48 It E

-/

o

L

Kl em

(D]

o
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b0l &Ml S LICH

E2HAL.

ESONE—

9

oA s

K0
=
o
R0
el

3

il
&l
i
™3

ok
ioll
K0
=
ol
oll
=
R0
8

—

il
&l

ol
0D

—_

S
o

ol

o

il

o
g

oll
=

™

[Export] H

4,
b

o

of EXE ME2YHAL.

2dES Sdd8 U3

IS

i)
Rd

1]
R

ok
il

_

n

T

&
&l
o
70
OF
R0
el
o

_

n

T

o

il
]
ol
]
0
10y
1of

ol

fI X1t Local machine & Factory default™ Otg

3
4,

ol
xJ
ol
all
=)
&0
i
a1
i<

ok

00

==
1o

Ju

ol

1

ol

2/ X2} Local machine

[Import] H

5.

6.

9.7 Security Profile

o
&0
fal
o
=
&0

i0J
gl

ujo
3l
iy

i0J

o
uy

gl

Ul
OF

ok

LI Ct.

LICE.

2

System security

1.

Password security

2.

9.7.1 System security

VTS Il AHIA, WERZT, HE ZEZ

SHE Y LICY.

ol MXAN
=2 2o

P

2]

AMAEL AR 2IE

9-11=2

2|
=]

Ct.

= s &5l

tetol &

A4 JtsE

o1 M

Level of security
SNMP (get/set)
SNMP vi1i2c

Discovery(MANAGER)

Telnet
SSH
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SSH V1

HTTP

HTTPS

Secure Protocol

All ports

Set all ports to

Stealth mode

Enforce password complexity

Use user’s IP filtering rules

System security

J admin / security_prof / sys_security
System security

Level of security ; ) Custom @' tandard & Secure

SMNMP (get/set) ;
SNMP v1/v2c:
Discovery (MANAGER) @

Telnet :
S5H
SSHAL:
HTTP :
HTTPS. ;
Secure Protocol S5Lv2 S5Lw3 TLSw1
All ports B
Set all ports to :
Stealth mode @
Enforce password complexity

Use user's IP filtering rules :

[ Savetoflash ][ Save & apply H Cancel ]

Password security

Key management

& 9-11. Security profile — System security

Level of security

2ot =F2 SFHELILH Custome2 AEEH 220 2ot &=2 AERIH NEE &= JASLIT
Standard £= SecureZ HFEH Y Lot igot= 22 A= &3 FLIGH Factory

default2 HAEHSIH 2ot =F2 Standard2 &8 & LICH 2o =FY 2ot =59 g2 U3

25U

Security Item Custom Standard Secure
SNMP (get/set) Configurable Enable Enable
SNMP v1i2c Configurable Disable Disable

Discovery Configurable Enable Disable
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(MANAGER)
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSHV1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable
Secure Protocol Any SSLV3/TLSv1 SSLV3/TLSv1
All ports Configurable Any Any
Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable
Enforce password Configurable Disable Enable
complexity
P t‘JiEgril:fgerrjes Configurable Disable Disable
SNMP (get/set)
SNMP Z2&EZ22 Sofl VIS II2 &4EE #HEoHUL X3lote MEBIAE HEE XN HEE &3

LICH

SNMP v1iv2c
SNMP Z=&EZ22 Soil VIS 12

SE £dELUth

SEE HASHIL 235/ [ SNMPviN2e ZE2EZ°| K& ™

0l £&0| Disable &I U2 SNMP(get/set) Ol Enable TIHU2H

SNMP v3 Z2&Z0t XI&otAH &LICH

[—

VTS I

[a—

Discovery(MANAGER)

VTS Il Manager0il Al WIERIAN HZBEN A= VISIE I e -0 ol S 2K ™o

FE £FELILL

Telnet

Telnet console= Soll VTS Il E26t= XS GIEE Xl (IRE 2EELILL OS2 1P E2HE

E FIotAHLE HAGHH XA LICH

ALEH Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere Telnet 23 DROP
Enable all Normal anywhere Telnet 23 ACCEPT

IP Z2HE A0l et THAE WE2 35IP ZEHE S FXL0tAIDl BHELICH

SSH

SSH consoleS Soif VTS 110l 20t XS dEE X HFEE ZZELICL 32 IP EHE

s FIotAL

HZESIH XIFELICHL

]




AEH Interface Option IP address/Mask Protocol Port Chain rule

Disable all Normal anywhere SSH 22 DROP
Enable all Normal anywhere SSH 22 ACCEPT

IP Z2EE A0 et XAIE HEE2 351P ZEHES FX0tAIDl BHELICH

SSH V1

SSH tid1 Z2EZS X3 X HFE ZZELICL DisableZ €3 Z2 SSH bH&28 X&
= LICH

HTTP Z2E== S8t & MHIAE MSE X HFR

]
nx
0x
il
i
O
[
[l
10
%
e
m
o
ull
Ja
o
b
=

&FEH Interface | Option IP address/Mask Protocol Port Chain rule
Disable All Normal anywhere HTTP Hl;rc-)rrlta DROP
Enable or HTTP
Redirect to HTTPS All Normal anywhere HTTP Port ACCEPT

0

IP 2EE A0 et XAlet WE2 3.5 1P ZEHE S EX0tAID| BHELICEH Redirect to HTTPS 2
HFCH HTTPE S8 & HHOIA HE2 HTTPSZ ¢

|’0II
H-l

HTTPS

HTTPS ZE2EZ22 S8 &8 MUIAE HEE XN HRE gLl U329 Ip EHE AEE =

JtotALE HEGtH K& &LIC
AL EN Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere HTTPS H;ZES DROP
Enable all Normal anywhere HTTPS H;ZES ACCEPT

IP ZEHY 20 CHet XtMIst W2 3.5I1P ZEES FX0tAID| HHELICH

Secure Protocol

HTTPS Z2EZ0AM XNEE &AM Z2E=S &S LILL SSLv2, SSLv3, TLSvl & M8 2

E20 XA oA &Lt

All ports

ZE N2Y ZE ¥ ¥ ZEQ oAS MBE X MRS LFELUL. OS2 P ZEHY A=

FItotHLE HBGtH K& & LICH

AEH Interface Option IP address/Mask Protocol Port Chain rule

Disable all Normal anywhere PORT All ports DROP
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Enable all Normal anywhere PORT All ports ACCEPT
IP 28 E A0 et XAIE HEE2 351P ZEHE S FXotAIJl BHELICH

Set all ports to

Port access menu® Alglg ZE 2 A HLEZ HZEE > U= ZZ2ESS S FELICH Telnet
SSHZ &HFEH ZE HNA U= HFS Port access menu protocol THOHOIE 2F Al2l &
2 FAA ILEQ| Host mode && = Protocol HII2t0IEHE Telnet £= SSHZ HAELILCH
RawTCPZ & & ™ Port access menu= HEoHA @210 Al2lg ZEQ A ELES HHOH
RawTCPZ HZELICH XtAISH LHE2 4.2 Port access menu && 1t 455 Host mode &&= &
ZotAID| BEEFLICEH

m]

C

1<
Im fr

x

Stealth mode
Stealth modeJl Enable2 A& %™, Z2I0IHED} XIJDHA L= ZEZ HZEZ2 NS 2 VIS

D HZ HROHA 20 SEYS ot fSLICH

Enforce password complexity

9.7.2 Password Security 0l &% &l password complexity £ enable & XIS &ASLICH

Use user’s IP filtering rules

0l 30| Enable ©™ VTSIl = AAE &F0 HIAZOE VISl of &&8E IP filtering rule S
AMAE0 HESHA LSLICH AFE2Xt= 0 &2 Enable ot  CLI OIA AFEXH AAZO P
filtering rule 2 iptable ¥& =2 0l =

25t a8 & £ UASLICH 0 £F0| Disable &/ VTSI
AMAE AF0 HE 2 M Ottt &FE IP fitering rule £ CHAl & &LICH. (VTS I OIA IP
filteringrule &2 35I1P EHE = FLGHAID| BHELICH

9.7.2 Password Security

AEX IHARE 22|E S8t 2o FMs AFLICH 8 9-122 IHARE AlIRCIE £ otH

& LICH
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Password security

Fadmin § security_prof f pwd_security

System securty
Password security
Minimum password length (3-255):

Enforce password complesity:
Enforce password history:

Enfarce max password attempts:

Maximum password age (0 for disable):

3
0
Disahle

Disahle

[ system admin 1 Part admin ] Users
[ Save to flash ][ Save & apply ][ Cancel ]
_1& 9-12. Security profile — Password security
&3 Jissgt Itel0lHeE s 2&LICh

Minimum password length
Maximum password age
Enforce password complexity
Enforce password history

Enforce max password attempts

Minimum password length

HARE BHEAl HARE 20/2 xagts dE& LI
Maximum password age
HWARE RE0I2ts d&ELULCL 0l R&71201 NULUH IHARKAE HZFS WIX VIS 1l 010l
MistE LICh
Enforce password complexity
st INARE MES NEot=0l AAZELICH Enable2 &85 M IWARE= 22 LTS B
ZoHfOF &LICH
1. Z0IJt =4 8At Ol&0l0{0F &LICH
2. HO X st X OIS HEXN, A2k, =X, S+==XE Z&oioF &LICL
3. 6At Ol&2 ZXt= 281 Ol& AF=Z &K 2£0t0F BfLICH
4, ASE ZALE =Xt= AFSEXl &ZO0H0F & LICH
5. AKX 0182 Egaide= o ELIT
Enforce password history
HARE BEHA 01 10002 HARE S50 Y= HAFAESR} LXcte HAAE AIES HE

efLICt.
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Enforce max password attempts
MEX OS82 HARE S AT 2+

HARESE Z22 Lot i MEXL

£ HMEELt. €38 MEXN OS2 AMEXIL 33014
22X w58 XXIE FobJl X VTS 1l 01E0]

ol
Ol

Migt& LICh

9.8 Firmware Upgrade

Firmware= AIAE 25, Telnet 25 L= & UHHOIAE Soll Fd0IEE &= USLICH AILE

2 AMOIEQ Ct2=2% HIO0IXI(http://www.sena.com/korean/support/downloads )0l M &HaF Z| A2
firmwareE 2 e0IEE & = JUASLICL VISIIE REA S22 Firmware 2 432 UHs2=2
g0y 0lEdteE Jls2 HBELICH automatic firmware and configuration 222 A &otH VIS lIe
FEE M Firmware2t 880 M2 HEQX &OIst £ ZR5tH ME2 HE 22 =

SLICH 18 9-1301l firmware upgrade & QIEIHIOIA 3HHS LIEHLHASLICH

Firmware upgrade

fadmin f fw_upgrade

Select the new firmware hinary file
This will take 15 minutes maximum

Location Local machine s

Local machine :
Upgrade ] [ Reset

Automatic firmware and configuration upgrade at boot Disable

time :

Protocol

IUse DHCP option for remote server and hash file
IP address of remote server !

Hash file name :

[ Save to flash ][ Save & apply ][ Cancel ]

&/ 9413. Firmware upgrade

=G AIL.
OlA CtE22 =0t AFS XSl PCOl MEELICH

0
o
O
ol

i firmwareE 2 1d0I1E6tA™H OIS
Firmware € MLt 22 & A}O]

I
Im ﬂJIO

“Location”S “Local machine’@& HEHEHL|LH.

1
2
3. ‘HOtEJI" HEEZS 240t U2 2 Firmware IS S EHEHLICL

4. “Upgrade” HHES HEIGIH Z0IESLICY.

5. Zd0IE0 22 & H AIAROl HREED D #HA A0l HEELICH
VTS 18] CFcardE 0I1&0of Zcll0IEstE USE Aot AIL.

1. “Location'E “CFcard's &E{&LICE

2. ‘“--- Select File -----“ c|AE AWM FirmwareE SEELICH

3. ‘“Upgrade” HES &Gt S 0I=8HLICH
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4. SdI0IED 2225 H AIAE0 HEEE
VTS 112] USB storageE 0lEoff S 0/EotedS O3
1. “Location"S “USB storage”® I &{&tLIC}.

R — Select File ----- “eIAE BFANAN FirmwareS & EHEHLICH

“Upgrade” HHE=S

= HEGHH a0l =8 LI
4. SdI0IEDt 2=

AEZ XL firmwareE € dI0IE BlJ] ol 2 £= Al2lg 22

upgradeJt ElHetE ALEX2 432 A2 |KRXIELICH

2E£2 Eol FirmwareS Y 1d0IEsY USsS s=8oIAAIL.

1. Firmware € AU U225 AMOIENAM GE22E06HH AFZ X2l PCOl M &
Aelg 25

StLICE (A2Ig 2£ ZEE 0188 8% &dol 2d 2222, Telnet

2. HOIE ol2diold ZZ20S AFE6H0, Telnet/SSH

-

ABBIIIZ AFELICH)

8 9-141F 20| Firmware upgrade OIS AE&LIC
4. 8 9-151 20l X0l [t Zmodem ZE2EZSS

&LICt. CF card =2 USB storageE Saoll 2 1d

Card’L+ “USB storage”Z2 &Ei6tD IS L=5HH
5. Gdl0IED S22 EHEH, AIAES HRESH BHE A

Sena_VTSI | |ogin: adm n
Passwor d:

A
=

EHOIE olsdiold ZZ2]30|l BtEAl Zmodem &5 Z2ES

C =
4

S AIAE0l HEREED D HE A0l H#EELICH

= ME06tdH Telnet/SSH £ =

S XI6ioF &LICH Firmware

oled™  “Location”s “CF

Vel come to VTSII-4800 configuration page

Current tinme : 09/06/2006 03:31: 05 Seri al No.
F/ W Rev. : vl1.0.1rcl Bi os Ver.

MAC addr . (et h0): 00- AA-95- AA- AA- AA I P addr. (et h0)

© v1.0.0

192. 168. 21. 48

1. Network

2. Serial port

3. Clustering

4. Power controller

5. Peripherals

6. Systemstatus & | og

7. System adm ni stration
8. Activate Locator LED

[hlel p, [s]ave, [a]lpply, e[x]it, [r]eboot
COWAND (Di splay HELP : help)> 7

Syst em admi ni stration
[admi n

1. User adm nistration

2. Access lists

3. Change password

4. Device nane . Sena_ VTSI |

196



18 9-14. 2ZFIAI2/g F£Z 0/&3! firmware upgrade
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D@ =3 DB

1. Local machine
2. CF Card
3, USB storage

SELECT> 1
;e LU S
Firmware upg rade Z0:  CDocurments and SettingsternintiMy
: o 01 EE:
/admin/fu_upgrade/f |C#Documents and Settingstlemin®tdy Docum| [ Z0ME 71(8),., |
ZEEZPN
1. Location [Zmodem(I# Al =3 THS) |

2. Upgrade

EESEIEEENE T
[hlelp, [slave, [alppTy, BLRITT, IT1ehoot

COMMAND (Display HELP : help)s> 2

Do vou want to upgrade firmware? (v, n) @ v

Preparing for firmware upgrade, Wait a moment...

Mow starting firmware upgrade. ..

Please log out and Do MOT access system,

Transfer firmware by zmodem using vour terminal application.
*xBOff00000B0157

|

<

oE 00038 | ALS M TCPAP JCRLLL [ AR | NUM. | 2

78/ 9-15.Zmodem £ 0/&&! firmware If2 &= (Hyper Terminal)

S I Firmware ¥ &2 Sc0IE0tHLE AIEXDIE Eote MEES BE2E6HLE
Jdg= ddole Jls= MSELILL 0l JIsS AtEotdE AlEkte U322 WHiIHE &
SHLICt

Automatic firmware and configuration upgrade at boot time
s gdiolE JlsE MEE X HEE ZZELILL

Protocol

PdI0IEE [} FHSAESR S4lot)]l fIoil VISIDE O Z2EZSS AIZEE XNE ZEELICH

Use DHCP option for remote server and hash file

s H0IEE I FS=E 228 SAEQ IP =42 o4l Y 0152 = YEHE
2

LICH Yes& AACIS VTS |12 DHCP RE0 CHSH DHCP SEUA S JASAE
# IIY 0|E2 0/26t], No2 &X T H IP address of remote server2t Hash
8 0l2dld s ZdI0I=EE ASELICH

IP address of remote server

VTS Db ofi#l ItE, Firmware OI0IXl It & & WS SJ| ?AoH E=ai0F ot &

of IP FAE SFBULCH
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Hash file name

ADHOIEE Firmware O|0IX It & O+l
VTS ll= ol Wl J1=2= 20|18, HA
o €dI0IEJF 2R&HX OIYXIE Z2HEL

alo

=2
=
12 &

crC
o g

L

Ct. of

<TYPE>, <NAME>, <MODEL>, <VERSI ON>

C =
Q4

<TYPE>, <NAME>, <Options for file uploading> <Path to upload>

C =
Q4

<TYPE><COMIVAND>

0JIM  <TYPE> - 1:Firmware O|0|Xl 2:&3& (1 byte)
<NAME> - Firmware O|0|X] It = &3 Wl 0|8

<MODEL> - VTSII800, VTSII1600, VTSII3200, VTSII4800s 2| VTSII2l 22 0|8

<VERSION> - Firmware &= && 022 HA
Firmware O|0IXIS &< Firmware Ol0IXl I+ e|
HAIoHOF ot, &#&2 &AL Firmware B{&It
AEXL st HMS HAISLICH
<TYPE>-3:AIEA It F2E

E=
<NAME>- 22 & & OIE0IS
<Options to file uploading> - [F][X][X]U
F : forced copy(remove if there is same file already)
X : uncompress the file to the specified location
Z : unzip the file to the specified location
U : default option for file uploading
<Path to upload>- CH&f IOl HF=2E TOOF & & &=2
= <TYPE>-4:AtSX 2 A
<COMMAND>- algigt ¥
2 oixl ML HE 2HSLILCH

1,vtsl132.ing, VISI13200,v1.5.0
2,vtsl132.syscm VTSI | 3200, v1. 0.0
3,test_hash.tar, FXU,/ mt/fl ash
3,active_detect.tar.gz, FXZU,/ mt/fl ash
4, nkdir /tnp/test
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9.9CLI £&

Al &, Telnet/SSH |2 Z2£32| CLIO 2C1g M AFZA 1S SEHES A LICH &M
VTS Il= Local, RADIUS server, RADIUS server — Local, Local - RADIUS server, RADIUS down —
Local, TACACS+ server, TACACS+ server — Local, Local - TACACS+ server, TACACS+ down — Local,
LDAP server, LDAP server — Local, Local - LDAP server, LDAP down — Local, Kerberos server,
Kerberos server — Local, Local - Kerberos server 2| Linux-PAM (Pluggable Authentication Modules
for Linu S 0lEg Ctet 21s 2EHES XL/

ols -0l CHst XtMIsH LHEE 4.5.10 Authentication & &
RADIUS, TACACS+ LDAP server, Kerberos S2 &2 013
SUl= #H IS MBI 2o ISE AAEXIH 22 AFE X0
AMEXIL CLI E2Al AAEE Shell E28s 852 X &
J8 9-16= & Q2HMHOIAE S& CLl £F stHE 20 sLICH
CLI configuration menuE <& Al2t0] Zutg S0 AIEoHA 2o ZZds 3
Timeout for CLI configuration menuE & & = USLICH 022 HFEH T2 )40
2 &LICH

EEH VTS Il 2 Al2lg 252 S8 CLI 202A 0= local 215 ZYOtS ALES

i
0l= Use CLI authentication method for serial console access &= No & &4& &}

CLI configuration

J admin / ch_conf

Authentication method: 'F}AD|U Saerver |

First authentication server:

Second authentication server: [

Shared secret:

Timeout (0-300 seconds): IEI second(s)
Retries (1-50 times); 3 timels)
Shell program: F'Er‘t access menu :-i i

Timeout for CLI configuration menu (0- ]U _ minutes

1440 minutes, 0 for unlimited):

Use CLI authentication method for serial  [No "li
console access: L |

[ Save to flash ][ Save & apply J[ Cancel ]

&g 9-16.CLI &&

1A
o
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10: AIAES S A

VTS 112 & CQIEHolA=E AAE SH EHS HIELOL ASXHs AL SH sEsS

XS VTS II HZ210 MESE SH COoIEHE &#olg £ UASLICH UWERZ HHOoIA ¥
Alelgd ZE SH= link layer, lo, eth @ Al2lg ZE0 et AFE SHE LEHELICH IP, ICMP,
TCP £ UDP SHl= TCP/IP Z2 & 29 412 Jle 4 A0 e AFS SHE LIELICH

10.1 WER A 2 HIOIA (Network interfaces) S|

UE<K3A 2AHHOIA SHe= VTS 112 local loop back interface 21 lo & VTS 112 JI2 UHERZA
OIEHIOIAQH etho TS D2 UIER A CIHHIOIA AIZE LIEFRLICH

MNetwork interfaces statistics

fstats [ network_interfaces
Interface o etho ethil
RFeceive Bytes o 713912 o
Packets 0 10647 0
Errors ] u] ]
Drop u] u} u]
FIFD u] u} u]
Frame u] u} u]
Compressed O u] ]
Multicast 0 ] 0
Transmit Bytes 0 155192 0
Packets 0 303 0
Errors a a a
Drop u] u} u]
FIFO 0 0 0
Frame a a a
Compressed 0 ] 0
Multicast 0 0 0

& 10-1. LIERF CIHEOIA &Ef

Al ZE SHe= Alelg ZEQ AIE S, Baud rate &8 % 2t LEQ

1]
07
o
i
[
m
[
C
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Serial ports statistics

/ stats / serial_ports
Port Baud Rate RTS 15 DTR DSR cD
: Q600 0 0 e Q o 9 o
2 Q600 0 0 o2 Q @ Q ]
3 Q600 0 0 i Q o o9 o
4 Q600 0 0 o2 Q9 e Q ]
5 9600 0 0 =] o [#] Q o
6 9600 ] ] =] ] o [#] o
74 9600 0 0 o @ o Q o
8 9600 ] 0 =] ] (%] %] o
Q Q600 0 0 . Q o Q o
10 as00 4] 0 [ %] ] o L)
11 Q600 0 0 e Q o 9 o
12 9600 0 0 o Q o Q o
37 Q600 0 0] o Q Q Q Q
38 Q600 0 0] (& Q Q Q Q
39 9600 0 0 2 Qo o Qo o
40 Q600 0 0] (& Q Q Q Q
41 Q600 1] 0 8] o (8] o (8]
42 Q600 0 0] o Q Q Q Q
43 Q600 0 0] (& Q Q Q Q
44 Q600 1] 0 8] o (8] o (8]
45 Q600 0 0] o Q Q Q Q
46 Q600 1] 0 8] o (8] o (8]
a7 Q600 0 0] o Q Q Q Q
48 Q600 0 0] (& Q Q Q Q
J& 10-2. Al2lg ZE AH
10.3 1P SH

IP SH 3tHE2 IP ZE2EESS AIE6t

NEL= 222 Wetole ol o
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IP statistics

fstats fip
Forwarding 1
DefaultTTL G4
InReceives 754
InHdrErrars u}
InAddrErrors 0
ForwDatagrams [u}
InUnknownProtos 0
InDiscard [u}
InDelivers 750
QutReguests 697
OutDiscards u}
OutMoRoutes u]
ReasmTimeout u}
FeasmReqds ]
Feasmoks a
ReasmFails 0
Fragoks u]
FragFails ]
FragCreates [u}
J& 10-3. 1P &'H

Forwarding:

IP forwardingOl Enable &= Disable &EHCIX] (=

DefaultTTL :

JI& TTL(Time To Live)

InReceives :

=4AE OO =
InHdrErrors :

ol @FIF JACHD =4I HOIHIO~S =
InAddrErrors :

A FIF JACLD =4 HoIeHIO~e =
ForwDatagrams :

Forwarding = CIOIEH &2 ==
InUnknownProtos :

QIAMEXl 21 L= NG 22 E2EZ201J] W20 PAIEAJAXNC dSZ3H2Z =4IE O

OIHO& =+
InDiscard :

IZ2EES &9 8 =X
S IP HOIH&o =
InDelivers :
HdgE =4 OIS =
OutRequests :
dE0IEE QEE &4 HO0IHIA~2 . Forwarding & OIOIEH &S == HM2E.
OutDiscards :
FPAE &4 HOoIgHIdS =

OutNoRoutes :

—
= Z2aq

N

-
62

AKX 2AIEOGIE SO, BHIH S22 =52 &) &
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e GOl O &

destination IP =20 &6t 9 =20 2ALX @2 HoIe82 +. 0

HIl =g LICH
ReasmTimeout :
HOIHO" L2t &&e =, UHXl HIOIHO8ES0l S&oi0tot= olE Al 820t oY
AZHO E&otX 2 <, oleHage HIl XM2E.
ReasmReqds :
Mol 2st Holgddel =
ReasmOKs :
d3HCZ Ml OoleHagel =+
ReasmFails :
MaE =~ gl= Holeda&el =
FragOKs :
H4BXH2Z fragmentation & OI0IE &9 =
FragFails :
fragmentation /I8 IOIEH &2l =
FragCreates :
MAHE fragment o=
10.4 ICMP SH|
ME SH E2E M3&LICL 2 otet0lHe &9 ¥ &Y

ICMP S 2tHE ICMP Z2& 29
2 Ust ZsLith

InMsgs, OutMsgs :
=& L= dEE HAIK =

InErrors, OutErrors :
=N = dESEH 28

InDestUnreachs, OutDestUnreachs
= T= MEE SHXN oA =8t HAIXIS ==

InTimeExcds, OutTimeExcds :
time-to-live(TTL)E Zote =4 L= MSE HAIXS =
InParmProbs, OutParmProbs :
=4 L= dSE AKX S L2000 2F0t DAst HAIXIS =
InSrcQuenchs, OutSrcQuenchs
A

A L= JEE AA Quench HIAIKIC

InRedirects, OutRedirects :
24 L= MEC = Redirection GIAIX S
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InEchos, OutEchos :
S8 L= 4E echo RFS =+
NEchoReps, OutEchoReps :

S8l = UlE echo SES =

InTimestamps, OutTimestamps :
4 £= 8ESE time-stamp RS =
InTimestampReps, OutTimestampReps :

8 L= MSE time-stamp SE2 &=

[ —— — O

InAddrMasks, OutAddrMasks :

=& = 8E5E = 0tA39 =

InAddrMaskReps, OutAddrMaskReps :

=4 e 8s8E =4 0tA3 SE2 =

ICMP statistics

fstats ficmp

InM=gs

InErrars
InDestUnreachs
InTimeEx=cds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrMasks
InaddrMaskReps
QutMsgs
COutErrors
OutDestUnreachs
OutTimeExcds
QutParmProbs
CQutSroduenchs
OutRedirects
QutEchos
QutEchoReps
COutTimestamps
OutTimestampReps
CutaddrMasks
COuttddrMaskReps

. e e Y o s T e A o o e o e s e Y

& 10-4.ICMP &/

10.5 TCP S|

TCP S stz TCP ZZ2EZ2 ME SH =22 MSELICH 2 Lietolge 32 & 482
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RtoAlgorithm :

A2 0l retransmission time-out (RTO) 2 12|&. MES 22&2
JHE.
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Zl4& RTO &t (ms).
RtoMax :
Z O RTO gt (ms)
MaxConn :
ZI0H 22 ME =
ActiveOpens :
SaHQ A9 = s3HQ AZ2 ZU0|HES F=L.
PassiveOpens :
SO AZO £ =ZHQ HA2 AHI B2,
AttemptFails :
AIist A& Ao e =
EstabResets :
MEHCZ HEg& HEo =
CurrEstab :
S d8gE 32 =
InSegs :
=4lE segment &=
OutSegs :
MEE segment ==, MESE segment= ZEEA 23.
RetransSegs :
MESE MOHE =
RetransSegs :
MESE MOAMHE 5 2752 =
OutRsts :

Reset Z2ci 1t €850 &&= MOAHES =
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TCP statistics

Jstats ftocp
Rtoslgorithm 1
RtoMin 200
RtoMax 120000
MaxiZonn 4294967295
ActiveOpens 1
Fassivelpens 58
AttemptFails o
EstabResets 25
CurrEstab 3
InSegs 667
QutSegs 845
RetransSeqgs 1
InErrs a
QutRsts 5]

J& 10-5.TCP &fef

10.6 UDP S|
UDP &EH 3212 UDP ZZEZ0 A& S F2E MIELICL 2t metoleel o

InDatagrams :
=4IE OOoIHOg =
NoPorts :
NEE EZEI FSotAl &0t HIl M2 =4 HOIHIO~e =
InErrors :
=¢E 2F HOIHI#S =
OutDatagrams :
d&E OoIHId8e =

UDP statistics

ol

=

Jstats fudp

InDatagrams
MoPorts
InErrors
CQutDatagrams

OO wo

—J& 10-6. UDP &rtH

207

M Oq
=2 o

o
[—



11: CLI CHLHA

111 M

root £= System admin 2 AlAE 2L L= Telnet/SSH A 2E= Soff VIS 112 Linux
ZS el QIHHIOIACLY E5 & = USLICH CLI 0IA eISE AIZXs HEZE Linux
BHAS SOt VIS I &EHE ZAIct], €8S BIGtL #HE Atgs2 HEotld, AIFEX EQ
scriptE A EolH A SAEZRH MYS URRE 22 =& JASUT
VTS ll= WS SHAl HIZ2lUA 40/ = JAES Jusr20l 16 MB2 AIEX 2t HISE LI
Ch. AHEXH S2H0IM, AtEXt= XHAOI HIZSE shell scripte A& g =~ ULH, H4et Z2)HE
g =& USLIC
root AlXt= AIAE & T= Telnet/SSH ZCI0|HEE AIE0I0 CLI 0l 58 £ USLICL
System admin2 CLIO HIgtE #etE JtALD 85 = AsLIt
root ALEX2 Telnet AZ/AlC|Y 2E& HZE S HeotHE /etc/pamd/login TN U= OF
H ES FIGHA AL,
auth requi site pam securetty.so
root ALEXIS] SSH A A/AlclY 2E& HZ S Hetolel™ /etc/ssh/sshd_config TN U=
Ot 882 HEGHAIL.
#Per m t Root Logi n yes => Perm t Root Logi n no.
?1e ¥ SSH Ul=0 HE6t)| <ol TS HEES AAMOINYAIL.
[root @ocl ahost ~] killall —HUP sshd
AMAE 280 CHoIge RES HE6t0 28 5= Soff CLIo 852 =% /USLICHL 0l JIs
£ 0I3ctdH, 11.8 ZEE 0/80101 AlclZ Z2£00 FZ517/28 20| rc.user WS =&E =
AMAEE MRE ot HE HES BHHoHOF &L
11.2 SNl 4
VTS Il LR ZcHAl= Oteiel HE2F 201 #dELICH AFEX=E Mdbl ock50 XH=SH 35 =
A=, Ol= fusr20l OI2EZINH UASLICH MEXE fete, /var 2 /tenp IO E2E =
UsLICHL HEEE = 0l Mo SH=ol E2ots A2 VISIIO &S =X EsLch DU
rl ALEXOL A S0 822 6t1) saveconf FHS ASMSHOH, 43 M2 HAZN W2
SdiAl HZ2el 2922 MELMH, HEEGHE 0 =0l BEEH L. Tetd, S=06tA &
gHZotH VIS 11Dt S EH SHoHX @2 = UAsUbh ze ELR, VIS 11Dt &#SotA €2



4>
i
30
i
-
o

=5 =8 OI2E XI& 3J|(KB)

MtdblockO Bootloader none 384
Mtdblockl Kernel none 2048
Mtdblock2 gl Cl|A3 0/0] Xl (7.5MB) /etc, /home, /tmp, /var 256
Mtdblock3 CRAMFS (210| M &) / 30080
Mtdblock4 CRAMFS (210| M &) /opt 16384
Mtdblock5 JFES2 (RW) lusr2 16384

2 A 65536

Note : CLIOIAl nmount S£= dd EE0E ALESHH 21212 nt dbl ock 0 E26HAI OF Al
o

A
L.VISIDE &S0tk €5 == UAsLIth

11.3 AR &= Linux |SE2|El

11.3.1 Shell ¥ Shell RE¢cIEI:
sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

113210 ¥ ClAa3 KRECE:
I's, cp, nv, rm nkdir, rndir, In, nknod, chnod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

nmkdosfs, nke2fs, e2fsck, fsck, nount, unount, scp

11.3.3 AlAE SEEIEl:

date, free, hostname, sleep, stty, unanme, reset,

i nsnod, rmmod, | snod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

user add, userdel, usernod, whoam , who, passwd, id, su

11.3.4UHERA |EEIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4 CLI &=01D1

11.4.1root 2 CLI E6H|

ANAE 2
1) PC2l Alelg ZEQI VISIIS 2& ZEE AZS LI
2) PCE HOIE dl2diold T2 s AHeLIC
3) PCOl Al2lY TE i



4) <enter>E S&LIC

5) VTS llroot HIE22 ZCIELICY.
Telnet/SSH 2%

1) telnet VTSII _ip_address or

2) ssh root @/TSI| _i p_address

11.4.2 System admin 22 CLI 8=3t7|
System admin & &
1) &= & :System administration > Users administration
2) [Adduser] == [Edit user]
3) &8 & = Systemadmin
4) shell T2 )8 =CLl
5) [Add] E& [Submit]
6) System admin 22 ZQIGtH, Al2lgd & L= SSH/Telnet 20 & =8LICH

11.5CLIQ VTSIl €3 EH&oH|

11513 g NE/2ZE S&:

=
1) VIS ll= 24 Al,/honme/config/cnf.tar.gz L2 /tnp/cnf/ O =52 E0 H&
stLICH
2) ASXIL 882 HESHH, /tnp/enf/ 0l U= DILSS WES HASHH ELICH

3) AFEXIF 20lA [Save to flash], £= CLI LHSl saveconf ¥HE 0|=26l, &8s XN
2, VIS lle HEE WYSZ2 /honme/config/cenf.tar.gz & LAl EF&LI
Ct
11.52CLIOIM 23 HE 2
CLIOIA VTS 12 8F3 2 HPEGIHH, EAE D8t His 43 SE2IEIC confignenu E &M
SHAL TSl 201 =322 SF LU0
1) vi 282 MEW digde 4% I HAELI
(83 Mo 2+ OetolEol et TtAs 882 25 D: VTSIl &8 IS EXGHAR)
2) saveconf S EZIEIE AMtEcll £& WS S+ HIZ20 HESLICH

3) appl yconf RECIEIE AMEdH 2= HZE A= AAE0 ES&LICHL

[root @ena_VTSI| ~]# configmenu
or

[root @ena_VTSII ~]# cd /tnp/cnf

[root @ena VTSI cnf]# vi ports/portl/portinfo.cnf
[root @ena_VTSI| cnf] # saveconf

[root @ena_VTSI| cnf] # appl yconf
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11.6 Ar&E X+ Script & &38|

Shell script /usr2/rc.user= VIS 11D} RSEIH S22 SEE0H AHILICH AIZX= A2

A BOl script £= A8 T2 )eHZ AGHSH)| ol rc.user WMAS =TS = USLICH

#!/ bi n/ bash

#

# rc.user : Sanple script file for runni ng user prograns at boot timnme
#

#PATH=/ bi n: /usr/ bin:/ sbin:/usr/sbin

# Add shell command to execute from here

echo ‘This is the wel come nessage defined by users exit O

11.7 File &&

ANE=E W dES Aol fip SCOIHE

lusr2 CIR&EC|0l MN&EE &= USLICL

1<
HU
|
0
o
>
00
o
1
g0
k-
1<
HU
|
i
o
[w
A0
nt
=}

[root @ena_VTSI| ~]# cd /usr2

[root @ena VTSI usr2]# ftp 192.168.2.3

Connected to 192. 168. 2. 3.

220 | xt oo. senal ab. co. kr FTP server (Versi on wu-2.6.1-16) ready.
Nanme (192.168.2.3:roo0t): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renot e system type is UN X

Using binary node to transfer files.

ftp> get test.tgz

local : test.tgz renote: test.tgz

200 PORT command successful .

150 Openi ng BI NARY node data connection for test.tgz (350 bytes).
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

Cst MEXE=E scp 220IHE T2 0342 0|28 Encrypt & AHZ IILZ2 SAE = US
Ch. AFZ XS] PC OIAM VTS 11(192.168.0.120)0 A= & IAS =AotD A2 0= G2
Z22 982 MEX PCOHIM &3 AH =9 ELICH

[root @ocal host work] # scp root @92.168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.
RSA key fingerprint is cl:70: ab:52:48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|ly added ' 192.168.0.120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

rcuser 100%|*****************************| 173 0000

[root @ocal host work] #
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. /usr2/rc. user

AMEX= AIZIEZEN HZE 2E=S Soil Al2lg 250 & Cl
ES ts A =SotH FLICH

o 3l 22
echo 9600 > /var/run/ ngetty. consol
OJIA 96002 Al2lg ZEQI 2E O baudrate & LICEH

US Robotics 2851t 20| 282 JE A= 282 AJQEHEE F=Itolior &LICh
echo “9600 &F&B1” > /var/run/ngetty.consol e
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HEA 0

—

A.1 Ethernet Pin out

VTS ll= AT&T 258 3= &8 HHYHQ HZE Ethernet HUHE AIESELICL

ag 2 e Mads 20sLICL

—
[mu}

& A-1RJIA5 F1YE 9 E HHXI

H A-1Ethernet& RJ45 FHEE o T g2&
] a9 A

1 T+ ZE AT 24
2 Tx- e

3 Rx+ = A 2
4 NC A

5 NC M Sl
6 Rx- =4

7 NC 2N 2 A
8 NC 21 Al

A2 325 & Al2lg ZE Pinout

VTS Il 2 ¢ Alel€ ZE Z RJI45 HUBHE AEEUICH Al2lE
A

ANE2 2 A20 A0 ASLICH 2 Bols AlelE S 2830 o

H
Im
0f

RJ45 FHYE & g%
&9
CTS
DSR
RxD
GND
DCD
TxD
DTR
RTS

©|N[o|a|sfw-E] o
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A3 30I= CHOIOI O &

PN Alglgd ZE g3 2
Cisco &t 2 Z&/Ethernet 0|2
RJ45
Nortel & DB9 male & 2 Z/Ethernet 0|2

JIEt DB9DTE & XI

+ RJ45-DBIF cross-over O & E

Sun Sparc Al H

J|Et DB25 DTE & Xl

DB25 female&

2 <&/Ethernet H0I=2

+ RJ45-DB25M cross-over O & £

Al2lg ZElE DB25 male& 2Z/Ethernet HI0I2
DB25 DTE &HX| + RJ45-DB25F cross-over O & E
24 DB25 male& 2 Z&/Ethernet 0|2

ISDN E0IE O &H

+ RJ45-DB25M straight Of 24 &
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 > 3 TXD
GND Red 4 <> 5 GND
DCD Green —> 5 1< DCD
IXD Yellow 6 > 2 RXD
DTR Brown 7 1> 6 € DSR
RTS White 8 > 8 CTS

d 2= 0l +RJ4A5-DBOF & H

RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
IXD Yellow 6 1> 3 RXD
DTR Brown 7 > 6 = DSR
RTS White 8 —> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
IXD Yellow 6 1> 3 RXD
DTR Brown 7 > 6 = DSR
RTS White 8 —> 5 CTS




RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 <> 7 GND
DCD Green 5 1> 8 DCD
IXD Yellow 6 > 2 IXD
DTR Brown 7 1> 20 DTR
RTS White 8 > 4 RTS

D 2= JH0l= + RJ45-DB25F/M O &4 H
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= B: VIS IIJt XNI&sot= PC Jt=

VTSIl AlelZ&= 029 PC tEE KA LILCH

2 B-1 UERZF FIE

M= S 24 0|8 VTS llProbe 28 0|8 3
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN Jt&
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN Jt&
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver1.0
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
Z B2 R4 UERFA
H= A [==R=TR0] k=, VTS llProbe 22! 0/& 3
H B-3 ATAJ/IDE Fixed Disk Card
M= A 24 0|& VTS llProbe 22! 0|5 3
Advantech CompactFlash CF 48M 48MB ME& IIE
SanDisk SDP series SunDisk SDP 5/3 0.6 64MB M& =
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB HZ& ItE=
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB NZ& ItE
H B-4HDD Ft&
M= A 24 0|& VTS llProbe 22! 0|5 3
Toshiba MK5002MPL Type Il PC card 5GB HDD
& B-5 Alclg 2E J1=
M= A 24 0|5 VTS llProbe 22! 0|8 3
SyBSit'g%‘Stolﬂ . FMS6C series 56KFa§|\%ﬂd§r§:F:|\A/|§gc-NFs . ﬁg&gﬁé’&tﬂ)cvg&
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Jt&
KINGMAX EL\I(/E/IC(:),(;AeCr:]ACS:rE 56K I\sl:lORDRELiCI:;I(_)-?\;/IESGXX V.90 FAX/MODEM PC Jt&
U.S. Robotics USR0756-XJ/USR0756-CB 56K Fax/Modem Jt&
3COM 3CXM576/3CCM576 56K Fax/Modem 2t&
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2= C: VTS I} XI”5Hs USB & X

VTSIl AlelZ2= OS2 UsB EXIE K& ELICH

HC12HM HERT FIE

M= A 24 0I5 VTS llProbe 22 0|5 3
Linksys WUSBF54G ZyDAS USB2.0 WLAN 802.11b/g USB2.0
TRENDNET TEWA429UB ZyDAS USB2.0 WLAN 802.11b/g USB2.0
AIRLINK AWLL3026 ZyDAS USB2.0 WLAN 802.11b/g USB2.0
IOGEAR GWU523 ZyDAS USB2.0 WLAN 802.11b/g USB2.0
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S=D: VIS & It

Web U £= 2£ Ul & Sot 4&8& VIS 119 H&g=2 VIS 1S /tnp/cnf CIHE2[0
MNEZO UsULCL (REA S2EH=s M ME2 flash HZ22/&0 MEELICH Ul &0lA
save HES A#AIIIHLE CLI H0UA saveconf FHES ASMAIIIHZH /tnp/cnf ClHEL]
o9 B gES0| flash K220 MEZH ELICH)
[tmp/cenf ClEEC|N= O3S 2 otfl C&EC S0l EMotH

. ssh bi n cl uster etc ports power Sys

2 UEECN MNEHE=E €882 WE2 & D11 25U

ZD-1visI £& utge 74

CleEel SSmE = &9
ot CIEe|
.ssh AMEZXE2l ssh public key H& ClHE2]
bin active_detect Active automatic detection 0l AtE &l= script It
passive_detect Passive automatic detection 0f AlE &= script I+
rportcon Remote Port connection 0l At& &l= script It
cluster cluster.cnf master cluster unit 2| && It
unitxx.cnf slave cluser unit xx 2| && It
etc client.pem Client 21Z I
interfaces HERa &8 me
passwd Password IH&!
snmpd.conf SNMP &&F It
dhcped.opt DHCP =& && I
ip6tables.save ppp | IPv6 IH2! ZE && 0L
sshd_config PPP 2tgd A& CIHEL|
group SSH 4= &3 W
iptables.save Group It
resolv.conf IPv4 THZ! ZH &3 0t
syslog-ng.conf Name server && I}
hostname Syslog-ng MBIA &8 Oh
nsswitch.conf Hostname &3& It
server.pem Name Service Switch && It
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timezone Client 215 It
hosts AMAE Timezone &% I+
pam.d SAE Name €3 It
shadow PAM B= && ClHEL
xinetd.d Shadow password It
Extendted internet service daemon & & Cl&l &2
ports allports Aelg ZE B8 48 Ca&e
master.cnf OlAH ZE &3 I
pOrtxx AMelg ZE xx 83 CEe|
rport.default EEXE J|IE £33 It
power power.cnf e =% 48 It
Sys autobk.cnf s 48 My 43 0t
cliauth.cnf CLlI o1& &€& It
modem.cnf L 28 48 W
pccard.cnf PCCARD &% It
syslog-ng.cnf Syslog-ng AMHIA &8 I
autofwup.cnf XS Firmware Upgrade & & It
datetime.cnf SRHAIZE 28 O
network HERE &£& 2d CHEL
security.cnf Security B A& IH
system.cnf AMAE Hae 43 THY
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SE & 2dd LE B3

gl

LE HS = OSh 22 3K g2 & 2HE ZEWell Known Port), SE& IZE(registered

port), S&(Dynamic) L£= A& X E(private port)) L= == USLICHL & L&l ZE=

0~1023HtXl OlM, OI0] S=2& ZEE 102426 491510tK2 ZEQLICH S&H & Ald
[e]

HEE= 491522 H 655350 K12 LEQLICEH

& 2l ZEE= IANAJE XIEE RCZAN, HE=2 AMABUAME AIAE ZZ2AMALE SE0
oot AMEXIE et Z2 80 2oiM2 AlEE = UASULL H E-12 & i ZE B
S 222 20sLL. TAIE WE2 IANA EAMOIEE 2E26HAID] BEELICH

http://www.iana.org/assignments/port-numbers

H E-1 & 22X port number

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UubP
53 DNS UubP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UbP
443 HTTPS TCP
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2= F: Bios M Z203 ot

F1OR
Bios Oii== HI& Al, &7 SE2Z VIS IIE S35t AMAEY SIE/HE &HG= ¢
HZ&LICH vTIs Il X0 830 S5 = 3= OlUHl AFS X <ESC> J1€ =29, bios

T2)HE 8g > JUSLICL 0 b Z2OHZLRH, AAEX

=
— o
2 Firmware Zd0IEE =S = USLICL

HFE 4 A, SIEAUN AAE HIAE
F.2 02l Ol

Bios il Z2 0 SO0, AFZXs 8 F1l 22 HOIXE 2 = UASLICL

LR R R SRR R R R R R R SRR SRR R R R R EEEREEEEEEEEEEREEEEEREEEEEEEEESEEEEEEESESE]

MPC88x Bios v1.0.1

Rk R I S kR Sk kS kR kR kR R Sk Ik kS

Pl ease wait for initializing the board.

Board initializing............ ... ... .. ... .... (014
CPU checking. . ... ... e e (0¢
DRAM checking. ... ... i i e i XK.
FLASH checking. .. ....... . ..., XK.
Power checking............. ... ... ... ... ... .... (04

(Powerl : OK, Power2 : X)
CPU i s the MPC880 at 132Mhz(DRAM 128MB, FLASH: 64MB)

Now starting the main program!!
Press <ESC> key to enter the bios menu : 0

Sel ect menu

1. RTC configuration [ Feb 09 06 - 12:14:57 ]
2. Hardware test

3. Firnware upgrade [S/WVersion : v1.0.1]

4. Exit and boot fromflash

5. Exit and boot fromflash in energency node
6. Exit and reboot

<ESC> Back, <ENTER> Refresh

& F-1Bios ol ZZ 77249 [o! Ofl+ HOIX
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F3RTC €& Ol

RTC 28 D=2 AMEE222ZM, AIZX= VISIIZ AIAE Al2tS 283 = UAsLICHL

& F-2Bios Ul ZZ2J& Lf° RTC &&

FAGEAN HIAE Ol

FALHAE £3F

AMEX= SIEANH HAE HEE AIEdld o= 4 XSS HAESE %= USLICH
CtS &2 3JtXQ 3tE/NH HAE ZEJF USLICL
- One time

- Looping(without External test in Auto test)

- Looping(with External test in Auto test)
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AMZXIL One time £ &= Looping(with External test in Auto test) 258 HdE8iotes 22 22
SAEKMH IP FA)22 Ping HAESR UART HIAEUE RIZU HAE L 2 HOIS
SO HAE) 2E HAE(WHE AT HAE 2L AR HMFZINE Z&ESHE HAM HAEDIL
= LICH

One time £ = Looping(with External test in Auto test) 25 HAEE &35t M=

OIS ZEO LAN JHO0IE, Al2lg ZEN =X JHolZ2, ZEEZEN M3k ctelol b=

HZE 0 ACOF SLICH

C5t SLs HERZD &0 MH 1P 2 30 JUs IP o 22 FLE e SAEDIL
=

ZHot00F &LICH 0 AW IPE JIZ2XHSZ 192.168.0.128 £ AT UM, Firmware
28 HAE= B2 2O M3t ZIIE AMEotH 1 SEE MAol ME0l BFEAl ER2
(]

[==}
8lo] HS= Hardware test =2 o9 OlI=Ql

AMZXIL Looping(with External test in Auto test)2E=E HEHGH=
CHOHAM B HIAEE &3] 20 VTSI St AHol=2 A& 20l H

02

FA2HAE 25 2 & 2l

|>
Im

St=RIO HIAE DimlideE 2 74 EXIS0 et HAESE =g = UASLICH

Sel ect nmenu

Test Mode - One tine
Aut o test

DRAM t est

FLASH t est
EEPROM t est

UART t est

USB t est

Et her net test

LED t est

. PCcard test

10. Power test

11. Modemt est

12. Summary for result
<ESC> Back, <ENTER> Refresh

©e ey @S N =G

18 F-3 ot=9/0f HAE Ol+(Dual Power / Modem)

Sel ect nmenu
0. Test Mbde - One tine
1. Auto test
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J& F-4 3t=E80 HAE B +~(Dual Power)

& F-5 /=50l HAE 0~(Single Power)

&g F6 o/l=50/ HAE 0f~(Single Power / Modem)

-

MEXIJI One time HAE REZE MEiGIH, 2

HlAE8H0l +38

2F OlERIN 7d EXS0 ot &
=HELICH 0l 2EUAME AR SAE

—

st ol

ZHIZ9 ping HAE % 2% UART HIAE
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QE HAEE HZLEs LE HAED =#ELICH

AMEZXIL Looping(without External test in Auto test) HIAE 252 HEIGHH, <ctrl +¢> I E

SEMNX 2 StEAN HXIO e HAEIN FIHez gt AHFLUC. Lk 0l

LENNME AR SAEKNY IP F=A)22 Ping HHAE, 22 UART HIAE, target 20 CHE

Mot 5 HAEE DX #&LUICH

AMEZXIL Looping(without External test in Auto test) HIAE Z2EE MEIGHH <ctrl+c> IIE
==

FEMIX 2 ot=AN X0 et HAEI FIIH2Z gt A FLICH
T

0l 2E0AME AR SAE FHIZQ ping HIAE & 2% UAR , 28 e
2= HAEE #="ELICH

2t2t9| HIAE 2 E= Hardware Test HI=0HA 0BHE SIS CZM AIEE = USLILCH
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18 F-7 HAE 22 5HF

F.4.3 XIS HAE(Auto test)

Hareware Test Hl=O0lAl 18HS MHEHGIH 2 SIEANH A EXI0 s HAEDN HsEHO=Z

=l LICH
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Witing the DRAM at t he address for starting offsets of 20 with value 1's

1 T ¢ o R e e [ ]

Witing the DRAM at all other location with a value 0's

R I Lo e [ ]

Check every 20th location fromthe staring address

Readi NQg ---------mmm oo oo oo [ ]

Witing the DRAM at t he address for starting offsets of 20 with value 0's

T A Lo I e e P I [ K ]

Witing the DRAM at all other location with a value 1's

T A o e R [&K ]

Check every 20th location fromthe staring address

Readi NQ ----------cmcmomocmcooooo oo i i n e [ ]

Menory test i s successed

[ FLASH|

Flash Test StatuS------------------------ oo [ KERNEL ]

Flash Test StatuS------------------------ - - [INITRD ]

Flash Test StatusS----------------momm oo oo [ CRAMFS1]

Flash Test Status-----------c-oocmooomoo i ei e oo [ CRAMFS2]

FLASH TeSt ------mmmmmmm o e o oo oo o o oo [ ]

[ EEPROM

[testing]----------m-mmmm o o [ SUCCESS]

[ UART]

<--Internal Uart Test-->

Port # 1 test in progressing(Read/ Wite)----------------------~----- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)--------------“------------ [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)------------cmmmomommooon [ SUCCESS]

Port # 30 test in progressing(Read/ Wite)--------------------------- [ SUCCESS]

Port # 31 test in progressing(Read/ Wite)--------------------------- [ SUCCESS]

Port # 32 test in progressing(Read/Wite)-----------cmmmmmmooo [ SUCCESS]

[ UART]

<--External Uart Test-->

Port # 1 test in progressing(Read/ Wite)--------------cmmmoon- [ SUCCESS]
(RTS/ICTS) - === mm s mmmm e e e e - - [ SUCCESS]
(DTRIDSR) - === - mm e e e e oo - [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)--------------------------- [ SUCCESS]
(RTS/ICTS) - === mm s mmmm e e e e - - [ SUCCESS]
(DTRIDSR) - - ------mmmmmmmm e e oo - - [ SUCCESS]

Port # 3 test in progressing(Read/Wite)--------------------~------- [ SUCCESS]
(RTS/ICTS)-- == mmmmmmm e e o - - [ SUCCESS]
(DTRIDSR) - - ------ - s e mmm e e oo - - [ SUCCESS]

Port # 30 test in progressing(Read/ Wite)-----------ccccommomnoo- [ SUCCESS]
(RTS/ICTS) === - - s s mmmm e e e e e e oo [ SUCCESS]
(DTRIDSR) - === === - m e o mm o e oo [ SUCCESS]

Port # 31 test in progressing(Read/Wite)---------------oooooo [ SUCCESS]
(RTS/ICTS) === - - s s s mmm e mme e mme e me e o e [ SUCCESS]
(DTRIDSR) - - - - === - s mm o e e o mmm o oo [ SUCCESS]

Port # 32 test in progressing(Read/Wite)---------------------~------ [ SUCCESS]
(RTS/ICTS) === -mmmmmmmmmme e mme e mee o e [ SUCCESS]
(DTRIDSR) - - - - === - mmm o mmm e e e o oo [ SUCCESS]

[ USB TEST]

Test is OK

[ ETHERNET1]

host 192.168.4.54 is alive

[ ETHERNETZ]
host 192.168.4.54 is alive
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[ LED|

D o) 1= = S R 1 time(s)
LED ON/ OFF- = - = = = = m m ot m e e et e e 2 tinme(s)
8= 1 1 = = s 3 time(s)
LED TEST OK.

[ POMCI Al

Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapter Card

[ PONERL TEST]
Test is OK

[ PONER2 TEST]
Test is Fail.

[I nternal MODEM TEST]
Modem status is OK

[ External MODEM TEST]

Dialing to 205. Please wait a nonent.

Recei ved correct answer from the noden{BUSY).
Modem status is OK

x*x*x%k*x*x  Hardware aut o- detect and aut o-test SUMVARY ****x**x

1. DRAM TSt - - - mmmm o m o oo e e e oo [ SUCCESS]

2. FLASH TeSt ------mm oo i oo [ SUCCESS]

3. EEPROM TeSt------- - mmm i oo e o oo [ SUCCESS]

4. UART Test Summary

Port NO | exist status | exi st status | exist status | exist status

Port 01-04| YES SUCCESS | VYES SUCCESS | YES SUCCESS | YES SUCCESS

Port 05-08] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 09-12] YES SUCCESS | YES SUCCESS | VYES SUCCESS | YES SUCCESS

Port 13-16] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 17-20] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 21-24] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 25-28| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 29-32] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

B, USB TeSt----mm i oo i e oo [ SUCCESS]

6. ETHERNETL TeSt ---------mmmmmmm o oo oo [ SUCCESS]
ETHERNET2 TeSt-----------ommmmme oo oo oo [ SUCCESS]

7. PCMCOI A TeSt----mmm oo e m e oo e e e oo [ SUCCESS]

8. POWERL TeSt------mmmmmim oo o e o [ SUCCESS]
POMNER2 TESt------mmmmmmmm i oo o oo [ SUCCESS]

9. Internal MODEM TeSt ---------mmmmmm o oo [ SUCCESS]
External MODEM TeSt ----------mmmmmman oo oo [ SKI PPED]

PRESS any key to continue!!!

18 F-8 ot=8/0f A& HIA E(Auto test) Z Zf(One time)

20 X0l ot A Xt= <ESC> J|E AIE0ot0 HAEES A4 € = UAsULh

Sel ect nmenu

Test Mode - One tine
Aut o test

DRAM t est

FLASH t est

EEPROM t est

UART t est

GRWNRO
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J& F9 3lE9I0{ Xt& H 2 E(Auto test) (Skipped)

looping 2Z=0IA Auto testE =&ote= S0l ot=A0 XA Fail0l Zac6tH, AHSO0IE H
AEJF EXELICH E£8 otER/0 HAEN Ol&0l UASS Led=I| <I6t0 FINDME LEDIt B S
ELICH A= X0t Ol HIOIXIZ S0totedld 8t <ctrl +¢>2|E =202t & LICH

0l &0l Hardware TestH Ol XI 0l A Summery for Test resultES &G0 0|&0| U= HXE =0l

= ol
= ASLICH

ot
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[testing]-------------mmmmmm oo [ SUCCESS]

[ UART]

<--Internal Uart Test-->

Port # 1 test in progressing(Read/Wite)-------------mommmommmnaon [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)----------mmmmommmmnaon [ SUCCESS]

Port # 3 test in progressing(Read/Wite)------------------------------ [ SUCCESS]

Port # 30 test in progressing(Read/ Wite)----------c-mmmmmmmmmnn [ SUCCESS]

Port # 31 test in progressing(Read/ Wite)---------------cmmmon [ SUCCESS]

Port # 32 test in progressing(Read/Wite)------------cmmommmmmooo [ SUCCESS]

[ UART]

<--External Uart Test-->

Port # 1 test in progressing(Read/ Wite)-------------mocmmmmooo [ SUCCESS]
(RTS/ICTS) === - - m s mmmm e e e e e e e e e e oo o - [ SUCCESS]
(DTRIDSR) - - == - - - - - s e e o e e e e e e oo o [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)------------cmommmommmmnn [ SUCCESS]
(RTS/ICTS) - - - - - m e o e e e e e [ SUCCESS]
(DTRIDSR) - === = - = s = s e e o e mm e e e e e e e o [ SUCCESS]

Port # 30 test in progressing(Read/Wite)------------------------------ [ SUCCESS]
(RTS/ICTS) - === - m s mmm i m e e e e e oo [ SUCCESS]
(DTRIDSR) - === -=- = s s mm e o oo oo [ SUCCESS]

Port # 31 test in progressing(Read/Wite)------------------------------ [ SUCCESS]
(RTS/ICTS) - === mm s mmmmm e e e e oo [ SUCCESS]
(DTRIDSR) - === === - mmmmmmm e mm e o oo [ SUCCESS]

Port # 32 test in progressing(Read/Wite)------------------------------ [ FAILED ]

Press the Crl+C key to continue. => <ctril-C 7|& 2{M O& HO[XIZ o=
Hardware Test is Fail ed!!!

Sel ect nenu

Test Mode - Loopi ng(with External test in Auto test)
Aut o test

DRAM t est

FLASH t est

EEPROM t est

UART t est

PC card test

Et her net test

USB t est

. LED t est

10. Power test

11. Modemt est

12. Summary for test result
<ESC> Back, <ENTER> Refresh

© o NoEWN RO

----- > 12

***xxx%x%  Hardware auto-detect and auto-test SUMVARY ***x**x*
1. DRAM TSt - - - - o - s o s oo o oo o e o oo oo e oo [ SUCCESS]
2. FLASH TSt ---- - - m i oo o o oo [ SUCCESS]
3. EEPROM TSt --- - - o mm o mm oo oo o e oo [ SUCCESS]
4. UART Test Summary
Port NO | exist status | exi st status | exist status | exist status

Port 25-28] YES SUCCESS YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 29-32] YES SUCCESS YES SUCCESS | YES SUCCESS | YES  FAIL
5. USB TSt = - - - mommm s m o m el [ NA ]



g F-10 HAE ZJ = 9/(looping test mode)

F.4.40 =901 X8 HAE

o
r
fol
Ui
x
In
Qﬂ
e
N
0
pal
2
o
o
Jn
[
A
o

Hardware Test HIsWH AN HIAEE Rdt= X0 O

BHIAEJL =i LILC
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J&g F-11 UART H/IAE




Sel ect nmenu

1. Phone nunber to dial [213]
2. Start nodemt est

<ESC> Back, <ENTER> Refresh

& F-12 Z&(Modem) HAE

F.5 Firmware upgrade 0l %

USLICH 4
A HAES

MEXt= Firmware upgrade Ol=0lA 28 VTS II ZHl2 X 0IEE =3 =+
O Ed0IEE otI1 &0, AAE2Xt= U2 O HOIXIHAM 38HS HEiohA &X
=olst = ASLICH

Vel cone to Bios Configurati on page

Sel ect nenu

1. RTC configuration [ Feb 09 2006 - 15:31:09 ]

2. Hardware test

3. Firnware upgrade [S/WVersion : v1.0.0]

4. Exit and boot fromflash

5. Exit and boot fromflash in energency node

6. Exit and reboot

<ESC> Back, <ENTER> Refresh

..... > 3

g F-13 Zg0f 234015 U= &

VTSIl S0 S0IEE ot 2ItX ZE2E2= AR LICL
zJ| H8E ZZEZE DHCP &= I8 BOOTP gLICt. AtEX= 0

upgrade Hi=0HA 182 HEisI) Z2E22 HIE = USLICH
CtH, AFXt= Firmwave upgrade HIs0IA 2812 SEHGH

ZolioF &LICH =J1 IP HEedlA= 192.168.161.52 £ & &

2|0l Firmwave

Ol Hi=0AM TFTPE &LEist

MEXt= Firmware upgrade Ol=0lA 78S SHEGH0H, A Ze0l

U

OF &fLICH

Ol

gror 281l Ol QIEHHIOIAE 0185t AW FIelolE

upgrade Oil=0IA 481 SEGI OIS QIEHHIOIASE BHHWH =0
(ETHERNET1 -> ETHERNET2 2 #3&)
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Al ==
SLICH BN LOH0IEE Z2HIEHN =83t fIHM= Server's IP addressOl M
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BEEAI VIS Il S0l CHEH IPE &
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Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168.161. 5]
3. Server's |P address [192.168. 0. 128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Name [ pp. bin]

6. Auto firmaare Upgrade on next boot [ OFF]

7. Start firnware upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect nenu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168.0. 128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Name [ pp. bin]

6. Auto firmnare Upgrade on next boot[ OFF]

7. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

T2 F-14 B0l GIH0IE Hs (E2E2 M)

Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168.161.5]
3. Server's |P address [192.168.0.128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Nanme [ pp. bin]

6. Auto firmanare Upgrade on next boot[ OFF]

7. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

Sel ect default Ethernet interface(l = Ethernetl, 2 = Ethernet2) : 2

18 F-15 &R0/ &2/01= Wl (OGS CIEIH 0] & &)

MEXt= Firmware upgrade Hl=0AM 6HS SHEHGI0 Auto firmware Upgrade on next bootS
&3 g £ USLICH Auto firmware Upgrade on next boot HI=0A 1HE HE5I0 ONeE 4
e, B0 Zd0IE= SAl ="8EX €0, U3 FEAl =S JALICH Bt A X0t
Auto firmware upgrade on next boot S&= ON2 2 HAHCIALLE, REYAl As EAH S
0IEE =&otkl ZIIE JstUH VIS IIel 8&0l ClJKcold bootmg,warm booting)= = 3= CHOll
<ESC> £ =2d ELILh OdY™ visli= YdO0IEE sdotX &0 e w2 SHIAH E
LIC}.

U]

=Xl

D A=, O oly £E

ol

0l W Auto firmware upgrade on next boot2 &&2 ON AHEf
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Al XS S 0IEE JAoHA 2=C0H Auto firmware upgrade on next bootOlAl 2HE HEHGH

HSHES OFFZ &£HoI00F &LICH

OFoF Auto firmware upgrade on next bootO| &8 =T UCHH, AN F0IEQ &3 HR
2= E =2 Auto firmware upgrade on next boot &2 OFFZ HAELICH DA OS 2E
SHE= Z&HQ 28 NES oA SLICH

B0 0IEE 8ot &3 202010t AIHSIUE B2, VISIie F&4XCE 2L
20 AMEXIN HEE I LYES = WK Z2O3HE HX AZLICH 0 M VTSIE AFEXRDL
g1dIolE AIHE eXg = UALS FINDME LEDE Z8LICH

Ol e EBANW gOd01=9 A 28 dHZst £, THAl BIWHE AI=58H0{0F SLICH

Sel ect nenu

Prot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161.5]
Server's | P address [192.168. 0. 128]

Default Ethernet interface [ ETHERNET2]

Firmvare File Name [ pp. bin]

Auto firmnare Upgrade on next boot[ OFF]

Start firnware upgrade

<ESC> Back, <ENTER> Refresh

-----> 06

Sel ect auto firnware Upgrade on next boot(1 = ON, 2 = OFF) : 1

RIS

Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161.5]
3. Server's |P address [192.168.0.128]

4. Default Ethernet interface [ ETHERNET2]

5. Firnware File Nane [ pp. bin]

6. Auto firmmare Upgrade on next boot[ ON|

7. Start firmare upgrade

<ESC> Back, <ENTER> Refresh

_J&' F-16 Auto firmware upgrade on next boot

Sel ect nenu

Prot ocol [BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168. 0. 128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Nanme [ pp. bin]
6
7

N =

Auto firmnare Upgrade on next boot[ OFF]
. Start firmare upgrade
----- > 7
Fi rnwar e upgr ade cannot be stopped until finished.
And all configuration paraneters are restored to default val ues.
Do you really want to start firmvare upgrade(y/n)?
BOOTP broadcast 1
DHCP client bound to address 192. 168. 220. 7
TFTP from server 192.168. 161. 13; our |P address is 192.168.220.7
Fil ename 'pp. bin' .
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Load addr ess: 0x100000

Loadi ng: #H#HH #HHHEHHHH THHHEHHHH S R R
HHHHH B T T T T T T T R A R R A R A
B HHHH R S S S S S
BB R S R R R T S
HHHHH HHE R HHE T TR T R T R R R R T R R R R R
HHHBHAHB R HHB R HHB R AR HH B R HH B R HH B R HH B R HH B R HH R R T AR T AT R H R HEH
BRI S S R R A S
HHHH T R T R I R
HHHBHAHB R HHB R HH B R AR R R R HH B R R HH R R R HH R R R R H A R AR
BRI S S R R A S
HHHH T R T R I R
HHHH R HHE R HHE R HHE T TR R R R R R R R R R R R R R R
B HHHH R S S T A S S
B R S R R R T S
HHHH R HHE R HHE R TR R T R R R R R R R R R R R R R
B HHHH R S S S R S S
BRI S R T R R R
HHHHH A T T

done

Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmware upgrade is finished successfully.

Sel ect nenu

Prot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Default Ethernet interface [ ETHERNET1]

Firnware File Nane [ pp. bin]

Auto firmnare Upgrade on next boot[ OFF]

Start firnware upgrade

SIEp @S =

18 F17 =5 B30/ ZId0/=
BAI gOdI0IEI d8382ez £ 20, Z2OE2 AW Sd0IE 301 HE BIAIK

(Firmware upgrade is finished successfully)2 &8 £ 02 HES A& AIZLICH 2tef HiO|

TE=E =2
QA OIOIKIE Egsh BAlKS Z0diolEetH, VIS lle AisEexz MEE ELIC

F.6 Emergency 2%

VTS IDF E&Fl 28| otEl= B2 A2 X= bios Hi&UHA emergency E52 VISII E 2
gAZ JUSLICH emergency 252 VIS II € 28 AIFIH 18 F-18 Wt &0 A2 Xt= VIS I
o 2E2 &S 20l AccessIt JIsELICH &, 0l 2R VIS Il 2 HER3T JIsS L&s it

=]
5 A2 SIts ot HE22 VIS IS 2£2 Sot0 014 &S SFAII10

40
ror
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JI2&0l HH H(factory_reset §) 0120= CHE L0l £Jts LICH

y

o

18 F-18 emergency Z& £&
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F=G: d=3t= NFS Jls U

GlIHR
NFS= UIERIDE Sot0 == sRotell el AEHE Z2EZ0I0h Lt 28 ez
NFS= UDP Z2EZS AIE6IEZ Sl €2 2eta2 SME S It UASLICH

- NFSserver 2 client AtOI2 datas &53t &I HECH
- NFSserver0l =6t A2 X IDO 2 o= gty s OB IJOF HHECH
- NFSserver 2 client AFO[2] Z3IE0| /= AR NFS JIs2 AIE0H1JF HHECH

0|2 22 2otae EMES 226t fotH €535 NFS (Encrypted NFS &&= Secure NFS)
cte JIsg 0188 & USLICH VIS IINA £S3E NFS Jls2 SSH 822 (SSH tunneling)
JIs2 0I85t0 FEEJASLICL 0l HEolME £33E NFS JIs2 01846t |8 NFS server
of dX ¥ £ZFH0 ot £H= StASLILCH

G.2 NFS server? &X]

=3 25tJ] ot AIEXE TCP Z=&E22 X&dt= NFS servers

Z06t00F LICH. OIOIZZ2AZEAL2l Windows HE OSUHA =&ote R EZ2 NFS server

. ODI0lM= Xlink Technology A2l Omni-NFS server v4.2&

FALSLICE Omni-NFS server 2 EIHEE2 Xlink Technology
U

SLICH. (http://www.xlink.com/eval.htm)

Omni-NFS server £ &1l o) ?loid=s US HESS sHdHot== SHYAIL.
Step 1. Omni—-NFS server v4.2E Download 2&LICH
Step 2. "nfserver.exe' T2 S AMAII| D OlMf LIEILI= XIAIO GHELICH
Step 3. Omni—-NFS server X &8 =0, Al > Z28 > Omni-NFS Server
V4." OlA NFS serverE I EHEFLICEH.
Step 4. XLink NFS Server 0l M, Action Ol 22 New Entry & AEi&LIC
Step 5. NFS Server Export &2 Browse HEZS HEGIH NFSE2 mount € Z0HE
SELSHLICEH
FO 1 1. MEXE export € Z[H 9 "Exported Alias" £ J195t12 U010k & LICH
01 VTS Il OIA NFS server &2/ mounting pathE AtE & LILCE
2. 2882 Z Linuxe NTFS IHE AlAE S Q1461 X Z&fLICH

-
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VTS [I £33 NTFS [} AlAEEZ C1AIGHA FEotBZ mount & EHE FAT
Z= FAT32 It AIAE MO Use ZEHE XESHAID] HHELICH
Step 6. NFS Server Export &2| Directory Access Rights £ 236t 220 A "Read/Write"

£ check ot=5 GIAAI2L.

G.30penSSH I X2 &X|

VTS IA2 2S5 3E NFS JIs2 SSH tunneling JIs2 OIZ2&LICE. JHZ22 NFS server Jb
AXE SAEN SSH daemonOl &3 T UANHOF 2S3tE NFS JIsS 018 &€ = USLICH
0l #E0MEz= OpenSSH for Windows v3.6.1 IHiJIXIE 0|8t 0 ot=E olASLICH
OpenSSH for Windows = 22 AZESOZM CIS URL,0IM download = USLICL

i
Tz
no 02

b

N

http://lexa. mckenna.edu/sshwindows/download/releases/

OpenSSH for WindowsE & XIotJ] ?IohA TS EXSS et FAID| BHELICH
Step 1. OpenSSH for Windows package £ download &&LICH
Step 2. "setupssh361-20030512.exe" E &8 AlZILICH.
algl Al241) OpenSSH Jt AXIE LI ECIZ2 0ISELIC
ol d8LICh)

Step 3. command prompt(Dos &)=
(Program Fi | es\ QpenSSH)
Step4.bin Cl&ECIZ O|SELICH

Step 5. mkgroup Z2 1= 0| &0t group permissions It = GHSLICEH
A

C: \Program Fil es\OpenSSH\bi n> nkgroup -1 >> ..\etc\group

Step 6. mkpasswd ZZ1H= 0| &0t passwd L0 CISE AIESXE FOHEILICH O &=
Windows &2 2 AMEXE FIt oA '-u usernane’ SES AEGHX 20t
OF &LICh.

C:\ Program Fi | es\ OpenSSH\ bi n> nkpasswd -1 >> ..\etc\passwd
Step 7. OpenSSH server £ A8 &L CF.
C: \Program Fil es\OpenSSH\bi n> net start opensshd
Step 8. “pause.exe”EZ 1 Z "Program Fi | es\ OpenSSH bi n" directory 0l = At&HLICEH
9 :1. “pause.exe” ZTZ I HUHIZSZX0AH BIHE VISIIE SEZZ T2/
Ct.
2. 0/ Z27&2 servergt client 2+2/ Encrypted TCP ¥ Z = 21/ of
BLICH
3. 0/ ZEZ2J82 VIS | HE2 20/ HZZE CDROM ol =550 YAzLICH
bty 0] Z2720] Q=2 IR0E ML Jl= JIALZ 22 6tAIZ] bHEHLICL

o 5F
&

fr
uoh
Mo
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G.4AVTS Il A Encrypted NFS Jls2 &3

NFS server 2t OpenSSH 2| &AXIE &=ZdtH AMEX= VIS 112l &8 Hl% A0 A Encrypted
I

NFS Jiss 8% =+ UsLICL

Step 1. VIS 12| Web Ul Off 2101 &LICH

Step 2. NFS server configuration HIO|XIZ£ O|S&fLICH

Step 3. 2 HESS G323t 201 &F&LILCH
NFS service : Enabled
Primary NFS server IP address : Encrypted NFS server 2/ IP addressE & & L/CH.
Mounting path on primary NFS server : "Exported Alias" &=L/,
Primary NFS timeout (sec, 5-3600) : &/of= &/9/9 gt JZLILCE (5sec I I/ E&)
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : Encrypted NFS server® AtEXf 0/ F&LILCH
Encrypted primary NFS server password : /& AtEXLS password E F S L/LCH.
Confirm primary NFS server password : of & AtEAtS/ passwordE CHA] HSLICH

Step 4. Save & applyS & E{EHLICH

Step 5. System log Lt Portlog 2| Location2 NFS server2 &&§HLICt.

Step 6. HIAESLICH

Encrypted NFSE HIAESI2H ™, AF2X= LanExplorerLl EtherRealdl 22 0|04 TH3! ™ =
ZOHS MEE == A0 ELICH LEHAQI NFSQ d=R0l=, Hast 9IAE SHEfS HIOIE0ID]
H20 VTS 112 NFS AMHZ2t2l 2= &5 HOIHE BHME = ASLICH L, Encrypted NFS
o AR0=, AFEXt= CMIE NFS MU 2tel 25 && HOIHE BME = UKL 2S5HE
2 835 HOIHE =33 (Decode)e == ASLICH
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£= H: SNMPE 0[&8t VTSI 2|

r

H1Ji2

el XiE NMS(UERID 22l AlAE) £= SNMP EctRME AIESt=E SNMP Z2EEE Sof
VTS IIE 22lg == JASLICH VIS 11D NMS = SNMP Ect Kot A Us S AU &
=2 5/ oA NMS £= SNMP EctRME AFEot)|l HOll, HAA MK €232 HEol &3
oiOF S LICH. O% H-1 2 VTS Il SNMP Ol0I&E2l MIB-Il OIDE Ect& Gt Us LetFol

. H-
SNMP Ect2XN 3t AESE 20 sLIH

& MG-50FT MIB Browser Professional Edition
File Edit Miew SMMP Action Tools Window Help

HNON@iIiTEa iDawPd 2 @

Bemote SHP agent Split

1192168.7.10 v|[B | [Overical

3

=2 isa
ED arg
= D dod
=[] internet
=23 magrt
=[] private
=L enterprizes i
= (] sena
=[] senaPraducts
¢ 1] senalPSLink
=[] sena¥Ts
=27 general
- i generalModel
ﬁ generalFirmwareiferzion
ﬁ generalB ootcodeterzion ¥

Huem results =
YWwelcome to MG-S0FT MIB Browser Profeszional E dition ~

FRemate address: 192168710 part: 167 tranzpoart: IFALUDP
Local address: 192.168.7.1 port: 1233 trangport: IPAUDP
Frotocol vergion: SHMPYT il

0D 1,3.6,1.4,1,12236, 1,2,20,18 & SNMPYT GO e

& H-1. SNMP EZ2}RXA
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H2 82 X3

el A= SNMP Z2&Z9| Get/ Get-NextE AtE0H( VIS IS EEE X3/g = UsLUICH

Luemy resu_lts

w CMMP QUERY STARTED =

1: generaltodel.0 [octet string] WTS5-3200 [56.54.53.20.33. 32,3030 [hex])]

2 generalFirmwareterzion. 0 [octet sting] »1.6.1rc1 [76.31.2E.36.2E.31.72.63.31 [hex]]
I generalB ootcodetersion 0 [octet shing] 1.7.3 [31.2E.31.2E.33 [hex)]]

4: generalHwWHRevizion. 0 [octet sting] »1.4 [76.31.2E.78 [hex]]

b generalFlazhSize. 0 [integer] 8383603

G: generalt therdddress 0 [octet string] 00:07:95:05:22: 3

¥ generall PAddresz 0 [ipaddrezz) 192.168.7.10

2 generalbevicename. 0 [octet sting] % TS3200_Dewice [DE.54.53.32.32.30.30.5F 44.65.76.69.63.65 [hex]]
9: generals avedppiyConfig.0 [inteaesr] readw(d]

s NP QUERY FIMISHED ===

[

& H-2SNMPZ 0/&38t §&2 X3/

H3&E 8&

ZelXh= SNMP Z2&Z9| SetE ALESIH VISIIS EE2E BHEE = JUSLILCL

S5et — generalDevicename.

..;:::f:

 Fiemote SHMP agent"

192.168.7.10 v| [
01D to Set
11.361.41.122361.220.180 v

Syntas

7 Integer32 () Timeticks () Counterfd
() Ulnteger32 (O IP address () Opagque
) Counter3? oD () Mzapaddr
) Gauge3? %) Octets ) Bitz

@@ & SNMPyl  Current value retrieved succ

18 H-3SNMPE 0/&E8t 32 &
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FE= YANZ2 HE ot =20

saveApply2 21Zali0F &fLICH

ZEN XHN222 INKAEE FIHE M= default-keyword0ll A addRowdt ) portindexE H
2ot AFZEHLICH
EZEQ9 IJIFAS=0UAM addRowdtH

§
=
=L

Ea=18
o=

CtE porttl Al addRowst =0l portindex
SO 204 MALD| 20 F=IHE X

T

portsResetFactoryDefault 2t 20| excute
ol OF &LICt.

SHH Ol oL

{2l Poall ey | I.g_ﬂ._irmr i<
~

030G 192168710
portzReszetT aFactarD efault

portzdllowedB az. Fu:nrt_s.-’-‘-.lln:nwedM.._.
0000

paortzFesetProc..

ready(1]
ready(]

execltel2]

0000
: Q000 ready(l]
0.0.00 0000 ready[1] ready[1]
0.0.0.0 0000 ready(1] ready(1]
nonn a resAn1 readni1 bt
£ /|
e | Edit | 33 = SHMPY Ready,
18 H-4excute &&
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L1 IR

VTS Il X128 freeKVM HZ JISE 01800 AHE 2elg I MEdte E8%F0 22lE XN
ot= =EcCIEl T2 8YLICHL MBI HAEH0 UAs ZESQ 21 HAl JIs, Alelg Z2E =
A ZEZO ¢ Jls, HE KVM 220/ E T2 ]2 29 0l JIss0l UASLICH

1.2 £X

freeKVM ToolES AtEStA S AIEX PCOl Z2 &S &Xlotd VIS II X2 IEHHOIANA
O] Z28s Adg = UTSF ALY AN S=oioF LIt Z2I8E MU Jls XI&

8 2 UBLICH

WindowsZ& freeKVM Tool2| &X| #Xt= CsS10 Z2sLICH
Stepl. T2 MHIMAS AL PCE SAELICH
Step2. T2 8 AAMIIA0 U= SHE AAE AN FIOteUCH
LinuxE freeKVM Tool2l &X| EXt= G810 2 &LICH
Stepl. £Xl WMYo A= SLIC
Step2. It &2 U3 £sLICH
connect.xpm (& HE OIDIXI)
log.xpm (23 BE OI0IX)
exit.xpm (B2 BHE OI0IAX)
RDCTool.config (& 1tg)
RDCTool (Btold 2l mhe)
Step 3./ usr/local/bi n0il BtOIH2I WS SAELICEH
Step 4./ usr/ 1 ocal/etc/ 0l RDCTool CI|®E2IE Ot=LICH
Step 5./ usr/ | ocal / et ¢/ RDCTool / 0l BIOIH2| WS HAS 2LE WL S SAHELICH

1.3 &%

KVMS Xl &ot= MHIE HZ2& ZE0 freeKVM €& = o

g EZEO HACAEN U= freeKVM HZ OL0IZS S= 6t

HA 28E KM S0l E T2 )8s Aot MHE KVM MES

ZELICH

11, Serial Port Connection StHW A &
™ freeKVM Tool T2 0| A&
S o



CtS& WindowsOl A freeKVM Tool 271

2H
=

=2
=

AL

rr

Ol

ot

ol
=

LICEH

Step 1. Port #10il Windows 20030 &XI&I 0 1) Remote desktop HZ 0| E&FHTN U= M
HE ™2Z36t10, Host mode configuration StH0IAM CtSt 201 & & &LICH
Host mode configuration
Host mode: Console server v
Type of console server: WS SAC console
Service processor: MIOME
Enable/Disable assigned IP address: Disahle w
Listening TCP port (1024-65535]: 2001
Protocal: Telnet
Inactivity timeout (1-3600 seconds, O for  [1on second(s)
unlimited):
Display port information: Dizable
Enable/Disable port escape sequence: Enable
Port escape sequence: ctrl-|z
Port break sequence: ~hreak
Use comment: Mo
Qick connect via: Webh applet
weh applet encoding: Unicode (UTFE)  «
Web applet size: Columns |80 Rows |24
72/ I-1 Host mode configuration of Windows2003 Remote desktop connection
Step 2. Port #12| freeKVM configuration 3t2H0IA CiS10 201 & & LICH
freelkM configuration
freek WM connection: Enable «
Automatic IP detection: Ernable
Client Program: Windows FDP standard connection
Client program path: SRDCEEIPSE
12/ |2 freeKVM configuration of Windows2003 Remote desktop connection
Step 3. Port #20 LinuxJt EXIZH AU X window serverdt AT A= HAHE H26HD,
freeKVM configuration StHOIA Ct213 201 &&&LIC
freekWM configuration
freekWM connection: Enable
IP address: 192 168.161.1
Client Prograrm: “Manager w

Client program path:

smanager -query §IP§

7 1-3 freeKVM configuration of Linux X window server

Step 4. &% 0+~ BtOl RU= Serial port > Connection
LICF.

SOl B8t =

= Port#l

M EH St

[ N =]
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Serial port connection

[ serial f serial_connect
Peer: | Al pEers | port title : | | Search |

Port access menu connection

Port access menu connection

Individual port connection
Status  Port#  Title # of User Comrments
1 Windows2003 0 < Mot used =

= Serial Terminal Connection
B frpeki/M
= VIE Part Log
2 RedHatLinuz 0 < Mot used =

3 PortTitle #3 < Mot used =
4 PortTitle #4 0 < Mot used =

o

_1&! |4 Serial port connection 3f&

o

Step 5. Serial port connection 22U Al Port #12| 2 A2/ AEN U= freeKVM A& 0t0I 2
=26t freeKVM ToolS A EHLICEH

9 192,166,150,1 - A OA3E

=sls

I 7 Windows Server2003
# . Standard Edition

Capyright @ 1985-2003 Miesasalt Corparaticn

AER OIS [Administrator

SABP) I

SHD) >

'-'5('75}|X
[Windowstl® =]

12/ I-5 freeKVM Tool — Remote desktop connection
freeKVM Tool2 & & E Remote desktop connection 22t0|HE = Z ) (mstsc.exe)E
A5t MBI 2 Remote desktop HZ S & LICtH freeKVM Tool2 Port listtl £ E ELO|
£ Windows20030| Z=Jt&LICH

Step 6. Serial port connection StH0IM Port #22] HH2AEN U= freeKVM HZ 0012 S
220t freeKVM Tool0l XmanagerSoll X window server2 KVM HZ & LICt. freeKVM
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Tool2 Portlistll ZE EI0IE RedHatLinuxJt 3=JHE LICH

*¢ Senatest:177 - Xmanager 2,0 (B7H%) [:0.0]

C1=

FedHatLinux

& I-6 freeKVM Tool — X window server

~
O
12
e
N
oI

freeKVM Tool2 =2 Jls2 S 25U

1. AMlelg ZE = clRE ZEQ A NH=ZS oA
2. AMelg 2E = 2|2E ZEQ 7] HA

3. VTS 112] Serial port connection 3tH0A HZE KVM Z22H0|HE ZZNHO2F 0|S

Xt
[=]

N

CFEE Windows & freeKVM Tool A/ && & J/s=2/LILCL. Linux £ freeKVM Tool 0l A1 =
X&GIX S& L J150] ASLICE THHEH LHEE HILF Jl= XS0 22/6tA17] HEEHLICH

O |-72 freeKVM Tool0O] E43H &

Vie

= 3°
o
==
1o
ol
e
°
°
a

Connectto «—
serial / remote port

— Close

|Windnw52EII]3 vl —» Port list

J&' -7 freeKVM Tool Activated

1% 1-82 freeKVM ToolO| BI2d3t TIAS M2l atHYLICH
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X
=

&' 1-8 freeKVM Tool Deactivated

IWindDWSEDDS

Serial port connection StHUAN HZE KVM SC0|HE ZZ 0| EHAE 2| HH freeKVM

ToolO| EA3tELICH freeKVM Tool0] E4d3t ZIUS M Al2lE ZE &= 2
1, ZE 2% EAISte JIs2 AIEE = USLICH KVM 22H0/HE Z2 8 01212 CE
T80 ZHAE 2HH T freeKVM Tool2 HIEAS T, Al ZE / 2|RE ZTEZ A

freeKVM Tool 483 ZIUS [l Connect HES 2 6+H ol 2
HZELICH 0% 9= Connect HES 22610 Port#10 HZIMS e SHHLILCH

ZJ JAYA Telnet Applet — Microsoft Internet Explorer i E il:li_zj|

IYE BEE BN SARNE D SSTH)

Q=-0 NEA K Lo e @2 5D 3

| Z2:(D) |&] https:// 192, 185,19, 1/connect asp7p=1 A 8as sz >

Telnet [ 1: Windows2003 1

Trying 192.168.19.1 7001 ...

"z for port menu.

Is _Local echo | Connect | Disconnect | SendBreak

Close | a

= F F b I

_i.,-glUHEEde.mud.jta..-’-‘-.ppletstaned [ _i | |,§__I&@E1‘;1' 4
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freeKVM Tool E43IEAZS [f View logs HES S=lotH

Serial port connection StHOIA HY EZEQ HY2IAEN U= freekKvM HZ 00|22

KVM Z20|9HE Z208s &

E

o

[—

—7&/ 1-9 Connect to serial port
e Alel

! 1-102 View logs HHES 220t Port#12

4} Port log viewer — Microsoft Internet Explorer (=]
OHE) ©IE) HE20M SHEE EIXD S2UH) | ar
7 I BT e , i
Q-0 [x] 2l | P24 yemawn @22 B L@ B
Z4(D) [&] https /7192, 168, 19,1 /viewlogs, aspTpor=] -Bos @z >
Yiew port log - 1 : Windows2003 m
Fort log @
SAcHid =
HEH 012: MltzoozMH
ZEF GUID: 00000000-0000-0000-0000-000000000000
ZE2MM ORIEA: x86
HE HE: 5.2
YE HE: 3790
HE: windows Server 2003
HEE MH A : S
2 CrA 2812 = AlZ2R: 21:49:53
SAC>
=
Clear Refresh | Close | o
=l
EEE LT T 8ezu 4

&/ 1-10 View port logs

HOICH Port listOl & ELOIE0l =IHE

EIOIES H=otH oy ZES KVM 220|HE T2 J8e 2 0|

1.32] Oll0IA 2 201 &80t S FR2 PortlistS 20 SLICH

=
LICH Ol 2IAE
= JAsuUth 2

EZE = 2IBE ZEQ

A
=
E£E HAIE



& 1-11 Port list
AEHHMN Rt ®|IXlz 2¢

freeKVM Tool2 ?IXIE Ol=sotdd OIRA QLEXE HES 24

ro

=28 FLICH

freeKVM Tool2 EZ0ted™ Close HEZ2 28/ 6tH & LICHL
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