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1.1
VTS Linux , Linux
PC
IT , VTS
VTS , 4/816/32
RS232 RS232
vis  TCP/IP, UDP PPPoE (PPP-Over-Ethernet)
DSL LAN
10/100 Base-T Ethernet (In-Band)
(dial-in) ADSL
1P (Broadband DNS)

VTS

°

°

°

® SNMP email

[ ) , telnet

°

® |IP ( )

) SSH(Secure shell)

IT/Telco

. VTS

(Out-of-Band)

VTS



1.2

- VTS

- 19

- /Ethernet (RJ45-RJ45,

RJ45 -

RJ45-DB9 Female (cross-over)
RJ45-DB25 Female (cross-over)
RJ45-DB25 Male (cross-over)
RJ45-DB25 Male (straight)

- Quick Start Guide

- HelloDevice Manager, HelloDevice VirtualCOM

10

2m)

I

CD-ROM



1.3

VTS400 VTS800 VTS1600 VTS3200 VTS4800
4- 8- 16- 32- 48-
RJ45 RS232
1200bps ~ 230Kbps
none, RTS/CTS, Xon/Xoff
RS232  Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
: DTR/DSR RTS/CTS
RJ45 Ethernet 10/100 Base Ethernet
1P
ARP, IP/ICMP, TCP, telnet, SSH vl & v2,
DNS, Dynamic DNS, HTTP, HTTPS,
Authentication, SMTP,DHCP client, NTP, PPPOE,
SNMP v1 v2 (MIB 11), RIP, Static routing
PC PC :
ATA/IDE fixed disc card / PSTN/CDMA
LAN / 802.11b LAN
Host mode
RAM ATA NFS syslog
email SNMP trap
1D
SSH
RADIUS, TACACS+, LDAP, Kerberos Authentication
1P
Clustering NAT- Secure Clustering
544
, telnet, , HelloDevice Manager
emai I/SNMP
RAM ATA NFS syslog
telnet,
5VDC 110 =~ 240VAC 110 = 240VAC
Dual power
(Option)
245 x 153 x 30 432 x 193 x 44.5 443 x 253 x 44
LxWxH (mm) 19
3.0(Single
(k) 1.5 2.8 Power)
3.1(Dual Power)
FCC, CE, MIC

5

11




1.4

VTS

MAC
LAN

MAC

12

MAC(Media Access Control)

. (Ethernet LAN

OUI(Organization Unique ldentifier)

HTML

Ethernet

VTS

12

MAC

6

00-01-95-xX-XX-XX

HTML



ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

1P Internet Protocol

ICMP Internet Control Message Protocol
UbP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service

SNMP Simple Network Management Protocol
RADIUS Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

13




VTS
2.1 LED
2.2 VTS ,
2.3 telnet VTS

- ( )

- /Ethernet ( )

- ( )

- ( NIC) PC RS232
2.1
2.1.1 VTS3200
VTS3200 2-1(C , , Ethernet ) LED

3 . 3 , , PC Card
3 Ethernet 100Mbps, ,
, . 2-1 LED
RJ45 , Ethernet , VTS3200 ,

VIS === SENA

2-1. VT83200

14



2-1. VIS3200 LED
Power
Ready
PC Card PC Card
Ethernet 100Mbps 100Base-TX
LINK Ethernet
Act Ethernet
InUse
( )
Rx/Tx ,
2.1.2 VTS1600
VTS1600 VTS3200 , VIS1600 16
VTS3200 32
2.1.1. VTS3200
2.1.3 VTS800
VTS800 VTS3200 , VISB0OO 8
VTS3200 32
2.1.1. VTS3200
2.1.4 VTS400
VTS400 VTS3200 , VTIS400 4
VTS3200 32
2.1.1. VTS3200
2.1.5VTS4800
VTS4800 2-2 « , Ethernet) LED
4(5) 1(2), , PC Card
(finde Me) ; 3 Ethernet 100Mbps, ,
. VTS4800
2-2 LED RJ45 , Ethernet ,
VTS4800 ,

15



VT54800 il SENA
( )
V54800 il SENA
( )
( )
2-2. V754800
2-2. V754800 LED
Power
Ready
PC Card PC Card
Find Me HD manger probing
Ethernet 100Mbps 100Base-TX
LINK Ethernet
Act Ethernet
2.2
, VTS
- VTS
- VIS  Ethernet
2.2.1
VTS .
[Power]

16




2-3. VTS
2.2.2
Ethernet VTS Ethernet ,
- [Link]
- [Act] Ethernet
- VTS 100Base-TX [100Mbps]
- 10Base-T [100Mbps]
2-4. VTS
2.2.3
VTS

. VTS

- A3

17

Ethernet
VTS

Ethernet



Equipment

2-5 Vis
2.3
VTS . s
, VTS , GUI(Graphic User Interface)
CLI(Command Line Interface)
/Ethernet VTS
VTS
telnet(TCP 23) SSH(TCP 22)
VTS Internet Explorer Netscape
Navigator VTS
VTS

2.3.1

1) /Ethernet VTS

2-6. VIS

18



2) RJ45-DB9 (female adapter)

4) (HyperTerminal)

9600 baud rate
8 Data bits
Parity None
Stop bits 1

No flow control
5) [ENTER]

Login: root Password: root

Login: admin Password: admin

9.1. . CLI
, 11. CLI




. Clustering Configuration
- Power Controller

. PC Card Configuration

. System Status & Log

. System Administration

. Save Changes

Exit without Saving

Exit and Apply Changes
Exit and Reboot

<ENTER> Refresh

T OO~NOO~W

2-7. (VTS 3200)

[ENTER] VTS

VTS
, 8. Save Changes . a. Exit

and Apply Changes b. Exit and Reboot

2.3.2

VTS VTS 1P
( 3. ). VTS 1P
192.168.161.5
disable -(
3.5 IP ). VTS telnet SSH

VTS

1) Telnet( SSH) telnet( SSH) ( , TeraTerm-Pro Hyper
Terminal) . IP port number VTS
, port number  23( 22)

telnet 192.168.161.5 (or ssh admin@192.168.161.5)

telnet

20



—

(TeraTerm Pro)

2-8. Telnet
2) VTS s
root root
( 9.1. ).
3) VIS , CLI
shell CLI
, 11. cCLI
, [ENTER]
2.4
VTS  HTTP HTTPS(HTTP Over SSL)
s . VTS
URL/Location
VTS
Login: root Password: root
Login: admin Password: admin
- VTS , vis 1P

21

. VTS

HTTP
, VTS

admin



2-10 VTS
[Save to flash] [Save & apply] [Cancel]
[Save to flash]
changes] , VTS
& apply] [Save to flash]

22

[Apply changes]
[Apply

[Apply changes]
, [Cancel]

[Save



Pusfwinrk
1P peadiguraites
SHHP omhprabon
Diymiaamb DkS corfiguration
SMTP conhguraton
1P Titarie
SYELCS =esryer comhgurabon
MFS sariar conil guraton
‘Web m=ryver conhaurabon
Ethuarred canfigration
TCP service corfigu ration

Seral port

Clustering

Powier cestroller

B card

Lyslein stabet & log
Sysiem adminiHratiss
Lyslain statistics

apply chsrges

Login as & diferant sar
Logout

Fgioazend:

1P rrecechs ; |5|air. 'I

1P address: ; 15212131
Subwmd: Marsk ! [FREROO
Oefauk gaterway ; 15216211

Uz manual OKE ; [Enab 5]
Frimary DH5 [1ER 125621
Sevcrrdary DMS (optional] LY

Fogiram obd 1P at baoeokup s on DHCP faduine @ | ak 'I
PRPCE s ar name !

Confrm PPRoE passwond ;
Erabla/Dtsable sacandary [P @ [[imabi= =]
Saordary 10 add ress ¢
Secoreiary subnet mask ;

I
FFPCE peszword ; |--------
I

Sewtolizch | Sewdappk | Cancal | Workspace

Menu Bar

2-10. VIS

23



VTS , 1P - IP
VTS 1P
VTS , 1P
VTS IP , 3

e Static IP
e DHCP (Dynamic Host Configuration Protocol)
e PPPoE (Point-to-Point Protocol over Ethernet)

VTS 192.168.161.5 IP Static IP
3-1 3 1P . 3-1 1P
GUI

3-1. IP

IP address

Subnet mask

Static IP Default gateway

Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)
Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
Use manual DNS/Primary DNS/Secondary DNS (Optional)

DHCP Reuse old IP at bootup time on DHCP failure

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
PPPoE User name

PPPOE password

Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask

PPPOE

IP mode Disable VTS
Enable/Disable secondary IP  Enabled , Secondary IP address Secondary subnet

mask  Static IP IP , 2 IP
VTS .2 IP 3.1.1 Static IP

24



1P mode

IP address :
Subrat mask
Default gataway :
Liza manidal DME
Primiary DS

Secandary DWS (aptional) :

PPPDE user name :

PPPeE passward :

Confem PPPOE password :
Enabla/Tesable secondary [2 :
Secondary 1P address :

Secondary subnet mask ;

Rause ald [P at bootug tme an DHCE failura ;

|Efali: -l

[ESESEN

[EEEETD

[TRETERT

|Ena|:|IE -|

|IEIE|.IE‘B.E.3.1

[EEAE

L L L]

Enable =

1k

Ssvetoflssh | Sawdsoply | Cancel |
3-1. IP
3.1.1 Static IP
static IP , VIS IP
1P , Subnet mask, gateway
V7s
IP address
Static IP “ ”
IP
, IP
5 192.168.1.x IP ISP (Internet Service Provider)
(private) VTS
, 1P
1P ISP
Subnet Mask

LAN

25

DNS server



VTS TCP/IP

VTS
VTS
Default Gateway/( )
ISP
VTS IP
IP
Primary / Secondary DNS ( DNS)
; IP
DNS(Domain Name System) , . DNS
IP . sena.com
DNS
TCP/1P IP
VTS DNS DNS
1P . VTS Primary DNS server Secondary DNS server DNS
1P . Secondary DNS Primary DNS
3.1.2 DHCP
(DHCP) IP
DHCP IP
IP
Static IP , IP
, IP . 1P
DHCP IP , , , DNS
DHCP IP
, ! (lease)” - IP DHCP
IP DHCP
VTS VTS DHCP . DHCP

26



1P
. VTS
DHCP ”
VTS
, VTS DHCP
- DHCP
. DNS

seconaary DNS IP

DHCP
DHCP
1P

. DHCP
VTS

1P

1P

DNS

0.0.0.0 ( )

, VTS

MAC

Reuse old IP at bootup time on DHCP failure

VIS IP

3.1.3 PPPoOE

PPPoE

PPPoE

VTS

VTS

> PPPoE
. DNS

VTS

, DNS

Ethernet LAN(

PPPoE
. VIS  PPPoE
VTS
PPPoE PPPoE
DNS
PPPoE
DNS Vis

27

. DHCP
. DHCP
V7S
, primary
. DNS
IP
IP
VTS
VTS
Enable , VIS
IP
DHCP
)
PPPOE
ADSL
ADSL
PPPoE
, primary

, VTS

secondary DNS IP

, primary

DHCP

DHCP
1P
1P

ADSL,

PPPoE

VIS IP

VTS

seconaary DNS IP



secondary DNS IP 0.0.0.0 (
3.2 SNMP
VTS  SNMP v1 v2
NMS SNMP
SNMP GET, SET, GET-Next,
(GET)
GET-Bulk

SNMP

e P configuration

. DNS

, primary

SNMP(Simple Network Management Protocol)

TRAP
(TRAPS),

(SET). SNMP v2

SNMP

VTS

TRAP

MIB=11 system objec:s

sysCantacd:
fysHame

sysLocabion :
SYESEFVCE !
EnablaPowardnTrap :
EnabladuthenTrap :
EnablaLinklUaTrap :
EnablalinkDosnTram

EnablaloginTrag ;
Aciags pontrol setngs (NsE)

IP &ddress
|IHE'1-:'luII

[O0a0
[G0a0
[A0ao
Trap receiver settings

IP Address
[0

[0
[0
[0

|5|:|n|'|5lra:|:|r

e

|'n5.. lpcation

Caimfuinty

IEEI’IEI'.{"E

public

Communicy

P&rimEssan

WErsicm
|'.-I 41
vl =
vl =
vl =

Savetmflash | Sawdseply | Cancel |

3-2. SNMP

28



3.2.1 MIB-II (MIB-11 system objects)

MIB-11 , , VTS SNMP
(Authentication-failure traps) ; MIB-11
sysName, sysContact, sysLocation, snmpEnableAuthenTraps, snmpEnablePowerOnTrap, snmpEnable

AuthenTrap, snmpEnableLinkUpTrap, snmpEnableLinkDownTrap snmpEnableLoginTrap
(0ID)

oID
® sysContact: (VTS)
® sysName: FQDN(Fully Qualified
Domain Name)
sysLocation: « , 384 , , )
sysService( )
VTS @)

® FEnablePowerOnTrap: SNMP

® FEnableAuthenTrap: SNMP

® FEnableLinkUpTrap: SNMP Ethernet

® FEnableLinkDownTrap: SNMP Ethernet

® EnableloginTrap: SNMP

MIB ,
. MIB  SNMP RFC 1066, 1067, 1098, 117, 1318 1213
3.2.2 (Access control settings)
VTS SNMP

VTS SNMP

29



( 1P 0.0.0

(Trap receiver settings)

1P
VTS SNMP
3.2.3
VTS SNMP
3.2.4 SNMP
NMS ) SNMP
. VIS  NMS SNMP

SNMP ,

VTS SNMP MIB-11 OID

T aolE

File Edi Wiew Operations Help

(TRAP)

SNMP

.0

SNMP

VTS
NMS
3-3

FEREA BE BRRY B DD X 74

Linachsad Wi nijumass M E
& Mp RFC121-HIE +| Hast |15|J 16E4.10 "l"| Cornmunity |— |
f 2o E
® =3 oo | Heivalua w | Wirig Communily
§ I3 memai A Conleds | '-'| CarbariEnginsiD | 'r|
diraehory -
8 =y gt o ObjectiD l.lmur-;l:luumlumulrn:'rl.mlh-lﬂ:tum.sﬁl‘.‘lescr |
§ 23 mib-2 E
§ 29 =lem z =
| |Eant get raquest to 152 16B.4.10 - 161
4 m-::-lﬁ]gcun : syplontact [—->adminisirator
el ipTima E
=mﬂ | |sent et raquestto 152168410 161
& sesiocaton | e 0--=bell nDirace 55100
@ seSemiten E
& o inledaces | |Sent get rmgquest o VSR R0 D TH
i@ iMumbar | |syzlo afion. D=>LUinkno=sm
o | iMabile :
:EH : Eant st raquasi o 155 166410 - 161
" | |sredandcas I—=T
& | inp >
& E
- E - | Jsent get requestto 192160410 161
& ] ep o |k a2
WIS AI0N z -
& SN E:
a-pa-i-‘nla:'m | Bwnlax  DisplaSwng (SIZE (0. Btaus  mandatory
& ] privaie | AeceEs  rese-oedy Refernce
G om TRAPE e
egprdghbniLoss z
& ] TEXTUAL CONVENTIONS | ObjectiD 43613111
Plrpebddine = Atestual descrigon of ha antty. Thiz value 2
ih " | Daserpti | shouldincluda Tha ful e and wesion
r—— = :_ idarinie slon of the sstem's hashean pe, =
3-3. SNWP Vis SNmP MIB-11 01D
(Aaventhet WIB )
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3.3 DNS(Dynamic DNS)

VTS  DSL DHCP
IP
, telnet
1P
DNS
DNS s
DNS VTS
, VIS  Dynamic DNS Network Services (www.dyndns.org)
DNS
Dynamic DNS Network Services DNS

NIC(Network Information Center-http://members.dyndns.org)

Dynamic DNS Network Services Members NIC

DNS , DNS ,
User name Password
name VTS

3-4 DNS

Dymamic NS configuration

ISP

DNS

DNS

Domain name,

Domain

Cynamic DS W:l
Domain Mamie |'-1”E- dyndnie.biz
User Hame |'-1“5- =LiGEf
Passwond |t-u|--t-t
Confrm password |l-uin-|

| Save to flash I Sava & apply ] Cancel |

3-4. DNS
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3.4 SMTP

SMTP

VTS
s SMTP
. VTS 3
. SMTP
. SMTP
e POP-before-SMTP

SMTP

e Primary / Secondary SMTP server name
e Primary / Secondary SMTP mode

e Primary / Secondary SMTP user name

e Primary / Secondary SMTP password

e Device mail address

|En=|:||n -l

Primary SMTP sarvar ;

Primary SMTP sarvar name

|'5-'I'l||:l POUrCompany. com

Primary SMTF mods |EMTF‘ :J
Primary SMTP usér name |

Primary SMTP passwornd ; |- pnew

Cenfrm primary SMTP password |H'"'l-

|El5at|a '|

Secandary SMTP server

Sacondary SMTP server nama ;

Secondary SMTP

node

Secandary SMTP usar name: :

Confrm secondary SMTP passwond ;

|

|

|
Sepandary SMTP passward |uu-|-

I

I

Cigvela mad address

Saveinflash | Saw&apply | Cancel |

3-5. SWTP
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SMTP configuration

Primary SMTP sarvar ; Im

Frimiary SMTP saryar nams |'5-'I'l||:l WiUurzompany.com
Primary SMTP moda [SMTP =]
Primary SMTP usér name FGP bedora SHTF |
Primary SMTP passeond ; authenhczhon
Cenfrm primary SMTP password |l e

Secandary SMTP server |El5at|a "'l

Sacondary SMTP server nama ;

Secondary SMTP mode

Secandary SMTP usar name: :

Confrm secondary SMTP passwond ;

|

|

|
Sepandary SMTP passward |u-"-

I

I

Cigvela mad address

[ Saeioflash | Saw&asply | Cancel |

3-6. SHTP SHTP
Device mail address email , 5 VIS
. SMTP Server email . ,
email (i.e. arbitrary_user@yahoo.com or
anybody@sena.com) user name
SMTP POP-before-SMTP mode , SMTP SMTP
password
Secondary SMTP SMTP
. , SMTP Secondary SMTP
3.51P
VIS IP VTS
. IP Interface, Option, IP

address/Mask, Port Chain rule

Interface
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e ethO : VTS
e ethl : PC
e all : ethO ethl

Option
IP IP address/Mask

e Normal :

Invert :

IP address/Mask
IP /

PC

3-2. IP address/Mask

Option

IP

0.0.0.0

0.0.0.0

192.168.1.120

192.168.1.120

255.255.255.255

192.168.1.1 = 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128

Port
VTS
portl:port2 . portl

Chain rule

e ACCEPT :
e DROP :
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1P filtering

# Intarface Oobon 1P address/Mask PFort  Chain rile ACTOn
1 [all =] |nvert =) |152 1BRDOVISR 25500 [= [DROF =] | Aemave
2 |all =] [nvert =152 168005 255 00 [ [DROF =] Flarn:l'.ru|
3 [al =] [FMormal 5[ GIR G om0 @ [ACCEFT =] [Remave |
4 [all =] [Mormal =][1S21EB20/ER 2552550 (60 [ACCEFT =] _Remave |
5 [al =] [Mormal =] RODGAOOD E1] [DROF =] | Remave |

& |a|| ﬂ |M|:|rma| ﬂl1 o VBRI OV 2EE 255 B85 10 |-i-l'.:-l |A.I:.l: EF'T:I Hemove |
7ofall =] [nvert =|1SEIBRZOGSR ISR IGR0  |443 [DROF =] | Aemave |
[all =] [Mormal =|| | [ACCERT =| Ao |

Savetoflash | Saw&apply | Cancel |

3-7. IP
3-7 1 1P 192.168.0.1 192.168.255.254
address/Mask : 192.168.0.0/255.255.0.0) (Option : invert)
eth0 ethl (Interface : all) SSH (port : 22) VTS
, 1 192.168.x.x
SSH VTS .2 192.168.x.X
eth0 ethl VTS
5 http (Port : 80) VTS
, 3 192.168.1.x , 4
192.168.2.x . , 3 5
192.168.1.x 192.168.2.x http VTS
7 192.168.2.x https(Port
. 6 192.168.1.x
192.168.1.x 192.168.2.x https VTS
IP Add IP
Remove 1P
Save to flash Save & apply IP
. Save & apply Apply changes
IP VTS
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3.6 SYSLOG

VTS , SYSLOG service
SYSLOG service , SYSLOG IP
facility ; 3-8 SYSLOG server
configuration . VIS SYSLOG SYSLOG
, VTS SYSLOG
SYSLOG service [Enable =]
Primary SYSLOG server nama : (192 1B A 10
Secondary SYSLOG sarvar name |
SYSLOG facily [Locad =]
Savetnflash |  Save fspply | Cancel |
3-8. SYSLOG
VTS VTS SYSLOG “ remote reception
allowed” . VTS SYSLOG ,
UDP
VTS  local0 local7 SYSLOG Facility Facility
, SYSLOG VTS
SYSLOG service SYSLOG ,
VTS SYSLOG
/ 4.3.6
8.2
3.7 NFS
VTS NFS(Network File System) NFS
NFS IP NFS
3-9 NFS
VTS NFS , VTS NFS “ read and write
allowed” . VTS NFS ,
UDP
NFS NFS , VTS
NFS . , NFS
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, VIS LOG NFS . /
4.3.6 8.2 .

MFS server configuration

MFS sarvice |Enal:||n -|

Primary HFS server nams ; |1E!E-1EE-1E|-1|:|
Maurtmg path an primary NFS server : IJ"-'«l:II'k.I"I'ﬂI:II.-II'f
Primary HFS tmeowt (gec, S-3600) : |5

Primary MFS mount retrying interval (sec, 5- r5

A0

Enable/Ti=able entrypbad primary WFE server :|Di==hln '|
Encrypbad primary MNFES server usar ; |

Encrypiad pnmary NFS sarvar passsorgd |

Conferm primary NES server password |

Sepandary MFS service [Hsabla =

Secondary NFS sarvar name |

Maunting path an sacondary NFS server |
Secondary NFS timsout (ssc, 5-3600) E

Saondary MFS mount rebreng interval [sed, E-I.-
G007 :
Enabla/Desable encypbed secondary HFS
sareaEr

Lizabds =

Encrypbad secondary NFS server Usar ;

Enerypiad secondary HFS server passwond

Conferm secondary NFS server passwond ;

[Email alert configuration]
Enable/Tizable email alert for MFS Tieobie &
disconnedoan :

Title of email : |
|

Reopients email addness :
[SMMP trap configuration]
Enabla/Dvsable MFE discannedbion trap MNzaba =

Lze global SN conliguratn ! Dizzbla =

Trap FECEVET sattings

1P sddress Commurats VErsicm
[1noo fpubic [« =]
(Looo ||,||,— m

Savetoflash | Sawe&apply | Cancel |
3-9. NFS

NFS
e Primary / Secondary NFS server IP address
e Mounting path on primary / secondary NFS server
e Primary / Secondary NFS timeout

e Primary / Secondary NFS mount retrying interval
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e Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user

e Encrypted primary / secondary NFS server password

e Email alert configuration

e SNMP trap configuration
NFS timeout

NFS server , VIS NFS

NFS server NFS server (NFS server mounting path)

NFS mount retrying interval

VTS NFS server . VTS
NFS server . , VIS VTS NFS server
mounting path , NFS server

Encrypted NFS

NFS s
NFS  UDP
- NFS server client data
- NFS server ID
- NFS server client NFS
, SSH NFS(Encrypted NFS)
NFS , TCP NFS
server . NFS server  TCP
, NFS serve SSH
, VTS pause.exe SSH
F.
NFS
Email alert configuration
Enable/Disable email alert for NFS disconnection option Enable NFS server
VTS (Email alert configuration)
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SNMP trap configuration

Enable/Disable NFS disconnection trap option Enable , (Trap
receiver settings) 1P , NFS server

VTS . Use global SNMP configuration
Enable SNMP  Configuration SNMP

3.2 SNWP

3.8
VTS HTTP HTTPS(HTTP Over SSL)
9.7 . 3-10

weh server configuration

Wah page refrash raba for stabstbcs data display I“:Ii ——

(B-1800, @ for no rafresh] : sELangs

Lopn omesut [D-1440; O for unlmited) |E'|:I mirutes

suthentication mathod |L!:n:a EI

Eliminate root acoess |Elaah-=J '|

Sarial ports cownt on mnnechion paga (16-90) |5-E|

Eah applet opban ¢ Euih-i' with EEH:ﬂ
Savetoflash |  Sews depply | Cancel |

3-10.

(web page refresh rate)

, , IP, ICMP, TCP
UDP
(Refresh)
4.5. Serial port ,
10.
Login timeout .0
Authentication method
VTS Local, RADIUS server, RADIUS down - Local, TACACS+ server,

LDAP server, Kerberos Server, Custom PAM

4.3.9 Authentication
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Eliminate root access Enabled VIS  root
. VIS  root /SSH
11. CLI Guide 11.1 Introduction
: focal
. , RDAIUS, TACAS+, LDAP,
Kerberos local
, focal
4.3.9
Authentication focal
9.1
Serial ports count on connection page
4.5. Serial port
, Java applet Web
applet option . VTS Java applet , Telnet
SSH SSH 1(Built-in with SSH1) SSH
2(Built-in with SSH2) VTS SSH 1
Java applet , SSH 1
9.7 ) Java applet SSH
Java applet
Java applet /usr2/jta.jar Web applet option User-
defined /usr2/jta.jar Java
applet

3.9 Ethernet

VTS

Auto Negotiation

100 BaseT Half Duplex
100 BaseT Full Duplex
10 BaseT Half Duplex
10 BaseT Full Duplex

Ethernet mode
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Ethernet mode , . Ethernet mode
Auto Negotiation . , Auto
Negotiation . Ethernet mode
, VTS

Etharnet made | At Megokation J= |

Savetoflash | Savelapply | Cancel |

3-11. Ethernet

3.10 TCP
TCP , TCP lock-up ,
lock-up
, lock-up , VIS TCP keep-alive . VTS

keep alive

TCF service configuratisn

TCP keepalive timalsach |I'E-
TP keepalive prohesihimas) : |3
TCR keepalive inkarvalsisac) |5

Save o fash Sava & soply | Caru::ai|

3-12. TCP keep-alive

VIS TCP “ keepalive” , 3

® TCP keepalive time (sec):

keepalive

15

® TCP keepalive probes (times):
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keepalive

® TCP keepalive intervals (sec):

Keepalive ; 5

, VTS 15 5

keepalive
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4.1
host mode, ,
host mode
e Console server mode:
VTS
e Terminal server mode:
VTS
e Dial-in modem mode: VTS
e Dial-in terminal server mode:
VTS
(remote port) ; Console server mode
VTS Console
server mode . ,
Serial port parameters Remote port
parameters
VTS port access menu
port logging , MEMORY,
SYSLOG server, NFS server’ s storage PC ATA/IDE fixed disk card
, VTS
email SNMP trap
MEMORY VTS
SYSLOG server, NFS server ATA/IDE fixed disk card
port sniffing .
, troubleshooting ,
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4-1.

4-1

Port Access

Port access menu Enable/Disable

Port access menu port number (listening TCP port)

Port access menu protocol (Telnet or SSH)

Port access menu inactivity timeout (seconds)

Port access menu local IP

Port access menu quick connect via (Web applet or Local client)

Port access menu web applet encoding — Web applet only (English (latinl), Korean
(KSC5601), Japanese (eucjp), Unicode (UTF8))

Login on port access Enable/Disable

et Port access menu authentication method (Local, RADIUS, TACAS+, LDAP)
Enable/Disable email alert for port login
Title of email
Recipient’s email address
Enable/Disable port login trap
User global SNMP configuration
First / Second IP Address
Trap receiver Community
settings Version
Port Enable/Disable port :
All ports Enable/Disable |R€Set port (except all ports setting) .
setting Set port as factory default (except all ports setting)
or Automatic detection Enable/Disable
Use detected port title Enable/Disable
Individual Port title
serial port Port title Probe string
setting Detected OS (Read only)
#1~#4 Device detection method (Active or Passive)
(8,16, 32, 48) Detection initiation (Periodically, If new device is detected)
or Detection delay

Remote port

Apply all port settings

(except all ports setting)

Host mode
configuration

Enable/Disable assigned IP

Assigned IP

Listening TCP port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (O for unlimited)

Console Enable/Disable port escape sequence

server Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding (same as Port access
menu web applet encoding)

Terminal Terminal server option (Remote connection /
server Shell program)
(except Terminal server shell program path
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remote port) | Destination IP

Destination port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (0 for unlimited)

Modem init string

Enable/Disable dial-in modem callback

Dial-in modem

(except Dial-in modem callback phone number

Enable/Disable dial-in modem test

remote port) —
Dial-in modem test phone number

Dial-in modem test interval

Serial Port
Parameters
(except remote
port)

Dial-in Destination IP
terminal Destination port
server Protocol (Telnet/SSH/ RawTCP)
(except Inactivity timeout (0 for unlimited)
remote port) "Viodem init string
Baud rate
Data bits
Parity
Stop bits
Flow control

DTR behavior (except Dial-in modem / Dial-in terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter-character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

IP address

Port

Protocol

Port logging
(only provided in
console server
mode)

Port logging Enable/Disable

Logging direction (Server output / User input / Both with arrows /
Both without arrows)

Port log storage location (Memory / CF card / NFS server)

Port log to SYSLOG server Enable/Disable

Port log buffer size

Port log file name (User port title / Specify below + file name)

Time stamp to port log Enable/Disable

Show last 10 lines of a log upon connect Enable /Disable

Strip the "M from SYSLOG (Port log SYSLOG server enable
only)

Automatic backup on mounting

Monitoring interval (sec.)

Port event
handling (only
provided on port
logging enabled)

Key word

Case sensitive

Email notification Enable/Disable

Title of email

Recipient’s email address

SNMP trap notification Enable/Disable

Title of SNMP trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Port IP filtering
(console server
mode only)

Allowed base hosts IP

Subnet mask to be applied

Authentication

None

Local

RADIUS | First RADIUS authentication server
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server

Second RADIUS authentication server

First RADIUS accounting server

Second RADIUS accounting server

RADIUS timeout (0-300 sec.)

RADIUS secret

RADIUS retries (0-50 times)

TACAS+
server

First TACAS+ authentication server

Second TACAS+ authentication server

First TACAS+ accounting server

Second TACAS+ accounting server

TACAS+ secret

LDAP server

First LDAP authentication server

Second LDAP authentication server

LDAP search base

Domain name for active directory

First Kerberos authentication server

Kerberos Second Kerberos authentication server
server Realm for first Kerberos server
Realm for second Kerberos server
Custom PAM
<<Everyone>> | Port
or individual Monitor
user’s or
access list’s Power
User access access

control

Sniff session

Enable/Disable sniff mode

Sniff session display mode (Server output /
User input / Both)

Display data direction arrows Enable/Disable

Permit monitoring only mode Enable/Disable

Alert
configuration

Console
server

Email alert for port login

Title of email

Recipient’'s email address

Email alert for device connection

Title of email

Recipient’'s email address

Email alert for active detection

Title of email

Recipient’'s email address

Port login trap

Device connection trap

Active detection trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Dial-in modem
(Dial-in
modem test
enabled)

Email alert for dial-in modem test

Title of email

Recipient’'s email address

Dial-in modem test trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Power control
configuration

Power controller

Outlet
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Serial port configuration

Port acoass menuy configuration

Port CESE MEnU

&l port configuration
Tida

Inadivipweal port confipuranon

29  Poert Title £29

0 Poet Tikks £330

31 Port Tikle £31

IZ2  Poet Tkl £32
Remabta part configurabion

r Titha

I  reamaoba port ]

'l'll'lfll:ll (= inly]

Part# Tila
1 SErvEr namea on poef
] Prect Titla @3
] Port Titla #3
Ll Pt Titla #4

Made
Cs

Made

Made
1

Basp sddrass Part Prato
192.168.1. 201 TO0L Telnit
Destfassignedl®?  Part Proto
1921681001 ool Talnat
192, 168,1.002 0 Talnat
192, 168,1.903 Fo0E Talnat
192,168,100+ oo Talnat
192.158.1.029 T02% Teinst
192.168.1.030 TOAD Teinst
192.158.1.031 TOIL Teinst
192.168.1.032 T0AZ Teinst
AEgignad 1P Part Prato
192.168.1.351 051 Talnat

Click [Remove] button fo remove the checked remote port peofile.

Remcte port tide |

Seral-settings
QA0 H:S:1:-Hn

Senal-settings

B600-k-5-1-Ko
B600-K-5-1-Ko
600--5-1-Ho
B600-k-5-1-Ko

95 00-M-2-1-No
9500-N-3-1-No
9500-M-2-1-No
9500-N-2-1-No

Remote-settngs
192,168,19.10/°2%
Remova

o]

[AlN]

port access menu

[Port Title]

,[All port configuration]

[Add]
[Remove]

Java Applet

1. serial port - connection
2. Individual port connection Icon
3. port access menu connection

4.5 Serial port
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4.2 Port access menu

4.2.1

VTS  port access menu telnet/SSH

. port access menu , VTS port access menu

. VTS

4-2 telnet port access menu

s FAena (UTEIZEE _Devicel

TUTEIZ2PA_Dewice ]
Porc® Fart Title iz P it Fart Ticle

BEPEEF NARE 06 pOFE T o Title B2
aprt L1t ls . . art litls B4
Fart [1gln WS e - ' Fikls WL
Fort Title H? H Titla BA
Fart Tie g =S s Ticls
Fart Title 1 o z Ticle EiZ
Fert Title 2 5 14 Part Ticle
et Tig le E Port Titcles Hilk
Fort L1t le i = Fort Tikle
Fart litls " . ok Fort 11k ls
Fart Titlm a3 Port Titls
Fart Tit 3 Port Tikls
Fart Tit = Port Tivle
Fart Title HIT CF Fi Port Ticle
FPart Titls 7 % A8 Pare Ticle
Fapt Iigls - . Poprt Title

Entrr commamnd 41 + mAarial port r parzwl, H remsts port,

Hole

4-2. Telnet
VTS
- VTS IP port access menu TCP

- port access menu IP telnet SSH  TCP

, VTS IP 192.168.1.100 , port access menu
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telnet 192.168.1.100 6000 <ENTER>

port access menu IP 192.168.1.132 ,

telnet 192.168.1.132 <ENTER>

4-3  port access menu

Port acoass menu : |EI'IE||:JEI 'I

Port aceass menu part number [1024-65535) : 7000

Part acoez= menu pratocal ¢ |TEl|I'-Er 'l

POt aciass menu inacwty tmsout | 1-3600 |||I|
sac, [ for wnlimitad)

Enabla/Disable port actass menu local [P [Enabie =|

Port acoess menu lacal [P ||E.IEH.I.IIII

Port accass menl quitk connect via [Web applet =]

Port accass menu web appiat encoding | [Enghsh (atinl} =]
Lagin on port accass [Eratle =]

Port acoess menu authentication method : |Ll:ll:-E|I 3
[Email alert configuration]

Enabda /Dre=ahle amal alart for poet [ogin [Cisable =]

Tida af email [

Reopient s amail adoress | |
[SMMP trap configuration]

Enabde/Deszble port loge trag : Im

Lse global SHME canfguration ﬁ

Trap recaiver satings

I BOdrass Communiy Warson
| Jout [ =
I e o |

Savetofiash | Savedapoly | Cancel |

4-3.
Login on port access Disable , port access menu
Enable/Disable email alert Enable , port access menu
. Enable/Disable port login
trap Enable , trap receive settings SNMP trap .
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, P disable
. Local IP disable focal 1P 0.0.0.0 P
VIS  IP address
4.2.2 Port access menu
VTS  port access menu . port
access menu port access menu . port
access menu
“ port access menu authentication” [none] ,
port access menu . “ serial port authentication”
[none] ,

“ port access menu authentication” [Local] (
RADIUS, LDAP KERBEROS TACACS+) , port
access menu

- port access menu
- port access menu
, port

access menu

4_.3.9 Authentication

4.2.3 Port access menu

Telnet SSH port access menu . port access menu
VTS , port access
menu VTS . port

access menu ’
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4.2.4 Port access menu options

“ Port access menu quick connect via’ option

client

option Web applet

“ Port access menu web applet encoding”

. “ Enable/Disable email alert for port login”

Port access menu

connection

“ Port access menu quick connect via”

option

option

VTS

“ Enable”

(Email alert

configuration) “ Enable/ Disable port log in trap” option
“ Enable” , (Trap receiver settings) P
, Port access menu VTS
. “ Use global SNMP configuration” “ Enable”
“ SNMP Configuration” SNMP
3.2 SNMP
4.2.5 Clustering port access menu
Clustering(5 ) Master unit port access menu slave unit
access port access menu S Slave unit
AP slave unit . Slave unit
unit port access menu , port
IP Unit
[VTS3200_Device]
Port# Port Title Mode Port# Port Title Mode
1 Port Title #1 CS 2 Port Title #2 CS
3 Port Title #3 CS 4 Port Title #4 CS
5 Port Title #5 CS 6 Port Title #6 CS
7 Port Title #7 CS 8 Port Title #8 CS
9 Port Title #9 CS 10 Port Title #10 CS
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 CS
15 Port Title #15 CS 16 Port Title #16 €S
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 CS 22 Port Title #22 CS
23 Port Title #23 CS 24 Port Title #24 CS
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 CS 28 Port Title #28 CS
29 Port Title #29 CS 30 Port Title #30 CS
31 Port Title #31 CS 32 Port Title #32 CS

Enter command ( 1-32 serial port, P passwd, S slave unit

R remote port, Q exit )
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[VTS3200_Device]

Unit # P unit # 1P
A 192.168.19.3 E S
C  mmmmmm- D —mmmme
=S F mmmmme e
6 - H o —mmmm -
I I e
S L mmmmme -
M mmmmmmmeo N
o P o

Enter command ( A-P slave unit, L serial port, R remote port, Q exit )

4.3

VTS )
12

Port enable/disable

Port title

Apply all port settings

Host mode configuration

Serial port parameters: Only available for serial port

Port logging: Only available if the host is set to Console Server Mode.

~N oo o B~ 0w N -

Port event handling: Only available if the host is set to Console Server Mode
and Port logging is enabled.

8. Port IP filtering: Only available if the host is set to Console Server Mode.

9. Authentication

10. User access control: Only available if the host is set to Console Server Mode.
11. Alert configuration: Only available if the host is set to Console Server Mode.

12. Power control configuration : Only available if a power controller is added.

[--- Move to ---]
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4.3.1 Port Enable/Disable

enable
disable

enable/disable

stuck [Reset this port]
port as factory default] [Set]

disable
4-4

[Reset] , [Set this

Serial port configuration - 1 @ Porl Title #1 ——- Mo g -—- =

Enable/fDisable this port

EnableTvssble this port &

Swmmfash | Save & apaly

|En=|:||n -l

| Cancal |

Reset this part
Set this port 2= factory detault

Part bkle

Apply all ports sattings
Host moda configurabion
Saria port parameters
Port log@Eng

Part 1P fikenng

Ay thentoabon

User access cartrol

BlEt conlglratio

Resat
Sat

4.3.2 Port Title

enable/disable

Serial port port access menu

Port title

Automatic detection

Use detected port title
Port title

Probe string

Device detection method
Detection initiation

Detection delay
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Serlal port configuration - 1 ; Port Title #1 === howa 43 ===

Enabda/Tesable this port

Port title
aytmmatic detaction ||:i9=al.1e -|
Usg detected port title Iﬂ
Port bte |zerver name on part |
Probe string |
Cietacted O
Cigvei detedion methad | ¥ |
Defaction nitiation E E

Detaction delay : .-|.-.-rl,-| minutes

Swve inflazh | Save 2apply | Cancel |

2pply all porks sattings
Host mda configuraion
Serial port parametars
Port log@ng

Part avant handing
Part 1P fikering
Authentcaon

Lser access cantrol
Alert conhguration

4-5.

Automatic detection

Host mode Console server

Enable/Disable Disable

Disable -

Use detected port title

Automatic detection Enable

Port title

(Automatic detection
(Use detected port title Enable

Probe string

Automatic detection Enable
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VTS

Device detection method
Automatic detection Enable . Active Passive
. Active VTS
. Passive

, Passive Port logging Enable

. /etc/active_detect /etc/passive_detect script
/var/run/0SPortxx /var/run/HostnamePortxx
, XX

Detection initiation

Device detection method Active Periodically If new device is detected
, Passive Periodically . Periodically Detection
delay VTS . IT new device is detected
Automatic detection Enable Device detection method Active Detection
initiation Periodically VTS Alert
email SNMP trap . 4.3.11 Alert

Detection delay

Detection initiation Periodically . VTS

4.3.3 Apply all ports settinigs

all ports settings
, VTS
disable ,
all ports setting ; 4-6  apply all ports
settings
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Serial port configuration

Enabla/Desable this part
Port otle
Apply all ports settings

apply all ports sattings

Save o lash |

1 Server name on port 1 --=PBoweig --- *

|I':r|al:|le 'I'l

Save & apoly | Cancal |

Host miceda configuerabion
Serial part paramebers
Port log@ng

Port 1P fikaring

Avthentl catan

Liger Jpcass oantrol

Alert configuration

4.3.4 Host mode

VTS “ host mode”
console server mode
terminal server mode
dial-in modem mode

dial-in terminal sever.

Console Server Mode
telnet

. telnet SSH

Terminal Server Mode

, Terminal server option
SSH

telnet

Dial-in Modem Mode
VTS

4-6. Apply all ports settings

4 host mode

SSH TCP

VTS VTS

VTS
VTS

(out-of-band) dial-
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in modem mode

VTS

Dial-in Terminal Server

Dial-in Terminal Server

, VTS

Dial-in Terminal Server , VTS
VTS , VTS
telnet SSH TCP
4-7 4-10 Host mode .

Serlal port configuration - 1 ;

Enabla/Desshle this port

Part bte

Apply all poets sattings

Hast mode configuration
Ho=t made
Enable/Disahle assigned 19 :
Aggigried [P
Listermmg TCP part {1024-65535)
Protocol :

Inadiwly tmeowt (1-3500 =ac, O far
urbmited]

Enable/Disable poet escape ssquencs |
Piort escage Segiianis |

POt bresk s8quence

Use commant :

Quick connect via

Web apolet encoding

| Save Io flash I

CRPERF name on port 1

| tnable *rI

N

o

| Talnes ~r|

100
|E|‘|E|I:IIE *I
Crl |=_

[~braak

Mo =

| WeD appled '|

| English {latin)

|

Save Eapply | Cancel |

Serial port paramebars
Port log@ng

Port evant handing
Port 1P filksnng
Authenbication

Uz@r spomss pantrol
Alert configuration

4-7. Host mode

- console server mode
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Host mode configuration

Hoest mode

TaErminal Servesr ophan § IFGI‘ID?J :unnn:linn:l

Tarminal server shel program path : |

Destination [P - ||:|.|:| ili
Destination port [0-89535) : ||:|

Pratocal [Teinet =]
Inactvity timaout | 1-3600 sec, O for I
unbmited)

[ Sswwmfash | Sawebapoly | Cancel |

4-8. Host mode - terminal server mode
Host mode conflyuration

Hiost e

Madem nik strng : |I.'-|'|E':E~:=E' N
Enabla/Disable disl-in modem calback Im

Cusl-n mbdem callback phdne fumber |

Enablaf/Desable dial<in modam tast : |Ei83tl =] 'l

Cual-in modam test phone number |

Cual-in moddam test nteryal Bvary | ! hiowrE)

[ Sswmflash | Savedapoly | Cancel |

4-9. Host mode - dial-in modem mode

Hast mode configuration

Hiost mids

Diestination [P [T "

Destmation port (0-65535) : ||:|

Protocal : [Tenet =]

Inacks L'_-'.I.III'I\_'I.IIJl {1-2600 z&c, O for |I|I|

unlmted)

Madem mit string : |l21'|E'fE-f=2

[ Sawwmfash | Sawkaply | Cancel |

4-10. Host mode - dial-in terminal server mode

Console server mode

Console server ,

Enable/Disable assigned IP
Assigned IP address
Listening TCP port number
Protocol

Inactivity timeout
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Enable/Disable port escape sequence
Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding

Eanble/Disable assigned IP

Assigned IP address

Assigned IP address

1P , IP
telnet(23)
SSH(22) TCP telnet SSH
IP 192.168.1.101 s
telnet 192.168.1.101
IP IP ; ,
1P disable . Port access menu 1P
Enable/Disable assigned IP  disable Assigned IP  0.0.0.0
Listening TCP port number
VIS IP listening TCP port number
telnet/SSH TCP port number
VTS IP
VIS 1P 192.168.1.100 , TCP port number 6001 ,
telnet 192.168.1.100 6001
Protocol
Protocol  telnet, SSH Raw TCP ; telnet
telnet . SSH SSH
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Inactivity timeout

Inactivity timeout TCP Closed Listen
Inactivity timeout VTS  telnet/SSH
, timeout 0 . Inactivity timeout enable
, VIS “ keep alive” telnet/SSH VTS
. telnet/SSH ;
, inactivity telnet/SSH

Enable/Disable port escape sequence

Port escape sequence

Port escape sequence
, port escape sequence port
escape menu . port escape menu [show last

100 lines of log buffer], [send message to port user], [close current connection to port],

Sniff [enter as a slave session], [send break], Port
Monitor Sniff [take over main session] Port
Monitor [disconnect a sniff session]
Power , Port escape menu [power device on], [power device

off] [reboot device using power-switch]
Port escape sequence Port escape sequence

port escape menu Port escape sequence

Port break sequence

port break sequence break
Use comment
Use comment Yes
Protocol  Telnet SSH
Individual port connection Comments - ( 4.5
Serial port )
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Quick connect via

Quick connect via VTS Client Web applet Local
client . Protocol  Telnet SSH
, VTS java
applet Web applet ; Telnet SSH
Local client . Windows
Protocol  Telnet Local client Hyper Terminal

Web applet encoding

Terminal server mode

Terminal server mode ,

Terminal server option

Terminal server shell program path
Destination IP address
Destination TCP port number
Protocol

Inactivity timeout

Terminal server option

Remote connection , VTS telnet , SSH
TCP . Destination IP , Destination port
, Inactivity timeout . Shell program
, VTS VTS Terminal server shell program path

Terminal server shell program path

Terminal server option Shell program

VTS

Destination IP Destination TCP port number

Terminal server option Remote connection , Destination IP
Destination TCP port number VTS 1P

TCP port number
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Protocol

Protocol telnet, SSH Raw TCP . telnet SSH
, telnet SSH . Terminal server option Remote

connection
Inactivity timeout
Inactivity timeout VTS telnet/SSH ,
telnet SSH ,
0 . Terminal server option Remote connection
Dial-in modem mode
dial-in modem mode .

Modem init string.

Enable/Disable dial-in modem callback

Dial-in modem callback phone number

Enable/Disable dial-in modem test

Dial-in modem test phone number

Dial-in modem test interval
Modem init string

* gle0s0=2’
Enable/Disable dial-in modem callback
Dial-in modem callback VTS Dial-
in modem callback phone number
Dial-in modem callback phone number
Dial-in modem callback VTS
Enable/Disable dial-in modem test
Dial-in modem test , . Dial-in

modem test Alert

SNMP trap
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4.3.11 Alert

Dial-in modem test phone number

VTS
Dial-in modem test interval
Dial-in terminal server mode
Dial-in terminal server mode ,
Destination IP : (Terminal server mode )

Destination TCP port number: (Terminal server mode
protocol: (Terminal server mode )
Inactivity timeout: (Dial-in modem mode )

Modem init string: (Dial-in modem mode )

4.3.5 Serial port parameters / Remote port parameters

VTS , VTS

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

Enable/Disable delimiter (only for RawTCP protocol)
Delimiter (only for RawTCP protocol)
Delimiter option (only for RawTCP protocol)

Inter character time-out (only for RawTCP protocol)
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Serial port configuration

EnabdeiDesable this port
Part bt

dpply all pofts sattings
Host moda configueabon
Serial port parameters

Typ=

Baud rate

Diaka bits

Parity :

Stop bits

Flaw contral :

CTR behswar

Save o flash |

1 -

LRrer ame on port 1

REZ32
[ 5

| it =

||"-I:II'|E" "l"I

[Figh when open =]

Save & apoly | Cm:-l|

Port log@Eng

Part 1P fikenng
fAuthenitcainon
Lser access antrol
Al conleguratio

——- Move o ---

4-11. Serial port parameters

Baud rate
VTS baud rate
1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200 230400
9600
Data bits
Data bits 7 bit 8bit
Parity
Parity none, even odd
Stop bits
Stop bits 1 bit 2 bit
Flow control
none, (Xon/Xoff) (RTS/CTS)
none
DTR behavior
DTR always high, always low High when open
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none
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DTR High when open

High . host mode

server mode” , DTR

Enable/Disable delimiter
RawTCP ,

Delimiter

Inter character time-out

Delimiter

Enable/Disable delimiter enable

Delimiter option

Enable/Disable delimiter enable

Inter character time-out

Enable/Disable delimiter disable

rc.user

echo 57600 > /var/run/mgetty.console

57600

IP address
Port

Protocol

Enab

baudrate

le
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“ dial-in modem mode”

rc.user

DTR

“ dial-in terminal

Disable

. rc.user



Serlal port configuration - K1 ; remaote port 1 === Move ip === jll

Enabda/Te=shle this port
Port bHe

Apply all poets sattings
Hest moda configuratian

REemote port paramebers

IP address ; (noop
Port : (O
Protocal ; | Talmat -|
Sewmfach |  Saw dapoly | Cancal |
Port log@ng
Port 1P fikaring
Authenbcatan

Liger accass cantrol

Alert configuration

4-12. Remote port parameters

IP address
IP

Port
TCP port number

Protocol

4.3.6 Port Logging

Console Server Port Logging Enable , VTS
, ATA/IDE fixed disk card NFS
SYSLOG . , port event handling
email /7 SNMP trap

4_.3.7. Port event handling
host mode  console server mode Port
Logging . terminal server dial-in modem mode

Port Logging

Port Logging
Enable/Disable port logging
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Logging direction

Port log storage location

Port log to SYSLOG server

Port log buffer size

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the ”M from SYSLOG

Automatic backup on mounting

Monitoring interval

Serial porl configuration - 1 @ Server name on port 1 -— Mowm g — =

Enabla/Desable this part
Port otle
apply all ports sattings
Hest mode configuraton
Serial port parameters
Port legging
Port loggng ﬁﬂ
Laggirsg direction : Sareer olfpul ﬂ
Port log shorage Iosation : |I'.-'Inrnnr5.l -|
Paort log ta SYSLOG sarar |Di:a|:-e -l

Port log buffer size (KB, 3200 ma.] ; &

Port log@ng flanama ; |E|:]E'l:“i"'..' et 1|

|
£
o
-
i

(Al @5 default he name(portidacal) 0
Time stamp to port log (izabie =
Show lagk 10 lnas of 5 lag upon connedk : MNaaba =
Smp the M from SYELOG §

automan batkup on mownong

iRl

Manitorng interval (sec, 5-36007 :

Smvetoflazh | Sawedapply | Cancel |

Port log :

Clear | Fefrash |

Part awart handing
Part 1P fikering
authenicaban
User access cantrol
Alert conlhguration

4-13.
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Enable/disable port logging
Port logging . disable

Logging direction
(User input),
(Server output), (Both with arrows)
(Both without arrows)

Server output

Port log storage location
VTS , ATA/IDE fixed disk card NFS
, VTS
, ATA/IDE fixed disk card NFS
SYSLOG server

Port log to SYSLOG server
SYSLOG

Port log buffer size
logging . Log
, 3200 Kbytes
4Kbytes
ATA/IDE fixed disk card ,

NFS , port buffer size
, NFS port logging
Port log file name
logging . Port logging file name Use
port title . Specify below
portXXdata ; XX
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Time stamp to port log

logging time stamp

disable

Show last 10 lines of a log upon connect
Enable )

Disable

Strip the "M from SYSLOG

Enable , SYSLOG
0x0D 0x0D
SYSLOG

Automatic backup on mounting
Port log storage location CF card NFS server

enable

Monitoring interval

Port logging port event handling(4.3.7 )

reaction . , monitoring interval

port log keyword
keyword

4.3.7 Port event handling

Port logging enable
email SNMP trap

. Reaction

reaction

Port event handling

Key word
Case sensitive

Email notification
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reaction

keyword

. Port event handling

SNMP trap



Title of email

Recipient’ s email address

SNMP trap notification

Title of SNMP trap

Use global SNMP configuration

First/Second SNMP trap receiver IP address
First/Second SNMP trap community
First/Second SNMP trap version

=== Wlowe 10 === =

EnablaDasahle this port
Port ttle

Apply all ports satings
Host mpda configurabon
Serial port paramebars
Port log@ng

Port event handling

Chiaik Keywoard # Eeywong Sgactan
Mo keyward sk, Please, add naw kaywsord,

Actian an keyward : = add © Edit € Remowe

Keyword
Cate SEnEtvE Ensble =

Email natificatan : [sabhks =

Tida af email

Reopient’s email address

SMT trag robiheabon Dizabla =

Tite af SHMP trap ;

Lize global SHES orfigurabon

ShWE tragp receiver 1P address ;

SN trag community :

SHEE trag VErsion ;

Secondary SHEP trag retaiver 1P address |

Secondary SNEP TrEg community

o e e

S trag versiom ;

Sewetoflash | Sawe dapoly | Cancel |

Port 1P fikenng
Authienbicatan

Lsef aptess mantrol
alert comfiguration

4-14.
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Case sensitive

Disable
Email notification

Email notification

SNMP trap notification

SNMP trap notification enable

. SNMP trap

Use global SNMP configuration

Enable ,

Port event handling

server name on portl 1

keyword

Email notification

, VIS

enable

SNMP trap IP

3.2 SNMP

SNMP

4-15

Seral port connection

POt AtCess MENdE COFFS CTine
Port acoEss menu connactior
Iradivndiial piort Connacmain
= L ] artd Tide & of L=ser
M sapser nams on port
m 1 - f T N
E £ Part Trehe #2 o
4-15.
4.3.8 Port IP Filtering
VTS
IP
VTS
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Commants

o Mot uged =

< MOt usad

1P filtering
subnet mask

3.5



Serial port configuration - 1 @ ferver name on port 1 -—-- Mowa ig --- =

Enabde/Desabls this port
Port ote

apply all ports sattngs
Hoest misda configurabon
Sanzd port parametars
Part lag@ng

Port avant hanthng
Port 1P filtering

Allewiad base host 1P |ﬂn oo
Subret mask to be applied : ||:|-|'.|-|:I-:
Save o lash Save &apply | Cancel |

Althenicaton
Usgr access cantrol
Al conlhgiuratioe

4-16. P
4.3.9 Authentication
(Authentication)
. VTS None, Local, RADIUS,
TACACS+, Kerberos LDAP
None , , Local
, VTS VTS . Custom PAM
Linux-PAM (Pluggable Authentication Modules for Linux)
, , VTS ( - RADIUS,
Kerberos, TACACS+ LDAP ) . 4-17
) VTS
s . , RADIUS
Local . “ RADIUS server - Local”
, VIS  RADIUS RADIUS , VTS
“ RADIUS down - Local" , RADIUS , RADIUS
VTS
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Vi

2)
1)
1
- ]
- 2
]
5) 1
4-17.
1. VIS vi.7.0 Kerberos /usr2  kinit
2. Custom PAM  Linux-PAM /ets/pam.d/custom
. (Linux-PAW 11.9.2 CLI RADIUS
11.9.3 CLI TACACS+ .)
VTS
None
Local
RADIUS server

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
LDAP server

LDAP server - Local
Local - LDAP server

Kerberos server
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Kerberos server - Local

Local - Kerberos server

Custom PAM
i :
FALRTTREETITETTL
I User; rest
Leral port configipragbigs
Webwmrk
gt Eriabln/Dimabie tFvy port
Poat bl
Canfiguratinn
o ——m— Epply &l porty asttoge
Chatiering Hast mods configuraionn
i puirt parainEtE
PFarvrer contraller .
L card Deat arvanT Famnding
System staktus B Ing Port 1P filtermg
Gysiem adminisiraties AiitSesntlcation
npslem vlabiskirs duthertaston method ILI:ILHI *
s e Mot
| Eave 0 dash 'i Save B apply | - =
RS
Apnky changes \J=er BCoeTE Er ASDLE serer - Local
= T L Sart comgur ation Local - RADALIS e
Lot i cifasra it ik i AALILE dosn - Locs

i TACALCS 4 Saier
Lo THLALS* meresr - Local =
FEhoot

Local - TACALS+ savar
L

Seral port configuration - 1 :

sErver name on port 1 === Miie in ===

EnabilaDidabla this port
Port tiHe

Apply all ports settings
Hiogt mode corfigurakion
Serial port parameters
Fort lagging

Port gvant handng
Port [P filbaring
Buthentication

Suthentication method : [RADILS server - Lacel =)

First RAOIUE suthenbication serar : |

Sacond RADIUS authenbcabion Servar ; |

First RAOMUS Aco0UntnG Server [

Sacond RADIUS sccountmg sarver |

RALLIE Dmeout (0-300 se6.) |I|:|
RADILIS ERCIBt : [
RADIUE rstries [ 1-50 Hirad] : |El
Seeiodash | Savwedsoplk | Cancal |
Usar access control
Sdart configuration
4-19. RADIUS — local
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4.3.10 User access control

VTS / Sniff session
. Sniff session Sniff session
Port / . Monitor
Sniff session . Power
<<Everyone>> User access control
. <<Everyone>>

User access control
Sniff session Monitor

Power

Sniff session

. Port / Monitor , Port , Monitor

Port / Monitor ,
/ Sniff session sniff session
, Sniff session
Port Sniff session

Sniff session Sniff session

Monitor Sniff session

Sniff session
Authentication VTS ,

User access control

Authentication 4.3.9. Authentication configuration
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Serlal port configuration - 1 ; server name on port | === powa ig === =

Enabla/Desshle this port
Port btle

Apply all ports satings
Host mpda configurabon
Serial port paramebars
Part log@ng

Port avant handing
Port 1P filkenng
Authentication

User aocess oontrol

ApcEss type

Usar or Soeees lisk o P e Action
SEEvaryongs = = r
users C r C Aemove
grMonitoriooess = r Remave
grPortdcoess =) I r Flemave
| = = r Add user |

[-—-- Selecl an access lisl —-- =] ¥ 0 - &I

Mava o Ao ele fo edif aooess (e

EnableDisable saiff moade : |Di= able 'I

St session display made Ervar oulp 5

Cezplay aata direchon arrows | L 'I
Permit monitoring only moda : | skl 'I

Ssveioflash | Sawdspply | Csncel |

flert configuration

4-20.
User access control
Port, Monitor, Power . Port
. Monitor Sniff session
. Power

<<Everyone>>
<<Everyone>>

. 9.2.

, <<Everyone>>

<<Everyone>> ,
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Sniff session

Sniff session /
Port Monitor
/ ; Sniff user
15
Sniff session Enable/Disable sniff mode Enable
Sniff session display mode User input, Server output both . User
input , Sniff /
Server output /
Both )

Display data direction arrows

, sniff , 4-
21 - port escape sequence port menu
. Port / Monitor Port Monitor
Sniff session . sniff menu
(Enter as the main session)
sniff (Take over a main session)
Sniff ‘ disconnect a sniff session’ sniff

, * send messages to port user’
. ' show last 100 lines of log buffer

, ' close current connection to port’

Sniff session , Sniff
session ; , Sniff session
. Permit monitoring only mode Enable

Sniff session , Sniff session

Welcome to VTS-1600 Console Server
VTS-1600 Login : admin
VTS-1600 Password : *****
Entering server port, ..... type 7~z for port menu.

New sniff session started ...

77



port escape sequence

Port menu:

(server name on port 1) (Port 1) is being used by (sena)
The (admin) is connected in monitoring mode.

m take over main session

S enter as a slave session

1 show last 100 lines of log buffer
d disconnect a sniff session

a send message to port user

X close current connection to port

4-21. Sniff user

4.3.11 Alert
Host mode Console server mode ,
, SNMP
SNMP trap
Port title Automatic detection Device detection method
Detection initiation Periodically VTS
SNMP trap
Alert

Enable/Disable email alert for port login
Enable/Disable email alert for device connection
Enable/Disable email alert for active detection
Title of email

Recipient’ s email address

Enable/Disable port login trap

Enable/Disable device connection trap
Enable/Disable active detection trap

Use global SNMP configuration

Trap receiver settings

78
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Active,



Serlal port configuration - 1 ; server name on port 1 === powa i === =

Enabda/Desshle this port
Port btle

Apply all ports Saings
Host mpda configuratbion
Serial part paramebars
Part log@ng

Port avant handing
Port 1P filkksring
Authentication

Lser apcmss oantrol
flert conflguration

[Email alert canfiguration ]
Emal alert for poet login Dizable =

Tide af email :

Reopient's email address :

Email alart for devica cormaction ; | Disakle =

Tide af email

Reopients emaill addness

Emiail alart for sictiva datectan Jigable =

Tide of email

Reopients email addness
[SHMP trap conliguration]
Poft loge trag ¢ Disablg =

Cherwica COMFactIon Trap Dizable =
Active detaction trag ; Dizable =

AL ][

Use glohal SMEE configuratan ; lieshle =
Trap mecenes setlings
IP &ddress ComimiLirety Yarsion

([ooao nublic vl =
|I:I.D.I1|:I publc wl =

i

Sevetoflash | Sawedapoly | Cancel |

4-22. Console server mode Alert

Enable/Disable email alert for port login

Enable/Disable email alert for device connection

Enable/Disable email alert for active detection

Port title Automatic detection Device detection method Active,
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Detection initiation Periodically ,

Title of email

Recipient’ s email address

Enable/Disable port login trap

SNMP trap
Enable/Disable device connection trap
SNMP trap
Enable/Disable active detection trap
Port title Automatic detection Device detection method Active,
Detection initiation Periodically , SNMP
trap
Use global SNMP configuration
Enable , SNMP

Trap receiver settings
SNMP trap 3.2 SNMP
Host mode Dial-in modem mode Dial-in modem test , Dial-in modem
test ,

, SNMP SNMP trap SNMP trap

Alert

Enable/Disable email alert for dial-in modem test
Title of email

Recipient’ s email address
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Enable/Disable dial-in modem test trap
Use global SNMP configuration

Trap receiver settings

Serlal port configuration - 1 ; server name on port 1 === powa g === =

Enable Ti=able this port
Port bte

Apply all poets seitings
Host mnde configuration
Serial part paramebers
flert confliguration

LEmail alert contiguration )

Emal alert for dizl-in modam tast | Dizable "I

Tide af smail [

Reopients email address [
[SrMP trap configuration]

Dual«in modam test trap ; | Jigable TI
Uze global SMME canfigurstan ¢ | Uleshle "I

Trap recever sethings

1P address oMMy wvarsion

] ||:|u|:||c wl =

||1 noo ||:|l.||:||c wl =
Ssvwemfash | Sawebapoly | Cancel |

4-23. Dial-in modem mode  Alert

Enable/Disable email alert for dial-in modem test

Dial-in modem test

Enable/Disable dial-in modem test trap
Dial-in modem test SNMP trap

4.3.12 Power control

VTS ,
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Serial port configuration - 1 @ ferver name on port 1 - Moya g --- =

Enable/Desabls this port

Port ote

Appiy all ports sathings

Host mods comliguerstan

Sariad port parametars

Part lag@ng

Port avant hanthing

Port 1P fikanng

Authenticanan

Liser accass control

Alert configuration

Powvier contrel configuration
Port# Manutacounar

Ho powar cantrolar cutlet found. ..

Title Qutiet eTeataly

|Bastech an Pert 1E =| (1N =] Addd I‘.I

4.4 All Port

configuration

“ all port configuration”
1. Port enable/disable
Port title

Host mode configuration

4-24. Power control

, . All port
“ apply all port setting’ disable

Port logging: Only valid and visible if host mode set to Console Server Mode.

2
3
4. Serial port parameters: [Invalid for remote port
5
6

Port event handling: Only available if the host is set to Console Server Mode

and Port logging is enabled.

7. Port IP filtering: Only available if the host is set to Console Server Mode.

8. Authentication

9. User access control: Only available if the host is set to Console Server Mode.

10. Alert configuration: Only available if the host is set to Console Server Mode.
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Serial port configuration - All ports @ Port Title -== Mova g --- ﬂ

EmabdefNsable this port

Enabla/Tesable this port Enable =

Savw o Aash ] Save & apoly ] Cancal J

Port btle

Heost mioda configurabon
Sarisl port puarameters
Port lopmnig

Fort avant hancing
Port 1P filkenng
Authenticaton

LIger aoisss oantro

Alert connguratinn

4-25.
Enable/disable this port
Port title
, “ my server”
, #1 “ my server #1” #2
“ my server #2" . #1  “ my server #Rl”
Host mode configuration
Host mode Consol server mode , 1P

(IP address assigned + serial port number - 1) for serial port and

(IP address assigned + remote port number — 1 + serial port count) for remote port

, IP 192.168.1.1 , 1 1P
192.168.1.1 2 1P 192.168.1.2 . VTS3200 ,
1 IP 192.168.1.33 . , listening TCP port number

(listening TCP port number + serial port number - 1) for serial port and

(listening TCP port number + remote port number — 1 + serial port count) for remote port

Host mode  Terminal server , destination IP
Console server . , destination TCP port number
serial port number . , destination IP TCP port
number 192.168.1.1:8001 , 1 destination IP TCP port
number 192.168.1.1:8001 2 destination 1P TCP port number
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192.168.1.2:8001 .

Serial port parameters, Port logging, Port event handling, Port IP filtering, Authentication,
User access control, Alert configuration
, “ apply all ports settings”
, Serial port parameters

4.5 Serial port

VTS telnet SSH
serial port
connection . (Serial

port -> Connection) , 4-26

VTS Series

O BTTREETTTETTL S

I e & roead |.
Pt bt Enrth,
POt A0CaEs Mand cannetion
'55|'I|:‘.|::':lrﬁ Dol TR el orrschon
L am Incdbwidual port connection

Clustering P C ™ Forck Tida ¥ ol Wear Comimeris

Power contrailer [~ Wi 1 ErErnamoonpetl 1 adwe < MOt Laed
L 2 Do Tre 82 o -.f;. < Mot used >

PL eand =] 3 Port el a3 o < Bt used

System stafus & lng n 4 Port TRi= 84 n & Mot sl =

System slssinbcirabien = %  Poil TEls 8% (=] < Mot used =
= -] Pt TRk @S [ ] < Mal LeEd >

Sjpibiom SLatistice = T Poit Tie #7 o e MO Lsad &
= 3 Port Trie 89 o & Mt Lizad
1| 3 Port Trs 89 o < Mot uEed

Al ENARD 1 10 Port Trde & 10 o « Mot used »
= 11 Port Trie 811 0 < Mot uaed =

Logn a= & chferent uar B 13 Pork Thie #12 B WL e

L O D ﬂ 13 PBoit TEl= 13 5] < Mot Lseid =

Rabaat = 14 Mol TRls &14 ] Mol sed =
= 15 Port T #15 o Mot LsEd =

M 15 Bagteoh on Port 26 o « Dorwar controler =

n 31 Port Tide &31 0 « Mot used =
i 32 Port Trie 833 o < Mot used »
L= Rl remote port 1 [x] « Mot used =
[ &1 Sleem Port 1 ets 00—
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port access menu, ’

C(Connect)
3-8 )
[--- Movt to ---]
Port #
[--- Movt to ---]
R 9’
Title
. [--- Movt to ---]
/ . P(power control)
on/off , / (Serial
port power control)
. VTS (Power
controller management) . M(power Management)
6.3.4 -
: Telnet SSH
4.3.4 Host mode Quick connect via

Java Applet  serial port
Java Applet  telnet SSH , host mode  Raw TCP
, Java Applet
s ID

. Java Applet
telnet SSH ,
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[ 3. AVA Talnet Agolal - Micresan inteenst Explurer Pl |

e THE 16101 JOFE .

*

_ Local noha it e paisae Laralin ek

Linosn

4-27. JTA telnet
| JAVA S

p
Ll
|

it i
S5 hthariealbon rommed

Livgid Cantid

| bt e e b o

Oose

4-28. JTA SSH

86




VIS  SSH

Web applet option

o SSH

C;

[# of User]

VTS

SSH V1

). Java Applet SSH

. (3.8

Java Applet SSH

(User )

4-29

3 lzgged on hat = Microgol Intamet Explorar

SRPYEF amE on

Serlal port wsers logged on list - 1 ;

part 1
- Tassm Usar 1D
._F_; tycn admin
Kill QJ Raload Cloze

Mi=] 3

. (9.7
SSH

(Comments

e

4-29.
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JTA
http://<1P>/connect.asp?p=<port number>
http://<1P>/connect.asp?t=<port title>
<IP> VIS IP . <port number>
, <port title> ; <port number>

<port title>

4-30 4-31  <port number> <port title>

LRy =

Shivt FIEMAF =D

=

EifiE)

T A T T e e ] =] ~0E

Teined | 1 : server mam= an part | | [

Ty 42, ABIL10. yOnd

_ Lol i (=0 e ] (T STIE ] Trerullh vak

] M5! deomyd ks Appled sieried B DEim

4-30. Port number



Mo myak Irfeinel Explnms

B A Teinst Appiet
OFREY, E@IE]
S SHDE] 192 168 19 10 oan

B0 EANTA BT SEW
= S0E (AT

Telmel [ 1 : server paane am pord 1 )]
1Pty TR THE TR PO

Lol i o i i
k|

o SiElE

] o6 i flae Sefy bl i e

4-31. Port title

User SSH

<user>:p=<port number>

<user>:t=<port title>

, <port title> <port number>

<port title>
<port number> <port title>

<port number>

4-32 4-33 SSH

[root@loclahost ~] ssh root:p=1@192.168.19.1

root:p=10192.168.19.1"s password:
Entering server port, ..... type ~z for port menu.
|

4-32. SSH - port number
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4-33. SSH - port title
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5: Clustering

5.1
VTS  Clustering VTS , VTS
VTS 816 (=48
16 * 48 )
VTS  NAT(Network Address Translation)
IP forwarding , VTS
forward-ing , VIS
VTS  TCP port VIS (IP : TCP )
, VTS IP forwarding , VTS
VTS - VTS
VTS VTS
- IP : 192.168.0.100
- VTS IP : 192.168.0.2
- VTS IP : 192.168.0.3.
- VTS  TCP 6033 VTS 1 (TCP , 6001)
5-1 VTS Clustering
NAT:IP forwarding
From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:6033 To: 192.168.0.3:6001
User VTS VTS
Master Slave
192.168.0.100 192.168.0.2 192.168.0.3
From: 192.168.0.2:6033 From: 192.168.0.3:6001
To: 192.168.0.100:34567 To: 192.168.0.2:45678

NAT:IP forwarding
5-1. VIS Clustering
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5-2 , VTS VTS

== User PC
Users’ access over the VTS e
> Master VTS: 211.112.67.34 (public IP) o RN
- Master serial ports: 211.112.67.34: 6000—6031 :
- Slave 1 serial ports : 211.112.67.34:8000—~8031
- Slave 2 serial ports: 211.112.67.34:9000~9031 _ Internet
Master o
192.168.1.101 }J
(211.112.67.34) Master’s TCP port forwarding:
8000~8031, 9000—~9031

Network

Clustering configuration
TCP ports TCP ports Master’s TCP port 8000—8031

6000—~6031 6000—~6031 >
Slave 1's TCP port 6000~6031

w w Master’s TCP port 9000~9031

9
Slave 1 Slave 2 Slave 2's TCP port 6000~6031
192.168.1.102 192.168.1.103
5-2. VIS Clustering
5.2 Clustering
Clustering Authentication mode Update master on changes

. Authentication mode
Authentication mode Local
) . Update
master on changes

. VIS  Clustering mode

Master Authentication mode Update master on changes
VTS , Clustering ,
- 5-3
Clustering mode Clustering . Clustering
mode , Clustering
5-4 Clustering
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VTS Series
e

—
I- Il.ur.: r-'l
PoEpenrh
Clugtoring moda comtguration
Serial port
r EhrtEnng mecks |H-I':|lr -
Cluskerk =
.-_.IL“H“ S therticstion mods | [F
Corwschr % Lipdate masber off Mg | Mo
Power contraller Gawwm dush | Save basslv | Cancal |
PL eard
Gyubem stafuy & og
Lystem eisinkcirabies
Gytbemn slallsiics
ApEplp chigiigei
Logm ax & ckfferent user
LogouE
freboal
5-3. VTS Clustering

VTS Series
PAATTEE ETTTET

(l Liser | raat

Gpoly chango:

Login af & oMarant waar
Lot

RRbooT

Slave uni address

! Sty mode corfigurston
Sawial part
; Clustanng mada T
:mm Aiithertcabon mads | T +]
Carrschan LipecistE muster o ohareies LT
Pawer contraller B d ‘S & | e |
P cand
: Chsterrg imormation
. Swstem status & log it o
Syshem adminisiratiss o Shava unit addrass Mo. of oot o
Syvlem tlatiskicn & B

ki of port

5-4. VIS Clustering

93



forwarding . 5-6

IP forwarding

1P

1P

Clustering

VTS Series

AT ETITETTL

( User  rost
Netrrark S corhgurskon
I::rt EnableTisakde thic wn [."1-.'!5-3

[l lering

Canflguration Blires lii lnah t Save B aphk ] ﬂ-hcm

Pasver comtroller

P caird

Sysbem status & log

System administrathen

Syslem viatisbim

Copprgre ) 10 D00 Sen Tecvnakgisn, [rc. A1 1igin rsssrssd m

5-5.
IP forwarding
import . Port access menu 1P
forwarding . Source port TCP , Destination
Port  Source port TCP
forwarding 1P
[Auto Config]
import 5-7
Console server import
Base title
Base port Source port Destination port
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. Connect to slave unit to change configuration Protocol

> Source port

, Clustering

Clustering configwration - Unit &

Basic configuration <« BASIC

Enable/Trable this unit [Enable =]

Slave unit addrass I— Ao Canfigure |
No. af poet [48 =]

Slave authentication mode : m =t malherdcatan |

Connedt to slave unit to chamge corfiguration : Plegse, Do [Auto Configure) after changing
Enabila SO port Destnaton port Prooocol

Port actass menu confipuration

Enabla Sowrce port Daestinaban port Protocol
r | I H =l

Individkal port configuration

Port Enable Ttk Sourca Dastinaton s i
o I_ port part
- ] | |
2 0| | | T
N ] | [ &
+ 0 | —
« 0O | | I I =
« 0O | | I I I -
« 0 | | I I H
« 0 | | I I =
Basae bte | Sel |
Base SOUME poet | Sel |
Base destingtion port ; | Sel |

Savwmflash | Sawe kapoly | Cancal |

5-6. Clustering 1P forwarding
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1P

& Autn e nfiguraion hae: haan fAinlahind suceanshilly

by

Clustering configwration - Unit &

Basic configuration << Basic
EnableTv=shle this umit : |En=l:||n -l

Slave unit addrass : |'IE'IE'IE§ HAuie Canfigure E&J
Mo, of poet [16 =]

Slave authentication moda : Local - =£1 rathierdcatan I

Lipdaba master on changes | |r-l:| —| St Update Macier |

Connedt to slave unit bt change corfiguration : Please, Do [Aute Canfigure] after changing
Enabla Sowca port Destinatsan part Protocol

173 |.'-'1 459 |El:| ||-|'rn:' vl

Port scoess menu corfiguration

Enabls Sourie poart Deshnatan part Protocal
= [Ad [0 [Tenet =

Individual port configuraton

Part Enzble %y Sourca Destinaban
i | " piort it .
1 F [FewUni#l [ [0 [Telnat =]
: W [Save Unn #2 [fitE [ [Telnat =]
: F [Save Uni#3 [Fts [0 [Teirat =]
. R [Save Unit#d [Frin [l [Telnat =]
13 W [SaveOni#13 [fi3 [ [Teinet 3]
14 F  [Faveininie iz [fma  [Telnst 7]
15 ¥  [Fawelni#s [ms s [Teinet =]
16 W [Eavelni#IG [l [MIE  [Teinet 3]
Base bte [ Sel [
Base SOUre poet [ Sed |
Base destinabon port ; | Sed [
Sswemfash | Sawebapoly | Cancel |
5-7. VTS Clustering
C - ) .
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& :Ema&rhurﬂm falled, The clusienng slave unk was not found, Curment conflguration was mo

=

5-8. VIS Clustering

Clustering [Save to flash] [Apply changes]

5-9 Clustering

Clustering configuwration - Unit &

Basic ponfguration <« Basic

Enable/Trsable g umit |En=l:||n -l
Slave unit addrass |IEE [=NE-E Auio Canfigure |
Mo, of pot [16 =]

Slave authenticabion mode : ||.IZIII-EI| 'I Sed Autherdcaton |
Lipdate master on changes ; i3 - Zet Update Masiar |

Connect to slave unit ta change corfiguration : Please, Do [Aute Canfigure] after changing
Enabla Sowca port Destinatan part Protocal

= |-'-"I 49 |EJ | HTTH 'rl [Connect to slave wnik)

Port acoess menu corfiguration

Enabia Sowte port  Destnagban port  Protocol
=3 |?1III |?IIIII |Te|n-a1 "I

Individheal port configurabion

Fort Enzble Tile Source  Dashnaon P

¥ | port oot

1 F [Z3ave Uinit #1 fho [0 [Telnst =]
2 R [Eve Uni#2 | L [A3 [Telnat =]
3 W [ZEve Unil#3 | LG [A0z [Telnat x|
4 B [Save Uni#d [fo [(A0a  [Telnat =]
13 F  [SaveOni#l3 HIE [ [Telnet =]
14 F  [Eawelniwid [Fira [[ola " [Teinet =]
15 F  [SaveUni#15 [mE [OI5 [Telnet =]
16 B [Eawe Unit¥IE [TiE [ME  [Telnet =]

Base btle | _So |
Base SOUre poet [ Sed |

Base destinatian port | Set |
Savemflash |[Hawe kapoly, | Cancel |

5-9. VIS clustering
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Slave authentication mode Set Authentication ,
clustering authentication mode . Update master on changes
Set Update Master Update master on changes

. [Connect to slave unit]

Auto Configure

Clustering . , Update master on changes Yes

Clustering , [Clustering — Connection]
5-10  Clustering

Clustering - Connection 1P

PO ETTEE ETTTETTL .

: e § cmoeriog commition |

Mok,

Clustanng uret iIntnmmatsn
icibiasuls Urit® Slave uni address Mo, of port Urdt# Slavm unk addross RO, of port

Clusheriseg 5 32, 168,18 18 =
fgurat = ':r:.l

T prneriaa
Poweer contrallar
BL eard

T B
i
1
1
5
1
1
1
1

Gyskem stakuy & ag
Lystem eiminicirabe M N
&y abienn LBRISEICE 3

|
|
1
-
]
|
1

5-10. VIS Clustering -
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VTS Series

AT ETTTETTLS
| Liser | et
X Clisiering connectl
metvnrk Ehesterg POt arsess Mmanu Srmectan
Serlal port Buit dswii mend
L listn Hng Cluztermg wchvidusl port correscnn
Lonhgur aton P C M Foms TEke Protoosd Sounog Dot Destnation mort
Cannection H a0 Slae Likst #3 SEH P11 han
Pagdir Danbnelse n AZ  Slawe Lt 42 Tl nigt Tz o
&3 Slave Uit 83 not ; T3
B Earil = ¥ Slase Ut 83 Tel 7103 T3
= B4 Hawe Liret 84 Teinet 714 O
Swstem skatus & fng = an  Saee Lt 82 Tel it T TLArs
Sysiom admisdstrabies n AR Uiy LFsl BE Tl it Lk [ O
i E] AT Slawe Lrar #7 Talnat 7407 7
Sardurm 3 = &R Taee Lint 8E Telnat 7108 e
- &G Slawe Urit 85 Teinpt T108 TR
' a1 Have Lt 210 Teinet T110Q min
Anoly changas = Ay Slave Uit 2313 Tesl ri et 7111 i1l
Login 25 3 diffarent wsar = &12  Slawe Lkt #13 Telnet Tiiz oz
= £13 Slawe Lint #13 Talnot 7113 13
Lagaut 1| A4 Slave Liret 814 Teinpt 7114 7014
Reioot = A17 Slave Lk 217 Teinet 711 ELi b
=] A10 Slawe Lt 818 Telnwt 1A o hI)

5-11. VTS Clustering -

5-11 .
Serial Port - Connection
C(Connect) , Java Applet

. (4.5 Serial port

telnet SSH
Destination port Source port

, VTS
, SSH
. (4.5 Serial port

5.-12  Java Applet
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-ﬂ.lﬁ'u'.ﬁ Telnet Appled - Microsaft Intermet Explorer

Tabnet [ Linit & - port #7 |

Trying 192168, 19.1 7107 .

Z _ Local echin Conenri Discomnact Sandfreak

Closa |

5-12.
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6: Power Controller

6.1
SENA PM , Baytech RPC VTS
VTS VTS
(power controller configuration)
power control configuration . power
control configuration 4.3.12. Power control configuration
(power controller management)
serial port power control
VTS VTS
- SENA PM
- Baytech RPC
6.2
VTS / s s
VTS
power control configuration
VTS
6.2.1 power controller /

Power controller - Configuration (power
controller configuration) ¢ 6-1 )- Add power
controller
SENA PM Add controller

Power controllers Remove
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VTS Series

RATTARETITETIL

LikEr | il

Motwark
Serial part
Chettering

Faprer caimrmller
CasMHguration h

Managasart

PC card

Soysbems ctatus & log
Swsbem adminiviration
Syshems stakistics

Haply chaniges

Losin g & orfement umer

Sl porermr oontroler
Pom rl '|"|
anulgrirer |5EH|".F'M 'l'I
T mumber of cescaded urts ||_'_:]
e coriroder
LUV T o
Ports Maratarirer Tibe
LR Parytect Borp bty o Ford G

Cutiats Action

[ Fll-nll|

6.2.2

Power controllers

6-1.

— Power controller

( 61

Power controller ( 6-2

Poveer controller

Manifacdurar |
Outlets |
Tide :

Save o Aazh |

PFower controller configuration - Baytech on Port 16

[F5]

— power controller

|Baytach on Fort 16
Save Eapply | Cancel |

Blarms & theashalds
Cutlets
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6.2.3 — Alarms & thresholds

( 6-1 )

Power controllers

Alarms
& thresholds

( 6-3
— alarms & thresholds )

PFower controller configuration - Baytech on Port 16

Powear ontrolar
Alarms & thresholds

Adarm threshold : |:"]-|:| amps (maamum vakaal

& = © o9&

Tempersture theezhald |32 ]

B Send email alert | I On slarm threshold I On temperatura thrashokd 3
T ! [

" Send SHMP trap { B On alzem tashold B On temperatune threshald ]

Use glabal SNMP corfiguration | kil 'I

Trap recsyar Setnngs |
1P Address

Commaniy WErs| o
[y |- [T 5
I [ [ H
Savetofash | SaweSappl | Cancel |
Outiets

— alarms & thresholds

Alarm threshold
Temperature threshold
Send email alert

Send SNMP trap

Alarm threshold

Send email alert Send SNMP trap
SNMP

Temperature threshold

Send email alert Send SNMP trap
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SNMP
Send email alert
Send email alert :
On alarm threshold :
On temperature threshold
To :
Send SNMP trap

Send SNMP trap :
threshold

SNMP

On alarm

On temperature threshold :
SNMP
Use global SNMP configuration :

Trap receiver settings : SNMP
SNMP
6.2.4 — Outlets
( 6-1
Outlets
outletss )

alarm threshold

temperature threshold

alarm threshold SNMP
temperature threshold

SNMP

3.2

) Power controllers

( 6-4 -

Power controller configuration - Baytech on Port 16

R eontrofar

Slarms B threshalds

Oiistlets

et Port Titha
] Mang s
- Hone rlorm
E| Hane Hone
4 Hone o [aly
1 Hong Mions
f Mg o [ul g
Hone one
H Harie M Ore
6-4. - outlets

104



Power controller configuration - Baytech on Port 16

Powear controbar
Slarms B threshalds
Diigtlels
et Port Tiha
I}'j Hong Hons
L Sanal poet ||"-|2I'IE" "l"l
Cutet title [Hane
Usar 3ciass contral
Ligar Porer Actass AMOn
CEE VTS (=
' g e
Sava o fash | Save L apply | Cancal |
2 Hone o [ulgt
3 Hong Hone
4 Hong Hone
=] Hone Hone
=] Hone M
7 Hone o [l
a Hong Hons
6-5. -
Serial port

Outlet title
User access control

Serial port

VTS
None VTS
. VTS , outlet title
, Power (user access control)
(User access control )
6-6 - )

Outlet title

Serial port

Port title - ( 6-6
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User access control
Power

(refer to 6.3.4 Power controller unit management - Serial

port connection) , (6.3.3
— Outlets ) P serial
port power control (6.3.5 — Serial port power control
)
<<Everyone>> , User access control
Power ,
Serial port ,
User access control Power
User access control ¢ 6-6
- )

Poveer controller configuration - Baytech on Port 16

Power cantrolar
fjarms & theeshalds
Dutlets
Sutlet Port Titha
1 1 SRrver nams on arc 1
Eanal piort | "'|
oy B0 senal port corfiguradion o chamee [h8e] or [power mooess)
Cutiat e ; [zer i1
UsEr accass contral |
Usar PowaEr Scosss Action
& E R P e =
[ = e[|
Save 1 fash | Save & apply [ Cancel |
F Horis Horie
4 Mane rone
e Hame Hore
g Hone Hone
Hone Hone
Horne More
g Hane Harie
6-6. -
6.2.5 power control
power control configuration serial port - VTS
, Power control configuration
(4.3.12 Power control ).
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VTS

. (6.2.4 - Outlets ).
6.3
serial port power control /
6.3.1 -
Power controller - Management , (
6-7 - ) . VTS
. VTS , ’ .

[Connected] ,

VTS Series

CETIRECTITETIL

I Lisier & roal

Pl nrk

Frwer ontrnler
Serial port Dot Manuta e Trei Outlats Etafus
Clustering 1 Hawtech faytech ph B 18 -] el

Fower ankruller
Comhpanon
raiagsineil

P card l%
CGysiein italis & leg
Sysirm administratinn
System statistics

Appdy chargas
Logm 2= & thiferesrt e

Logout

[y
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6.3.2 — Power controller

( 6-7 - )

— power controller ) .

. Clear [Max current detected]

Powvier confroller management - Baytech on Port 16

Poweer controller
Mol faybach Remate Pover Cantroll ér
adarm threshold ; 30 .0 amps
Tempearaturs ; 28,0 “F{ B2.4 *Z )
Cirouit birgakar | Gond
BYETSQE OOWSET | 0 walls
SOPArent poOwWer ; 0 watts
FWis vokage : 212.7 volts
BMYS furment 0.1 amps
Mz cigvant datartad 0.7 smos Claar
Digtlets
6-6. — power controller
6.3.3 — Outlets
( 6-7 - )
Outlets Outlets ( 6-9
— outlets ) .

Power controller management - Baytech on Part

Povesr montrofar
Dutlets
Oudat Jart Title:
JFF 1 1 SETYEF AME Of it 1
OFF 2 1 Sarvar names Oy fT 2
OFF C: Maona Mane
(m] ] I Mona Hang
(m] ] 5 Mana Hane
(], E Hone Hane
]| 7 Mane Mane
oM E Hona Mane
6-9. — outlets
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6-10 .

Poveer controller management - Baytech on Part 16

Powsr controfsr
Cistlets

Dudat Fart Title:
OFF Iilj 1 SETYEF FAME Of Dot 1
contngl power on all putlets ngmed saryer nams on port 1

Powar on l FaEnizr mif I --_ai_::ll

OFF b 1 SEFYEr Name on port 1
QFF 3 Hore MHone
N 4 Mona Hane
oM = MNang Kang
(] & Hane Hane
(] 7 Nore MHane
oM B Mane Mone
6-10. -
, [Control power on all outlets named
-] [Power on]
6.3.4 -
Serial port - Connection (
6-11 - )
s VTS
serial port power control
( ) ( ) P
serial port power control ; ( )

109



Serial port comnection

Part S0CESs MEnu connaction
PFt SCCESS MERAU COnection
Individual pest conne cion
P T M Portk Tids # of Liser Comments
| = 1  servEr namse on port 1 1] o Nat used =
E 2 Poart Tithe &2 1] w2 Hak wted =
E = 3 Port Tite #3 i} < Nk used =
E = 4 Port Tide #4 1] < Mot weed =
= = 5 Port Title #5 1] « Mat wsed =
= 6 Part Title #6 i} < Mat used »
= 7 Port Title #7 0 < Mot used >
= B Port Titke #B o < Mot used »
=] 9 Part Title #9 o < Not used >
= 10 Part Tithe #10 i} < Hat weed =
= | 11 Part Titde #11 ] < Hak weed =
= 12 Park Tile #12 i} < Mot used
= 13 Part Title #13 1] « Nt used
[ 14 Part Tite #14 1] < Mot used =
=l 15 Part Titke #15 1] « Mot used >
B 15 ®aytech on Part 16 ] « Powar controlar »
6-11. -
6.3.5 — Serial port power control
P / serial port
power control ( 6-12 — serial port power control ).

Serial port power control - 1 ; sereer name on port 1

Fovar mntrolers
fll outlaks controliad by this port wil D2 managad

Ports Manutaciurar Title et Status
1o Baytmon Baytech on Part 16 1 OFF
F OFF

Porwar on I Frmesar i I -':.nl'u:'---‘l

6-12. — serial port power control
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VTS PC . 4
PC

- LAN

- LAN

ATA/IDE fixed disk card

LAN LAN VTS

, ATA/IDE fixed disk card
VTS

(out-of-band)

P card configaration

Cusrantly conhiguead BC cadg
Cand Type Kone
P card servica

Lanligurs he delechad card I A EAT S e e

Defacted PC card
Card type Matw ok Card
Lirnksys EtherFast 10,100 Inbagrated PC Card
Mid el & :
= {PCM100) Wer 1.0

M PC card |5 detected,

Savetnflash | Sawiapply | Cancel |

7-1. PC
PC
1. PC PC
2. PC Configure the detected card
3. VTS (plug & play)
4. Save to flash
5. [Apply changes]
VIS PC s
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.-"!E Failed o probe & new PC cand,

W - A
7-2.
VTS PC B. VIS PC
PC -
1. [Stop Card service] .
2. [Save to flash]
3. [Apply changes]
4. PC PC
: PC
7.1 LAN
LAN PC VIS 2 1P . , IP

PC card configuration

Currantly configunad BT cand

Cand Type Wi ok, Card
Linksys EtherFast 10100 Inbagrated BT Cand

Madel :
ane (PCM100) ver 1.0

FMetwark carnfigurabion

IP mode |EHEF vl

IP address I AT
Submst mask I_:: TR, o5
[EAL

Ciefaidt gabaway

Primary DME 168.1245.63.1

Secondary OHS 168,126 .63.2

Reuse old [P at bootug tme an DHCP failers |Di=ab= -|
PC card service

Contizomaitie d eected e | Siop card sensce |

Ciefacted PC card
Card type Matw ok Card
Linksys EtherFast 10/100 Inbegrated PC Card
[(PCM100) Wer 1.0
Cord serwice is successiully contigured, Save the PC card serwice configurations,

Madel

Savetoflash | Sawdaspply | Cancel |

7-3. PC LAN
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7.2

LAN

P card configuration

Currantdy conngunad BC cand

VTS PC

LAN

PC VTS

Card Type
Miadel

Metwork canfiguration

1P mode

IP address

Subrat mask

Ciefaudlt paba s ay

Primary DMNE

Semndary DS

Raiise ald [P at hootue Temie an GHCE tailura

‘Wirelass netwark card configuration

550D :

Lise WEP kay
WEP moda :
'WEP kay langth :
WEP kay strning

PC card servica

3.1. IP
B. V1§

Wirglass Network Cand
Cizco Sysbams 350 Sengs Wirglass LAN
Adspter

||'Hi ﬁvl

168.1246.63.1
168.1246.63.2

|Eisal:-l= -|

FPC

I

Stop card service |

omhaure e delected cand I
Dgtacted PC card
Card type
Model

Wirelass Network Card
Cisco Systems 350 Series Wirglass LAN
Arapbar

Card service is successfully configured. Save the PC card service configurations.

Savetoflash |

Sawa & agply | Cancel |

7-4. PC

LAV
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VTS LAN SSID(Service Set ldentifier) WEP(Wired Equivalent Privacy)
AP (Access Point) SSID ,
encypted shared  WEP . WEP 40 128 bit
. 40-bit WEP , ) 5 16
128-bit WEP , ) 13 16
, 128-bit WEP 13 16
OOOF25E4C2000F25E4C2000F24
VTS PC B. VIS PC
7.3 Serial modem
56 Kbps . VTS
PC B. VTS PC
“ qle0s0=2" (quiet mode)(* ql’ ),

(echo off mode)(* €0 )
equaling two)(* s0=2" )

Callback ,

Dial-in modem mode

Modem test Alert

3.1. IP

2(Auto Answer mode

4.3.4 Host mode 4.3.11 Alert
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P card configuration

Currantly conngunad PC cand

Cand Type Senal Modem Card
Madel Edhonton Y92 Fax Modem FMEEC-EFS 541

Sariz Modam Card corfigurabon

Init s2ng |l:1'|EI'.'lE:I'.'I=2

Enabla/Misable calback [Dizable =]

Callback phane nuimbear ; |

Enabla/Dizable modam tast | [Dizatee =]
|

Tesk pivdne riumder

|- H Fowr{s)

Tasr interval ©

L]
F
]
=2
-

[Email alert configuration]
Email alert far modem Best

Title of amai ;

Recipiant's amail address
[SHMP trap conflguration ]
Miodam bast trag

Uss global SHMP configuration
Trap receiwer sethngs

1P &ddress CoimLniCy WEE 0

| P o
| o [

PC card service

ey e g = [ e = e | Siop card senace |
Cetacted PC card
Card Type Senal Madem Cand
Model Biionton W32 Fax Modesm FMEEC-BFE 5,41

Card service is successfully configured. Save the PC card service configurations.

Savetoflash | Saw&apply | Cancel |

7-5. PC

7.4 ATA/IDE fixed disk card

PC ATA/IDE fixed disk card
VTS

Fommt . VTS EXT2  VFAT

VTS export import , VTS
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P card configuration

Curenty configured PC cand

Cand type ATASIDE Fixed Disk Cand
Fodel TOSHIBA THMNCFOG Sk
Size ; G MB

File system : wiat

ATANDE Fixed Dizk Card corfipuwration

Tokal data size to be used (D~59 MB) |§3
Defiate all Mes n ATANIDE Fiked Dk Card | Deleta |
Farmat ATA/IDE Fixed Disk Card : ExTZ Format |

PC gard servite
T T T r T B Pt T | I Siop card service I

Detacted PC card
Card Ty pe ETAJIDE Fixed sk Card
Madeal TS HIBA THMCFO G408
Card service |s successfully configured. Save the PC card service configurations,

Eave to flash | Sava & apply ] Cancal i
7-6. PC ATA/IDE fixed disk card
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VTS (Status Display Screen)
VTS . VTS  system logging
email
Systam infarmaan
Modial Ho WTSI200_Davice
Saenz Mo, : YTSIZ00-030100003
FMa Raw, wl. 7 0rcE
BJL ver. w100
MAC addrass O0-01-95-04-12-24
Liphime 210
Cerant bme O5/Z1,2005 14:47:24
Systam logmng ; Enable
Send system log by emai : Cizable
PC card Type: FEIME
P card mode NOME
1P infarmatian
1P mode: STATIC
1P &xpiration : FA
IP address : 102.168.19.1
Subnatmas) 255.255.0.0
Gabaway 192.164.1.1
Recaiva/Transmik grroes FA
Frimary DS 162 1020041
Secandary DHS 168,136 .63 .2
8-1.
VTS  system logging
logging enable disable ,

Enable/disable system logging

System logging
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System log storage location
VTS

s VTS
ATA/IDE fixed disk card

System log to SYSLOG server

System log buffer size

NFS

ATA/IDE fixed disk card

SYSLOG server

SYSLOG

ATA/IDE fixed disk card

NFS

NFS

Automatic backup on mounting

System log storage location

enable

Send system log by Email

VTS

email

8-2

CF card

NFS server

email

118

300 Kbytes

email

NFS



System loaging

System logpng ¢ |En=|:||n -|
Sysiam log shorage location |h-'|=rn|:|r5.l -l-l
Sysham log to SYSLOG sarvar | ||:iaal:-=e -r|
[=1]

System log buffter size (KB, 300 mas.) :
automatic backup an mowntng ; |._3
Send syitem log by Emall : ﬁ
Humber of kog messages to seand 2 mail {1-
ooy

Syrem log recpient’'s mail sddress

Sevetoflash |  Save Rapply | Cancel |
Sysmem lag
0%5-30-200% 18:37:3% > Boot up System Start a

05-30-200% 18:37:35 > Start mith Static [® by 192,165,1%.1
05302005 15:36:25 = Wab « LOCAL authenbcation Tor 'roal” passaed.
05-21-2005 11:08:39 = Web - LOCAL authentcation for 'root” passed.
05-31-200% LL118:37 = IP filkzring configurateon changed

0%-31-200% 11:10:37 > User admrestration corfigurstion changed,
0S-31-2005 11:18:45 > Configurabesn changas are davad

05:31-2005 12:39:37 » TP DMierng conlgurabesn changed

05-31-2005 18:19:41 » Configurabion changes are saved

05-31-200% 111 28:05 = Configurabon changess are spplied
0%-31-200% 11:20:11 > Configuratson changss are spplisd
05-31-20005 11:29:07 > Uaer root’ logged on " consala’ :l

Clear | Rerash |

8-2.

8.3 Users logged on list

Usamanma Tesrminal Login Date and Tima Fram

ook ransole My 2B 1706

admin ttyCo May 2B 17:06 (192.168.0.3%)

sdrmin myCl May 2B 17:07 (192, 168.0.32)
8-3.

Users logged on list
User name( )
Terminal type for the session ( )
Time connected ( )
IP address of the remote host ( 1P )

: . HTTP/HTTPS
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System admin, Port admin User

System admin VTS / . System admin
VTS VTS
Port admin
, VTS ; ,
User VTS . User VTS
port access menu
(Power
controller management)
VTS Local
RADIUS, TACAS+, LDAP , VTS
Local

VTS , , ,

VTS

9.1

VIS 4 . VTS

® User:
- s Port

- , Port Monitor

- Power
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[User
access control] .

- port access menu

- Serial port

- VTS cLl
® Port admin: Serial port

- Port admin User

- Port admin VTS

, Serial Port, Clustering
VTS
( - L]
PC ).

- CLI
® System admin :

- System admin Port admin

- System admin

-  System admin CLI , CLI shell program

CLI VTS port access menu

® root:

- root

- root Linux CLI . CLI ,

, shell program
- root ,
Login: root Password: root
Login: admin Password: admin
9-1 VTS
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port access menu

port access menu

port access menu

root System admin Port admin User
Root admin -
CLI - -
CLI CLI

port access menu

SSH 0 0 X X
CLI X X
VIS 0 0 b X
port access menu 0] 0] 0 0
GUl O O *% *kk
0 0 b X
0 0 X X
/ 0 0 X X
_Z) H* A
Port admin Serial port / Clustering
2) Ak
User Serial port / Clustering
9-1 User

.u.;||E:|u| Fhmmql

User name : ||_':r:r User group : | Al growg 'I'| Search
Current local users

r =« Usar nams Usar groLg Enall

ra Fet- g | Lsar Pt 2Co8ss meniu

rz e Jgef POt BCE8<s msnuU

I3 s Er JSEr Part access mEnu

s rEErs Is@r Port access manu

s ST Swstem admin oLl

, [All group]

9-1.
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» [Add] , )
[Add] . 9-2

(User Name)
(User Group): User, Port admin, System admin

(User Password)

shell (Shell program): CLI, Configuration menu, Port access menu
SSH (SSH public key authentication): Enabled Disabled
SSH (SSH version): vl V2

SSH (SSH public key file)

, SSH VTS ,
SSH VTS , SSH
, VTS

password 3 .3

UsaEr name I

Ealack growp Im
Pazzward |

Cordirin password : I

thall program ; |Por access meny =|

EEH public kay suthentication Inlaaﬁ]led "'i
Calact BEH Vearsion I ; "l
25H public kay file; I EndeE2]... |

ﬂj Canesl |

9-2.

o [Remove]
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9.2

User access contorl
User access

control

& Acpags et nams Action
grMonitoracoass Rlemawe Rename
2 grPorbcgess Femows | Rename

[Fiww =] | v dod |

9-3. -
9-3
1. [New]
2.
3. [Add]
1.
( [Add] [Copy] )
2.
3. [Copyl
[Remove] , [Rename]

User access control
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Arcess §st name : ['3"1:":'“*'3':-955 ﬂ
it LIEEr nama BrhHon
i adrren Pl
raot Remowe
| Add |
9-4. -
9-4
[Add]
[Remove]
[Access list name] [--- Access lists ---]
9—5 - ’
SUITENE LSEBIMama | oot
Entar currernt password ; |
Entar naw password ; |
Confirm new passwond | |
Submit | Cancel |
9-5.
Port access menu Port access menu

. Port access menu
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[VTS3200_Device]

Port#

Port Title

Mode Port# Port Title Mode
1 Port Title #1 CS 2 Port Title #2 CS
3 Port Title #3 CS 4 Port Title #4 CS
5 Port Title #5 CS 6 Port Title #6 CS
7 Port Title #7 CS 8 Port Title #8 CS
9 Port Title #9 CS 10 Port Title #10 CS
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 CS
15 Port Title #15 CS 16 Port Title #16 CS
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 CS 22 Port Title #22 CS
23 Port Title #23 CS 24 Port Title #24 CS
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 CS 28 Port Title #28 CS
29 Port Title #29 CS 30 Port Title #30 CS
31 Port Title #31 CS 32 Port Title #32 CS
Enter command ( 1-32 serial port, P passwd, S slave unit
R remote port, Q exit )

______ > P

Enter new password : *****

Retype new password : *****

Password was changed.

9.4 (Device name)
VTS 9-6
Device name VTS  hostname CLI

root@VvTS3200 Device:~#

hostname

Davice nama

[VTS5300_Dewee

Save 1o fash

Cancel |

VTS  Device name

VTS

HelloDevice Manager

hostname

9-6.
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9.5

VTS . VTS
9-7
Use NTP q
MNTF sarvar {0.0.0.0 for Auta) |IEE 1bd Jui]
Data [mmiddfyyyy] : | ]|
Time [hh:mm:ss] : |
[Standard time]
Timezone : |L|T'T
Time offsét fram UTC (UTS + [x ac]hours) : ||:|-|:|
[Daylight saving time]
EnablaDesable daylight saving ome : |Disat-e 'l
Cizyhght =3%ing Dmezone |
Time offset from LTC [UTC + [3 & )hours) |
start date [mmydd] [l
Start Gme [hhemm:ss) [
End date [me/dd] [
End tirme [Hhimmiss] [
[ Eaeiofash | Sawe &apply | cancel |
9-7.
2 , NTP
. NTP , VTS NTP
. NTP 0.0.0.0 VTS NTP
, VTS
T0C) ,
, NTP ,
timezone UTC
daylight saving time , daylight saving
timezone, UTC , , . VTS

127



9.6

CF card, NFS server, user space local machine
. VTS (Configuration
import) (Location) [Factory default] ,
VTS reset button
VTS . Automatic backup configuration

VTS
9-8 .

Configuraticn mansgement

Confguration esxpor

Location i cFCard © Primary NFS seever © User space(jusr?) € Local maching
Encrypt : |"I'EIE- *I
Filg name | I EECh

Expor |
Configuration mport

Location C CcFcard © Prnimary HFS server I Uger space fusrd) ' Local machine

* Factory dafzult
Corfiguration salechon

IC salect al

[T System corfigurabion { 7 tnduding 18 configuratian )
™ sarial poet configuration

I Clustenng configuraton

[T Syetem user parMgursban

Encrypt : |"|"95 *rl
File sekection ;| elect file Il Local:| 1 el |

Ingart

automanc batkup confipuraton

Autamatic badoup option |Dliah|E‘ ﬂ

Location © CcFCard T Primary HFS server © User space(iusr2) © Send via email
Encrypt |ve= =]

Film name | ETEE

Backup interyal (hour, 1 - 7200 |

Aacpient’'s amail address |

Sawiodash | Saw&appl | Cancel |

9-6.
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Location :
Encrypt :
File name :

Location : . Factory default

Configuration selection :

Encrypt :

File selection : Location CF card, NFS server User space
Encrypt

Local : Location Local machine Local machine

Automatic backup option :

Disable -
Periodically - . Backup interval
10 minutes after last change — 10
Location :
Encrypt :
File name :

Backup interval : Automatic backup option Periodically

Recipient’ s email address : Location Send via email

A W N

[Export]

129



4. Local machine Factory default

5. Local machine
6. [Import]

9.7 Security Profile

VTS . VIS , ,

4
Services
Network security

Per port security

A W N e

Password security

9.7.1 Services

VTS . 9-9

Seourity profile

Services
SHMP [pet/sat) [Enable =]
Discovary [MAMAGER) [Enable =]
Talnet |Enatle =]
S5H : [Erable =]
HTTR [Enzble =]
HTTRS [Enable =]
il ports [Enable =]

Save o llash ] Dawe & apply ] Cancal |

Metwork Security
Par port SScunty
Password seounty

9-9. Security profile - Services

SNMP  (get/set)
Discovery(MANAGER)
Telnet
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SSH

HTTP
HTTPS

All ports

SNMP (get/set)

SNMP VTS
Discovery(MANAGER)
VTS Manager VTS
Telnet
Telnet console VTS IP
Interface Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 23 DROP
Enable all Normal 0.0.0.0/0.0.0.0 23 ACCEPT
IP 3.5 IP
SSH
SSH console VTS 1P
Interface | Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 22 DROP
Enable all Normal 0.0.0.0/0.0.0.0 22 ACCEPT
IP 3.5 IP
HTTP
HTTP IP
Interface Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 80 DROP
Enable all Normal 0.0.0.0/0.0.0.0 80 ACCEPT
IP 3.5 IP
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HTTPS

HTTPS 1P
Interface Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 443 DROP
Enable all Normal 0.0.0.0/0.0.0.0 443 ACCEPT
1P 3.5 IP
All ports
IP Filtering
Allowed base host IP Subnet mask to be applied
Disable 255.255.255.255 255.255.255.255
Enable 0.0.0.0 0.0.0.0

Port IP filtering

9.7.2 Network Security

Security profile

Servieas
Metwark secarity
Steakh mode

S5H WL

Sawe o flash

4.3.8 Port IP Filtering

9-10

|Li*:~-.-|L--:- '|
||.;IE--Fl|:lE' "'|

Save happly | Cancal |

Par port sscunty

Password seouriby

Stealth mode
SSH V1

Stealth mode
Stealth mode Enable

9-10. Security profile — Network security
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SSH vi

SSH 1 . Disable SSH 2

9.7.3 Per Port Security

port access menu, SSH
9-11

Security profile
Sarvipes
Metwork security

Par port securily

Switch all ports ba S5H |I:|5.ah-=_| -|

Sevemfash | Savebapoly | Cancel |

Password sapuriby

9-11. Security profile — Per port security

Swtich all ports to SSH

Switch all ports to SSH

port access menu, SSH
. Enable Port access menu protocol
Host mode Protocol SSH
4.2 Port access menu 4.3.4 Host mode

9.7.4 Password Security

9-12
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Sarvices

Metwork security
Par port sscunty
Passward secarity

Minimum password length (3-255) |37

Maximm password age (0 for dessble) |I:I—

Enfarce password comglesity Im

Enfarce password histary [Dizable =]
Save o Nagh | Sawe & apoly | Camcal |

9-12. Security profile — Password security

Minimum password length
Maximum password age
Enforce password complexity

Enforce password history

Minimum password length

Maximum password age
VTS

Enforce password complexity
. Enable

Enforce password history
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9.8 Firmware Upgrade

Firmware , telnet
(http://www.sena.com/korean/support/downloads )
firmware . VIS Firmware
automatic firmware and configuration
VTS Firmware

9-13 firmware upgrade

Sebact the new hmware binasy hlae

THis will take 5 mingbas msmum
Lacanan |Ll:||:a machine -|
F Card : Frenkiflashy | elaci Rl ;J

Local machene : | &bl I

Upgrade | FAeser |

Auteenatic firmware and confgurstion upgrade &t book Oicomia =

]|
Protocol | L '|
Use DHCP apticen for ramicks server and hash file | £ 'l

1P addre=s af remabe S8rasr |

Haszh file name : |

Savelofllssh |  Sawe Sepply | Cancel |

9-13. Firmware upgrade

firmware
1. Firmware PC
2. “* Location” “ Local machine”
3. " Firmware
4. " Upgrade”
5.
VIS CF card
“ Location” * CF card”
R Select File ----- : Firmware

1
2
3. " Upgrade”
4
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firmware Telnet/SSH

Zmodem . Firmware
upgrade
Firmware
1. Firmware PC
2. , Telnet/SSH
- ( , Telnet SSH
-)
3. 9-14 Firmware upgrade
4. 9-15 Zmodem firmware
. CF card “ Location” “ CF Card”
5. s
6. Firmware upgrade , 9-16 VTS
, Firmware

Login : admin
Password : *****

Welcome to VTS-3200 configuration page

Current time : 0000/00/00 00:00:00 F/W REV. :
Serial No. : MAC Address : 00-01-95-04-1b-2e
IP mode - DHCP IP Address - 192.168.0.129

Select menu

Network Configuration

- Serial Port Configuration
. Clustering Configuration
Power Controller

PC Card Configuration

. System Status & Log

. System Administration

. Save Changes

Exit without Saving

Exit and Apply Changes

. Exit and Reboot

<ENTER> Refresh

T OO~NOODSWNE

Select menu

1. User Administration

2. Access Lists

3. Device name : VTS3200 Device
4. Date and time

5. Configuration management

6. Security Profile

7. Firmware upgrade

<ESC> Back, <ENTER> Refresh
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Select menu

1. Firmware Upgrade

2. Automatic firmware and configuration upgrade at boot time : Disable
<ESC> Back, <ENTER> Refresh

Select the location of the firmware
( 1 = Local Machine, 2 = CF Card )

Location : Local Machine

*** Firmware upgrade will RESTART your device. ***

Do you want to start firmware upgrade ? (y/n) : y

Preparing for firmware upgrade. Wait a moment...

Transfer firmware by zmodem using your terminal application.
** BOff000005b157

9-14. / firmware upgrade
ypmeiemmal =101
D|e] =3 ol @

. Fwstesm toels
P, faws ohangos
A. Fait witkout rmebsnt

PEECY Hach. ¢ENTE Mt 1z

...... :.'E..- Fokder [r\[owmbosd ™S sne'\Fareae e e o
Byatem taols Elleroms
B Lt i [\ DonrbeatiS e Furvre' P 400 VIRZCEE] | eoves. |

1. Anload Factory
2. Ruload Fackory Protocod
3. Firmsare apgrad |5 T =
4. Ping Test |Zreen s Crath Racosery -
= chet pPazmt
CEECY Back. <{ENMTE
_____ b 3“- Ef\d: Cloe |
AEe woU BUPE Eo 6T L)
Feaparing for [irmeare o Ale, Wait A& meesnt. ..

Cancel |

panzfer §Firmiare by saodon oz ing seair terainal applicat ion.
==fISF F BRI b LY
we [JAF FAHSHEG R 5T
wuiffiAf § GRARPS RIS
=]
Cirreched DRl 45 Huby debect 200 B £ r
9-15. Zmodem firmware (Hyper Terminal)
————— > 5

*** Firmware upgrade will RESTART your device. ***

Do you want to start firmware upgrade ? (y/n) : y

Preparing for firmware upgrade. Wait a moment...

Transfer firmware by zmodem using your terminal application.
** BOfF000005b157

** BOFF000005b157

** BOfF000005b157

** BOFF000005b157

Firmware upgrade failed !

Now reboot ...

9-16. firmware upgrade
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Firmware

Automatic firmware and configuration upgrade at boot time

Protocol

VTS

Use DHCP option for remote server and hash file

. Yes VTS  DHCP

, No

IP address of remote server
VTS , Firmware

1P

Hash file name

Firmware

VTS

1P
DHCP

1P

IP address of remote server Hash file name

VTS

Firmware

<TYPE>,<NAME>,<MODEL>,<VERSION>

<TYPE>,<NAME>,<Options for file uploading>,<Path to upload>

<TYPE> - 1:Firmware

<NAME> - Firmware

<TYPE><COMMAND>

2: (1 byte)

<MODEL> - VTS800, VTS1600, VTS3200

<VERSION> - Firmware

Firmware

Firmware

138

Firmware



<TYPE> - 3:
<NAME> -
<Options to file uploading> - [F1[X][X]U
F : forced copy(remove if there is same file already)
X : uncompress the file to the specified location
Z : unzip the file to the specified location
U : default option for file uploading
<Path to upload> -
<TYPE> - 4:
<COMMAND> -

1,vts48.img,VTS3200,v1.5.0
2,vts48.syscm,VTS3200,v1.0.0

3,test _hash.tar,FXU,/mnt/flash
3,active_detect.tar.gz,FXzZU,/mnt/flash
4,mkdir /tmp/test
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10:

VTS
VTS
link layer, lo, eth . IP, ICMP, TCP
UbDP TCP/IP 4
10.1 (Network interfaces)
VTS  local loop back interface lo VTS
eth0
Setveork inteffaces statistics
Imterfaca la wthil
RRaive Bybtas a TERZSF
Patkets a gax0a
Errors a 1]
Crog a o
FIFD a n]
Frame a v}
Compressisd a 1]
Multicast a 1]
Trarsmie Bylag a HFS20ET
Packers a 4
Errors a 4831
Dirog a v}
FIFD 1] 1]
Frame a 19
Compresses a 4881
Muticast a u]
10-1.
10.2
32 , Baud rate
. (9@ :on ¥ :Off)
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Serial ports slatistics

Part Baud Rates Tu 8] RIsE CT5 DTR DSR oD
1 QE00 21 21 L & ] & ] & ]
) Q600 0 i i | ] ] ]
3 QEDD 0 ] o s ] a & ]
P akoo 0 i [ " ] . | & - ]
r QE00 0 n J S ] . = s
f AB00 0 0 [ | " ] ¥ | . -
T Qo0 o ] ol 3 . | - . ]
a8 QB00 0 i} o s ] b | ] b |
q =T ula] 0 o L | i ] 3 - &
i asDo 0 i o s | . | - &
11 G600 0 i} W = ] b | 3 ]
12 960D D 0 ud = ] J & &
13 GAO0 0 i} L® ] ] ¥ | ] " ]
14 9600 0 i} b s | 2 3 )
i5  9E00 1] 0 L | ] 3 ] ]
16 9600 0 1] i " ] ] b ] ]
10-2.

10.3 IP

1P IP /

Forwarding:

IP forwarding enable disable

Defaul tTTL :

TTL(Time To Live)

InReceives :

InHdrErrors :

InAddrErrors :

ForwDatagrams :

Forwarding
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InUnknownProtos :

InDiscard :

1P

InDelivers :
OutRequests :
. Forwarding

OutDiscards :

OutNoRoutes :

destination IP

ReasmTimeout :

ReasmReqds :

ReasmOKs :

ReasmFails :

FragOKs :
fragmentation
FragFails :
fragmentation
FragCreates :

fragment
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Forwarding 1
DhafauTTL 64
InRgceivas BO10
InHdrErmars o
[mdddrEsrors u]
Forwliztagrams u]
EnlinknownProtos ]
[nDizeard 1]
InDeksars TEaa
DIRRaquIests Q316
Outhiscards
CiuthoRaiites
ReasmTimsaout
ReasmRegds
ReasmoKs
ReasmFairs
Fragles
FragFails
Fraglreanss

ocoooOoOooooaoobD

10-3. IP

10.4 ICMP

1CMP 1CMP .

InMsgs, OutMsgs :

InErrors, OutErrors :

InDestUnreachs, OutDestUnreachs :

InTimeExcds, OutTimeExcds :
time-to-live(TTL)

InParmProbs, OutParmProbs :

InSrcQuenchs, OutSrcQuenchs :
Quench
InRedirects, OutRedirects :

Redirection
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InEchos, OutEchos :
echo
NEchoReps, OutEchoReps :
echo
InTimestamps, OutTimestamps :
time-stamp
InTimestampReps, OutTimestampReps :
time-stamp
InAddrMasks, OutAddrMasks :

InAddrMaskReps, OutAddrMaskReps :

esesetistes
nMEgE 3
MBS ]
[nDesTline e )
ImTimetaods il
ImEarmérobs i
[nSeCanchs j
Lgled 150 g e

ImEth

ImEchoRans

[ Tim St S

[ATif E gmalEs 1
imAddridacis a
nsddrdaskRaps 1
Utsgs |
DI s 0
Dutliesflreacns il
Ul TimeExols 2]
LitParm Pl 1
uitEredusnicha 1
SutFaderect ]
-I

utEcha
itEelaiEsEn

St Tenattsme
SutTenestampSeps
DutAd sk

1T [ £ s BT

10-4. ICHP

10.5 TCP

TCP TCP
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RtoAlgorithm :

retransmission time-out (RTO)

0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson®s Algorithm
3: OTHER - Other
RtoMin :
RTO (ms).
RtoMax :
RTO (ms)

MaxConn :
ActiveOpens :
PassiveOpens :
AttemptFails :
EstabResets :
CurrEstab :
InSegs :

segment
OutSegs :

segment . segment
RetransSegs :

RetransSegs :

OutRsts :

Reset
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Pl porithm u]
EroMin i
Rioddiz [n]
MgEConm 1]
ArtveE Ly Eng i)
Passivalpans [w]
Artemmpli g u]
EstabResets a
CurrEstab 4
IrnSags 2010
OutSegs 2339
Retrans5ans 13
IrEsrs o
OutRsts 14

10-5. TCP

10.6 UDP

UDP UDP

InDatagrams :

NoPorts :

InErrors :

OutDatagrams :

InCatagrams
NoForts
IMErrars
CtDiztagrams

SRR

10-6. UDP
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11: CLI

11.1.
root System admin
(CLD)

VTS

script

VTS

root

System admin  CLI

root telnet /

auth
root SSH /

Telnet/SSH VTS

/ /usr2

CLI

1024 KB

shell script ,

Telnet/SSH

CLI

/etc/pam.d/login

requisite pam_securetty.so

/etc/ssh/sshd_config

#PermitRootLogin yes => PermitRootlLogin no.

SSH

[root@loclahost ~] killall —HUP sshd

, rc.user

CLI

echo 57600 > /var/run/mgetty.console

, 97600

11.2.

VTS

, /usr2

Mtdblock5
/etc, /var /temp
VTS
saveconf
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VTS
(KB)
MtdblockO Bootloader none 128
Mtdblock1 Kernel none 768
Mtdblock2 CRAMFS ( ) / 6080
Mtdblock3 (4MB) | /etc, Ivar, tmp 64
Mtdblock4 EXT2 (R/W) fenf ( ) | 64
Mtdblock5 JFFS2 (R/W) Jusr2 1024
Mtdblock6 Reserved none 64
8192
Note : CLI mount dd mtdblock
. VTS
11.3. Linux
11.3.1 Shell Shell
sh, ash, bash, echo, env, false, grep, more, sed, which, pwd
11.3.2
Is, cp, mv, rm, mkdir, rmdir, In, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,
mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp
11.3.3
date, free, hostname, sleep, stty, uname, reset,
insmod, rmmod, Bsmod, modprobe,
kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, Init,

useradd, userdel, usermod, whoami, who, passwd, id, su

11.3.4 :
ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4. CLI

11.4.1 root CLlI

1) PC VTS
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2) PC
3) PC
4) <enter>
5) VTS root
Telnet/SSH
1) telnet VTS_ip_address or
2) ssh root@VTS_ip_address

- 9600-8-N-1 No flow control

11.4.2 System admin CLI
System admin
1) : System administration -> Users administration

2) [Add user] [Edit user]

3) = System admin
4) shell = CLI
5) [Add] [Submit]

6) System admin ,

11.5. CLI VTS
11.5.1 /
1) VTS , /cnf/enf_tar.gz
unmount
2) , /tmp/cnf/
3) [Save to flash],
, VIS /cnf

/cnf/cenf_tar.gz

11.5.2 CLI
CLI VTS ,

1) vi
(

2) saveconf

3) applyconf

root@®192.168.0.117:~# configmenu

SSH/telnet
/tmp/cnf/ /cnf/
CLI saveconf ,
mount /tmp/cnf/
configmenu
C. VIS )
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or

root®192.168.0.117:~# cd /tmp/cnf
root@192.168.0.117:/tmp/cnf# vi redirect.cnf
root®192.168.0.117:/tmp/cnf# saveconf
root@192.168.0.117:/tmp/cnf# applyconf

11.6. Script

Shell script /usr2/rc.user VTS

script rc.user

#1/bin/bash

#

# rc.user : Sample script file for running user programs at boot time
#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here

echo “This is the welcome message defined by users’exit O

11.7. File

ftp

/usr?

root®192.168.0.117:~# cd Zusr2

root®192.168.0.117:/usr2# ftp 192.168.2.3

Connected to 192.168.2.3.

220 Ixtoo.senalab.co.kr FTP server (Version wu-2.6.1-16) ready.
Name (192.168.2.3:root): sena

331 Password required for sena.

Password:

230 User sena logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get test.tgz

local: test.tgz remote: test.tgz

200 PORT command successful.

150 Opening BINARY mode data connection for test.tgz (350 bytes).
226 Transfer complete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

scp Encrypt
PC VTS(192.168.0.120)
PC

150



[root@localhost work]# scp root®192.168.0.120:/usr2/rc.user /work

The authenticity of host "192.168.0.120 (192.168.0.120)" can"t be established.

RSA key fingerprint is cl:70:ab:52:48:ab:e5:dc:47:9c:94:ed:99:6F:94:4F.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added "192.168.0.120" (RSA) to the list of known hosts.
root®192.168.0.120"s password:

rc.user 100% I R e e e I 173 00 - 00
[root@localhost work]#

11.8.

/usr2/rc.user

echo 9600 > /var/run/mgetty.console
9600

US Robotics
echo “9600 &F&B1”> /var/run/mgetty.console

11.9.
11.9.1 telnet disable
VTS , (SSH TCP 22 telnet TCP 23)
, , /Telnet/SSH VTS ,
script rc.user , (telnet

1. inetd.conf

1 /etc/inetd.conf (telnet comment out )
2 inetd.conf /usr2/inetd.conf
3 lusr2/rc.user script

#1/bin/bash

#

# rc.user : Sample script file for running user programs at boot time
#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
# Add shell command to execute from here
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cp -a /usr2/inetd.conf /etc/inetd.conf
ps -ef

while killall inetd 2>/dev/null;

do sleep 1;

ps -ef

done

/usr/sbin/inetd

ps -ef

exit O

, telnet

2. iptables rule

1 /usr2/rc.user script

#1/bin/bash
#

# rc.user : Sample script file for running user programs at boot time

#

#1/bin/bash
#

# rc.user : Sample script file for running user programs at boot time

#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here

# if user wants to disable telnet service from all host

iptables -A INPUT -p tcp -s --dport 23 -j DROP

# 1Ff user wants to enable telnet service only from specific hosts(192.168.0.0 ~

192.168.0.255)

#iptables -A INPUT -p tcp -s ! 192.168.0.1/255.255.255.0 --dport 23 -j DROP

, fusr2/rc.user

rc.user

exit 0
telnet disable
Factory Reset , VTS
script /usr2/rc.user.old#
11.9.2 CLI RADIUS
VTS CLI  Linux-PAM (Pluggable Authentication Modules for Linux)

CLI RADIUS

, Radius

VTS
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1. Serial/Telnet console

1 RADIUS (192.168.0.135)

2 VTS

3 /usr2/ RADIUS 1P , Secret timeout
server

# vi /usr2/server
192.168.0.135 testingl23 10

4 /usr2/ PAM
login
# vi /usr2/login

Radius
auth required pam_securetty.so
auth required pam_radius_auth.so
account required pam_unix.so
password required pam_uniXx.so
session required pam_unix.so

Radius and Local

( Radius Local
-)

auth required pam_securetty.so
auth required pam_radius_auth.so
auth required pam_unix_auth.so
account required pam_unix.so
password required pam_uniXx.so
session required pam_unix.so

Radius or Local

( Radius Local 2
auth required pam_securetty.so
auth sufficient pam_radius_auth.so
auth required pam_unix_auth.so
account required pam_unix.so
password required pam_unix.so
session required pam_unix.so

Radius down — Local

( Radius Radius Local 2

auth required pam_securetty.so

auth [success=done new_authtok reqd=done authinfo_unavail=ignore default=die] pam_radius_auth.so
auth [success=done new_authtok_reqgd=done authinfo_unavail=ignore default=die] pam_unix_auth.so
account required pam_unix.so

password required pam_unix.so

session required pam_unix.so
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5 root securetty

# vi /usr2/securetty

6 server, login securetty
# cp /usr2/server /etc/raddb

# cp /usr2/login /etc/pam.d
# cp /usr2/securetty /etc/securetty

7

/usr2/rc.user script

telnet CLI RADIUS

RADIUS

, Factory default reset

root pts logins securetty

VTS Reset , /usr2/rc.user script
/usr2/rc.user.old# rc.user
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2. SSH console

1 RADIUS (192.168.0.135)

2 VTS

3 /usr2/ RADIUS 1P , Secret timeout
server

# vi /usr2/server
192.168.0.135 testingl23 10

4 /usr2/
PAM ssh
# vi /usr2/sshd

sshd

Radius
auth required pam_radius_auth.so
auth required pam_nologin.so
session required pam_unix.so

Radius and Local

( Radius Local
-)
auth required pam_radius_auth.so
auth required pam_unix_auth.so
session required pam_unix.so

Radius or Local

( Radius Local D)
auth sufficient pam_radius_auth.so
auth required pam_unix_auth.so
session required pam_unix.so

Radius down — Local
( Radius

Radius Local

-)

auth [success=done new_authtok_ reqd=done authinfo_unavail=ignore default=die] pam_radius_auth.so

retry=2

auth [success=done new_authtok_reqd=done authinfo_unavail=ignore default=die] pam_unix_auth.so

session required

5 sshd_config

pam_unix.so

UsePAM yes PasswordAuthentication

# cp /etc/ssh/sshd_config /usr2/
# vi /usr2/sshd_config

PasswordAuthentication no
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6 SSHD inetd.conf
# cp /etc/inetd.conf Zusr2/

# vi /usr2/inetd.conf

7 server, sshd inetd.conf
# cp /usr2/server /etc/raddb/
# cp /usr2/sshd /etc/pam.d/

# cp /usr2/inetd.conf /etc/

8 inetd
# killall inetd
# /usr/sbin/inetd

SSH CLI RADIUS

/usr2/rc.user script
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10

SSH

TeraTerm Pro SSH - Use challenge/response(TIS) to login

r Radius Down — Local TermTerm Pro

Putty SSH - Preferred SSH protocol version 2

ﬂ!

il

Eplludim

157



F-secure SSH - Authentication Method *“ Keyboard interactive”

“onn&ct 1o Aemoie Host x|
' Host fame ar IP address: | Comnect I
[EAERE =|
Liser Mame: TN
[rocd =
Fort:
[
futhentication Methods: (7 % 4
[Eayhaard Inleraclive

11.9.3 CLI TACACS+
VTS CLI  Linux-PAM (Pluggable Authentication Modules for Linux)
CLI TACACS+
, TACACS+
VTS
1. Serial/Telnet console
1 TACACS+ (192.168.0.135) . TACACS+

.(# /usr/local/sbin/tac_plus —C /etc/tac_plus.cfg —d 4088)
2 VTS
3 /usr2/

PAM
login
# vi /usr2/login

TACACS+
auth required pam_securetty.so
auth required pam_tacplus.so encrypt service=ppp protocol=Icp
server= 192.168.0.135 secret=vtsl123
#account required pam_unix.so
#password required pam_unix.so
#session required pam_unix.so

TACACS+ and Local

( TACACS+ Local

-)

auth required pam_securetty.so
auth required pam_tacplus.so encrypt service=ppp protocol=Icp server=
192.168.0.135 secret=vts123
auth required pam_unix_auth.so
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account required pam_unix.so
password required pam_unix.so
session required pam_unix.so

TACACS+ or Local

( TACACS+ Local 2)

auth required pam_securetty.so
auth sufficient pam_tacplus.so encrypt service=ppp protocol=Icp
server= 192.168.0.135 secret=vtsl123
auth required pam_unix_auth.so
account required pam_unix.so
password required pam_unix.so
session required pam_unix.so

4 root securetty

# vi /Jusr2/securetty
console
ttySO
pts/0

5 login securetty

# cp /usr2/login /etc/pam.d

# cp /usr2/securetty /etc/securetty

/usr2/rc._user script

#1/bin/bash
#

# rc.user : Sample script file for running user programs at boot time

#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here

# Add shell command to execute from here

cp —f Zusr2/login /etc/pam.d/
cp —f /usr2/securetty /etc/

exit O

telnet

TACACS+

CLI

Factory default reset
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root pts logins securetty

console
ttySO
pts/0
pts/1

pts/9

VTS Reset , fusr2/rc.user script

/usr2/rc.user.old# , rc.user

2. SSH console

1 TACACS+ (192.168.0.135)
2 VTS
3 /usr2/ ,
PAM ssh sshd
# vi /usr2/sshd
TACACS+
auth required pam_tacplus.so encrypt server=192.168.0.135
secret=vtsl23
auth required pam_nologin.so
session required pam_unix.so

TACACS+ and Local

( TACACS+ Local
-)
auth required pam_tacplus.so encrypt server=192.168.0.135
secret=vtsl23
auth required pam_unix_auth.so
session required pam_unix.so

TACACS+ or Local

( TACACS+ Local 2
auth sufficient pam_radius_auth.so
auth required pam_unix_auth.so
session required pam_unix.so
4 sshd_config UsePAM yes PasswordAuthentication no

# cp /etc/ssh/sshd_config /usr2/
# vi /usr2/sshd_config

PasswordAuthentication no

UsePAM yes
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5 sshd sshd_config
# cp /usr2/sshd /etc/pam.d/
# cp /usr2/sshd_config /etc/ssh/

/usr2/rc.user script

SSH CLI TACACS+

7 SSH 11.9.2 CLI RADIUS 2.
SSH console 10
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A:

A.l Ethernet Pin out

VTS  AT&T 258 Ethernet

A-1. RJ45

A-1. Ethernet RJ45

1 Tx+
2 Tx-
3 Rx+
4 NC
5 NC
6 Rx-
7 NC
8 NC
A.2 Pin out
VTS RJ45
A-2
A-2. RJ45
1 CTS
2 DSR
3 RxD
4 GND
5 DCD
6 TxD
7 DTR
8 RTS
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A.3

Cisco [Ethernet
RJ45
Nortel DB9 male /Ethernet
DB9 DTE + RJ45-DB9F cross-over
Sun Sparc /Ethernet
DB25 female + RJ45-DB25M cross-over
DB25 DTE
DB25 male /Ethernet
DB25 DTE + RJ45-DB25F cross-over
DB25 male [Ethernet
ISDN + RJ45-DB25M straight
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 <> 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 —r— 3 TXD
GND Red 4 > 5 GND
DCD Green - 5 1 < DCD
TXD Yellow 6 <> 2 RXD
DTR Brown 7 ) 6 <= DSR
RTS White 8 > 8 CTS

“ + RJ45-DB9F

RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 4 RTS
DSR Orange —> 2 1> 20 DTR
RXD Black 3 —r— 2 TXD
GND Red 4 At 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 > 6 <= DSR
RTS White 8 1> 5 CTS

RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 —r— 2 TXD
GND Red 4 At 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 <= DSR
RTS White 8 <> 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 —— 3 RXD
GND Red 4 > 7 GND
DCD Green 5 <> 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 > 4 RTS

D + RJ45-DB25F/M
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VTS PC
B-1.
VTS
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet

B-2.
VTS
Cisco Systems | AIR-PCM340/Aironet 340/350 Cisco Systems 340/350 11 Mbps LAN
Series Wireless LAN Adapter
Cisco Systems AIR-PCM350/Aironet 350 Cisco Systems 350 Series 11 Mbps LAN
Wireless LAN Adapter
Lucent PC24E-H-FC/Orinoco Silver Lucent Technologies 11 Mbps LAN
Technologies WaveLAN/IEEE Version
01.01
Agere Systems Orinoco Classic Gold Lucent Technologies 11 Mbps LAN
(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps LAN
(WLI-PCM-L11GP) Version 01.01
B-3. ATA/IDE Fixed Disk Card
VTS
Advantech CompactFlash CF 48M 48 MB
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB
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B-4.

VTS
- PCMCIA CARD .
Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§n411FM56C-NFS FAX/MODEM PC
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC
CIRRUS LOGIC
KINGMAX KIT PCMCIA 56K 56K MODEM CL-MD56XX | V.90 FAX/MODEM PC
Fax/Modem Card 541
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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C: VTS

C.1 System.cnf

#

# system.cnf

#

# system configuration which exist only one place on this file.
#

# kind of IP configuration mode
# 1 - static ip , 2 - dhcp , 3 - pppoe
ipmode = 1

# system ip addres
ipaddr = 192.168.161.5

# system subnet mask
subnet = 255.255.0.0

# system gateway
gateway = 192.168.1.1

# dns configuration

# "p_dns® is a primary dns ip address and "s _dns® is a secondary dns ip address
# 1Ff you want to set dns authmatically in case of dhcp or pppoe,

# you can set "bmanual_dns® to O.

p_dns = 168.126.63.1

s_dns = 168.126.63.2

bmanual_dns = 1

# pppoe configuration
# “ppp_usr® is pppoe account name and “ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Email logging configuration

# if you want to send log via E-mail, set "emaillog® to 1

# “emaillog_num® trigger sending email.

# The number of logs are greater than “"emaillog_num™, then send it.
emaillog = 0O

emaillog_num = 5

# SMTP configuration

# "smtpsvr® is a SMTP server .

# “sysmailaddr® is a sender address.

# "recvmailaddr® is a receiver address.

# “smtp_mode® means a SMTP server authentication mode.

# 1 - smtp w/o authentication , 2 - pop before smtp , 3 - smtp w/
authentication

# IFf "smtp_mode"™ is 2 or 3, you need SMTP account information.

# “smtp_user® is a SMTP account name and "smtp_pwd"™ is a password.
smtpsvr = smtp.yourcompany .com

sysmailaddr = vts1600@yourcompany .com

recvmailaddr = admin@yourcompany.com

smtp_mode = 1
smtp_user = admin
smtp_pwd = admin

# “device_nhame® mean a unit name assigned. A unit name will be a identifier
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among PS products.
device _name = VTS Device

# IP filtering configuration

# By setting “btelnet”™ to 1, you can use remote console.

# Similarly by setting "bweb® to 1, you can use remote console.
# 0 means that protect any access.

# “enable_ip", "enable_netmask®™ pair is a source rule specification for remote
console filtering.

# “enable_webip®, “enable_webnetmask® pair is for web filtering.
btelnet = 1

bweb = 1

enable_ip = 0.0.0.0

enable_netmask = 0.0.0.0

enable_webip = 0.0.0.0

enable_webnetmask = 0.0.0.0

# dynamic DNS(DDNS) configuration

# dynamic dns can be enabled by setting "bdyndns® to 1. O for disable.

# "dyn_dn® is a domain name for your DDNS.

# "dyn_user® iIs a account name for DDNS and “"dyn_pwd"™ is a password for it.
bdyndns = 0

dyn_dn = vts1600.dyndns.biz

dyn_user = vtsl1600-user

dyn_pwd = vts1600-pwd

# NTP configuration

# "ntp_enable™ set to 1 for using NTP or set to O.

# “ntp_serverip® iIs the IP address of NTP server and “ntp_offset® is a your
offset from UTC.

# IFf you don"t know any NTP server IP, then set “ntp_auto_conf® to 1.
ntp_enable = 0

ntp_auto_conf = 1

ntp_offset = 0.0

ntp_serverip = 192.168.200.100

Log configuration

system logging is enabled by "log_enable®™ to 1.

“logbuf_size" is a variable for representing log buffer size by KB.
“"log_stoloc® is a location to save log.-

1 = memory 2 = CF card 3 = NFS 4 = SYSLOGD

IT you choose log location to SYSLOGD, "logbuf _size® you®"ve set will loose his
role - limiting log file size.

log_enable = 1

logbuf _size = 4

log_stoloc = 1

HHHHHH

Port access menu(PAM) configuration
Enable or disable port access menu by setting "master_enb®" 1 or O.
"master_port® is a listening port for PAM.
"master_proto®" means a protocol .
1 = Telnet , 2 = SSH , 3 = RawTCP
To set Inactivity time-out, set "master_inactivity". A unit is second.
“"master_localip®™ means a assigned ip for PAM.
"master_authmethod®™ means a authentication method for PAM.

0 None

1 radius 2 = local 3 = radius/local 4 = local/radius

5 TACACS+ 6 = TACACS+/local 7 = local/TACACS+

8 = LDAP 9 = LDAP/local 10 = local/LDAP
IT your authenticatio method is not None or Local, then you have to specify
other parameters
# “master_p_radius_auth® and "master_s radius_auth® is a authentication server
ip address.
One is a primary server and the other is secondary one.
"master_p_radius_acct®” and "master_s_radius_acct" is for accounting server.
Accounting server parameters isn"t needed in case of LDAP.
"master_radius_secret” iIs a shared secret only for RADIUS and TACACS+.

H H
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# In RADIUS case, you have two more parameters, "master_radius_timeout® and
"master_radius_retries”.

# One is for the timeout and the other is for the count of retries.

# “master_ldap_search_base® parameter - ldap base string - is ONLY FOR LDAP.
master_enb = 1

master_port = 7000

master_proto = 1

master_inactivity = 100

master_localip = 192.168.1.100

master_authmethod = 2
master_radius_timeout
master_radius_retries
master_ldap_search_base

= 10
=3
= "dn=yourcomapy ,dn=com"

# syslog configuration

# You can run or kill syslogd by setting "bsyslog_service®™ to 1 or O.

# "syslog_ip" is a IP addresss of a remote syslog server.

# "syslog_2ndip®" is a IP address of a secondary syslogd server which will get
the same logs.

# "syslog_facility" specify what type of program is logging. O ~ 7 for LOCALO
LOCAL7

bsyslog_service = 0

syslog_ip = 192.168.200-100

syslog_facility = 0

# NFS configuration

# You can mount or unmount NFS by setting “bnfs_service® to 1 or O.

# "nfs_ip" is a NFS server IP addresss and "nfs_path® is a mount path.
bnfs_service = 0

nfs_ip = 192.168.200.100

nfs_path = /

# WEB configuration

# IFf you want to support HTTP, then set "bweb_http® to 1. If not, set tot O.
# “bweb_https® is for HTTPS.

# "web_refresh_rate" is for refresh the changing page when you see the system
status page.-

bweb_http = 1

bweb_https = 1

web_refresh_rate = 10

# TCP configuration

# "keepalive_time" is a time before keep alive takes place.

# “keepalive_probes® is the number of allowed keep alive probes.
# "keepalive_intvl®™ is a time interval between keep alive probes.
keepalive_time = 15

keepalive _probes = 3

keepalive_intvl = 5

# Ethernet configuration

# "ethernet_mode" is a ethernet mode.

# 0 = Auto Negotiation, 1 = 100BaseT Half Duplex, 2 = 100BaseT Full Duplex,
# 3 = 10BaseT Half Duplex, 4 = 10BaseT Full Duplex

ethernet_mode = 0

# PCMCIA configuration

# "pcmcia_card_type" shows a pcmcia card type.

# 0 for empty , -1 for unsupported card, 1 for CF card, 2 for Network card,
# 3 for Wireless Network card, 4 for Serial Modem card

pcmcia_card_type = 0

# PCMCIA ipconfiguration

# same with system ip configuration
pcmcia_ipmode = 2

pcmcia_ip = 192.168.1.254
pcmcia_subnet = 255.255.255.0
pcmcia_gateway = 192.168.1.1
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pcmcia_ppp_usr = whoever

pcmcia_ppp_pwd = pppoepwd
pcmcia_bmanual_dns = 0

# In case of serial modem card, "pcmcia_modem_initstr® means a modem init string.
pcmcia_modem_initstr = qle0s0=2

# Wireless network card configuration

# To enable or disable Wired Equivalent Privacy(WEP), set "pcmcia_wep_enb®" to 1
or O.

# "pcmcia_web_mode® is a WEP mdoe. 1 for encrypted, 2 for shared

# “pcmcia_wep_length® is a length for WEP. 1 for 40 bits, 2 for 128 bits

# "pcmcia_wep_key str® is a key string for WEP.

pcmcia_wep_enb = 0
pcmcia_wep_mode

=1
pcmcia_wep_length =

1

# "pcmcia_cf_conf_max®™ is a maximum size to use in case of CF card.
pcmcia_cf _conf _max = 0

C.2 Redirect.cnf

#

# redirect.cnf

#

# Port configuration except port access menu place on this file.

# Basically keys followed by "port® key are data for those port.

# Port number is zero-by-index and the maximum value for port is used as all
port configuration

# Data followed by all port are default values and will NOT be applied.

# "port® key notify the port data follow.

# IT you want to activate the port, set “"benable® to 1. If not, set to O.

# IFf you set "bmanset®™ to 1, you don"t want to change the port data by changing
all port configuration.

# IFf you want to change the port data by changing all port configuration, set to
0.

port = 0O
benable = 0
bmanset = 0
port = 1
benable = 0
bmanset = 0
port = 2
benable = 0
bmanset = 0
port = 3
benable = 0
bmanset = 0
port = 4
benable = 0
bmanset = 0
port =5
benable = 0
bmanset = 0
benable = 0
port = 6
bmanset = 0
benable = 0
port = 7
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bmanset = 0
benable = 0
port = 8
benable = 0
bmanset = 0
port = 9
benable = 0
bmanset = 0
port = 10
benable = 0
bmanset = 0
port = 11
benable = 0
bmanset = 0
port = 12
benable = 0
bmanset = 0
port = 13
benable = 0
bmanset = 0
port = 14
benable = 0
bmanset = 0
port = 15
benable = 0
bmanset = 0

# As refered, maximum port (in case 16 port machine ,16) represents the defaults
values for
# all port configuration.

port = 16

benable = 0

bmanset = 0

# Serial parameter configuration

# “uarttype® is for UART type. But PS only support RS232.

So set “uarttype® to O and DO NOT CHANGE.

"baudrate® is for baudrate. From 1200 to 230400 is available.

"stopbits® is for stop bits. 1 for 1 bit, 2 for 2 bits

"databits® is for data bits. 7 for 7 bits, 8 for 8 bits.

"parity” is for parity. O for none, 1 for even , 2 for odd parity.
"flowcontrol" is for flow contorl. O for none, 1 for XON/XOFF, 2 for hardware
flow control

# “dtropt” is for dtr option.

# 1 = Always HIGH, 2 = Always LOW, 3 = High when open

# "interchartimeout” is for inter-character timeout. It works ONLY FOR RAWTCP

HHHHHH

mode.

uarttype = 0
baudrate = 9600
stopbits = 1
databits = 8
parity = 0
flowcontrol = 0
dtropt = 0

interchartimeout = 100

# Host mode configuration

# “protocol®™ means a host mode.

# 0 = Terminal Server, 1 = Console Server, 2 = Dial-in modem, 3 = Dial-In
Termimal Server

protocol = 1

# In Terminal Server mode, “destip® and “destport®™ is destination IP and port to
connect.

destip = 0.0.0.0

destport = 0

# In Console Server mode, "localip® is a assigned IP to the port and "localport”
is a listenning port.
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local _ip = 0.0.0.0

localport = 0

# "iInactivitytimeout®™ is a inactivity timeout in seconds.

inactivitytimeout = 100

# "run_proto” is a ethernet protocol for this port. This key is useless for
Dial-In modem mode.

# 1 = Telnet , 2 = SSH , 3 = RawTCP

run_proto = 1

# "ssh_break_string”™ is a string for send a break in case of Console server mode
and “run_proto® is SSH.

ssh_break_string = ~break

# 1P filtering configuration

# "allow_ip", "allow_netmask®™ pair is a source rule specification for serial
port access filtering.

allow_ip = 0.0.0.0

allow_netmask = 0.0.0.0

# “porttitle” is a port title.
porttitle = Port Title

Email notification configuration

Enable of disable e-mail notification by setting “en_enable” to 1 or O.
"en_minsnddelay” is a minimum delay of sending email notification.

A unit is second and minimum value is 5.

"en_msgtitle™ is a message title of email.

"en_mailto™ iIs reciever addresss.

"en_keywords® is a keyword to monitor. “en_keyword®" key can occur serveral
times.

# But the maximum number of keywords is 30.

en_enable = 0

en_minsnddelay = 5

en_msgtitle = Email Alarm Notification

en_mailto = admin@yourcompany.com

HHHHHHH

# Port buffering configuration

# Enable of disable port buffering by setting “pb_enable® to 1 or O.

# "pb_size® is a maximum port buffering size. Maximum value are different by
location.

# "pb_loc"™ is a location to store port buffer data.

# 1 = memory 2 = CF card 3 = NFS 4 = SYSLOGD

pb_enable = 0

pb_size = 4

pb_loc = 1

# In Dial-In Modem or Dial-in Terminal Server mode, you can set modem initstring
by setting "modem_initstr".
modem_initstr = qle0s0=2

# Authentication configuration
# "authmethod™ means a authentication method for port log-in.

# 0 = None

# 1 = radius 2 = local 3 = radius/local 4 = local/radius

# 5 = TACACS+ 6 = TACACS+/local 7 = local/TACACS+

# 8 = LDAP 9 = LDAP/local 10 = local/LDAP

# IT your authenticatio method is not None nor Local, then you have to specify

other parameters

# "p_radius_auth® and "s_radius_auth® is a authentication server ip address.
# One is a primary server and the other is secondary one.

# “p_radius_acct®™ and "s_radius_acct® is for accounting server.

# Accounting server parameters isn"t needed in case of LDAP.

# “radius_secret” is a shared secret only for RADIUS and TACACS+.

# In RADIUS case, you have two more parameters, "radius_timeout® and
"radius_retries”.

# One is for the timeout and the other is for the count of retries.
# "ldap_search_base® parameter - ldap base string - is ONLY FOR LDAP.
authmethod = 2
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0

radius_timeout 1
radius_retries = 3
ldap_search_base = "dn=yourcomapy,dn=com"

# “user_ctrl_mode" is user access control mode.

# 0 = disable, 1 = restriction , 2 = permission

# “restricted_user_list" is a string shows a restricted user list
# T“permitted _user_list" is a string shows a permitted user list
# 1n user list string, user IDs must be seperated by comma(,) -
user_ctrl_mode = 0

# "sniff_mode"™ is a sniffing mode option.

# 0 = disable, 1 = input , 2 = output , 3 = Both

# "sniff_user_list" is a sniff user list. Like above user list, user name should
be seperated by comma.

sniff_mode = 0
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3 (Well Known Port),
(registered port), (Dynamic) (private port)
0 1023 , 1024 49151
49152 65535
1ANA ,
D-1
1ANA
http://www. iana.org/assignments/port-numbers
D-1. port number
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP ubP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP

175



E: Bootloader

E.1

Bootloader , BOOTP/TFTP
. VTS

<ESC> , bootloader

E.2

Bootloader ,

VTS

firmware

E-1. Bootloader
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E.3 RTC

RTC s VTS

E-2. Bootloader RIC

E.4

( IP ) ping UART
( ) , <ctrl-c>
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) ping

<ctrl-c>

1P ) ping

Ethernet UART

I/
192.168.0.128

7

UART

UART

, VIS  Ethernet

V7S

[Firmware Upgrade]

~

Ethernet

- 7

P
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E-3. Bootloader

[Auto test] ,
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[LED]

SERIAL READY LED ON/OFF--————————— 3 time(s)

[EEPROM]

EEPROM : A Type exist

EEPROM TeSt ——————————— o [SUCCESS]

[UART]

<--Internal loop test-->

Port # 1 test in progressing(Read/Write)-—-—————-——- [SUCCESS]

Port # 2 test in progressing(Read/Write)-——————-—- [SUCCESS]

Port # 3 test in progressing(Read/Write)-—-—————-——- [SUCCESS]

Port # 4 test in progressing(Read/Write)-——————-—- [SUCCESS]

Port #30 test in progressing(Read/Write)-—-—-—-———-—- [SUCCESS]

Port #31 test in progressing(Read/Write)-——————-—- [SUCCESS]

Port #32 test in progressing(Read/Write)-—-—-————-—- [SUCCESS]

<--External loop test-->

Port # 1 test in progressing(Read/Write)-—-——-———-—- [SUCCESS]
(RTS/CTS)————————————— [[SUCCESS]
(DTR/DSR)————————————— [SUCCESS]

Port # 2 test in progressing(Read/Write)-——————-—- [SUCCESS]
(RTS/CTS)————————————— [SUCCESS]
(DTR/DSR)————————————— [[SUCCESS]

Port # 3 test in progressing(Read/Write)-—-—————-——- [SUCCESS]
(RTS/CTS)————————————— [[SUCCESS]
(DTR/DSR)————————————— [[SUCCESS]

Port # 4 test in progressing(Read/Write)-——————-—- [SUCCESS]
(RTS/CTS)————————————— [[SUCCESS]
(DTR/DSR) ————————————— [SUCCESS]

Port #31 test in progressing(Read/Write)-—-—————-—- [ SUCCESS]
(RTS/CTS)————————————— [[SUCCESS]
(DTR/DSR)————————————— [[SUCCESS]

Port #32 test in progressing(Read/Write)-—-—————-——- [SUCCESS]
(RTS/CTS)————————————— [SUCCESS]
(DTR/DSR)————————————— [[SUCCESS]

[PCMCIA]

5V CARD

5.0V card found: Lucent Technologies WaveLAN/IEEE Version 01.01
Network Adapter Card

[Ethernet]

Ethernet chip test--————\------—————— -~ [SUCCESS]
PING 192.168.0.135 from 192.168.161.5 : 64 bytes of ethernet packet.

64 bytes from 192.168.0.135 : seg=0 ttl=255 timestamp=11172879 (ms)

64 bytes from 192.168.0.135 : seg=1 ttl=255 timestamp=11173874 (ms)

64 bytes from 192.168.0.135 : seq=2 ttl=255 timestamp=11174875 (mns)

64 bytes from 192.168.0.135 : seg=3 ttl=255 timestamp=11175876 (ms)

*xxxkx*  Hardware auto-detect and auto-test SUMMARY *****x*x

1. DRAM Test ——————————————mmmmmm [SUCCESS]
2. FLASH TeSt ———————————— e [SUCCESS]
3. FANTest - - - ——— - [SUCCESS]
4. EEPROM Test--—-—————————— [SUCCESS]
5. UART Test Summary
Port NO | exist status | exist status | exist status | exist status

Port 01-04] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 09-12] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
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Port 13-16] YES SUCCESS
Port 17-20] YES SUCCESS
Port 21-24] YES SUCCESS
Port 25-28] YES SUCCESS
Port 29-32] YES SUCCESS

YES SUCCESS
YES SUCCESS
YES SUCCESS
YES SUCCESS
YES SUCCESS

YES SUCCESS
YES SUCCESS
YES SUCCESS
YES SUCCESS
YES SUCCESS

YES SUCCESS
YES SUCCESS
YES SUCCESS
YES SUCCESS
YES SUCCESS

6.PC CARD Test Summary

5V CARD

5.0V card found: Lucent Technologies WaveLAN/IEEE Version 01.01
Network Adapter Card

7. PING Test ——————— oo [SUCCESS]

PRESS any key to continue!!

E-4. Bootloader

Select menu

. Test Mode - One time
Auto test

DRAM test

FLASH test

FAN test

LED test

EEPROM test

UART test

PC card test

. Ethernet test

<ESC> Back, <ENTER> Refresh

O©CO~NOOOPAWNEO

FxxAIAE Hardware auto-detect and auto-test ***
[DRAM]
DRAM Test in progress ————————————— [ 640KB]
DRAM T@ST — === === mmm oo oo oo [SKI1PPED]

[FLASH]

Flash Test Status-----——-—-——-—-—-——----—---————————————— L 2 %]
FLASH TeSt —————————————— - [SKIPPED]

InUse LED . ,

<ctrl-c>
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E.5 Firmware upgrade

Firmware upgrade

firmware ,
firmware
BOOTP TFTP 2
BOOTP . TFTP
IP 192.168.161.5.
Firmware upgrade , [Server’
Name] firmware

. firmware upgrade

s IP address]

firmware

DHCP

firmware

[Firmware File

Select menu
1. Protocol [BOOTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server®s IP address [192.168.0.128]
4_ Firmware File Name [vts3200.bin]

5. Start firmware upgrade
<ESC> Back, <ENTER> Refresh

Select menu
1. Protocol [TFTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server®s IP address [192.168.0.128]
4_ Firmware File Name [vts3200.bin]

5. Start firmware upgrade
<ESC> Back, <ENTER> Refresh

E-6. Bootloader

[Start firmware upgrade]

y’ , Firmware upgrade

firmware upgrade

Select menu
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1. Protocol [BOOTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server®s IP address [192.168.0.128]

4_ Firmware File Name [vts3200.bin]

5. Start firmware upgrade

Firmware upgrade cannot be stopped until finished.

And all configuration parameters are restored to default values.

Do you really want to start firmware upgrade(y/n)?y

BOOTP broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our IP address is 192.168.161.5

Filename "vts3200.bin".

Load address: 0x100000

Loading: #HHHHHHHHH
HHHH R R R R R R R R
HHHH AR AR R R R R R R R R
HHHH R R R R R R
HHHH AR R AR R AR R R R R AR
HHHH R R R R R R R R
HHHH AR AR AR R R R R A R R R
HHHH R R R R R R R R
HHHH AR AR R R R R R R AR AR
HHHH R R R R R R R
HHHH AR AR R R R R R R R R R
HHHH AR R R R R R R R
HHHHAH AR R R R
HH R R R R R R R
HHHHAH A R R R
HH R R R R R R R R
HHHH A R R R
HHHH AR R R R R

done

Bytes transferred = 5838194 (591572 hex)

Erase Flash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Flash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Firmware upgrade is finished successfully.

Select menu
1. Protocol [BOOTP]
2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server®s IP address [192.168.0.128]
4. Firmware File Name [vts3200.bin]
5. Start firmware upgrade
<ESC> Back, <ENTER> Refresh

E-7. firmware upgrade

firmware upgrade ’
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F: NFS

F.1

NFS
NFS  UDP

- NFS server client data
- NFS server ID
- NFS server client NFS
NFS (Encrypted NFS Secure NFS)
. VTS NFS SSH (SSH tunneling)
NFS NFS server
F.2 NFS server
NFS TCP NFS server
Windows 0S NFS server
TCP . Xlink Technology Omni-NFS server v4.2
. Omni-NFS server Xlink Technology Web
Site Download . (http://www.xlink.com/eval .htm)
Omni-NFS server
Step 1. Omni-NFS server v4.2  Download
Step 2. "nfserver.exe"
Step 3. Omni-NFS server , -> -> Omni-NFS Server
V4. NFS server
Step 4. XLink NFS Server , Action New Entry
Step 5. NFS Server Export Browse NFS  mount
1. export "Exported Alias”
Vis NFS server mounting path
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2. Linux  NTFS .

V7s NTFS mount FAT
FAT32
Step 6. NFS Server Export Directory Access Rights

"Read/Write" check

F.3 OpenSSH
VTS NFS SSH tunneling . NFS server

SSH daemon NFS

OpenSSH for Windows v3.6.1 . OpenSSH
for Windows URL, download

http://lexa.mckenna.edu/sshwindows/download/releases/

OpenSSH for Windows

Step 1. OpenSSH for Windows package download
Step 2. "setupssh361-20030512.exe™"

Step 3. command prompt(Dos ) OpenSSH
,( Program Files\OpenSSH ,)

Step 4. bin

Step 5. mkgroup group permissions

C:\Program Files\OpenSSH\bin> mkgroup -1 >> __\etc\group

Step 6. mkpasswd passwd

Windows "-u username*

C:\Program Files\OpenSSH\bin> mkpasswd -1 >> __\etc\passwd

Step 7. OpenSSH server

C:\Program Files\OpenSSH\bin> net start opensshd

Step 8. “ pause.exe” "Program Files\OpenSSH\bin" directory
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. 1. “pause. exe’ Vis

2. server client Encrypted TCP
3. Vis cD ROM
F.4 VTS Encrypted NFS
NFS server OpenSSH VTS Encrypted NFS

Step 1. VIS  Web Ul
Step 2. NFS server configuration
Step 3.
NFS service : Enabled
Primary NFS server IP address : Encrypted NFS server IP address
Mounting path on primary NFS server : "Exported Alias"
Primary NFS timeout (sec, 5-3600) : . (5sec )
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : Encrypted NFS server
Encrypted primary NFS server password : password
Confirm primary NFS server password : password
Step 4. Save & apply.

Step 5. system log port log location NFS server

Step 6.
Encrypted NFS , LanExplorer  EtherReal
NFS , VTS
NFS . , Encrypted NFS ,
CM  NFS ,
(Decode)
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G: SNMP VTS
G.1
NMS( ) SNMP SNMP
. VTS NS SNMP
NMS SNMP )
G-1 VTS SNMP MIB-11 0ID SNMP

VTS

Edit Miew SMNMP  Action
N@® 1

Query |MIB | Fing |

Tools  Window Help

FastihfiByd

B=1E3

Remote SHMF agent
|1921E&?JD

MIB tree

S plit

w | [ Wertical

= g MIB Tree
=[] =0
=27 org
=2 dod
=[] internet
(221 mgmt
=7 private
=7 enterprizez
=[] =ena
=127 zenaProducts
(23 =enaldPSLink
=[] =enavTs
=[] general
i generalModel
i generalFimmwarelerzion
i generalBootcodelersion

B

Huemny results

Wielcome to MG-50FT MIB Browser Professional Edition

Remaote address: 192.168.7.10 part: 1687 krangport: IPAJDP

Local address: 19216871 part: 1233 rangport: IPAUDP
Pratacal wersian: SHMPY1

QID 1,3,6,1,4.1,12236,1,2, 20,15

& SHMPyl

@oe B

G-1. SNMP
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G.2

SNMP Get / Get-Next VTS

Guerny resulks

= SMMP QUERY STARTED »==

. generaltdodel. 0 [octet sting) W T5-3200 [56.54.53.20.33.32.30.30 [hex]]

- generalFirmwaret'ersion. 0 [octet sting) +1.6. 171 [F6.31.2E.36.2E.31.72.63.31 [hex]]
: generalBootcodet ersion. 0 [octet sting] 1.1.3 [31.2E.31.2E. 33 [hex]]

. generalHwWRevizion. 0 [octet sting] «1.x [[6.31.2E.73 [hex]]

. generalFlazhSize. 0 [integer] 3388608

- generalEtherdddress. 0 [octet sting] 00:07:95:05: 22 3z

- generallPAddress. 0 [ipaddreszs) 192.168.7.10

. generalll esvicename. 0 [octet sting] YTS3200_Device [56.54.53.33.32. 30, 30.5F 44.65. 76 B9.63.65 [hex]]
- generals avedpplConfig.0 [integer] ready(0]

“# GHMP QUERY FIMISHED ===

E000 S M e Doy

34

[

G-2. SNMP
G.3
SNMP Set VTS
set - generalDericename.( [$_<|

Femate SHMP agent

132.168.7.10 v
OID to Set
1.361.4.1.12236.1.220.18.0 v|

Yalue to Set

v @

Syntas

() Integer3z? () Timeticks ) Counterfd
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