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VIS 2HICIE Linux JIEt & 22l MHLICH. 0 HS2, Linux &0IM 28 235 XA
D2EZS PHIGHD U2OH, 10HS PC ILE CIHHIOIA SRS HZEO2M, AIZ2XS 220
U A2 S 2stotdSLICEH.

IT ®2JF, UWEKZ 22X el |EelEl 22lXMNS2 VISE 0lE80ld U ERIE Sl
Alelg & ZEDI Us AW, 2RH, A/AX & JIEF & AIAED 22 [T/Telco HUIE &
Zelg = USLICH

VIS ZHl= 235 ZE H2sS o, 4/816/32 JHol Al2lY ZEEZE JIXD ASLICH VIS 2
Al2lE ZEN RS232E KHESOZM HO 2= RS232 Alelg &XE HERIE Soll &8 £
UAH ELICH

VIS= TCP/IP, UDP 2 PPPoE (PPP-Over-Ethernet)2t 22 UHIERZD Z2XE=2S XS OZM,
DSL J|Bte] =1 OIFY HE L= J|E LAN 8 A0lAS SAl &Hl 221 JIsS MBEHLICH.

10/100 Base-T Ethernet UWERIAEZE Aol L (In-Band) 220t Jisoll, 3D

H=(dial-in) £= ADSL & AHOlE 22 =D QHY =g =6 22 (Out-of-Band) 22l

Jss H2E1D JASUCH. 8= |IP &AH(Broadband L= =& DNS)UHA S0 HIYS2 VTSSO
[———%

&2 Jisdlx=

VISE 42 22l JIss2 ML
AIAEL ALER 2EAl
212 A H
AAE 27 712 J|s

SNMP £i= emai |2 AIAE 270 28 J|

—
= =)
g, telnet £= AMAEH 225 ZEE 0/E0t0 BAN ¥d0IE JIs

OrMEH HIOIEH S48 2&56t= SSH(Secure shell) JIs

£ Olofofd® AMEXE CIHY ZZEZ & Al2/lg SHol et HEE o/ 3¢
2LOI0F LY.
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1.2 Ij7|X] M3 2[2E

- VTS 21 & &A

- && JoI=

- 19 21Xl &4 &X JIE

- 2Z/Ethernet HI0I=(RJ45-RJ45, AEHOIE 2m) 2 NE

- 02 JIEE UhsSS ZEELICH
_?_

A2l RJ45 S IZ-8H 3HUlF 1 NE
RJ45-0DB9 Female O1 &4 & (cross-over) 1T NE
RJ45-DB25 Female O E (cross-over) 1T NE
RJ45-0B25 Male Ol E (cross-over) 1T NE
RJ45-0B25 Male Of&E] (straight) 1 NE

- Quick Start Guide ot= 2]

- Hel loDevice Manager, HelloDevice VirtualCOM & Oi=<0| Z&E CD-ROM
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1.3 MZF At

VTS400 VTS800 VTS1600 VT1S3200 VTS4800
Al2lg 4-2E 8-ZLE 16-ZLE 32-ZE 48-ZE
QIEIH 0l £ RJ45 HEEI D} U= RS23D
A2l =5 1200bps ~ 230Kbps
SE HOo:
none, ot=%0I RTS/CTS, AZERIOI Xon/Xoff
AS:
RS232  Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
22 HMOi: DTR/DSR & RTS/CTS
HE3 RJ45 Ethernet HEEIE A =HSH 10/100 Base Ethernet
2IE B0 =~ 0N Y R P FA X
IzEZ ARP, IP/ICMP, TCP, telnet, SSH v1 & v2,
DNS, Dynamic DNS, HTTP, HTTPS,
Authentication, SMTP,DHCP client, NTP, PPPoE,
SNMP vi & v2 (MIB I1), RIP, Static routing
PC JtE CIS PC 2IE XI&:
=]V ES ATA/IDE fixed disc card / PSTN/COMA 28 =
LAN JI=/ 802.11b 2& LAN 2t=
XE J|s Host mode
ZE AW, BO0IE M, &3 22 #%, M5 ¥ HOE MH
IE HHY & 22
RAM ClA3 = ATA K22l JIE &= NFS A = syslog MH
ZHl B30 HAIXIO 2 email £= SNMP trap S Xl
Hot AMEX 1D Y &5
2ot HOlE QEHOIA: 24 910 A= SSH
ZEW st AEX O 22l & AAEX &5 22
RADIUS, TACACSt+, LDAP, Kerberos Authentication
P =4 ZEE
Clustering NAT-D18+S] S22 0|10 Secure Clustering X2
ZICH 544002 HHIE SAl0 &2l Jis
=2 ANeld 2= ZE, telnet, &, HelloDevice Manager
AAE 22
MNAE 202 XAsS22 email /SNWP M
RAM ClA3 E£= ATA HIZ22l ItE E£= NFS A &= syslog MH
A AE ALER
CHRESE AIAEN MEl HAl JIsS
B
telnet, Al2l 2 = @ 2HHOIAE S8t UR2CE Jis JIs
s& #& EX 22 :0~50°%
B2 2% : -20 ~ 66 °C
S& :© 90% Non—condensing
NE 5voC 110 ~ 240VAC 110 ~ 240VAC
Dual power
(Option)
=) 245 x 153 x 30 432 x 193 x 44.5 443 x 253 x 44
LxWxH(mm) 19 OIX| ol M Jis
2 (kg) 1.5 2.8 3.0(Single
Power )
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

| CMP Internet Control Message Protocol
UbP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

pPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service

SNMP Simple Network Management Protocol
RADIUS Remote Access for Dial-In User Service
SSH Secure Shel |

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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2: A|EFSHI |

2 M= VISE "2 &Xlotl &&ot= LHOll

CH
- 2.1 HE XM= THE BIXI & LED HAl S
=

- 2.2 3lE9 0 HAZEINA= VISe TR, HERA 2 &X o2 gg=2 AHEHL T
- 2.3 AlAEH ZZ0 EF50/= NAE 2L T= telnet L= & HRE AE0HH VTISS
2L LE( E&%0ts gEHs dHELICH
AESHHEH G229 XS0l 2 LIC.
- StLtel &2 HOIZ (IR0 ZEE)
- otLtel &£ /Ethernet HIOIE (IH2IXI0 Z&E)
- JA0Ig IIE(WIIX Zae)
- UIESI3 2IHHO0lA II=(018F NIC)IE RUeE ofLEel PC E£= BHLESl RS232 Al2lg ZE

2.1 i HiX]

2.1.1 VTS3200 mfd HHix]|

VTS32002 & 2-1(0l, AAE, Ethernet & Al2lY ZE)WAMS 20| AEf EAIZE 98 LED
TAISO0l 30 USLICH. 2FN JUs AS 3o HEAISES H, =H|, PC Card CIEHOIAE
LIEFHLICH. OIS 302l ZEAISS Ethernet 100Mbps, &3, &40 st AEHE UEILHLICEH.

e HAIS2 Aldlg ZEQ AS, =4 & sS4 AEHE UEELIC. 2 2-12 2f LED ZAIS2
Jlss ZgLU. g HIRE22 RM4S HUYH, Ethernet ZE, VIS3200 25 ZE, M&
A3 Al ZESS 2010 UAsUt

VTS3200 Sotmmmitme i
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H 2-1. V1S32009] LED XAl &=

ZANS Jls
Al AE Power R0l B3HeE B &S ELICH
Ready AMAE HE0| EH|HE B 8S ELIC
PC Card PC Card HXJt HECe FL B ELIU
Ethernet 100Mbps 100Base-TX 2= AL BE ELIC
LINK Ethernet HIER AN HZ&= 3 s dUC
Act Ethernet LEZE Soll A0l EHLR D LJls B 22 LICH
Al2lg ZE | InUse Aelg ZEDJ AIE 2 22 85 Uttt
(XIE HIHEO0 JIs AH = ZTE &% J|s0l A2 50 HE2)
Rx/Tx AN2IY TEZE S5 S LIJt= IoIH 20| 92 M,
2t HELICH

2.1.2 VTS1600 mfd HiX]|

VTS16002] &S IHE 2 VIS32002 MY MHE W HO FALELICH. ©&X1, VIS16002 16012 Al2l €
ZE HAISE JHXI1 = BHH VIS3200= 32002l Alclg ZE HASS It JUSLILCH
1.

THAIBH BE2E 2.1.1. VIS3200 HE HHAE BXSUNL.
2.1.3VTS800 il Hix]|

VTS8002l & & IHE S VIS32002 M IHE W HOl sAFELICH ©XI, VIS8002 82l AlelZ
ZE HAISE JHXI1 /= BHH VIS3200= 32002l Alclg ZE HASS AL JUSLILCH

AAet B2 2.1.1. VIS3200 HE BIXIE H ot AL

J

2.1.4VTS400 i{d Hix]|

VTS4002 & & IHEE VTS32002 M IHE W HOl sAFELICH ©XI, VIS4002 442 Alelg
ANSEE2 JHX1D Ye BHH VTIS3200= 32002 Al2lg ZE ZAISS AL UASLICH
X =

XAt B2 2.1.1. VIS3200 IHE BIXIE ot AL

H

E

s

2.1.5VTS4800 mfd Hix]|

VTS48002 & 2-20lM 2t 20l 2H & S0, AIAE L Ethernet )2 &AEH HEAIE I8 LED
HAISOl ASLICH SF0 A=s M2 4(5)H2 EAIS2 &2 1(2), =8I, PC Card CIEHIOIA
2 meI=0l(finde Me)E LIEFHLICH. CHS 3HQ HAISE Ethernet 100Mops, &3, &40
CHst AEHE LIEFEHLICH VTS48000= CiE 29 g2l Ale2lg ZEo st EAIS2 ASLICH
H 2-2= 2 LED EAIEQ Jlss HYELC. HE SRE2 RM45 HUH, Ethernet ZE,

= =
VTS4800 & ZE, A A3 AlelE ZESS B0 USLICH



VTS4800  Tersate comste Sorir SENA

(52 9 229 Mo [HE)
VVTS4800  Versaiie comsoie sorver SENA
(&2 09 229 Mo IHS)
(20 otd)
& 2-2. VIS4800 o IHE Hi X/
I 0-2. VTS4800°] LED XAl & X&
BAS Jls
INES=! Power M0 s25H= 39 88 UG
Ready ANAE HE0| EHIE=E 39 85 gL
PC Card PC Card &XIJI &sHe= 32 8 ELIC
Find Me AMEXOF HD manger E S5t EXIE probing & 32 ZYUHELIC
Ethernet 100Mbps 100Base-TX HZ&l= 32 85 UG
LINK Ethernet WIERIAN HZ2H= B2 8 &L
Act Ethernet ZEE Sof W30l SHL2] Lote 32 ZEAHSELICH
2.2 SI=90f e1&As5}7]
2 Z2lMeE =J HAEEZE o, VISS &XI0f ol= B0 CHotd 8- EHLICH
- VTSSOl &3 =22 &XE AZELIC
- VTSE Ethernet 818 L= AAXIO HAZEHLICH
- oY &XI0 HAZELICH
2.2.1 M3 AHAHSI|
VISOI &3 HOoI2=2 HZELICH. O30, 83 AfIXE AL, {0 HE3 23 &R

[Power] EAISOl Z2MO02 HS MHE SXSL




g

g 2-8. VIsol && SZ o7/

2.2.2 HESL|To0f| cA&Ast7]

Ethernet HOIE2l &t& ZZ VIS Ethernet ZEW HASHLD, UM X CHE Ethernet AHO0IE2
EHHS UHE/KZ ZEN HAELICH A0S0l SHEHA HZE AL, VIS Ethernet
HESAZtS HZHAl= TS 20| LIEFELIC.
- [Link] EAISS =M HS 4HE SXAELILH.
- [Act] BEASES HZoHAM ZEHEIHAM Ethernet TH2!Sl E=4101 (IR E LIE-ELICEH.
- VTSIt 100Base-TX UIERA0 ¢HA&Z= 22 [100Mbps] HASES =M EHFS HHE
S XI&LICtH.
- 8o UWESZ AZ0| 10Base-T2! A< [100Mbps] HAIS2 AKX LSLICH

(=]

g 2-4. ViSOl WERZ FHolg HZ o]

VTSSl Alelg ZEN 2£ JoI2S HZELIC. MEXNI EXI2 25 ZEN H36tHdE X
AMUA MBst 2& ZES |RES Nalg ZRIF AsUICH VIS A0S JIE WIIX W
S 1-2 OgES2 AZX X0 &= A0S EHE KXol <o MBS UICH XAl
HwEes 8. A3 01 CI0/0{ J8E EXotEAL
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Equipment

18 2-5. ZHIE VISo| SZ5t7]

2.3 M2 201 ®BS5617]

VISOl &=ote ZEeS o JHXIJF /JSUCH 0ls, AMEXS fAXIJoF Xl L= 2A0IL
20l et getdLIch. E£8h, VIiSe ®AE Oy, GUI(Graphic User Interface) Ol SE=
CLI(Command Line Interface)E& M35t UASLICEH..

- ANAE 2

22 MEX=sE HEEH= A0S HEH L ZZE/Ethernet HOISS AFEdH VIS AlAEH 25
ZEN &Y AHZg > UAsLT

- 2A 2

BIAE s CHHOAE QFdt= A AIEXNesE HOE OH=d0IHE AtEd VISe

telnet (TCP ZE 23) L= SSH(TCP ZE 22)0l 858 = UASLICH.
— %I:
g ESEctRME AIE0t0 VISE &3

Navigator®t 22 & HelRXNE Aot VISH H&EE £ ASLICH

[e]]}

ldde= &2 AIE2X= Internet Explorer &= Netscape

?Io YHSES ZF VIS AIAHCLZO 2018 RFELICH

2.3.1 AI2H”] 2 ME351Y]

1) 2= /Ethernet HOIE9 &% 2= VISO 2& T EN HZESHLICH

g 2-6. VIS0l AlIAE Z£ J0/ES HZ o]

18



RJ45-0B9 O1E&E] (female adapter )& AMEX ZHEE O HZELICH
APEX BHFECS Al2lg ZE0 AHoI22 &% 22

GIOIIHEI DI (HyperTerminal )3t 22 EOIE HS0I6H T2 022 ASMELICH. U3
20| HOIE oisdiold T2 889 Alelg &3 Iiet0leE 8&ELIC.

9600 baud rate

8 Data bits

Parity None

Stop bits 1

No flow control

[ENTER] 218 S*SLICH.

AEXR 01 HIZ BISE Y=otk VIS Z3¢e gLt. O3S &0 C2E &

rsz
1
C
o

Logi n: root Password: root

Logi n: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92. 168. 161.5: ~#

192. 168. 161.5 | ogi n: adm n
Passwor d:

Wel conme to VTS- 3200 Configuration
Press Enter

oIS Al, S<s8t AAEX AHHOIAJE LIEHELITH ®AE Oilm QAEHBOIA = CLIE
OI8GtH =J| €32 & = USULC 2 AAER FE0A AIEE = U= JIE AEX
CIEHIOIA0 CHE XM B2 9.1. AIEX &H2/E FEGHYAI2. CLION CHEt XtAlst

WE2, 11. CLI SHAKHE FXIANL.

JlZ2 IEHHOIAD HAE Hiw2 28E 3%, 18 2-601 U= Olw 2EH0l LHEFELICH

192.168.161.5 |l ogin: admn
Passwor d:

Wel come to VTS 1600 configuration page

Current tinme : 02/25/2003 16: 46: 34 F/ W REV. : v1. 0.0
Serial No. : vt s32000302- 00001 MAC Address : 00- 01- 95-al-89- b7
| P node . Static IP | P Address : 192.168.161.5

Sel ect nenu
1.
2. Serial Port Configuration

Net wor k Confi gurati on

19



3. Clustering Configuration

4. Power Controller

5. PC Card Configuration

6. System Status & Log

7. System Admi nistration

8. Save Changes

9. Exit without Saving

a. Exit and Apply Changes

b. Exit and Reboot

<ENTER> Refresh
----- >
8 2-7. Wol ol (VTS 3200)

Mol O st AFEXe s BHsE 6L [ENTER] 218 =21 VIS metolel &3l
2Rs lin =28 d8g8 = USLLC ofF O 23U A= AAEXHE=E 22t 2= Sl
M8 2= OI20IHE 4388 = JASLC. 2= Oiet0l8HE VIsel HIgd el =240
HEEH, 0l MEXIL HlF 8. Save Changesg HEioIH H&ESE = USLICH. O+~ a. Exit
and Apply Changes == b. Exit and Reboot 2 &8st 02 2E HE M2 €3¢ =

-
o

%0

ANEXE &3 2E= ASots VISOH &0t J0l Bt=Al VISe IP =AE ZO00oF &L

=

(RtAIEE W82 3. UWER3 £Fs EXIGWAR). VIsel Z2F So6tAl JIE2 IP =Aas
5&LIC

YA 2L Jlse A SAE FZ SHEOAM disable € = USUCL (RAME HES A4

3.59 IP EEHES FESHAR). VIS A ZES Q8 telnet & SSH Z2EEZ 25E

INEER=H BB

Ct

010

o XIZF0l et VIs &3 ZE0 HZ2 L.

1) Telnet(EE= SSH)Z=2 84 ¢ Inet(£= SSH) Jls(of
Terminal )2 XIRstE T2 OMS MMAZUCH 22X IP =24 L port number= VTS

SUGHOF & LICH ZRF B, port numberE 23(£= 22)22 XIAELICH A=K

, TeraTerm-Pro %= Hyper

tel net 192.168.161.5 (orssh adni n@92. 168. 161. 5)

cC
o

rr

ChS IetOIHE H= telnet T2 S A A AIZLICH

20



Elle Edlt Eetup antrul ﬂlnduw Help

Tera Term: Mew connection

& TCPHIP SO 192.166.161.5 j

V¥ Telnet TCP porti: |23

C Serial Eort: ICOM1 vl
0K I Cancell Help |

K

&g 2-8. Telnet T2 LZ O H (TeraTerm Pro)

2) MEX= BEAl VISZ 2101010k ot0H, Ol AFEX Ol S E LHELICH. AHEX

3) VISJt selgt 3«2, CLl Z8ZE ©
shell &0 Mct ALSXHOIA LIEFELICH. AFSXOF CLI ESZE0 2010t DA ot=
3%, [AMe WE2 711, Ol SHAAE FXotHAL. MEXR=s HAE Hw
CIHHIOIAS ALESIH O HSE s =, [ENTERIE = Hin =2 HHE »
UASLICH. AIBXeE 012 S2E stHE Soff 228 WetlIeHE €8¢ = AsuUt

2.4 g 22lx 22| UE{Ho|20 &S]

VIS= HTTP & HTTPS(HTTP Over SSL) EZ2EZS RLFE XNFELICH. VIS L& HITP Z2ES2
K&SHH, AtH & 22l HOIXIOF ”A=LICH. VIS & 22l HOIXIo &E=otd S, VIS P =4,

= |58 SAE 01§28 & Sct*M URL/Location ZE0 & dHoF SLICH. 0I5 Sl
AFZXHE VIS 20 stz HE 0lsg = UsUb. AAESkis d&s MEXL 0I5 HIE
HSE MESIH 200 S22 M 2IES 20t0F LIt Jle 4Fe U3 5L

Logi n: root Password: root

Logi n: admin Password: admin

1

& VIS g 22| HOoIX &E%6t7] &, AgXE VISe IP FA (%= &
dceld HES 123 882 At OF gLICH

[on

FSAE 0/18),

I\
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VTS Series :
MdiiaSellicTiL ‘i‘\iﬁs -~ ‘

User 1D : i

Password : |

BSERVER

SENA
TECHNOLOGIES

Copyright € 1998-2005 Sena Technoloales, Inc. All rights reserved

Jg 2-9. V1is & 22| HOoIX 20 33

g 2-102 VIS & 22l QIEHMOIAN et AIZA SHOIKNE 2WSLICH. O dls 3t
250 AsU. 0w dte HE g2 28 lix 18 Egotd USLICH bim e
[}

= s
S22 HdEote 2 OS0AM AFE JtsEt
7

Hs st=2s ME6IH oiY S=20 et Het0le 838 =E38 = USLIC. Aslts 2=
HIOIXIOIA [Save to flash] [Save & apply] E£= [Cancel] Jlss X&E& £ USLICH
220 HAS

AEXte 83 mMet0lH gts #HP8 & [Save to flash]E & H
@S MEOoF L. 2E £ Hgotdd, AMEXlle
N ABE = USL
changes] £ & &{st 220 stoll, M=Z2 THet0IE g0l VIS EF0 HEELICH. A2Xte [Save
£ g2 M&EGt[Save to flash] =&[Apply changes]|&

fotXl 20Xt ot B, [Cancel]2 SEHELICEH.

Apply changes]S
Ct. AF=Z2XDF [Apply
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VTS Series

ManTageTenL:

[“ User: root

Metwork
IP configuration
SHMP configuration
Dynamic DNS configuration
SMTP configuration
1P filtering
SYSLOG server configuration
MFS server configuration
Web server configuration
Ethernet configuration
TCP service configuration

Serial port

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes
Login as a different user

Logout

Rehoot
Rt

IP configuration

IP mode : IStatic vl

IP address |152.168,18.1
Subnet mask : |255.256.0.0
Default gateway | |l 92.168.1.1
Use manual DNS ¢ IW[
Primary DMS ¢ |158.125.53.1
Secondary DNS (optional) : |l 68 126.63.2
Reuse old IP at bootup time on DHCP failure ;. |Disable =
FRROE user name @ |whnever
PPPOE password : |uuuu
Confirm PPPOE password : |unuu

Enable/Disable secondary IP © lDisabIe'.vI

Secondary [P address

Secondary subnet mask

Save to flash | Save & apply Cancel | Workspace

Menu Bar

g 2-10. VIS & &2 3t
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3: HES3 43

3.11P &Y

AMER UIEHZD &F0A VISE AtEcte S, |Rset P =201 ERELICH [P =201 SHIEX
E2=2 32, AAE 2elXuH =28t VISE flet =&& IP =48 2Y ZsLIT
UIERI0 VISE HZotAH, D5 IP =401 JAO0O0F &tlhs At S FaooF ELICH

VIS IP =2 &3 Al, AIEXRe UsSH 22 32 e Z2&E=2 52 olLUE de8E =+

QUSLICH.
e Static IP
e DHCP (Dynamic Host Configuration Protocol)

e PPPoE (Point-to—Point Protocol over Ethernet)

VIS= =JI Jl=gt= 192.168.161.52 |P =28 = Static IP EE2 &FENH USLICH
3-12 3e 2= Ip €& Ict0IHE EWSLIO. Od8 3-12 AMEXR IP £33 BEs6t| fIg

M & JletaUIE 20sLICH.

FH

H 3-1. IP £F IetolE

IP address

Subnet mask

Static IP Default gateway

Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)
Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
Use manual DNS/Primary DNS/Secondary DNS (Optional)

DHCP Reuse old IP at bootup time on DHCP failure

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
PPPoE User name

PPPoE password

Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary |IP/Secondary IP address/Secondary subnet mask

PPPOE

IP modeZE Disablez £ &3t UERIAN VISE HZGHA

2
nio

== AsLItH

Enable/Disable secondary |PJF EnabledZ & &EZl1), Secondary IP address®t Secondary subnet
maskJt Static IP E2EZ2° K58 IP A1 &85H, AMEX= 0] 2X IP FAE SotGd
VisE HZE = USLICH 2% 1P =4 = 282 3.1.1 Static IP =24 AIE6IIIE

EXOtAIJl BIZLICE.

SPS
= o

i

)
Ol

24



IP configuration

Use manual DMNS

IP mode : Static |«
IP address : [152.168.15.1
Subnet mask : [255.255.0.0
Default gateway : [192168.1.1

IEnabIe vl

Enable/Disable secondary 1P

Primary DMS : [1EB.126.63.1
Secondary DMS (optional) : |1EE|.125.53.2
Reuse old IP at bootup time on DHCP failure : |Disable =
PPPOE user name | [whoever
FPPPCE password I--------
Confirm PPPoE passwaord @ I--------

Enahble =

Secondary IP address

Secondary subnet mask

i

Save to flash Save & apply I Cancell
g 3-1. |Ip &%

3.1.1 Static IP F££& AlZ3517]|
AKX static IP FAE MEE AL, VIS IP 4% 2d JAs 2E &F IO2HOIHE
=S5O Z XIAoHOoF &LICH. 0lefgt Het0lEe M= IP =4, Subnet mask, gateway® DNS serverJt
ZSELIC 2 d480Me 012 20 XHAIGHAH CHE JLICEH.
& VISE 2 0 O/ 8835 F2E 0/26t0 HERFIE Mol I &LICH.
IP address
Static IPE “1D&" L= FRAQ AY HSO| HAgz SLICH. 0 Has FEHN ST
UER3A &9 AX FTAZAS I&sS &LUC. ZEHE 0|28 IP =TAE AI20I0 UERK3A
AUA &S AlYEGID UstE 2= USLICH. M2tA, HdEi=E (P =A== HWEYZ SHUA
Moz 1Kot |Ksolloret SHLICH.
&2 192.168.1.x AIS |P =A== ISP (Internet Service Provider)Jt HIASHA %eslis
HOIA At (private) F=ALLICH. VIS AlelX2E XHZoldH A0 WMt gy 22
=2ZUS Eoll UOoIHE F1 2#sS £= JUOXOF ofH, 0 2R K88 2 |IPp =AE Hollof
SHLICH, 2o |IP A= dEtEoz X9 |SPREEH PHLE LUE £ USLICH
Subnet Mask
A4y e 22 X2l X, & A2 = SL& LAY JUs Z2E HERKZ SAEE



elx2= {30l XIZE TCP/IP
Sofl HFLICH. F=AJF VIS Alel=¢t

2 22FH Y gZELIC. 08X 2% =08 J|I2

Default Gateway(2/= MHOIESIOl)

HOIER/OlE TOE UERIAZ S0Its &7 dg=S ol UERZD EEYLO. L2
HIERZD WHA = XS ISPUHIA EHEES HOlote BFE= HOERO ==gUt. 22

HERAZD &8 e SAER S46) AdhAdE VIS Al2lZJF JI2 AOIERIOl F=E2 IP
A2 ZO0toF LUICH JOIESRIOl 1P A0 CHe H&Est F2= UERZ 22l X0l

Primary / Secondary DNS (D12 ¥ &

MEXDIE S8 BAMOIEE YERStAAN otH, ZRE= BAMOIES FHEst

got0] & MU0 E58

AMAF= HAYLICH. &l W2 sena.comlt Z2&

S X8 g4Al9 0150/ LEtEce=z JIAGHIIF o &
=]

A =2 g
Jofst "8IAE JIBHY] QN WIS TCP/IPOI HAZGH) fIch =Xt IP FAZ BHEAIA

o
=
&
o
S
3
E
=}
=
Qo
=
)
w

<
@
@
3

x
(=
2
=
Mo
K
|
Q
njo
9
O|I

VIS Al2lZ2] DNS JIs2 AIEotdd ™ THQ ULz SAEN &858 = UAESE 0] DNS AL

X = Primary ONS server 2t Secondary DNS server &2 DNS
MBel 1P =AE &A¥cle YYHES HMBELICH. Secondary DNS AHI= Primary DNS AHE
235t I XI&EELIC.

>
0i0
[}
I
Qe
o
=
z
OII

SN SAE HF S RU(DHCP)2 UIERIZ 22lXot IP =49 gg32 X HERIAM M
=Y 2elotn UsSsE = U ot sS4 Z2EZYLICH. DHCP= UWIESRIR 2elXdt 1P
=42 SHBNAM Z=ot 2HIGH=S ot FFEIH GE UWESRA AXN 222 & 3R
MZ2 IP =AE US22 8EHESE LI

Static IP 2E2 &2, IP A= 2 AFHUH =22 JHLONOF SLICH & FFEIt
ChE UERZA fIXZ Olsks 3%, MEZ2 1P A0 BtEA ZEEH0F ELICH [P =20t
ODHCP Z2E0AM & 1P =&, MEY Ot <l glole 28

26



P F=AE HIRGIH MEU 0tA3, AHOIENAO =4, NS AH 2 “OH”  AlZHOI %
USLICH, VISE SAl 0let EE2E XA o220 MESLC. “HH” It 8 2EsE E2,
DHCP MHZSH " 0" Al2tel ¢HES QFEELICH. DHCP MBI THO &S seg 3,
VIS HZolA M IP =42 HSE == USLICH. DHCP MBI THH HE S SQIGHA &=
ZR, VISE DHCP AHZRH MZ=2 IP =4 RFE EXE AMEELICH

f: DHOP ZE0AH ONS AHE Hatet D& HESIT 28 VIS IiI2HHE IsL=Z
S

EEHELICH.. ONS AHHIN s E LI FE FR, AMEXE primary £ secondary ONS [P
FAE QEEIOZMN $+Z5O0F HFS £ QUSLICH ONS =4AE XS SF5HZ, primary 2
secondary ONS IP £24£52 0.0.0.0 (H&& )22 S&F&LIC}.

ODHCP AMHE UERZ 22l &2elotd A= IP =4 2S0A IP
Ol= DHCP Z2ct0IME, OGE =0 VISt &= Mottt OE |
NHOA 1P =AE OIS0 AEXIE MEH ZEE VIS FAE o g = ULS
SEoH0F LICH. DHCP UWIERZONA IP =AE Olfotddd® 2elke 20 U=
chdl AEIHO A= VISS MAC =25 2 0t0F & LICH.

Reuse old IP at bootup time on DHCP failureS EnableZ & &FotH, VIS fE€E [ DHCP
MBOIA VIS P =4S gd X X & 3%, 28 M0l AtEotE IP =4AE 0IE0tH P
HFGI0 UERIN HZELICH. 0l & “OH04”  Al2t0l 2FZ &S DHCP MHH O IP
QAESILIC

3.1.3 PPPoE Al&5}7|

PPPoE= 28 L= |A HXE S0l Ethernet LAN(2H2l SAIY)A9 0 ZHREH AMEXUE
A AOIEOG HZoH| st #AYLICH el ZFE AHEXH= PPPoEE AtEd QB0 ADSL,
Hol2 28 L= 24 AZ22 € = UsSLICL

PPPoE Z2EO0IAM VISE AtEoteE AtEX= PPPoE HE & ADSL Z2E ) 22 PPPoE =2
ZHIOF A OF SLICE. VISOt PPPoE Z2&E=S X&) ME0 ADSL HZE Soll elgsl &9
A SAEN B2 = UsSULC. MEX= VISOH CHEH PPPoE HIESl AIEXF 018 & 2SS
S Zoioret LI

ANSE [HOHCH VISE PPPoE AMH{ 2t PPPoE HZES AIFELILH HZS Al¥ote S VIS= IP

>

-

-

-

=4, JHOIEROl, MES! OtAZ & DNS A2 22 eI 320 28 HEEE =AU
HB0l TH VIS HEBES JisEt & 2 wAotdd L. HB0 SSEHHE VIS MZ2=2
HZBE REOCIH MZ2 PPPoE HZS AlZELICH

N

L

&11: PPPoE ZEOAE DNS AHE HEES VISS 2E& HERZ 2& If2H0EHE IHse=z
SFELICH. ONS AHIIF IESLZ2 S Y2 R, AEXE primary £ secondary ONS IP
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T4 E YYECEMN +5FHE £ + YUSLIL NS T8 IS E&otc%, primary &

secondary ONS IP F£24£52 0.0.0.0 (H&& )22 SF&LIC}.

3.2 SNMP &3

VISE SNMP v & v2 Z2EZ2E XI2ol= SNWP(Simple Network Management Protocol)OflOl & EDt
USLICH. NMS E£= SNMP ERA et 22 UERKZA Helks Visz 24 s &8 & =

ol
A

SNWP =2 ext, Jcld TRAPES ZFELICH. 0l JIsS Soild 2elik=
SHe ogE 2y SXNE 2= = UL ?et EXE X3

(TRAPs), XIMIBH ®HE
X

= =2 A

— [=} = o =2 e

A (GET) EX AMEHE HPE = USLICHSET). SNWP v20ile B2 & 2ot Jlsg =78 =+
B J

o
SN\ AF THE S Sol AFEXt=E MIB-11 AIAE JHA, &= MO A& 2 TRAP =4l
o €82 g = AUsUC. 0 H=lAM £8E 2ehs 2 W & A5 J
=g = JSLICH. I8 3-2=2 & CEHHOIASE S8 SNP 23 stHE 20 SLICH

SMNMP configuration

MIB-II system objects

o

sysContact |administrator
syshame ! [¥T53200
sysLocation : |rng| location
SYSSEervice | o

Options Trap Ermail
EnablePowerOnTrap/Email : No = I-m
EnablesuthenTrap/Email | No = [MNo =

EnableLinkUpTrap/Email IND vl |N0 "I
EnahlelinkDownTrap/Email |ND vl INCI vI
EnableLoginTrap/Email : No | |No =

Trap event recipient's email
address

Access control settings (MMS)

IP Address Cornmunity Permission

W |192.1EB.IDD.ID1 |senavts |Head orily vi
r [nooo Ipul:ulir_ IHeacJ anly 'i
O [public

|I:I.E!.|ZI.E! public IF!eacI arly -I
O |IZI.EI.D.IJ public |F|eac| arly -I

Trap receiver settings

IP Addrass Community ‘arsion
r [0000 [public | |
r [0000 [public | [\ =
r [000o [public ™ | [« =
r [0ooo [public vl E

Save to flash | Save & apply | Cancel |

& 3-2.SNMP &&
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3.2.1 MIB-Il A|AE! ZHF|(MIB-I1l system objects) AH

MIB-IT AIAES A 23S Soil AIAE A

=)
o

, FAX H VISS| SNMP OIIOI M EDJF AbZEotes

ol A HE(Authentication-failure traps)S &EFE = USLICH. 0l4st &FHES MIB-I|

’

sysName, sysContact, sysLocation, snmpEnableAuthenTraps, snmpEnablePowerOnTrap, snmpEnable
AuthenTrap, snmpEnablelinkUpTrap, snmpEnableLinkDownTrap Z12/1) snmpEnableloginTrap ZXAl
AEHE (010)JF AtEdt= 22 HMS30H SLICH. snmpEnableAuthenTraps, snmpEnablePowerOnTrap,
snmpEnable AuthenTrap, snmpEnablelinkUpTrap, snmpEnablelinkDownTrapit snmpEnableloginTrap
Ol ¢4e H<S Trap event recipient’s email address= OIMIZ S &EGHH & =% USLICH

2- 01D 2tEtst 82 Gt &5LICH.
® sgsysContact: 22l AIAE (VIS)Ol CHE SE X A2 L e 2elXtol s

SHELICH

1
Qﬂ
rr
0z
12
o

® sysName: AIAE AN A&He 0822 Loz =9 FQON(Fully Qualified
Domain Name) & LICE.
sysLocation: AIAEIS] MK 2| X (0, & 3845, Aga, S5)
sysService(DI& &) : 20tz Il Lo ASZ M AIAEO0l HS3dts AMHlA

NESS LEHELILH JIZ22=2 VisSe 88 Z28(7) digets XL

® FEnablePowerOnTrap: SNMP OIOIXE ZZ ANIAJL AAEIQ] AZZAJ=EX0 e 2 MHS
=28 212X HEE LIEIYLICH.

® CnableAuthenTrap: SNMP OlIOIME ZZ2AMAJN QIS AN 2= HE MHAS oi2g
Aol £E UEYLICH. 0 X g2 S8 &8 822 90 &UL olxXez 2=
ol ATHe 2= HEE HIEH A2 = U= HHE HSELICH

® CEnablelLinkUpTrap: SNMP OIOIME ZIZE=ZMIAJL Ethernet HZ0| Z/J=EX0 28 HE
MES 28 AWK HEE LIEHYLICE.

® fEnableLinkDownTrap: SNMP OIOIME ZEZ M AJE Ethernet HZ0| S&E ZJUA=X0f 28
HE MAHS o2& AoX HEE LIEFHLICH.

® FfnableloginTrap: SNMP OlIOIXE ZZAHIAIN AIAEIN 20 M}=X0 2e HE MAS

olgg UK HEE UEELICH

AEXIEMIB =t L= =&0l & XN&0l 2Rst 3%, MU Jl= NIFEAZ HEGHAID]
HEELICH. MIB2 SNMPL XHAISF HE= RFC2 1066, 1067, 1098, 117, 1318 2l 1213
FNE FXIGHAAL.

ol

HAMA HMOI= VIS SNWP OIOIEE0 CHet 2telXtel 8= Jisds E2l6t
a0 £3E 2clXer0l VIS SNMP OIOIEE0 &E=ot0 E2E2  wetot
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o
fn
fol
|>
Im

Ct. X&EE IP A0t gl ZER(2E IP =2= 0.0.0.0 0 JlEgt),
J

L
22| XJF VTS SNWP OlOI B E 0 &8 & USLICH.
3.2.3 E&}f £=A17| ME(Trap receiver settings)

=4D]= VIS S\WP OIIOIREZRH SR8 OIHE(TRAP) 24 AES 22X SEE =

2H
=
AT ZUCt.

P

3.2.4 SNMPE 0|Zst 22|

NMS(LIERIT 22l AIAE) £= SNWP EctRME AIESts SNWP ZE2ESS Sdoil VISE 22lE
= UASLICEH. VISIE NMS E£= SNWP EctR XMt AdED As SAE

SNWP EctSME AtESHI &0, HHMA MO €32 HES
VTS SNMP OIIOIEE2l MIB-11 0IDE EctR& ot Us LEHHQ SNWP ERXM &t

: o =l
FI|E Edit Miew Operahons Help
Eeba RS BaRny B WS XEO
“‘@ Loaded MibModules - ;
Q E-tg RFC1213-MIB Haost 1892168.410 - Cnmmuniw e
? J;‘Dargdnd Setvalue J Write Community
@ 5 internet antaitha | ComeitEnaineln -
directory
G 3 mgmt Ohject 1D |.i50.Drg.d0d.internet.mgmt.mib—?.system.sysDescr |
@ =3 mib-2
@ =5 system
s Sent get requestto 192168410 . 161
g sysOhjectlD sysContact.0--=administratar
sysUpTime
g gziﬁ:mzd Sent getrequestto 192.168.4.10 : 161
@ sysLocation syshame.0--=HelloDevice 35100
@ sysSerces
§ £ interfaces Sent getrequestto 192,168,410 : 167
@ Mumber sysLoeation. 0--=Unknown
@ [E ifTable
e (1 at Sent get requestto 192.168.4.10: 161
g 8 P sysServices 0--=T
icmp
@ t
il 8 I_Tgp Sent get requesttn 192.168.4.10 1 161
@ (] eap iMlumber.0:.--=2
transmission
& (] snmp = - i o
experimental Syt i.[Eplay's.trmg (GIZE (0O Status mandatory |
@ (] private ACCESS Iread-onky Referance | |
- TRAPS_ Index |
egpMeighborLoss i ) i
© o] TEXTUAL CONVENTIONS ObjectlD. . 1.3.6.1.2.1.1.1 |
Physaddress Atexual description ofthe entity. This value |t
!. y Descripti.. should include the full name andwersion ,{{Z
identification ofthe system's hardware type, —
Global Yiew | G -+ . otk i ok

J& 3-3. SNMP B2t E ALEZ35F VIS SNUP 00/ M ES] MIB-1] 010 EEZIRE
(AdventNet MIBEZIRH)
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3.3 =& DNS(Dynamic DNS) AlH

AJb VISE DSL etelol HZotiLt DHOP 2&8= AIEE Z2, 0 Al2t0l Z1otH, IP
=

=
A0 | ELICH Olefg gHEE IP =20 st 22
=

S8 DINS MblAEsE RI0AM 28 2HES oiZol)l st Z2EZ0IH, WA ISP £=
SHOA HBELICH. S& DNS NHIASE AMEEH2ZM, AIEX= IP FA22 B30 23

S ONS A0l SEE S AE 0152 Soll VISHl 852 = USLITH

QBN O =2 VTS= Dynamic DNS Network Services (www.dyndns.org)OlA XMZdtD U=s == ONS
MBIASES XIRESLICH. JIEt S& ONS MHIA HEgXet 238 JAs S2HES AL JIs K&
SM0 H2SHAID|l "HEELICH.

Oynamic DNS Network ServicesJt H&E0t= =& ONS MHEIAE ALEotei®, AHEX=E 1=2 &
NIC(Network Information Center-http://members.dyndns.org)0ii HAEBS 4&&oHot ELICH
AMEZZXtE Dynamic ONS Network Services Members NICOl =10l
dIE FIE = ASLILCL

o
{on
=
tu
[0
O
1d
=
w
fol
>
Im

st &, MEX= S=E Domain name,

£, ArEXt= Domain

=& ONS 23 WM, S& ONS MHIADJE JlsdtE
User name 2 PasswordE oo gLICH, &8 =

name2tS Al2ot0d VISOHl &E£E 4= USLICH.

oy i

8 34= SHONS €3 & 2HMHOIASE 20sLULICH

Dynamic DNS configuration

Dynarmic DMS

Dormain Mame ! I\fts dyndns.biz

User Mame ; [vts-user

Password : |-------

Confirm password : |-uuu
Save to flash | Save & apply I Cancel |

18 34. =& 0NS £&
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3.4 SMTP AH

ANAE 27 WAIXDIE SE i 23 2oL 82 10 WA 8= HL VISE email
SE2E Sofl 012 22 X0AH € 2 = UAsLU. 01E AlM=, R=8 SMIP MBSl £FO0
SQELICH VISs= CSt 22 3tKl SMTP At |82 XIJELICH

e QIS0 = SMTP

e QIE0l A= SMTP

e POP-before-SMTP

2t SMTP & E0IM 228 Iiet0ids TS

2k
==

LICtH.

Primary / Secondary SMTP server name

e Primary / Secondary SMTP mode
e Primary / Secondary SMTP user name

e Primary / Secondary SMTP password

e Device mail address

SMTP configuration

Frimary SMTP server
Frimary SMTP server name
Primary SMTP mode :
Primary SMTF user name !

Primary SMTP password ;

Confirm primary SMTP password |
Secondary SMTP server !
Secondary SMTP server name
Secondary SMTP mode :

Secondary SMTP user name :

Secondary SMTP password |

Device mail address ;

Confirm secondary SMTP password

|Enab|e vl

SMtp, YoUrcompany, com
|
[SMTP =]

|admin

|Disab|e vl

| SKTP

|admin

|vt532|3[|@y0urcumpany.com

Save to flash Save & apply |

Cancel'

g 3-5. SWTP £&
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SMTP configuration
Frimary SMTP server |Enab|e vi

Frimary SMTP server name ismtp.ynurcumpany.cum
Frimary SMTP mode : | SMTP |
Primary SMTP user name ! POP befare SMIP
Primary SMTP password .SMTF' authentication
Confirm primary SMTP password | |-u-"

Secondary SMTP server ! |Disab|e vi

Secondary SMTP server name |

Secondary SMTP mode |t':;|‘~.f1TF' =]

Secondary SMTP user name : |3dmir-

Secondary SMTP password | |nwn

Confirm secondary SMTP password ! |-u-"

Device mail address . iw’tsBZDD@yuurcumpany.cum
Save to flash I Save & apply | Cancel |

18 3-6. SWTP E&Z 0K SMTP 2= &

Sl

Device mail address= 2 2 ¥ d10 MY email st LXK, =, VIS Mg A2 XE

&LICH. SMTP Server= S 2482 <ol email AL SAE THQ 0|22 &OIELICH OetA

X0 8t email FA H¥2 S22 SAE 08 (i.e. arbitrary_user@yahoo.com or
= f

9|9 user name=S AI2E £ USL

[

anybody@sena.com)S 2t

0150l RU=s SMTP E£= POP-before-SMTP modedt MEiE= AL, SMTP AIEZX 0| & SMTP
passwordJl ZR8HL|Ct.

o
0k
<)
1>
E:I
ot
o
H0
2

Ol=Z0otJ| <ol Z

Secondary SMTP &2 = HM SMTP MHE S&F Nl Y =
1] econdary SMTP MHE

QEUC. &, H BN SMTP AHE S8t

Sot e 5= Aot Ut

o
Eal
o
s
;—‘:l
1]
0
0
]
w

3.51P EE{E

VIS IP =4 JIBHe

1]

HE AHES AIE0l0 &0 Ast0| gl sAEDN VISH &sotle S
ot= J|ls0l USsLICH. P EHE RAEZ2 &AF6H)| {8t &=0l= Interface, Option, IP
(@]

J
address/Mask, Protocol, Port2t Chain ruleS0l JUSLICH.

Interface
HIOIEHE &= UE<ZA 2HHOIAL 082 &#&5t= &sLIC. O3 A JtXel e H ol A

= otLE HAEFLITH



e ethO : VTS JI2 CQIHHIOIA
e ethl ! HESRZA PC IELL 24 UHIESRIA PC IEE EFHGINH M4Il= IHHOIA
e all : ethO2 eth1 CIHHIOIA BF HE
Option
e IP ZEHE &0l IP address/MaskOiAd HFE SAE ol Z&& SAEN HgEX
LS 22 SAEN MgEXE 2FHEUL. U3 F JHX2 Option SO0IlA SEis8LICH
e Normal : SAE HRA0 Z&E SAEN HE
e Invert : SAE HRAN ZEEX %HE SAEN BE
IP address/Mask
= SAE P F& / MABY OtA39 Aoz 50 oY IP ZHE A0 HsE
SAEQ HRE SHFELILH. ASXe H0liEe 32 BIEECZN SAE HRIE US
ALtele =9 stz 888 & USLICH
o ST IP FAE A= HY SAE
o ST MEUYN A= SAE
e B=E SAE
3-2. IP address/Mask ' Ol
HE SAE H9 g5 =
= S2E IP =2 AB4 O0tA3
PE SAE 0.0.0.0 0.0.0.0
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128
Protocol
SAES VIS S0 MERE=E Z=2&EZs NELIO. TCP, UDP, ICMP Al JtX &= =0l
deigh &~ ASLICH
Por t
SAED HX5tde VIS HZERSL ZEWS HAS HIELIC. ZEYHASE LSHoHH
porti:port22l SEACZ ASHELICLH. port12 EZEYS AE EE B150/1 port2e 0OtAIY

2E BHSYLICH

Chain rule
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ol
>
im
W
1

M£0l GEIN = HREIYXNE ZASUD. OS 5 I =2 =0 o

<
)3
-
[w

e ACCEPT : &2 &I&

e DROP : 2 HF

8 372 IP 2HE £3 & 2HHOASE EWSLILH

# Interface  Option IP addressfMask Protocol Port Chain rule Action

1 Iall j |Inver‘t j|192.158.D.D!255.255.D.E| |TCF' j|22 |DF|OF' j Hemove |
2 |a|| ;I |I|Wer‘t ;||192.1EE|.D.D!255.255.D.D |TCF' ;“23 |DF|OF' LI Rermove |
3 !all ;l |NDrmaI;||192.158.].0!255.255.255.0 |TCF' j|E|D |.-’-‘-.CCEF'Tj Remove |
4 !all l‘ |N0rmalj|192.158.2.0!255.255.255.0 |TCF' L“EED |.-’-‘«CCEF'Tj Femave |
5 |a|| j |NDrmaI;“D.EI.D.ElfD.D.EI.D |TCF' leD |DF|OF' j Remaove |
& |a|| :l |NDrmaI:||192.158.].0!255.255.255.0 |TCF' ;“4413 |.-’-‘-.CCEF'TL| Remove |
7 Iall :l |I|Wer‘t j|192.158.2.0!255.255.255.0 |TCF' j|4£13 |DF|OF' j Remoyve |

!all x| [Mormal =] |TCF' j| | ACCEPT =] add |

Save o flash | Save & apply | Cancel |

Jg 3-7. IP BHE &&

8 3-70lM 18 1P ZHE RES 192.168.0. 10l A 192.168.255.254 ALO|2] SAE He(IP
address/Mask : 192.168.0.0/255.255.0.0)0 U= SAEE [ 2(Option : invert)st SAED}
eth0 &= etht IEHHIOIA(Interface : all) HEZ=Z2&EZ(port : 22)2 VISOHl %S
MNEE I 80 H=REO=s RS 2A0IEULLC =, 18 A2 192.168.x.x MEU0 =&t
EQt SSH Z=2EZ22 VISH BXg = UTE SISELICH 28 A& 192.168.x.x AEH
SAEQ| ethOLt ethl LIEHHIOIAE Soll VIS 24l %2 A E2&2 20IgLIC.

i
O
Qi
2
w
!

ol
> H

Jp
o

58 AEO0N 2ol HHE SAELZ http Z2EZ(Port : 80)2 VISH H=E =

AU, 38 AU 2o 192.168.1.x AEYW FSAES H20| JEELD, 48 R0 Oet
192.168.2.x MEYW SAECS J£0| JtsgUCH Mets, 3B0A 58MXS &0l 2ok
192.168.1.x 2 192.168.2.x MEUl0l =8 SAEDOl httpz VISH &E=g = A SLUICH

.

OIF

A

fo

79 REE 192.168.2.x MEUN =& SAEE HAT E SAEQ https(Port : 443)
=S MEteLIt. 68 #22 192.168.1.x MEWLN =8 SAES HZES SIESUCH. MetM,
192.168.1.x 2t 192.168.2.x AEU0l =& SAEBH| httpsZ VISH EXg == UA LT

=
0l
aa}
rr
%
2]
o

g #=l2 d38ol) Add HES 226l MZ2 IP ZHEY #E2 =IIELICH
Remove HES Z2o6lH SE= P ZHE HES MAHE &= USLICH. EE5E = =3
Save to flash &= Save & apply HE=S 2ol IP 2HE H22 HE 3 =

USLICH. Save & apply HES S EZHLF Apply changes BlwE AEioldd BHAE AIgtES HEolD|

r
00
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K= 1P 2EE #EO0I VISH HEZ X 2SLICH

3.6 SYSLOG A{H{ &3

VIS &3 ARl 222 AHblA, AlA8 2 ZE [HOleH =22 <8 SYSLOG serviceE
N2ASLICH. 2 SYSLOG serviceE AtE ZX= SYSLOG M2l IP=4 £= Zoel
Ol MEE facilityE BIS Al XIEGHOF &LICH. 08 3-82 & CIHHOIA2l SYSLOG server
configuration 3tHE E0SLICH. VIS= Z=W S JHSl SYSLOG MHE MS3&LICH. 2= SYSLOG
MBI &8 & 32, VIS= 0l & MBIl =28t SYSLOG HIAIXIE &&SELICH

Qﬂ

o
corg
c -

>

ol

SYSLOG server configuration

SYSLOG service | |Enab|e vi

Primary SYSLOG server name : |192.IEB.ZDEI.1DE|

Secondary SYSLOG server name | |

SYSLOG facility |LD|:aID "'I

Save to flash Save & apply I Cancel |

g 3-8. SYSLOG AH &&F

27 HAIXIE VIS2RH S45tdH VIS d&0M XEE SYSLOG M= “remote reception
allowed” 22 SFEOF ELICH VIS & SYSLOG AB{ AOIG 23=H0l U= ER, A=
LIJtD S0H2= UP THA0l =S 0lse = U= #3S BEAl FItoioF &LICH.

VIS= local0 OlAM local77tXl SYSLOG FacilitySS XIRELICH. AtEX= O0ld8 FacilitysE
AESHH , SYSLOG BIIAIXI2l SEEHZ VIS HIAIKIE HEE &= UASLILCH

SYSLOG servicedt Jtsgh &EHOI AL SYSLOG MH &£F0I HESl £FE JR0UE, AIZ2X=

L

VIS AIAE 27 E£&= A2lg ZESQ Oold 23 #& 3tHUHA 23 ME XS SYSLOG
MH=Z XEE = JASULC. ZE/AAE 20 HE S0 Ust MAE EE2= 4.3.7 ZE 22

2 8.2 ALE 20 48 £ FIoHAA

3.7 NFS AMu{ &3

VIS= AIAE 20 = EE OI0IEHE NFS(Network File System) MHIAS Sdi NFS MO
MEY = U ot= JIsS NFELIC. 02 MEdtd= MEXE NFS AHS 1P =4 & NFS
MHS X B2E BtEAl NZo0F &UC. 08 3-9= NFS A £& HOoIKNE 2EWSUICH
VIS 22 OIOIHE NFS MHO MESHAS, VIS &F0 XEE NFS AHHE  “read and write
allowed” 22 &ZFoH0F &LICH. VIS ¥ NFS AMH AOIOI 230l A= B3R, MEX= LIt
SH2= UP A0l AR 01sE = A= AES BHEAl FItai0F &LICH

mo  H

o

(o]



NFS MHIADE AFR Jts AMEHOID NFS AMB &F0| HEs 20|18, AI2X= VIS

27 = ZE HO0IH 202 NFS AHZ MEE £ USLC. £, BX NFS At

22, VISE =S8 L0G HAIKIZ BX NFS MBS MAESLICH ZE/AIA
X 2

et XAlet 2= 4.8.7 ZE 22/ & 8.2 A28 277 £F S8 FXoHUAL.

ol

MNFS server configuration

MNFS sarvice ! |Enab|e "I

Frimary MFS server name . |192.IEB.1EI.1E|
Mounting path on primary MFS server Ifwurkfmuunt
Primary MFS timeout {sec, 5-3600) ¢ lE

Frimary MFS mount retrying interval (sec, 5- IE

36007

Enable/Disable encrypted primary MFS server IDisabIe vl

Encrypted primary MFS server user ;

Encrypted primary MFS server password ;

Confirm primary MFS server password |

|
Secondary MFS service | |Disab|e vl

|

|

Secondary MFS server name |

Mounting path on secondary MFS server :

Secondary MFS timeout (sec, 5-3600) : |'5
Secondary MFS mount retrying interval (sec, E-IE‘
3600)
Enablef/Disable encrypted secondary NFS i

I isahle vl
Server

Encrypted secondary NFS server user ;

Encrypted secondary NFS server password &

Confirm secondary MFS server password ¢

[Email alert configuration]
EnablefDisable email alert for MFS

: ; Disable -
disconnection :

Title of email ;

Fecipient's email address ;

[SNMP trap configuration]
Enable/Disable NFS disconnection trap @ Disahble =

a ]

Use global SMMP configuration Disahle =
Trap receiver settings :

IP &ddress Cormmunity Yersion
|D.EI.I].IJ Ipubiic N
[0.0.0.0 Ipublic I

Save to flach Save&apply I Canu:ell
18 3-9. NFS AHH &&

2 NFS Al E30A 228 Ietllees s Z25LICH
e Primary / Secondary NFS server IP address

e Mounting path on primary / secondary NFS server
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e Primary / Secondary NFS timeout

e Primary / Secondary NFS mount retrying interval

e Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user

e Encrypted primary / secondary NFS server password

e Email alert configuration

e SNMP trap configuration

NFS timeout
NFS serverJt S€0| g2 Z, VISJI NFSQ SE2 d0F s¢ot JICEXE XNEELICH. 0 Al2
SOF NFS server® 220 O™ NFS servere XIAE Cl2&E2](NFS server2 mounting path)E

02 E #LICH.

NFS mount retrying interval

VTISOt NFS server28l HZ0| JtsstNE FHote =IIE LG, &F& FII0tCh VIsSes
NFS server2 HZ0| JtsstXIE HB&LICH JtsotthH, VISe VIS CIE&Eel=Z NFS serverQ
mounting pathE CtAl OF2EGStD, ZQ5H0HE XNH=s22 Oole 22 fIXIE NFS serverz
A S LICH

Encrypted NFS
NFS= UIERIOE Sot =2 sRot=l gl AIsdHse Z2E2 L0, OdLy, gets
OZ NFS= UDP Z2EE2 AISolBZ

- NFS server 2 client AFOI2l data= 233t &I HECH.
- NFS server 0l &=dtei= AF2X2 100 2 1 HHS DIEGHIIJF HHELE.
J

- NFS server 2 client AFOIQ] Et&tHH0] U= B2 NFS

010
Qj
e
40
to
my
o
MO
=
i

Jeilt, SSH HEds olgst 253kE NFS(Encrypted NFS) JlsS 0

S IS MEdSteH, AZXt= TCP Z2ES2 KI&5t= NFS
serverE AtE0HOF SLICH. CHE =2 OIOI2A2RAIZE 2AEXE NFS server= TP ZZ2ES2
K 2LICH £8h, 2S3HE NFS serveZ AI2E SAEN= SSH Ol=20] A&c D UCO0F ELIC
OrXIgtez, VIS HMEL &M HM3BZ= pause.exe cle wEeIEl Z2IHS
ZI2)H0l fIXIst CAE2Z SAHoF &LICH. 0 JIsg 2. KAME 43 25 F.
2S3tE NFS JIs QHUHE Z1OoHAID| HHELICH

Email alert configuration
Enable/Disable email alert for NFS disconnection optionOl EnableZ &A™ NFS server2l
HZEO0 ZOZE MOt Vvise oY ZHE A X™(Email alert configuration)d et OlHIYS

38



SSSUCH

SNMP trap configuration

Enable/Disable NFS disconnection trap optionOl EnableZ2 &AL, E =4I| AF(Trap
receiver settings)OlAl 1P =401 EB A2 HIE2H SFEH, NFS server? HZ0| HEE
HOICH VIS EE =401 ZF0 X=0 EFS 2YLICH. Use global SNMP configurationOl
EnableZ & & T/® SNMP ConfigurationOiA A& & E8 =410 H4FHO0| SNWP EEg2 SHIXZ
AZELICH XHAIE HEE 3.2 S\NWP £&3 S ZXGHAID| HHELICH

3.8 #l AMH oA

VTSel & AMbi= HTTP 2 HTTPS(HTTP Over SSL) AMHIAE 25 XIJELICH ALEXs AlF2IE
TZ2MA0AM 2 IAE HEHCZ N3E X HRE 28 = AsLU. NAe e

2to] M
9.7 NAZIEl Z2MAS HEGHAID BIEILICH 12 3-102 & A 4% HOIXE 20U

Web server configuration

Weh page refresh rate for statistics data display |1EI—

(0-1800, 0 for no refresh) @ seconds
Login timeout (0-1440, 0 for unlimited) : |EEI— minutes
Authentication method ; |Local =]
Eliminate root access | m

Serial ports count on connection page (16-90) ; IED—

web applet option [Built-in with S5HZ =]
HTTP port ; O

HTTPS port ; [#3—

Save to flash Save & apply | Canu:ell

g 3-10. & Kbl £F

2 S% HOIXWA & HOIXl €dIolE =I|(web page refresh rate)= Z&E £ USLICH
SUO0IE Il Al2lgd ZE HZ HOIKL UWESRZ AHHOIA, A2l ZE, IP, ICMP, TCP
2 UDPSt &2& AIAE MEH S UEHH=E HOIK % Ite ZHES 22l HOolXo HE&ELIC.
29 & HOIXHAME XHs22 MZ D& (Refresh)0l HE ZX LSLICH ZE HAN st
ME ge ME 4.5, Serial port AZS EIOHAILD, AIAE SHOM O KME HE2

e 10. AIAE SHE ZEOIEAL.

ZOIHHOIAE & A0l ZWE S AESHA LU Al A EE 32 Mz QIGtE=
ot= AlZ2F2 LogintimeoutOfl M &&ELICH 0282 88T H M2 @F6HA 2ESLICHL



A
e

Authentication method &€ Oi=O0A=E o =Z9E [ AIESX S 2
ASLICH. M VIS 2AMBH= Local, RADIUS server, RADIUS down - Local, TACACS+ server,
LDAP server, Kerberos Server, Custom PAMSSl ©o1& &g=2 XNJELICH. oS &l st

AtAlet LHEE2 4.3.10 Authentication &&= & X0HAID| BHELICH

jo

A Ex

(B

ol

Eliminate root access == EnabledZ & ASI0M VIS2 root AFE2XS ¥ QIHHIOIA EZ2S
Mister 4= USLICH. VIS root AIE XS €4l/SSH ZZEZQ| |2 E£= Al2lg 2& 82

Mstoted™ 11, CLI Guide 11.1 Introduction 2 E XS AIL.

&L g Hblo oZ gge Aelg HEEo o1 g5 22/ &4 local HIOIHUHOIAES

XotH HO [sLict. =, gAble o5 ZE = &Z o5 280/ RDAIUS, TACAS+, LDAP,
Kerberos &2 =Z && olH2HE local GIOIEHIOIAN HE AFEAIL &£ ZIR0E 2150/
Yot ELICH B, WS AL FZ S MUOIA 2F0/E ZFR0E=  local
GIOIEHIOI A0 JIFE0! As 5= RAILH ELICH Alclg EES 015 &82 4.3.10
Authentication && = & otAIJ] HIEHLICH. ZES5F Jocal GIOIEIHOI AWML AFEAF 22l&E
9.1 AF8AF &2l E &1 &tAIJ] HIELILE.

XF
=

Aleld ZE A& HOIXIOA & HOIX EAIE ZEZLZ Serial ports count on connection page
SI20A HAFE %= JUSLICH. 0 =20 TS LEE HZAHO & HL Al2lg ZE HA
HOIXIS = ?

a0l O HolXz AE 0lsg = ULSE ote clAE HAE HNSELUL
A

AtAlet LHEE2 4.5. Serial port FZS HAGHUAIL.

AMelgd TE {24 ZTE L= SY0|IB X9 Alelg ZTEZ HAE Java appletl] EFE Web
applet optionIA &S &= USLICH. VISIH HSdt= Java applet2 AIEdl= 82, Telnet

IZ2EZ22 X0|JF el SSH ZZ2E201 B SSH H&E1(Built-in with SSHI)S AI&& X SSH
H&2(Built-in with SSH2)E AE& XE ZHoHor &LICH. VISOt HMEot= SSH HEIE
X&ot= Java appletS HEis ZR, AIRCIEl Z=IMC SSH HAEIZ AME 2IIsSotES
HF(9.7 MRCE Z2oYs &EFxX) S
Ul EI2=2 FO5tAIDl HHELICH. AFEXIF BHE  Java appletE A2 =& USLICH
22X BtE  Java applet2 /usr2/jta.jar2 =SAIotH Web applet optionOl User-
definedct= &=01 FIELICH. 0 &5S HE5HH AIZXIF BHE Jusr2/jta.jarIdt Java
applet@ =& AtZ&ELICH

_O'j
2
[
[eV)
<
[eV)
QO
©
T
@

0
Hu
n
n
T

u
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H
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Im
2
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HTTP port 2t HTTPS portS H&ESIN & AHI

>
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3.9 Ethernet A3

VIS CISt 22 el 889 Ethernet modeES XIKELILCEH.

40



Auto Negotiation

100 BaseT Half Duplex
100 BaseT Full Duplex
10 BaseT Half Duplex
10 BaseT Full Duplex

Ethernet modeE BlI&S F, AMEX=s AMABS IMEEWHOE &LICH. Ethernet mode2l 2%
ZE0tAl JI28t2 Auto Negotiation2Z AALN USLICH. UHREE2 UWE<RKIA SZ0A, Auto
Negotiation 2E= JI& 2uUolH HET= REQLICH. Ethernet modeE2 &S AXMS CHEMA

HHotH, VISt HERD SZ0AM SHGH ZS = ASLICH.

Ethernet configuration

Ethernet mode | | futo Negatiation |

Save to flash Bave & apply | Canc;eil

& 3-11. Ethernet 2= &%

3.10 TCP AMH|A MFH

TCP NMI&EO0l & SAE UM MHE= B3R, SAE TP ZEQ| lock-up2 2 XIS RloHAM,

4oz B2 L 00 ELICH. 0l48t lock-up2 ZE o HIZFARQ Bz

2 AMGHH, 0l lock-upES XIS KA, VIS= TCP keep-alive JISE MI&LICH. VIS=

eCl A=K ZHOlgH| fdh FIHe=z Al SAEN A2
A

E0l 040l A= RS2 2i=Fotd, ANES SZot

TCP service configuration

TCP keepalive configuration

TCP keepalive time(sec) . |15
TCP keepalive probes(times) @ |3
TCR keepalive intervals(sec) |5

Reverse DNS lookup configuration

Reverse DMS lookup IEnabIe vI

Save to flagh Save & apply | Cancell

g 3-12. TCP service &&
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VISZ TCP “keepalive” JIS& AtZ5tedi™H, AHSXt= G0 201 342l Ttet0IEHE S & O
SHLICH.

® TCP keepalive time (sec):

N& 2tel S410l 8l= AEHUIA L0t B0t keepalive 2! 8ES AR

—_ o

W
\J
L
o

s}

HEE ZFELILH. JI2at2 15 =28 8350 USLICH
® TCP keepalive probes (times):
APS ESE MK & AEHX HRE &lot)| Aol &2 SAEN keepalive
Halg ¥ HolLh M&6hs JFS LIEIELICH. D22 332 8850 USLICH
® TCP keepalive intervals (sec):
Keepalive THZ! M &S| AlZ2+ 2tH2E LIEHHLICH. JIE3t2 5 =2 3D JUSLITH

NG
S

0H
Pl

Hoi
(@]
P
S|
J¥
|0
HU
wW
tol

J 284 [, VIS = HOIEJ S4101 Sl= AE=RH 156 =0t Xt

keepalive TH3!E2 MSELICH

Reverse DNS lookup= EnableZ A AGIH, VISE XXX, XXX.XXX.XXxx A9 |
O1EC=2 BHASIH EAISLICEH.

_D
4
B>
i
H
=2
o
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4: A2|Y EE MW
4.1 L

ol AlZ2X= 2 LE 9| host mode, Alelg E4! Otet0leH, ZE 24

Alelg ZEQ9| host mode= CHS1H 20| &&8& %= USLICH.

SAEZRH dEFULU. 012 Sl

rio

e Console server mode: HZ& =Nl
SAEE VISY Al2ld

W
e Terminal server mode: & RE2 AlclZ ZEZRH ASELICH. 02 Sol WE<K3A
11

e Dial-in terminal server mode: 28 HZ=2 Soll HERZI A2 A SAEN &

USLICEH.

I
1]
4>

VIS &3 SAEZRH ¢HZ 2F0 2H UERKIAMS JAH FTAEZ JIXZdi= A
ZE(remote port) JIsE XNHELICH. A ZEE= Alel¥€ ZLEQ Console server modeX &
22 SAEZREH HZ QES 2X0 VIS Al ZEZ ESEGl= Aleld EZEQ| Console
server mode%tes el A SAEZ FESLICH DA, €2 ZENAME Alglg ZEQ9
Serial port parameters & & TZE A SAES HHZ L£X6l= Remote port

parameters &&0| AtZ&ELICEH.

VIS= L8t port access menusS MSELICH. 0O Bisse 2 AMdlg

1L
E H3E UEUH= D=2 d86tH 2= AlelEg

Hl
Im
1B
J
ujo
00
=
Qj
=2
oo
-
O
=
00
=
rr
H

ZE M 2Z0M port logging 1S AEHOIAM, A2l ZEE Sdi ¥&& = OI0IE = MEMORY,
SYSLOG server, NFS server’ s storage £= PC JtE =X 2

HEELUC. A8Xse ZE g2 I|/FE HAKES = ™ g
HAIXISOl =ZEH email £= SNWP trap S Sofl 22lX0H SEY = USLICH. 012 Sl
MER=E HZE FXNZRHE HMAIXE ZAE = AsLId

MEMORY Off MZEE OIOIH= VISOHl &R0l S0t s&g 20 RSELICH Alelg ZE 21
OOIHE 2Z&35tHA ™ SYSLOG server, NFS server L= ATA/IDE fixed

N3 |&8 Jls 2 otlt= port sniffing JIsYUICH. =, 0 ALE0l SAI0 & ZE

=510, 8YS Sol WK L= troubleshootingES £=8& £ UA=s0l, AI2X=s =
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MH 259 Al2lg ZEW HEE SAEL 2|RE ZEZ HAL= 3F

S Mg Z2, VIS ALZXIF KW Sel0IHE Z2H#S 0lE6HH SAEN

=HS HMBELICH

o HLEQ @ E= HgH2=z L= AR 2F £8€ = JAsUC. H4-100 Al

oreHol Ef

Port access menu Enable/Disable

Port access menu port number (listening TCP port)

Port access menu protocol (Telnet or SSH)

Port access menu inactivity timeout (seconds)

Port access menu local IP

Port access menu guick connect via (Web applet or Local client)

Port access menu web applet encoding — Web applet only (English (latinl), Korean
(KSC5601), Japanese (eucjp), Unicode (UTFE8))

Port Access Login on port access Enable/Disable

e Port access menu authentication method (Local, RADIUS, TACAS+, LDAP)
Enable/Disable email alert for port login
Title of email
Recipient’s email address
Enable/Disable port login trap
User global SNMP configuration
First / Second IP Address
Trap receiver Community
settings Version
Port Enable/Disable port .
ASILSic::ts Enable/Disable Reset port (except all ports setting) :
g Set port as factory default (except all ports setting)
or Automatic detection Enable/Disable
Use detected port title Enable/Disable
Individual Port title
serial port : Probe string
settir?g Port title Detected OS (Read only)
#1~#4 Device detection method (Active or Passive)
(8, 16, 32, 48) Detection initiation (Periodically, If new device is detected)
or Detection delay

Remote port

Apply all port settings

(except all ports setting)

Host mode
configuration

Console Enable/Disable assigned IP

server Assigned IP

Listening TCP port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (0 for unlimited)

Enable/Disable port escape sequence

Port escape sequence

Port break sequence

Use comment

Quick connect via
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Web applet encoding (same as Port access
menu web applet encoding)

Terminal server option (Remote connection /
Shell program)

T‘SELTV'Qfl Terminal server shell program path
(except Destination IP

remote port) |-Restination port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (0 for unlimited)

Modem init string

Enable/Disable dial-in modem callback

Dial-in m m —
a oEfe Dial-in modem callback phone number

(except

remote port) Enable/Disable dial-in modem test

Dial-in modem test phone number

Dial-in modem test interval

Dial-in Destination IP
terminal Destination port

server Protocol (Telnet/SSH/ RawTCP)
(except Inactivity timeout (O for unlimited)

remote port) ["viodem init string

Virtual KVM
configuration

Virtual KVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Client program path

Serial Port
Parameters
(except remote
port)

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior (except Dial-in modem / Dial-in terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter-character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

IP address

Port

Protocol

Port logging
(only provided in
console server

mode)

Port logging Enable/Disable

Logging direction (Server output / User input / Both with arrows /
Both without arrows)

Port log storage location (Memory / CF card / NFS server )

Port log to SYSLOG server Enable/Disable

Port log buffer size

Port log file name (User port title / Specify below + file name)

Time stamp to port log Enable/Disable

Show last 10 lines of a log upon connect Enable /Disable

Strip the M from SYSLOG (Port log SYSLOG server enable
only)

Automatic backup on mounting

Monitoring interval (sec.)

Port event
handling (only
provided on port
logging enabled)

Key word

Case sensitive

Email notification Enable/Disable

Title of email

Recipient’s email address

SNMP trap notification Enable/Disable

Title of SNMP trap
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Use global SNMP _configuration

First / Second
Trap receiver
settings

IP Address

Community

Version

Port IP filtering
(console server
mode only)

Allowed base hosts IP

Subnet mask to be applied

Authentication

None
Local
First RADIUS authentication server
Second RADIUS authentication server
RADIUS First RADIUS accounting .server
Servar Second RADIUS accounting server
RADIUS timeout (0-300 sec.)
RADIUS secret
RADIUS retries (0-50 times)
First TACAS+ authentication server
TACAS+ S_econd TACAS+ authgntlcatlon server
server First TACAS+ accounting server

Second TACAS+ accounting server

TACAS+ secret

LDAP server

First LDAP authentication server

Second LDAP authentication server

LDAP search base

Domain name for active directory

First Kerberos authentication server

Kerberos Second Kerberos authentication server
server Realm for first Kerberos server
Realm for second Kerberos server
Custom PAM
<<Everyone>> | Port
or individual Monitor
user’s or
access list's Power
User access access
control Enable/Disable sniff mode
Sniff session display mode (Server output /
Sniff session User input / Both)
Display data direction arrows Enable/Disable
Permit monitoring only mode Enable/Disable
Alert Email alert for port login

configuration

Console
server

Title of email

Recipient's email address

Email alert for device connection

Title of email

Recipient's email address

Email alert for active detection

Title of email

Recipient's email address

Port login trap

Device connection trap

Active detection trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Dial-in modem
(Dial-in

Email alert for dial-in modem test

Title of email
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modem test
enabled)

Recipient's email address
Dial-in modem test trap
Use global SNMP configuration

First / Second
Trap receiver
settings

IP Address

Community

\ersion

Power control Power controller

configuration Outlet

8 412 &-JIBt Al2ld ZE

Serial port configuration

Port access menu configuration
Port access menu configuration
Al port configuration
Port# Title Mode Base address Port Proto Serial-settings
&l Port Title Cs  0.0.0.0 7001 Telnet 9600-M-8-1-Mo
Individual port configuration
Port# Title Mode DestféssignedIP  Port Proto Serial-settings
1 server name on port ., Cs  0.0.0.0 7001 Telnet 9600-M-3-1-Mo
2 PortTitle #2 Cs  0.00.0 7002 Telnet 9600-M-S-1-Mo
3 Port Title #3 CS  0.0.0.0 7003 Telnet 9600-M-S-1-Mo
4 Port Title #4 CS  0.0.0.0 7004 Telnet 9600-M-5-1-Mo
29 Port Title #29 Cs  0.0.0.0 7029 Telnet 9600-M-5-1-Mo
30 Port Title #30 CS o 0.0.0.0 7030 Telnet 9600-M-3-1-Mo
31 Port Title #31 CS  0.0.0.0 7031 Telnet 9600-M-S-1-Mo
32 Port Title #32 C5  0.0.0.0 7032 Telnet 9600-M-3-1-Mo
Remote port configuration
[ Title Mode Assigned IP Port Proto Remote-settings
[ remote port 1 Cs  0.0.0.0 7051 Telnet 192.163.19.10/23
Click [Remove] button to remove the checlked rermote port profile, Hemove |
Remote port title I Add
& 4-1. Al2Ig ZE &F [Hjo 55
HEHC=z Al2lg ZE = JH ZEESE HMEGtL] &HEodH ZE ®#HS L=
Z22ISLICH. Alelg ZEQ JA ELEE SHHMHA RS &Fot2AH,[All port configuration]
e oreHoll @IXIEH [All] €= [Port Title]2 2I&LIC
MNEX=E €2 ZE HFUA 2 ZE EHOIES 2256t [Add] HEZ 2256l &
ot AL, A ZESES HEs = [Remove] HHEZ2 2ol 22 ZEE
USLICH.
AMEX= & CIHHOIA A0M, EHOIE M4 0l& Java Applet2 0IE3t0, 2 Alel ZE
L= 3AA ZEQ port access menu Ol H&E = UASLICEH.




1. AEX= 2% O+ Bl /= Serial port -> Connection = & &0 OF &LICEH.

2. MEX= Individual port connectionOil U= EIOIE lconsS &EoHOF SLICEH

3. MEX= 3 port access menu connectionOll XHZ= Al2lg 2ZE ZIE AMEE
== UASLICH

Xt ZE SZ0 e XHAIEH AFSIE 4.5 Serial port HZ S &110HAIDJ] BIELILE.

4.2 Port access menu &H

4.2.1 I

VTS= port access menu2t telnet/SSH SCI0IHE HZBS Soll ANASE JtaAl LTEZ HAHE £ Q|

SLICH. port access menu2t HZ & H, VIS= port access menu S Sl 2= Alcld ZEQ JAA

HEZO ¢ Z2E BUHSLULIL. Ol £& ZE Bis, XLE EHOIE ¢ Al2lg ZE ZEE &
SELICH. VIS AFEXDL =2 Sg8 LE HSE HE6H 25 MBZ2 83& Aldlg LE

o 2 192.168.19.1

Welcome to UTS5-3288 Port Access Menu (UTS3280_Devicel

UT5-3200 Login : root
UTS-3288 Password : eeese

[UTS3288_Devicel

Porth

erver name on port 1

Port Title #3 C. rt Title
Port Title #5 rt Title
Port Title #7 C: pt Title
Port Title HY? C: pt Title
Port Title #11 pt Title
Port Title #13 C. ot Title
Port Title #15 C rt Title
Port Title H17 C. ot Title HI8
Port Title #H19 C. ot Title H#28
Port Title #21 rt Title #22
Port Title #23 vt Title #24
Port Title #25 pt Title H26
Port Title H27 pt Title H28
Port Title H#29 pt Title #38
Port Title #31 rt Title #32

Enter command (1-32 serial port, P passwd, R remote port. Q exit >

g 4-2. TelnetE 0180t ZE AH A U=01 &=017]
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VISE IS8 sdHESOZM A2 XD Jhat & =
- VIS 2 P =4 % port access menu & X&EE TCP ZE HSE AMS
S = S P

menu & XIEE IP =4 & telnet &

Im
==
K%

¥
m

— port acces

HE =0, & VIS IP =20t 192.168.1.1000112, port access menu 2| TCP ZE B1SIt 6000
ol A2, AHEX= &2 B8 ZEZENM U3 ZEs A8 = UASLICH

el net 192.168.1.100 6000 <ENTER>
port access menu 2| [P F=AJF 192.168.1.13221 B, MEXes AR 98 ZSZENAN US
S ol Y LE HSE AIZ2olA 0% ZEW AZE &= USLICH

tel net 192.168. 1. 132 <ENTER>

8 4-3= port access menu €3 tHS 2HSLICH

Port access menu configuration

Port access menu ¢ Ernahkle =

:

Port access menu port number (1024-65535) :l?UDD

Port access menu protocol Telnet =

b

Port access menu inactivity timeout (1-3600

sec, 0 for unlirited) . i] o

Enable/Disable port access menu local 1P m

Port access menu local IP ¢ |192.1EB.1.IDD

Port access menu gquick connect via IW

Port access menu web applet encoding : |Eng|ish tlatinl) ﬂ

:

Login on port access ¢ Enakle =

Port access menu authentication method ; |Lc:c:a| j

[Email alert configuration]
Enable/Dizable email alert for port login ¢ Disable =

Title of email ¢

Recipient's email address !
[SMNMP trap configuration]
Enable/Disable part login trap : Disable =

i |l

lUse global SMMP configuration | Disable |+
Trap receiver settings :

IP &ddress Cormrmunity Yersion

[o.0.00 ||:uL:uIic: vl @
[CO0.0 [public vl r

Save to flash Save & apply | Cancel |

18 4-3. ZE dHA Hm £F
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Login on port accessE DisableZ &HAGIH, port access menuz SollAl Al2lE ZEZ HZE

M AFEL 215 22X 8101 2 JtsELIt.

Enable/Disable email alertE Enable2 &EAotH, AFZXIDJF port access menuZ 219 L= 2
002 & i 8= =42 £3= =9 0lMHL0l M=ELICH. Enable/Disable port login

trapsS EnableZ &EAGIH, trap receive settings2 E&0N et SNMP trapsS ™ EEHLICEH.

I
Al
Lo
Qﬂ
R
e
]
iy
)
2
e
Ofi
Ui
tn
fr o
oy
10
S M
Im -
R
=
[>
=
ar
Lo
3
A
[N
|
2
=
QO
ey
)
>
S
AN

i

ZLICH. Local IPE disable AlZ/7{Lt local |IPE 0
SIolX] Zon ofs ZEE VISS |IP address OF ZE BlSE SoflALH &%0/ Jts &L/LCt.

4.2.2 Port access menu0j| Cist 1=

AFEXEIE VTS2| port access menull &=610| o= 015X o1E EXE Z2H™OF &0, port

access menull &5t AISX= & port access menu Ol CIESZ2 EBFOLOF SHCH. CHS Ol port

access menudl M Al2lgd ZEE HEGHH Y El= Al ZE %52 fist 21ES 20t0F &L
S

Ch. Bkl “port access menu authentication” &&0| [none]@2 EHFHE ALK L2E AIE2X:s

port access menu 2| Alelg EZEW X = USLICH.  “serial port authentication” 2
Ol [nonele2 EFE F=R00H, AIEXt= 215 20| A2l ZEN H£58 4 gisLICH

Ot2l “port access menu authentication” ®&®0| [Locall2 EFHZION UHU O - (0.
RADIUS, LDAP KERBEROS SE= TACACSH)Ol XIAElE B, AI2Xe US =20l S28H& et port

access menul Alclg ZEN & = USLICH.

- AEXIIF port access menu 1SS S1t.

- AEXIIF port access menu 2 A2l ZE 1S5S St

- MEXIL ZE AIEXN S0 S5E.
MNEXDL IE52 22 2, "2 Al 227 2 43I0 Js Alelg ZEQCH 8 &~ QU
SUC. O8 Rz H3E Aldlg ZEN= 858 = s, o358 €2 &2, port
access menulil =5t AMIBAeE B HZ 20 24 &I JtEULIC. A0 8l At8 =

Ol= oteofl CHEH XHMIEH LHEE 4.3.10 Authentication A& & XGHAID| HFELICEH.
4.2.3 Port access menu ZTE2EZ

Telnet E£i= SSHE AlE20old™ port access menu Z=2E2=2 SO &LICH. port access menu
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Of IZEZ0| 422 Al2lg ZEQ D=3 LXK %2 =& USLICH Alelg ZEQ
IZES2 ¥ SAEZRH VISZ22 ¢HZ ZYS HAlolk= JWO0IEZ, AFEXIL port access
menuE Soll VISZ2 =921 MOH 220 Alelg ZEQ Zz&EZ2 20|t &L port
access menull T2 EZ0| 229 Alelg ZEQ Zz&EZE AF0 R4otH =0, 0l 22 2 Al

2lg TES AN RAITH ELICH
4.2.4 Port access menu options

“Port access menu quick connect via” option2 & HIOIXI2 connection HIwSE S8 &= Al
AMNEE client Z2HS XFE == UA SLICH.  “Port access menu quick connect via”
optionOl Web applet@Z2 HAFEINH JULHH, & HEIS MHZRH 22 HOIHE SHO EHA
StJl ?IoH  “Port access menu web applet encoding” optionS 0I&5t0H ¥ E 2ALSC=2 H
BHeLICH. “Enable/Disable email alert for port login® option0l “Enable” 2 HS&HEH ALS
XtJb Port access menuz2 =12 E£= =02 & MOICH VIS Ol ZE &F (Email alert
configuration) Ol (et OlIYS MSELICH.  “Enable/ Disable port log in trap” optionOl
“Enable” & H&E 1, EY 41D BF(Trap receiver settings)UHlA P =4I E- 241D
Z 2 43, AHZXIF Port access menu2 Z QI £= Z0t2 & M{OICH VIS E™
8D BF0 =0 EHsS BYLICH.  “Use global SNMP configuration” Ol “Enable” 2 &3F
/™ “SNMP Configuration” OIlAM &E&E Eg 40| HF0| SNWP Egol SXHX=Z ALEELICH
XEMIE tHE2 3.2 SN\WP £&F = ZFASHAIDI BHELICH

4.2.5 ClusteringA|2| port access menu

Clustering(hb& &=X)S AME6tl= 22 Master unitll port access menuS E56t0d slave unitsS

accessot Al &= LICEH. port access menu2 OIQ! BISUHAM SE &3+ Slave unit SEHSUHA

APIEXICl U2 SoH ol= slave unit2 AEHE %= USLICH. Slave unittl 850t HE
X

unit2l port access menuJt LIEILIH, O4J|IM &36l= port

g MeEH Asts ZES I 4
ASLICH AE P FAE 8 26D U Wit F2E 2SN

[ VTS3200_Devi ce]

Port # Port Title Mode Port # Port Title Mode
1 Port Title #1 CS 2 Port Title #2 CS
3 Port Title #3 (05 4 Port Title #4 (05
5 Port Title #5 Cs 6 Port Title #6 (05
7 Port Title #7 (o 8 Port Title #8 CS
9 Port Title #9 (o5 10 Port Title #10 cs
11 Port Title #11 (05 12 Port Title #12 Cs
13 Port Title #13 CS 14 Port Title #14 (O
15 Port Title #15 (o5 16 Port Title #16 (o5
17 Port Title #17 (05 18 Port Title #18 (o5
19 Port Title #19 Cs 20 Port Title #20 Cs
21 Port Title #21 CS 22 Port Title #22 CS



23 Port Title #23 Cs 24 Port Title #24 Cs
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 CS 28 Port Title #28 CS
29 Port Title #29 Cs 30 Port Title #30 Cs
31 Port Title #31 Cs 32 Port Title #32 Cs
Enter command ( 1-32 serial port, P passwd, S slave unit
R renmpte port, Qexit )
______ > S
[ VTS3200_Devi ce]
Unit # I P Unit # I P
A 192. 168. 19. 3 2
C e D e
E = ----eee--- F o mmeeeeea--
I [ I
[ J e
K scseooee=- L  secsccoe--
M e N emeeeeaa--
(O P e
Enter command ( A-P slave unit, L serial port, Rrenpote port, Qexit )
------ >
4.3 ¥ xE MY
VTSSl Alglgd ZEQ A HEEz= WEIHECZ L= 8PN 4828 = A=0, Hg & 2
ZE &0 e mlidHe sLeELt. g ZE L322 Usd 200 124 EC=2
=S LUt

1. Port enable/disable

Only available if the host is set to Console Server

2. Port title

3. Apply all port settings

4. Host mode configuration

5. Virtual KVM configuration:
Mode.

6.

7.

8.
and Port logging is enabled.

9.

10. Authentication

11

12. Alert configuration:

13. Power control configuration :

52

Serial port parameters: Only available for serial port
Port logging: Only available if the host is set to Console Server Mode.

Port event handling: Only available if the host is set to Console Server Mode

Port IP filtering: Only available if the host is set to Console Server Mode.

. User access control: Only available if the host is set to Console Server Mode.

Only available if the host is set to Console Server Mode.

Only available if a power controller is added.



UeE [— Move to —] ClAE BAQNAM 0IS2

o #FHHCOZ Il 018 = USLICH

4.3.1 Port Enable/Disable

2 A2l ZEQ |2 ZE= enable E£= disable & &= USLICH. S Al2lg ZE = &
24 LEJ} disable AEHI} EH AIEX=E Y A2l ZEZ H£s 4 sULH. O 4-4=

ZE enable/disable StHS B0 SLICH

2F

2t stuck® ZEE= [Reset this port] 222 [Reset] HES = MEXE £ U, [Set this

port as factory default]2 29 [Set] HES =2l 22 £0olAlQ AEH2 E™& £ USLICH

o= AN

Serial port configuration - 1 ;: Port Title #1 === Move to --- :I

EnablefDisable this port

Enable/Disable this port IEnabIe vl

Save to flash Save & apply | Cancel |
Reset this port : Feset |
Set this port as factory default . cet

Port title

Spoply all ports settings
Host mode configuration
Yirtual EvM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Slert configuration

J& 4-4. ZE enable/disable

4.3.2 Port Title

e 2122 ZEN 2= X0 e 48 2= = AsU. oolols X2 =,
[e)

Of &2 = UASLIO. LE EOISE2 88 ZZAHANN SEZ

=}
=
o
w
D
-
j=d
©
o
-

Port titleOlM & & HOt0lE= TS & &LICH
Automatic detection



Use detected port title
Port title

Probe string

Device detection method
Detection initiation
Detection delay

Serial port configuration - 1 : Port Title #1 --= Move to --- j

EnablefDisahle this port
Port title

futomatic detection |Disab|e v|
Use detected port title ; |Disab|e 'I

FPort title |Server name on port |

Probe string ; |‘-?"#x[l[]

Detected 05 @

Device detection method : Active ¥

Detection initiation | |F‘-.:ric'di-:ally j

Detection delay avary IC— minutes
Save to flash | Save & apply | Cancel |

Spply all ports settings
Host mode configuration
Wirtual EYM configuration
Serial port parameters
Port logging

Paort IP filtering
Authentication

Lser access control
ASlert configuration

& 4-5. ZE EI0/E &F
Automatic detection
Aelg ZEN HZE X2 ML SAE 018 2 HEBE M52z xFE X RS
HHELICH. Host modelt Console server 25010 HAE HXID 0
Enable/Disable SUHAM &€ Jisotl DX L™ Disablez IS A& U

S0l &4 Disablez &L BHAE == USLICH

Use detected port title

A=oz £8= EHX9 HEE (0] ELEQ IE EOIE2 AI2E 2doXsE HFHs LU
Automatic detectionO| Enablez &&= A0 2 LIEFELICH.

E EI0IES EAIELICH. #X H2E XI=22 4% (Automatic detectionOl Enable2 & A )ot

ILE EIOIEZ Al=2(Use detected port titleOl Enable2 A& )ols HR0e=
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2O XZE EOIEZ ASELD. 1 212 3R0ls
=l

Probe string
Automatic detectionOl Enable2 A& E FHK0CH L IJtsELICH. &X

=
VISt E X0 BEUles 28 £3&UC.

0
I
U
4>
™
ol
S
0
%

Device detection method
Automatic detectionOl Enable2 &E&E A0 && JtsS&LICIH. Activelt PassiveS0AMN &3
P USLICEH. Actives VISOE &X HE &S L EXIHA &Ecte OOl
HE 2406t ZX2 2SHMeY SAE & LICH Passive= ZE ZOE =2
ot Xl HE2E FELIL. [etAM, Passive= Port loggingOl EnableZ & & T 0{0F &4 It
FH & LICH /etc/active detect L= /etc/passive detect scriptE B1&at0! &X 0
N BUE HOIEHMA X2 2ZHMA SAE 052 ol UHe YES =3 = ASLICH
SYMME /var/run/ CSPortxx U0 SAE 0I&& /var/run/ Host namePort xx IOl
JIZEUC. HIIM, xx= ZEEYSE LIEFHLICE.

ol

f
0 0
%
m o
0%
o
HI

or Jx m
ol i
0

1]

Detection initiation

Device detection methodJt Active® Z <0l Periodically®t |f new device is detected SOIA
SEig = UA2U, Passive?! ZR0l= Periodical lyot &Z&ELICH. Periodical ly= Detection
delayOil £F& AI2FOICH FIIH 22 VISOt EXNEEE 24 ELICH. |f new device is detected=
ANelg ZEN ME2 Xt HZEACHs OIHEDL LM HOICH AXFEE SAELICH
Automatic detectionOl Enable2 &XEE Device detection methoddt Active=Z Detection
initiationOl Periodically2 & E 2 VISIt EXZESE 48 ZFUE Alert &F0AM &3
8t 02 emailOILt SNMP trapS &M SELICH XHMEH LIE2 4.3.12 Alert &3S FXGHAID| Bt
gLICtH.

Detection delay

Detection initiationOl PeriodicallyQ! Z2< &< Jits&LICH. VTSIt
£ & FELICH

F

oA
pal
0x
HI
i
Bli
X
Qﬂ
rr
4
~

4.3.3 Apply all ports settinigs

m
el

x

UH SLICH. o+ A AO0| disable MEHQI AR, J|&Q X
A g2 all ports settingsS 8ottt SXACAH EULCH. O 4-6
settings &8 3H=2 20 SLICtH.

ro

apply all ports



Serial port configuration - 1 : server name on port 1 -—- Move to --- j

EnablefDisable this port
Port title
apply all ports settings

apoply all ports settings | |Enab|e vI

Save to flash Save & apply | Cancel |

Host mode configuration
Wirtual EviM configuration
Serial port parameters
Port logaging

Part IP filtering
Authentication

Llser access control
Alert configuration

& 4-6. Apply all ports settings &&
4.3.4 Host mode AA
VIS &t 2 E&= “host mode” St % SLICH. T2 22 419 host modedt AFE JtsEHLICH.
console server mode
terminal server mode
dial-in modem mode

dial-in terminal sever.

Console Server Mode

Ol 2E0AM=, telnet £= SSH Z2ct0IHES HAES WJIotl] U= TCP AHH £A3U0]
AHFLICH. telnet L= SSH 2cH0IAEIL VISOI &E =0t , VISH SHZ2&E HH|2 2 ZE
H8g = UsLIt. A3 ZES A=R0U= 0 258 XNFAELILC. Al2lg ZEJ 25 ZES
= of [0l HZote B A ZE= JAA ZE HdEHNM XNEE AFZ SAEZ XNEE

Terminal Server Mode

Ol 2E0M=, Terminal server option2 &&0I [t VISS Al2lg ZE
AR SAEZ telnet £= SSHE 0|20t HX0HALE VIS & Z2 )3
A ZEWMN= XX ASLICH

of &= ZXI0IA
Aot SLICH

ﬂJIO

Dial-in Modem Mode
VISE Q&Y DES Al2ot0 22l(out-of-band) &% JIssS XSELICH. Al2lE ZED} dial-
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in modem modeE2 A& E AL, VIS Alglgd ZEDI AEEH Ry HdZEH 2oz 2t
221 IZ22H M3 = HAS JICGELICH. HOE HEdold ZT28s AIR5H¢

b
Y56t VISH E£S elSotIl gt 22 EH0l EAIELUC. 2 ZEWM=sE X

Dial-in Terminal Server

Dial-in Terminal Server= HOIE AW Z2E2 M3t % 28 2Eo =g STEAL

Aelg EZEEZE Dial-in Terminal Server 252 &&HGIH, VIS= Al2lg EZEDI A& E

AZE 2002 2tFot, Mg 855 HZES JIUELICH ARSI EHolg dgdo0ld =2

AESH VISOl M3t H=£0t= Z<, VISE 0l ¥&S 385t 0101 DA (U= &3 &
=

telnet £= SSHEA TCP HZS +™EULILH. A ZENM= XFEX #sLICH

b

\'OI

08 47 ~ O 4-102 2 Z=4 Host mode &3 slHES EWSLICH.

Serial port configuration - 1 : server name on port 1 === Move to --- :I

Enablef/Disable this port
Paort: title
Spply all ports settings

Host mode configuration

Host mode :

Type of console server !

Enable/Disable assigned IP |Disab|e v|

Assigned IP [0.000

Listening TCP port (1024-65535) . |?DEII

Protocol . ITeInet v|

Inactivity tirmeout (1-2600 sec, 0 for

unlimited) |1DD

Enable/Dizable port escape seguence @ m

Port escape sequence ! Ctrl- F

Fort break sequence |~break

Use comment ¢ Mo =

Quick connect via : W

yeb applet encoding : [English (atint) =]
| Zave to flash I Save & apply | Cancel |

wWirtual KvM configuration
Serial port parameters
Port logging

Port IR filtering
Authentication

User access contral
ASlert configuration

& 4-7. Host mode && - console server mode
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Host mode configuration

Host mode Terminal ¢

Terminal server option : |Remaote connection x|

Terminal server shell program path I

Destination 1P {0.0.0.0
Destination port (0-65535) : |0
Protocol ; ﬁm
Ina_cti_vitv timeout (1-2600 sec, O for |1 ]
unlirited)

Save to flash | Save & apply | Cancel |

_1& 4-8. Host mode &3& - terminal server mode

Host mode configuration

Host mode ;

Modern init string

EnablefDisable dial-in modem callback |Disab|e vl
Dial-in modem callback phane number |
EnablefDisable dial-in modem test ; |Disab|e vl

Dial-in modem test phone number ; |

Dial-in rodem test interval ; Bvery l2’1 Rour(s)

Save to flash | Save & apply | Cancel |

18 4-9. Host mode && - dialin modem mode

Host mode configuration
Host mode : Jial=In terminal Servar
Destination IP {0.0.0.0
Destination port (0-65535) : O
Protocol . m
Inalctilvitv timeout (1-3600 sec, 0 for I1 oo
unlimited)
Modem init string : ICHEDSEI=2
Save to flash | Save & apply | Cancel |

& 4-10. Host mode &€& - dial-in terminal server mode

Console server mode &3

Console server 2E2| AL, AI2X= OISt 201 DHOH

e
I
]
[
0
o

Type of console server
Enable/Disable assigned IP

Assigned IP address
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Listening TCP port number

Protocol

Inactivity timeout

Enable/Disable port escape sequence
Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding

Type of console server

ANelg ZEN A2 A= £ MBSl EtZ 0l MS SAC console@! Xl Ot XIS SEHELICH.

Eanble/Disable assigned IP

Assigned IP addressE AE2E Xl HRE ZHdl=0 AISELICH.

Assigned IP address
AR 2 A2 Alel

+
Sl Al2lZ ZE T= 2

ue
Hl
Im
kA
rr
10

¥

=S =34 2 =Y = USLCH MEX= telnet(23) E£=
SSH(22)2 HEZF TCP ZE B3It U= telnet L= SSH ZLH0IHE Z2 ) HS AESHH EZEO
g5 = Asut
ZEQ9 |IP =401 192.168.1.1012 & 22, AAEX=E S 20 ZEM HZEg = AsU
Ct

tel net 192.168.1.101
gy IP == JIEQ IP =24% E=SHA HOI0F U, 2 EStHe E2, Aldg ZE
e A ZEQ P A& disable AEiJF ELICH. Port access menuOll M2t 201 IP =28 A
26tA 22e{™ Enable/Disable assigned IPE disableZ St HLE Assigned IPE 0.0.0.022 &t
o ELItt

Listening TCP port number
ANEXE Al2lg ZE = 3F ZE =52 2ol VIsel P =4 2 |istening TCP port number

E 0ISE %= USLICH. AIEX= telnet/SSH HZ 2 8 Y A2l ZE2l TCP port number

al

J L EO TCP port numberdt 6001 oI AL,
I 20| oY Alelg ZEW AHE £ US

tel net 192.168.1.100 6001
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Protocol
Protocol £ telnet, SSH L= Raw TCPE
42 telnet= HEELICH. AERD

Ch.

—

-

SERSILICH. AFE XD telnet ECH0IHE ZZ2 S At
F

=
ot SSH 220l E ZZ)H# S AIEctes ER SSHE o

Fl

J2 0

o
-

Inactivity timeout

Inactivity timeout Ii2tOIEH H&HO =X CP & MEIE Closed £= Listen2& s Xlot=dl
U[_SLICH. XIEE Inactivity timeout 2t2 S0QF VISet telnet/SSH Zc2t0IHE AOIOIA CIOIE
SA0| ele= E2, Il dZE NE2S Is22 &olH LIt AIEXDF dE28 2z =
e E22, timeout Al2E2 022 A AELICEH. Inactivity timeoutOl enable A EHN U= &
< = “keep alive” IH3E FIIH2=Z MEGH0 telnet/SSH SetOIAESQ VIS A0l <
HZ MHE NEHRo=Z HALELICH. telnet/SSH Set0IHED IH2L0 SEGHA %22 22, AlA

B2 HZ AEiJt EH AU 2t=F6t0, inactivity &0t &2t 101 JIES telnet/SSH & &
Cl

fo
_{

U

Enable/Disable port escape sequence

o

Port escape sequenceE AIEE Xl (IR E Z8ot=0 ASELICH.
Port escape seguence

AR A2l ZE L= A ZEQ HZS =, port escape sequencesS SotH port

Lo eE &

escape menuOl E2& £ USLICH. port escape menulle 2E AZ2XDIF E206t= [show last
100 lines of log buffer], [send message to port userl, [close current connection to portl,
Sniff AFEXIE 98 [enter as a slave session], OI2! M& ASXE & [send break], Port
et Monitor HZ#EE 2% JH& Sniff AMEX2 [take over main session] 12l Port2t
Monitor E2H&2 25 Jt&l AFEXt2l [disconnect a sniff session] Ol S0I UASLICEH. Al
clg EE &= A3 ZEN HZE IXIF MY HES2 OFR30 HZE A0 218 At
ZXIF Power H2HEEIS 2t=CHH |, Port escape menulll= [power device on], [power device
of f]12 [reboot device using powerswitch] S2 &1 23 = MHiwIE =JHELICH.

Port escape sequence® &E &= 2XNE ZEZ ME56teIM Port escape sequenceES S8 &5l

HUF port escape menudil A Port escape sequenceES & &atH ELICEH

Port break sequence

AMNEXNE ZEN HZ = port break sequenceZ & E g2 LHELZM Y EZEZ break &
SE BY = USLICH.

Use comment

Use commentES Yes= &A&oIH ZE AIZ2AIF ZEZ HZA

o
=
M
x
1o
i)
v
o
1>
$9
H
J
]
C




Ct. & 0l &82 ProtocolO| Telnet £= SSHY 20t MZELICH. gEE =82 Al2lg LE
A& MOIXI2 Individual port connection 22 = Comments &S0 ZEAIEUC. (A& 4.5

idu
Serial port &S EXoIAL.)

Quick connect via

Quick connect viaZ VIS &2 & HIOIXINA = Z Client2l &FZE Web applet E£= Local
client2 MEELICH. 0l &2 ProtocolOl Telnet E£= SSHOI F =20t HEEHLICH. Alelg X
E HZ HOIXINA AMEXIE HZ 00122 Hdeg B, MEXIE VISOH MEBot= &JIEE java
applet= AIE0t= E=2 Web appletS AEHELICH. SHHMKMHIE HBot= Telnet == SSH 22t0I
HE Dz )2 NS2Z 1Sote 4% Llocal clientE MAEELICH. Windows 2SXMH2 &<

Protocol O Telnet2 [ Local clientE &SI Hyper Terminal 2 10| alSHELICtH.

Web applet encoding

Alelg ZEQ HZEE XU MHZRH 22 GI0IHE & MER stH HESHH =ESoH)| 4
ol olDE ol gAal2 &86l=0 AISELICH

Terminal server mode &3

Terminal server model &2, AIEX= U3 &2 II20IHE 28 = USLICH.

Terminal server option

Terminal server shell program path
Destination |P address
Destination TCP port number
Protocol

Inactivity timeout

Terminal server option

Remote connection@Z HAE AR, VISS Alelg ZEW HZ=E XA telnet , SSH F&

TCP TZ2EZSZ2 0/85t0 22 SAEZ HESHLICH Destination IP , Destination portS2l &

HASAE HEB2 AEBY ZZ2EZ, Inactivity timeouts=S & &EoHOF &LICE. Shell program2
dS&E R, VIS Aleld ZEZ H=6tH VISH M Terminal server shell program pathl & &

DZ2)HZ AMELIC

fol

il ﬂJ>
13

Terminal server shell program path
Terminal server optionOl Shell programz= &AAE ZR20 A2l ZE=Z E50 0IRFHXH

VISOt algisr &l mzss XIE& LIt
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Destination IP =4 % Destination TCP port number
HE AL, Destination IP =4 &

Terminal server optionOl Remote connection@=2 & =L
& e /AX SAEQ P =A

Destination TCP port number= VTSOl &&= ZX|Dt

2 TCP port numberS 2|0|&HCH.

I
Qj
-
=
Ol

Protocol
Protocol 2 telnet, SSH = Raw TCPI} & == USLICH. AFE XL telnet &= SSH AHHO A&
otd dt= &2, telnet L= SSHE HEioloF &LICH. Terminal server optionOl Remote

connection@ = A& E JFR0 0t &&= LICH

Inactivity timeout

Inactivity timeout Al2F S0 VIS 2 telnet/SSH AH AFOIOI GIOIEl S4I0 o, M

telnet = SSH HI&0l ZE2EI ELICH. AZSXDF HAEAS 28U SXlotdis &
PSS

(=)
.
022 &LICH. Terminal server optionOl Remote connection@ 2 &&= JAR0H 2t &M&stELICH.

Dial=in modem mode &%

dial-in modem model &2, AIEX= U3 22 HI20IEHE Z&E 5= USLICH.

Modem init string.

Enable/Disable dial-in modem cal Iback
Dial-in modem cal Iback phone number
Enable/Disable dial-in modem test
Dial-in modem test phone number

Dial-in modem test interval

Modem init string
gl xJ|gt AEEE2 Aldl

2
=
gt AEYS XNEGH &2 &2, JI2 =) 9

o
e}
Hel
Im
2
e

ESp) 2 HH0l ArZELIL. JI2ez #8E =D 2F
22 ‘gqle0s0=2" LLICH. 28 =J| AEZ0 st MM HEES 2 HrZS FXRSNAIL.

Enable/Disable dial—-in modem cal Iback
Dial-in modem callbackOl &4d3lE AR &3 HFZ HZ0| &H VISe HZ2 #1 LEA Dial-

in modem cal Iback phone number Ol HAIE &3}

Dial—in modem cal Iback phone number

Dial-in modem callbackO|l Z43lE AR VIOt H&Z2e MIIHSE HAISLICH
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Enable/Disable dial-in modem test

Dial-in modem test)} &4d3slE B, 2EHO &4 S&Hot=X

=45 FIHo=z HAHELICH. Dial-in
modem testJl EHSIEH Alert &8 SIHUA 28 HAE ZHUE OIHLOILE SNWP trap=S Sl
o
= 12

_'
g2e = UAESE €88 = WA EUh. IAMet WE Alert 882 &X0HAID| HHELI

Dial—in modem test phone number

DE0l o SHot=X BZoltJ| ol VISOt HZS NS E SAILICH

Dial—in modem test interval

20l 84 SHoteXE 88 FIIE AN2HR=Z2 XNEHE LI

—

Dial—=in terminal server mode &3

Dial—in terminal server mode 2 &L, AIEXt= U

0l0
=i
my
o
E_l
[l
(=)
m
i
x
0
e
1>
0
o>
C
[m)

Destination IP Z=A: (Terminal server mode !

X
o
1]
FA
ol
ita
=
to

Destination TCP port number: (Terminal server mode A& S EHESIAMAIL)
protocol : (Terminal server mode £& S EESIAMNAIL)
=

Inactivity timeout: (Dial-in modem mode &l&S &
A AIR)

Oll

Modem init string: (Dial-in modem mode &8 & =X

4.3.5 Virtual KVM configuration

Console Server 2ZE0M Virtual KW connection Ol Enable T3, &&&E KW 2c2l0|HE
Od8s Soll VIS Alelg ZE £= /A TE) HZE AHZ 8806t A stEs I
Q OtRAa2 &S = UH o SLICH.

K
N Hu

H

Virtual KYM AZ S <lolf 228 Tiet0leHeE Chst Z&LIL
Enable/Disable Virtual KVM connection

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path
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Serial port configuration - 1 : server name on port 1 -—- Move to --- j

Enable/Disable this port
Part title
Apoply all ports settings

Host mode configuration
Yirtual K¥M configuration

virtual KWmM connection |Disab|e vl

Automatic IP detection @ Disable =

IP address |

Client program : lL'SEI' defined =]
Socket/Screen number for WHC connection ynocviewer $1p$;|—

Clignt program path |

Save to flash Save & apply | Cancel |

Serial port parameters
Port logging

Paort IR filkering
Authentication

User access control
Alert configuration

& 4-11. Virtual KM & &
Enable/Disable Virtual KVM connection

Virtual KVWM &2 JIsS AIE2E HQXE £FELIL. & Eot A2 Jl=gt2 disable ¥ LICH

Automatic IP detection
KVM Z2i0IHE Z2 30| HZ2E M2 IPE Al Z2£2 8500 AsS22 dMEX o

£ &Z3eLICH Host mode configuration2l Type of console serverJt MS SAC consoleZ2 & & &
F202 0] JIs2 ASE = USLICH
IP address

KVM 2201 E T2 80| AZE A2 IPE £ F&LICH

Client program

Client program pathE & XNEE = JAEE ZSE SAU0/UE T2 2|AEESE HMBELICH
Windows remote desktop connection, VNC, Radmin, Xmanager S0lAM SEiGIH oY SetolA
E Z=2720| Client program pathOll XI=22 ZAIELICH. User definedES A E45tH  Client
program pathE AIEXOF & 610k & LICH

Socket/Screen number for VNC connection
Client program0| VNCZ A& C/US HR VNC HZES
2= QUEE= SLICH. Screen WS L= TCP port H&E0F &5 YUNC H&ES st Client

program pathJt Ats2z & & &ELICH

=

28t Client program pathE & H2&&
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Client program path

Aolg ZEL FALEN HEE AHZ KVM AIES s 4 Qs Z2H0|9E T2 s X
HELICH $IP$= 20| E T2 20| 88 MO 1P =AE Q0lgLth
4.3.6 Serial port parameters / Remote port parameters
Al ZEQS AL HEHIE VIS Al ZEQ HAAHGHHE, VISS Aldlg EE Iict0|IHE
HEE AHIQ 2E ZE LH ZF™o =00k &LICH

Al SANA 2EQF I2t0leHsE S Z2sLITH

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

Enable/Disable delimiter (only for RawTCP protocol)

Delimiter (only for RawTCP protocol)

Delimiter option (only for RawTCP protocol)

Inter character time—out (only for RawTCP protocol)

Serial port configuration - 1 : server name on port 1 --= Move to --- j

EnablefDisahle this port
Port title
Spply all ports settings

Host mode configuration
Wirtual EviM configuration
Serial port parameters

Type :

Baud rate :

Data bits |

Parity

Stop hits ¢

Flow control

DTR behavwior :

Save to flash

R5232

|EIEEID -vI
IBbits vl
|N0ne "I

1 hit -

Mone

J

|High when open |

Save & apply | Canu:el'

Port logging

Port IP filkering
Authentication
User access control
Alert configuration

& 4-12. Serial port parameters &3&
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Baud rate
VISHIA XI&56l= baud rate= CIS 2&LICH.
1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200 & 230400

& E0tAIS JI=8t2 9600 LICH.

Data bits
Data bits= 7 bit2 8bit SUHAM StLIE HdEHE &= USLICH. SH =GHAIS JI22t2 8 bits

LICtH.

Parity

Parity= none, even = odd S0A HEHE %= USLICH. SE EGHAIC] JI22t2 none LICH.

Stop bits
Stop bits= 1 bit2 2bit SHAM M = UASLICH. SE EGHAIL JI232 1 bit2dLIC.

Flow control
SE MO 2t2 none, AZEN (Xon/Xoff) L= SF=KH (RTS/CTS) SOIA HHE 4= UASLICH.
S& =GHAI2 JI22t2 none LICH.

DTR behavior

Aelg ZEQ DIR £ =&2 always high, always low == High when open2 &#&FE =+
USLICH. DTR S0l High when open22 H&HE HS, TCP HZ0| OIF0H& AEHMAM= DTR
oo AEHDF HighZ | A& LICH. host modedt “dial-in modem mode” = “dial-in terminal

server mode” 2 A&E AL, DR =& &EA0| XNIZX 2LSLICH

Enable/Disable delimiter

ZZEZ20| RawTCPR 22, A2l ZEZRH S0H2= UHO0IHE Z20IHENAH 2 W22
Lis= g8s &38Ut. 0 A0l EnableTl0f USH Al2l¥ EZENAN &2 HOIEHE
DelimiterJt ZAE WHOICH THA 22 =Zc2lot Zet0IHEN MESELICH. Disable2 HFHEH
Inter character time-out A2t S0t A2l ZEZ2RH HOIEHI SHLA %22H Ii3lES 2040l
HEZ MESELICH.

nx
0

Delimiter
Enable/Disable delimiter It enableZ HE& & HL, HIOIEE E2lot=d AME2E 228 XNEE
LICt.

Delimiter option
Enable/Disable delimiterJt enableZ E&E AL, 22lXNZ2 22& IS 88 M 22U
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ol

FH A&

— o

e
>
2
1
1]
x
0
oo
c
Q

Enable/Disable delimiterJt disableZ2 E&&E ZR, AMlgE ZEZZRH HEE OOHE 226t
=0 M= 242 Al2t2HHAS XS LICH 0] A0l XILIE 2 CIOIEIE =02 SHLA &

rc.user AJHEE £Hold 22L& ZEW Clolgol 2EHS HEE == USLICH. rc.user THL O
Sl 22 ATJEEEZE ZIIGINAIL

echo 57600 > /var/run/mgetty.console
576002 25 ZEW HZ2E Z2EOl paudrate LUICH. rc.user OIYLsS =

=2
ZE ZEN A= Uolgel 280l & sHEUO.

0
o
{on
=
1
om
%
=

Eol Z2, Zc0IHES HZ RIFAl X8 FH SAE9 2 E=0 08

=
D2E=s EFHO LU

A TEWAMN R OI20IeHsE S 25U
P address
Port

Protocol

Serial port configuration - R1 : remote port 1 --- Move to --- :l

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Wirtual KM configuration
Remote port parameters

IP address jo.ooo
Port lD
Protocol ﬁm
Save to flash Save & apply | Cancel |
Port logging

Part IF filtering
Authentication
User access control
Alert configuration

_1& 4-13. Remote port parameters &&
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IP address

Protocol

A3 SAEN EXcl=0 AEHE Z2E=2S dF38LU.

4.3.7 Port Logging

Console Server 2=0lA Port Logging Ol Enable T/ &, VISQ Al2l¥ ZE = @A ZLEZ ®
&=Cl= OOIEHE Hl2¢2l, ATA/IDE fixed disk card &= NFS MHZ H&EE %= USLICH. SAl0

SYSLOG MBI 0l MEE XIE XEY &= UASLICH.

S, AF2XE port event handling E2&0M ZEZ S0 2= HAIXS E& IKYEE &
0 email / SNMP trap = Soll 22IX0H HEE %= UASLICH. MEX=E 0 JIsS Soll H&2&=
X

FXI22E Bt HIOIEHE ZAIE £ JUSLICH. XHAIE =2 AME 4.3.8 Port event handling

Aleld ZE = A ILEOQ host modedt console server mode 2 &AX= AHALX0SH Port
Logging 710l SS&LICH. Al2lg EDJ} terminal server == dial-in modem mode2 &A=
J

_I_
sz 8§58 &+ ASLICH.

A2 Port Loggin

Q

Port LoggingOl CHet & & mietOle = ChEd 2 5L

Enable/Disable port logging
Logging direction

Port log storage location
Port log to SYSLOG server
Port log buffer size

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the "M from SYSLOG
Automatic backup on mounting
Monitoring interval
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Serial port configuration - 1 : server name on port 1 === Move to --- :I

Enable/Disable this port
Paort: title

Spply all ports settings
Host mode configuration
Wirtual BV configuration
Serial port parameters
Port logging

FPort logging ¢

g

Lagging direction Server oUtput =]

Fort log storage location kMemaory =
Port log to SYSLOG servar Disable -

FPort log buffer size (KB, 3150 max.) :

|SD
Fort logging filename |Speu:if5.' below "I
|pc:r‘t1data

(null as default file name[portkxdatal)

Tirme stamp to port log Disable =
Show last 10 lines of a log upon connect Digahle =
Strip the ™M from SYSLOG | Disahle &
Automatic backup on mounting Enahle =

Monitoring interval (sec, 5-3600) &

I

Save to flash | Save & apply | Cancel |
Port log ¢
=
.|
Clear Refresh Wiew

Port event handling
Port IP filtering
Authentication
Lzser access control
slert configuration

g 4-14. ZE 22 &

Enable/disable port logging

1]
nx
0%
]
-
a

Port logging Jls2 AMSE 2121X S& =0t AlQ JI28f2 disable LICH.
Logging direction

MNEXDIL AM2IY ZEZ Mdols WHE2 JI=(User input), Al2IE ZEZE
(Server output), 2etsk HIOIEIS D=0l A SFZAl SIATZE AI2E 2

eIXl AtESHX @2

19| GIOIHE J|12
=] gt St (Both with arrows)
21 (Both without arrows)XI& ZAELICH. Z2& &5t Ao JI232

Server output 2 LIC}.
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Port log storage location
ZE Z7 HOIe= VIS WS BIR2e2l, ATA/IDE fixed disk card = NFS Off H&E =+ UsU
Ch. XE 270 N2 MEBZ= <, VISOF HE o ZE 21 OOole= AXMELCH Alel
A HE 1) HOIHE 2=otdd™, M&E <fIXIE ATA/IDE fixed disk card &= NFS MBZ &3
SEAHLE SYSLOG server2 MES SFONOF SLICH. AI2Xt= ME /X0 &43dt= ME A
Olcl &&oHoF &LIC. M&E RAXIF HESHH SFHEX LJACHE, MEXNH= ME o

= U EUC.

=
=

i
Je
o

SEPN

Port log to SYSLOG server
ZE 27 HOIH= XNEE H&E X2 SA0 SYSLOG AHWE HEE &= USLICH

Port log buffer size

Ol ItctOIE= logging®El= ZE 21 OIOIEHS =W 21 ES&LICH. Log OIOIHE MZEGHI
flol WS HIZelE AI8dts 3%, ZE HIHS &8 3= 3200 KoytesS =tot Xl L0tOF &F
LICH. & =6t Al JI=8t2 4Kbytes2 LICH.

£1 OIOIHE MEGHI| 2o ATA/IDE fixed disk cardE AtE5t= 22, =0 ZE BHIH 2=
JtEol g0l et Eet&LICH.

£ OOIHE M&EolJl 2ol NFS MHE AtEot= 3<%, = port buffer size= AMH <
O WEA =0, MEX= NFS MBHE &6t port logging AIABOl HES &sg = U
ol OF & LICt.

rige
o

H1
J

Port log filename

Ol WetbIe= loggingdle ZE Z1] W2l 0I|SE HELUICH. Port logging filenameOl Use
port title2 A&EH LE EIOIE0| ZE 221 1Y 01222 AZELULICH. Specify below2 &
QA Oteiol e me 01801 21 Y 01822 AI=2ELICH. 21 Y 01801 285N
UK 42 J=20l= JI2 & 20! portXXdata cte 01801 AFE ELICH. OIIA XX Y Al
2l ZLEQ S E HAESLIG

Time stamp to port log
Ol Het0le 20l & TS |oggingdlse ZE 2= =0HCH time stampdb Z&CAH €LICH D

= 22 disable ILICH.
Show last 10 Iines of a log upon connect

Ol HI2tOIEDF Enable2 EFEHH, AIEXDF ZEZ HAZE [ 229 0K 10=0] EAIELICH.
Jl23t2 DisableLICtH.
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Strip the “M from SYSLOG
Ol IctOIEDt Enable2 EFHEH, ZE 22 OO0IEH S0AM SYSLOG MHUAM M2 HAlZ=
0x0D OIOIEDJt AHOIAZ HMEON ZE =2 dOIE0 0x0D GIOIEIt EZEEXl e ME=Z
SYSLOG MBH0l M&EELICH

Automatic backup on mounting
Port log storage locationOl CF card £&= NFS serverz2 H&E&E A0S 4FE = USLICH
O #&0l enable™™ oY HE Z2t0l TtAl OI2EE B3R 20 NEGte ¢y mMtes

LICtH.

Monitoring interval
Port logging0l &&% 1) port event handling(4.3.8 &X)0| &% H e ZEZLH keyword
£ Z Ao ZESE reactions GtH FLICH. Ol M, monitoring interval at0l et HIHE &
U= port logOl Al keywordE = FI10F 2&E ELICH 0 gt HAl €& o= WE Al
keyword& s = U2LE AIAE clAAE &

LICH del2z2 At S5 HE8 ¢ & &

o

| AbZoHH S22 &M AAES 4501 MotE
C

@S AF5t= 2401 HE ESUILCH

o
ro
M

jo

Port logging Ol enableOl & SAGHAL D1 B8 E JIKED LA

H email = SNWP trap 2 Soll 22IX0IH MEGHAH & %= JUSLICH. Port event handling

ZE 22 UOoIe & fole IIYEE XNHoIK Y IRHEDI} LAHLH KAdt=E reactionsS £=8H
=1

otH ELICH. ReactionOil CHst &H UASH emailt SNMP trapl &

e
H
Im
HU
un
Q
30)
rr
=2
=
>
i
DU

o
—

o
E
10
In
g
E
o]
(=)
T
rir
Q
0l0
]
my
s
C
Q

Port event handlingS %

Key word

Case sensitive

Email notification

Title of email

Recipient’ s email address

SNMP trap notification

Title of SNMP trap

Use global SNMP configuration
First/Second SNMP trap receiver |P address
First/Second SNMP trap community
First/Second SNMP trap version
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Serial port configuration - 1 : server name on port 1

Enablef/Disable this port
Port title

Spply all ports settings
Host mode configuration
Wirtual BV configuration
Serial port parameters
Port logging

Port event handling

Check  Keyword # Keyword
Mo keyword list.. Please, add new keyword,

Action on keyword
keyword |
Case sensitive |

Ermail notification

--- Move to ——- =]

Reaction

& pdd O Edit 0 Remove

Enable -

Disahble =

Title of email :

Fecipient's email address

SHMP trap notification Digahle =

Title of SMNMP trap @

Use global SMMP configuration ¢ Disabla =

SMMP trap receiver I[P address ¢

SHMP trap community
SHMP trap version @

Secondary SMMP trap receiver IP address @

Secondary SMMP trap community |

SRS

Secondary SMMP trap version ’

Save to flash Save & apply | Cancel |

Port IP filtering
Authentication
lser access control
alert configuration

8 4-15. EE 0/HE S &F

Case sensitive
Ol I2t0IEI Dt Disable2 A &E L™ keyword ZAIE M HASXE FEotX L SLICH

Email notification &%

!

Email notification2 ==&iat DX} A Email notification2 enableZ ot =&IXS F=AQ

el Mss €88

SNMP trap notification &8
SNMP trap notificationOl enable@!l &H<Z,

Ct. SNMP trap &80 2Rs 2 =5S99

|RIEI Z2ALH SNMP trap0l & & P2 dEELI

J =
et €82 22 & 3.2 NP €38 = FAotEAIL.



Use global SNMP configuration
Ol II2tOIEID} Enable2 £ T, UERID 28 &= & SNW Z2E0A SAlE EY =40 &4
0| E& 4D|2 AMEEUCLH.

IIAEDL Port event handling &&0 F=IJIZ S, VIS= 0 I|RFEDN LMB=X ZAIELICH. 3]
ED LMBID e AIRXAE 0 ZEN HZ6HA LOWH | AI2XIF ZEN HAS IR Al
2l ZE HZ MoK ZE EOIE HF0W &1 00201 EAIELICH. 08 4-162 EE EHO]

=0| server name on port1el 181 LEQY 21 0t0I20] EAIE &2 BHSLICH.

Serial port connection

Port access menu cannection
Port access menu connection

Individual port connection

P T M Port# Title # of User Camments
1 ': Seryer name on port 0 .
2 PortTitle #2 0 = Mot used =

g 4-16. I 00|22 HEget Alelg ZE AZ H 0/ X]

4.3.9 Port IP Filtering &M%

= A2 ZEW B853S ol2ole 2 SAE= [P =4 filtering 70 DI

E =
x=ot0 XNEE £ USLICH. AEXs |88 IP =4 2 subnet maskE HZold E8 s AED}
VIS Alglg ZE L= A ZEY 858 = UAEE SISEULC. XAS gs 448 3.58 &

Serial port configuration - 1 : server name on port 1 --= Move to --- j

Enable/Disable this port
Port title
Spply all ports settings

Host mode configuration
Wirtual BV configuration
Serial port parameters
Port logging

Port event handling
Port IP filtering

Sllowed base host IP ¢ ]EI.D.EI.D
Subnet mask to be applied lD.D.D.D
Save to flash Save & apply | Cancel |

Authentication
User access control
Alert configuration
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72 4-17. ZE |p ZEE
4.3.10 Authentication &%

OI=(Authentication) 2 2EtEOCZ AIEX 018 2 HY BHsSE JIxEZ ol JEEo=z Alds}
= WAELICH. VISE Al2ld ZEN &Esole AMA=Z2XE 2Za6l)l {8 None, Local, RADIUS,
TACACS+, Kerberos & LDAP 2 22 0idf 215 S&S XIJELICH

o
=
o
=
D
HU

dZotH, o5 WE Q01 ALZXIF ZEN 85 = USH, Localz2 £&&E

g2, VIS MEXNE eISotJl <ol VIS Nalel ASX S== AIEELILL Custom PAM S8 S
El

0 29 dE=2es, AR oS5 AHE 0I8dctse E32R2A, VISe AR oS /\-IH'I(01I. RADIUS,
4

Kerberos, TACACSt % LDAP AHf) Ol AASXt Q152 QEE AHYLICH. 08 4-18= AR A5 M
HE ALZ2E e AR 215 ZZMASE HEH2Z BN SLIC.
ABRE Eo 015 SEES 8ot d8g = ASLICH 0 3R0=, MS2 YE2=2 VISt
eIESE AMEolOr 2IHe %, & BN YEHe=Z 2SS AMEZELUC. HE S0, RADIUS 213
2 Llocal &0 ZE == USLICH. AFEXIE “RADIUS server — Local” ©1Z 2 S HEGH=
Z2, VISE RADIUSE & ALE5tH 2/F RADIUS MHOI 152 Fot, &g 0= VIS
Aale] AAZEAR S5S Sol 1S5S AIZELIC.

RADIUS down — Local" ©IZ ZE2 HR0=, 2F RADIUS MH0I 1SS A6, RADIUS A
HOt C2EAS W VISs XHelo AAEX 252 Sol UE5S AMESEUT

2)  AEX

ArER IS 2F

1) A% ID & HIY HEE Sl

EE 10| AtEX} login

EE 10| AFSX HNA S8

5 =ZE {0 HAZ Axlof HMA
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F9 :

18 4-18. 2/F AbUI0l Slgt AFE X}

1. VIS v1.7.0 £& 0/=F &0 AHE Kerberos 2!
CIE SAtol =0t0F &fLICY.

2. Custom PAME Linux-PANE XIZELICE. 0lE AlE5/2/ P | ets/pam d/ custom IF2E &6
OFEILICH. (Linux-PAMOI CHEH XtAIEH LIEES
11.9.3 CLI 2210l CHE+ TACACSt+ 2/ZdtI/E

00
ro

VIS 28 2t Alelg ZEN M38 2=

None

Local

RADIUS server

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
TACACSt+ server

TACACS+ server - Local
Local — TACACSt+ server
LDAP server

LDAP server - Local
Local - LDAP server
Kerberos server
Kerberos server - Local
Local - Kerberos server
Custom PAM
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=
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S22 AFE0lI] oA E Tusr20] kinit HFOIH

11.9.2 CLI Z2I0fl L[HEH RADIUS 2/Z0ot7]%F
EZOHAID] BFEILICE.)

e
0l
mo
i
[
C
Q



VTS Series

MdTTagETTTETIL:

|| User: root

Network

Serial port
Configuration
Connection

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Wirtual kvM configuration
Serial port parameters
Port logging

Paort event handling
Port IF filtering
Authentication

Authentication method

Serial port configuration - 1 : server name on port 1

Lacal

I

User access control
Alert configuration

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local

Copyright (€) 1998-2005 Sena Technologles, Inc. Al rights reserved

TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
LDAP server

LDAP server - Local
Local - LDAP server
Kerberos server

Kerberos server - Local
Local - Kerberos server
Customn PaM

MNone
Save to flash I Save & apply | Canc
RADIUS server

18 4-19. Al2lg ZE0 et o5 548

Serial port configuration - 1 : server name on port 1

EnablefDisahle this port

Port title

Spply all ports settings

Host mode configuration

Wirtual EviM configuration

Serial port parameters

Port logaging

Port event handling

Port IP filtering

Authentication
Authentication method ;
First RADIUS authentication server ;
Second RADIUS authentication server :
First RADILUS accounting server .
Second RADIUS accounting server |
RADIUS timeout (0-300 sec.) !
FADIUS secret

RADIUS retries (1-50 times) .

Save to flash |

|F|.¢\.DIUS server - Local =]

[0

[3

Save & apply | Cancell

lser access contral
slert configuration

18 4-20. RADIUS AlH{ - locallll LHat ©1Z

A
=

0z
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4.3.11 User access control &%

VIS A2l ZE/&2A ZTES HA Sniff session & L= P HEEY Ol S MO
= AMEX HE2AES 8AELICH. Sniff session E20UH A= Sniff sessionS HEH 22&

g TE/FA ZEZO| HAS MEtatHU olEot=0 AFZ2ELICH. Monitor
E=Z9 Sniff session H&Z2 &E22 MOAHELICIH. Power &22& 2 I

ZESd Oor=U HZE A2l ZES MRS HMOlots XS HMEtotHLt dlEot=0 MEEL

<<kEveryone>>2| ¥ A EE User access controlOlM JWEH =2 FAIZ = MEUNE NSt B2
MNSI2 H2 AE AELICH. <<Everyone>>2| HI2ASHL CIE F2ASE IIE AI2Xt=
User access control &2 AtEXt 2IAE E= HANA 2IAEN EE=2 S=al0F &LIC.
Sniff session0l GIEBERX H= EEQ ZF=R0= Monitor 2dst 432 0t &

LASLICH. ZED IIY HEEZH Ol HELX %S E2L Power B2ASE AIZLX %S

LICtH.

nio

HOE

Sniff session0] I8 ZRUH ZEZ HZE %= Ues AIEX= M MK O822 ULE = U

SLICH. Port / Monitor 8238t DEE JI& AI2 X, Port EZ2ASHSH JH&X AR XE, Monitor

Port / Monitor &22& ZFE JIX AIEX 082 0o A&z ZENW HZEE £ U1,
HIQl MI&E / Sniff session@Z A CHE sniff session@Z HAE AIEXQ HZES E=2& £
AD, Sniff session AEHOIA B ME2Z HEts =& USLICH.

Port 82#&0t D& AIS A 82 Mo HME L= Sniff session2 &

_HI_ == AA
X8t CHZ Sniff session AFEXS HZE2 EZ6tHU Sniff session@Z HEMS HL M Al
HNoz HMEE ==

1=

Monitor EZ2&&2E D& AFS XA 1SS Sniff session@=Z0F Al2ld
o] =)

2 Sniff session2 H&Z= ZILF Mg MAS=Z2o MEt

AE X Authentication &0 2k VISLH o1E ABHSe 2152 HAMOF ot A2 280112,
User access control &0 2k &=2AS0] 2HIAHOGH A2l ZEW HZ0| JtsELt

Authentication &0 28t XHMS LHEE 4.3.10. Authentication configuration2 & ZGtAlD|
HEELICH.
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Serial port configuration - 1 : server name on port 1 --- Move to --- :I

Enable/Disable this port
Port: title
Spply all ports settings

Host mode configuration
Wirtual KvM configuration
Serial port parameters
Port logging

Port event handling

Port IP filkering
Authentication

User access control

Access type

lUser or Access list : Action
Paort Manitor Power

CaEVeryone sz v 2 [

users r O O Remowve |
grivonitoraccess r ¥ | Hemove |
arPorthceess v C O Femaove |
[ ~ Vv r Add user |
| ————— Select an access list -————- =] ~ i r tdd access |

Move o Access Nsts to edit aocess st

EnablefDisable sniff mode IDisabIe vl

Sniff session display mode Server output =

Display data direction arrows : IDieabIe -I
Permit monitoring anly mode IDisabI»‘: -I

Save to flash | Save & apply | Cancel |

ASlert configuration

1&g 4-21. Al2lg ZE0 et YHL FHol £F

User access control

H2dS HEH= Port, Monitor, Powerl Al &FJF JUSLICEH. Port &2ds2 W HMESZE
ZEN HZEE £ UsX HEE HAISLICH. Monitor E2ASH2 Sniff session@z ZEW &
pum

BN
g = A=K 6HFE UELHLICH. Power E23E2 ZEQ M FHSE = U=XNE HEAIEU

o 822 HMHsetotd A2 AMEXIF JUCHH, 2 X= <<Everyone>>2| HZ
ESol0 HMetoledes AI2Xe EZ2AsS MoK %22 MEIZ AIEX

12t Alelg EEZO Z¥IZES olZEotel &Y



<<Everyone>>2| HIZHSIS MIAGHK (S &EIZ HFotD, SEAMEXNY H2ASS MIAs &
BHE MENE SSotH L.

Sniff session

Sniff session2 Sl 0l HOl AFEXIJF GHLISl Al2IY ZE/2A LEY

Port £ = Monitor E2&st2 JI& AIEX= COE AIEXDL 0|01 ZEN HSBEHH UGtz
ANelg ZE/IAA ZEN E5E US =k

BIHZ SHET0 JASD £ AIAES 2|AA0 2ol HMetE = USLICH

AZXES Sniff sessions 21 & GtcA™ Enable/Disable sniff modeS Enable2 & & GHOF & LICEH

Sniff session display mode= User input, Server output2 both2 &A&g == USLICH. User

input 2=2 &= 2, sniff AIEXE Al2lZ EE/AA HEZ MIDe HAIXHS
2Eg > USLICH. Server output 2E2 HAFE ZR0le= Al2lg ZE/FA ZTEZ2RHY
HAIXIZtS 2EE = JASLICH Both2E=2 HFE 2R, ZE dEEH= HOIHE 2EE =
UASLICH.

Display data direction arrows= LDt S0Jt= OIOIEH2 Y&E HAIGtE S&HEE OOIHS2

o
=

HANE X 6RE £F&ELIC.

JIZ0 010 AF2XDF ZEN HAZN UAS M, sniff AF2XDIF S0l HZole 22, 18 4-
222 22 3130l LIEFUAH LI, Ol [ port escape sequenceS ot port menudt
LIEFELICH. Port / Monitor &2& &t

2 25 210 UA=sE A A= Port E£= Monitor &2 &H0H
DR 2Bt AZXEL &2 dEs B

A @0, & 88520 A= N MES S23HHLE
ot USLICE. sniff menuE SoiAM S O A&
Z% AlJID(Enter as the main session) Xt&IOI Ol A& AFSXOF SIAHLE S O A&
sniff Ni®2=2 B3 1) (Take over a main session) 02! A& AL X & = UASLICH

Ol2I0I= Sniff ArZX=  ‘disconnect a sniff session” & SoM CHE sniff MEXNE
SE5IH ZHEc2 B2 A2 =& UM, ‘send messages to port user’ £ Sofl Rot=
AZXA HAIXIE 88 =5 JUSLICH.  ‘show last 100 lines of log buffer’ £ &GN

>

o
28 E0l8 £ A1, ‘close current connection to port’ & Soll &2 HZES s=2&
&

0 o

W
&
o

£ Sniff session® S=& s B8

3

~

4

o
AN

o
I

el M&O0l e AEHOIA Sniff session@Z HZE £ i), 02l M&E0 BEZEH Sniff
sessiong2 A& SZELIOH =, M ME0l A2 Sniff session0l EME = QU
ZUICH. Permit monitoring only modeS Enable=2 &£&FGtH 0l&! M0l LKA ELICH O
MI&Ei0l Sniff session@2Z AZE = YD, Ol M&0 SSEHUHE Sniff sessionOlM H=S
SLUIEHEO0l Jts&LICt.

Wl cone to VTS-1600 Consol e Server

VTS-1600 Login : admn
VTS-1600 Password ; *****
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Entering server port, ..... type ~z for port nenu.

New sni ff session started ...

0

ort escape sequenceE 2! & &t
p

Port nenu:

(server nane on port 1) (Port 1) is being used by (sena)
The (admin) is connected in nmonitoring node

m take over mmin session
S enter as a sl ave session

| show | ast 100 lines of |og buffer

d di sconnect a sniff session
a send nessage to port user
X cl ose current connection to port

&g 4-22. Sniff user O/E 0/ 35

4.3.12 Alert 83

Host modeJt Console server model! AR, TE Z Q0L Al2lg EE oA OIHIED ZMst
M ol OIOINE:= Ol Z2E AFH et olHYsS &=6tD, SNMP OMIOIME = SNWP trap
AX W2 SNMP trapS 22l XHollH MEELICH

Port title &&0IM Automatic detectionOl ZA&3l &1 Device detection method= Active,
Detection initiation= Periodical ly2 & Zd AF0 W VISt FIIH2Z 446 &
HEE OIHLOILE SNMP trap2 &SE £+ USLICH EQol FR0M= EZE Z1Q! 0|HE

gt X &LICH.

X

A
=

0
il

Alert 280l tiet €& Ltet0lte UsSH &sUICH.

Enable/Disable email alert for port login
Enable/Disable email alert for device connection
Enable/Disable email alert for active detection
Title of email

Recipient’ s email address

Enable/Disable port login trap

Enable/Disable device connection trap

Enable/Disable active detection trap

80



Use global SNMP configuration
Trap receiver settings

Serial port configuration - 1 : server name on port 1 === Move to --- :I

Enablef/Disable this port
Paort: title
Spply all ports settings

Host mode configuration
Wirtual EviM configuration
Serial port parameters
Port logaging

Port event handling

Port IP filtering
Authentication

Lser access control
Alert configuration

[Email alert configuration]
Ermail alert for port login Disable -

Title of email :

REecipient's email address .

Email alert for device connection ;. |Disable =

Title of email :

Recipient's email address :

Ernail alert for active detection : Disahle =

Title of email :

Recipient's email address
[SMMP trap configuration]

Fort login trap . Disable =
Device connection trap | Disable -
Active detection trap Disable -

Use global SMMP configuration : Disable -

ki | [0] 1] [d

Trap receiver sethtings .
IP Address Community Warsion
|EI.D.D.EI aublic vl -

|D.D.D.D aublic vl -

I

Save to flash | Save & apply | Cancel'

& 4-23. Console server modell Alert &&

Enable/Disable email alert for port login
AZXIE Al2lg ZE £= )23 ZTEZ 270 = 202 & M OlHYsS 88X HEE

23 gL,

Enable/Disable email alert for device connection
Aleld ZTEJI &HIZ2 HEEHLE HZ0] 22 M oln Y

fujo

HEEX HREE EFELICH
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Enable/Disable email alert for active detection
Port title &&0IA Automatic detectionOl &43
Detection initiation2 Periodically2 &A&&E dL, FIHEcez Z4&E HXNEIFZE OlHLE=z

d5g X 6RE £FELICh

>.

43} &1 Device detection method= Active,

Title of email

HdEEH=E ol0Ze NM=ss &3ELIC.

Recipient’ s email address

dEEHE OlHES &S FAE &

SHeLICH

i
1

Enable/Disable port login trap
AZ X0 Alelg ZE = A3 TEZ 2001 = 2702 & ([H SNMP trapsS ZAAIZX

e FLICH.

i
ol

SIS
=S

il

Enable/Disable device connection trap
Alclg ZED} Hdlg HZ2SHU HZ0| 22 [ SNMP trap=S ZMAIZX HEE SFHELICH

Enable/Disable active detection trap
Port title &&0IA Automatic detectionOl 43
Detection initiation2 Periodically2 &E&&8& &L, FIE2Z 24&E FXEHZ0H 28 SNWP

trap2 ZHAIZX HEE 2 LICH

I ©/1) Device detection method= Active,

Use global SNMP configuration
O IW2IOIE It EnableZ2 A ALH, UWESRKZD A& &5 = SNWP EHOUA HAIE EEY =410

HF0| EE =4J|2 ArEELILC.

Trap receiver settings

SNWP trap £& 0l Z2R8 2 =SS0 e &9

1
ro

212 2 3.2 SNWP €3 = F oA=L,

Host modeJt Dial—in modem modeOlX) Dial—-in modem testJl EHLUS AL, Dial-in modem
testOfl CH&H OIBIEDL A& [, OlHIY OOMEE=E OlHY FE AFH w2t olHgs
&30, SNMP IOl M E= SNMP trap & &0l et SNMP trap=2 22l Aol AH M EELICEH.

Alert £ 0l et &8 MetllHE s 28UCH.

Enable/Disable email alert for dial-in modem test
Title of email
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Recipient’ s email address
Enable/Disable dial-in modem test trap
Use global SNMP configuration

Trap receiver settings

Serial port configuration - 1 : server name on port 1 --- hMove to ---

j

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Serial port parameters
Alert configuration
[Email alert configuration]
Email alert for dial-in modem test : Im

Title of email ; I

Recipient's email address ; I

[SMMP trap configuration]

Dial-in modem test trap : IDisabIe .~r|
Use global SMMP configuration IDisabIe-'vl

Trap receiver settings .

IP Address Community ersion

]D.D.D.D Ipublic vl =

!D.D.D.D |pub|i|: vl =
Save to flash | Save & apply | Cancel |

& 4-24. Dial-in modem modeSl Alert &&

Enable/Disable email alert for dial-in modem test

Dial-in modem testOl CHEH O|HIED} 2SS [ OlHILES NESEX HEE &3 &LICH.

Enable/Disable dial—in modem test trap

Dial-in modem testOl CHSH O|HIED} LrAHSE [[f SNMP trap2 ZMAIZX HEE &3

4.3.13 Power control MA

ol AESHIE VISH HZE N AJACHH, Alelg ZEJH 1 Ity AEZE2 0L ot

s =
0 JA=XNE LI Aelg ZES] M2 0 &S 0/&0t0 22lSLICH
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Serial port configuration - 1 : server name on port 1 -—- Move to -—- j

Enable/Disable this port
Port title
Spply all ports settings

Host mode configuration
Wirtual EVM configuration
Serial port parameters

Port logging

Port event handling

Port IP filkering
Authentication

User access caontrol

alert configuration

Power control configuration

Port# Manufacturer Title Outlet Action
Mo power controller outlet found. .,

|Ela5.'tec:h on Fort 16 =] h“ v| At

& 4-25. Power control &&

4.4 All Port &3

SE AM2lg ZEIJ RAIGHHLE SLGHH =8&= 82, 0 J|
configuration MEHUHIAN &E&SH gt= M E°l “apply all por
o

Iz
HADON UK A2 2LE Al ZEN HsELICH

0

olr

£ 0IZ35tH =LICH. All port
t setting” S&0| disable2

“all port configuration” It2tOIEIE Otefel D822 LHHO & £ UASLICH
1. Port enable/disable
2. Port title
3. Host mode configuration
4. Virtual KVM configuration: Only valid and visible if host mode set to Console

Server Mode.

o

Serial port parameters: /nvalid for remote port

6. Port logging- Only valid and visible if host mode set to Console Server Mode.

7. Port event handling: Only available if the host is set to Console Server Mode
and Port logging is enabled.

8. Port IP filtering: Only available if the host is set to Console Server Mode.

9. Authentication

10. User access control: Only available if the host is set to Console Server Mode.

11. Alert configuration: Only available if the host is set to Console Server Mode.
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Serial port configuration - All ports : Port Title --- Move to --- j

Enable/Disable this port

Enable/Disable this port IEnabIe vl

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Wirtual EVM configuration
Serial port parameters
Port logging

Port event handling

Part IP filtering
Authentication

Llser access control
Alert configuration

Enable/disable this port

Ol Iet0lel=s ZEQ JIs MENWRE Z&ELICH

Port title

O Il2tOIEDI EF HHZ HdE= HRL, 2 Alglgd ZIE T= A TE( s ZE EloIsE

0 o ¥ ZE 5o X§oz HAFELCH HE S0, LE EIOIE0l “my server” 2 &4
=
=

ro

Oe= E2, ZE #19 ZE EI0IES2 “my server #17 2 AL EE #2°] TE EHO|
==

“my server #2” 2 XNEo0=2 HAAMELICIH. 2 ZE #12 “my server #R17 @22 A FELIC}.

Host mode configuration

Host modeJt Consol server mode2 A& L= A, o= 2 A2l &Y |p =4

rr
o
olo
|~

Z22 gaoz Itsez g2 ELn.
(IP address assigned + serial port number — 1) for serial port and
(/P address assigned + remote port number - 1 + serial port count) for remote port
HE S0, <& IP =40 B ZE HF0AM 192.168.1.12 &Y= dR, ZE 19 [P
FAE 192.168.1.101 ZIH EE 22 |IP 4= 192.168.1.201 &LICH. V1S3200Q &<, A
EZE12 |P 4= 192.168.1.3301 &LICH. Ol |AISHA, listening TCP port number= S£&t
Ch29o gd¥AMoz dFFLICH

(listening TCP port number + serial port number — 1) for serial port and
(listening TCP port number + remote port number - 1 + serial port count) for remote port
Host modeJt Terminal server EEZ &&= &A%, 2 Al2lgd ZEQ destination IP A=
22 2oz SeELICH. L, destination TCP port number=
serial port number2t &t2t810 OlE€ =0, destination IP =& 2 TCP port

number Jb 192.168.1.1:80012 &A&3&= &SR, EE 12 destination IP =42 TCP port

Console server 2| A2 &

in 0
o J
o
=
o



number= 192.168.1.1:80012F &0 XZE 22| destination IP F42 number =

192.168.1.2:80019+ ELIC.

TCP port

Virtual KM configuration, Serial port parameters, Port logging, Port event handling, Port
IP filtering, Authentication, User access control, Alert configuration

? OS2 mtetileHel Z2<, “apply all ports settings”
2 ZENM S2otH EF=LICH. CHek, Serial port parameters &2 Z20= &2 ZE

gdefsS DIXIX #sLICH

23 g2 = Aelg ZE &= &

4.5 Serial port &1&d

telnet &= SSH =2c2l0|HE
| 88 £ UE=E o= & JIBt serial port

5 HHOIA Al2lg ZE oZ N &=(Serial

Vs & &3
TS AMZotX 1S Alelg =ZE

connection Jls2 HI3&LICH

port —> Connection)

jo
x
2

VTS Series

Mariagciicrit
|| User: root P
Serial port connection - Page 1 --- Move to --- =
MNetwork -
Paort access menu connection
Serial port )
configuration Port access menu connection
Connection Individual port connection

Clustering P C M Port# Title #of User Comments
T e | 1 servernameonportl 1 admi < Mot used =
2 PartTide #2 0 {b < Mot used =
RC.catd 3 PortTitle #3 o < Mot used =
System status & log 4 Port Title #4 u} < Mot used =
System administration 5 PartTitle #5 0 < Mot used =
& Port Title #6 o < Mot used =
System statistics 7 PortTitle #7 o < Mot used =
8 Port Title #8 o < Mot used >
o Port Title #9 o < Mot used >
spply changes 10 Port Title #10 0 < Mot used =
: : 11 PortTitle #11 0 < Mot used >
Login 35 3 different user 12 PortTitle #12 i < Nat used >
Logout 13 Port Title #£13 u] < Mot used =
Reboat 14 PortTite #14 o < Mot used =
15 Port Tite #15 o < Mot used =

B 16 Baytech on Port 16 a < Power controller =
31 Port Title #31 o < Mot used »
32 Port Title #32 o < Mot used =
R1  rermote port 1 u} < Mot used =
[=] 153 &1 Slave Unit #1 Unita e

Copyright (€] 1558-2005 Sena Technologles, Inc. All rights reserved

SENA
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Ol HIOIXIOMIA= port access menu, Alclg ZE, &2 ZE 2 ZS24AHZ =d0olE HX9
AMNEIIse 2E Al ZEN Uit H&Z Jls=S MBEHLICH.

HAIGHOF & XE =0t & AN £F(3.8 & AH &% FX)0M XFE & HOIXN HEAlE=
Aelg ZE =8 xiteg d2 &M ZEE 1 =XE3 U=0A 8 HOIXo HEAlGt], OE
HOIXIZ &N OIS &= UEE 2= 40l [ Movt to —] 2l HAE MSELT

Port # ZEHES S0l ELE PBls =N2 FEE = UsUD. HSUes LEXN=2=2
dgsotl & ¥ O 2oy WEeEez FEELUO. [— Movt to —] 2IAE A=
Olsg HOoIXS H BM XES XE B M ZASULD. 33 ZEEs 3 ZE B

le ZEHS 2clotH ZE HEOIE =MZ2 HEELIL. M3lle 28422 EE
H 26tH Wedeez FZBELO. [-— Movt to —] 2lAE gANE OlSE H

OIS0l &M ZEAIZLICH

0l H&otd= EES C(Connect) Z0 Us H =
oo AFZ XD oile ZECl EHOIE Ot0I22 26t HOIE ol=sdlold

=tils 21
Bl ROl LIEFLE AFS X0 Al2IY ZE M0 s Hets SHELICH

& oy HEES ZZEZ0| Telnet & SSHZ £& L0/ U= FRME EYEHE HOE
HNEd0A &S ZTFE= 4.3.4 Host mode 8& OA Jl=& HILF 20/ Quick connect via =2
S&Fgto] et getd L

TEN HZ&E MBIt KW AZS XIot Virtual KW 2F01 @ A= ZE0= C(Connect)
20l KWM HZ O0L0I20l HAIELUICH. AFZXIF KW HZ 0l0IZS 2&6tH KW 2201 E
T2 )ES Aol MBE MO 22l = AsUC

Java Applet2 serial portOll &E£0olD| st HAE J|Bte AIZXA QIEHHIOIAE MESELICH

Java Applet2 telnet E£= SSH HAZ2= XIRASHH, EE2| host modedt Raw TCP H& Z2E=2
H3E de= S Sofl ZEN 322 =+ UsUb. AZg ZEES 2=6tH, Java Applet
Ol UEIUA 2, ArEXt= O ZEW &Z&6H) <ol 2Rst el AMEX 10 2 HIZ
BISE Ydolcte RFS & L. 258 &2 3%, AEX=s 8M Alclg L&, ¥4
ZE = Sdi0IE EXY Alelg ZEO E5g = UASLICH Java Applet &2 EHOIE Hi=
telnet L= SSHOl & AEl, ZE PBSe ZE EIOIEN 22 FEE 20SUL. & oteie
HES2 ¢, 85 L= Bdlola 89 529 JIsol M35t UASLICH
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JAVA Telnet Applet - Mi

crosoft Internet Ex

Telnet [ rver name on port 1 ]

Trying 192.168.19.1 7001 ...

..... for port menu.

»

Is _ Local echo | Connect ” Disconnect SendBreak
Close
2l 4-28. JTA telnet &L
= ] B3

SSH[ 1: server name on port 1 ]

&

=D
—

. SSH User Authent ] |

55H Authorization required

User nhame admin |

Passwaord L
S
| Login J Cancel

|Java Applet Window

Close

&l 4-29. JTA SSH 2 =%
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VISOt SSH HA 18 XEE X 6Re= AlIRCIEl Z2O29l SSH VI &=50AM SFELICH (9.7
ANFCIEl T2 FX). Java AppletS 0I&0ot0 SSHZ HZE I AME&= SSH HES &

AH ZA&9| Web applet option &=0HAM HA™SHLICH. (3.8 & AH &3 =X).

© SSH 2O 12 SFE AFEAE Java Applet 0 SSH ZI4 7] LIS E HEZotA &I THE0l

g=s Sof ZE0 &5 + s,

é
0K
o
[
o
O
i®)

ower control) <ol
|9 TE/A ZES MAMN(Serial
E

of A=l Fxe das

Alelg
A= on/off AE HAl Ot0I2=2 2otH, Al
port power control)dt= HIOIXIZ OISE =
2elg £ USLICEH VISl FIoteEl ot HE
control ler management) HIOIXIZ2 A
Otol2s 22otH, MY AES 22l HoIXIZ2 0S5t Y HESHE Mo

TAIE 2 6.3.4 ItY HEE=Z &2l - AMelg ZE H&F S FXIOHAID| HHELICH

H
Im
0
i
Hel
Im
10
2
0
é
2
==
o
o
0 e
o
> 0
v Mo

1)
[~
|
=
=
P
=2
x
Hl

I HAE=Z2{ 22| (Power

ICH. M(power Management) S0 EAI=
A
T

ASLICH

mo MR
(52
i
]
C ow
ok
4>
0
rr
=]
40

\J
S
or
zd
0
il

H

Ea, Aelg o2 HolXos &M ZES &= &

ALBISl = (# &%), ZE ALEX OLOICI(User &%) ¥ EZE ALEXIH &
=)

Alelg ZE HZ HOIXNH HAEHEsE O M&E ASKH A0 &8 22 S AEXS2
ClAEE 208 =& UL, AAEXS 22 ZHE SSE =& USUC. i Alelg ZEQ
[# of User] =2 26t 08 4-30 21090 =0 A2lg ZE MEX} 2IAE SHHO0| LIE
=HLIC

Ol 3tHO ALEX 2lAE e ¢H& EIotdles AAEANSS HAs = Kill HES =28 e
ANEXSS HZS M2 S8 = AUSLICL

Serial port users logged on list - 1 : server name on

port 1
r Tarminal sar ID
ttyCD admin
ill Feload Close

1y

=
8 4-30. 2301 0! A2IY EE MEX 2|AE
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VIS & QIHHOIAN 2 CI5HA 210 ME Alelgd ZE, & LE F&= =402 &X2
2ld ZEN &2cte & HOIKE HESLICH 22t Me =AF0 OIS 201 L=H5HH
2l ZEW & HZote JTAMWESS Z&st HOlKZ 0lsS&LICt.

http:// <l P>/ connect. asp?p=<port nunber>

=

http://<l P>/ connect.asp?t=<port title>
HIIM <IP>= VISS IP =4 E= THQ 0SS 2I0IgLICH. <port number>z= A2l EE
S, <port title>2 Al2ld ZEQ| OIS LLICI. AZEXtE <port number>2] LE HSE It
EZ TE= ZE 0|50l <port title>S EZES ZEZ HAE 4+ USLICH.
8 4-312F 18 4-32= <port number>%t <port title>2 AIE0IH HE Al2lg ZEZ HZ

| e HBIL) SR ESSH) [ = |
|| S0 [ /192,166,191 cannect asp o= =l pois ==

-

Telnet [ 1 : server name on port 1 ]

Trying 192.168.19.1 7001 ...

-

Welcome to

PORT -

oF port mend.

[4 ]

Is || _Local echo || Connect || Disconnect " SendBreak

[&] THEE de, mud, jta, Applet started [T [ STEEY o

& 4-31. Port number= Al2lE HZEEQ && HZ

90

I'E
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SEr EHIM EAIIA EHD ESEHH)
::—75—*(13) I-ﬂ http 1//192, 168,19, 1/connect, aspHt=server

Telnet[ 1 : server name on port 1 ]

Trying 192.168.19.1 7001 ...

| »

We

tor port menu,

14

|= || _ Local echo || Connect " Disconnect " SendBreak
@] =5 de.mud.jta. Applet started | =R 4
18 4-32. Port titleZ Al ZEO & HZ
User &=S O30t 20 LS5t AIZXt= SSH 22 Alelg 222 Sot Alelg ZE, 23
ZE L= =doIE X9 Alelgd ZEN dZ2g = ASLICH

<user >: p=<port nunber >
C =
i N —
<user>:t=<port title>
[:CI_

o iy —

<user>:<tcp port nunber>

OJIA <port number>= EZE HS, <port titlee® ZEEQ| 0ISLLICIH. AFSXt= <port number>
O LE HSE JIAN ZEZ L= ZLE 0|S0] <port title> LdXlole ZEZ HEE = US

LICH. <tcp port number>= EEQ| TCP ZLE BISLICI. TCP LE B1S I} <tcp port number>Q!

AlclE ZEZ HZE = UASLICH. O 4-3310 8 4-342 2Is A0 A <port number>1t <port
title>2 0|20l SSH & Al2lg 2£2 Sold ZEN HZol= oL ct. O 4-35= 2
AWM <tcp port number>E 0|26t0 SSH &2 Al2lg 22 Sot0 ZEN HZaole ol

Ct.
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18 4-33. SSH &= Alel

e

ZL£2 S5 ZE HAZ - port number

k

18 4-34. SSH &3 Alclg Z£E Sat ZE AZ - port title

& 4-35. SSH && Alclg 2£E2 &t ZE HZ - tcp port number



5: Clustering A3A

5.1 I

VIS= Clustering JISS ALESHN otLES] VISE Soll, T2 O VISS2 Alelg ZESE &%
& £ QUSLICH. MEX= ot OtAH VISE Solil =t 816N K2 Al2ld ZE(=48 ZE
16 JHel £d/0/18 &X| + OIAEH &X/9 48 ZE)E B85 = USLICH

SelolE X9 Alelg ZEZ H26H)| fIoh VISE NAT(Network Address Translation)Ofl J|gt
St YRHES AISELIOH. HYE JI8tel 2tetst [P forwarding 2AIS AFEGHH, VISeE 28X0/1

(0]
SOolD WEHA otEst B2 YWEE MISLICH 2, AFEXIIF 8 ™S Btdste P
forward-ing &2 522 SFEUH, VIS= U2 HOE MHEE £&F 228 = UA &
LICE.
OFAE VTS2l TCP portZ2 &A&& = OIOIHE &0/ VIS 2 (IP
Metd , AFE X OFAE VIS Ol 1P forwarding & 8F & & ol
OlE VIS SUIH B8 = U LT SdI0IE VIS e =I)t&el 830l 22 ASLICH
AEXIL OFAH VIS & HRol0 =20IE VIS 2 Al2lg ZEN HBHS AISSHT D M2ol S Al
g 3 LIC
F41192.168.0.100
21 192.168.0.2
F4192.168.0.3.
6033 2 =dI0IE VIS 2 Alelg ZE 1 (TCP ZE, 6001)E #

P
- OIAH VIS 2 P =
-  =diol2 vis 2 Ip
- OrAH VISS TCP &

of = XIZELICH.

Im

8 512 0ledgt &= ot VIS Clustering JIs0ll CHet &= IHES E0SLICH.

NAT:IP forwarding

From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:6033 To: 192.168.0.3:6001
User VTS VTS
Master Slave
192.168.0.100 192.168.0.2 192.168.0.3
From: 192.168.0.2:6033 From: 192.168.0.3:6001
To: 192.168.0.100:34567 To: 192.168.0.2:45678

NAT:IP forwarding
& 5-1. VIS Clustering && HE
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8 52= =105

EtEBLICE.

Wy
1o
52
»

SHUAM, OtAH VISE Soil =dl0l2 VIS 0l HZdots SEEE U

Users’ access over the VTS N SES
> Master VTS: 211.112.67.34 (public IP) o~ SR
- Master serial ports: 211.112.67.34: 6000~6031 :
- Slave 1 serial ports : 211.112.67.34:8000~8031

)
> Slave 2 serial ports: 211.112.67.34:9000~9031 _ Internet
Master \7-/

192.168.1.101 | . P —
211.112.67.34 By aster's port rorwarding:
( ) ey 8000~8031, 9000~9031
o A
Network ——
R
Cluster] i -
TCP ports TCP ports Master’s TCP port 8000~8031
6000~6031 6000~6031 >
o Slave 1’'s TCP port 6000~6031
. = _— L I e e et
S o Master’s TCP port 9000~9031
9
Slave 1 Slave 2 ) N
192.168.1.102 192.168.1.103 Slave 2's TCP port 6000~6031

& 5-2. VIS Clustering O A|

5.2 Clustering &3&

Clustering JIsS & &05tJ| ?IHAM= Authentication mode2t Update master on changesE X2l &t

= 2Z2 0tAH EXI0A ot ELICH Authentication mode= ALEXIF DtAH HXIE Sol

X EZEZ HAE M el 1 EEZQ| Authentication modedt Localz2 A& & O

AS W, ABX UES OAH EIWAM X =d0lE EXUM 2XNE Z2FELICH Update

master on changes= =dcl0l2 &2 &0l HIAHUN Hg828 ZFR =di0IE X2 HE Atg

£ 0tAE EXQ sdolE 20 s Hag X RS SFELICH VISe Clustering modelt
Master= & & & ™ Authentication

mode2t Update master on changes & =& HIZ24&3t ELICH

i
ol

AZXIE & VISE OtAHZ Z36H)| Jdt= 3, Clustering & 3tHNA Z&oH0F St=0,
AXE 0lAHZ HEolH 2eiE HF gH0ol UERELIC. 8 532
Clustering modeE OtAEHZ & &S Clustering &8 3tHS SBO0sLIOH. AKX Clustering
modeE OtAEZ &&G tod, OtAH &EX |8t Clustering €& 30l HAIZLICH.

e} ?
g 54= 0tAE &XE 98 Clustering &8 3lHES EWSLICH

=)
>
@
ux
04
=2

kJ
>
04

=
=
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VTS Series :

MEV SIS BIE —

|| User : root ||
Clustering configuration

MNetwork . - ;
Clustering mode configuration
Serial port
Clustering mode ; |Master "I

Clustering it

TRt % Authentication mode |Lnu.al "'I

Connection Update master on changes : |Nc- -I
Power controller Save 1o flash Save & apply | Cancel |
PC card

System status & log
System administration

System statistics

Apply changes

Lagin as a different user
Logout

Reboot

SENA
TECHNOLOGIES

Copyright (€ 1998-2005 Sena Technologles, Inc. All rights reserved

Jg! 5-3. OtAEZ VTS Clustering £&

VTS Series

MaTTageEment -

|| User: root ||

Network

Clustering mode configuration

Serial port
Clustering mode |Master vl

Clustering
. " icati . acal =
Configuration Authentication mode : |Lruu l
Connection Update master on changes ¢ |NL‘| -I
Power controller Save to flash kl Save & apply | Cancel |
PC card

Clustering information
System status & log

Unit . Unit .
System administration D Slave unit address Mo, of port D Slave unit address Mo, of port
System statistics B - [ -
- o -
— F -
Apply changes 2 H ey
Login as a different user L s 5 1 ommssememss i+
Logout ko - I -
M oo = Mo s =
Reboot
o = ' . -

Copyright (© 1998-2005 Sena Technologies, Inc. All rights reserved

& 54. OtAE VIS Clustering 8&
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Fotobdl o, AEXE = ==
b, 18 5-5= =dI0IE EXE 3ot <fIg stHs 20sU

C =
cdlol2 &EXIE enableZ2 &FotH, XN&d =dolE2 &EX
5

forwarding HIOIE &HO=Z 0|SELICH. 08 562 =402 &XIQ Clustering &8s <&t
IP forwarding StH=E W ESLILCH.

VTS Series \
Mamagenent N

|| User: root
Clustering configuration - Unit &
MNetwork - - -
Basic configuration
Serial port
Enable/Disable this unit IDisabIe vI
Clustering
Configuration Save to flash I Save & apply | CancdDizable ¥ |
Connection

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user

Logout
Reboot
Copyright € 1998-2005 Sena Technologles, Inc. All rights reserved TECHNOLOGIES

g 5-5. =dlole FXlof that &

AMNEXE =22 [P forwarding HIOIZ2 &8 =& ULD sz

E HAFZ import & == USLICH. Port access menu & Alclg I =

forwarding EHIOI20| MZ€ LICt. Source port= OFAH ZXIS TCP ZE HSO0|0{, Destination
il

Port= Source port ZEZ &&E= HOIHI 8EE =d0I1E EXQ TCP ZE BHSYLIC

ZE forwarding EHIOIZS U=s22 &AFotAH =d0IE X9 IP =4 £= Z0e 01§ &

g5t O+=2 [Auto Config] HES 2 LICI. OtAH EXls £dI0IE EXIQ A2l ZE FE

£ S22 importst) 10 CHSF OFAES AA ZE HEE IS0z HAFELIC. O™ 572

s 88 48 5 ZUE sdolE2 850 U0 O XA
Ct

Console server 2E2 X ZEOH X} = HEE import otHl ELICH. Al
=

ZX= Base title

i
&
(=)

280z 438 = USLICL

=2 o £ 2
otLI2| Base port HSE AAGIH 0l M2k Source port 1S &= Destination port HHEE
K

S80S N3E =& UsUb. & AHHOAE =d0lE EXE 8ol & UHHOAZ
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HZL = d3E HMS3ELICH. Connect to slave unit to change configuration &2l Protocol=

=
=diolE EXIE &£3ot=s & CHHOIAZ HEY [ MEE ZZESS g

& Source port 1= OIAES Al2|E HEES JIZEO LFD =SLTE LTI Z0L0F

giLICt. =5 E &R Clustering /50 HIE4E &EI ELICK

Clustering configuration - Unit A

Basic configuration << Basic

EnablefDisable this unit ; Im

Slave unit address | I— Auto Configure |
Mo, of port IFL'

Slave authentication mode m et Authentication |

Connect to slave unit to change configuration : Flease, Do [Auto Configure] after chanaging
Enahble Source port  Destination port Protocol

r F - F [

Port access menu confliguration

Enahble Source port  Destination port Protocol
I_ I N.rfni'\- ;I

Individual port configuration

Fort Enable ; Source Destination
" - Title it e Protocol
o | | e &l
2 | [ | e =
3 O [ [ [ [ M/ =l
LA = | | [va o
as | | | [rie =
45 O [ | | [N7 ]
47 | [ | [ =
48 O [ [ | [F7A ]
Base fitle [ Set
Base source port . | Set
Base destination paort | Set
Save to flash Save & apply | Cancel |

8 5-6. £4/0/18 &x/° Clustering &&= £/&t IP forwarding HIOIE

97



Clustering configuration - Unit A

Basic configuration << Basic

Enable/Disable this unit ; |Enab|e v-l
Slave unit address ; |192.IEB.1EI.3 Auto Configure v\I\yl
Mo, of port |1Ev|

Slave authentication mode |Lucal v-| set futhientization |

Update master on changes | Mo - Set Hpdate Master |
Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port  Destination port Protocol

ird I?MEI |BD |HTTF' vl

Port access menu configuration

Enable Source port  Destination port Protocol
72 |?1DE| |?DE|D Telnet Ll

Individual port configuration

FPort Enable ; Source  Destination
" - Title - - Protacol
1 I3 |Slave nit 21 |?ID1 I?Dm | Telnet =]
2 v |Slave nit #2 |?IDZ |?DE|2 |Te|net |
2 2 [Slave Unit #3 [7103 7003 |Telmet =]
4 7] |Slave nit #4 ]?ID& |?DEI-'1 |Te|net |
13 ©  [SaveUnit#3 i3 [@i3  [Tener =]
14 @ [GaveUni#id [Frid  [@d  [Tenet =]
15 @ [Save Uni#ls s[5 [Tener =]
16 [Slave Uni#l6 e [ [Telnet =]
Base title | | Set
Base source port ; | Set
Base destination port | et
Save to flash | Save & apply | Cancel |

& 5-7. VIS Xt& Clustering & Z1f

bal
2

UBiEol 2=

|Ch

rr
I

TZNAIE A 3%, 2F OHAIXIOH LEFELICH Dt

Ct.
g L= UERZ 2H(H. UEK2 30 &2 =)L

— O
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Microsoft Internet Explorer

; " .E\rt’;‘[tp c:pgflguraﬂun talled, The clusterng slave unit was notfaund, Current canfiguration was nat
! changed,

& 5-8. VIS Clustering & @& HAIX

£d1018 &X9 ZE HED HEGHH HAFIJ=X SoloaAIL. O3 O3S £dI0lE &X0
H&t Clustering &g 220610 foH [Save to flash] & [Apply changes] HES oA Al

2. 18 5-9= Clustering &8s M&otnl Hgs Z2UE 2WSLICH

Clustering configuration - Unit A

Basic configuration << Basic

EnablefDisable this unit ; m

Slave unit address W Auto Corfigure |
Mo, of port m

Slave authentication mode : m Set Authentication |

Update master on changes | Mo - set Update Master |
Connect to slave unit to change configuration | Please, Do [&uto Configure] after changing
Enahble Source port  Destination port Protocol

2 I?MEI |EED |HTTF' vl [Connect to slave unit]

Port access menu confliguration

Enahble Source port  Destination port Protocol
2 |?1DD |?DDD |Te|net ;l

Individual port configuration

Fort Enable ; Source Destination
" r Title it e Protocol
1 i ISIave Init #1 |7101 I?DEH |Telnet =]
2 I3 |Slave Unit #2 |?II32 |?DDZ |Telnet =]
3 W [Slave Uni#3 [Fios | [f03 | [Tenet =]
4 i3 |Slave Unit #4 I?IIM |?I304 |Te|net |
13 ©  [SaveUnit#3 i3 [@i3  [Tener =]
14 &  [SaveUni#is [Frid  [@d  [Tenet =]
15 @ [ElaeUnt#is s[5 [Tener =]
16 [Slave Uni#l6 e [ [Telnet =]

Base title | Set

Base source port ; | Set

Base destination port | et

Save to flash || """" Save & appli Cancel |

& 5-9. & & = VIS clustering &&



Slave authentication modeS & E4Gt10 Set Authentication HEZ2 222 M, AIEX= =d

018 &XI2Q clustering authentication modeE B1&& =+ USLICH. Update master on changes
£ &5t Set Update Master HHES 2ot =dl0IE &EXI2 Update master on changes £
HAS 4 ASLICH. [Connect to slave unit] ct= FAZE ZEGHH AI2Xs 2d01E2 &X 9
H¥E BEE £ As 24012 A & QAHHOAZ 0ISE £ USLICH. Sd 02 &XIQ
H¥g BZ8 & Ar2X= Auto Configure HES 2260 &40l &XIQ BZE HF2 0O
AH EXIQ

O Clustering &80 2rHaioF &LICH. 24U, Update master on changes’it Yes& &
d =

H¥S BHZotl HEStH OtAH EX0 As22 BFAELICH

0
0
=)
30
10
e

r
&
=

i

0z
Yal
lo

-/

Clustering 80| 225 H, AMEX= 0l Bt2l [Clustering - Connection] Ol =2 &€
ot =diolE EXI&2 ZEN HES Mg = ASLICH. 18 5-102 Clustering ¢& 3tH
2 B0HSLICH. AHEX= Clustering - Connection StHUA =ell0IE &EXI2 WS £= P F=4
£ HE5IH &£dI0I18 &XIe ZE HZ jlHoz 0lsg = USLICH 0 FHUA =dole &
X RE HA Jisst A2l ZEIF EAIELUICH
VTS Series :
MATTdSETTIETIL =

” 1 Ciiicomaion S|
Network Clustering unit information

Serial port Unit# Slave unit address  No. of port Unit# Slave unit address Mo, of port
Clustering & 192.163.19, 16 B s =

Configuration € B o -

Connection

Power controller

[ s [ -
PC card | S— — ] —
System status & log R s I Seseieses -
System administration B s - R —— -

Systemn statistics

Spply changes

Lagin as a different user
Logout

Reboot

SENA

Copyright (€) 1998-2005 Sena Technologles, Inc. Al rights reserved
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VTS Series

l'lt'.ﬂ'.;l;'j':ih.ﬁ'!s

|| User : root
Network Clustering port access menu connection
Serial port Port access menu
Clustering Clustering individual port connection
Configuration P C M Paort# Title Protacal  Source port Destination port
DG 51 Slave Unit #1 SSH 7101 7001
Power controller A2 Slaye Unit #2 Telnet 7102 700z
PC card A3 Slave Un?t #3 Telnet 7103 7003
A4 Slave Unit #4 Telnet 7104 7004
System status & log 45 Slave Unit #5 Telnet 7105 7005
System administration A6 Slaye Unit #6 Telnet 7106 7006
. AT Slave Unit #7 Telnet 7107 7007
System;statistics £3  Slave Unit #8 Telnet 7108 7008
A9 Slave Unit #9 Telnet 7109 7009
A10 Slave Unit #10 Telnet 7110 7010
Apply changes 211 Slave Unit #11 Telnet 711l Fo11
Login as a different user A12 Slave Unit #12 Telnet 711z 7012
A13 Slave Unit #13 Telnet 7113 7013
Logout 214 Slave Unit #14 Telnet 7114 7014
Reboot £15 Slave Unit #15 Telnet 7115 7015
Ale Slave Unit #16 Telnet 711G 7016

Copyright € 1998-2005 Sena Technologles, Inc. All rights reserved

SENA

TECHNOLOGIES

& 5-11. VIS Clustering &

Yy

HOIAl - =clol2 X

8 5-112 &di0l2 EXI0AM AtE Jtsst RE Alelg ZEE HAotse sHLYLICH Ole
Serial Port - Connection2 Al2lg ZE HZW FAGHH SHELICH MEXIL E=ctedis X2
E9| C(Connect) Z0 U= EOIE o022 SotH, LE HHS 26 Java Applet @@ =<0t
LEEFLEAN ©13), AMEXE =d0l2 EXI2 digtl=s ZES 858 = USLIO. Alelg ZE A
Z HOIXINE sdiolE EX12 2= HEE Jiss ZESO0 EAIELL. 0tAH EXI2 AlelE
TE L= 22 ZEMEY 2402 EXQ ZEW HZE = USLICH. (4.5 Serial port HZE
E2X)

telnet £= SSH SclOIPE Z2OH:sS 0185t =di0IE EXIQ Alelg ZEN I=0tHH
Destination portOl HESl= OtAEH &XIS Source portOl &35t ELICEH.

OtAE EXIQ Alelg ZE = JAF ZE AZW 20/, Viss & EHHOIAN ZQIGHA &
D N 4018 X9 AMelg ZEN 26t & HOIXNE M36t1), SSH 22 Al2lg 25
£ Sot0 £dI0IE EXIQ Al2lg ZEW HAZote LHESE HMI&LICH (4.5 Serial port A&
E2X)

8 5.-12= JavaApplet @ER2 £d0IE EXIQ Al2ld X0 HZH=S Mol stHALICH
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JAVA Telnet Applet — Microsoft Internet Expl

Telnet [ Unit & - port #7 ]

Tnying 192.168.19.1 7107 ...

Welcone to —1 6l
PORT - & Unit &7

Login - admin
P [ B

type "z for port menu,

ls _Local echo | Connect ‘ Disconnect SendBreak

Close l

18 5-12. =djolE &Ex/e Alclg ZE0 AZ
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6: Power Controller

6.1 I

SENA PM Al2lX, Baytech RPC Al2lX 22 It

USLICH. AFEXIE VISH Ite HESeS Jtok2 VTSel Aleld EZE

ZEZE22 o= 20 ¢ oty & & (power controller configuration) 3t&0ILt

Aelg ZE HFO power control configuration StHOA DRSS HFE &= USLICEH. power

control configurationOl CHSt XtMISt LHE2 4.3.13 Power control configuration &=

EXotNAR. MEX= Iiel ZES2 22l (power controller management) 3H20ILE Al2lY
=

=

10

ZESE VISHl =Jtotl] £&otn
of X

Hg =
=
=

o

i

Im
M

-

'-r 00

=2
=

I8

= QA= serial port power control SHHOMA MOHE = USLICH.

sS2 SZ2 AEXIF VIS Alelg ZEN ¢Ha2E XS M 2t

AN&ols OI9 HAEE
- SENA PM Al2I =
- Baytech RPC Al2l=

6.2 mtp| ZHESY MY

AMNEXe I HAEEHE VISOHl =JF / HMHotL, It HEEZe29 oy £, 012w 2E
s=2 &#3480ld oS & EXILE VIS Al2lg ZEN HZE
£t Alelg ZE AHO| power control configuration SHUHAME MY HEEe2 Of

VIS Al2lY HEQ GG AFs & USLICH
6.2.1 power controller 7} / M7

Ol=Htol A Power controller - Configuration Ol=&=gS HEGHHE Ml HES &F (power
controller configuration)st®0l HEAIZLICH. (08 6-1 It AES & ZX). Add power
controller 2EZ0A % HESHI HALN U= ZEQA Y HESH MIASE L5t
SENA PMEl R0z EEAZE KRR
ZESHIL FItEUC. MY AESHIH FIOIHE It
MNERE HIIM FItE II9 AESHS FEE 838 &= USLILHL

AMNEXt= Power controllers 2Z0 U= Remove HES Z20t0d II9 HESHE HMIE =

USLICH.

I
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VTS Series |
MdTIdEETITETIL N

|| User: root || = :
Poweer controller configuration

Network

&dd power controller

Serial port
exialpo port M=l

Clustering Manufacturer SEMAPM =
Power C““t'_'“"er The number of cascaded units | 1 'I
Configuration %
Management Add controller |
PC card Poywer controllers
System status & log Port# Manufacturer Title Cutlets Action
System administration 16 Baytech Baytech on Port 16 =} Remave |

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright (©) 1998-2005 Sena Technologles, Inc. All rights reserved TECHNOLOGIES

e 6-1. Itg HEEZ 8F
6.2.2 1} ZHEE2| ©Zl - Power controller E4

I HEEHI =D AHL IIY HEEH 4d (O 6-1 I} HEEH 43 Z2X)0A
Power controllers 222 I HEEZE2 C2AEN Ys MY HEEHIF HEH]H, I
HEZe! &FHO Power controller (102 6-2 WY HEZ &F - power controller &Y

ZZX) 30l EAIELICH.

Power controller configuration - Baytech on Port 16

Powvier controller

Manufacturer |Elay.teu:h 'I
Outlets ¢ |E| 'I

Title |Baytech on Port |6

Save toflash Save & apply | Eaneal'

Alarms & thresholds
Dutlets

Jg 6-2. It ZHEEZ &F - power controller E
AMNEIE HIIA WY HESHO MHXEAH Ol28 %
_?_

HEEAHI FI HAJALH, AZ2X= 0 It

S8 = A T, I HESHE ZEGL 2elg i g Jote It9 AESHUH &2

104



6.2.3 1} HEZ2| ™E - Alarms & thresholds EH

o HESH =HE 3H(OY 6-1
s HEZEH CIAENAM

m
& thresholds B2 MEHGIH Ot A
EH

I HEZ2 BHE EHZXZ)0A Power controllers £&9
A& SIHO M Alarms

Iy HEZEZ &F
- alarms & thresholds & &ZX)0| EAIELICI. IIA &EHFHote sS=2E2 WY HAESHY

S=0l [et €t = UsUbH.

Power controller configuration - Baytech on Port 16

Power contraller
Alarms & thresholds

&larm threshaold [30.0 amps (maximum value)

Temperature threshold |32.EI & op © oo

T send email alert{ 7 On alarm threshold ™ Ontemperature threshold )
To: |

[T send SHNMP trap ( I On alarm threshold 7 On temperature threshold §
Use global SNMP configuration

Trap receiver sethings ¢

IP Address Cormrnunity Yersion
|oooa Jpukalle |~,-| -I
|ITI.|'.|. [ilE] |public || -I

Savetoflash | Save &apply | Cancel |

Outlets

&8 6-3. I} HE=ZH &£& - alarms & thresholds &

Ity AES] ZE Jls €3 I8 ItetlleHe s 5Lt
Alarm threshold
Temperature threshold
Send email alert
Send SNMP trap

Alarm threshold

Ol Hme0IEQ g2 =Uote 8FIF IR HESHHAN 2XE O Z22E LMSLICH. 0 8
a0l SEatH &/ Send email alert®t Send SNMP trap 220 A& & =l
Lt SNMP E&40] & EELICt.

= J=200 et ome &

Temperature threshold

=

Ite HES W2 250t 0 metileHe gt =0 I 320 Y4 LICH. 0 Z220
= HEZ0 et ollg BE2L

L

TYolH E™ Send email alert@ Send SNMP trap £20 &3
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SNWP E0l 8EELICH

Send email alert

Send email alert : 22 ZHMAl OIHIZS 2EEX HRE LFELICH
On alarm threshold : It HAEZe2 EFIt alarm threshold &0 TS W OlIHLS
HMEe X HRE SFHELICH
On temperature threshold ote HAEZEH WE 25%It temperature threshold gt0ll
CEMES M oINS 8852 X HRE £FELULI.
To @ OIS &= A5 £FELIOH
Send SNMP trap
Send SNMP trap : Z5 ZMAl SNMP ESHE LMAIZX HREE EF&LICHL
On alarm threshold : I HEZeH2 &HFIt alarm threshold gt0l SEIMS [ SNMP
EYs YMAZ X HRE &FFULLCL.
On temperature threshold : IR AESH WE 2Tt temperature threshold g0l =& 3
S M SNWP E-S ZMAIZ Xl HRE ZFELICH
Use global SNMP configuration : WERI &2 SNWP £Z0UAM FAIE EELIIE AIE
g X HRE ZdFELIC
Trap receiver settings : SNMP E& A& ZRst 2 =350 s d¥e& 22 L 3.2
SNWP &3 = FGHEAIL.
6.2.4 ulg| ZHESZ HE - Outlets &
ot AES BHE (O 6-1 I AEE=Z BHE ZFX)WHAM Power controllers £&2
It HAESY ClAENAM I AESHE HEE = MY AESYH |H £F SHUAM
Outlets BiS MGt @Y FESHO otz &£F 3¢ (08 64 IIY HES=Z £2F -
outletss & =)0l EAIELICH.

Power controller configuration - Baytech on Port 16

Power contraller

Alarms & thresholds

Outlets

Cutlet Port Title
1 None Mone
2 None Mone
A Mone Mone
4 Mone Mone
3] MNane Mane
] Nane Mone
7 Mane Mone
B Hane Mone
& 64. I}t¥ HEEZ &F - outlets &
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METHE Ot HSE 200 0t 48 2222 22 =& UL, EXHLE Ot HSE
2S5t ot23 48 222 UAl &2 =& UsUC. O 65 EXHE ot 848 222
=
Power controller configuration - Baytech on Port 16
Power contraller
Alarms & thresholds
Outlets
Cutlet Port Title
{}_”} None Mone
Serial port iNune -r_I
Outlet title |Mane
User access control |
User Power access Action
cEveryones=> W
| 2 Add
Save fo flash ] Save & apply Can_c;’s_zJ'
2 MNane Mone
3 Mane Maneg
4 MNane Mone
5 Mone Mone
u] None Mone
7 Mone Mone
g Mone Mone
8 6-5. II® HEEZ £& - 0123 &8
ot 482 <¢ LiellleH=E s &&LICH
Serial port
Qutlet title
User access control
Serial port
VTSS Al2lgd EZEQ HZE HHI M2 MBots O HESHY 0t3ES ZAELICH
None= 0| Ot=28l0] VTS A2l ZEN HZE &EUIJF Ot O E &N HZ2Z/UAC= HE 2
OIZLICH VTSS Alelg ZE 815D dFEQUCHH, outlet title2 A2l ZE HFO ZE EIOIE
a2z AFT ], Power AHEAt 823 SH(user access control)& Al2ld ZE &S| AEXN &
22 e A& (User access control &4&)22 Xl &1 0 482 HIEE == A LICH (O

66 IS ES2 4% - 2P ZEW HAD OlRY &F EHX)

Qutlet title
Ol Oet0lE= otR3US R AGtE 0ISLLICH. AIEXDIL ot sS &HFG
S2 AEXNE0 OIS 22 = UES SLICH Serial port &850] A2l ZE BHSZE
HFgH 0 32 HE SlisotA H10, Al2lg EZEQ EOIEZ HFEELD Al
(@]

g =
Aqe 220l MBELICH (08 66 I HESH

mr nx nxo o
2 0
1o
O
=]
=
nx
0
ton
2



User access control
ArE X 0] Of230o =230l

22 HAASLILH. AZXDF Power E23EHS JHXIH
MEX= A2lY ZE HY 3 H(refer to 6
A &

.3.4 Power controller unit management - Serial
o

port connection) Al HH AEHE ZAIE UL, I HAEE %W 22l 313 (6.3.3 I
HEZD 22l - Outlets & ZHX) L= A2l ZLE HA 5HO P LA HAZE serial

ort power control 3tH(6.3.5 It 2 S &2l - Serial port power control
’E.?E)Oﬂ/\‘l ot® AEEH o= Mg = USLICH
<<Everyone>> &HIZHES0l A& ™, User access control FE2 AMEXN Z2HA2EH S=&=
MEXE HMISt RLE MEX= Power 2SS 2 H1, BHHQ dR0= F2HssS 2
2 A =LIC.
Serial port &=0| Al2lg ZE Bz SFFH 0 g2 HIO 2SItsotAH =12, Aleld
ILE H3FO| User access control &2l Power H2ASH HFo=z WAELILH Al2lg ZE

Je g3+ M=ELcch (28 6-6 I

i

Al User access control &Sz 0lsg =
HEZ AF - AalY ZEN HEe o3 &4F FX)

Power controller configuration - Baytech on Port 16

Power controller
Alarms & thresholds
Outlets
Outlet Port Title
1 1 server name on port 1
Serial port | | 1 vl
Mave o seral port configuration to change [title] or fnower access)
Oiutlet title l.;.Eu"..'En name on port- |
lser access contral |
User Power access Action
coEvelyone== =
| 7 i [ |
‘Save to flash Save & apply Cancel |
2 Hone Mone
3 Mone Mone
4 Mone None
5 More MNone
[x] Hone Mone
7 Mone Mone
a Mone None

8 6-6. IIY FESS L& - Aol EEN oZE 0/ L&
6.2.5 Al2|]Yd ZE MHO| power control MA EZ|

power control configuration &HS serial port &9 oILULICH. O HESeIIF VSO
JbE®, 28 ZEQ A2l E HA&XH0l= Power control configuration E40| =JHELICH.

i
(4.3.13 Power control && &X).
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0 3tHES VISS Al2lgd ZEN ¢HZ=E HHIE IY HEZSHO ol HZE %= UYL=
CFELICH. BEH ol AN FH2 I HEEH OlRIsS FHHlo HEE £ U=
SHSLICH (6.2.4 Y HEZSe HE - Qutlets & &X)

6.3 m¢l ZHESD 22|

AMERE ItF HEEH OIS M9 HESZ 22| otEH, Al2lg ZE o5& stH A2l
S /

HAHZ SIHOAMN HASE= serial port power control SFHOIA 2FAl

6.3.1 mi¢ HESE 22| - e HESY 2|2E

Ol=Htol A Power controller - Management Ol =& <=8 &M, MY AESH 22l sH(OY
6-7 W HEEZSH 22l - IIf HEEH 2IAE FHZX)0l TEAIELICH VISOH =I1= We HEE
el 2IAEDJN EAIELICH VISOl HZE Al2lg ZE BS, HAA, 018, ol i S 22
oI AES 9 HEIF UELD, TH9 HEEHS AMHS HZAIELUC. I9 HESH2 AHD:
[Connected] 01X, I HEE2{2 AlclY EE HSLE 0|82 MG LI HESEYH SR

2te| StHeZ 01sg = USLICH.

VTS Series ;

|| User : root
Power controller management
Netviork Power controller
Serial port Port# Manufacturer Title Outlets Status
Clustering 16 Baytech Baytech on Port 16 2 Connected

Power controller
Configuration
Management

I

System status & log

PC card

System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

SENA

Copyright © 1998-2005 Sena Technalogles, Inc. All rights reserved TECHNOLOGIES

Jg 6-7. I8 2EZ2Z &2 - I8 2EZEZ /A E
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6.3.2 I}¢ HEEZ {4l 22| - Power controller EH4

tol
5]
0
[
Im
iy

oY AESe 22l SH(OAY 67 I HESH 22 - IIY HEEH 2lAE)Q

2 CIAENA I HESHE MG IIY HESH 222 ItY HESH

o AEZ] 2% 22l - power controller & &X)2 = USLILCH. 0 sHES Al

E ¢ stHo M S0l [J= otol2s SE6tH H2E =& USLICH.

oI AES H22t &It EAELICH Clear HES Z=6t0! [Max current detected] St
A

22 MEd ¢ += UAsUb. It HESH SJ0 Ok EAE=E 0l €etd = USLICH.

e
|J
o
@
o

c
[e:]
=

Power controller management - Baytech on Port 16

Power controller

Model | Baytech Remote Power Contraller

Alarm threshold 30.0 amps

Temperature ; 2e0°F(B82.4°C)

Circuit breaker Good

Average power | 0 watts

Apparent power | 0 wyatts

RMS woltage | 212.7 yolts

RMS current | 0.1 amps

Max current detected 0.2 amps Clﬂa!’l
Dutlets

& 6-8. It HE=ZZH 2K 22/ - power controller &
6.3.3 L¢| HEEZ | 22| - Outlets &Y

e HEZS 22| (O 6-7 WY HEZY 22 - 1Y HEEZEY 2IAE &#X) 1

HEEZEY 2I2EU0M WY HEEHE A& dlle WY HEEH s% 22 IHUA

Outlets EHS MHEolH MY HESH
p

SS 22| - outlets & X))ol &

Power controller management - Baytech on Port 16

Power contraller
Outlets
Dutlet Part Title
OFF 1 2l seryer name an port 1
CFF 2 1 server name on port 1
OFF 3 Mone MNone
O 4 Mane MNane
N 5 Mane Naneg
M 5] Mane Mone
ON 7 Mone MNone
O g Mane MNane

Jg 6-9. o9 ZHEEZ 2% 22 - outlets Ef
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Ol 3tH0l= OO0l HAZEHNH U= Al2lg ELE Bs, Ot 0SS &2 IIf AEEY
Ob=2el HE2t ool &Aeidt HEAIEUCH Oot=eol HZE U9 MJAS 28 = U=
Or=sl 22l 22E HM3EUbt. AlEX= 0l 220AM FHHIE HLD AHHL MREE =
UASLIC

OfxRelel HSE 2=ot0 g Otxsel Ofxel 22l 222 ZXAL &= = AsUL. O

Power controller management - Baytech on Port 16

Power controller
Outlets
Outlet Port Title
OFF lit') 1 seryer name an port 1
Control power on all outlets named server name on port 1
Power an EE s ET G Hetoot
CFF 2 1 server name on port 1
EBEE 3 MNane MNane
N 4 Mane Naneg
iy 5 Mone Mone
oM 5] Mone None
oM ¥ None None
oM a Mone None

Jg 6-10. I}9 2EEZ R &2 - or=2d 22/

Alelg ZE ZHI0l SoH Ol&9 ot2a0] HZd= AL, [Control power on all outlets named

o
<] HAHAS HIAGHD [Power on] HES Z2IotH Ot230| HZE A2l ZEQ FHHIO &

S BIJot= DS OIRAS BHEO T & USUCH £, 01248 L, HAS NHU ML
o HL PE 02O A HXAL MEYSLICH

6.3.4 Wl HEEH U Ba| - Al2|Y ZE oA

Ol =Bl A Serial port — Connection Dl &SS HEGHA LI2= Al2lgd ZE o2 5 (O
6-11 II? AEEH U 22l - Al2lg ZE oHE HFX)HAE Ii? AESHO S AEE
Bolst 4 QUSLICH. IR HES K% 22l 20l ol ZEFAM LI HESHO
AHE HASOH, Al ZE & SHHM=E VIS Al2lgd ZE ZHIQ M3 HHE
HAIELICH

I AESHo MEHHE HAIE =8 OtLlet, AF2XS0l Al2lg ZEQ MRS ZATHD HMAHE
= QU= serial port power control StHCO=Z O|SE = U= FIAE MSSLULC. FHAO
HE (=M 0t0I12) £= HE(HAMO0I0IZ) AEHY 202 P o MEHHEAl Ol0l28 260
AZXt= serial port power controlstHozZ 0|sE = USLICH. HO(EAM0I0IZ) AEHY
dR0l=s 22E = ASLICH

111



E
j_o
v
Im
I
_(‘E
ﬁLJ_
K%
ny
i
>
o
e
Hel
Im
rr
=
e
2
L:_l
j_o
v
Im
Mk
LLI_
10
>
]
o
o
2
0
HU
=}
o
fuor
4>
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Serial port connection

Port access menuy caonnechion
Fort access menu connection
Individual port conneckion

P C M Port# Title #of User Comments

(W] =1 1 servername on part 1 0 = Mot used =
=l 2 Port Title #2 0 < Mot used =

3 Fort Title #3 ] < Mot used =

El 4 PortTitle #4 0 < Not used =

5 PortTitle #5 0 < Mot used =
& Port Title #6 0 < Mot used =
= 7 PortTitle #7 0 = Mot used =
B PortTitle #8 0 < Nok used =
= 9 PortTitle #9 0 = Mot used =
10 Port Title #10 0 < Mot used =
= 11 PortTitle #11 0 = Mot used =
12 Port Title #12 0 < Not used =
= 13 PortTitle #£13 0 = Mot used =
14 Port Title #14 0 < Mot used =
= 15 Port Title #15 0 < Mot used =

[ 16 Baytech on Port 16 ] < Power controller =

power control & (108 6-12 WY &
I ZHEEZEe ol 22| 3H| WY HEES
E

EZE0 H2= Ul ™

18 6-11. I}t9 2EEZ =% &2 - A2l

rio
njo
2d
<
9,_
E

Serial port power control - 1 : server name on port 1

HE o

Sul 22| — Serial port power control

otol2=2 2 olH serial

serial port power control
2 HOdte BtH, 0] stHE Alelg

Power controllers
All outlets contralled by this port will be managed.

Port# Manufacturer Title Outlet Status
16 Baytech Baytech on Port 16 1 OFF
2 oFF

Fower on | [HEEr ot | F:e:l:u:ucd'

g 6-12. ¥ 2 EED R

22| - serial port power control

O 2tHOA A2l EE FHIJb AZ2& Otxelel 2 ) b2 M3 dEHE g =+
o

ASLICH. 0 SHOAM FHI2 &3 HLD HAALL WREEE = USLICH. Alelg ZE FHI0
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7: PC 7l1= & 3H

VISE JlsSl |9 U HEAZS QI PC IHE 2RSS MBI USLICH OS 401X REQ
PC JtEDt XIRELICH

- LAN 3tE

- R4 LA JIE

- 2d e

- ATA/IDE fixed disk card

AZX=E LAN £= 248 LAN JIE2 0I80t0 £ OE UERZ HZES Soil VISt 85 =
d 2 ZE 27 HOIHE MEE =+
UASLICH. 28 JIEE AESE22ZM AEE 20 HZdts Alelg ZE L0l VIsol 22l

(out-of-band)

o

f
1o

gﬂ
4
H

0
o>
c
o

=

PC card configuration

Currently confioured PC card

Card type MNone
PC card seryice
Configure the detected card S e S e EE
Detactad PC card
Card type ; Metwork Card
Model : Lirksys EthierFast 10/100 Integrated PC Card

(PCM100) Ver 1.0
Mew PC card is detected.

Save toflash | Save & apply | Eancel'

g 7-1. =J] PC FtE & Ol 35

PC JtE =X= AMEdH| Aol AtEX= OS2 EAHE ook &LICH.
A 1. PC HEE
CH 2. PC 2tE &
EH 3. VIS ItE

28 0w o™

04
=

| UEHE RguUb. Ar2Xes 8N 2

VISOt PC JIEE ZAdt=0l 2ot , U3 2F HAIXIIO LIEFELICH.
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Microsoft Internet Explorer

f!} Failed to probe a new PC card,

Jg 72, 2A A 2@F WAIX
VISOt XI@ot= PC ItE =282 2 £&8 B, VISIt A& 6t=E PC FIE F22 EIGIYAIL.
PC JtEE EX L= HMAGH 2o MEX= CSu 22 HAHE =HoH0F LICH.
CtAl 1. [Stop Card service] & & &
A 2. [Save to flash]S Mot HE Al
A 3. O] [Apply changes]E & &i5
SH 4. PC ItE &X2=22H PC ItEE HAHELICH.

&0 o NHY MEX 7 2EOZ2H PC IEE HNIHsH= ZS NAL DX
21010] 2 +& UBLICH,

7.1 LAN 7|= dH

LAN JIEE PC JIE =XR0l &XIotH VISE 242 IP =45 ESRotH SLICH. OlM, IP ==

PC card configuration

Currently configured PC card

Card type Metwork Card
Linksys EtherFast 10/100 Integrated PC Card

Maodel : [(PCM100) Wer 1.0

Metwork configuration

IP mode |DHCF' vl

IP address : [192.168.1.254
Subnet mask | 255. 256, 285.0
Default gateway : |i92. 168 1,1

Primary DMS ¢ 168,126.63.1
Secondary DMS 168.126.63.2

Feuse old IP at bootup time on DHCP failure : IDisabIe -vi

PC card service

Eanmgure e cetected o | ‘Stop card service |

Detected PC card
Card type : MNetwork Card
Linksys EtherFast 10/100 Integrated PC Card
(PCM100) Ver 1.0
Card service is successfully configured. Save the PC card service configurations.

Model

Save to flash Save & apply I E'ancel'

g 7-8. PC LAN FIE &F
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JtEDF eiAlE =, AFEXS UERD &30 & =ItEel WESRZD WetilesSS 28000t
A ELC. UWE3 I & . 1P &F 0l XtAlsl 2FE O
XN&sot= PC It =5 =2dH &F B, VISI XN&ols PC FIE £

PC JtE =XR0l &XlotH ViS= 242 Ip =422 ERotH LIt O, IP

PC card configuration

Currently configured PC card

Card type Wireless Network Card

Cisco Systems 340 Series Wireless LAM
Model

Adapter

Metwork configuration

IP maode : IDHCF' 'I

IP address : [1592.168.1.254
Subnet mask : |255.255.255.D
Default gateway | [152.168.1.1
Primary DMS 0.0.0.0
Secondary DMS ¢ 0.0.0.0

RFeuse old IP at bootup time on DHCP failure IDisabIe v|

Wireless network card configuration

S5ID

Use WEP key IDisabIe v|
WEP mode | |Er.cr'_u'pt -I
WEPR key length : |-’1.Ei hits -I

WEP key string

Confirm WEP key string |
PC card service

Eorfigure the detected card | =top card service

Detected PC card

Card type : Wireless Network Card

Cisco Systems 340 Series Wireless LAM
Model

Ldapter

Card service is successfully configured. Save the PC card service configurations.

Save to flash Save & apply | Canujell

g 74. PC R4 AN FIE &F

115



JtEDF eiAlE =, AFEXS UERD &30 & =ItEel WESRZD WetilesSS 28000t
SHE2H s&otH EUC. UERZA IetoleHe €82 3.1, 1P &4F 0 XMool £F%0
USLICH.

VISE 24 LAN XS <ol SSID(Service Set ldentifier)2 WEP(Wired Equivalent Privacy) 3l
Jls2 XNELICH. AMEX= AP (Access Point)E XI&GH)| 2o SSIDE HA&E = o0 L&,
encypted = shared2 WEP 2EE HFE %= USLICH. WEP I 20l= BHEA 40 £= 128 bit

O{0F BHLICH. 40-bit WEP I|01H, AMIEX= 22X 22(:)0| = 549 1682 DE HEE
O =2

ohoF ELICH. 128-bit WEP Jl01HH, =Xt SE(:)0l 8l= 1309 168+ ZE NEE
gsotes U
OE S0, 128-bit WEP I SES AZotJl <ol AEX=E S &0 13042 16&+= ZE
NEE BtEAl 2=l 0oF & LICH.

000F25E4C2000F25E4C2000F24
VISOt XIZots PC otE S5 2 F5F B. VISIH X &ot= PC FIE € FEGHYAR.

7.3 Serial modem 7j=E AA™

~

2 JEE AMEEEMN AT [EN AZStE Alelg ZE 101 AIZEXDF 22te0 &2
IISELICH HE=2 56 Kbps Matsd 2 2 CHfst 2 I1=IF XFELICH VISOH XI&bks
PC tE =5 2 2F B. VISIHt A& o= PC FtE € EXZOAA2L.

Il 2 XI5 AEY U2 “gleds0=2" LLICH. 0l DHOI 22 ZE(quiet mode)( ‘gqt’
2 2T ZS(echo off mode)( e0’ ) el Xs SE€ RE Al 2(Auto Answer mode
equaling two)( “s0=2" )2 &XZS Q20I&LIC. Y HE HEN st XM 2= 24

=S FXoHYAIL.

Callback &=, Modem test &t=1} Alert &&E 4.3.4 Host mode &1 4.3.12 Alert &32

Dial-in modem mode 2= ZEXoIAAIL.
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PC card configuration

Currently configured PC card

Card type
Model

Serial Modem Card configuration
Init string
EnablefDizable callback
Callback phone number ¢
EnablefDizsable modem test !
Test phone number !

Tast interval :
[Email alert configuration]
Ermail alert for modem test ;

Title of email ;

REecipient's email address ;
[SNMP trap configuration]
Modem test trap :

Use global SMNMP configuration
Trap receiver settings

Serial Moderm Card
Billionton W92 Fax Modem FMS6C-BFS 5,41

lq]eDsEl=2

Disable =

Disable =

Ll

BvEry |24 hiour(s)

Disable &

Dizable F

A ||

Dizahle &

PC card service

Earibure e deteeted o |

IP &ddress Community Yersion
|oooa |puh|i-: vl |
|o.ooo |pub|i-: vl [®

‘Stop card service |

Detected PC card
Card type :
Model

Serial Moderm Card
Billionton W92 Fax Modem FMS&C-BFS 5,41

Card service is successfully configured. Save the PC card service configurations.

Save to flash | Save & apply | Canu:el|

g 7-5. PC Al2lg 2E

e 8%

7.4 ATA/IDE fixed disk card &%

MNEIHs AlAE L Al2IZ ZE 20E XNESH)| ASH PC ATA/IDE fixed disk cardE
AME8H=0 Zest MM COIE 271 BEAl AF6i0F UG Viss XM MZE 3)|
CAIUA A2 IS8t 0AT 222 H=22 AFEHLICH

aaxe | 2 geasio sico o= mus AME + AsU.

AgRe PMEs sedsiol JIS2 ZWE 4 USLICH VISE CIAT IH=O EXT2 L VFAT
oY AlAEZ XIELICH

AEX= VISS AlAE HAFZ2 export & import 22 M, VIS &3 M2 & s 5372
£ AsL
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PC card configuration

Currently configured PC card

Card type ATAJIDE Fixed Disk Card
Miodel TOSHIBA THHNCFOGHASL
Size | o4 MB

File system vfat

ATAMNDE Fiked Disk Card configuration

Total data size to be used (0~59 MB) | 5]
Delete all files in ATASIDE Fised Disk Card ! Delete |

Format ATA/IDE Fixed Disk Card ¢ |E><T2 'i Format |

PC card service

Gopfigure the cetected zand | ‘Stop card service |

Detected PC card
Card type ! ATASIDE Fisked Disk Card
Model | TOSHIES THHCFOS4MAS
Card service is successfully configured. Save the PC card service configurations.

Save toflash | Save & apply |'?E§anu:el|

& 7-6. PC ATA/IDE fixed disk card &&
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8: A|AH!I MEfl ! 21

VISe= &El CIAZEe0l 3t (Status Display Screen)2 Sofl AIAE AEI 221 HOIEHE
SHFMH 22l Aol AFZELICH. AIAE & OOIEH= 22 018, Alelg Bs, 8 HE,
FEZ0H HE H ViSe UERKID &€& S0 UsUC. £8 VISE system logging JIsS S
XNEE =FOIHH email2 21 HOIEHE XNS22 MDA

a3" 2 UASULH

8.1 A|AE AN

System information

Model Mo, . WTS2200_Device
Serial Mo, . WTS3200-030100003
Fiw Rew, . w1,7.0rc2
B/L Wer. . v1.0.0
MaC address ¢ 00-01-95-04-12-24
Uptirne 20:10
Current time : 05/31/2005 14:47:24
System logging ¢ Enahble
Send system log by email ; Disable
PC card type: MOME
PC card model MOME

IP infarmation
IP mode ; STATIC
IP expiration IS
IP address 192,168,191
Subnetmask 255.255.0.0
Gateway | 19Z.168.1.1
Feceive/Transmit errors . IS
Primary DMS 168.126.62.1
Secondary DMS | 168.126.63.2

T8 81. AIAE &8 CIAZa0]
8.2 A|lAH] 27 MH

VIS= system logging Jlst AIAE 270 AEH HEAl DI
logging Z2AMIAE enable £= disable &EHDI} &

S HMZ2ELICH. AIE2X= system
= =) Y
MEole /X Y AMAE 27 HIH AJIE A8 &= UASLICH.

US =L OtLIcH, AIAE 238

Enable/disable system logging

System logging JIs2 A& HCIXE &EFELICH

119



System log storage location

AAE 2= VIS WE OIZ2eal, PC 2I1E £20 &S ATA/IDE fixed disk card == NFS AH
o X X&EU MEE = USLICH. AIAE 27 HOIHE MH&Esot=d WS HZ22lE AtEdl=

42, 1 OI0IHE VISOt HA  AMMELICH AIAE 271 HOIEHE E&oteld, & |AXE
ATA/IDE fixed disk card &= NFS AHZ S AStLE SYSLOG server2 M&ES AEoH0F &LICH
Ol &3t 2ol MMEX= BX 2029 HME AMESH| st MetllHss & Foi0F &LICH
OHMIOF H&Eol £&3CX @2 2, MEXE dEE= HME NE ¥Aa=2 €38 = gsUbt

System log to SYSLOG server

AMAE 27 HOoIH=E NEE ME X2k SAI0 SYSLOG MHUWE H&EE = JUASLIC

System log buffer size
Ol mieloleHHes =2 E

A

AMAE 27

o —
M

CloIE el ztiEgsS E2AELIC.

2ol WHE HIR2IE M=ot 82, AIAE 27 EH AJl= 300 KbytesE = &= QUSLILCEH
27 UI0IEeHE M&EoJ| ol ATA/IDE fixed disk cardE At2dl= 222, =W HIH AJl= IE
S0 ek er&LUIC.

27 OO0IHE ME3HI|I 2o NFS AHE AMEBdt=e 22, 20 HIH A)l= FESUHYLICH. A2
A= NFS MHE 2386t AlIAE 21 JIs0| HE5 &2 = UAES HoF SLICH

System log filename

Ol Iet0le = loggingsl= el OS2 &Lt UZ2E &322 logs LICH

Automatic backup on mounting

System log storage locationOl CF card == NFS server &E&E AL &FE £ USLICH
0] &A&0| enableZl™ oY MA =200 TIAl DIREE AR Z10E M&Eole ¢y Mds oS
LICt.

Send system log by Email

VIS YsCX 22 23 OIAIX JH==DF 0l2l XIAs £X0 0l 21 OlolH se=z
BUHEE 3 4= USLICH. AI2XE email2 &E6H)| S HI2tDIEHE BtEA A HGHOF
StLICH. O HletOIE M= emails &E&oted 28 22 M=, =0 email =4 S0 Z&=E
= USLICH.

02 82 A3 2 AlAE 27 B §6s BSLICH.
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ANBTH= AlAgol BT

System logging

System logging .

100y

Save to flash

System log filename

Send system log by Email
Murber of log messages to send a mail (1-

System log storage location |
System log to SYSLOG server
System log buffer size (KB, 300 max.)

Automatic backup on mounting

System log recipient's mail address

IEnabIe vI
|Mem0r5.' vl
IDisabIe vl

50

logs

IDisabIe -I

5

Save & apply | CGnceI'

System log .

01-22-200007:53:45
01-22-2000 07:53:45
09-30-2005 17:18:54
09-30-2005 17:20:22
09-30-2005 17:20:29
09-30-2005 17:57:30
09-30-2005 17:57:30
09-30-2005 17:57:30
09-30-2005 17:57:34
09-30-2005 17:57:35
09-30-2005 17:57:37
09-30-2005 17:57:37

Clear

¥OVOMW MM WYY Y VY

Boot up Systern Start
Start with Static IP by 192.168.19.1

MTP - Walid data from 211.115.194.21

User 'root' logged on " consaole’

web - LOCAL authentication for 'root’ passed,

Failed none for root from 192.168.19.10

Failed none for root from 192.,168.19.10

Failed publickey for root from 192.168.19.10
Failed password for root from 192.1658.19.10
Failed password for root from 192.168.19.10
Accepted passward for root from 192.165.19.10
Accepted password for root from 192.168.19.10

sshd:
sshd:
sshd:
sshd:
sshd:
sshd:
sshd:

Refresh |

Wiew |

o

Users logged on list

Jg 82 ANAE £ £F 2 27/

8.3 Users logged on list

WHO MEX 2SS

Usernarme Terminal Lagin Date and Time From

root console May 28 17:06

adrmin Tty CO0 May 22 1706 (192.168.0,32)
admin ey C1 May.28.17:07 (192.168,0.32)

User name (A X+ 0IE2)

Terminal type for the session

Users logged on list= AIAEN 210! &t

AMEILE il OS2 EEE EWHSLILH

(M&ol s Holg =E)

Time connected (&2 = Al2H)

P address of the remote host (

& 2= Sof §%o
g FZEE X2 0L

4

-/

0

AEQ

fo

= MEXE

S0 LIEILIX]
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302
ANEX SE MIHK dI®2 System admin, Port admin & User & Li= == USLICEH.

—
[—

VTS

System admin

HSLICH

=2
=

o)
b

dr
RD

)

&
L
_)A_

oh

oI

SPS|
=2 o

VTS

o
o

System admin &

Ml

E M

g0l VTS

st

4
RD
JU
ot

Port admin

ar
RD

i

wl
=)

i

{0
AK
i0J
o
U
03

<+
ol

Oon

ol
Ul
ns

RO
w

L

q

LEHAI VTS &

O,

ol

JF
=

ol
i0J
o

{ID
AK
ol
i0J
Y

U

User
Alel

CIEHHIOI A2

ol elsuth.
CIEHOIA S

ol
%0
<k
ol
&0
bl

User &2 VTS

o

Sﬁ,

olf

o
F

&6

port access menu Of

22| (Power

i

HEESC

I+

Sﬁ,

of

I+

USLICH.

control ler management)

LICt.

F

S
=

gs A&
IS MBI0l AFEXH

I.

g8 ¢

0

i

A B

BIHO 2 Local

ol=
—_ o

AHE Xt
RADIUS, TACASt, LOAPS I 22

—
[—

VTS

}

=l

Ko

of

Local

JU

[9)

ol

2t

VTSS|

MESHALE M

JU

INE=DN,

)
=

22

’

g el HolA

e

Alelg &S ALE0ot0 VIS EAIOE & 1dl0l

ok

B

9.1 A=A}

h2 AET 82

—
[—

VTS

LICtH.

=2
=

AZ X 20 Tet C

ol
i0J
Y

® User:

2N AAX

Jb AlUE J1s0I

TE

Aelg

Port £= Monitor &2

st

S0l =

of £8=0 AT+, 0 1

ZEJL AILE Jls

Aelg

i

ol

ol
o)
hd

0l Alel

—
[—

AHS Xt

Ul
iy

KJ

o

228!

Power &

b

aS
_/

o IS0l
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&1

A2l ZEEQ HZE U2 IS ASINES JE°F
access control] 150! MZ&LICT

XA SF A
=== T

- 0] 2289 At&Xt= port access menu 0

- 0] 89 AEitEsE & O/EHO/AS Serial port HZ

=

=

- 0/ J&

A

= Az,
O AHEXE VIS EE U7 & CLI 0 §5E

=$

® Port admin: Serial port 2clA O&
- Port admin JJS2 User 1S 20t

=2 dets It LICH

Ztelg = QU ot flaf [User

USLICE.

Ol=% Itg 222 22 U~

= SLICH

- Port admin J&& & CQHHOIA £= AIAE Z2£ £ Sofl VIS 23 =0 2%
g = JASLICH. U, 0 O&& Serial Port, Clustering 2 It 2HAEZe o=
ot 2eE 243 Met0IeHerES HEE = AsUC. O 219 VIS AIAES &F IetolH
g HZdote AES 0 082 AMSBXSHA MBEX 2SLCH (6. UWEKZ &2,
PC IIE & AlAE 2A2|)

- 0l 80 Z&&E ArEXe= CLl ol s = st

® System admin : A|AE 2Ae|X 08

- System admin Q&2 Port admin JdSE2C =2 d&S LI

- System admin &2 & QCIHHOIA F= AIAE 2E2 Sol 28 WM &80 Al
A9 B= IIetIIHSS =8¢ = UsUT

- System admin &2 CLI Ol 85 = U220, CLI MM MEE= 23S shell program
S22 &g > ASLO. 0l O82 CLI £ Soll VIS &3 % port access menu 0l &
=g = UsLI.

® root: AIAE FIH ZclAt

- root = Alclg ZEN HZE AIAE 2elk D820 =2 #sts &L

- root = Linux CLI O OtF Hg A0l g = JUSLIOH. CLI E Soll A= 2el
meE &, =3 L shell program =& 5 2 JIsS Hst 2101 AHS&LILC.

- root = & & FHOIH, AL OIE2 HEE = SSLICH

& EotAlIS JlE AIZX 018 ¥ HIZ Blse=E OGS 25Ut

AMAY #FIH 22l Xt

Logi n: root Passwor d: root
AMAE Ze| Xt
Logi n: admin Password: admin
H 9101 VISOIA 2teltl= MMEX 108 % iEEs AIZA 82 dHets U sUusLIC
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2 9-1. AMEXH OF5 & A&t

s root System admin Port admin User
JZ2 AL Ol Root admin - -
A3 Jl&2 lHH0lA CLI BIAE M - -
CLI CLI
OIEHIO|A =2 e EIAE M BIAE M EIAE M
port access menu port access menu port access menu port access menu
SSH 2 2| =& 0 0] X X
CLl 8% 0 0 X X
VTS &3 **
SAE K& H 0 0 a X
port access menu & =5 0 0 0 0
g GUl &% 0] 0 VN D R
ANAE TWeldley B3 0] 0 N X
AFZ X Utet0lEe 83 0 0 X X
ArE X B E AN 0 0] X X
&:
1) #*

Port admin J&& Serial port / Clustering & I}¥ ZHEEZZ 023 Jlsid 23E &&F0t
F&E £+ UsSLICH. 1 99 &2 @& =2 AEE USLICH

D) #A*

User 182 & && 3tHMA 2F Serial port / Clustering 9Z & I}g HEEZ 22| 3

oojet 8£5g + AsLIC

8 912 User 18S &clot)l <18 & e HolAS SHHYLICH.

User administration
User name : Iuser User group : |.¢.II group -| Search |

Current local users

& User name User graup Shell

M Lserl User Port access menu
ra Lserd User Paort access menu
= user4 Usaer Port access menu
g users Usar Part access menu
s usera System admin CLI

Add | Edit | Remove |

g 9-1. AEA 22

AP 018, AFBX 18 = & 838 2FE 280t RS 2SSt AISHsS JME £
[USLICH. AFZX 0150 LK $UCH DE AISXE LMELICH. AIEX 0180 L™
UG PO AXGI=E AIZXIF AMELICH. AFZX 10801 Mg 1 D0 =58 A= XHet
Z2ME D, [All group] € FR 2E 182 AIEXOF HAMELICH
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MNEXE FIt oteldH, [Add] HES Z20t0 AR FIF gHg o &, A8X 018, 108 ¢
HY HSE st O3 [Add] HES HEELICH. 08 9-2= AR FII stHES B SLICH
MZ& AFZ2X HES M460| fIof T2 Tiet0leHSS HESl 8&0t00F &LIC.
AEX 0IE (User Name)
A2X & (User Group): User, Port admin, System admin = GtLt
AR HY $¥S (User Password)
shell Z=2&(Shell program): CLI, Configuration menu, Port access menu = ofL}
SSH 2 31 215 (SSH public key authentication): Enabled & Disabled = ofLt
SSH HH& (SSH version): vl = v2 & GtLt
SSH 2 3| I (SSH public key file)
JI28 2=, SSHE Soll VIS 22H oSS S M, MEX 08§ & HIY H3IE 0lEst
IEES = 240l JI=20IL, AFEX0 E SSH S0 JI1E VIS 0l E==6tH, SSH Z2H0IHE
Tz 2 3 I OIYS MSESEN, S22 VIS 22H 252 &2 = USLICH
5
AMEX FI = HIA AEX 0/ 2 password= £t 3XF 0/40/0{0F HLICH. 3XtIF &I X
YE IR0NE QEI 26t &LICH
User name ; |
Select group | m
Password | I
Canfirm password : |
Shell prograrm | |Port access menu =]
SSH public key authentication [Diszkled =]
Select S5H Version SEH w2
55H public key file: I Fot2ol |
Aidd Cancell
g 9-2. AMEXF FIIoH]
AFZXE MG H 2SS oA AL.
o AIEX 22l SHUAM AEXNES MIASLIT
e [Remove] HES 22 &LILC.
AZX HEC T2H0IEHE HES S, AMEX 2elstHUAM AR 0152 HEGHH AISXH ®
g o 5, AEX I Yoz A=A HEC H2t0leE BESLIC.
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9.2 WM& 2|AE

e EZEZQ| User access contorl 882 S0I3tH dtJ| ol BAA 2IAE Jls2 XA ELICH

MNA EIAEE OIE = WHNA 2IAEN MEBASE FItotld HE ZE HFHO User access
control B&WAMN HAA 2IAEE FIIGIH HY HMA 2IAEN ZEE LE AIZ2AS 23

o

S YDHOZ NFE & Y

a>
-

Ct.

Access lists

# Access list name Action

1 arMonitorsccess Remaove | Renamie |

2 grPDr‘tﬂZ\jﬁsss Remove | Fename |
[Mew =] | o Add

g 9-3. YHA CIAE - HHA 2/AE 22

J8 9-32 YAHA 2IAEE Zecte stEE 2HSLIL. SS&8 HANA elAES0 UHEE LT
w A

HANA 2IAE SEE oA o BXE

=
[New] 2 e
24

InJ
a
I
12
=
to

—

=

=
o

=

1. YA 2IAE BS
2. WAHIA CIAE 018
3. [Add] HEES 28
0101 SE& HANA 2IAEESE SAoIH MZ2 HAA 2IAEES
WA cIAES AZR HEEE SAELL. HMA 2IAES SAotHdYE OS2 &

AN2.

uin

1. WANA CIAE BISE SAH (e HANA CIAE BHSE SE
( [Add] HEOI [Copy] HESZ HIE )

2. MZ Ct=0HE 9k

3. [Copy] HE 24

4

-/

Fl

[Remove] HE

elAEQ 0|8

225l HAHA BIAEEZE HAHE =5 JUD, [Rename] HHES 2S2I610f HAHA

=
=2
al

uo mio

g =k UAsULC. HAA e/IAEE HMHoHLE 0182 RS JHE ZE
OI %2

O User access controlOlAd AISE HAHA SIAEE NsS22 MAHSHAHLE Ol

HEZEIL EMotAl = HHMA SlAESE FXY = U222 F2|GHAID| BHELICH

WHIA CIAE OISS HEGHH HAA 2IAE AMEX &2z 0lsE = USLICH
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Access lists

fcoess list name ; | grPortAccess |
# User name Action
1 admin Hemowve |
z root Hemowve |

I Add

& 94. KA CIAE - A 2Cf

8 94= WAL 2lAES AIBXUE 2elots otHE BEHSUCL. dHMA clAEN SEE A

ZXE LIGSILICH. AI2X 01ES 226t [Add] Sl ,
[Remove] BHIES 226101 AIRXIE HAHA CIAENAN AME == USLICH
[Access list name] SI|AE BAWAM [-— Access lists —] &=2S Ml WAHA 2/IAE 2

clotHC 2 01SE == UL, UE HANA c|AESE HEGIH HAA CIAE ASK 22EHC 2

Olsg =& UsLUICH.

52 IMARE BHE tHS 20HSLUICH 8 MEXN2 IHAREESE HPotds, S8 A
B

M IHAREES e = M IHARES &QIot)| <ol 88 O M HARAEES

futtd

Change password

Current username | root

Enter current password | |

Enter new password ! |

Confirm new password | |

Submit | Cancel

& 9-5. IJAYE HH
Port access menu0liet E2& %= U= ASXAE Port access menu SHHUA IHAREE H©

%= QUSLICH. Port access menuOl 126t Oleiet 22 3tH0| EAIELICH. ¥
O

st = M WAKES Yot &Qlot)| <ol 88 O JHAGHHE HARASIE BHELI
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[ VTS3200_Devi ce]

Port # Port Title Mode Port # Port Title Mode
1 Port Title #1 CS 2 Port Title #2 CS
3 Port Title #3 Cs 4 Port Title #4 (5
5 Port Title #5 cs 6 Port Title #6 Cs
7 Port Title #7 (o) 8 Port Title #8 CS
9 Port Title #9 (o5 10 Port Title #10 (o5
11 Port Title #11 (05 12 Port Title #12 (05
13 Port Title #13 CS 14 Port Title #14 Cs
15 Port Title #15 (o5 16 Port Title #16 (o5
17 Port Title #17 (o5 18 Port Title #18 (o5
19 Port Title #19 Cs 20 Port Title #20 Cs
21 Port Title #21 CS 22 Port Title #22 CS
23 Port Title #23 (o5 24 Port Title #24 (o5
25 Port Title #25 Cs 26 Port Title #26 (05
27 Port Title #27 (05 28 Port Title #28 (O
29 Port Title #29 (o5 30 Port Title #30 (o5
31 Port Title #31 (05 32 Port Title #32 (05

Enter command ( 1-32 serial port, P passwd, S slave unit
R renpote port, Qexit )

------ > P

Enter new password : ****x

Ret ype new password : ***x*

Password was changed.

9.4 Ztx| 0|S(Device name) MA

VTSe 2t2|E <ol AMMESZ &Yl 0|82 4388 £ UsUc. 108 9-6= &X 018 83 &
HALICH. AFESXIF Device name= B AGHAH T VIS hostname O AT A T CLI A9 &=

O
|H
Im
A
ro
(=)
&
o
My
o
%
g
il
rr
g
(@]

w

5
Qo

3

D

|0

g #wZF0l ELICt.

Device name

Device name | [¥TS3200_Device

Save toflash Save & apply Cancel I

r oot @/TS3200_Devi ce: ~#
Jg 9-6. X 0|18 &

02

B8]

oL/

I

217 =
===

VTS2| Device name &&O0| S8 =Lk= AZE0l HX LM AZXIL Device name = Bl 22X =

= «

KASHH /™ VTSSO hostname 2 VISS| IP =AZ M=2Z XAl €LICH. £ Device name2

<4

HelloDevice Manager 2t &2 22| Z2 00U A &Hl A8s ol AI=2ELICH
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9.5 &u H AlZH 843

VIS Mo S L A2t E2E JHXLD JASLICEH. VIS AIH 2 &€ 432 U= digel
SR 2ol HAFHLICH AMEXE 08 9-701 LIEHL HieE 201 ST S L Al2tE HEE =+

USLICH.

Date and time

Use NTP [Enable =]

MWTP server (0.0.0.0 for Auto) |EI.D. 0.0

Date [mm/ddiyyyy] |I39f'3&f'2!]l.'l'5

Time [hkirmm:ss] |IB:-’J.I3139

Select [Standard time] and [Daylight saving time] from list

[Standard time]

Timezane [KST

Time affset from UTC (UTC + [x.x]hours) IEI.D

[Daylight saving time]

Enable/Dizable daylight saving time m

Daylight saving timezone |

Time offset from UTC (UTC + [®.x]hours) |I.'I.[I

Start date [mm/dd] |III'|.=’T.IIZi

Start time [hh:mm:ss] {00000

End date [mm/dd] : |on/00

End time [hh:mm:ss] |E|Df|’JD:L'IEI
Save to flash | Save & apply I Cancel |

18 9-7. EM & A2t &

M 2 A ¥ AFGH| /A YHEHE 2JHX0F JASLICH AW Y-S, NTP AHE
AtEZots RYLICH. NTP JIs0l 24 &Eiot =%, VISOt MREE MOICH NTP MBI 2R £l

= USLICEH. NTP AHHIE 0.0.0.0 22 AFEH, VIS= JI& NTP MHE

2 AP EHE = J

AP ELICH. Ol3d Z0, VISe el AZE 0 ANO0F ELICH AIEXte E£8 S X
Metd 8E MH EZAIUTC)Z2RH QIEAl Al2+ES HFoH0oF &LUCH. st=2 BREe, s3
22 19 AMl2te=2 HEoi =AHO0F &LICH

SH YHEES, NTPE AIS0IXA 210 =522 I 2L Al &Fole AUt 0 &2,
S Y OAIZEEEE R BHE2 ol 2ol | XIELICH

AAE DR AIZtS HEOIH HFsHS AMEXC AXN T2 timezonelt UTCZEE 2
QIA gt HEGOF ELICH. AFE X daylight saving ti

e= 0/|2&tCHH, daylight saving
£ &S Fook &LICH. VISs
HMatst A|AE S Al2FS HASHLICH. Select [Standard time] and

timezone, UTCZ
Olgd IctOleE ol&st

i
m
2 p O
=
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>
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>
0
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z
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[Daylight saving time] from list HES 29 0| 82 S 2IAENA A6t &HH &FE £
UEZE ToFE= 80| EAIELICE.

9.6 A zZ2

AMNEX= 8THel &AS CF card, NFS server, user space == local machineS1lt 22 N&H
QX0 DY HEE £ D, ME=E AF IIYS 0l8diA 8 &A=z 28 2 &%

[ASLICH. VISE 8& =6t AHe 248 Mz =2l foidse 48 £2127[(Configuration
) I2t0IEHE [Factory default]2 HEiGIH HFHS SH2HU,

VTSel =™ THE Q| reset button & =2™ ELICH.

ViSOt sz dF¥2 MESte Jls£ XNJELICH. Automatic backup configurations

Aot HEGHH VIS XNEE A0 XS oz 438 Hs22 MEELILH

08 982 &% 22| tHS B SLICH.

Configuration management

Configuration export

Location ;  crcard © Primary NFS server © User space(fusr2) € Local machine
Encrypt I\r’es vl
File name : | EEE

Export |

Configuration import

Location :  cFcard © Primary MFS server © User spacelfusr2) © Local machine
{7 Factory default
Configuration selection
[T select all

[T sSystem configuration ¢ 7 Incduding IP configuration )
[T serial port configuration

[T Clustering configuration

[T System user configuration

Encrypt I\r’es vl

File selection : | ----- Selectfile ——--- j Loeal ¢ Zni=7],,,

Impart |

Automatic backup conflguration

Automatic backup option @ |Disab|e ﬂ

Lacation  cFcard € Primary MFS server © User spacei/usr2) © Send via email
Encrypt . m

File name ; [ |- syscm

Backup interval (hour, 1 -720) . |i

Fecipient's ernail address |

Save to flash | Save & apply | Cancel |

18 9-8. & 2cl
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A& MEGHI, 43 =2l 2 s €3 NHNES FAEHeZ =dsot)| M= O3
otet0leHES HESl 8F6H00F &LIC.
4% H&EohI
Location : & ItY=s HEE 2AX
Encrypt : &3& W 24535 o2
File name : & I OIS
d4F E )|
Location : & MYS =2H2 @IXl. Factory default HEI5IH & EotAl 8482z S
Configuration selection : =22 &2 &R
Encrypt : =Sd=S &3 29 233 =R
File selection : LocationOl CF card, NFS server &= User space 2! &< oY <SIXI0
ZM3dt= Encrypt S48E 2H=ot= OHA0l EA
Local : LocationOl Local machine2 &< Local machineti M&EE A& IS = W
H Al
s &3 HE
Automatic backup option : A& && H& 2= XH
Disable - Xts & MZE oKl &£
Periodically - =J|&822 && XM&. Backup interval &8 2.
10 minutes after last change - & HZ& = 108 ZUAl €8 ME.
Location : & It=s HEE 2AX
Encrypt : &3& W 24535 o2
File name : & I OIS
Backup interval : Automatic backup optionOl Periodically & ¥ Xs &8 MZ& =D
Recipient’ s email address : LocationOl Send via email 2 HY &K F=A
Sl E¥s MEGHH USe EXE UEHAL.
1. 88 IYs JEE /AXNE 8¢
2. 453 g O
3. m2oEs 9=
4. [Export] HES 2
e 482 S U389 EXE U2dAL.
1. =2d2 /AIXE &
2. Ed=S 48 R "
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U35 sESE U
4. Xt Local machine® Factory default® OlY HKRKIOMY M 2I|AE BANA 253
SHS otSols oY XS &3 MYs &
5. Xt Local machine &R HOIEI| HE 2ol ¢S5 82 2=Fdte LY A
6. [Import] HEZ Z&!
9.7 Security Profile
VISE =2%ol= Bot Mg HAAMEHLICH. VIS AHIAN 2= B0 HERIA EQH, g ZE
Of AN et EQE9] AIAE Bot U JHARE 2AR|IE E6t BotsS0 26 FMs 2AHE L
Ct. AIRCIEl E2e2 CI3y &0 20 OEez &Lt
1. System security
2. Password security
9.7.1 System security
VIS MHIA, HWERKZ, HYE ZEQ HZ N} S A|AE Hokg 28 Mg ZAELICH. O
9-9= AlAE AlFRClE E2mY &8 SHALICH

Security profile

System security

Level of securty

SHMP {getfset) !
Discovery (MAMAGER) @

Set all ports to
Stealth mode

Savetoflash |

Telnet : Iml
S5H ; [Enable &]
SS5H W1 [Cisakl=[#]
HTTP . [Fedirect to HTTPS &
HTTRS | [Enable =]
Al ports m

Save & apply | Cancel |

© custom @ Standard © Secure

|Disab|e -|
|Er.at;|e v|

Telnet =

Disable |+

N

Password security

& 9-9. Security profile - System security

23 JtsE

st ItetlleH=E Chis

Level of security

2F
=

SL

Ct.
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SNMP (get/set)
Discovery(MANAGER)
Telnet

SSH

SSH V1

HTTP

HTTPS

Al'l ports

Set all ports to
Stealth mode

Level of security

T
e
1>
M

0
nx
0
(]
C
[l
®)
c
(7))
3
3
|0
HU
x

M
[l
2
N
N
10
T
e

gﬂ
Jo
o
>
0t
bl
o
e
04

OTI'
1>
30

g =l = SLICH
Standard £= SecureZ AHJEH oY 2ot =0 HEol= 22 XAt=s &#F FLICH Factory
default2 A ZGIH 2ot =&FE2 Standard2 HFELICH 2o =FE 2ot g&=9| gt S

Z2SLICH

Security Item Custom Standard Secure
SNMP (get/set) Configurable Disable Disable
Discovery (MANAGER) Configurable Enable Disable
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSH V1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable
All ports Configurable Any Any
Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable

SNMP (get/set)

SNWP E2EZ2S Soll VIS & EHE HPGHLE Z3lote MEBIASE M3E X HRE E&ZELICH

Discovery(MANAGER)
VTS Manager Al WERIAN HZZWH U= VISE | S 70 Uol SEE HoX HEE

SFEUCH

Telnet

Telnet console2 Soll VISH &E20ot= X2 o3& A HRE Z2FELICH. GO39 IP E2HE #



zZ2 FIlotHL HAEGHH X2 EHLICH.
AEH Interface Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 23 DROP
Enable all Normal 0.0.0.0/0.0.0.0 23 ACCEPT
IP ZHE A0 CHet KNS HE2 3.5 IP ZHEZ FEXGHAID| BHELICEH.
SSH
SSH console2 Sof VISOHl &26t= A2 38 A HRE Z2HELIC. GO39 IP 2HE 73
= FIlotAHLE HBEH X2 &LICH.
AER Inter face Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 22 DROP
Enable all Normal 0.0.0.0/0.0.0.0 22 ACCEPT
P ZHE A0 S XAAMEH WSS 3.5 IP ZEHES FEXAGHAIDl HIgLICH.
SSH V1
SSH HE1 Z2E=2S XY X HEE E&FELICH Disablez B8E HSL SSH HAE28F X2 &
LICH.
HTTP
HTTP Z2EZ22 Sst & MHIAE N3 XN RE ZF8&UC. G329 IP 2HE A2 =0t
otHLE B85t A& SLICH.
AHEH Inter face Option [P address/Mask Port Crr:iLn
Disable all Normal 0.0.0.0/0.0.0.0 HTTP port DROP
Enable or
Redirect to HTTPS all Normal 0.0.0.0/0.0.0.0 | HTTP port ACCEPT
P ZHY A0 et KNS LHE2 3.5 IP Z2HE 2 FX0IAID| BI&LICH. Redirect to HTTPS
2 d3%H HTTPE S8t & 2B HOolA HZEE HTTPSZE HZotESE ST8LICH
HTTPS
HTTPS Z=2&E=2= S8t & Adl Mg X 22 &F38LUG. tse IP 2HE A2 =
JiobHLE HAGH XI&&HLCh.
AEH Inter face Option IP address/Mask Por t Crllallen
Disable all Normal 0.0.0.0/0.0.0.0 | HTTPS port DROP
Enable all Normal 0.0.0.0/0.0.0.0 | HTTPS port ACCEPT
IP ZHE A0 CHet KNS HE2 3.5 IP ZHEZE &EXGHAID| BHELICH.
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PE A2lg ZE % JA ZEQ HZEZ N3 XN 8= &FELICH. Port access menull &
S =
=

Hd2 HHSD, BE g ZEQ Port IP Filtering 882 US1F &0 HAGIH XI&&LICH.

AHEY Al lowed base host [P Subnet mask to be applied
Disable 255.255.255.255 255.255.255.255
Enable 0.0.0.0 0.0.0.0

Port IP filtering &0 CHst XtMISt LIS 4.3.9 Port [P Filtering £&&2 & =X0tAlID| Bi&
LICtH.

Set all ports to

port access menu, Alclg ZLE 2 RA ZEZ HAE £ QU= ZZ2EZS AAEHLICH. Telnet
L= SSHE 83E™H ZE HHA s B3 Port access menu protocol IFOHOIE 2t Al2lE I

E 2 A ZES Host mode && = Protocol II2tOIEHE Telnet £= SSHZ 1A ELICEH.
RawTCPZ & H & ™ Port access menu= HZEGHAl 210 Alelg ZEQF A ZEOQ & X 0B RawTCP
2 HIBELIC. XMet HEE2 4.2 Port access menu AZFS 4.3.4 Host mode £&E ZZGHAID|
Br&FLICEH.

A

Stealth mode
Stealth modeJt EnableZ2 A &EMH, Z20/HEIL XNRGHA 2= ZEZ HZ

ot HZ AHRSHX €10 2Y

o
=
Hn
o
0X
0
<<
_‘
w

AET HARE 2clE S& 2o dMs U0, O8 9-108 WARE AlRC2E 23 &
L

Security profile

System security
Password security

Minimum password length (3-255) ¢ IS—
Maximurmn password age (0 for disable) |El—
Enforce password complesity m
Enforce password history . mz

Save to flash I Save & apply | Cancel |

18 9-10. Security profile - Password security

A3 Jisst IellleHe O3 2&LIC.
Minimum password length
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Maximum password age
Enforce password complexity
Enforce password history

Minimum password length

WARE HBA HARKE 20129 FAgs &FELULIGH

Maximum password age

HARE REJ12tS SFHELICH 0l RSI12101 XILH HAR/AS HAE WIHX VIS 0I=0] X
ELICH.

FO P HFO 2HS0] 33 ALoHA 20! HISHH 22X T AMEA HEE RZoHH X ot
Jl AIX ArEE = & ELICt.

fuon

|'o|I

Enforce password complexity
Ch=st MARE A2BS HMEtot=0dl AFEELICH. Enablez A& DA IHARKE= C
BHEGHOF ELICEH.

1. 2012t &=

nlo
P
B
o

2
3 A
4. ASEH 2NU =it= AAEL X
5

Enforce password history
IHARE HZAAl Ol 1000 IHARE 220 Us HARES X

SHLICH.

Qj
rr
:t:I:I
I
10
in
=
0l
o
>
o

9.8 Firmware Upgrade

Firmvare= AIAE 2Z, telnet 2& L= & QHHOIAE Sol 0SS &= USLICH
MILE & ALOIEZQ 2ES HOIXI(http://www.sena.com/korean/support/downloads )0l A
[&12] firmwareE & 2dl0l 2 ASLICH. VISe R2EAl S22 Firmwvare ¥ &
tsez ZelolEste JIsS MB&LICH automatic firmware and configuration
H&olH VIS 22 M Firmware2t &&0l MZ22 HECIX & QA M22

oz g0l &Lt O 91101l firmware upgrade & QlE L
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Firmware upgrade

Select the new firmware binary file
This will take 5 minutes magimum

Location : ILDCEI| machine vl
CF Card ; fmrtiflashy |----- Selectfile ----- =]
Local machine ;|

Upgrade | Beset |

Automatic firmware and configuration upgrade at boot
time :

|Disab|e 'vl

Yes w

Protocol

Usg DHCP option for remote server and hash file

ZH0E22(.. |

IP address of remote server . |

Hash file name ; |

Save to flash | Save & apply | Cancel |

& 9-11. Firmware upgrade

s Sofl firmwareE SIHOIESHHH LSS +=HOAAL.
1. Firmware & ML C2Z% AIOIENAM 22 =6t AFS
2. “lLocation” € “Local machine” 2% &E4&LICY.
3. "HOIEI|” HEZS 2=ole U2 Firmware OIS
4. “Upgrade” HHES HESI0 LH0ISELICH.
5 g90d0IE0t 22 H AIAHHO MRESD HE AHEO

VTSC| CF cardS Ol=dl ZH0ISoAH UESS =oAL
1. “Location” & “CF card” 2 SEigLICt.

2. Select File —— “elAE ZAMM FirmwvareE S EHELICEH.

3. “Upgrade” HES HEGI0 L I0ISELICH

4. ZOY0IED 2S5 H AAEO0 MPED D HE AFE0l HEELIC.

AEXL firmwareE SdI0IE S| RAd AZ L= A2l 22ES AS5HHAP Telnet/SSH
= HoOlE dZd0ld T30l BHEAl Zmodem ME Z2EZ2S XIRoH0F &LICH. Firmware
upgradedt EHZIE AIEXS 882 U2 |XA&ELUCH

ZE2 Soll FirmwareE 1Y 0I=E6HH LSS oA AIL.

1. Firmware € MU C22E AMOIENM CH22E0tH AFZ X2l PCOI ME & LIC.

2. HOIE olgdold Z20HS AMESHH, Telnet/SSH L= Alelg 2£ ZEW A&
SLICH. (A2l 25 ZES 0188 22 &4Y0ol 2 Zel22, Telnet £= SSHE
ArSotIIE AZELICH.)

3. 18 91210 20l Firmware upgrade Ol=& & &i&fLICEH
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g 9-131 201 XI&O0ol M2t Zmodem Z2EZ2S AZ0IH firmware WS &

&LICH. CF cardE Soll €A0lE oted™H  “Location” & “CF Card” & &EHGILD

tOl HE AtetE HESELICH.

Ol

o, AIAES HEeE
Firmware upgradedl AIHst AL, O 9-142 20| VISII @5 MAIXIS LIEFHLICE.
Ollle, €140l ®2 Firmware HE Ol SXIELICH.

l
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*** Fjirmvare upgrade will RESTART your device. ***
Do you want to start firmmvare upgrade ? (y/n) : vy
Preparing for firmware upgrade. Wait a nonent. ..

Transfer firmmare by znbdem usi ng your term nal application.

** BOf f 000005b157

38 9-12. EZF/AlelZ 22£=2 0/E8t firmware upgrade

‘o ] 5 =10j =]
File Edit  View Tramsfer  Help
Dl=| 53] o5
S
6. System tools ‘_!
7. Save changes
8. Exit without rehnnt
5 heit and "vebuo! R 2l
<ESC> Back. <ENTE RS
_____ % Folder: D:5DownloadySenasFirmware
System tools Filename:
Select menu ]D:'\Danload\Sena\Firmware\PS4DD_\""IH2CS.BI
1. Reload factory
2. Reload factory Pratocal;
i' Ei:g”%gzt"lpgrad |Zm0dem with Crazh Recowvery j
5. Socket reset
_Egﬁgi gack, SENTE Serid Cloze | Cancel |
Are you sure to st
Preparing for firmware upgrade. ait a moment.
Transfer firmware by zmodem using your termlnal application.
==BAf f BBAAASh157
==BAf f BAAAASH157
==BAf f BBBBR5 157
[Connected 0:02:45 jfuto detect I%DD Benl-1 [Scroll [caps UM |Capture [Pririt acha v

& 9-13. Zmodem= 0/E£5F firmware It &= (Hyper Terminal)

*** Fjrmavare upgrade will RESTART your device. ***
Do you want to start firmware upgrade ? (y/n) : vy
Preparing for firmwvare upgrade. Wait a nonent. ..

Transfer firmvare by znodem using your term nal application.

** B0Of f 000005b157

** BOf f 000005b157

** BOf f 000005b157

** B0Of f 000005b157

Fi rmnvar e upgrade failed !
Now r eboot

& 9-14. firmware upgrade &I Al X/

FEE M Firmvare € 282 SdI0IEotHLE AFE XL o=

= FA
H9d2 ddoteE Jls=2 HMSELILCH 0 JIs2 AMSote ™ AFEXR
Automatic firmware and configuration upgrade at boot time
s gd0l1E Jis=S MEsE X HRE Z2FELICH

Protocol
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gd0lEe [ FASAEQ SA6HI] 2AoH VISIH HE Z2&

Use DHCP option for remote server and hash file

s g0IEE I 7EHE &3 SAES P =A% o4l O
LICt. Yes2 HFE™H VISS DHCP &0l CHSt DHCP SEOMM &
t2 OIS£ 0l&0td, NoZ &AFE X |IP address of remote server2t
|E6tH s Sd0IES A& LIC

=l

no po

o

=l

00 ne
ol

(@]

IP address of remote server

Hash file name

g a0l=2 Firmware OIDIXl It 238 ML= HAlote o+ Lol 01§ £3&UU
VISE o+l Mo JISE ZE0IS, HES & Vise ZE0I8, Firmware B &0t Bl Woto &
JA0IED 2Kl OtHXIE Z2ESLICH oiel Mo gda2 O3 25Ut

<TYPE>, <NAME>, <MODEL >, <VERSI O\>

cC —
N T—

<TYPE>, <NAME>, <Options for file uploadi ng> <Path to upl oad>
T=
<TYPE><COMVAND>
01JIA <TYPE> - 1:Firmware OIOIXl 2:&£F (1 byte)
<NAME> - Firmware O|0|Xl Wt = &F L2 0l
<MODEL> - VTS800, VTS1600, VTS3200s2l VIsel 22 0l
<VERSION> - Firmware = &It HA
Firmware OI0IXIQl &S Firmware O|0IXl Iie HAEL ZS HAEEZ
HAIGHOF &t2, HEHS Z2 Firmware HAED KA Aoz
AZROL 228t HES HAISLICH

<TYPE> - 3:AIS XA Y F2E

=
<NAME> - S2E U4 IY0ISE
<Options to file uploading> - [F][X][X]U
F @ forced copy(remove if there is same file already)
X uncompress the file to the specified location
Z @ unzip the file to the specified location
U : default option for file uploading
<Path to upload> - CH&H TH2O0l H=ZE ZIOOF & ClAHEe 22
= <TYPE> - 4:ALEX BE A

<COMMAND> - Algig HH
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ChS2 ofl+ e E 2HSLICH

1, vt s48. i ng, VIS3200, v1.5.0

2, vts48. syscm, VIS3200,v1.0.0

3,test _hash.tar, FXU,/mt/fl ash
3,active_detect.tar.gz, FXZU,/ mt/fl ash
4, mkdir /tnp/test

9.9 CLI &3

ANelgd 2£, Telnet/SSH 2 22£E39 CLIO 20CE M AAEX o153 2HES HAEELICH &
M VIS= Local, RADIUS server, RADIUS server - Local, Local - RADIUS server, RADIUS down -
Local, TACACS+ server, TACACSt+ server - Local, Local - TACACSt server=<2 Linux—PAM
(Pluggable Authentication Modules for Linux) £ 0l &8t Ct2st 15 &S XIRELICH

oIS Ol CHet KtAIst HE& 4.3.10 Authentication &&= & ZXotAIJl BHELICH. Linux-PAM
Ol CHeh TtAIEH LHEE& 11.9.2 CLI 21210l CHEt RADIUS 21E6HI1 2 11.9.3 CLI 2210l CHE
TACACSt QIEGHIIE & ZotAID| HHELICEH.

ki

g 9-15= & QIHHOoIASE

O

st CLI 28 3tH= 20sLIC.

CLI configuration

Authentication method

i
R&DIUS server
Set configuration | BaDIUS server - Local

Local - RADIUS server
R&DIUS down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACS+ server

g 9-15. cLl &&

141



10: A|AE!I S|

VIS & CIEHmOIAE AIAY SH HS MIELC. ASHs AAE SH HS FXot:
VIS BIZ2elol &= SH GOoIEHE #elg = ASLICH UERAD UHHIOIA X Alelgd ZE
SHE= link layer, lo, eth o Al2l€ ZE0 st A2 SHE LIEHEUICH. P, ICMP, TCP
UoP SH= TCP/IP Z2EZ22 M JI2 4 QASH UE A8 SHE UEELUC.

10.1 YIEA 2lE{H0|A (Network interfaces) E|

UER3A EHHOIA EH<= VIS local loop back interface 2! lo & VISe JI&2 WERZA ¢!
EHOIAQ eth0 CHSt D12 WEKZD CIHHIOIA AIEES LIEFHLICEH.

MNetwork interfaces statistics

Interface lo athi
Receive Bytes 8] 789257
Packets 0 B208
Errors 6] &]
Crop ] ]
FIFD 0 ]
Frame ] a
Compressed u] ]
Multicast 0 0
Transmit Bytes il 3252037
Packets 0 4
Errors | 4681
Drop O i}
FIFO i} i}
Frame ] 149
Compressed ] 4681
Multicast 0 ]

g 10-1. WERZT CIEHH O/ A &E

10.2 Al2|E XE SA

A2l ZE EX= 329 AlelY ZEQ A2 SH, Baud rate & & 2

LIEFHLICH. ( @ : Oon @& : Off )

Hl
Im
ie}
=]
07
o
i
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Serial ports statistics

Port Baud Rate T
1 =iataln} 21
2 gai0 i}
i3} Sa00 0
4 =talaln} a]
5 aa00 a]
(s} Sa00 i}
7 Sa00 n}
g =lalalu} ]
9 Sa00 n]
10 gai0 i}
11 ga00 ]
12 =talaln} a]
13 Sa00 0
14 Sa00 i}
15 ga00 B}
16 =lalalu} ]

)
£
:
5 §]
@
)
_|
X
2
(L)
A
)
0

20 e TR ki =

s g g s e
GOUEOL GLEL VLUEV GO

COCO €000 COCOU COCC
GREL GOV UEEE GO W
UL POV L UUEL GV
GUEL GO UG GO W

Jg 10-2. Al2lg ZE &H

10.3 IP Sl

Forwarding:

Defaul tTTL :
JI2 TTL(Time To Live)
InReceives :
AIE HolEH O™
InHdrErrors :
Gl 2F It
InAddrErrors :
A FIAJUCD =HE
ForwDatagrams :
Forwarding & COIOIE &9 =+

UCHD =4I

P forwardingOl enable &= disable AEHQIX] O &

dioletagel =

HioleHO=&o =
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InUnknownProtos :
OIAMGX %D = XNJAZK &
Ol Ogel =

InDiscard :

DI2EZ &9 8 2Hes 2ADX LUAX S

2= P OO~ ==

ro
K

SEZ0J W20 RAIEARXNSE d83FHe2 A& O

AE(HE S0, HIH 322 £=2 Q)

10

InDelivers :
ML= A MO £
OutRequests :

H&EoIEE QEE =2 HIOI6fOe 2. Forwarding & HIOIEH &2

1
rr
>
fo
]

QutDiscards :
SAIE = diolgfadel =

OutNoRoutes
destination IP =40 M&5HI| Ast A2 YALKX LS COEHIES =, 0l&d dOIH
e HIl M=E L.

ReasmTimeout :
CIOIH D& L2IF =28t £, LIHAl OIS0l S5
AZ2Hl S =GHR 22

ReasmReqds :
a0l 228 oI =

°
ol
rr
Qu
00
=
N
pal
!
¥
%
0

‘

ReasmOKs :

S3Hez THME ol =
ReasmFails :

Mg = gl= HOIHIO-S =,
FragOKs :

HBHMOZ fragmentation & OIOIE &2l =
FragFails :

fragmentation AIHSH QIO &S =
FragCreates :

MMSE fragment %=
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IP statistics

Forwarding 1
DefaultTTL G4
InReceives 5010
InHdrErrors
InaddrErrors
ForwDatagrams
InUnknownProtos
InDiscard
InDelivers
CutRequests
OutDiscards
CutMoRoutes
FeasmTimeout
FeasmRegds
ReasmOks
ReasmFails
FragOks

FragFails
FragiCraates

oo oo o

LT |
[T
o0
o O

o T e Y e Y o o e e A o

g 10-3. IP &t

10.4 ICMP S|

ICMP SHl atH=2 ICMP ZZ2EE2| AE SH S22 HMSELUC. 2 otetilge 3o € 298

rlo

InMsgs, OutMsgs :
=N = JASE HAIK 5=

oS T

InErrors, OutErrors :

=4 £= HEEH 2F
InDestUnreachs, OutDestUnreachs :

4 = dEE SHEX Lotk 28t HAIXIS =
InTimeExcds, OutTimeExcds :

time-to-live(TTL)E Z=ote & T= BSE HAIXS =
InParmProbs, OutParmProbs :

=4 = IESE AKX S Het0IE0 2F O 2488 HAIXIS ==
InSrcQuenchs, OutSrcQuenchs :

b L= 8BS AA Quench HIAIXIS =
InRedirects, OutRedirects :

20 L= MEC = Redirection HIAIXIS 2=

f
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InEchos, OutEchos :
2= AME echo &9

NEchoReps, OutEchoReps :

A —
—c‘?/\ﬂ &=

2= Al

o L

InAddrMaskReps, OutAddrMaskReps :

Te MEE =4 043

CC =

4

ICMP statistics

#=AE echo SE2
InTimestamps, OutTimestamps :
4 L= MEE time-stamp LAEL =
InTimestampReps, OutTimestampReps :
=8 £= 8EE time-stamp SE2 =+
InAddrMasks, OutAddrMasks :

Al TE MEE F4 0tAIO £

=}

SCHO| A
Se— T

10.5 TCP Sl

InMsgs 3
InErrors a
InDestlnreachs 0
InTimeExcds a
InRParmProbs o
InSrcQuenchs i
InRediracts o
InEchos 3
InEchoReps 0
InTimestamps 1]
InTimestampReps (0]
InAddrMasks n]
InaddrMaskReps u]
OutMsgs 3
QutErrars g
OutDestlnreachs 0
OutTimeExcds 0
OutParmProbs o
OutsSreQuanchs L]
OutRedirects (0]
Outechos a]
OutEchoReps 3
OutTimestamps a
OutTimestampReps 1]
OutaddrMasks (2]
OutaddrMaskReps 0

J& 10-4. |CMP AEH

StHE2 TP Z2EZ22 AE SH HE2E M3LUC. 2 miet0liege 32
SLICH
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RtoAlgorithm :
A& ZQI retransmission time-out (RTO) £ne2l&. T
g &
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
|4 RTO 8t (ms).
RtoMax :
Z/ O RTO 8t (ms)
MaxConn :
0 22 ME =

ActiveOpens :

b

SsSHO HAEO £~ =SHO HZE2 Z2A0IHES &=
PassiveOpens :
SHO HAEO| %= =FHO HE2 MH &2

AttemptFails :

AlTNEE A A0l CHst &=
EstabResets :

MHaedoz HdEgsE HAZ9 %
CurrEstab :

SN dgs d&E %=
InSegs :

=4I E segment &=
OutSegs :

HEE segment &=. MAESE segments LZSEX &ES.
RetransSegs :

MHESE MOATHE =
RetransSegs :

MESE HMIOHE & 282 M=+
OutRsts :

Reset ZcH It &3 ASE MIAHES =
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TCP statistics

Rtoalgorithm
RtoMin
RtoMax
MaxConn
ActiveOpens

AttemptFails
EstabResets
CurrEstah
InSags
QutSegs
RetransSeas
InEfrs
QutRsts

Passivedpens

[ O e O e e

(S e I

B
=)
|y

-

2389
23

14

g 10-5. TeP &

10.6 UDP 4|

tH2 VP Z2E22 AE SH 22 MU, 2 otetilee 32 € 482

InDatagrams :

s glolE el &

NoPorts :

XNEE ZEDI RSOt &0 HII MES =& HOoIE &S =
InErrors :

FHE 2F dolgadel =
QutDatagrams :

dEE OoleHIde =

LIDP statistics

InCratagrams
MoPorts
InErrors
QutDatagrams

I T R Y

g 10-6. UOP &t
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11: CLI QHHAM

11.1. M2

root E£= System admin 2 AIAEH 2L L

Heeetel eIHmOoIA(CLI M &= & =+ ASULCH. CLI M ESE AZX= HE Linux

scriptg AdctH ¥ SAEZRH Mts URIE ¢ =& UAsL

VIS= WS SdAl HZ2l0M /& &= JUASFE fusr2 0l 1024 KB2l AMEX S22 HS3SELI
Ch. AbEXH B2tUIA, AL Xt= XHAI0I M SH shel | scriptE AdE & JA2H, &4ALs Tz
dE g =& UsUT

root AFXt= AlAHE 2L = Telnet/SSH 22I0/HEE AFE6H0 CLI Ol &8 %= USLICE.
System admin2 CLIOI MEtE H&S XD X &= USLICH

root AFEZXt2l telnet AA/AI2IE 2& HZ S H&t6te!™ /etc/pamd/login TN U= 0f

o e

i =2 =48 EAE HIAHGHA A

aut h requi site pamsecuretty.so

root AFE X2l SSH JA/Al2IE 25
Ot &8 S BHAGIYAIRL.

#Per m t Root Logi n yes => Permit Root Logi n no.

?12l &2 SSH Ol=0l HEot)| <ol G822 SES AHGHYAL.

(Ut
K%
M
njo
=
ol

Stoted™ /etc/ ssh/sshd_config It

no
2
$0
rr

[root @ocl ahost ~] killall —HUP sshd
ANAE 250 O0Ige 28S HE6t0 28 =52 Sol CLiol &g =& JASLICH 0] Dl
OlZotdA™, rc.user L0l OtcHe WWHEES FIIE = AAEE HREE o0 BHE UHES

echo 57600 > /var/run/ngetty. consol e
OIIA, 576002 22 2EEZES 24 0IEYLICH.

11.2. EEljAl +4

VIS LHE SciAl= OteHel Het 201 2&ELICH. AFSXt= Mdblocks Ol AtmEH &g =
Uq=dl, Ol= /fusr2 Ol OI2ETDN JUSLICH A=

= UAsUb. MRES = 0/ld W0 S=ol &
deftt, 2 ASXIH LHESH 82=
HAEN WR SHAl HEZELZ

etc, /var ¥ /tenp LN &E2E

1 saveconf HI=S 4
oo MHEZM, MEEoH 0 U

(o]

4y mue
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(2tA, SE3HK 2H HFSHH VIS It SHIEN S&EGHA %22 = USULCH =2
VTSIt &ESoHA 22 =& UASLICH
== =8 02 XN& 3I1(KB)

MtdblockO Bootloader none 128

Mtdblock1 Kernel none 768

Mtdblock2 CRAMFS (810 &8 Z2) / 6080

Mtdblock3 2 CIA3 0|0l XI(4MB) | /etc, /var, /tmp 64

Mtdblock4 EXT2 (R/W) enf(B3AXOCZ OI2REE) |64

Mtdblock5 JFFS2 (RW) /usr2 1024

Mtdblock6 Reserved none 64

=P 8192

] N

Note : CLIOIA mount &= dd SEHE AIE0HH 222 nt dbl ock 0l &
A2, VISIt ®=5HK Q C

e
o
4 0
1
30
i
C

11.3. X|&E|= Linux SE!2|E|

11.3.1 Shell & Shell REZIE[:

sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

11.3.2 o U C|Aa3 REZE:
I's, cp, mv, rm nkdir, rndir, |In, nknod, chnod, touch, sync,
gunzi p, g9zip, zcat, tar, dd, df, du, find, cat, vi, tail,

nmkdosfs, nke2fs, e2fsck, fsck, nmount, unount, scp

11.3.3 A|A®! QERIE|:
date, free, hostnane, sleep, stty, unane, reset,

i nsnod, rnmod, |snod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usernod, whoam , who, passwd, id, su

11.3.4 YIESIT SEB|E[:

ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4. CLI E=55}7|

11.4.1 root E CLI #%3517|

Ot

Al
=



) PCE EDIE gy old ZT2IYWs
3) PCS Aleld ZEE TS 201 HHELICH: 9600-8-N-1 No flow control
) <enter>E S&LICH.
5) VTS root HHE2=Z = 1CI8LIC.
Telnet/SSH 2&:
1) telnet VTS ip_address or
2) ssh root @/TS i p_address

11.4.2 System admin 22 CLI &&3517|
System admin &3
1) &= & System administration —> Users administration
) [Add user] E= [Edit user]
3) &€ 11§ = System admin
) shell Z28 = CLI
) [Add] E= [Submit]
6) System admin 22 Z0I6t0{, Al2lg & L= SSH/telnet 2&0 HHEHLICEH

11.5. CLIS| VTS Ad HElSsH|

11.5.1 M3 0} NIY2= =i

1) VIS= 2Y Al, /cnf/cenf.tar.gz WS /tnp/cnf/ O =52 2 HESHLD /cnf/
ClI&E2|E unmount &HLICH.

2) MEXDIL 832 BZoH, /tnp/cenf/ Ol Y= TS HES

£
0
on
=

i
-
Q

3) AFZXIJF &O0lA [Save to flash], = CLI LHQ saveconf ¥HE 0|25l0H, £&S
H&Eote &2, VISE /cnf & CTHAl mountstd /tnp/cenf/ O U= HEE MILES

/lcnf/cenf.tar.gz & CIAl §FELICH.

11.5.2 CLIOIM &3 HE YH:

CLIOIA VTS AAg HAGIAHHE, SIAE I8 My AF RE2IEIQ confignenu S A5}
HLE 2t 20l =522 AFELIC

LT I 2 HEGHNR)
X

2) saveconf SRECIEIE AIEd 23 WS S+ HEIZe

3) applyconf SEZIEIZ AR DE B1A AISS AALN NEELICH
root @92. 168. 0. 117: ~# confi gnenu
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or

root @92.168.0.117: ~# cd /t np/ cnf

root @92.168. 0. 117: /tnp/ cnf# vi redirect.cnf
root @92. 168. 0. 117: / t np/ cnf # saveconf

root @92. 168. 0. 117: /t np/ cnf # appl yconf

11.6. AF=2X} Script &si5}7]

Shell script /fusr2/rc.user = VISOI BEHLH NSO SEE ASEL

X Aol script L= As Tz s ASGH)| <ol

#! / bi n/ bash
#

# rc.user : Sanple script file for running user

#
#PATH=/ bi n: /usr/ bi n:/sbin:/usr/sbin
# Add shell conmmand to execute from here

echo ‘This is the wel come message defined by users’ exit O

11.7. File M5

AEXE e dEs Pof ft

I
lusr2 CIfEC|I0Ol M&

moll
1>
$9
m ©
£
o

root @92. 168. 0. 117: ~# cd /usr2

root @92. 168. 0. 117: /usr2# ftp 192. 168. 2. 3
Connected to 192. 168. 2. 3.

220 | xt 0oo. senal ab. co. kr FTP server (Version
Nanme (192.168.2.3:ro0t): sena

331 Password required for sena

Passwor d:

230 User sena | ogged in.

Renpte systemtype is UN X

Usi ng binary node to transfer files.

ftp> get test.tgz

local: test.tgz rempte: test.tgz

200 PORT command successf ul

150 Openi ng BI NARY nbde data connection for
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/s)
ftp> bye

L&t AHZBXE scp EU0IHME T2 E 0/E6HN

tE XSl PC OIA VTS(192.168.0.120) Off U=
22 BIES ALEX PCOHIAM & AlA =8 ELIC.
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[ root @ocal host work]# scp root @92. 168. 0. 120: /usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.
RSA key fingerprint is cl:70:ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f: 94: 4f .

Are you sure you want to conti nue connecting (yes/no)? yes

War ni ng: Pernmanent|y added '192.168.0.120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

I‘C.USGI‘ 100%|*****************************| 173 OOOO

[ root @ocal host worKk] #

A —
11.8. 2HIZ 0[50 Al2|¥ E2=0]| Z5]7|
AMEX=E ACIEEZEN HZE DEHZ Soll Alelg 2220 82 = USLICEH fusr2/rce. user
ol T2l 22 AJEEE I8t & MHELsIH AAEEI IUs AL ==261H ELICH

echo 9600 > /var/run/ ngetty. consol e
001X 96002 Al2lg ZEQ PEO H0lEYLIC

US Robotics 2EISW 20| 22 REHUHM= OS2 AIEEE FItol0F &LICT.
echo “9600 &F&B1"> /var/run/ngetty.consol e

11.9. of|x|

11.9.1 Z#Xx|2| telnet disable 517|

VIS EXle, 3 2£& EZE(SSH & TCP ZE 22 L= telnetE TCP EE 23)E2 MEXNSZ Hl
243 ot= Jlss XNJotkeE ESLICH.

M, MEXt=, &/Telnet/SSH £ S8t VIS £& HI=MAN, RE 23 252 HIg2d = g4
HEI HEE g =+ AsLIT

MNEX= MEXE script rc.user & &2 M, @A GtLIS A= 25 (telnet &= SSH)
S HIZH &EIF D=8 & = JSLO. ol e OsS 201 2ItX2 WHIE Us
LICt.

GIKl 1.inetd.conf IS =F8tLICE.
1 &3 /etc/inetd.conf (telnet MHIAE comment out &= AHHM)S =FELIC
2 & inetd.conf £ /usr2/inetd.conf 2 SAELICH.
3 & fusr2/rc.user script € Ct313 20| HE&LICH
#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n:/sbin:/usr/sbin

# Add shell conmand to execute from here
# Add shell command to execute from here

cp -a /usr2/inetd.conf /etc/inetd.conf
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ps -ef

while killall inetd 2>/ dev/null;
do sleep 1;

ps -ef

done

[usr/sbin/inetd

ps -ef

exit O

Ol oftH, ArES Xt

[=}
SAZE = UAsUCH.

rr
2
£
>
>
It
U0
10
om
ol

[HOFCH telnet AMHIADE HI2d &EHI DI&EE S

OflHl 2. iptables rule &3t

1 ©H OIS 20| /usr2/rc.user scriptS £=&§HLICH.

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tinme
#

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n: / sbi n:/usr/sbin
# Add shell conmand to execute from here

# if user wants to disable telnet service fromall host
i ptables -A INPUT -p tcp -s --dport 23 -j DROP

# if user wants to enable telnet service only from specific hosts(192.168.0.0 ~
192. 168. 0. 255)
#iptables - A INPUT -p tcp -s ! 192.168. 0.1/ 255. 255. 255. 0 --dport 23 -j DROP

exit 0

M= AMAES 228 [H0ICH telnet AHIAS disable MBI E&E2 & £ USLICH A2
XJb Factory Reset Jls2 0l&0t, VISE &l &&8X Uz SJ3HH, [usr2/rc.user
script 2ol OIE2 /Jusr2/rc.user.old# MY MEZMH el rc.user IO =31E

LICtH.

11.9.2 CLI 27°9l0j| Cigt RADIUS 2IE 3517|

VTS & X2 CLI= Linux-PAM (Pluggable Authentication Modules for Linux)S XI&LICH. O]

-

Jls & Sof AEX= CLI 21212 28 RADIUS 15 JIsS FIotg = YAsLIth. 210
UM A S = A0 HES & T2 )HS £Eot)l fIolA, Radius AH O
SSE 08! 22 0182 AMEBXIL VISHE SEZAH UNHOF 8tlte RE FAGHAAIR.
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Gl Rl 1. Serial/Telnet console
1 B A F HEZ RADIUS AltHH (192.168.0.135)01 =IF&LICEH.
2 G A FAHES VIS EXIM F=IOHELICH
SH Jusr2/ CIHE2|0 RADIUS MHEHSl P =4, Secret % timeout 8tES IELEot=
server IS MAELICH
# vi [usr2/server
192. 168. 0. 135 testingl23 10
4 A Jusr2/ CIEESINH MEXDF X2 208 %= Jq=XE Z2Ho= PAN &8 It
ol login ItYES MAELICH
# vi [usr2/login
Radius @IS
aut h required pam securetty. so
aut h required pam r adi us_aut h. so
account required pam uni X. so
password required pam_uni X. so
sessi on required pam_uni X. so
Radius and Local /&
(& Radius 2182 H& = H36tH Local 2152 HE. A= HARKEE F ¥ 245
oflOF &)
aut h required pam securetty. so
aut h required pam r adi us_aut h. so
aut h required pam uni x_aut h. so
account required pam_uni X. so
password required pam_uni X. so
sessi on required pam_uni X. so
Radius or Local 2I&
(24 Radius 215S & & AIHGHH Local 21ES HE.)
aut h reqU|red pam securetty. so
aut h sufficient pam r adi us_aut h. so
aut h required pam_uni x_aut h. so
account required pam_uni X. so
passwor d required pam_uni X. so
sessi on required pam_uni X. so
Radius down - Local @I
(A Radius 21=2 )& % Radius ABIF CH2HE 202 Local 2152 HE.)
auth required pam securetty. so
auth [success=done new_aut ht ok_r eqd=done aut hi nf o_unavai | =i gnore def aul t =di e] pam radi us_aut h. so
aut h [ success=done new_aut ht ok_r eqd=done aut hi nf o_unavai |l =i gnore defaul t =di €] pam uni x_aut h. so
account required pam_uni X. SO
password required pam_uni X. so
sessi on required pam uni x. so
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5 ©@Hl root 2102 31806t= securetty & CS 201 MAELIC.

# vi [usr2/securetty

consol e
ttySO
pts/ 0
6 Gt server, loginl securetty 2SS &35t= CAELZ G320 201 SAHELICH
# cp /usr2/server /etc/raddb
# cp /usr2/login /etc/pamd
# cp /usr2/securetty /etc/securetty

7 2l AIAES HREEE MOt H8E =~ JUESE |9 H#

oY
=
010
o
s
08
Qj
(=}
[
0o
[
my
=}

/usr2/rc.user scriptg H&&LICH

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tinme
#

#PATH=/ bi n: /usr/ bi n: /sbi n: /usr/sbin

# Add shell conmand to execute from here
# Add shell conmmand to execute from here
cp —f /usr2/server /etc/raddb/

cp —f /usr2/login /etc/pam d/

cp —f /usr2/securetty /etc/

exit 0

Ol =&otH AEX= B telnet SAH0IHEE Sol CLIO Zelst)| PIoH RADIUS 1S

RADIUS OI=S HAZBFHOZ SHAIHY, AMEXs BIEA UM dHS HHE 2[5 =sHol
OF ELICH. 2RI} &Mal= B, ASX= Factory default reset2 SoH AIAEES Al g2

E MEZE 2RIt AsLIH

CH=2l root 8§22 31&0tHM pts loginsE securetty L0 CtS0t 201 F=IJtai0F &LICE.

consol e
ttySO
pts/0
pts/1

pts/ 9

AEXIE VISE & Z£0tAIQ JIE2gt2Z Reset ot= &S, /usr2/rc.user script Y2

fusr2/rc.user.old# Il2E MECDOH, N2 rc.user L0l SFELICH
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Ol Al 2. SSH console
1 EHH ALK HES RADIUS MHBH(192.168.0.135)01 =Jt&LICH.
2 ©H AIE2X HE=2 VIS &XIo =JeLC.

SH /Jusr2/ CIE&E2|0 RADIUS MBSl IP =4, Secret % timeout =2 E&dt=
server IS MAELICT.
# vi [usr2/server
192. 168. 0. 135 testingl23 10
4 A Jusr2/ CIHE2I0, MEXIL HUHIH =20026ts A0l AHEJ=XE BAMGH| €
St PAM ssh & Q! sshd It MASLICH.
# vi [usr2/sshd
Radius 2I&
aut h required pam r adi us_aut h. so
aut h required pam nol ogi n. so
sessi on required pam_uni X. so
Radius and Local Q&
(24 Radius 21ES H&l & H30lH Local &S HE. MEX=E HARYEE &

Mo asHor &)

aut h required pam r adi us_aut h. so
aut h required pam uni x_aut h. so
sessi on required pam_uni X. so

Radius or Local °1&

(2K Radius 2152 H& = AHolH Local 2IES HE.)

aut h sufficient pam r adi us_aut h. so
aut h required pam uni x_aut h. so
sessi on required pam_uni X. so

Radius down - Local 2=

(24 Radius 21ES H&l & Radius MHII CI2IYS 202 Local 2152 HE )
aut h [ success=done new_aut ht ok_r eqd=done aut hi nf o_unavai |l =i gnore defaul t =di e] pam radi us_aut h. so
retry=2
aut h [ success=done new_aut ht ok_r eqd=done aut hi nf o_unavai | =i gnore def aul t =di €] pam uni x_aut h. so
sessi on required pam_uni X. so

5 &3 sshd_config 2 0AM UsePAM= yes& Passwor dAut hentication= nog #H&
Ot AI2L.

# cp /etc/ssh/sshd_config /usr2/

# vi /usr2/sshd_config

Passwor dAut henti cati on no
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6 SHH =& &F2=2 SSHE & &Gt)| <o inetd.confS OIS 201 =&
# cp /etc/inetd.conf /[usr2/

FSPNE

OII

# vi [usr2/inetd.conf

EtH server, sshd%t inetd.conf IS &Sct=s CAECIZ TS 201 SAHELICH.
cp /usr2/server /[etc/raddb/

cp /usr2/sshd /etc/pamd/

* OHF OH N

cp /usr2/inetd.conf /etc/

oo

EH BHEE 2832 HEGH)| ?Iol inetd Z2MAE THIISOHYAIL.
# killall inetd

# [usr/sbin/inetd

Ol =&otH AMEX= B SSH SctOIHEE Sol CLIN Zelst)| o RADIUS 215
dEES AASE = UAsUbh
9 EH ANAEES HREY MO HEE = ALSE 2 B3 HWES Btdsotod s 20l

lusr2/rc.user script& H&EELICH.
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10 &H SSH 2ct0I¢E T2 1HS OteHet &0l 8F L.

TeraTerm Pro SSH 22t0IAHE - Use chal lenge/response(TIS) to loginS & E4SHLICH.

S3H Authenticati x|

Logging into 192.163.4.43
Authentication required,

|d=er name: Iadmin

Fazsphrase; I

| Uze plain password b log in

' se BSA key ta log in Erineate ke file; | I

Local user nanme: I

Hamst private key file; | I

* se challenge/responze [T15] ta log iré

o]

) Use thosts to logjin

Dizconnect |

=9 : Radius Down - Local 2/Z2 IR0 E TermTerm ProE AIEE = SISLICH.

Putty SSH 20X E - Preferred SSH protocol versionsS 22 &EEHLICH

21
Cateqary:
= Session Ophionz contraling 55H connections
¢ Logging — Data to send to the server
- Terminal Bemaote command:
- K.epboard I
- Bell
- Features — Protocal options
B Window [ Don't allocate a pseudo-terminal
.&ppea_rance [ Enable compression
- Behawiour .
. Translation s’_r.efened SSH(E.mtncnl versmrn: -
- Selection 1 ol 1 2 * ol
- Colours — Encryption options
[=l- Connection Encryption cipher gelection policy:
- Prowy AES [55H 2 anly] Up
- Telnat Blawfish
- Rlagin 3DES Diown
-- warh below here - —
DES
..... Bugs ™ Enable non-standard use of single-DES in SSH 2
About Help Open I LCancel
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F-secure SSH Z2I0IYE - Authentication MethodOll “Keyboard interactive” & =t

gHLICh.
Connect to Remote Host x|
Host name or IP address: Connect I
v |1E|2,IEB,4,4B =l
User Mame: ﬂl
fraot x|
Port:
PZ
Authentication Methods: % > A S wl'-

11.9.3 CLI 272l0f| CHst TACACS+ 2IF 5}7|

>|

<<
=

X9 CLI= Linux-PAM (Pluggable Authentication Modules for Linux)S XI§HLICH. Ol

S X

Jls 2 Sof ABXHS CLI 20012 918 TACACSH 915 JISS 2018 & UsUt. 239
ZOOIN R AF = ASKUN HEs 8 T2 51D SIHA, TACACSH A0
S=2 02D 22 0159 ABXIH VISHE SSE0f A0 BT 202 FAGMAIL.

Oil&l 1. Serial/Telnet console
1 ©H AMEX HAES TACACSH AMHH(192.168.0.135)01 =IJr&LICH. 2l TACACSt AHE
JlS&LICE. (# /usr/local /shin/tac_plus —C /etc/tac_plus.cfg —d 4088)
2 ©H MEX HES VIS X0 F=IHELICH

3 Al Jusr2/ CHERN MO EXg 2028 £ JA=XE Z2EHot= PAM &8 T
ol login ItYsS MHELICH
# vi fusr2/1ogin
TACACSt+ ©1&
aut h required pam securetty. so
aut h required pam_t acpl us. so encrypt service=ppp protocol =l cp
server= 192. 168. 0. 135 secret =vts123
#account required pam uni X. so
#passwor d required pam_uni X. so
#sessi on required pam_uni X. so

TACACS+ and Loca
(K& TACACSH 21== HE & HZ6tH Local 21ES HE . MEXEsE HAREE & &

& AGHOF )

o=
—_ o

aut h required pam securetty. so

aut h required pam_tacpl us. so encrypt servi ce=ppp protocol =lcp server=
192. 168. 0. 135 secret=vts123

aut h required pam_uni x_aut h. so
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account required pam uni x. so
passwor d required pam_uni X. so
sessi on required pam_uni X. so

TACACS+ or Local o1&

(& TACACSt 2IES H& = Aot Local 1ES HE.)

aut h required pam securetty. so

aut h sufficient pam tacpl us. so encrypt servi ce=ppp protocol =l cp
server= 192. 168. 0. 135 secret =vts123

aut h required pam uni x_aut h. so

account required pam_uni X. so

password required pam uni X. so

sessi on required pam_uni X. so

4 & root 2012 5l1E0l= securetty E CHS1 201 MAELICH
t

# vi [usr2/securetty

consol e
ttySO
pts/0

5 @3 logindt securetty IS AE0t= CIEELIZ OIS0 201 SAHELICH.

# cp /usr2/login /etc/pamd

# cp /usr2/securetty /etc/securetty

6 Gl AAEES MREE MoIT BEE = JUSE 219 BHE WE=S 2Fote Gt 20l
{usr2/rc.user scriptg HEELIC}H.

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tinme

#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/shin

# Add shell command to execute from here

# Add shell command to execute from here

cp —f /usr2/login /etc/pam d/

cp —f /usr2/securetty /etc/

exit O

Ol =&otH AIZEX= &M telnet 2240IHEESE Soll CLIN =lotJl ol TACACSH 215

o

TACACSt+ Q15 H3HCZ SHAIIHAH, ME L= BEAl QUM EFHE HAHE 2685 =&l
AHEES FAd g2

OF &LICH. 2RI} &Mdle 2R, MEA= Factory default reset=2 Sol Al
C|
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Ct=2l root 822 31E0tHA™ pts loginsE securetty IH0 CtS0t 201 F=IJtaiOF &LICE.

consol e
ttySO
pts/ 0
pts/1

pts/ 9

ArE XL VISE & ZE6HAIS JIE2gt2Z Reset ot= &HS, /usr2/rc.user script Y2

Jusr2/rc.user.old# II2E MECOH, i rc.user OIL0| EFRELICH

Ol Al 2. SSH console
1 EHH AL X HE S TACACSH MH(192.168.0.135)01 =D&
2 G AFEX HAES VTS X0 =JHstLICt.

o

3 A Jusr2/ CIEEeCI0, AFZXIF ZHI0 2¢0l6t= 20l HHEUA=XE S AGH]

St PAM ssh & & MOl sshd Y= MAELICH.
# vi [usr2/sshd
TACACS+ 91

aut h required pam tacpl us. so encrypt server=192.168.0. 135
secret=vtsl123

aut h required pam nol ogi n. so

sessi on required pam_uni X. so

TACACS+ and Local ©1&
(K& TACACSH @1== HE & HZ6tH Local 1= HE. AME2X=s IH

M asHor &)

aut h required pam tacpl us. so encrypt server=192. 168. 0. 135
secret =vt s123
aut h required pam uni x_aut h. so

sessi on required pam_uni X. so

TACACS+ or Local o1&

(4 TACACSt 21E52 HE = AIHGHH Local 21EE2 HE )
aut h sufficient pamradi us_auth. so
aut h required pam uni x_aut h. so

sessi on required pam_uni X. so

A

10

i
all

4 & sshd_config 2 0A UsePAM= yesZ Passwor dAut henticati on= no2 %3

O AI2.
# cp /etc/ssh/sshd_config /usr2/
# vi [usr2/sshd_config

Passwor dAut henti cati on no

UsePAM yes

162



5 &3 sshd & sshd_config IS &Sot= CHECZ CE 20l SAIELICH.
# cp /usr2/sshd /etc/pam d/
# cp /usr2/sshd_config /etc/ssh/

6 SH AIAES HREE S HOCH

Jd

0
Ut
4>

=

fusr2/rc.user scripts

g
™ g
]
°
[

#!/ bi n/ bash
#

# rc.user : Sanple script file for running user progranms at boot tine
#

#PATH=/ bi n: /usr/ bi n: / sbi n: /usr/sbin

# Add shell conmand to execute from here

# Add shell conmmand to execute from here

cp —f /usr2/sshd /etc/pam d/
cp —f /usr2/sshd_config /etc/ssh/

exit O

Ol =Z&otH ALEXt= &M SSH Zc0IHEES Soll CLIN Z2!otJ] ?Ioh TACACSt ¢!
= AMNEE = UsLICH

AN

w
i

7 ©H SSH 2ch0lE Z2#E 11.9.2 CLI 2220 CHE RADIUS eIE6tIl = GlAl 2.
SSH console2l 102t 201 £&ELICH.
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—
'I'

A:

b £

A.1 Ethernet Pin out

VIS= AT&T 258 &A= =8t HHUHQ H= Ethernet HIUHE ASELICH
2 MM MAS BHSLICH
g
& A-1. RJ4b HYEHS Bl BYX/

H A-1. Ethernet& RJ45 FHYEHS Z Z&

ol a9 A A

1 Tx+ ZE M) Bl

2 Tx- =3

3 Rx+ = AR SIAH

4 NC A

5 NC A Bl A

6 Rx- =M

7 NC 2 Sl

8 NC AR
A.2 2= |I2]2 EZE Pin out
VIS 2 L AMclg ZE & RJ4S HYHE MSELICH. Al2lg ZEE RJ45 I
2 H A20 2AZNH JASLICH. 2 Bole Al2ld S& &30 & JI1s0l U

T A2 AlClE EEZ RS HEEH EH EE

£3

CTS

DSR

RxD

GND

DCD

XD

DTR

fo<] ENH (<20 (5,1 F N [ZV0 [ Y P [

RTS
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A.3 #AHo|= clojo{azH

=X AN2lg ZE R§ L
Cisco &H| Z &/Ethernet 012
RJ45

Nortel &H| DB9 male& Z&/Ethernet H 0l =
JIEt DB9DTE &Xl + RJ45-DBYF cross-over O 2 E
Sun Sparc Al Z&/Ethernet H 0l =

DB25 female® + RJ45-DB25M cross-over O & &
JlEt DB25DTE &XI
Alelg ZTelH DB25 maleE Z =&/Ethernet H01=
DB25 DTE & Xl + RJ45-DB25F cross-over ( 2 E
od DB25 male™ Z Z&/Ethernet 012

ISDN Ei01E O&H

+ RJ45-DB25M straight O & &
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 <> 7 RTS
DSR Orange —> 2 <> 4 DTR
RXD Black 3 <t 3 TXD
GND Red 4 > 5 GND
DCD Green —»> 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 > 8 CTS

d ZZ£ A0S +RJ45-DB9F U1 H

RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 <> 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 > 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 1> 6 < DSR
RTS White 8§ > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 <> 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 > 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 <> 5 CTS




RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 <> 6 DSR
RXD Black 3 <t 3 RXD
GND Red 4 > 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 > 4 RTS

D 2= H0l2 +RJ45-DB25F/M O & H

167



58 B: VTSI X|&sk= PC JI=

VIS AlelZ2= O22l PC ItEE RIAELICH.
H B-1. LIERT FIE
M= Al 24 0|8 VTS Z25 Zd 0|8 3
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN 3t&
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN JtE&
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H B2 FH UHEZF
M= Al 24 0|18 VTS 28 24 0|8 3
Cisco Systems AIR-PCM340/Aironet 340/350 Cisco Systems 340/350 11 Mbps & LAN O{EH
Series Wireless LAN Adapter
Cisco Systems AIR-PCM350/Aironet 350 Cisco Systems 350 Series 11 Mbps 24 LAN O{&H
Wireless LAN Adapter
Lucent PC24E-H-FC/Orinoco Silver Lucent Technologies 11 Mbps 24 LAN O 2 E
Technologies WaveLAN/IEEE Version
01.01
Agere Systems Orinoco Classic Gold Lucent Technologies 11 Mbps 24 LAN O{ & H
(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps £& LAN O{EH
(WLI-PCM-L11GP) Version 01.01
H B-3. ATA/IDE Fixed Disk Card
M= Al 24 0|8 VTS ZgB 24 0|8 3
Advantech CompactFlash CF 48M 48MB N&E JtE
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB M& Jt=
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB MZ& IIE
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB M& Jt=
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H B4 A2lg 28 Ji=

M= Al 24 0|8 VTS Z25 Zd 0|8 3
- PCMCIA CARD :
Billionton . Ambient (Intel) V.90
Systems Inc. FMB6C series 56KFaXM°d§r21FM56C'NFS FAX/MODEM PC 3}
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Jt&
CIRRUS LOGIC
KIT PCMCIA 56K =
KINGMAX Fax/Modem Card 56K MODEQ/I4(§L-MD56XX V.90 FAX/MODEM PC 3t&
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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RE C: VTS 43 pY

C.1 System.cnf

syst em cnf

system configurati on which exist only one place on this file.

HHH HH

# kind of IP configuration node
# 1 - staticip, 2 - dhcp , 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192. 168. 161.5

# system subnet nask
subnet = 255.255.0.0

# syst em gat eway
gateway = 192.168.1.1

# dns configuration

# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,

# you can set 'bmanual _dns' to O.

p_dns = 168.126.63.1

s_dns = 168. 126. 63. 2

bmanual _dns = 1

# pppoe configuration
# 'ppp_usr' is pppoe account nanme and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd pppoepwd
# Emai | | oggi ng configuration
# if you want to send log via E-mail, set 'emaillog' to 1

# "emaillog_num trigger sending email.

# The number of |ogs are greater than 'emaill og _nuni, then send it.
emaillog = 0

emai | | og_num = 5

SMIP configuration

"sntpsvr' is a SMIP server

'sysmui |l addr' is a sender address.

‘recvmail addr' is a receiver address.

'snt p_node' neans a SMIP server authenticati on node.

1 - smp wo authentication , 2 - pop before sntp, 3 - snp w
aut henti cati on

# If 'snmtp_node" is 2 or 3, you need SMIP account i nfornmation.

# 'sntp_user' is a SMIP account nanme and 'sntp_pwd" is a password.
snt psvr = snt p. your conpany. com

sysnmai | addr = vt s1600@our conpany. com

recvmai | addr = adm n@our company. com

H o HHHH

smp_node = 1
sntp_user = admin
sntp_pwd = adnmin

# 'device_name' nmean a unit name assigned. A unit name will be a identifier
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anong PS products.
devi ce_name = VTS Device

# IP filtering configuration

# By setting 'btelnet' to 1, you can use renpte consol e.

# Simlarly by setting 'bweb’ to 1, you can use renote consol e.
# 0 nmeans that protect any access.

# '"enable_ip', 'enable_netnmask' pair is a source rule specification for renote
console filtering

# 'enabl e_webi p', 'enabl e_webnetnmask' pair is for web filtering

btelnet = 1

bweb = 1

enable_ip = 0.0.0.0
enabl e_net mask =
enabl e_webip = 0.0.
enabl e_webnet mask = 0.0.0.0

# dynanmi ¢ DNS(DDNS) configuration

# dynam ¢ dns can be enabl ed by setting 'bdyndns' to 1. O for disable.

# 'dyn_dn' is a domain nane for your DDNS.

# 'dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = vt s1600. dyndns. bi z

dyn_user = vts1600-user

dyn_pwd = vts1600- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the IP address of NTP server and 'ntp_offset' is a your

of fset from UTC

# If you don't know any NTP server |IP, then set 'ntp_auto_conf' to 1

ntp_enable = 0

ntp_auto_conf =1

ntp_offset = 0.0
1

ntp_serverip = 192.168. 200. 100

# Log configuration

# systemlogging is enabled by '|log_enable' to 1

# 'l ogbuf_size' is a variable for representing | og buffer size by KB

# 'log stoloc' is a location to save | og.

# 1 = nmenory 2 = CF card 3 = NFS 4 = SYSLOGD

# If you choose log |ocation to SYSLOGD, '|ogbuf_size' you've set will |oose his
role - limting log file size

| og_enable = 1
| ogbuf _si ze = 4
log_stoloc = 1

# Port access nenu(PAM configuration

# Enabl e or disable port access nenu by setting 'master_enb' 1 or O.
# 'master _port' is a listening port for PAM

# 'master_proto' means a protocol

# 1 = Telnet , 2 = SSH, 3 = RawICP

# To set inactivity tinme-out, set 'master_inactivity'. Aunit is second
# 'master _localip' neans a assigned ip for PAM

# ''master_aut hnet hod' neans a aut hentication nethod for PAM

# 0 = None

# 1 =radius 2 = |ocal 3 = radi us/ | ocal 4 = | ocal /radi us

# 5 = TACACS+ 6 = TACACS+/ | ocal 7 = |l ocal / TACACS+

# 8 = LDAP 9 = LDAP/ I ocal 10 = | ocal / LDAP

#

I f your authenticatio nmethod is not None or Local, then you have to specify
ot her paraneters

# 'master_p_radius_auth' and 'nmaster_s_radius_auth' is a authentication server
i p address.

# One is a primary server and the other is secondary one

# 'master _p_radius_acct' and 'master_s radius_acct' is for accounting server
# Accounting server parameters isn't needed in case of LDAP

# 'master_radius_secret' is a shared secret only for RADIUS and TACACS+.
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# In RADI US case, you have two nore paranmeters, 'naster_radi us_timeout' and
"master_radius_retries'.

# One is for the tinmeout and the other is for the count of retries.

# 'master | dap_search_base' paraneter - |dap base string - is ONLY FOR LDAP.
master_enb = 1

master _port = 7000

master_proto = 1

master _inactivity = 100

master |localip = 192.168. 1. 100

mast er _aut hnet hod = 2
mast er _radi us_ti meout
master _radius_retries
mast er _| dap_sear ch_base

= 10
=3
= "dn=your comapy, dn=cont

# sysl og configuration

# You can run or kill syslogd by setting 'bsyslog service' to 1 or O.

# '"syslog_ip' is a |P addresss of a renote syslog server.

# 'syslog_2ndip' is a | P address of a secondary syslogd server which will get
the sane | ogs.

# 'syslog_facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_ip = 192.168. 200. 100

syslog facility =0

# NFS configuration

# You can nmount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nmount path.
bnfs_service = 0

nfs_ip = 192. 168. 200. 100

nfs _path =/

# WEB configuration

# |If you want to support HTTP, then set 'bweb _http' to 1. If not, set tot O.
# 'bweb_https' is for HITPS.

# 'web_refresh_rate' is for refresh the changi ng page when you see the system
st at us page.

bweb_http = 1

bweb_https = 1

web refresh rate = 10

# TCP configuration

# 'keepalive_time' is a time before keep alive takes pl ace.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a tinme interval between keep alive probes.
keepalive_ time = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Ethernet configuration

# 'ethernet _node' is a ethernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Hal f Duplex, 2 = 100BaseT Ful | Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Full Dupl ex

et hernet_node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type.

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card,
# 3 for Wreless Network card, 4 for Serial Mdydem card

pcntia card type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i pnode = 2

pcntia_ip = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcnti a_gateway = 192.168.1.1
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C.2 Redirect.cnf







local _ip =0.0.0.0

| ocal port = 0

# 'inactivitytimeout' is a inactivity tinmeout
i nactivitytimeout = 100

# '"run_proto' is a ethernet protocol for this
Di al -1 n nodem node.

# 1 = Telnet , 2 = SSH, 3 = RawICP
run_proto = 1

i n seconds.

port. This key is useless for

# 'ssh_break_string' is a string for send a break in case of Consol e server node

and 'run_proto' is SSH
ssh_break_string = ~break

# IP filtering configuration

# 'allow.ip', 'allow netmask' pair is a source rule specification for serial

port access filtering.
allowip =0.0.0.0
al l ow netmask = 0.0.0.0

# 'porttitle' is a port title.
porttitle = Port Title

to 1 or O.

ng email notification.

# Emai |l notification configuration

# Enabl e of disable e-mail notification by setting 'en_enabl e’
# 'en_m nsnddel ay' is a mninum del ay of sendi

# Aunit is second and m ni num val ue is 5.

# 'en_nsgtitle' is a nessage title of email.

# 'en_mailto' is reciever addresss.

# 'en_keywords' is a keyword to nonitor. 'en_keyword'

tines.

# But the maxi num nunber of keywords is 30.
en_enable = 0

en_m nsnddel ay = 5

en_msgtitle = Email Alarm Notification
en_mailto = adm n@our conpany. com

# Port buffering configuration

# Enabl e of disable port buffering by setting
# 'pb_size' is a maxi mum port buffering size.
| ocati on.

# 'pb_loc' is a location to store port buffer
# 1 = nmenory 2 = CF card 3 = NFS 4 = SYSLOGD
pb_enable = 0

pb_size = 4

pb_loc =1

# In Dial -In Modemor Dial -in Term nal Server
by setting 'nmodem.initstr'.
nmodem i nitstr = gle0s0=2

# Aut hentication configuration
# ' aut hnet hod' means a aut hentication nethod f

I f your authenticatio nethod is not None nor
t her paraneters

‘radius_secret' is a shared secret only for

THHHH HHO HH HHH

radius_retries'.
# One is for the tinmeout and the other is for

# 'l dap_search_base' paraneter - |dap base string -

aut hnet hod = 2
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In RADI US case, you have two nore paraneters,

key can occur server al

'pb_enable' to 1 or O.
Maxi mum val ue are different by

dat a.

node, you can set

or port |log-in.

4 = | ocal /radi us

0 = None

1 =radius 2 = |ocal 3 = radi us/I ocal

5 = TACACS+ 6 = TACACS+/ | ocal 7 = | ocal / TACACS+
8 = LDAP 9 = LDAP/I ocal 10 = | ocal / LDAP

modem i nitstring

Local, then you have to specify

p_radius_auth' and 's_radius_auth' is a authentication server ip address.
One is a primary server and the other is secondary one.
p_radius_acct' and 's radius_acct' is for accounting server.
Accounting server paraneters isn't needed in case of LDAP.

RADI US and TACACS+.

"radi us_tineout’

and

the count of retries.

is ONLY FOR LDAP.
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ZE(Well Known Port), SE&

PN
=
=& (Dynamic) L= A&

L E(registered port), L E(private port)] Us £ USLICH. &
2dHAE ZLE= 0~1023HDIA OlH, 0|0 SE& ZLE= 10242H 491510HKIQ ZEQLICH. =&
EQlL|C}

L A EE= 491525 65535THK|2] X

Z 2di ZEE= IANAJE XIEE RSZAN, UR22 AMAEAE AMAYE ZZ2AALE SE0l
SloteEl APZ X A"st T2 30 lohMet AtEE = UAsUb. H D-12 & 2€ed XZE

HSLICH XHAlEt LHEE IANA & AOIE

ﬂJIﬂJ

http://www. iana.org/assignments/por t -numbers

HD-1. & &H& port number
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UbP
49 TACACS, TACACS+ UbP
53 DNS UbP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP ubP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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HE E: Bootloader M =224

OrLY

E.1 7|

Bootloader Oilim= Hl& Al, 23 SESZ BOOTP/TFTPE AFZ56t0M VISE =23Fotd AlAH
SIERAIE &Xtoles YUY ES MBELICH. VIS X0 d&0l 23 F 3= 0N A= X0t
<ESC> IFIE S =M, bootloader Ui E2 0SS 2SS £ JUSLICH. 0 Hiy Z2JHOZLEH,
A= ChEst AMAE OI2I0IEHE 8% = UL, StEANH AIAE HAE L firmware
AOHOIEE =S £ JUASLIC

E.2 {2 M

Bootloader i Z2 0 SOHIIH, AFEX= OS2 20| HOIXE 2 £ USLICH.

Boot | oader 0.3.0 (Feb 14 2003 - 10:49: 27)

CcPU XPC855xxZPnnD4 (50 MHz)
DRAM 64 MB

FLASH : 8 MB

PC CARD No card

EEPROM : A Type exi st

Et her net AUTO NEGOTI ATI ON

Aut oboot ét art: O

Sel ect nmenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]
2. Hardware test
3. Firmmvare upgrade [S/W Version : vO0.6. 11]

4, Exit and boot from fl ash
5. Exit and reboot
<ESC> Back, <ENTER> Refresh

& E-1. Bootloader Ol ZE=Z 32429 02! M+ H OIX

178



E.3 RTC &3 Ml

RTC 28 HI=E ASE2EZM, AFEX= VIS2 AIAE Al2tS £8E &= JUSLIH

Sel ect nenu

1. Date(mm dd/yy) : 02/14/03
2. Tine(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mm dd/yy) : 02/15/03
press the ENTER key to continue

Sel ect nenu

1. Date(mm dd/yy) : 02/15/03
2. Tinme(hh:mmss) : 13:27:20
<ESC> Back, <ENTER> Refresh

Enter Current Tine (hh:mmss) : 13:25:00
press the ENTER key to continue

Sel ect menu

1. Date(mm dd/yy) : 02/15/03
2. Time(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

18 E-2. Bootloader i/ ZZ & Lf9 RITC &&

E.4 5t=20{ HZE M+

MEX=E otEA0 HAE HmE AME0H of=d0 Fd RASS HAESE = UsLICH
LS &2 39tXS ot=3l0 HAE 250t JASLICH

- 13

- RL(MS HAENAM AR HAE L0l =&g)

- RS HAENAM 2R HAES AISd ==E)

AP0 18l € d8otes 32, IS HAE E£= L=
Ol 2E0M, &2 SAE(MH IP FA4)2 ping HIAESRF UART BHIAEDE 8t 81 A SHELICH

AEXE 2E (s HAENA 2



JIE w=2J &K NS HAEI RO

Z=2) 2 ping HHAES2H UART EHIAEDL =& X 2&LICH
AT 2E(Ms HAENA A2 H2A ol +™¥g)2 HEHGls IR, AMSXIL
<ctrl-c> I 27| &8NA XS HAED ptEXNoz MELICH. Dell, ¥ SAE(MY

IP =2) 2 ping HIAESQ UART HIAED} BtEXo=2 3 FLICH

&

Ethernet 2 UARTOIA HIAEE ZZEo| o115, AEIE VISS Ethernet HEE0 Ethernet
HOIES BIEA HZotd SXY HUEHE VIS ZE Al2lg EEO AZoHoF &LICH. L&,
R8s IP F4AE e FAFH SAEIN BIEA Q00 BLICH T2 HHE P F4AE
192.168.0.128 0/0f Ol= [Firmware Upgrade] U=£ Al&ot0 HZ g =+ USLICH. X

geo g = sl
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& F-3. Bootloader Ol ZZ2 724 Lo 6I=EQ0 HAE &

g8t 2, 2= o=/ 24 240 U HAEI S22

AZXOF [Auto test]S &
=SHELICEH.
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[ LED]

SERI AL READY LED ON/ OFF- - - - - - - oo oo mmmmmm oo 3 time(s)

[ EEPROM

EEPROM A Type exi st

EEPROM TE@St - ---- - - - - mmmmm oo oo [ SUCCESS]

[ UART]

<--Internal |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #30 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]

<--External |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRFDSR)------------- [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

[ PCMCI A]

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapter Card

[ Et her net]
Ethernet chip test----------mommmm o [ SUCCESS]

PI NG 192. 168. 0. 135 from 192. 168. 161. 5 :

64 bytes of ethernet packet.

64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :

*kkkkkk*k

1 DRAMITIE S = =il oo ol e [ SUCCESS]
2. FLASH T@St == - - - mm e e e oo [ SUCCESS]
3. FAN Test  -------mmimm oo [ SUCCESS]
4, EEPROM T@St- - - === = o mm e e m e e e e e [ SUCCESS]
5. UART Test Summary

ort NO | exist status | exist status | exist status | exist status
Port 01- 04] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 09- 12| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Har dwar e aut o- det ect and aut o-t est

seq=0 ttl =255 tinestanp=11172879 (ns)
seq=1 ttl =255 timestanp=11173874 (s)
seq=2 ttl =255 tinmestanp=11174875 (ns)
seq=3 ttl =255 tinestanp=11175876 (ns)

SU'\MRY *kkkkkkk
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18 E-4. Bootloader O+ ZZ 372 L}of

2k
=

St=RO E 24 HAEE o, MEXE <ESC JIE =d HAEE 24 A

or=F0l HIAE 215

& E-5. ESC FIE AtESHY

2 22 F= IS HAE)} 2¥HE SO
Al2IZ InUse LEDE BHEZIO EIAEDL AR CHS
o g

—

<ctrl-¢c> J|1E€ =

S HAE 21457

SHIt Z2dots 22, H2AEI ZXEHM
el ol ZMALICH. 0 B3R, AMEX=E
LICH.

183



E.5 Firmware upgrade HlF

Firmwvare upgrade HI=E AMEE2ZM AtEX= EXI2 firmvareE ZdI0IEY = JUSLICH
firmwmareE &dI0IESHI] &, ALEX= OIQ 0= HOIXI2 O &

firmware HAE S =olg = UASLICH firmware upgrade Ol ZZ2082 2
CE <o BOOTP & TFTP 2ol Z2EZ2g XIS LICH. DHCP BFE2 st Jlg Z2EZ2
BOOTP A LICH. AFZ XDt TFTPE MEisH 2R, AIEX= HES EXIQ IP

X2 JlZ2 IP =4 192.168.161.5. & LICE.

=
=
=
D
[
[0
Mo Hu

Firmware upgrade 2 2%, [Server’ s IP address]2 &&= MHOl EBtEAl [Firmware File

Name] 2 EHE firmware IF 0l BFE Al =THoll OF SHLICH.

Sel ect menu

Pr ot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Firmnare File Name [vts3200. bin]

Start firnmware upgrade

<ESC> Back, <ENTER> Refresh

EAEN

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu

Prot ocol [TFTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Firmmvare File Name [vts3200. bi n]

Start firmnare upgrade

<ES(> Back, <ENTER> Refresh

G AwN e

1& E-6. Bootloader 7+ ZZ&¢ LH2| firmware upgrade Uil

ASXOF [Start firmware upgrade] S dE8iol=s 2, =0 HAIXIOE SHO LIEFELICH. AFE X
y F AZELICH. 0lds E2hAe 2= Wt

Sel ect nenu
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1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]

3. Server's |IP address [192. 168. 0. 128]

4. Firmmvare File Nane [vts3200. bin]

5. Start firmnare upgrade

..... > 5

Fi rmnvar e upgrade cannot be stopped until finished

And all configuration parameters are restored to default val ues.

Do you really want to start firmware upgrade(y/n)?y

BOOTP broadcast 1

ARP br oadcast 1

TFTP from server 192.168.0.128; our |P address is 192.168.161.5

Fi | enane ' vt s3200. bin'.

Load address: 0x100000

Loadi nQ: ###HH##HHHHHHHHHHHHH TR H T H T R
HHHHHBHR A HER HH R AR R R R R A R B R 1
HHHRHBHSHH B H SR H R B R R R R R R R R R R R R
HHBHHHH B H R H R H R H R R
HHHHHBHH AR R HHH A R R R A R R R A R R R R AR
HHH A R R P S S S R S R R
HHHRHBHA R B H IR R A R R A R R R AR R R R
HHHHHBHH AR R HHH A R R R A R R R A R R R R AR
HHH G HH R T R S S R S R
HHHRHBHSHH B H SR H R B R R R R R R R R R R R R
BB HHHH TR H R H R H R R
HHHHH B TR SR R R R R R R B R AR
HHHHBH AR HH B H R H R BB H R R R R R R R R AR R R
BB HHHH TR H R H R H R R
HHHHHBHB A AR U A R R R A R R R R A R R R R AR
HHH G HH R T R R S T R R T
HHHRHBHA R B H IR BB R R R R A R R R AR AR R R
HHHHH B HB RS R R RS R R R A R R R

done

Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Fl ash Sectors 21- 115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Fl ash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmmare upgrade is finished successfully.

Sel ect menu
1. Protocol [BOOTP]
2. | P address assigned to Ethernet interface [192.168. 161.5]
3. Server's |P address [192.168.0.128]
4. Firmmvare File Nane [vts3200. bin]
5. Start firmnare upgrade
<ESC> Back, <ENTER> Refresh

& E-7. firmware upgrade == Al

|

firmwvare upgrade EZ2AHIADI} 2A2CH Z2 82 A2 HAIX 8 HISE CHAl LIEFELICH.
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HE F: 2558 NFS 7|5 ohl

F.1 7|
NFS=E UIERIZE Sol MY=2 2Rol=d el Algtls Z2E20(CH. el gt o=z
NFS= UDP ZZ2EZ22 AIE0I22 US &2 2oA9 2MES JHX1D UASLICEH

- NFS server 2 client AFOI2] datas= 2S3F Il HEC

- NFS server0ll E&0olcis AIEXQ (100 2 1= BHS OB HELCH.

- NFS server 2 client AIOI2l 30| U= BB NFS JIs2 AISSHIIIF HECLL.

2eol)] fotod 2=3t= NFS (Encrypted NFS L= Secure NFS)

2le Jlss 0l 4 QUSLICH. VISHA &4&SstE NFS J1s2 SSH BeH= @ (SSH tunneling)
Jlsg 0|25t REEEJASLICH. o EUHA S3E NFS Jls2 0l&Z6tIl 218 NFS server
of AXl ¥ EA0 UotH EHS otASLICH.

SstE NFS JIs2 AEoSHI)l fI5tH AFEX=E  TCP SE22 XN&dt= NFS serverg
Ol 2ot 0F &LICH. OIOI2ZAZEAL2] Windows HIZ 0SOHIA =Xot= WREZ2 NFS server =
TP E2EZS XA UCH GIIHAM= Xlink Technology AF2l Omni-NFS server v4.2E& AtEgt
Z20 ot Yot = SHASLICH. Omni-NFS server 2 BIHEE Xlink Technology At2l Web

Site OlAl Download &S == USLICH. (http://www.x|ink.com/eval .htm)

K
I

Ir

Omni-NFS server € &Xl otJ| floiMdE S HESS sAHOIEE olYAIL.

Step 1. Omni-NFS server v4.2& Download 2t=Ct.

Step 2. "nfserver.exe" T2 IMS AISAIF| D Ol LIEIHLIE KIAIO GECH.

Step 3. Omni-NFS server &XIE &=8 =0, “AI® > Z228 —> 0mni-NFS Server

V4." OlA NFS server& & & StCt.

Step 4. XLink NFS Server ZO0IA, Action Ui 22 New Entry £ &E45HCEH.

Step 5. NFS Server Export &2 Browse HES & &6t NFSZ mount 2 SCHE SESHCH
£ o 1. MEXE export € Z[ 9 "Exported Alias" £ I/ ot 210{0F EFLILCE.

0/2& VIS OfA NFS server &t mounting pathE AtE &LICH

i

ro
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2. YEIFOZ [inuxe NTFS It AlAE S Q141X Z2EfLICH.
VIS &8t NTFS It AIAEES C14IGHA Z6IEZ mount € ZH = FAT £&
FAT32 IS AlAE &0 A= BEHE XIZ6IAID] HFELICE.
Step 6. NFS Server Export &2 Directory Access Rights £ &Z&dle =2=2Z0A

"Read/Write" £ check ot== oSIAAIL

F.3 OpenSSH ilj7|X|2] AX]|

TSAQl 2S3tE NFS IS SSH tunneling Jls2 OISELICH. JHE=Z NFS server Jb &XI&
SAEN SSH daemonOl A8 1D QOO0 LS3s= NFS JIsS 012 & £ JUSLICH. 0l
HOlME= OpenSSH for Windows v3.6.1 IHIIXIE 0|28 HE &HYotE==E ot &LICH. OpenSSH

for Windows = 22 AZEJAHEZMN ChS URL, Ol download &2 &= U

<<

http://lexa.mckenna.edu/sshwindows/download/releases/

OpenSSH for WindowsE & XIol)] |IHA Cis EX== W2k F=AID1 gL Ch.

Step 1. OpenSSH for Windows package
Step 2. "setupssh361-20030512.exe"
Step 3. command prompt(Dos &)
Ch, ( Program Files#OpenSSH
Step 4. bin CIAE2IZ2 0ISEHC.

Step 5. mkgroup Z2 )2 0|=0tH group permissions Y2 OHECY.

A Al OpenSSH Jt &XI& ClE&Ec2l2 01SE

w  No

C:\ Program Fi | es\ OpenSSH\ bi n> nkgroup -1 >> ..\etc\group

Step 6. nmkpasswd ZZ2 &S 0|86t0{ passwd W20 21EE AMAEBXNE FIt &tCt. 0 &
2 Windows &2 ZE AMEAE F=I} otHH ' -u usernane' sSH2

Of

]

Ct.

C:\ Program Fi | es\ OpenSSH\ bi n> nkpasswd -1 >> ..\etc\passwd

o

Step 7. OpenSSH server & A& SiCt..

C:\ Program Fi | es\ OpenSSH\ bi n> net start opensshd

Step 8. “pause.exe” ZZ IS "Program Fil es\ OpenSSH bi n" directory 0l = AFSHCE.
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=9 . 1. “pause.exe” EE ]2 HLIHISZX0NAH BIE VISE EEZZJ/2/LIC}.
2. 0l Z2JE servert client 2F9 Encrypted TCP A ZE RIote FE=
BLICH,
3. 0/ EE2 VIS HEZ 20/ ML= CO ROM ool =501 QUSLICH.
orel 0] ZZ2380] 2 IR0 E ML Jl= JIIL=Z 29 &tAIJ] BFEHLICE

F.4 VTS OIAl Encrypted NFS 7|s2| MA

NFS server 2 OpenSSH 2| AXIE &Zo5tH AMEA=E VISel &3 S &0 M Encrypted NFS
M 2

JlsS £8g = UAsUl. £33 2Xe s &sUb.

Step 1. VTSS Web Ul Ol 2 192! &HCH.
Step 2. NFS server configuration HIOIXIZ O|=SSstCh.
Step 3. 2 Bix=SS US &0 &% F.

NFS service : Enabled

o
W

= o=

Primary NFS server IP address : Encrypted NFS server 2/ IPaddress & & =Lf.
Mounting path on primary NFS server : "Exported Alias" & =C}.
Primary NFS timeout (sec, 5-3600) : & of= 299 gtE &=L} (5sec It J1E2g!)
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : Encrypted NFS server O AtEX} 0I5 J =L
Encrypted primary NFS server password : /& AF&AS passwordE &=L},
Confirm primary NFS server password : of & A& XIS/ password E CHAl & E=LCH
Step 4. Save & apply. £ &L
Step 5. system log Lt port log 2| locationE NFS server2 && stCt.
Step 6. HIAESHCE.
SOz WA
= AO0I0F SLICH. LBHHEOlI NFSS| BR0Ul=, =8 HAE SHEHUM= VISeH
OIS ZHE = USLICH. DHLE, Encrypted NFSQl ZR0Ul=, AFE
% 3

BHY == UXNE, YssteEl 2= 8E5 OOIHE

[E

i
e}
[>
Im
ol
o
e
>
0t
paa|
rr
—
[eV)

>

=)
>

=3
°©

@

m
o0
@

o)
)

o
I~}
my
ro
=)
o
}.A_

Encrypted NFS
S AME
NFS MtH2He S
A= M NFS ABi2tel 2= && ol

2353l (Decode) & == ISLILCH.

JO]
rin
pal

t
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£ G: SNMPE 0|28 VTS 22|

G.1 /i

22Xt WS(HERZ Zel AlAY) £= SNWP B4R ME AS6te SNWP Z2E22 Soll VTS
E 22/g &= JUSLUICH. VISIH NS £= SNWP EctR MOt AL D U= SAEN 52
B NMS £= SNWP Bt ME ALE5tI| &0, HAA MO &

& MG-50FT MIB Browser Professional Edition

File  Edit Miew SMMP Action Tools Window  Help

HUON@iL T EattaePq ? &
ﬁ@| MIE | Ping: |
Bemote SHMF agent Split

192168710 v| [ vetical

MIE tree
= g MIE Tree
=2 isa
=3 org
=-Z7] dod
=2 internet
=23 marnt
=2 private
=27 enterprizes
=23 =ena
=[] senaPraducts
¢ ] senaldPSLink
=2 =enav'Ts
=27 general
¢ i generalModel
@ generalFimware\ersion
@ generalBootzodelersion

£

Quemresults
“Welzome o MG-50FT MIB Browser Profeszional E dition

B =

Remote address: 192.168.7.10 paork: 161 transport: IPAUDP =
Local addrezs: 192.168.7.1 part: 1233 tranzpart; IFAUDP
Protocol verzsion: SHMPW

[€

CI0 136140112236, 1,2, 20,18 = SNMPYl @

g G-1. SMP ECtRA
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G.2 E X3

2e| b= SNMP Z2E 29| Get / Get-NextE AMESHH VISl EEE X3

W
1
50

Cluery resulks

e SNMP GUERY STARTED "o

- generalFlazhSize 0 [integer] 3338603
- generallPAddress 0 [ipaddress] 192.168.7.10

: generals avedpplyConfig. 0 [integer] ready(d]
== SMMP OUERY FIMISHED ===

B0 Dt L e 00—

s generaltodel.0 [octet sting) WT5-3200 [56.54.53.20.33.32.30.30 [hex]]

- generalFirmwareh'erzion.0 [octet sting) «1.6.1re1 [FE.31.2E.36.2E.31.72.63.31 [hex]]
- generalB ootcodetersion. 0 [octet sting] 1.1.3 [31.2E.31.2E. 33 [hex]]

- generalHWRevizion. 0 [octet sting] 1.9 [76.31.2E.78 [hex]]

. generalk therbddress. 0 [octet sting] 00:01:95:05:22: 3
- generallevicename. 0 [octet sting] ¥T53200_Device [66.54.53.33.32.30.30.5F . 44.65.76.69.63.65 [hex])

[

g G-2. SMPE 0/&

G.3 = HZF

ZelAbeE SNWP Z2E 22| Set= AFEGSHH VISel EE2E BHEE = UL

o
0x
he
by
o

S5et — generalDevicename.

l:;:::f: E

 Fiemote SHMP agent"

192.168.7.10

01D to Set

1361.41.122361.220.180 v|
alue to Set

200 DEe'-.-'ilZ: s

¥ 3

Syntas

) Integer32 () Timeticks ) Counterfd
(0 Ulnteger32 () IP address ) Opagque

) Counter3? oD ) Mzapaddr
) Gauge32 %) Octets ) Bitz
(@ & SNMPyl  Current value retrieved suce

g G-3. SMPE ol&5t F&2 #HZF
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G.4 FolAra

- HEE dB= LAZ2 HE o) S0l 22 2&=2 <o generalSaveApplyConfigsS

save =2 saveApplyE BB oH0F SHCH.

Ell S22 INRFREE FIIE e defaul t-keywordOl A addRowdt D portlindexS ™

- JIFEDE /e ZEM UE IIHMEE FIE e old ZE2| IS0 addRowstH =

Jbstch

- CF2 portOlA addRowst =0l portindexS HAEGIH 22 ZEN &2 QUAE Z2re= I
RS 20 MACD| S0 =IIE X 2=0.

- portsResetFactoryDefault@t 20| excute ot= HEE MIBBrowser A AlEdls A0

t
Ct.

= 80l StLEA oHOF &t

HH 192.168.7.10:portsTable

(] (192168710 =il Fal & | |:|I'v1|rru:ur _ ﬂ

pu:-rt_s.-‘l‘-.llnwedM.._. ~
0.0.00 0000 ready(1]

portzdllovwedB as. .. pu:urtsF! esetF‘r-:u:.._.

0000 reau:l_l,l[1 ] ready(1]
0.0.0.0 0000 ready[1] ready[1]
0000 0.0.0.0 ready(1] ready(1]
nonn nnnm rezAnl1] rezAn1] bt
g [ | >

@@@ Edit 33 | & SHMPYl | Ready,

& 4. excute &&
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H: Virtual KVM Tool

H.1 Il

VIS X128 Virtual KWM & JIs= 0I26t0 AHE 2elg I AtEotE X0l 2elg K&
ot= =EclEl Z2OHYLICH. MBI HBEN A=s EES 1] HAI JIs, Aldlg ZE &=
A HLERO AHAZE Jls, UE KW 22H0IHE Z2J#O 29| 0ls JIsS0| USLICH

H.2 x|

Virtual KW Tool & AtE5tei® ALEX PCOI Z20#S &XIotD VIS XIS ZHHBIOIANA
Ol Z2ds Adg = JAEF A28 AN SSoioF LG, Z2I8E AL Jis XN

(email: support@sena.com , & AFOIE http://www.sena.com)0l &otH P& 4= JUSLICH.

Windows= Virtual KVM Too =]
Step 1. T2 ASOIYS A}
Step 2. T2 )24 ASTIA0 U

Linux2 Virtual KW ToolQ &Xl EXse O3S 25LICH.

Stepl. &X Mo A=xS SULCH.

Step 2. It L& OISy 25LIT
connect . xpm (42 BHHE OI0IXl)
log. xpm (21 BE 0I0IX)
exit.xpm (Z2% BHE OI0IXl)
ROCTool.config (&% W)
ROCToo| (droldzl o)

Step 3. /usr/local/bin O BtOIHEI LIYES SAELICH
Step 4. /usr/local/etc/ Ol RDCTool Cl2&Ee2lS SHSLICH.
Step 5. /usr/local/etc/RDCTool / O HiOlUH2l IYS Hs 2

rin
L:_I
e
10
Jo
>
0
c
o

H.3 &

02

KWS X2t ABIF HZ= ZE Virtual KW 2&S ot1, Serial Port Connection SHHO
A oY ZEO9l C(Connection) ZEH0N EAI= KWM & 0l0|2S 2&6tH Virtual KVM Tool =

S0l AHHAN dEE KW S2U0IHE Z2 s AHGIH AHZ KW MES AZELICH

2
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Ct22 Windows Ol Al Virtual KW Tool Z2 182
Step 1. Port #10{l Windows 20030] & X| %4
HE HAZotD
Host mode configuration
Host mode
Type of console server !
Enable/Disable assigned IP ¢
Assigned IP ¢
Listening TCP port {1024-65535) ¢

Protocal ¢

Inactivity timeout (1-3600 sec, 0 for
unlimited) :

Enahle/Disable port escape sequence @
Port escape sequence |

Port break sequence

Use comment

Quick connect via !

Wweb applet encoding |

Save to flash |

, Host mode configuration

Save & apply | C'ancell

Alsidt= Ol LICEH.

QU] Remote desktop HZ0l &N Uese M
SIHNAM Cts2t 201 &38LIC.

|Cunsule server |

|MS SAC consols |

|Disab|e v|

0000
[7001
[

|Enab|e v|
CtrI—IZ_

|~break
Mo -

|Web applet vi

|Unicode (UTFE)

2

_1& H-1. Host mode configuration of Windows2003 Remote desktop connection
Step 2. Port #12| Virtual KVM configuration StHOIA CIS2 201 & A EHLICH

Yirtual K¥M configuration
Wirtual KNVM connection
Automatic IP detection :
IP address
Client program
Socket/Screen number for VHNC connection

Clignt program path

| Save to flash |

Save&apply | Canu:el'

|Enab|e vI
IEnabIe vl
i

|Windnws remate desktop connection =]

WRCYiEwer $IF‘$:I

[$RDCS$IPS

1& H-2. Virtual KWM configuration of Windows2003 Remote desktop connection

Step 3. Port #20il Linux2t XTI UD X

1, Virtual KWM configuration StHWAM CtSH 20| &

Yirtual K¥M configuration
wirtual K'vM connection |
sutomatic IP detection
IP address
Clignt program
Socket/Screen number for WNC conneckion

Client program path ;

Save toflash |

Save & apply | Cancell

window serverJb AL U= AHE HAZ6H

|Enab|e vl
|Disab|e vI

|192.]58.151.1
lXManager

YRCYiEwer $IP$:|

[xmanager -query $IP§

& H-3. Virtual KWM configuration of Linux X window server

Step 4. % 0% ot /= Serial port >
SO0 E&EHLICEH.

[=)

Connection = &Eiall A Seial port connection
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Serial port connection - Page 1 --- Move to ———j
Port access menu connection
Fort access menu connecktion
Individual port conneckion
=] C M Port# Title #of User Cormments
1 Windows2003 ] = Mot used =
2 RedHatLinusx ] = Mot used =
= 3 PortTitle #3 1] = Mot used =
4 Port Title #4 0 < Mot used =
5 Port Title #5 0 < Mot used =
& PortTitle #6 o < Mot used =
7 PortTitle #7 o < Mot used =
& PortTitle #8 ul < Mot used =
o Port Title #49 0 < Mot used =
10 Port Title #10 0 < Mot used =
11 Port Title #11 0 < Mot used =
12 PortTitle #12 ul < Mot used =
13 PortTitle #13 o < Mot used =
14 PortTitle #14 o < Mot used =
15 Port Title #15 o < Mot used =
B 16 Baytech on Port 16 0 < Power controller =
31 Port Title #31 0 < Mot used =
22 Port Title #32 0 < Mot used =
R1 remote port 1 5] = Mot used =
A1 Slave Unit #1 [ L S

& H-4. Serial port connection &t5

Step 5. Serial port connection StSHO0IAM Port #12 C(Connection)

olol22 2ot Virtual KW ToolS A &SHLICEH.

9 192.168.150.1 - 82 A3 E

F o
¢ 2 Windows Server2003
# . Standard Edition

3 Micronall Corparation

| x
©
Windows 2003 -

: 3]

S

& H-5. Virtual KWW Tool - Remote desktop connection
Virtual KM Tool2 &ZXAE Remote desktop connection =Zc2I0|HE Zxz )&

(mstsc.exe)S AlSHGI0H AHZ Remote desktop ¥ZE SLICH. Virtual KVM Tool2l
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2ted O.H Ql

Port listOl E EIOIS Windows20030| ==J+&E LICH.

Step 6. Serial port connection StSHOIAM Port #22 C(Connection)
FO! Virtual KVM Tool Ol Xmanager &oll X window server& KM A&

otol22 245
Ch. Virtual KVM Tool2l Port listOl L& EIO|E RedHatLinux2t =JF&ELICEH.

¢ Senatest:177 - Xmanager 2.0 (8711) [:0.0]

& H-6. Virtual KWW Tool - X window server

b 2&LICH
MBze o&
HOZ 0l=

0/0
£

F

O

e

CCE
EQol 27 T A
3. VISQl Serial port connection StHUIA HZE KM Z20|HE T2
L/CF. LinuxZ Virtual KVM Tool

Im
|0

a | =

H.4 S 2 7|
=

o

2IRE =
QE =
==0/
o=2-

1.

&0 O/EE Windows £ Virtual KVM Tool 0lA1Sl S& 2 J)

d3t "UAS W HYLICH

s
View logs 4—|

m‘ x —» Close
i[> Portlist

AE XEotA s& Z J150] ASLICL XAEH LIEE ML Jl= X320 226tAI7] BFELICH

& H-72 Virtual KM ToolOl

Connectto <«— %

|Windnw52IJI]3
1& H-7. Virtual KWM Tool Activated

serial / remote port
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8 H82 Virtual KVM ToolOl HIZ#ASH RS T SFHJLICEH

lWindnwaEDDS

& H-8. Virtual KWW Tool Deactivated
Serial port connection FHUA HZE KW S20|HE ZZJ&Q|

W
Virtual KWM Tool Ol EA3IELICH. Virtual KW ToolOl E43H CAUS M Al2l
KVM

g TE = 2|12

E ZTEZ HAGID, ZE Z]E HAlote JIs2 Mg = USLILCH S20lHE T2
g 0lQe TtE ZZ2 80l EHAE 2HH ZIH Virtual KW Tool 2 HIEZAES T, Aelg ZE
/ ClRE ZEZ HZW) ZE 2218 HAMolsE JIs2 AISE %= g LIt
Virtual KVM Tool EAESEI/US [ Connect HES SotH oY Al2lY ZE = 2IRE ZE
g HAZELICH. 8 H92 Connect HES 200 Port #10l HZHES M2 SFHALICEH

=i

| DRNE) BEE 2N EARIA EHD ST |

0% -0 X & B e Y @3 L D

:ﬁi@) | €] hitps:///192, 168,19, 1/cannect asp 7p=| ] EIEHEE

Telnet [ 1 : Windows2003 ]

Trying 192.168.19.1 7001 ...

“z for port menu.

Ilooom cha

Is _ Local echa | Connect

Close |

Eﬁﬁﬂ%i‘de,mud,jta,ﬁ.ppletstaﬁed I | I%l&“'ﬁ'ﬂ'

Disconnect | SendBreak

| [.Li

_1& H-9. Connect to serial port
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9
Im

Virtual KW Tool EAH3tg

2 M View logs HES 2&otH Y Alelgd =
EQol 28 EAELIL. O H-102 View logs HE=S

=220l Port #12 28

2 LICEH.
<} Port log viewer — Microsoft Internet Explorer - O] x|
WEE HEGE) B SHEIA) =3I ESH a
Q-0 K@ PauJemaw @2 2B @ B
Z4(D) [&] hitps /192, 168,19, 1/viewlogs, aspTport=] = Bos | it
i
Port log
sAC=id |
ZEH 0IS: MLtzoozMH
ZEF GUID: 00000000-0000-0000-0000-000000000000
EZHM OZIEH: x86
HE HE: 5.2
Y HE: 53790
HE: windows Server 2003
HEE MHA W 25
E2H CHAL 2215 = AlZh 21:49:53
SAC>
=
Clear Refresh | Close | o
bt
[ (I I =0 [ = 7/

& H-10.View port logs

Serial port connection SHHOMIA KWM A& 0I0I22 226l KW 2210|
OFCH Port |istOll ZE EFOISO0l =JIELICE. O] 2IAE =9 ZE EIOIE o
O KW Z220|HE Zz )& 0lse = USULICH I8 H-11= H.32 OluH M2t

1 AdME AR Port |istE BEHSLICH.

& H-11. Port list
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S8 dHUAM Jots /X2 2

nio

Virtual KWM Tool2 {XIE OlSolddH 0IRA QLEEZ HE

o =28 L.

Virtual KWW Tool2 EZo6ld™ Close HE=2 Z&otH & LICH.
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