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VTS= ZHICIE Linux JIgt 2& 22| ABLICE 0 M32, Linux &0AM &= 2
TZ2ESS FHIGtD JA2M, 1S PC ItE CIHHIOIA &RS MEE22ZM, AIZIY 2
UM mAEdS =UtotASLIC

O
b

0F

IT 820t UWERZ 2clh el RECEl 2elA=2 VISE 0I80t0 UERAIE Sl
o

= ZEJ Us M-, ct X JIEF = OAIARN 22 IT/Telco #HIE &3
o

VTS &z & ZE &E=S <o, 4/816/32 2 Al ZEE JHXNLD USLILCH VISE 2
Aelg ZEN RS232E XNFEC2ZM H2 E= RS232 AlclE HXIE UERIE Sdi 5
= AN LIt

VTS= TCP/IP, UDP % PPPoE (PPP-Over-Ethernet)2t 22 UHIERZD ZE2EZS XNAS2ZM,
DSL JIgtel == QYW HZ L= JIE LAN & dUlMe sAl Bl 2el JIssS
NS &L,

10/100 Base-T Ethernet HIERIIE AIE56I01 2L (In-Band) 220t Jisotld, X2 E ’ém(dlal-
in) £= ADSL ¥ JH0lE Z& = oy E=5=2 Soil 22 (Out-of-Band) 22l JIsS
M2 USLICH 75 IP &&(Broadband = =& DNS)HAM ZHIQ HYEez visoH &2
JtsSotEF ot s NIELIC

° g OAEH

e A H&EH

e AAE 27 JIF Jls

® SNMP £= emall2 AlAE 27 28 Jls

o  telnet L= AlAE 22& ZEE 0|86t0 EHAON L01E DIs

e LE ZJ=Z AZX A8 2el JIs

o |IP =4 ZHEZ Bo Jls (¢aH Jls

® OtMBH [0 S4&ls B&ot= SSH(Secure shell) JIs
E j=22 0/aold8 MEXE CHY ZZEZ L A2/ SA0 Ot W52 ol 3=
=X/ot2 20/0F ELICH



1.2 21X M3 clAE

- VTS & gtA

- &3 o2

-19 QX & &X IIE

- 2Z&/Ethernet H0I=(RJ45-RJI45, AEHOIE 2m)2 HE

- A0IE JIEE U882 EE LIt

A2l RJ45 S -8 3Hulfy 1 ME
RJ45-DB9 Female O & E(cross-over) 1 ME
RJ45-DB25 Female O 2 & (cross-over) 1 NME
RJ45-DB25 Male 012 H(cross-over) 1 NME
RJ45-DB25 Male O 2 H (straight) 1 NME

- Quick Start Guide ot It
- HelloDevice Manager, HelloDevice VirtualCOM 2 00| Z& & CD-ROM
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1.3 HIS At

VTS400 VTS800 VTS1600 VTS3200 VTS4800
Alelg 4-ILE 8-LE 16-LE 32-EE 48-ILE
QIE{HI0l~ RJ45 HUE{D} U= RS232
A2l =& 1200bps ~ 230Kbps
S8 H:
none, otEH 0 RTS/CTS, AZEY O Xon/Xoff
NS
RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
28 HO: DTR/IDSR & RTS/CTS
HES3A RJ45 Ethernet HYHE &=t8t 10/100 Base Ethernet
OIE|H 0] &~ I Y R IP FA X
TI2EE ARP, IP/ICMP, TCP, telnet, SSHv1 & v2,
DNS, Dynamic DNS, HTTP, HTTPS,
Authentication, SMTP,DHCP client, NTP, PPPoE,
SNMP vl & v2 (MIB Il), RIP, Static routing
PC JlE CtS PC 2tE XI&:
SIEfHIOl A ATAV/IDE fixed disc card / PSTN/CDMA 2& 3tE
LAN 9IE/802.11b 2& LAN 3IE
IE J|s Host mode
Z2Z& MH, BHDIEY HdH, H3l 28 8%, 83l d% HOE MY
TE HHY ¥ =2
RAM CIAT £ ATA BI22| IS £= NFS MH E= syslog MY
&l A0 HAIXIO THE email £& SNMP trap SX
Hot MEX ID L &5
2ot HOlE QIEBIOIA: 2 |10t Y= SSH
ZEQ Ost AFEXH OF &2l & ALK 8% 3l
RADIUS, TACACS+, LDAP, Kerberos Authentication
IP F=A ZIEE
Clustering NAT-JI8H9] §EH 0|11 Secure Clustering XI&
ZICH 544012 HHIE SAM 22l Jis
=l Alelg & EZE telnet, &, HelloDevice Manager
AMAE 22
ANAE 218 XIS2Z2 email/SNMP A&
RAM ClA3 E£&= ATA BIZe| JIE E£= NFS MW E£&= syslog AH
AAE ALEY
Crst AIAEY MBI A JIS
Ao
telnet, A2l B £= & CIHHOIAE S8t CIR2E Jis JIs
SX &3 EX 2% :0~50°C
B2 25 :-20~66°C
=& 1 90% Non-condensing
Fall 5vDC 110 ~ 240VAC 110 ~ 240VAC
Dual power
(Option)
37| 245 x 153 x 30 432 x 193 x 44.5 443 x 253 x 44
LxWxH(mm) 19 QIX| 240l E Jis
23 (kg) 15 o8 3.0(Single Power)

3.1(Dual Power)
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I
H
P
5
S

K

L

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

uTp Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

P Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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o HXIS0l 2RELICH

of M AHOIS(W X L&

o ZZ&/Ethernet HOIS(III X0 ZEE)
IIEMIIXIN ZEE)

- HERZ QIHHOIA IHE(OISH NIC)IH /= GtLtel PC &

2.1 THE HHXI

2.1.1VTS3200 IHE HHXI

VTS32002 18 2-1(0i,
HASO0l 3 USLICH
LIEFELICEH O3S 302 HAIS=2
HAIS2 Al2lg EZES| AtE,

A|AE—II

~c,

Ethernet
A= M3

Ethernet 100Mbps, & 3,

2l 2= 0f

A
Sl

VTS3200 Semistomimisons

X

ZE0l EFol= MAYE & L= telnet £
L

= ofLt2l RS232 Alclg ZLE

L Al2lY ZE)NA Y
30Ho HAISES ®a,
S0 st
AEIZ UEIYLICH E

4lf], Ethernet LE, VTS3200 25 ZLE, 8& A

[
=
3r
i
_>_
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=
<
—
wn
1o

20| &E HAIE @& LED
ZHl, PC Card 2IEHHOIAE
SEHE UEHELICH TS
2-12 2 LE Al

O
sl
oo

2N
1o 1o

J

18 i il & 4

& 2-1.VTS32009 IHE i
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H 2-1.VTS32009/ LED A/A/ & Z

ZANS s
AAE Power M0 3= 32 85 ELICHL
Ready ANAE H=0| EHIHe 32 8 Ut
PC Card PC Card BXIJt &#3&l= 22 &5 U
Ethernet 100Mbps 100Base-TX H&Ee= 22 85 LI
LINK Ethernet HIER AW HZ&= 32 S ELIG
Act Ethernet ZEE Soll I2!0] S0 LWie 2 Z2HELIC
Al2Ig ZE | InUse Aelg ZEJ AIE 32 &2 88 gLt
ZE HIHEO Jis At = ZE = J1s50] AlE 52 ER)
Rx/Tx AM2IY ZTEEZE S0 S0 U= HI0IH S201 22 M,
2EFHEILICH

2.1.2VTS1600 IHE HHXI

VTS16002 M3 IHEE2 VTS32002 &8 WEM He FAELICH ©&XI, VTS16002 16712
b0 U= BHH VTS3200= 32708 Alelg ZE HAISE JHXl 1
£ 2.1.1.VTS3200 IHE WIXIE E Lo AIL.

2.1.3 VTS800 IHE bHXI

VTS8002 & IHE 2 VTS32002 MY IHE W HO JAFELICH X, VTS8002 8JH2l AlelEZ
HE HAISS It U= BHH VTS3200= 32002 Al2lg EZE HAISS It UAsLICH
AHAIEE 2= 2.1.1. VTS3200 HE HIXIE HEoIYAIL.

2.1.4 VTS400 IHE HHXI
VTS4009 &8 IHEE VTS32002 MO IHEDH Hol SAELICH B, VTS4002 4049 AlelL
EE HASES X1 UYes £ VTS3200= 320HS| Alelg ZE HAISS XD USUICH

AHAIEE 2= 2.1.1. VTS3200 HHE HIXIE EXOHYAIL.

2.1.5VTS4800 IHE HHXI

]

VTS48002 & 2-20A% 20l 2H & S0, AlA" L Ethernet)EI AE HAIE 98 LED
HAISOl UASLICH &0 U= HS 456)M2 EASS 2 1(2), =4I, PC Card 2/EHHIOIA &
el =0| (finde Me)E LIEFRHLICEH. CFS 32 HEAIS2 Ethernet 100Mbps, &3, 40 O
S EHE LIEtELICL VTS48000= CHE 220t 2l Al2lg ZE0 e EAS2 8isUith H
2-2= 2 LED EAISS JlsS Y& LICh Y

[y =1 -U—
2 EE M A3 Al2IE EESS 20HFL UASLICH

f
bl

N m

e
Hl



VTS4800  ersatic console server SENA
(=& It9 229 MK IjS)
VTS4800  ersatic console server SENA
(&Z 09 289 AH IjS)
(&% &g)
18 2-2.VTS4800 ° IHE Hix/
I 2-2.VTS4800° LED X/Al &=
ZANS s
AAE Power A0 =25= 32 85 =L
Ready ANAE H=0| EHIHe 32 88 Ut
PC Card PC Card X0l &&= &2 &85 LI
Find Me AZXIE HD manger € S0t0d XIS probing & 22 2SS LIL
Ethernet 100Mbps 100Base-TX H&Ge= 2 85 Ut
LINK Ethernet JIER A0 HZc= 32 &5 LG
Act Ethernet ZEZE Soll M3!0] S0 Lie 3 2EHELIC
2.2 Ot AZ&ZoBHD]
=2 H2UiME =J| HAEEZE <oll, VISE EXI0 HZot= -0l CHotd 49 LIC.
-VTSOl &3 22 EXE HZ LIt
-VTSE Ethernet olE2 = AXI0 AZSHLICH
- oY X0 AZ LI
221 M3 AHZGH|
VTSOl && AHOI=S2 HZELUICHL 30, 83 A/XE HLUICH &30 HES =3& 8%
[Power] HEAIS0| =EMOZ B35 MEHE RAIELICH




g

18 2-3.VTSO| && &Zot]

2.2.2 UIERIA0 2E5H|

Ethernet 2H0I22l &% Z& VTS Ethernet ZE0W HZotD, LHHXI CtE Ethernet H0I22
HZeLICH OIS0l =HI2H HZE FEL, VTSt Ethernet
It 20l LtEFELICL
£ SXgLICth
cl2H A Ethernet TH2! 2| E£==4101 IR E LIEIELICH
Al

= &% [100Mbps] HAlS2 =4 ZHBS EHE

FHHZS UHE/3 ZE
UHERIZ2S HZHA=E US
- [Link] BAISS =& A
- [Act] EAISE HBHA ZEA
- VTSIt 100Base-TX UWER AN HZE

= KIgrLICt.
- e UHERZ HZ0| 10Base-T2! &< [100Mbps] EASE HKXI X HESLICH

z
Jal
on
e
ax

18 2-A.VTSU| WIERFZ F0l= HZ517]
223 oig X0l HZ5H

VTSS Al2lg ZEN 25 I
O

Ol22 AZELICH MEXIL X2 25 EZEN HZ5taH X
AHOA Mz 2& ZE t

AUsLICH VTS JH0I= IIE IHIIX LHE

Sd -2 OS2 AZX EX e XI&otJl <o MZBELICH XiAls
L2 ££.A3 FH0/E CHOI0/OZE EXISHYAR



Equipment

18 2-5. ZHIE VTS0 SZoH7]

23 ANAE 20 E5

tI1

Ol

VTSOl &E£ots 282 0l JHKIDF /JAsUCH Ols, AFEX2l IXIJt 88X E£= 201U

G20l et 8Lt &8, VIsSe ®AE Hl%, GUI(Graphic User Interface) 0w &=
CLI(Command Line Interface)E M 33t USLICE

|12 OEgH * 2Z/Ethernet HO0ISS ALEWH VTSS AAH 22

EAE [ QHHOAE IFotse F MEXN= HOE OHZd0I6HHE A=Z2dH vTise
telnet(TCP EZE 23) = SSH(TCP ZE 22)0 &H&8 4 AUSLICH

-3

2 BetRME AEotH VISE d&E8otd= &&A AIEX= Internet Explorer £ = Netscape
Navigator?l 22 & B2I2ME AIZ5H0 VTSl p?

ol g

5 VIS AIAECZ2

HU
o
o
Nl
0]
4
il
c
o

2.3.1 AIAEN & AE01D|

1) ZZ/Ethernet H0I=2 &% = VIS 2 ZEW HZ&LICL

18 2-6.VTSO| A|IAE Z£ F0/2= AZoHI]

18



2) RJ45-DB9 O & Ef(female adapter)S AtS A+ ZFEE O HAZELICH
=

3) ALSXA ZRES AlcIE ZEN HolI=2 &
t

i

2

4) GtOIHEOIE (HyperTermina) 2t 22 HOIE OIS
20l HOIE o=2diolE Z20#o Alelg &3 Oiet0IeHE & & LIChL
B 9600 baud rate
B 8 Data bits
B Parity None
B Stop bits 1

B No flow control
5) [ENTER] 9|2 SZLICH.
6) AZX Ol HIZ H©

MNEX 2&ES gL

Logi n: root Password: root

£ g=otd vTsHl Z21¢ gLt s &0 C3E &

fol

Logi n: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92.168. 161.5: ~#

192. 168. 161.5 | ogi n: admin
Passwor d:

Wel cone to VIS-3200 Configuration
Press Enter

7) S Al, S8 ALEX AHMOIAIL LHEFELICH SAE Ols 2QHBIOIA £= CLIE
OlEotH =D €82 € = UsULL 2 AAEX F20A AIEE = U= JIe MELR
CIEHIOIAO CHE XKtAIS WE=2 9.1. AFBAF #H2/E FHESHYAIL. CLIOl Cheh XhAls

A

JlZ QIHHOIAI HAE Hiwe &8 32, 18 2-601 U= M= =20l LIEtELICH

192. 168.161.5 | ogi n: admi n
Passwor d:

Wel cone to VTS-1600 configuration page

Current tinme : 02/25/2003 16: 46: 34 F/ W REV. : v1.0.0
Serial No. : vt s32000302- 00001 MAC Address : 00- 01-95-al-89- b7
| P node : Static IP | P Address : 192.168.161.5

Sel ect nenu
1. Network Configuration
2. Serial Port Configuration

19



C ustering Configuration
Power Control | er

PC Card Configuration
System Status & Log

Syst em Admi ni stration
Save Changes

Exit without Saving

Exit and Apply Changes
Exit and Reboot

<ENTER> Refresh

TP ©OONOO AW

& 2-7. Ho B (VTS 3200)

ool O st AI2Xe Hns HESE L E6U [ENTER] 21€ =4 VIS Itet0le 2F0
Z2est Uiy &3S d8g = JASLILL ot liw B JqAs MEN=s =22t 283 Sl
HEe 2=+ OI2HIIHE €38 = AsUL. 2= Itetl0lH= VTS HIFZd N2l S2H0l
MEEH, 0l MAEXIL O+ S 8o MEE = U Exit and

8. Save Changes
Apply Changes &= b. Exit and Reboot 2 & &5t Ct
2.3.2 4 2£ AE0ol|

MNEX= 2 252 ALZot= VTSSO E=6t1 M0l BHEAl VIS IP =45 20t0F ELICH

A = = =)
(KtAlEt W2 3. UEfZ LFS FXIoHNAMR). VIse Z& £0tAl JIE IP FAs
192.168.161.5& LI Ct.

23 2 Jlse 83 242E &% SHOA disable 2 = US (KtAle tHE=2 AE 3.52
IP ZEES FXoIYAIR). VISE &2 Z£2 ?Ie telnet X SSH Z2EE 2Z5E XJSLICH

G2 XIEol et vis &3 250 AZLICH

1) Telnet(£= SSH)YZZ & L= telnet(t= SSH) JIs (0, TeraTerm-Pro &= Hyper
Terminal)E Al&ot= Z2 03 s AHAIZLIOH SEX IP =4 2 port number= VTS 2t
SoloF ELICH 228t B, port numberE 23(£= 22)22 XEELICH AFZ2X ZFH

g el IHHOoIAN s 80 E SHELICH

(u]

tel net 192.168.161.5 (orssh adnm n@92. 168. 161. 5)

= U3 UWAHOIHE = telnet 220 S A AHAIZLICH

20



I Tara Term - [disconnected] YT

File Edit Setup Control  Window Help

Tera Term: Mew connection
& TCP{IP GhT(192.168.161.5 j
¥ Telnet TCP port#: |23
© Serial Port:  [coM1 ]
0K | Cancell Help |

|
g 2-8.Telnet ZZ 72 && O X (TeraTerm Pro)

2) ANEXE BHEAI VTSZ Z0CIoH0F otH, Ol AtEXH OIS0 USE LSESLICH AFSXt
018 ¥ 2359 LUZ2E &#82 AMAE rootE 28 root & AIAE 22| XAHE 28t admin
S OIXNYLICHAE 9.1, AFEA 28 HEXRGHYAIL).

3) VTSIt &Qlst H2, CLI E8EZE L= HAE Hix 2tHS L2 AAEX HES J|I2
shell && 0 M2t AFS XU LEFELICH A2 XD CLl ZEZEN 20216tk ot
2L, AAIE LHES N. CLI CHHAHE FLGHEAIRL AEA=E HAE M AHMHOAE
MEGIH Ol BISE 248 =, [ENTERIE =d s &5 88 = USLICL
MEX=E 0l =g stHE Sol 2R II20IHE €88 = AsLI0

24 & Ect2M 2l AEHOIAN &=5olJ|
VTS= HTTP & HTTPS(HTTP Over SSL) Z=&EZ2 2SFE XNJASLICH VISE 8t HTTP
T2&EZ22 XNJotH, XAl & 22l HOoIXIF JASLICH VTS & 22| HIOIXIN &53dtei™, vise
IP =&, L= &8 SAE 0|82 & EetfM URL/Location ZE0 =6i0F &LICH 0l
Sofl AlZXt= VIS 2101 stHeZ AF 0lsg = USLIOL MEX=E HEE AMEXL 0ISH
HIEY BISE AEctH 20 F22ZM 1SS 20t0F gLt Jle 482 UsSh &Lt
Logi n: root Password: root
Logi n: admin Password: admn
& VIS g 22| HOoIX &=6t7] &, AFgXtEe VISl IP FA(Es FEgs S AE 0/8),
deld HEY OtA3 885 ZAtofOF &LILC.

21



VTS Series =~
MATIAEETTIETIL. -

User authentication required. Login please.

User 1D : I

Password @ I

|

il

=

=<l

x

3

Eoon oY

=)

BSERVER
Copyright (©) 1998-2005 Sena Technologles, Inc. All rights reserved t?cuanm%
18 2-9.VTS & 22| Holx 20 3tH

g 2-102 VTS & 22| CIHHOoIAN CHSt AIEX EHO0IXE 20SLICH Ui bie 3H
Z0l ASLICH s Ht= JHE za99 43 0w ISS ZEotl JASLICH s Htel
=2 HE5o 2 OS0HAM A2 Jtsst 2 o9l =2 &AM 2I18 LG AFZ2Xe otsl
w =2 MEGH oY =0l i ety 832 =38 £ USULL A8Xse RE
[OIXIIAl [Save to flash] [Save & apply] £= [Cancel] JIs2 X&& &= USLICH AIEXe=
& Itet0le gt BZ8t = [Save to flash]S SEGH HIFZA O2el0 HAE metold
= MEOHO0F LI 2= HE A2 HEoHH, MAEXsE [Apply changes]S & E{al Ot
LICt. 0O S&& U~ bt ot AtSE = USLICH AHE XD [Apply changes]|E & &St
SO0l Stoll, MEZ2 Li2tOIE 20l VIS &0 EEELICL AlZ2Xt= [Save & apply]E & &GN
A0 B8 AtefE M [Save to flash]éf_?_ M Z[Apply changes]|& =+ USLICE. AEXIF MZ2
ctOIH 2tS MEGHA 20X ot= , [Cancell2 HEHELIC. 2E BHE AME2 &=ALH
& 22 HEFLT

22



VTS Series

MaTTageTTent.

User : root

Network
IP configuration
SHMP configuration
Dynamic OMS configuration
SMTP configuration
IP filkering
SYSLOG server configuration
MFS server configuration
Weh server configuration
Ethernet configuration
TCP service configuration

Serial port

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes
Login as a different user

Logout

|Reboot

IP configuration

IP mode :

IP address :

Subnet mask :

Default gateway

Use manual DM ¢

Prirmary DS :

Secondary DRS (optional) :

Reuse old IP at bootup time on DHCP failure :
PFPoE user name :

PPPOE password :

Confirm PPPoE password
Enable/Disable secondary IP :
Secondary IP address :

Secondary subnet mask :

Static =

|192.158.19.l

|255. Z255.0.0

|192.158.l.l

IEnabIe vl

|l 68, 126.63.1

|l 68, 126.65.2

IDisabIe vl

whoever

Disahle =

1

Save to flash |

Save & apply Cancel |

Menu Bar

g 2-10.VTS & 22| 3tH

23
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3 HE/3 &3

3.1IP &€&
AMEX UERZD SZ0HAM VISE AtEcted®, KRS8 IP =201 ERELICH IP A0 EHIZ A
H=2 3R, AL 2elXuA 2ot VISE fIgt &8 IP =4S g% 25Ut
UEK N VISE HZotHH, U7 IP =4It JUO0F stlt= AtalES FAIGHO0F & LICH
VTS IP =& &3 Al, AAZ2Xes O3 22 38 Y ZZ2EZ2 59 olUE d8g =+
USLICH

e Static IP

e DHCP (Dynamic Host Configuration Protocol)
e PPPoE (Point-to-Point Protocol over Ethernet)

VTS= =J| Jl=etS 192.168.161.52| IP =48 2= StaticIP 252 28E0 JASLICHL H 3-
12 34 2= Ip €8 L2A0IBHE 20 ESLICH 312 AZX IP 2EHS BEoH)
M & DB GUIE 20isLICH

2|5t

H 31 1P £& It2H0/H

IP address

Subnet mask

Static IP Default gateway

Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)
Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
Use manual DNS/Primary DNS/Secondary DNS (Optional)

DHCP Reuse old IP at bootup time on DHCP failure

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
PPPoOE User name

PPPOE PPPoE password

Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask

IP modeE Disable2 Z&al0d WERIN VISE HZGEHA

b0
i

=T AsUICH

Enable/Disable secondary IPJ} EnabledZ2 &A% 1), Secondary IP address?t Secondary subnet
maskJt Static IP ZZ2EZ2| K& IP =40 &FEH, AAEX= 0l 22X IP =AE SoH(
VTSZ2 AZg = JSLUICH 2X IP S

& AGHAID| BIELICH

H&ot= Y2 3.1.1 Static IP A AMESIIIE

24



IP configuration
IP mode : |Static: "I

IP address : [192168.19.1
Subnet mask : |255.255.D.D
Default gateway : |192.IEB.1.I
se manual DMS : Im
Primary DNS |1EB.IZE.53.I
Secondary DNS (optional) |1EB.IZE.53.2
Feuse old IP at bootup time on DHCP failure Im
PPPQE user name : whoever

Confirm PPPoE password ; sssnnnne

Enahble/Disable secondary 1P IEnabIe vl

Secondary IP address

|
PPPoE password : quuu

Secondary subnet mask

Save to flash Save & apply I Cancel |

78 3-1.1P &F
3.1.1 Static IP =4 AFE3ID|

AEXIE static IP F=AE MEEY ZR, VIS IP =A%t 23 UAs Z= 43 LictllHE
=

Al

= 0 Iet0lH0l= IP =4, Subnet mask, gateway2t DNS serverJt
ZELICH 2 dE0ld=E 012 20 QAo TOE A2 LICH

&1. VISE 2&Z I 00 £83& ZZ2E 0/8610] WIERIE 240t 7 gLt

IP address

Static IP= “D&E” L= A AlE BIS9 dgs gLt 0 Bs=s FAFHN 2EHEHOA
UERZ &9 X F=ALZANS AsS UL BRE= 0lHdE IP =AE AIE6HH UESRA
MM &S AEGtD Uste == USLICH IetMd, d8E IP =24 UESRZ 2Z0M
2UECZ 1IRotl) FSoH0Fe LIt

=
<

F12: 192.168.1.x EAI9| IP =4 ISP (Internet Service Provider)Jt BH&EGHAl &

A& (private) F=AQLICH VTS Al2IZE HEotAE F0 ek AHA Y 22 552

CIOIHE =12 &2 = JAONO0t 30, 0 3R R&Es = F=AE €Y = ol
Fios LEtEOZ XY ISPEREEREEH FPYGIAHLE LUE &= AUSLICH

Subnet Mask

ABYE2 22 Xel&E <X, g H=E: L= s=Lst LANAO U= PE UERKZI SAEE



LIt UERIE Soff Lle A0l U= < VTS Alelz= W30l XI&st TCP/IP
SAED 22 UHERHA 90 A=K MEY OtAE Soff SCISLICH =40 VTS Al2l 22t
sgst UERAZ S0 ACHH VTS Al 22 RH HE AZ UL 88X @28 =08 JI=2

&

I0OIERI0IE Solif HZELICH

Default Gateway(P|2 HOIEHIOI)

HOIEHOl= TOE UHERIAZ S0t g7 9g€=S o= UERA FEFSLIOL LBt
HEHZ WM E£= XY ISPUHAM EcHES HOcts ZRE= HOIERO =EYLIC 2&
HESIQ 83 9 SAEQ S4I6H| fIid= VTS Al2l=IF JI12 HOIEOl ZFHHS IP

=AE  Z0toF U AHOIEROL 1P =201 e H&s FEs UERAZ 22 X0l

Primary / Secondary DNS (DI & &
AEIIE EF AMOIEE Y26t0A otH, ZFRE= HAMOIES Hatst P =40 oK
DNS(Domain Name System 2= 030t & MO &E=8LICt. DNS=
Ol Yl THQl HlYs AMYol0 IP A2 HEAIHAFTE YAALICH SO UYe sena.comt
Z22 2N =XUE = S22 J|H5tIIJF O g&LUICH DNS A=

& J

lgtel Ol Wld=S TCPIPOI HZot)l Rlol <X IP =AZ BHEtAIHAFE

x

T o
=

=

Mo

B

|J

i)

VTS Al2lZ2 DNS JIsES AMEotdY® Lo ez sAEN 858 = UAE= 0l DNS
NS IP =48 ZFoH0F &LIC
22 DNS A2 IP =48 Z&Fot

NHE A2 = S I ArE5tI] fIoH XIEELICH

3.1.2 DHCP At&0alJ|

X SAE HF S4 AYDOHCP)2 UWESRZ 2t IP =242 Y28 XS UERI
N S 2ot IUssE = U ot S8 Z2ESYLICL DHCP= UWER I 22l Xt IP
FAE SEJ0AN =0t 2HHot== ot FFEI OE UWERZ /XN 212 & 32
MZ2 IP A8 IS HSHES UL

Static IP 222 22, IP 4= 2 ZIREHH =522 FEHHOO0F L &2 BFEI UE
HESRA fIXz Olskle 22, M2 IP =20t BtEAl €2 00F &LICH IP =40t DHCP
CEAM 2EDH IP =4, MEY O0tA3, HOIESROl, DNS AAHE Eeglots 2= Iet0IE It

Aseg £ZFELLC. DHCP= 229 IP =40t ot FREU ot |=8 Al =,

“i0i(lease)” HES AZELICL IP =AE gEol=0 228 2= Mtet0leHHE DHCP A
HUlA s ZEEMH IP =40 AMSEHE

AIErLICEH

VTSIt HEEE WOtCH vIss UIERZA &0lA DHCP REFE=S ZLSELICH DHCP AU S

=
=
A
=

26



SEll= IP FAE HIRGIH AEY 0tA3, HOIEHUOl =4, DNS AB &L “CHOI" A2l
TN ASLICH VTISE SAl 01dd 22 XM HZ2o MEBEUCLC ‘O 2teEs 32,
VTS= DHCP MHHZSH "HO" Al2tel H&ES QAEELICL. DHCP MBiJt THo! H&EE8 S0
d%, VISE ASolM 8 IP =42 S == UASULCL DHCP MBI THH HES S0QI6HA
2= S SE= DHCP AHZEH MZ2 IP T4 QF XS AFELICHL

&1l: DHCP ZZ0|/A DNS AHE H&s ZE WERT 22 VIS OICUIHE ISS
LI ELIC)L. DNS AUt ISLCE S8LX g2 IR, AFEAE primary 2 secondary DNS IP
FAE YHEOZMN F50F HFE £+ YUSLICL DNS FAEZE XS &Fel2H P, primary 2

secondary DNS IP =2 Z 0.0.0.0 (H&&) =2 &&&L/CH

DHCP AMH= UESRZ 2clIt 2telotd A= IP =& SUAM IP =&
Ol= DHCP Z2ci0IE, HE =0 VTSIt &=sE M =
KBOIA 1P =AZ 0ot0 AISIE MES

S0P &LIC. DHCP UIERIAUWAM IP =28 M
gt AEHO [A= VIS MAC =45 200k ELICH

Reuse old IP at bootup time on DHCP failure2 Enable2 &&otH, VTSIt 28 & [ DHCP
MBIOIA VTS IP =42 g2 X 2 & 3%, 8 M0l AI=Z6tE IP =22 0/&6tH IP
A&t HERIAN HFELO. 0 = “CHH" Al2t0l Bt= & DHCP MBH IP =AE

LEELICH

3.1.3 PPPOE AFZE3G}DI

PPPoE= 28 L= RAH ZXIE Soll Ethernet LAN(2H2l SAZH&2 O ZRE AIEXE
22 MOIEN HZotIl Ast AZLYLICH el ZFRE AI2X= PPPoEE ALZdH IEYOH
ADSL, 02 28 L= 24 Z= &€ #= UsLICL

PPPoE 2E0IA VTSE AtEstedi® ALEX= PPPoE HE 2 ADSL 2t 22 PPPoE &E5E
I AOC0F & LICH. VTSIt PPPoE Z2&EZ2= XI&ot)| S0l ADSL HZ2= Soff el
a9 A SAEN E5E = UASLICL AEXeE VTISH e PPPoE HIES2 AMEX 018 &
gsE ZFolorg LItk

ANSE [OtCH VTSE PPPOE AlBi2t PPPoE HHZ S AIEELICH HBES Al&ols S VIss
IP =2, JHOIEROl, AMEU 0tA3 2 DNS A 2& elgul AZ0 Zes FES
F=AELICH HA0l "8 viss &S Jisgt & 224 RXotd gLt HZ0] S==HY
VTISE M22 dZ2 QEGIH MZ=2 PPPoE HZ =S AIE&LICH

51l PPPOE ZZ0/A/E DNS AHE HE&EH VISS ZE WERZA 2 IielilHE IHsLe2
& ELICL DNS AUt IsL=E2 8L 22 FR, AIEA= primary 2 secondary DNS IP



T4 E YFECEN FEFH2ZE LTS + UsLIL). DNS F4E s £FotH Y, primary &

3.2SNMP &3

VIS= SNMP vl % v2 IZZ&EZZ Kl&ot= SNMP(Simple Network Management
Protocol)il Ol M EJ} UASLICE NMS = SNMP B2 M e 22 HER A 2Aelk= VISE 4
sl &% & = US 20 otllet BEE wEe = USLITH

SNMP ZZ&Z22 GET, SET, GET-Next, 12l TRAPZ IZ&ELICH 0led JIs=2 SdliAl
2elXt= SUEt OIHE M SXNE ¢S = UIN(TRAPs), NAIE FBEE st EXE X3lg
2= QUOM(GET) Xl AEIES HEE £ USLICKSET). SNMP v20ile 882 2 2ot J|sS
S37E £ A= GET-Bulk J1s0l FIIE O JASLICH

SNMP £& IHE =S Soil At2Xt= MIB-II AIAE OHXl, 85 MO 4F 2 TRAP =410 ZF0
CHot 2&E= & = RUsLICL 0 H=UA 3= 2ells E32 WE 2 s HMUE BF
+ast &~ QISLICH. 8 32 & CEHHOIAS S8 SNMP &3 3HE 20 SLIC

SMMP configuration

MIB-II system objects

sysContact ; |administrator
sysMame ! |¥TS3200
sysLocation |m5.l location
sysService | i
Options Trap Email
EnablePowerOnTrap/Email : Mo - m
EnablesuthenTrap/Email Mo =] Mo =
EnableLinkUpTrap/Email m m
EnableLinkDownTrapfEmail ; m IE,
EnableLoainTrap/Email : Mo =] |Mo =
Trap event recipient's email I
address

Access control settings (MMS)

IP Address Cormmunity Permission

B [EA AR [cemawts [Read anly =]
r [eood [pubic | [Fead anly &
r [eood [public | [Feadanly ]
r [eood [pobic | [Feadanlv =]

Trap receiver settings

IP Address Commmunity warsion

r [eood [pubic— | v B

r [eood [pukic | [« =

r [ood [public ™ ] [« =

r [pood [poblic ] vl %
Save to flash | Save & apply | Cancel |

J& 3-2.SNMP &&
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3.2.1 MIB-Il AIAE! 24XI(MIB-Il system objects) &8

MIB-Il AIAES 247l HAIAE e 018, fIXI 2 VTSSl SNMP OIOI8EDJL AMZ6t=

oIE Al &S (Authentication-failure traps)E A& & =+ JUSLICH 01248 &&E 2 MIB-II sysName,

nx

N2 &£
o= o

an

[e]]

sysContact, sysLocation, snmpEnableAuthenTraps, snmpEnablePowerOnTrap, snmpEnable
AuthenTrap, snmpEnableLinkUpTrap, snmpEnableLinkDownTrap —12l1 snmpEnableLoginTrap
A AEAEE (0OID)IF AIEole g2 H3dll &LICEH snmpEnableAuthenTraps, snmpEnablePower
OnTrap, snmpEnable AuthenTrap, snmpEnableLinkUpTrap, snmpEnableLinkDownTrap 2t snmp
EnableLoginTrap 0| 248 B2 Trap event recipient's email addressZ O|HYL S NMSGHA &
== UsLICH

2t OID2 2tctet 84HE2 st 25LICH

® sysContact: 22| AIAE(VTS)0 Ot EE A A2 & oY 22l ol A

SHELICH

® sysName: AIAE AR

ro

o
1
ol
rr
0T
10
mo

>..

mn
rr
o

tS

an

o2 YUMo Z L E9° FQDN(Fully Qualified
Domain Name) &LI|C}t.
sysLocation: AIAEIC] AHl S2I& X (0, & 3845, A4, S3)
sysService(A X ) : S0IZ2 2el= LA USZ M AIAE0| HB6ts MBIA HME
LIEHHLICH JIE2gl2 VISE S& T2 18(7) clE2t=S XZ LI

® EnablePowerOnTrap: SNMP O0IME Z=ZANAIL AAE0 AMEIHYJA=X0 28 HE
MES FEY AKX HREE UEELICH

® EnableAuthenTrap: SNMP OI0I&E EZAAD O1E AIHN 2HE L2 MES HEE
2NeIX HSE ULEHHLICEH O Xl &t xez 2

=]
A [—
OZ MY BT HEE US4 AL 2

un

® EnableLinkUpTrap: SNMP O0I®E EZ2NIAJL Ethernet HZ0I E/JA=X0 28 ES
MES FEY AKX HREE UEELICH

® EnableLinkDownTrap: SNMP OIOIME ZZ N AJL Ethernet HZ 0] ©H& U =X0 28t
2 dds o8g HUX HRE LEELICL

® EnableLoginTrap: SNMP MO8 E ZZAADL AAEN 201 #=X0 28 32 MH2
olE8g 2HeX HEE LIEYLICK

AFEXIOE MIB F=0F = =0l Oigh X0 228 2, MU Jlzs XNERNZ HEGHAID]
B LICH. MIB2F SNMP2| XA

ZMNE FXIoHAAL.

o
0x
T
rr
Py
T
(@]
10
'—\
o
(2]
o
'—\
o
(o]
~N
'—\
o
O
oo
'—\
H
~N
H
w
H
(o]
IJ
o
kJ
'—\
N
'—\
w

3.2.2 HAHIA MO &E(Access control settings)

HANA MU= VIS SNMP OIOIME0 CHEH 2telkiel 8% JisdES d2otl AsLICH O s

Ol
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A0 d&8E 22| X201 VTS SNMP OIOIMEN &%0t 822 wWatotd s Mg =
AsLICHE XNEE IP =240t gl dR(E= IP =4= 0.0.00 0| J|2g), BE SAE 22Xt
VTS SNMP OI0OIME0N =g &= UASLICH
3.2.3 E& =410 £&(Trap receiver settings)
Ed =41J|= VTS SNMP N0 MEZRH SRt OIHE(TRAP) 24 Alsts 22| NUH SEE
= UAEF HOE LI
E —
3.2.4 SNMPE 0O|&8t &2
NMS(UIERI3 22l AIAE) £= SNMP EtRME AIZot= SNMP Z2EZ= Sofl VISE
228 = UASLICH VTISIE NMS E£= SNMP BRIt AdEl Us SAEN B2
SI20tdH NMS L= SNMP B2IRME AMEGHI| &0, HAA M 882 HEF S0t
gLICh. OJ8 3-3 2 VTS SNMP HIOI®E2|l MIB-Il OIDE BEc2t& ot U= LAl SNMP
BetRMH 3tH AEE B0SLICL
] i ] 1
File Edit Yiew Cperations Help
SBuEe aney B U XEe 29
‘tg Loaded ibModules ;
@ H-tg RFC1213-MIB | Host 192 168.410 - Cummunit\,r hiiad
¢ ¥i o Setvalue Write Cammuni
® &3 dod = Y
@ &5 internet antestid w | contextEnginelD hd
directory
@ &3 momt Object ID |.iSU.0rg.dnd.internet.mgmt.mib—z.svstem.sysDescr |
® =3 mik-2
@ £3 system b=t
; ) Sent get requestto 192.168.4.10 0 161
@ sysOhjectiD sysContact.0:--=administrator
i sysUpTime
g ?fgﬁznmtaect Sent get requesttn 192,168,410 161
s S:SLDCSHDH sysMame. 0--=HelloDevice 35100
¥ sysSenices
@ £ interfaces Sentgetrequestto 192.168.4.10: 161
@ imlumber sysLocation.0--=Unknown
& [H ifTable
e (3 ?T Sent get requestto 192.168.4.10 ;161
e (i sysBerices.0—=7
& (] icmp
@ t
. g chp Sent get requestto 192.185.4.10 1 161
& i oo Mumber.0--=2
transrnission
@ [ snmp — - - -
experimental Syntax \DizplaySting (SIZE (0 .| Status randatory
@ (] private Access ;read—onlv Reference
2 TR.-’-\F'Sl ol
egpheighborLoss . 5
@ ﬂ TEXTUAL COMYENTIOMNS ChjectID 5.1.3.5.1.2.1.1.1
PhysAddress i & textual description of the entity. This value
[. N : Descripti.. |Should include the full name and version
i identification ofthe system's hardware type,
Global Yiew | i T i e

&/ 3-3. SNMP E2/RHE AlE3 VTS SNMP 00/& E£2/ MIB-Il OID E2tR&
(AdventNet MIB Z 2} &)
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3.3 S& DNS(Dynamic DNS) & &

AMEXIE VISE DSL cteloll HZStHU DHCP €82 ArEg S, U AlZ2t0l Z1stH, IP
FA0F BHEEN ELUIO oldst HEE IP =40 e 22 &4 2ERotd Je A2 =2
Otz ZYLICH 8, 22Xt telnet S2 &2 2EUS Soll 1 SAEN d=otdde 32,
IP =40 HAEYCH K5 BYHS FI| HEsLICh

=X DNS AHlAs f0AM =28 2MES HZot)l fst Z2EZ0IH, Ol ISP £=
SHOA MSBELICH S& DNS NHIASE MEE2ZM, AIEXe IP F22 BHEN &280l

X DNS AB0l SS= S2E 0|15 Soll VISt 852 = UsLIth

O

BMOoZ2

o /J—

e
O

VTS= Dynamic DNS Network Services (www.dyndns.org)lilM X3otD Ues
DNS AHIADHS XIJELICH JIEF S& DNS MHlA M3Xe 2 JAs 2HES ML
K& SA0H HEBHAIDl BHELIC

1/ Sra

S

Dynamic DNS Network ServicesJt H&Eotl= =& DNS MHIASE AIEotdH, AEX=E =9
3|3 NIC(Network Information Center-http://members.dyndns.org)0il H&ES &&HGOF &LICH
A& Xt= Dynamic DNS Network Services Members NICO| 27101 & & M2 =& DNS 2 E

gddE =tg = UsLIL

=& DNS &3 H=0lA, S& DNS AMHIAJL JtsotE ,
User name 2 PasswordS /&a6H0F & LICH A& HA AIgs EEs £

name2t= AFEot0 VTSOHl &g &= UASLICHL

>
0R
P
rr
o
el
3
o
S

8 34= S& DNS £8 & 2HHOIAE 2EHSUIH

Dynamic DNS configuration

Dynamic DS : m

Damain Mame : [vts.dyndns. biz

User Mame : [vts-user

Passwoard : I-uuu

Confirm password : I-uuu
Save to flash | Save & apply I Cancel |

18 3-4. & DNs &£&

31



3.4SMTP &3

ANAE 27 HAIXDOH E& O 23 2J01L 812 210 AKX 2de B2 VISE emall
SE2E Soil 012 2cIX0AH 2 = = USLILHL 012 AHME, =8 SMTP AH2 £F0|
SRELICL VISE st £2 30t SMTP AMH R&S XIFELICH

e QIE0| = SMTP

e Q10| A= SMTP

e POP-before-SMTP

2t SMTP €3 0IAM 2R II20I8H= OGS Z&LICH

e Primary / Secondary SMTP server name

Primary / Secondary SMTP mode

Primary / Secondary SMTP user name

Primary / Secondary SMTP password

Device mail address

SMTP configuration
Primary SMTP server : IEnabIe vl

Frimary SMTP server name |Smtp.y0urcumpany.cum
Primary SMTP mode : |SMTF' |
Primary SMTP user name : |admin
Prirary SMTP password I-uu
Confirm prirmary SMTP password I-uu

Secondary SMTP server IDisabIe vl

Secondary SMTP server name |

Secondary SMTP mode : |SMTF' =]

Secondary SMTP user name : |admin

Secondary SMTP password I-uu

Confirm secondary SMTP password I-uu

Device mail address : |WSBZDD@yDurCDmpany.cum
Save to flash Save & apply | Cancel |

& 3-5.SMTP &%
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SMTP configuration
Primary SMTP server : IEnabIe vl

Frimary SMTP server name |Smtp.y0urcumpany.cum

Primary SMTP mode : SMTP |

Primary SMTP user name ! POP befare SMIP

Prirary SMTP password W
Confirm prirmary SMTP password I-uu

Secondary SMTP server IDisabIe vl

Secondary SMTP server name |

Secondary SMTP mode : |SMTF' =]

Secondary SMTP user name : |admin

Secondary SMTP password I-uu

Confirm secondary SMTP passwaord : I-uu

Device mail address : |WSBZDD@yDurCDmpany.cum
Save to flash I Save & apply | Cancel |

18 3-6. SMTP &&O0IA SMTP Z& A&

Device mail address

LIC}. SMTP Server=

2D WY email /B LUK, =, VIS HY FAS NFE
Hd2 floll email =42 SAE ZHQ 0ISES el MetA,
A

=8
X0 U8 emal F4& dHd¥2 S=EE SAE 08 (.e. arbitrary_user@yahoo.com or

r rlr
H
mn
Hu
|J
He

anybody@sena.com)=S 2= 22/2| username= AIEE 5= USLILCH

0IE0| = SMTP &= POP-before-SMTP modedt M8 L= AL, SMTP AMIEXF 0|8 & SMTP
passwordJt 2 R8fLICtH

Secondary SMTP &&2 = Bl SMTP AHE S8t Ul &S0 AINE Z20 01E3dtI] <IdH
ZRELICHL =, ® UM SMTP AHE S& MY 850 Allig AL0 S Secondary SMTP At
E 5ot MY d8&= Aot &L

VTSE IP 54 D80l ZEY RAS ALS5I0f 52 AB0l 8= SAED} VIS Zxots 22

?8t &=0= Interface, Option, IP

Interface
HIOIHE &&= UIE<ZA 2AHHOIALS 082 8ot &=dLIC T8 A JHX2l oEH H ol A

= ofLE HEELICH



e ethO: VTS JI2 QIHHOIA
e ethl: UES A PC 2IELI 28 HIERZ PC IIEE HAFoI MI|l= A HHOIA
e all:eth02 ethl PAHHOA 2E NS

ZHE HA0| IP address/MaskllAl E&8E SAE HH ZEE SAEN 2
o A

E0l HsEXE 2L US tXI2] Option SO0IIA SEELICH

o
o e
pS|
=

W

IOII

e Normal: SAE B0 Z& SAEN

=
e Invert: SAE YHN EEIX L2 SAEN 2

IP address/Mask

e ST IPFAS V= Y SAE
e ST NBUN Us SAE
. 2E SAE

I 3-2. |IP address/Mask 2/& 0 M

HE SAE H< g5 =X
F SAE P FA ABuYl O0tA=
2E SAE 0.0.0.0 0.0.0.0
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128
Protocol
SAEQ VTS SA0 AEEl=E ZZ2EZS XIEELICH TCP, UDP, ICMP Al JHXl &= =0l
HEig =~ ASLICH

Port

SAED £S5t = VIS LEHBSL ZEBS HRE HAIELICH ZEYHPIE LSotHH

portl:port22| SACZ USSLICH portl2 EEYRI2l A& ZE HS0|1 port2= OHAIY ZE
SLICH

Chain rule

SAEQ HE0 dg2EX = HREXNE EANELL. O2 F I &= S0 d8g



e ACCEPT: &2 o8
e DROP: &2 HET

8 372 Ip 2HE €4 & CHHO0IAE 20 &L

# Interface  Option IP addressiMask Protocol FPort Chain rule Action

1 |a|| ;[ |Inver‘t j|192.IEB.D.D!255.255.D.D |TCF' j|22 |DF|OF' j Rermove I
2 |a|| ;l |Inver1 j|192.IEB.EI.Df255.255.D.D |TCF' j|23 |DF|OF' j Hemowve |
3 |a|| j |Nurmalj|l92.158.1.0!255.255.255.0 |TCF' j|8[l |ACCEPTj Remaove |
4 |a|| j |Normalj|l92.158.2.0!255.255.255.0 |TCF' j|BD |P.CCEF'Tj Remove |
5 |a|| j |NDrman|D.D.D.DfD.D.D.D |TCF' j|BD |DF|OF' j Rermove |
6 IaII j |Nurmalj|l92.158.1.0!255.255.255.0 |TCF' j|443 |ACCEPTj Remaove |
7 |a|| j |Inver1 j|I92.158.2.0!255.255.255.0 |TCF' j|443 |DF|OF' j HRemowve |

[all =] [Normal =]| [TcP = [ACCEPT =] Add |

Save to flash | Save & apply | Cancel |

J&g 37.Ip EHE &£F

g 370 18 1P E2HE AEES 192.168.0.10(l A 192.168.255.254 Al0|S] SAE H©
address/Mask : 192.168.0.0/255.255.0.0)0 U= SAEE M2 (Option : invert)st SAEDJ} eth0
L= ethl CIHHIOlA(Interface : all)E S0t SSH Z2&Z(port: 22) 2 VTSSOl &2 A&
&0 HREU= RE Q0IgLICH =, 18 #AE 192.168.x.x MEU0 =8 SAEQH SSH
IZESZ VISO 35 = JUASE oSS LIOH 28 722 192.168.x.x MEUH =
ethOLt ethl CIE{HOIAE Solf VISE €Yl H£S 882 208U

581 REO0N 2o S SAES http Z2ZEZ(Port : 80)2 VTISOH &8 =+ ASLICH 2L,
3 A0 2ol 192.168.1.x MEU SAEQS HI20| 8, 48 A0l [et 192.168.2.x
NEY SAES FH0l JisELICK [MetMd, 3B0A 58X 70 2o 192.168.1.x2t
192.168.2.x MEUIN =8 SAEQHO| http=2 VTSOH EHE = UA &ELICH

E SAEQ nttps(Port : 443) XS
HeterLICh 68 #3& 192.168.1.x AMEUON =8 SAES FIZS dSELICL MetA,
192.168.1.x 2t 192.168.2.x MEUN %8 SAEDHQ| httpsZ2 VTSOH &8 & UH ELICH

79 REZ2 192.168.2x MEUW0 £ SAEE HEelE 2

28t & Save to flash L= Save & apply H o
!SLICH Save & apply HHEES =2J{L} Apply changes 0Ol
N K= 1P EHE RF0| VISH HEZX 2SLICH
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3.6 SYSLOG MY &3

VTS= 2Z& HAIN 222 Abla, AlIA"E 2 ZE HOIH Z2&2= 28 SYSLOG serviceE
XN2ELICH &2 SYSLOG serviceE ALE6tcA®, ALZ2Xt= SYSLOG AH 2 IP=A = Z0Q
OIS0 AIBE facilityS BtEAl XI™GHOF &LICH O 3-82 & Q2EHHOIAS SYSLOG server
configuration 3tH= S 0SLICE VIS= =IO & JHS SYSLOG MHE HES&LICh 2=x
SYSLOG AMUHII #8E &2, VIS= 0l & MU =28t SYSLOG HAIXIE &&SELICH

SYSLOG server configuration

SYSLOG service @ IEnabIe "i

Primary SYSLOG server name |192.IEB.2IJD.1DD

Secondary SYSLOG server name | |

SYSLOG facility ILDcaIEI vl

Save to flash Save & apply I Canu:ell
18 3-8.SYSLOG A/ &&

2 MAIXNIE VISZRH =4lotdH vIs €F0M XIE& SYSLOG MBi= “remote reception
allowed” 22 &FEIHOF &LICE VIS & SYSLOG MBI AtOI0 23E0] U= ER, AIEXe=E
LIJtD S0 2= UDP T30l A=EH 0ISE = A= #2S BtEAl FItai0oF &L

VTS= locald OlA local7tXl SYSLOG FacilityS= X2 &LICH AMEXEsE 0lHE FaclitySS
AHESHN, SYSLOG BIIAIXISl EEiZ VTS BIAINIE HEE =+
SYSLOG servicedt Jts8H AEH0 UL SYSLOG MH AF0| HES| HdFE J20C ArSXtes
VTS AIAE 27 &= Al2lg ZESS O0IH 21 &3 UM 230 HE fAXIE SYSLOG
M2 XEE = JASLICL ZE/ANAE 270 HE S0l st XMe E2= 437 ZE 2 &
8.2 AIAEH 27 &F £ HEGYAR.

3.7NFS At &3F

VTSE AMAB 27 = ZE HOIHE NFS(Network File System) MHIAE Sdil NFS MHO
H&Eg = U ote JIssS Ct. OIE AtEdtd= A EX=E NFS AHS IP =4 2 NFS
Mol X 22 S$EAl XI™oor LICH. 08 3-95 NFS A &3 HOIXIE 20 SLICH

VTS 27 OI0IEHE NFS MB0l M&Ested®, vis €Z0 XIEE NFS MHE “read and write
allowed”’22 &Zoi0F ELICE. VTS & NFS Abl ALOIOI Z3tHEH0l A= 3R, A= Uit
S0 2= UDP IH20l MRS 0l = U= AHS = Al FItollOF ELICH

NFS MHIAJE ALS Jis &Ei0l) NFS A 2301 HEg Z0/2, AEX= VTS AlAE
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£ L= EE OO0IH 22 NFS Mz H&EE = UsUICH £, 22X NFS M8t £38&
2, VIS= =28 LOG HAIXIE 22X NFS MBOUE MEELIC ZE/NAE 23 HE

IR0 et XtAlet 2= 437 ZE 22 & 82 A/AE £ £F BE8s FXoEAL.

MNFS server configuration

MNFS sarvice : IEnabIe "I

Primary MF5 server name : |192.IEB.1EI.]EI
Mounting path on primary MFS server : |fw0rkfmuunt
Primary MFS timeout {sec, 5-36007 |5

Primary MFS mount retrying interval (sec, 5- |5

3600} :

Enable/Disable encrypted primary MFS server : IDisabIe vl

Encrypted primary MFS server user ;

Encrypted primary MFS server password

Confirm primary MFS server password |

Secondary MFS service | Digahle =

Secondary NFS server name

T

Mounting path on secondary NFS server :

Secondary MFS timeout (sec, 5-3600) : |5
Secondary MFS mount retrying interyal (sec, 5—|5
2600)

Enable/Disable encrypted secondary MNFS

Disakle =
SErver

Encrypted secondary MFS server user :

Encrypted secondary MFS server password @

Confirm secondary MFS server password @

11\

[Email alert configuration]

Enable/Disable email alert for MFS Im

disconnection :

Title of email :

REecipient's email address ;

[SNMP trap configuration]
Enable/Disable NFS disconnection trap IDisabIe vl

Use global SMMP configuration IDisabIe vl

Trap receiver settings :

IP &ddress Community Yersion

|D.D.D.D Ipubliu: wl |
|D.D.D.D Ipubliu: vl |

Save to flash Save & apply I Cancell
18 3-9.NFS A/t &&

2F NFS A E&F0IM ER8 OHt0IH=E OGS ZsLICH
e Primary / Secondary NFS server IP address
e Mounting path on primary / secondary NFS server

e Primary / Secondary NFS timeout
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e Primary / Secondary NFS mount retrying interval

o Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user

e Encrypted primary / secondary NFS server password

e Emalil alert configuration

e  SNMP trap configuration

NFS timeout

NFS serverdt S0l RS B, VISII NFS2 SES &0t s2 JIEXNE NEELICH 0 Al2t
=02 NFS server® 820l A2™ NFS server X&EE Ll &E2I(NFS serverl mounting path) &
S0I2E gL

NFS mount retrying interval

VTSIt NFS server22| H&0| JtsstNE &Edote FIIE LEgLC. &&8& =I0tTt VIS=
& tSGHCHH, VTSE VTSl LIS &E2I2 NFS server

mounting pathE CtAl Ot2E0otl, ZERoIUH XA=s2=2 M0l 22& fIXIE NFS serverz

A LI

z
m
n
%]
1]
2
®
tu
2
M
=
N
or
ro
bl
1
X
0
o9
c
Q
J

Encrypted NFS

NFS= UHIE®RIODE S5t IL=2 sRot=l g2l AEde T2 LICH Ly, 2etN
OZ NFS=E UDP Zz2EZ22 ME0I2Z LSl &2 BotM9 2HES2 JHXLD UASLICH

- NFS server 2t client AtO12| datas &S 3t &I L.

- NFSserverlil 8=dtei= AIZXQ IDO 2 o= gt ES 0610 0{E L

- NFS server 2 client AtO12] 23I80| A= B2 NFS J|Is2 AFE38HI1IF HE L

Jeilt, SSH HEE 2 0188 2S3E NFS(Encrypted NFS) JIs2 0/20tH <28 22 X
oz & = UsUC. 2=stE NFS JIsS AIEotddY, MEXNE TCP Z2&E=S X &ot
NFS serverE AEoi0oF ELICL. ORE2 0O0IAZAZE 2ATXZE NFS server= TCP
TZEZ2 XJAELICH L&, 2S3HE NFS serveZ MEE SAENE SSH O20] &3ED
LICt DPII%‘QE, VTS HEW &N M3 = pauseexe cle RECIEl Z2OHS

Xlgt CIAEClZ SAGHOF & LICE 0l Jls2 20 KAME 882 8 F
2S3tE NFS Jls QHHE & I1GHAID| BHELICH

Email alert configuration

Enable/Disable email alert for NFS disconnection optionO| EnableZ &3&% ™ NFS server2
HZ0l E0ZE Mottt vise olY Z22 &&E(Email alert configuration)0fl 2t OIHIZS
S SELICH

o g
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SNMP trap configuration

Enable/Disable NFS disconnection trap option0| Enable2 &&% 1
=MD 2 HIZ2A

ot

receiver settings)HlAM IP =401 EE

2354,

NFS server?l 20|

) E EEH

=D 48 (Trap

CIA =l
—==

HOICH VTS= E& =410 &80 2= EgS 2HLICHL Use global SNMP configuration Ol

Enable2 &XEZ™ SNMP ConfigurationOlM &3 & E8 410 30l SNMP Eg2
s8Nz AFSELICH XASt WE2 3.2SNMP €82 & X6tAIJ| BHELICH.
38 & AH &8
VTSS & A= HTTP 2 HTTPS(HTTP Over SSL) ANBIAE 2 XJELICH ASXesE
AlFREIEl Z2OME0AM 222 AMHIAE HEgEcoz Mg X HRE 43 = USLICH
AAIsE g2 9.7 AIRCIEl EZE2me =2 FXAGSHAIDl HHELICh O8 3-102 & ANMYH &3
HOIXIE 20SLICH

Web page refresh rate for statistics data display I—

(0-1200, 0 for no refresh) @ 5 seconds

Login timeout (0-1440, 0 far unlimited) : |5E| minutes

Authentication method |Local =]

Eliminate root access ; IDisabIe vl

Serial ports count on connection page (16-90) : IED

yweh applet option | Built-in with S5HZ2 =]

HTTP port : E

HTTRS port |‘143—

Save to flash Save & apply | Canu:ell

J& 3-10. & A4 &F

2 &3 HOIXIHA & HOIXI ZHOoIE FJl(web page refresh rate)= =& % USLICH
AOOIE FIl= Al2lgd ZE HZ HOIXL UERA 2HBIOIA, Al2lg EE, IP, ICMP, TCP &
UDP2 Z2 AlAE &AHf S= LIEtW= HOIX ¥ I HESH 22l HOIXH HgELUICh 1
2o & HOXKHME Ms22 Mz D& (Refresh)0l &2 X 2sLICH ZE HAZ0 CHst
AAlst Lhig2 A& 4.5, Serial port FZ2 EXotAI LD, AIAE SHW st RtAst g2 A
10. A/AE EFHE TR AL,
LOIHHOIAE LE AIZI0l Zduet =0t ALESHA 2O CAl AIZ2E 28 MZ2Q0ESE
ot= AlIZ2E2 Login timeoutOlA &&&LICEL 022 8T H M8 Q7oA ¥&LICL



Authentication method && [Hi=0AM= &0 ZIOQY I AIZ2A 15 HHYsS L9g =+
USLICH &8 VTS & ABH = Local, RADIUS server, RADIUS down - Local, TACACS+ server,
LDAP server, Kerberos Server, Custom PAMSZ2l °IZ "EIZ XJAELICH 215 2o CHSt
THAISH LHE2ES 4.3.10 Authentication 882 &ZA0tAIJ| Br&fLICH.

Eliminate root access &=Z= EnabledZ2 &Z&0ot0 VTS2l root ALZAtS| & QIEHMHOlA
Heter &= USLICH VTSS root ALl UYl/SSH Z2E29 2 L= Aelg 2=
MISt5ted™ 11. CLI Guide 11.1 Introduction £ & XSIAAIL.

o

1 J
rory
mo  mio

ro

&1 g ANble o ZEE2 Alclg EES ol ZE EZc2 g4 local HOIEHHO0IAE
&XolH &0l AsLICL =, A9 o5 8= & 2/F 282/ RDAIUS, TACAS+, LDAP,
Kerberos S2=Z && ot x local LIOIEHIOIAN S AT &= FRUME /S0
YIHGHA ELIC B oHE AIEXIF & 015 MHUOAH 2/1Z0/& ZR0l= local GI0/E HI0IA 0
JIELE0 UA=e a2 PAILH ELICL Alclg ZES 9/F 882 4.3.10 Authentication &%
= &JotAIJl BFELICE. S8t local GIOIEIHIOIAOIA Sl AFEAF Stc]E 9.1 AIEA &l £ &1
OFAIDl GFEFLICH.

|0

AMelg ZE HZ HOIXIHA 8 HOIXI HEAIE EE<SE Serial ports count on connection page
S=20AM & 4 QUSLICH 0 =20 %2 HAIGHOF & Z2 Al2lgd ZE &
HOIXIS £= &t CE HOXZ HE 0lsg = UEE ot clAE HASE MSELICH

Ol X =
KM LHE22 4.5. Serial port H4Z2 ELoHAAIL.

02
e

AMelg ZE |2 XE L= &0/ X2 Alelgd ZEZ AZE Java applete] SFE Web
%= USLICEH VTSIH MBol= Java applet2 Al&Eols &2, Telnet
DI2Z2E22 X0IJt ) SSH ZZ2EZ02 Z% SSH H&E1(Built-in with SSH1)E AtE& Xl SSH
B &82(Built-in with SSH2)E AtEE XIE Z2&oH0F &LICH VTSIt MEol= SSH HE1E
K&3dt= Java applet2 SIS B2, AIRZIEl ZZ2MYC SSH HHM1IZS A2 2IIs0EE
HH(9.7 NFRCIEl Z2IYES EFX)oIH Java applet2& SSH Z2EZ2°| ZE(Y &2
TS 2 F2IotAIJ| BHELICH AFEXIF BHE Java applet2 AIEE =% UASLIO
Java applet2 /usr2/jtajar2 S AIGIH Web applet option0ll User-definedet= & =01 FIt& LICH
Ct.

0 &= HEIGtH AIEXIt BHE Jusr2/jtajarIt Java applet2 2 AtEZ&E LI

applet optioniA &EXE

HTTP port2t HTTPS portE B18dt0 & AHlA ZEE HE

e

A Of
T M

i}y

LICF.
3.9 Ethernet &3
VTSE U2 22 0 889 Ethernet modeE X & &HLICY

- Auto Negotiation

40



- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeS HASH &, AIZ2X= AIAES THEEGHOF & LICH Ethernet mode2l Z& E06tA|

A A LICH HE22 HWE<L3A &AW A, Auto N

2= JIE PUSIH FEE = REQLILCH Ethernet mode&Z &S AN T2 H4F™6HH, VTSIt
(o]

HEAD S30AM SHGHA #= = USLICL

10
HU
nx
0z

Jl28t2 Auto Negotiation egotiation

Ethernet configuration

Ethernet mode | | Auto Negotiation =]

Saveto flash Save &apply | Canml'

&/ 3-11.Ethernet 2& &%

3.10 TCP AMHlA &£3F

rr

TCP H#&0l & SAE MUAMN MHEes 22, SAE TCP EZEQ lock-upE ZXIGH| RcHA,
SHLICEH Ol2fst lock-up2 Z2)eHol H|HAMHQ Z2 S22z 2l
St lock-up=2 2 XIGH)| fdHAM, VIS= TCP keep-alive JIs2 N3
| keep alive&lO RU=X OIS <o FI|He=Z &N
o

s
| o8 &0 SAEN 0l&0] Ues Re=2 2HF6t1, AES S=otH ELICh

P
s
o
-
o
o
0l
(@26l

TCP service configuration

TCR keepalive configuration

TCP keepalive time(sec) : |15
TCP keepalive probes(times) : IS
TCP keepalive intervals(sec) |5

Reverse DMNS lookup configuration

Reverse DMS lookup IEnabIe vl

Save to flash Save & apply | Cancell

78! 3-12. TCP service &&

VTSZ TCP “keepalive” J|SS AtEoteit, MEX= ChS €01 342 Iiet0IEHE 2 & OF
SfLIC.
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® TCP keepalive time (sec):

M& 2te]l S4101 Sl= MEHUIA S0t B6HH keepalive THI! M&ES AI&AE 210X
FE ZHELIC V22 15 =2 8350 UsLICH
® TCP keepalive probes (times):
HEES SSE Xl & d4EeX HHRE &02lot)| ol &3 SAEN keepalive
m2ls 2 HOILL M&6ts JIE UEH”LICH JIe2te 332 38D ASLICH
® TCP keepalive intervals (sec):
Keepalive TH3! &&E2 A2t 2tAS LHEHELICH JI=2gt2 5 =2 4850 USLICHL
& )| £ M, VIS = OI0IEIt S4l0l e 4R H 150t Xt & 5% 24HCZ 33
keepalive TH3!'S & &S&HLICH
Reverse DNS lookup2 Enablez &&otH, SE  XXXXXXXXXXXX Ao |P F=AE Z0Q
OIE22 BH&SIH HAIZLICL
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N

ANelg ZE 23 JlssS Sol AIlZSXe 2 ZES| host mode, AlclZ S&l Itet0IH,

& JIEt 2te MetOIeE 28E = UAsLICL

H
Im

2

0

Aelg ZES| hostmode= T8t 20| &S &= USLICH

e Console server mode: & RIS X SAEZRH HSELUILC 0/ Sol 22
SAEE= VTSY Al2lg ZEN 858 &= USLICL

e Terminal server mode: 2Z REZ2 Alclg ZEZRH MdESELIO. 0/E Soil UWERKA
A°| AA SAEN EZSHHLE VIS & Tz s AEE £~ USLICH

e Dial-in modem mode: 2% HZS Sof VISH E=5g = JUSLICH

e Dial-in terminal server mode: 28 22 S Ul
USLIC

VTSE 22 SAEZERH dZ QFH0 228 UHE/KIAMS A SAEZ FH5le

L E(remote port) JIsE KNJAELICH A ZEE= Al2lg€ L E2| Console server mode X &

SAEZREH HZ IS X2 VIS Al2lg ZEZ H£Z5t= Al2lg EZEZQ| Console server
X

modet= €2l A SAEZ HEELICH A, @3 ZENAME Alelg EE2| Serial port

0
MY

0

parameters & [H&l g A2 SAEQ =4= &ZEol= Remote port parameters & X O0|

ArEZELICH

VTS= £& port access menuE HMI3ELICE 0 Oises
ANECZMN, ZE HEXS Z0IotH ELICHL AIEXte ZE B3
Ch.

=
= Alclg ZEN B35 = UsU

o
fin
>
u
ne
H
Im
(1
ro
s
=2

Z= MW ZE=0lM port logging 215 &EH0IAM, Al2lEd EZEZE Sol &&= OOIH=
MEMORY, SYSLOG server, NFS server’s storage £= PC IIE &2 AIEdl= ATA/IDE fixed
disk card2 NMYZELICH AIEXeE ZE 22 I|FE HAXK=SS s UM, Ol VTS=E
SEE HAMXS0 E=EH emall L= SNMP trap 2 Soll 22IX0H SE& &= UASLTH
OlE Sl ArEXt= HZE EXNZRH HAXE ZAE = ASLICH

MEMORY Ol M&EEZ OOIE= VTSH &0 S0 S&HE OF RSSILICH Al2lg ZE
27 UI0IeHE 2 Z06ld™ SYSLOG server, NFS server £= ATA/IDE fixed disk card £
At &HLICY.

0
0
=2

Al

0B

s 98

[

o

Jls &2 otLt= port sniffing JISYLICH =, (1 A0l SAI0

ro
Hl
Im
=2
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=00, 882 Sol WS L= troubleshootingE &g = U=dl, AHEX= =0 15X 2
= A
=) .

ZE MY 259 A2l ZE0 d&E SAEL 2IRE ZEZ HALE A SAEI KYM
52 HMBE B2, VISE AIBXIIL KVM 22H0/9E T2 IS 0/85t0] SAEN 9Ze +
As +HS MBELIC

C= eHdl 25 288 = UsLICH H4-100 A2l

H 41 Al2lg ZE £F IfetilH

Port access menu Enable/Disable

Port access menu port number (listening TCP port)

Port access menu protocol (Telnet or SSH)

Port access menu inactivity timeout (seconds)

Port access menu local IP

Port access menu quick connect via (Web applet or Local client)

Port access menu web applet encoding — Web applet only (English (latinl), Korean
(KSC5601), Japanese (eucjp), Unicode (UTF8))

Port Access Login on port access Enable/Disable
Menu Port access menu authentication method (Local, RADIUS, TACAS+, LDAP)
Enable/Disable email alert for port login
Title of email

Recipient’'s email address
Enable/Disable port login trap
User global SNMP configuration

First / Second IP Address

Trap receiver Community
settings Version
Port Enable/Disable port

All ports Enable/Disable | Reset port (except all ports setting) .
setting Set port as factory default (except all ports setting)
Automatic detection Enable/Disable

o Use detected port title Enable/Disable
Individual Port title_
serial port Tl Probe string
setting Detected OS (Read only)
#1~#4 Device detection method (Active or Passive)
(8, 16, 32, 48) Detection initiation (Periodically, If new device is detected)
or Detection delay
Apply all port settings (except all ports setting)
Remote port Host mode Console Enable/Disable assigned IP

configuration server Assigned IP

Listening TCP port

Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (0 for unlimited)
Enable/Disable port escape sequence
Port escape sequence

Port break sequence

Use comment
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Quick connect via

Web applet encoding (same as Port access
menu web applet encoding)

Terminal server option (Remote connection /
Shell program)

Terminal Terminal server shell program path
SErver Destination IP
(except

remote port) Destination port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (O for unlimited)

Modem init string

Enable/Disable dial-in modem callback

DI EEn Dial-in modem callback phone number

(except

remote port) Enable/Disable dial-in modem test

Dial-in modem test phone number

Dial-in modem test interval

Dial-in Destination IP
terminal Destination port

server Protocol (Telnet/SSH/ RawTCP)
(except Inactivity timeout (0 for unlimited)

remote port)

Modem init string

Virtual KVM
configuration

Virtual KVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Client program path

Serial Port
Parameters
(except remote
port)

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior (except Dial-in modem / Dial-in terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter-character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

IP address

Port

Protocol

Port logging
(only provided in
console server
mode)

Port logging Enable/Disable

Logging direction (Server output / User input / Both with arrows /
Both without arrows)

Port log storage location (Memory / CF card / NFS server )

Port log to SYSLOG server Enable/Disable

Port log buffer size

Port log file name (User port title / Specify below + file name)

Time stamp to port log Enable/Disable

Show last 10 lines of a log upon connect Enable /Disable

Strip the "M from SYSLOG (Port log SYSLOG server enable
only)

Automatic backup on mounting

Monitoring interval (sec.)

Port event
handling (only
provided on port
logging enabled)

Key word

Case sensitive

Email notification Enable/Disable

Title of email

Recipient’s email address

SNMP trap notification Enable/Disable
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Title of SNMP trap

Use global SNMP configuration

First / Second
Trap receiver
settings

IP Address

Community

\ersion

Port IP filtering
(console server

Allowed base hosts IP

Subnet mask to be applied

mode only)
None
Local
First RADIUS authentication server
Second RADIUS authentication server
RADIUS First RADIUS accounting'server
S Second RADIUS accounting server
RADIUS timeout (0-300 sec.)
RADIUS secret
RADIUS retries (0-50 times)
First TACAS+ authentication server
- TACAS+ Sgcond TACAS+ auth_entication server
Authentication server First TACAS+ accounting server
Second TACAS+ accounting server
TACAS+ secret
First LDAP authentication server
LDAP server Second LDAP authentication server
LDAP search base
Domain name for active directory
First Kerberos authentication server
Kerberos Second Kerberos authentication server
server Realm for first Kerberos server
Realm for second Kerberos server
Custom PAM
<<Everyone>> | Port
or individual Monitor
user’s or
access list’s Power
User access access

control

Sniff session

Enable/Disable sniff mode

Sniff session display mode (Server output /
User input / Both)

Display data direction arrows Enable/Disable

Permit monitoring only mode Enable/Disable

Alert
configuration

Console
server

Email alert for port login

Title of email

Recipient's email address

Email alert for device connection

Title of email

Recipient's email address

Email alert for active detection

Title of email

Recipient's email address

Port login trap

Device connection trap

Active detection trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Dial-in modem

Email alert for dial-in modem test
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(Dial-in Title of email
modem test | Recipient's email address
enabled) Diakin modem test trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Power control

Power controller

configuration

Outlet

J8 412 g-J18t Alel

e

Serial port configuration

Port access menu configuration
Port access menu configuration
2l port configuration
Port# Title Mode Base address Port Proto Serial-settings
all - Part Title C5  0.0.0.0 7001 Telnet 2600-M-8-1-Mo
Individual port configuration
Port# Title Mode DestfassignedIP  Port Proto Serial-settings
1 server name on port ., C5  0.0.0.0 7001 Telnet 2600-M-8-1-Ma
2 Part Title #2 C5  0.0.0.0 7002 Telnet 2600-M-8-1-Ma
3 Port Title #3 Cs  0.0.0.0 7003 Telnet 9600-M-3-1-Mo
4 Part Title #4 C5  0.0.0.0 7004 Telnet 2600-M-8-1-Mo
29  Port Title #29 C5  0.0.0.0 7029 Telnet 2600-M-5-1-Ma
30 Port Title #30 C5  0.0.0.0 7030 Telnet 2600-M-8-1-Mo
31 Port Title #31 Cs  0.0.0.0 7031 Telnet 9600-M-3-1-Mo
32 Port Title #32 CS 0000 7032 Telnet 9600-M-3-1-Mo
Eermote port configuration
O Title Mode Assigned IP Port Proto Remote-settings
[T remote port 1 CS 0,000 7051 Telnet 192.165.19.10/23
Click [Remove] button to remove the checked remote port profile. Hemove |
Remote port title : I Add
& 41. A28 ZE &&F 0o 35
HgEez Aleglgd ZE Fe= JAAF ZEE HEGtn HE0dd ZE YHS E= EOIE
SSSLIC Al ZEQ A ZEES SHHBNH 25 &HFotHAY,[AIl port configuration] ct
OF2HOIl $IXIEH [All E= [Port Title]2 22 & LICH.
MNENHE 2 ZE dF30HM B ZE EHOIE2 2ot [Add] HEZ 226t |3 ZE
Ftg &= U, ¥H ZESZ MEst £ [Remove] HEZS 2ot JAHF ZEE AN
ASLICH
MNEXE & CIHHOIA AUM, BH0IEY Hl&dI0l& Java Applet2 O0|E0t0, 2 Al2lg ZE &
HAA EZEQ portaccess menu 0ff HZE = AUSLICH
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1. MEX= 2% Hl% dHioll /A= Serial port = Connection = &E{6i0F &HLICH
2. At&XtE Individual port connectionl = EOIE IconS & E4GHOF & LIC
3. AMEXt= &M port access menu connectionil H3& A2l ZE HIAE AMSE
=5 UAsLICh
&1 ZE HZ0 et XA AFEE 4.5 Serial port HZ 2 & JofAIJ] HFEHLILL.
4.2 Port access menu &3
421 K
VTSE= port access menu%t telnet/SSH Z22t0I1HE HZEES Soll NEE Jtah ZEZ HEg =+
USLICE port access menu 2t HZEH, VTSE port access menu € Sl 2 AM2lg ZEY
AR ZEZO HA JZE BOUSLICH Ol= Eet ZE BHS EE EOIE 2 Adlg ZE BE
£ IESHELICH VTSE AFZ XL O SYUSt ZE BHSE HEGIH 25 MHZ 4FE Aleld
Eol ¥4t oIZ8LICH AM8XtE RE HEGIH 3 ZE 2|AE SlHCO=Z 0ls8 & &
=} N A=

on
I
o
I
10
n
10
o
>
2
| El
HU
LJ
02
o
>
00
Q'E

=4 192,168,191

Welcome to UIS-3288 Port Access Menu (UTS3200_Devicel

UT5-3208 Login = root
UTS—-3208 Password : oeex

[UTS3288_Device]

server name on port 1 Port Title #2
Port Title #3 Port Title #4
Port Title #5 Port Title #6
Port Title H7 Port Title H#8
Port Title H9 Port Title #i8
Port Title #i1 Port Title #12
Port Title #13 Port Title #i4
Port Title #15 Port Title #16
Port Title #H17 Port Title #18
Port Title #19 Port Title #28
Port Title #21 Port Title #22
Port Title #23 Port Title #24
Port Title H25 Port Title #26
Port Title H27 Port Title #28
Port Title #29 Port Title #38
Port Title #31 Port Title #32

Enter command <¢1-32 serial port. P passwd. R remote port. § exit >

18 4-2. Telnet=S 0/E0t0] ZE AL Ol=00 &50617/
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VTISE U332 sdHE2ZM AIZRIF Jte ZEN AZEES &LICH
-VTS 2] IP =4 % portaccessmenu & XI&E TCP ZE BSE AIEEHLICL
-portaccess menu & X&EE IP =4 2 telnet £= SSH2 TCP ZE HSE ASELICH

OIE =0, 2t VIS IP =4t 192.168.1.1000] 1, port access menu 2| TCP ZE
Ol 22, NIEXE 252 ¥ TISZEWAM US ¥Es g8 £~ USLICHL

telnet 192.168.1.100 6000 <ENTER>
port access menu 2| IP F=AJ| 192.168.1.13221 &2, AI2Xes AR ¥y Z8T
2 oI Y ZE HSE AE0HA 20T ZEN HZEE = USLICHL

18 4-3= port access menu

telnet 192.168.1.132 <ENTER>

BN TS

Port access menu configuration

Port access menu
Fort access menu port number (1024-65535) ¢

Fort access menu protocol

FPort access menu inackivity timeout (1-3600
sec, 0 for unlimited) :

Enahle/Disable port access menu local IR :
Port access menu local IP

FPort access menu quick connect via .

FPort access menu web applet encoding
Login on port access

Port access menu authentication method :
[Email alert configuration]
Enahle/Disable email alert for port login
Title of email :

REecipient's email address :

[SNMP trap configuration]
Enable/Disable port login trap :

Use global SNMP configuration

Trap receiver settings :

Enahble =

J

[7000

Telnet =

]

100

Enahble -

]

|IEIZ.IEB.1.IEIEI
Weh applet =

]

|Eng|ish {latinl)

Enable -

J

=

|Lucal

Disable =

Disakble =

Disahle |+

Al |l

wearsion

IP &Address cCormmunity
|D.D.D.D Ipublic
|D.D.D.D |pub|ic

Save to flash Save

& apply | Cancell

18 43 ZE KA B £F
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e
H
m
Hu
X%
Y
uor
2

Login on port accessE Disable2 & & ot™, port access menuE Soi Al Al

AEX Q1S EX g0l 82 JtsELICH

Enable/Disable email alertE Enablez &&3dtH, AFEXJ} port access menuz 29 £= &7
o2 & i €8 =2 H&8E H=2 0lHL0l &&&ELICH Enable/Disable port login trapsS

Enable 2 & &0tH, trap receive settings 2l &80 2t SNMP trap= 8 Z & LICH

Ho

T/t OF EILICI Bt == 4S
L}t Local IPZ disable A/Z/7{L} local IPE 0.0
Ol g ZEE VTSSO IPaddress oF ZE

B ZE YHA D72 P FLE EEOE IR MEXNE IE SLE P T4 S=HA &
= HE LA Ol72 1P =L disable &EHIF &L/

0.0.02=Z ot&% WS AlclZ ZEU IPE 25061 &

Ha g SolAet &£0/ Jts gLICH

4.2.2 Port access menu0ll Cist QIS

MEXIL VTS2l port access menulll &6t flolM= OI5&EQ 13 EXE ZH0F el
port access menulil E=06tAH ALE A= 24 port access menu 0l 21E5= 20t0F 8Lt OIS
0l port access menuOilM A2l ZEE HEGIH iED= AMclE ZE %= /e 2s5s &
OFOF &rLICH BFY “port access menu authentication” 20| [none]@Z2 HAEE HR, ZE AIEX

IS
o

= port access menu 2| Al2lg EZEN =g == UASLICH “serial port authentication” 2
[none]22 HZ&E ZR0 S, AIEX= 213 2101 Alelg ZEN 85 &= AsUILCL

9t “port access menu authentication” & 0| [Locall2 && & UHLE CHE (0. RADIUS,
LDAP KERBEROS L= TACACS+)0l X&E&Z= &2, MEX= U8 =20 &g e port

access menul| Al2lg ZEN EHE 4 UASLICH

XtJt port access menu 21EE Sk
A
=2

Hl
Im
e
Ol
o
Ot
3]

=
- AMEZZXIIF port access menu 2| Al
=2

- MEIIL ZE AIEXL S50 SE5=.
MNEXIL 158 B2 E2, ‘25 A 222 8350 J=s Alelg ZEN2 58 5+ ASsU
Ch. O EEZ £8E Alclg ZEN= &858 = SsLULL 2U&5S €2 &S, port access
menull X5t MEXNeE L& HZ EU & =212 JHELICH AAMEXDL 8T AMHE 3ol E
EZ HEZ AMEZolH, A8 32 HZ2 ZS25 10 S AIEXE 2t M228 A&l MEEL
Ch.
o1E SR CHist XtAISH L2 4.3.10 Authentication &8 2 & ZX5tAIDJ| HEELICE.
4.2.3 Port access menu Z2EE
Telnet &= SSHE AISoti™ port access menu Z2EZ22 &H &0t &LICH port access
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menull ZZEZ20| 222 Al2lg ZEQ ZZEZ YAXIoHA E2 =& USLICH Alelg =E
Eo HZEEE AA SAEZRH VISZES HE UHES HAlcte H0IBZ, AFZEXIL port
access menuE Sl VISE =101 MCIH 222 Al ZI2EZS2 2010t eisLIth
port access menull ZZ2EZ0| 2242 A2l ZEQ ZZ&EZ HF0 fMdotAH =0, 0 &

2t Alelg ZES dFE2 RAIZA UL
4.2.4 Port access menu options

“Port access menu quick connect via’ option2 & M O|XI2| connection BI=E S8t &= Al Al
2 client Z2 1¥S XN&E 5= UH ELICL “Port access menu quick connect via® option0|
Web applete2 &0 UCHH, & MHEIS MHZREH 22 HOIHE stHUH EAISH| <IoH
“Port access menu web applet encoding” option2 0|&6t0 &&8& 2 NZ2S2=x HESILICL
“Enable/Disable email alert for port login” option0| “Enable’s && %™ AtEXIJt Port access
menuZ Z0 £= Z 0t & [MOtCt vTse oltlg dE2 & & (Email alert configuration) tl T
ct Olg S &EELICL “Enable/ Disable port log in trap” option0| “Enable’s && %1, E® %
&1J] Z & (Trap receiver settings)0llAl IP =240t E& =41D|2 U2 d&8%H, AHZXIF Port
access menuZ 270 L= 20t & WHOICH VTISE E& 40| 480 &= EdE= &
LICt. “Use global SNMP configuration”0| “Enable’2 & & &™ “SNMP Configuration”0i A &
EY =410 30| SNMP Eg9 2HXZ AZ2ELUICL XME 82 3.2 SNMP €3 = &
SHAID| HH&LICE.

|_

0
m e

K

4.2.5 Clustering Al 2] port access menu

rr

Clustering(5& #ZX)2 AI&0ot= &S Master unit2] port access menuES &Eot0] slave unit3

accessot Al € LICH port access menull U2 H=HAM SE 26t Slave unit & & HI =0l A

A~PHXIS] 22 Soll |ot= slave units AEHE = ASLICE Slave unitOll E50tH SHE unit

9| port access menuJt LIEFLIMH, (HIIA Rot= portE MEi0tH RAdcle XEE H2E = US
(o]

LICH &2 IP =4 X 820t A= Unitel =48 20SLICH

[ VTS3200_Devi ce]

Port # Port Title Mode Port # Port Title Mode
1 Port Title #1 CS 2 Port Title #2 (03
3 Port Title #3 Cs 4 Port Title #4 cs
5 Port Title #5 Cs 6 Port Title #6 cs
7 Port Title #7 Cs 8 Port Title #8 CS
9 Port Title #9 (o 10 Port Title #10 (05
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 (05
15 Port Title #15 CS 16 Port Title #16 (03
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 CS 22 Port Title #22 Cs



23 Port Title #23 CS 24 Port Title #24 (6
25 Port Title #25 CS 26 Port Title #26 Cs
27 Port Title #27 CS 28 Port Title #28 CS
29 Port Title #29 CS 30 Port Title #30 CSs
31 Port Title #31 CS 32 Port Title #32 CS
Enter command ( 1-32 serial port, P passwd, S slave unit
R renpote port, Qexit )
...... > S
[ VTS3200_Devi ce]
Unit # | P Unit # | P
A 192.168. 19. 3 S
C - D e
S [
I [ I
I N
K eeeeeeea-- L eeeeeeae--
Y N
(O P -
Enter command ( A-P slave unit, L serial port, Rrenote port, Qexit )
------ >
43 g ZE &3
VTS2 Al2lg ZEQ & ZE= HEHECZ L& SHBN &8 = U=0, HE &2 2
ZE &30 s uelliee sSLELICh g ZE &3 O3Sy 201 120M ge=

=FgLICh

© N o g bk~ 0w DdPF

10.
11.
12.
13.

Port enable/disable
Port title
Apply all port settings

Host mode configuration

Virtual KVM configuration: Only available if the host is set to Console Server Mode.

Serial port parameters: Only available for serial port

Port logging: Only available if the host is set to Console Server Mode.

Port event handling: Only available if the host is set to Console Server Mode and Port

logging is enabled.

Port IP filtering: Only available if the host is set to Console Server Mode.

Authentication

User access control: Only available if the host is set to Console Server Mode.

Alert configuration: Only available if the host is set to Console Server Mode.

Power control configuration : Only available if a power controller is added.
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2210l JHE ZE LFHEHO 2= U0 A= [-- Move to -] cIAE HANA 0SS &ot=s
E

o ¥HC R I 0158 = UASLICL

4.3.1 Port Enable/Disable

2 A2l ZEQ 23 EZE = enable L£= disable 2 #= USLICH 0 Al2|Y ZE &= |A
ZEDJ} disable &EIJF ©H Al A= HE Al ZEZ EF58 £ Q&L OJ8 44= ZE

enable/disable 3tHZ2 2 SLIC

2t stuck® EE= [Reset this port] 222 [Reset] HEZS =2 MEFE

factory default] £ =2| [Set] HES = S& =otAl2 MHHZ d8E =+

Serial port configuration - 1 : Port Title #1 --- Move to --- j

Enable fDisable this port

Enahle/Disable this port : IEnabIe vI

Save to flash Save & apply | Cancel |
Reset this port Feset |
Set this port as factory default Set

Port title

Apply all ports settings
Host mode configuration
Yirtual KWM configuration
Serial port parameters
Fort logging

Port IP filtering
Authentication

User access control
Alert configuration

& 4-4. ZE enable/disable
4.3.2 Port Title

Of CHet 2= =g = AUsLILh oIllls X2 =4,
£ E EHOIEE2 43 ZZ2ANANN R8E &

tLI2t Serial port %2 2 portaccess menu (il st 892z & 0|SELICL

Automatic detection

Use detected port title
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Port title

Probe string

Device detection method
Detection initiation

Detection delay

Serial port configuration - 1 : Port Title #1 --- Move to --- j

Enable/Disable this port
Port title

Automatic detection IDisabIe vI
Use detected port title IDisabIe vI

Port title : |server name an part 1

Probe string : |W><DD

Detected OS5 :

Device detection method : IW

Detection initiation : |F'eric:diu:a||y =]

Detection delay : svery IE— minukes
=ave o flash Save & apply | Cancel |

apply all ports settings
Host mode configuration
Yirtual KWM configuration
Serial port parameters
FPort logging

Paort IP filtering
Authentication

User access control
Slert configuration

18 45. ZE FEI0/E &£&
Automatic detection
Aelg ZEW d&E XS 2EHMAMLE SAE 0
S HF e LIC Host modeJt Console server 250|1)
Enable/Disable S0HA &€ Jis6t =)

dR0l= &4 Disablez £€8%1) HEZE = glsULL

k
b
e

0 ag

Use detected port title
sz 8= EX2 HE2E 0 EEQ IE EHOIEZ AMEBE ANAXNE dIHELICH

Automatic detection O] EnableZ A& = AL208F LIEFLICY,

Port title

IZE EOISE2 EAIELLCL X 328 XNs22 =&(Automatic detectionO|l EnableZ & &)ot
1 =8 H8E ZE E0IEZ AE(Use detected port titleOl EnableZ2 &38)dle d20= E
E E0IES BEE == 8l s =&8& 2 ZLE BO0IEZ AFZEELILL 2o Z=R0l= Ol
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otetOIE o =8t g0l LEEOIEZ AISELICL

Probe string
Automatic detectionO| EnableZ2 &A&&E FR00t &= JitsELICH &X 282 =&

VTSIt &0 Els B8 &E&LI0h

21 <ol

Oll

Device detection method

Automatic detection0l Enable2 H&E &<
& £ UASLICH Active= VISIH &Xl &2
OIHE Ht2 240t EXI2 2EMAHY sA&
M0t &EXIel H2E RELICH [etM, Passive= Port logging

oot 88 Jts&LICH Active2t PassiveS0HAM &

< et EXI0AM dE6k= d

g8

| Enable2 H&E&/0{0F & EA

E HdE5H AXI0AN EUe O

OIHOIA EXI2 2S XAt SAE 0§ =2ol e gEHES =38 = USLICH 2SHMA=
=

o JIZE U HIIM, xx&

IITlO

L
Ct. Passives= X

Ol

A

4
s

Ol

FHl & LICH Jetc/active_detect L£= /etc/passive_detect script

Ivar/run/OSPortxx I 0l SAE 0|2 Nvar/run/HostnamePortxx 1}
LEBSE LIEIHLICH

Detection initiation

Device detection methodJt Active@! & 20{l Periodically 2t If new device is detected S0IlA &
Bist == QUA2LU, Passive?! A< 0= Periodicallylt &&
of &&8& AI2HOICH OS2 VTSI EXEEE A LICH If new device is detected= Alel

.I
g EEN ME2 X H2XUCHE OIHED HlY HOCH EXEEE 24 LICHL

d & & LICt Periodically= Detection delay

U

J

Automatic detection0| Enable2 A&&%|1) Device detection methodJ}l ActiveZ Detection
initiationO| Periodically2 &&& &2 VTSIt EXNEFEE =4t Z2UE Alert 280N &&st

&2 emaildlLt SNMP trap2 & EELICH XHAHIEE LHIE2 4.3.12 Alert &8 2 & XGHAID| BHELICH
Detection delay
Detection initiation O| Periodically®! #3<2 & Jts&LICL VISIH &Xl EEE E4ote FIIE

25 gLt

4.3.3 Apply all ports settinigs

MEXI} all ports settings £ 86l0] RE ZEQS HAXAZS SHHHN oI BHHMM=E o
TlE D& ZE &3 UES ZJIscte A2 YI| fdl, VvIsSe HE ZE HdF0 AN 0l s
A 22X HRE &3 = AN SLICH et HAFHO| disable AEHRI B2, JIES LE 4AF gt
all ports setting2 +=&otH2 T SAZH SLICH 8 4-62 apply all ports settings &8 SHS

S SLICH
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Serial port configuration - 1 : server name on port 1 --- Move to --—- j

EnablefDisable this port
Port title

Apply all ports settings

Apply all ports settings IEnabIe vI

Save to flash Save & apply | Cancel |

Host mode configuration
Yirtual KWM configuration
Serial port parameters
Port logging

FPort IP filtering
Authentication

Iser access control
Slert configuration

78 4-6. Apply all ports settings &'&

4.3.4 Host mode &3

VTS &= 25 &= “host mode”2t D& &HLICH Ch

alo

b &2 4942 host modelt AtE JtsELICEH

console server mode
terminal server mode
dial-in modem mode

dial-in terminal sever.

Console Server Mode

0l COHlAME, telnet £= SSH Z220IHES HZES WJlotl U= TCP A 23U0]
AHFLICH telnet L= SSH SctOIPEIL VTSSOl E56HE, vISO (2= EHI2l 2 ZE
g5g = UsLICh &3 ZEQ FA=R0U= 0 222 XNFAELILCH Al2lg ZEI 25 ZEE
Sofl ol ¢g&ots gt A ZEs 3 ZE UM XNEE 28 SAEz EE

Terminal Server Mode

0l 2E0M=, Terminal server option2 &&0 Mt VTS Alelg ZEW AZE XM
23 SAEZ telnet £= SSHE 0/80t0 EHGHAHL VTSe & Z2OdS A &oHA ELICH
A ZENMN= XAZK LSLICH

Dial-in Modem Mode
VTSeE &S [E2 AMESHH L 2l(out-of-band) E@% JIs

=2
= =
modem modeZ &&F & FXR,VISE Aldlg ZEDJL &S 2N HZE H2F 2t506t1, &4
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NE2LEH M5 8% ¢S JIGEUC HOIE NS08 T2IBS ASSH0f 20| =58
VTSOl &S Q1Z50] 98 209 520 ZAIFLICL ¥ TENNES NREX LU

Dial-in Terminal Server

Dial-in Terminal Server= HOIE AW 2E2 &3 &% 2 RECS| =g ZEQLICH AFZ At
Alelg ZEZE Dial-in Terminal Server 252 &&6tH, VIS Al2lg ZEDL A&EE ZE W
HZEE ZHoR 2tFotl, ME B HZEE JICELICH AFEXIDF HOlE dsdold =20

o

0
JY Mo

N
AtEZol VTSOHl dzgt Z£ots Z2, VIss 0 822 o&i&dotd 0101 B2H0 Us

SAEN telnet L= SSHEM TCP (&

o
4
02
il
°
o
[0
JX
Hl
Im
=
x
r
=
10
mn
P
0||
>
°
o

e
o
HI
2
ithi
c
Q

8 47~ 18 4102 2 259 Hostmode & 3}

Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration

Host mode

Type of console server |

Enable/Disable assigned IP IDisabIe vI

Assigned IP |EI.D.D.EI
Listening TCP port (1024-65535) : |?DEI1

Protocol Im
Ina_u:ti_vit\,r tirmeout (1-3600 sec, 0 for |1 ]

unlirmited) .

Enable/Disable port escape sequence : Im
Paort escape sequence Ctrl- Iz_

Port break sequence |~break

Use comment Mo -

Quick connect via IW
web applet encoding [English (latin1)} =]
| Save to flash | Save & apply | Cancel |

wirtual KWM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Slert configuration

18 4-7. Host mode &'& - console server mode
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Host mode configuration

Host mode : Termin

Terminal server option : |F|em0te cunnectiunj

Terminal server shell program path |

Destination IP ; (0.0.0.0
Destination port (D-65535) : o

Protocol m
Inalctilvitv timeout (1-3600 sec, 0 for |1 oo
unlimited) :

| Save to flash | Save & apply | Cancel |

_]& 4-8. Host mode &'& - terminal server mode

Host mode configuration

Host mode :

Modem init string joleDs0=2
Enable/Disable dial-in madem callback Im
Dial-in modemn callback phone number |
Enable/Disable dial-in modem test Im

Dial-in modem test phone number |

Dial-in modem test interval ; Brary |24 hiour(s)

Save to flash I Save & apply | Cancel |

18 4-9. Host mode &'& - dial-in modem mode

Host mode configuration

Host mode :

Destination IP : |D.D.D.D

Diestination port (0-65535) o

Protocol ITeInet "I

Inactivity tirmeout (1-3600 sec, O for |1 oo

unlimited) :

Madem init string : |q1eDsEl=2
Save to flash | Save & apply | Cancel |

18 4-10. Host mode &'& - dial-in terminal server mode

Console server mode &3

Console server 259 222, Al2Xs CSW 20| O HEE dH8E &= Q

Type of console server
Enable/Disable assigned IP
Assigned IP address
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Listening TCP port number

Protocol

Inactivity timeout

Enable/Disable port escape sequence
Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding

Type of console server
Alelgd ZEW HZE0 As £ M2l Et20l MS SAC console@! X OtHI XIS

rx
il
C
o

Eanble/Disable assigned IP

Assigned IP addressE AtEE Xl R E ZEol=0 AS&LICH

Assigned IP address
MBI & MU Al2lg ZE = |23 ZEN IP =AE Y8 32, 83 ZEQ IP
X =
—

FAE SO NRlY EE = ®2 ZE) NF Y 4 USLIC. ASK
O O| =
— —

SSH(22)°] EZ TCP ZE #5J} 9

a8 = ASLICH

ZEQO IP =401 192.168.1.101%2 g4& ZAR, AIZ2Xes U333 20 ZEN HZ2E = USL
Ch.

tel net 192.168.1.101
SeE IP F=AE JIEQ IP A ESESCA 20H0F SLICH 2t =5 = A2
= 22A LEQ |P A= disable AENJE € LICH Port access menudil A

2 et &
Xl 2222 ™ Enable/Disable assigned IPE disableZ &tHLI Assigned IPE 0.0.0.

Listening TCP port number
MEX=E A2l ZE = |A ZLE E52

[off VTS2| IP =4 ¥ listening TCP port number

o
°
[Ch. AFZ2Xt= telnet/'SSH HAZE2 28 oY Alelg ZEQS| TCP port number

20t 192.168.1.100 0|1, ol &= Ale
AET s TSl 20l oig Alelg ZEN A28 == U

tel net 192.168.1.100 6001

o M2

L EO| TCP port numberJt 6001 21 &2,
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Protocol

ProtocolZ telnet, SSH L£= Raw TCPE MHEELICI. AFEXIDt telnet 2210|HE T2 ) S
2ol 32 telnetS MEIEHLICH AFZ2XIDF SSH Z2I0|HE T2 )8 E AIE0ole B2 SSHE &
El

e LICH

Inactivity timeout
Inactivity timeout T2l0IE &2 SH2 TCP (& AEIE Closed £= Listen22 R Xlot=0

[USLICH XIHE Inactivity timeout 2t S02F VTSe telnet/SSH Z2t0/AHE AOIOIM GIOIH &

A0l gl 2R, JIE0 dZ2E MES XUs2=2 254 ELICL AIEXI HEE etz KX
otd= &2, timeout AlZtE2 025 &EAELICL Inactivity timeoutO| enable & E 0 U= ELetE,
VTSE ‘“‘keep alive”l2S FINH2Z HEGHH telnet/SSH Z2I0IAHE R} VTS AH0IS] HZ AMEN
E NHXHoZ ZAMELICL telnet/SSH Z20IHEDL THAIM SEOHK %2 E2R, ANAES X
AERDF ZH UCHLD 2461, inactivity &0t &2 2101 JIEQ telnet/SSH A& S ZSLICH

Enable/Disable port escape sequence

Port escape sequenceE MEE X HEE Z2&56t=0 AFZELICH

Port escape sequence
MEIIL Ay ZE = JAZF ZEN HESH =, port escape sequenceE ASGHH port

ol
= USLICH port escape menulil= 2= AIS X E206t= [show last

>

escape menulil &=
100 lines of log buffer], [send message to port user], [close current connection to port], Sniff A& X}
?| 8t [enter as a slave session], 02! M& AIZ2XE 8t [send break], Port 2t Monitor & =23 &t
25 Jt& Sniff AF2XE2| [take over main session] 12|11 Port2t Monitor 82 AsS 25 It
AZX2l [disconnect a sniff session] Ol S0I JUSLICEH Alelgd ZE &= &

X0t e HEES Otz H2E0 A ZIelst AHZEXIL Power E22eE %

o

Ji

Hl

Im

2
e

I

m

Port escape menu 0l = [power device on], [power device off]2t [reboot device using power-switch]
of MW 2AE Ui=It FILELICH

on 12

Port escape sequenceZ &8 E 2AE EZEZ M50 Port escape sequenceE &P &6t

HUt port escape menulil A Port escape sequenceS 226t & LICH

Port break sequence
EXt= ZEW HZ = port break sequence® S&E 2 LHECZM Y ELEZ break

2 "W A Of ||.
= L= T M .

>_

g

=
fol
0O

Use comment

Use commentE YesZE & &5l LE AIEXII ZEZ HZE [ =42 2ge = USE U
Ct. & 0] &8 ProtocolO| Telnet £= SSHY AR0F MNZELICH L =82 AM2lg ZE




& HOIXI2 Individual port connection = = Comments &30 ZAIELICH (&M1& 4.5 Serial

port &S FXOHNAIRL))

Quick connect via

Quick connect via2 VTS &2 H& HOIXINAM #= & Cliente] SFE Web applet £= Local
client2 &E&LICt. 0] &2 ProtocolO|l Telnet £= SSHR! ZR202 HZELICH Al2lg ZE
AZ HOIXIOA AIEXIE HZ 00122 HdEg F, AEXIF VTSI MEdts &JI8 java
applet2 AlEols= 22 Web applet2 SAEHESILICH S M MO HBol= Telnet £ SSH 2240
HE D22 U522 2S0te Z2 Local clientE A EHELICH Windows 2 A2 22

ProtocolO| Telnet2 ([ Local clientE &&{ ot Hyper Terminal T2 1 240| &S E LICH

Web applet encoding
AMelgd ZES HAE EXL AHZRH 22 HO0IHE & HEH A

of elPLote &Als EFot=0 AFZELICH

Ja
U
ol
=
FEl
re
ol
S
10

o

Terminal server mode &3

alo
3]
my
o
=l

Terminal server mode 2l &2, AtEXt= Ct 2I0IHE d83g &= USLILCH

Terminal server option

Terminal server shell program path
Destination IP address

Destination TCP port number
Protocol

Inactivity timeout

Terminal server option

Remote connection@ & &H&&E AR, VIS Alelg ZEW HZE EHXUHAM telnet , SSH &
2| 2

FII'

TCP Z2EZ22 0|85/ &2 SAEZ &E=ELILC Destination IP , Destination portS2| #2335
AE HES MEBEY ZZEZ, Inactivity timeouts S & &0 0F & LICH Shell programe2 &&E &
L,VTSe Al2lg ZEZ HX5HH VISOHIM Terminal server shell program path0ff &&8& & =

Terminal server shell program path
Terminal server option0|l Shell program2& HA&&E A0 A2l ZEZ &=01 0IFHAH
VTSOI algist d m2)es X & & LICH

Destination IP =2 2 Destination TCP port number
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il

Terminal server option0l Remote connection2z& &% 4<%, Destination IP F4
Destination TCP port number= VTS0l HZE EXIJF HLXGt0A ot 3K SAEQ IP =+

2 TCP port numberE 2| 0| &L},

B we

Protocol
Protocol2 telnet, SSH L= Raw TCPJ} & %= USLICH AZXIL telnet £= SSH AHO HZ&
ot ol= &2, telnet = SSHE «H=G0F &LICH. Terminal server option0l Remote

connection2 2 &AFE ZAR20 0t 243t LICH

g

Inactivity timeout
Inactivity timeout Al2t S0t VTS 2 telnet/SSH At ALOIOI CIOIE! S410|
£ = SSH H&E0l SBSEH ELICH ASXIE AZ2 etz |Xdtde &

o
&tLICt. Terminal server option0| Remote connection@2 A& & Z200F 243 & LIC

10 8
0
['El
o
=
3
>
o]

Dial-in modem mode &&

dial-in modem mode2| ZE2, AIEXt=s S €2 LetOIHE €8 = UsLICL

Modem init string.

Enable/Disable dial-in modem callback
Dial-in modem callback phone number
Enable/Disable dial-in modem test
Dial-in modem test phone number

Dial-in modem test interval

Modem init string
8 x| AEEH2 A2Ig ZEN HZE /Y REHE =X
Jlgt AEEHE XNHGHK &2 &=, Il J

A

2 ‘qle0s0=2'2 LICt. 28 =J|

Hd

P
>
00
>
N

£

Enable/Disable dial-in modem callback
Dial-in modem callbackO| &A4d3tE JAR Mg % HZO TH VIS=E HZ2 £ LEM Dial-in

modem callback phone numberff HAIE Xgl HES2 AAGIH SAIELICH

Dial-in modem callback phone number

Dial-in modem callbackO| 43t AR VIS HZE NMIIHSE HAISLICH




Enable/Disable dial-in modem test
Dial-in modem test)} 43S AR, REO| H& SHo=X FIHCez HZELICH Dialin
ML H Alert &8 SIHUHMN 2E HAE ZUE O|H20ILE SNMP trap2 Sl

P
Z2s = UATE €8 = WA SLICL NAe WSS 4.3.12Alert €3S FX0HAID| BHELICH

Dial-in modem test phone number

2Z0| H& SHotsXl ZZotJl floi VISIH 2g datisE SAIELILH

Dial-in modem test interval

CEO0l 24 SHot=XE 38g FIIE A2LEAZ XEELICH

Dial-in terminal server mode &%

Dial-in terminal server mode 2| &2, AIEXt= O30 22 LOI20IHE 2838 &= UASLICH

Destination IP 34 (Terminal server mode A&8& &XJAAL)
Destination TCP port number: (Terminal server mode & & ZHXoHNAIR)
protocol: (Terminal server mode A && & X6} /\'AISZ)

Inactivity timeout: (Dial-in modem mode £

Modem init string: (Dial-in modem mode &

4.3.5 Virtual KVM configuration

Console Server 2 =0 Al Virtual KVM connection Ol Enable &8, &&= KVM 220/ E T27)
HS S0 VIS Al2lg ZLE L= A ZEN HEE AHZE &%
et O0tRAZ2 &S = UN of SLICL

Virtual KVM 2= 2ol 228 Htet0ldH= O30 Z&LICH
Enable/Disable Virtual KVM connection

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path
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Serial port configuration - 1 : server name on port 1 --- Move to --- j

EnablefDisable this port
Port title
Apply all ports settings

Host mode configuration
Yirtual K¥M configuration

virtual KM connection IDisabIe vi
Automatic IP detection IDisabIe vl

IP address : |

Client program |User defined =l

Socket/Screen number for WHNC connection @ yhcviewer $1p$;|
Client program path : |

Save to flash Save & apply | Cancel |

Serial port parameters
Port logging

Port IP filkering
Authentication

User access control
Alert configuration

J& 4-11.Virtual KVYM & &
Enable/Disable Virtual KVM connection

Virtual KVM &8 J|lsE AISE AeXE 8L S& £dt Al JI28t2 disable® LICH

Automatic IP detection

KVM Z2I0|HE T2 &0 HZBE A2 IPE AMelg 2£&2 FE610 As2Z2 ZMER o

A FEHLICH Host mode configuration 2| Type of console serverJt MS SAC consoleZ &H
o

=
L0 0l JIssS AEE = UsLICH

IP address
KVM Z2i0|HE Z2 80| A2 M2l IPE A3ELICH

Client program

Client program pathE &l XN&EE = JUAEE HSE ScH0IHE T2 C|AEE HSELICHL
Windows remote desktop connection, VNC, Radmin, Xmanager S0l Al MEi5IH ollE Z20|HE
LI 2 )0l Client program pathtl IH=S22 HEAIELICH User definedE & E45+H Client program
pathE AMEXOF HE LAci0F &LICH

Socket/Screen number for VNC connection
Client program0| VNCZ &H&EEAS JS VNC HZZS <& Client program pathE &) &3 &
= UAETF LICH Screen HS L= TCP port HS P 226tH VNC HZ =S 2|8t Client program

pathJ} XS 2 A& ELIC



Client program path

Al ZEL FAZEN HEE MHZE KVM M&ES 22 = s 22H01HE Z20ds X
HetLICt $IP$= Z22H0IHE ZZ2 180 858 MBHe IP =4 2 0IgL
4.3.6 Serial port parameters / Remote port parameters
Alelgd ZEQ ZFR HHUIE VIS Aleld ZEQ AHAZGHHH, VTISS Al2lg ZE ITt0IHE
HZE HHIe 25 ZEW XA 2ol =0{0F LICH

Aelg SAA 2 Oi2t0IdHeE G323 25U

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

Enable/Disable delimiter (only for RawTCP protocol)

Delimiter (only for RawTCP protocol)

Delimiter option (only for RawTCP protocol)

Inter character time-out (only for RawTCP protocol)

Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title

Apoply all ports settings
Host mode configuration
wirtual KM configuration
Serial port parameters

Type . RSZ232

Baud rate : IEIEDD vl
Data bits : IE! hits vI
Parity : INDne 'I

Stop bits . 1 hit =
Flow contral INDne vl
DTR behavior : |High when open |
Save to flash Save & apply | Cancel |
FPort logging

Faort IP filtering
Authentication
User access control
Slert configuration

18/ 4-12. Serial port parameters &'&
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Baud rate
VTSOIA XI&6t= baud rate= ChS1F 2 5LILCH
1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200 & 230400

& EotAlS Jl=&8t=2 9600 LICH

Data bits
Data bits= 7 bit2} 8bit =0l A

ol
C
i
rx
i
e
I
89
il
c
[w]
0H
0
T
ol
>
10
N
T
g
rlo
(o}
=)
7
©
c
Q

Parity

Parity= none, even £= odd S0IA A8 = JSLICL B& =6tAI2 J|222 none LICE.

Stop bits

Stop bits= 1bit2t 2bit SOIA LS = UASLICL S EotAlel JI2st2 1 bitgLICH

Flow control
S8 MO 22 none, 2ZERH(Xon/Xoff) £= SIEHH(RTS/CTS) SOHA M o~ JUSLICH

[==}
& EotAl2 JI=Z&8t2 noneLICH

DTR behavior

Ae2lg ZEQ| DTR &8 =& always high, always low £ &= High when open2& &&8& %
JASLICH DTR =%0| High when open22 H&E 2, TCP H2Z0| 0IFH& &M= DTR
Tiol AEIOF Highg s XI&LICH host modeJt “dial-in modem mode” &= “dial-in terminal server

mode’2 £& & B2, DTR & &30l X=X ESLICH

Enable/Disable delimiter

TZEZ0| RawTCPQl &=, A2l ZEZRH S0H2= HOIHE Z240I9ENAH 2Y THA2
2 Uses 2gHs ZFELICL 0l 430l EnableDl0f UJ2HH Al2lg ZEWAN 22 OIOIHE
DelimiterJt ZAE [HOICH HH3!2=2 =2IctH SctoIHEN M EELICH Disable2 A& ™ Inter
character time-out Al2t S0 A2l ZEZRH OIOIEHII SHRA Z2H IHAIS Z0I0|HEZ

dEELCh

Delimiter
Enable/Disable delimiterJt enablez &8 & Z2, UO0IHE =clot=0 A2 22lME NFE
LICt.

Delimiter option
Enable/Disable delimiterJt enablez & E 2R, =2IAZ L& WS 85 M 22XE

SN 85 X HRE EEELICL



Inter character time-out
Enable/Disable delimiterJt disableZ £&& F2, Al2l€ ZEZRH MEE OOIHE =cldts
O ArES= SX2E Al2t2bA2 SFELICH 0l AlI2H0I XILES G0t FIt2 E0A &£2
& Z20I0HEZ H0IHE &sguld

A

A EEQO HL, Z240I1HES HZE QA EHE FH SAES 2 EH0 08

A ZTENA E22F Hellles s &L
IP address
Port

Protocol

Serial port configuration - R1 : remote port 1 --- Move to --- j

Enable/Disable this port
Port title
Lpoply all ports settings

Host mode configuration
Yirtual KWM configuration
Remote port parameters

IP address |EI.D.D.EI
Port o
Protocal Im
Save to flash Save & apply | Cancel |
Fort logging

Port IP filtering
Authentication
User access control
Alert configuration

_1& 4-13. Remote port parameters &' &

IP address
dEg A SAEQ IP FTAE AHELIC
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Port

AR SAEN H=0t=0 AHEE TCP port numberE & &&FLICH

Protocol

R SAEN HE5ot=0 M2EHE ZRE2S 4FE LI

4.3.7 Port Logging

Console Server 2= 0l Al Port Logging Ol Enable &I, VTSS| Alelg ZE

£5 = OI0IEIE BI22l, ATA/IDE fixed disk card E£= NFS AHZ M&

SYSLOG MUl H&EE XNE XNFE &= USLILCL

Est A2 XHE port event handling 28 0A ZEZ S0 2= HAXIS S& JIF=E HEisIN
H

email / SNMP trap = Soll 22/ XH0IH 82 &= JUSLICHL MEXE 0 JIsS S0o d
ANZ22H = COIHE ZAIE = ASLICH. HHE WHE2 A& 4.3.8 Port event handling €3

Alelg ZE L= 32A ILEQO host modelt console server mode £ A&E AHALK0UCH Port
o

Logglng JIs0l RSELICH Al2lg ZEDt terminal server £= dial-in modem mode2 && & &
Port Logging Jl1s22 &E£x& &+ isLt

Port LoggingOfl Cist && mel0lee CiS 2&LIC

Enable/Disable port logging

Logging direction

Port log storage location

Port log to SYSLOG server

Port log buffer size

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the M from SYSLOG

Automatic backup on mounting

Monitoring interval
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Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
2poply all ports settings

Host mode configuration
Yirtual KWM configuration
Serial port parameters

Port logging
Port logging ¢
Logging direction | Server output R
Port log storage location @ IW
Port log to SYSLOG server : IW’
Part log buffer size (KB, 3150 max.) |ED
Port logging filename Im
{null as default file name[portkxdatal) |pc:r‘tldata
Time stamp to portlog ¢ Disahble -

Show last 10 lines of a log upon connect ; IDisabIe vI

Strip the ~M from SYSLOG ; IDisabIe vI
Automatic backup on mounting ¢ IEnabIe 'I

Monitoring interval (sec, 5-36007 |5
Save to flash | Save & apply | Cancel |
Port log :
Clear Refresh Wiew

FPort event handling
FPort IP filtering
Authentication
Lser access control
Slert configuration

g 4-14. ZE 22 &%

Enable/disable port logging

Portlogging JlsS AMEE ANIXE 28ELIU. & =ot A2 J[2et2 disable® LICH

Logging direction
AFZXIF Aleld ZEZ HMIol= W82 JIS(User input), Al2l2 ZEZE2HS HOIEHE JI=
(Server output), 22sF HIOIEHE JISotHA LEHA SIAEE AIESE A
MEGIXl &2 21(Both without arrows)IXIE Z2HELICH & =0l

& LICH

I

Both with arrows)?!X|

(
o J|Egt2 Server output
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Port log storage location

EZE 27 O0IH=E vTsSe WS BIZ2l, ATA/IDE fixed disk card £= NFS 0l J&EE = ASLI
Ch ZE 20t 220 M&EE= 3%, VISIt HE I Z2E 21 dioIeH= ArMELICH Alelg
ZE Z7] HOIHE 2&5teld, H& fIXIE ATA/IDE fixed disk card £= NFS ANtHZ &&3dA
Lt SYSLOG server2 MES &ZFol0F ELICL AAEXNE HE AXU oSct= M WAHE Olel
S&oH0F ELICH M&E XD HEcHH dEEX ZUALH, AIEX=E MNERAXNE SE8g = QU

= UICH.

Port log to SYSLOG server
IZE 27 UHOIH= NEE ME X2 SAIH SYSLOG MHUE MEE = ASLICH

Port log buffer size

Ol Oet0lE = loggingEl= ZE 21 OI0IH2 = AJIE ES & LICH Log HIOIHE MEOHI
?of WS HEZcIE AIEots 3%, ZE BIHS &M 3JI= 3200 KbytesE =tot Xl & 0O
LICH B& =0t Al JIE2:8t2 4Kbytes LILH.

il

£ OOoIHE M&EolJl ?Ioh ATA/IDE fixed disk cardE AtEot= 22, zI XE HIH IJI= It
Co g0l et et LICh

£ OOoIHE M&EotIl ol NFS AHE AMEots B, =l port buffer size= Mbi 2 A0
MGEA =0, AEXH= NFS AHE £F6H0M port logging AIAEI0l HED| HSE = UEE of

OF SfLICH.

Port log filename
Ol Oet0IE = loggingEle=e ZE 21 ISl 0IFE E2&LIC Port logging filenameOl Use

port titleZ2 3 ZE EI0IS0] ZE 21 WY 0|22 ArSELICH Specify belowZ &%
CIH Ofeiol 2= oY OIS0l 21 It 01822 AI=EELICH 21 It 0|80 dETH U
A g d20= Ji2 43 32 portXXdata c2t= 01501 AFE ELICH GIIM XX2 oY Alel
g HLES BISE HAIELICH

Time stamp to port log
Ol Wet0IE 80l &8 %™ loggingtle ZE &= ZE0tC} time stamp)t Z& & H & LICH JI&
2= disable /L|C}

Show last 10 lines of alog upon connect
Ol HtetOIEDt EnableZ2 & EH, AR ZEZ HZe I 212 OHXIY 10=01 HEAIELICH
J|23gt2 Disable LILC}.

Strip the *M from SYSLOG
Ol ItetOIEIJt EnableZ2 & &M, XE Z7] OIOIE S0 A SYSLOG AMBIOIA "M2Z HAIE
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b

ol

£ O0xOD CIOIE It AHOIAZ HMEO EE 271 CIOIE 0l 0xoD GIOIE Db &
& SYSLOG MBiol M&EELICH

g

[n)
>
el
1o
07
o

Automatic backup on mounting
Port log storage location0| CF card &= NFS server2 8& & Jd0 0 88& £ UASLICH O]

Z&FO0| enableTl™ ofig M& Z2t0l ThAl OI2EE 2 212 Mot WY ML= SSLICH

-

Monitoring interval
Port logging0l &% 10 port event handling(4.3.8 &X)0| 883%™ 1Y ZEZ2H keywordE
ZAIHA HEE reaction2 otHl &LICEH. Ol [, monitoring interval 2t0l et HHESH Us
port logl Al keywordE Z= FI(Jt 2& &ELUCH 0 g2 HH EF o= WE Al2Hdl
E Z=S = U22U AIAE 2IAAS Ol AME0HH HE2=2 88X AMAECS 4501 MotE
at

keyword& 2 = U
LICE. 022 AE SHA HESH gt & zIUs 2 ¢S 8Fote 20| I £E5L

A

Port logging Ol enable0| TI®H ZEZ S0 2= HAIXNE SAIA Il €8& JI/J=0F 2AEH
email &£= SNMP trap 2 S = o=
22 dole = ®ote IIYMEE XEHGIH oY IIFASI ¢4A
ZLICH Reactionlil st €82 2 IIYE €2 48 =+

=2 o= o
reaction2 SAl0l E2 HEXHCZ A0 JtsELIC

2 wm
@
3
)
1]
wn
Z
<
T
o
©
10
4N
S
>

_t':_l
u
[=
@D
rr
Q
00
3]
my
i3
C
[w]

Port event handling2 {8t 2IRE <€

Key word

Case sensitive

Email notification

Title of email

Recipient’s email address

SNMP trap notification

Title of SNMP trap

Use global SNMP configuration
First/Second SNMP trap receiver IP address
First/Second SNMP trap community
First/Second SNMP trap version
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Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
wirtual KM configuration
Serial port parameters

Fort logging
Port event handling
Check  Keyword # Keyword RFeaction
Mo keyword list.. . Please, add new keyword,
Action an keyword % add O Edit O Remove
keyword :
Case sensitive : Enzhle =

Ernail notification : Dizable -

Title of email :

Recipient's email address ;

SHMP trap notification : Disahle =
Title of SHMP trap .
Use global SMMP configuration Disahble =

SHNMP trap receiver IP address :

EENE

SHMP frap commmunity

SMMP trap version I -

Secondary SMMP trap receiver IP address |
Secondary SHNMP trap community |

Secondary SMMP trap version : vl

Save to flash Save & apply | Cancel

FPort IP filtering
Authentication
User access control
Slert configuration

& 4-15. X E 0/HE 58 &£F

Case sensitive
Ol T2t0lE{DJt DisableZ H XTI ™M keyword 2 AME O CHASXE

i

-2tk &EsLICh

Email notification &%

e

Email notificationS £=& ot X A2 Email notificationS enableZ ot £=4AIX9 =AQ ML

o M= £&¢e LIt

SNMP trap notification &8

A
10
In
A
T
]
m
e
%)
Z
<
T
o
©
=
nx
0
n
=
HU
r
0
[
-
o

SNMP trap notificationO| enable®! &

o
- = =
SNMP trap €80l 28 2 &=5S2 e €82 242 & 32SNMP €38 = FotdAl
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Use global SNMP configuration
Ol HtctOIEJ Enable2 £& DY, HERT & &= & SNMP 2&H0A SAle EE =41D|

230 E® ==4D|2 AAEE LI

I EIL Port event handling &80l FItE ™, VISE
COF &gl e AIZXE O ZEW HAZGHA 22 =l
ZE A MHOIXIC EZE EIOIE FHE0 FLD 001201 HEAIELUICH 08 4-162 XZE EIOIE0]

server name on port1 @l 181 ZEN Z1 Ot0|20 ZAIE &= 2N

Serial port connection

Port access menu conmection
Port access menu conneckion

Individual part connection

P M Port# Title # of User Comments
1 ': seryver name on-port o R T
2 PortTitle #2 o < Mot used =

18 4-16. L 0l0|Z= HEget Al 2ZE FZ HOIX

4.3.9 Port IP Filtering &3

VTS Alelg ZE L= A ZE) H52 5i8ole €2 SAEE= IP =4 filtering 70 D=
ol XIEE %= USLICH AIEX= 858 IP =4 2 subnet maskES H 20l €& SAED}
VTS Al2lg ZE L= 22 ZEW 5 = AEE GISELICHL AAME WsS &E& 358 &

Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
wirtual KM configuration
Serial port parameters
Fort logging

Port event handling
Port IP filtering

allawed base host IP . |D.D.D.D
Subnet mask to be applied : |D.D.D.D
Save to flash Save & apply | Cancel |

Authentication
User access control
Alert configuration

Jg 4-17. ZE P ZHE
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4.3.10 Authentication &%

=2 ot HEHSZ AEot

/8t None, Local, RADIUS,
C

rr

o1Z (Authentication) 2 2Bt o=z AIEXt 018 ¥ HIY HSE
=

eIS= None 22 &ZFolH, 215 UE B0l ALSXE ZEN B8 5= USH, Localz €=
4%, VIS= MEXE 2I&aot)| fol VIS Xl AEX S5 AISELICL Custom PAM &

&
EH5t0 Linux-PAM (Pluggable Authentication Modules for Linux)2 XI&& £ & JASLICH 1O
EA2E, AR 2S5 AHE 0l8ots EREAM, VISE 2A5F oS MW (0. RADIUS, Kerberos,
TACACS+ 2 LDAP AH) 0l MEX 2SS RFY AJLYLICH 08 4-18= 2R 2E MBE A

Y M2 MEX 2185 ZZ2MAE HEH2Z 20 ESLICH

o
x

to
1o

AEX= E8t 215 HHS XI8otH d8g = JAsLIT. 0 2R0=s, dS2 HH2Z VTSIt
CIZ2 AISOICHt AIiS B2, & BHM 2oz 252 AZELICL 6E S0, RADIUS 213
2 Local 21E1 Z&EE = USLICHL AEXIL “RADIUS server - Local” 215 H¥H S MEtt=
42, VISE RADIUSE & AIE5I0 212 RADIUS MB0l o1ES &L, ANS ZR0=
VTS TS| ALEX SES Sol 215 AT LT

“RADIUS down - Local" 215 &9 HA=2R0U =, 2% RADIUS MU0l 21&5= REGHL], RADIUS
MNHEI TH2ZA S W2 VISE XAl AISK SE2 Soi 252 AIEZELILH

2) A

Olo

Xt o=

kel
1S MHol| tiet ALEX 1S 2F

1) AF8ZHID & H|Y HEE Sdf

EE 10| AFEX login

EE 10| AMSXt HMA SE

5 EZE 10| HZAE FX0o HMA

18 4-18. 2IF AHO Sjat APEX 2/F THE
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F9 .

1. VIS v1.7.0 &&= 0/F B A0 A= Kerberos 2/S= AtE0HI| foHA & lusr20] kinit B0/ 2/ E
EAlof =0F0F &LICH
2. Custom PAM & Linux-PAMZ X/ & &LICL OIE AEo21 P lets/lpam.dicustom I}2'S &0 OF

SHLIC. (Linux-PAMOI LHEH THAIEH LHEE 11.9.2 CLI Z2/0f LH3F RADIUS
11.9.3 CLI ZZ2/00 H&t TACACS+ Q/ZotJIE & X0oFAIJ] HIELILCE)

Cs

ro

None

Local

RADIUS server

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
TACACSH+ server
TACACS+ server - Local
Local - TACACS+ server
LDAP server

LDAP server - Local
Local - LDAP server
Kerberos server
Kerberos server - Local
Local - Kerberos server
Custom PAM
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VTS Series

MaTIaSETTTENL

|| User : root

Network

Serial port
Configuration
Connection

Clustering

Power controller

PC card

Systemn status & log
System administration

Systern statistics

Apply changes

Login as a different user
Logout

Reboot

Serial port configuration - 1

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Wirtual VM configuration
Serial port parameters
Port logging

Port event handling
Port IF filtering
Authentication

Authentication method

: server name on port 1

Local

=

None
Save to flagh I Save & apply | Canc
RADIUS server

User access control
Alert configuration

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local

Copyright (© 1998-2005 Sena Technologies, Inc. All rights reserved

TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
LDAR server

LDAP server - Local
Local - LDAP server

Serial port configuration - 1 : server name on port 1

18 4-19. Al2IZ EZE0 et 9=

Enable/Disable this port
Port title

2poply all ports settings
Host mode configuration
Yirtual KWM configuration
Serial port parameters
Port logging

Fort event handling
Fort IP filtering
Authentication

Authentication method :

First RADIUS authentication server
Second RADIVUS authentication server :
First RADIUS accounting server

Second RADIUS accounting server

Kerberos server TECHNOLOGIES
Kerberos server - Local
Local - Kerberos server
Custormn PARM
=dal
---tove to --- =]

|FIP.DILIS server - Local  =|

RADIUS timeout (0-300 sec.) : f1o

RADIUS secret : |

RADIUS retries {1-50 times) : 3
Save to flash | Save & apply | Cancel |

User access control
Slert configuration

18 4-20. RADIUS A/H{ —local0ll &t
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4.3.11 User access control &&

VTS Al2lg ZE/R2A ZLEQS HAN Sniff session H& L= I HEEZH of2
L

|Ct Sniff session 220l A= Sniff sessionsS O & A

Port 822E2 Al2lg ZE/R2A ZEZO HZZ HIStetHLE sl&dt=0 AFZ2ELICE Monitor
H2AS2 Al2lg ZEZ2| Sniff session HZ 2| 2= M ELICL Power E2dE2 IH® A
EE Ol HEE AlelZE ZEQ MAS HOSt= 212 MEoloiL sl Sol=a AFSE LIt

<<Everyone>>2| HI2ASI2 User access controltilAl JHEHCZ YHAIZ= AISAE HAS 2
ANEXS &2 detsS =

HStE2 YAIELICH <<Everyone>>2| &2AS Y CIE HIZ2AEHE Ot
User access control & 82| AIEX 2|AE L= HAHA 2lA T2 S

Sniff session0| SIS X &= ZES A20 = Monitor 228 &322 022 Hs=S 0IXIX
ZSLUCH ZED Ii9 HEEH 020 HZ2ZX %S B2 Power E2HSHE MEE

LI Ct.

Im
=2
g

Sniff session0| IEE R ZEZ HASE = JYs MEBXN=E Al JHAI O82=z ULE = US
LIC} Port / Monitor & 22t RFE JI& AFS XL Port 23 80 DR AFS X} Monitor & 23 &t

gt JHE AFS XY LICH

Port / Monitor 238t SFE JH& ALZX 82 Hel NEez ZEN HZE =& U1, ol
MI& | Sniff session2 2 M CHE sniff session@ & HAZE AIEXS HEE2 = =& UL, Sniff
session AEHUHIA BIQ M&ESz MEE =& USLICH

Port E22atBH Jt& ALEX OS2 Q! & L= Sniff session2@ 2 ZEN HZEE == UK
Ot CHZ Sniff session AFE X2 HZS ZZ 6 HLULE Sniff session@ 2 HZEMS HL M HMEAS=z
detg == QUSLICL

f°+" u|>

Monitor & 220t JIEl AL X Q&2 Sniff session@ 208 A2l ZEN H&EO0| IJisotl U2
=

2= BHL e MEczo de2

e

Sniff session 2

AEXIIE Authentication £ &0 [tel VTSLE 15 A 21ES HMHOE ot e =E0/1
User access control &A&0 et E2As0l 2002 Al2lg ZEW HZ0l Iis
Authentication & &0 28 XAHIS LHEE 4.3.10. Authentication configuration2 & ZX&tAIJ| bt
&LICtH
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Serial port configuration - 1 :

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
wirtual KvVM configuration
Serial port parameters
Fort logging

FPort event handling
FPort IP filkering
Authentication

User access control

User or Access list

CEEVEFPONE =
user3
grionitordccess

grPortaccess

Server name on port 1

--- Move to --- =]

Access type

Part

U B
i B B

<
K

EnablefDisable sniff mode

Snhiff session display mode

Save to flash |

Display data direction arrows

Permit monitoring only mode

L
&3

o

Monitor

Action
Power

-

O Remove |
| Remove |
| Remove |
- Add user |
- Add access |

Move to Access lists fo edit aocess st

[Disable =]
[EEEEE|

Save & apply | Cancell

Slert configuration

18 4-21. Al2IZ EE0 Het GHL Mol £&

User access control

g2 & EEi= Port, Monitor, Power2| Al 7t USLICHL Port §2A&2 M MECE XE
o HZ& &= A=sXl R E YAIELICE Monitor H2AEH2 Sniff session2& ZEN I2E =
U[_=X HRE LIEHHLICH Power 2362 ZEQ M3 FHSE &= JA=XE HAELC
<<Everyone>>2| HIZASES EE2 ST %2 LBt AAEXS HI2ASH HEFL oFof
<<Everyone>>2| HIZASII [IE E2ASS & AMEXIt JAUH ZF2AEE €% AlGHO
SSEol0F ELICH 28 E2dSE = MEXNSE Gt BAA 2IAEZ S0 WAL 2lA
EQo| 2SS HAISIH SEE =% USLICH HAA 2IAEN KHAME HEES 9.2. dHA 2/
AEE EAGHAID| BHELICH

22X S8 ZEZQ H22 Mot A2 AIEXOF JUCHH, 2elXt= <<Everyone>>2| &2
HEtES XSt MEHZ2 S=otD HMEtotde=E AEXe 2 AEE MIAGH 22 A2 ASXE
SS=otH ELUICH 22Xt S AIZXSAHL Al2lgd ZERO ¥Z2=2 ol&dtd sttt
<<Everyone>>2| 2 ASIE M IASIA L2 MEIZ ZFot], SHFASXS HF2ASES M &
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Sniff session

Sniff session=S Soll 0] HO AIEXIF otUe Al2lg ZE/RAA ZEN &EXE

Port £= Monitor E2AsS JIE MEXs G2 ASXIE 0|0 ZEN E5Z0 JCet=
A

ANelg ZERA EEN E5g8 = UAsLICHL SA0 B85 = A= Sniff user2] N

AFE XFO] Sniff session= 21 & dled ™ Enable/Disable sniff modeES Enable2 & A
A

0

Sniff session display mode= User input, Server output2t bothE &Z
input 252 Ad&FE J2, sniff AIZA= AlelE ZE/AA ZEZ MY
%= USLICH. Server output 22 AFHE H20

—
Z2g = USLICH BothEEZ dFE 3R
=
=

1]

Display data direction arrows= LtJt1l

H ZEAE X H2E £8E LI

Qo

JIEH 0l01 AFEXIF ZEN HZE A2 W, sniff AASKIF TS0 A
222 22 3Ol LIEFLH ELUIC 0l [ port escape sequenceE &

U

= = otH port menu’t
LIEHELICE Port / Monitor E2dstEe 25 =1 U= AIEXE Port £= Monitor &2 et
JEl ek A EXNEL =2 #HEE ER0HH M, 8 52 Js e AEsS S=otAHU
CtE Sniff sessiong S Y H&tE 2RotD UASLICH sniff menuE SoilA & O M&ES
E& AlIJ|I1(Enter as the main session) AHAIO| G MI&E AFZXOF SIALE S OIC M&ES

sniff NIE&2& Bt 1) (Take over a main session) U2l A& AFEXOF 2 %= USLICH

Ol20l= sniff AFEXH= ‘disconnect a sniff session’'s SailM Ch

ZHECZ FE5 AME =& U2M, ‘send messages to port userS Sl dt= AIZEX0IA
HAKE dLE =& USLICH ‘show last 100 lines of log bufferE H&ist0d 2 1€ E0I&
=& Q1 ‘close current connection to port’E Sall SMe HES FE8 =& USLILCH

Hiel M&EO0l Sl= AEHUA Sniff session@Z HZE = P, OISl HNE0 BS=&H Sniff
session2 A=22 EEZELILCH =, OIe A&0l AP Sniff session0l EME = A ELILCL
Permit monitoring only modeZE EnableZ2 &&otH 0lad M0l SAHXIA SLUICH Ofel
MEQL0I Sniff session@Z HZBE =+ UL, O M0 SZEHT Sniff sessionOllA  HI=S
SULEHEO0l JtsgLth

Wl cone to VTS-1600 Consol e Server
VTS-1600 Login : admn
VTS-1600 Password : *****
Entering server port, ..... type ~z for port menu.

New sniff session started ...

o
ol

port escape sequences &
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Port nenu:

(server nane on port 1) (Port 1) is being used by (sena)
The (admin) is connected in nonitoring node.

m take over nmmin session
S enter as a slave session

| show [ ast 100 |ines of |og buffer

d di sconnect a sniff session
a send nessage to port user
X cl ose current connection to port

& 4-22.Sniff user 9/E/H0]A SFH

4.3.12 Alert &3

Host modeJ} Console server model! AL, LE Z QI0|ILI Al2lg EE & O|HED} st
M Ol GIOIMEE= OlHY 25 30 et OIS M&6H, SNMP 00| 8 E= SNMP trap
30 2t SNMPtrap=2 22| MO0lH M aLICh.

Detection initiation2 Periodically® &&= Z< &0l Mict VTSIt FIIE L2 248 X
& B

LICH &2 ZEQ F=R0le ZE 21921 0[HE

Port title €& WM Automatic detectionO| 43l &3] Device detection method= Active,
0

22 OIH0ILt SNMP traps &&g = U

gt XI&&LIC

Alert 280 Uiet €8 L20lEH= s &sLIth

Enable/Disable email alert for port login
Enable/Disable email alert for device connection
Enable/Disable email alert for active detection
Title of emaiil

Recipient’s email address

Enable/Disable port login trap

Enable/Disable device connection trap
Enable/Disable active detection trap

Use global SNMP configuration

Trap receiver settings
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Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enahle/Disable this port
Port title
Apply all ports settings

Host mode configuration
wirtual KM configuration
Serial port parameters
Fort logging

FPort event handling
FPort IP filtering
Authentication

User access control
Alert configuration

[Email alert configuration]
Ermail alert for port login Disahle =

Title of email :

Recipient's ermail address :

Email alert for device connection ;. |[Disable =

Title of email :

Recipient's ermail address @

Ermail alert for active detection : Disable =

Title of email :

Recipient's email address :

[SNMP trap configuration]

BLd | [a][d

Port login trap : Disahle =

Device connection trap : Disable =

Active detection trap Disable =

Use global SMMP configuration : Disahle =

Trap receiver settings :

IP Address Cormmunity wersion
|D.D.EI.D public vl -

I

|D.EI.EI.D public vl -

Save to flash | Save & apply | Cancel |

_J&' 4-23. Console server mode &/ Alert &&

Enable/Disable email alert for port login
AMEXIE Al2IE ZE = @3 ZEZ 270 = Z70¢t

£% gUth

Ho
It}
=
=
2
e
o
r
O
e
>
L=
!
I

Enable/Disable email alert for device connection

Alelg ZEJL 2 HEEHNU HZE0l 22 M olfl2s 858X HRE 28U

Enable/Disable email alert for active detection
Port title &0 M Automatic detectionOl 43l %10 Device detection method= Active,

Detection initiation2 Periodically2 &3&&E 22, FIELZ 24 HEXEFEE 0HLZ
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EFELICHL

4N

&g X 62

i

Title of email

d&EEHE Ol NMsS £EEL.

Recipient’s email address

Nl = O|D.||OI2 =1 3=2 _J'C_ﬁ

i

Enable/Disable port login trap
MEXIOE Al2lE ZE = &4 ZEZ 270 £= 202 & [ SNMP traps ZMAIZ X

o
HEE &€& LIt

i

Enable/Disable device connection trap
Al ZEJ U2 HBE AL HZ0| 22 [l SNMPtrapS ZMAIZX R

i
ux
0
o
c
«Q

Enable/Disable active detection trap
Port titte &&0IAM Automatic detectionOl &4&3t T3 Device detection method= Active,
Detection initiation2 Periodically2 & & 22, FIELZ A& IXNEZ0 28 SNMP

trapsS ZHUAIZX ORE £FELICH

Use global SNMP configuration
Ol LtetOIEIDF EnableZ2 £&EH, UERRD 28 &3 & SNMP 2E0UA Al EE =41D|

30l E® ==41D|2 AAEE LI

Trap receiver settings

SNMP trap €80l 228 2 =SS0l e &Y

1
0
ro

212 & 32SNMP £ = FIGHAAIL.

Host modeJ} Dial-in modem modeO| 2 Dial-in modem test)} 8™ LI} S AL, Dial-in modem testO|
Chst OIHEDL 2AE [f, OlHY OOIMEE= 0OlHY 22 &M et olHY S ®&3610, SNMP

IOl E= SNMPtrap & &0l 2t SNMP trap=2 22l A0IH & Z&LICH

Alert 2&0I Het £ mt0IEH= OGS £sLICh

Enable/Disable email alert for dial-in modem test
Title of email

Recipient’s email address

Enable/Disable dial-in modem test trap

Use global SNMP configuration
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Trap receiver settings

Serial port configuration - 1 : server name on port 1 --- Move to -—- j

Enable/Disable this port
Port: title
Apply all ports settings

Host mode configuration
Serial port parameters
Alert configuration

[Email alert configuration]

Ernail alert for dial-in modem test : IDisabIe vI

Title of email : |

REecipient's email address @ |

[SNMP trap configuration]

Dial-in modem test trap |Disab|e vI
Use global SMMP configuration @ IDisabIe vI

Trap receiver settings .
IP &address Community arsion

|EI.D.EI.D Ipublic vl =
|D.D.D.D Ipubliu: vl =

Save to flash | Save & apply | Cancel |

12! 4-24. Dial-in modem mode2 Alert &%

Enable/Disable email alert for dial-in modem test

Dial-in modem testOfl CH&H O|HIED} LME [ OIHILS MSEX HEE && §LICL

Enable/Disable dial-in modem test trap

Dial-in modem testOll CH&t OIBIEDL &MS [f SNMPtrapS ZHAIZ X GHEE £& UL

4.3.13 Power control &3

ohe HES I VISOHl SZE 0 AUACHHE, Alel€ ZEJH 1 IHY HES2 ML otz A2
T UA=XNE £FSLILL Alelg ZES M2 0 €82 016t 22/ LICH
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Serial port configuration - 1 :

Server name on port 1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
wirtual KvVM configuration
Serial port parameters
Fort logging

Port event handling
FPort IP filtering
Authentication

User access contral
Slert configuration

Power control configuration
Port# Title
Mo power contraller outlet found...

|Elayteu:h on Fort 16 =]

Manufacturer

--- Move to --- =]

Outlet Action
|m vI &dd

Z1&! 4-25. Power control & &

4.4 All Port &3

o=
[ w—

Aleld

= 3=

, O D
configuration

20N AKX

“all port configuration” Ti2t0IE= Oteflel OE22 US O
1. Port enable/disable
Port title

Host mode configuration

Serial port parameters: Invalid for remote port

N o o kM w DN

logging is enabled.

°| “apply all port setting” =& 0|

s= 0l=ZotH LI All port

disableZ

pN|

2 &= UsLICh

Virtual KVM configuration: Only valid and visible if host mode set to Console Server Mode.

Port logging: Only valid and visible if host mode set to Console Server Mode.

Port event handling: Only available if the host is set to Console Server Mode and Port

8. Port IP filtering: Only available if the host is set to Console Server Mode.

9. Authentication

10. User access control: Only available if the host is set to Console Server Mode.

11. Alert configuration: Only available if the host is set to Console Server Mode.
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Serial port configuration - All ports : Port Title --- Move to --- j

Enable fDisable this port

Enahle/Disable this port : IEnabIe vI

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Yirtual KWM configuration
Serial port parameters
FPort logging

Port event handling
FPort IP filtering
Authentication

Iser access control
Slert configuration

Enable/disable this port
Ol ItetllBHe ZEQ Jls MAEHRE 4EELICH

Port title

P, 2 Al LE &= JAA EE(N st ZE EOIE2

gLICH WE =0, ZE EIOIE0| “my server’'2 8% =
C

|1 XE #22] XE EIOIEES “my server

Host mode configuration

Host modeJt Consol server modeZ2 &8 &= 22, o8& 2 Al2lg2 &Y IP 4= U3

22 gaez sz e ELIth
(IP address assigned + serial port number - 1) for serial port and
(IP address assigned + remote port number — 1 + serial port count) for remote port
HE S0, g4 IP =4I 2= ZE £F0AM 192.168.1.12 2EEH= E%, ZE 19 IP
FAE 192.168.1.101 TIH EE 29| IP A& 192.168.1.201 &LICE VTS32000 &<, A
HZE19 |IP 4= 192.168.1.330 ELICE 0l2 KR ASHA, listening TCP port number= L&t
s gdaecz 48ELICH

(listening TCP port number + serial port number - 1) for serial port and
(listening TCP port number + remote port number —1 + serial port count) for remote port
Host modeJt Terminal server 2E2 SF &= ER, 2 Alel€ EEQ| destination IP A=
2 gaE LT QO2{L, destination TCP port number= serial
. lE =0, destination IP =4 % TCP port numberJt

EZE 19| destination IP 4% TCP port number=

a

|.

|0

Console server 2| A2 &2

;
o 0
C >

[

e

port number2 & 280 =

192.168.1.1:80012 & &L

rr
0y
10
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192.168.1.1:80010t &l EE 22| destination IP =22 TCP port number= 192.168.1.2:8001J}
= UICH.

Virtual KVM configuration, Serial port parameters, Port logging, Port event handling, Port IP
filtering, Authentication, User access control, Alert configuration
A OS2 Wt &2, “apply all ports settings” &8 g2 2E Alelg ZE &£

=
—
ENM SotH EFELICH CH2, Serial port parameters 282 AR0= A ZEW I&

VTS & £33 CQHHOIA= AMAEXNZ oto=2 AEX X2 telnet £= SSH ZSct0IHE
TS AMEotA #UAE Alelg ZEN 858 = UES o= & JIBH serial port
SLICH ARSI &= Ol HHolA Alcl2 ZE HAZ Biw & =(Serial
El 2

port -> Connection)2 &&dt= Z, 18 4-275

VTS Series ;
Management N

connection JlsS X

x H

|| User : root
Serial port connection - Page 1
Network -
Port access menu connection
Serial port )
Configuration FPort access menu connection
Connection Individual port connection
Clustering P C M Port# Title # of User Comments
Power controller 1 server name on port 1 1 admi < Mot used =
O 2 PortTitle #2 0 ql_") < Mot used =
RCscard 3 Port Title #3 o < Natused =
System status & log 4 Port Title #4 ] < Mot used =
System administration 5 Port Title #5 0 = Mot used =
6 Port Title #6 0 = Mot used =
System statistics 7 Port Title #7 ] < Mot used »
8  Port Title #8 0 < Mot used =
9 Port Title #9 0 < Mot used =
2pply changes 10 Port Title #10 0 < Mot used =
: : 11 Port Title #11 ] = Mot used =
Login 3= 3 differsnt user 12 Port Title #12 0 < Mot used >
Logout 13 Port Title #13 0 < Mot used =
Reboot 14 Port Title #14 0 < Mot used =
15  Port Title #15 0 < Mot used =
16 Baytech on Port 16 u] < Power controller =
31  Port Title #31 0 = Mot used =
32 Port Title #32 0 < Mot used =
Rl remote port 1 ] < Mot used >
Al Slave Unit #1 Unitad e

SENA

Copyright (© 1998-2005 Sena Technalogies, Inc. All rights reserved

18 4-27. Al2lg EZE FZ HOIX
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Ol HIOIXINIME port access menu, Al2lg ZE, )23 ZE 2 ZHAHE =401 X2

AESItset 2= Al ZEN et 22 JlssS M3 LIC

HAIOHOF & ZE It & AMH Z£F(3.8 & AH 23 FX)0AM XE= 8 HOIX HEAEE
Aelg ZE =8 =g d2 88X ZEE 11 =83 U=0AM 8 HOoIXo HAloH], OE
HOIXZ &l OISE = USE F &E0l [ Movtto--] 2|AE HAS HSELICH

Port # ZEHES 220l EE BsS =AZ FZg = UsLL HSles LSIH=2=
dgotl & ¢ O 2&€otd WEX=22 HZELICH [ Movt to -] S|AE ZHAN=E 0lSE
HOIXIS H Bl ZEQ EE HSIt &N HAELULO A ZE= 2 EZE 935S 20 RO
=0 HAIEL, SHAHE =d0I2 FX2 B=R0s ZE #HsS 20 =d012 X ¢aot
st

Title Z8H= Z2cIotH ZE EOISE =AZ2 HEZELIL H30lls LEN=2Z FZotd & O
Z&otE UWEX=22 EEELUICH [ Movt to -] clAE 2fA0NE OISE HOIXIS H B

HEQS ZE EIOISO0l &M HEAISLICH

H=0ldd= EZEQ2l C(Connect) Z0l U= HOIE 0Ol0I2=S SHEL=ZM
o 858 = UASLICH MEXIE Y ZEQ HOlE Ot0l22 2ot Holg di2dolA
= £

KO Alelg ZE Z=0l et detsS

&1l oy HEES LZZ&EZ(0/ Telnet L& SSHZE && H0 UE FIRWE EYDE HOE
Olgd/0/4 & ZFE 4.3.4 Host mode && OA Jl=& B2 20/ Quick connect via =2/
LIl arel getd Lk

o

ZEN HZE MBI KVM ¢228 XI&otd Vitual KVM 2E0| D0 A= ZE0= C(Connect)
201 KVvM &Z 0t0IZ0] ZAIEULCH MEXIE KVM ¢& 0l0[22 S&06tE KVM S20I¢E
2 = USLICL

Java Applet2 serial portOll &=06tJ| fIst SIAE D89l AFZA QIEHHIOIAE MSELICH Java
2 0, ZEQ| host modeJ} Raw TCP && 2tz &AFE
= o

=
dee ds Sofl ZEN &5 = gsUth

=] 28 EZEE Z:2I6tH, Java Applet ZOI
LIEHLIA &1, Ar2Xte O EZEO 5601 o 228 Maol AEX ID & HlY HSE
geotcte REFS 2 LI 252 &2 32, AASks 8 Aldg ZE, 83 ZE E=
018 EXI2 Aleld ZEW &8 = USLICH Java Applet 2| EIOIE Hi= telnet L=
SSHS| & &AM, ZE BSQ ZE EOISW 22 25 2E0sULL & ofcHe HES2 ¢HZ
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JAVA Telnet Applet - Microsoft Internet Explor

Telnet [ rver name on port 1]

Trying 192.168.19.1 7001 ...

for port menu.

Is _ Local echo | Connect | Disconnect SendBreak

Close

& 4-28. JTAtelnet J =R

i SSH User Authentica x|
S5H Authorization required

User name admin

Passwori R,

|Java &pplet Window

Close

&8 4-29.JTASSH &L=

88



VTSIt SSH HA 12 X2 Xl 0R= ARCE Z2IoMYC| SSH V1 &5
ARCIEl ZT2MY &X). Java AppletS 0/E6I0d SSHZ HZE [ AIS
MB &S| Web applet option &=0A &&E&LICH (3.8 & AH &3 &X).

oo

A EELICHL 9.7
F= SSH HIES

£t1: SSH &) 7|2 §5& AIEXE Java Applet 0/ SSH &1 7] 21E52 HEoIA &I 20

g ol ZE0 &£ +~ A

Aelgd ZE/AA ZES M MO st & JIsS HMBELICH P(power control) S0l U

on/off AEH HAl OI0I22 Z25tH, AIEX= Aldlg ZE/RA ZEQS MAMOK(Serial port

power control)ote HOIXIZ OlSE %= A1 1 HOIXONA ZEZENH HZBE I HIS
=

el = UASLICH VTISH FOtE Ie AESHE 22 = U= 1Y HESH 22l (Power

i

= & LIC M(power Management) 0 HEAIE
orol22 Z2&olH, Ie AEZe] 22l HOIXZ 0lsSold Ie HEEHE HOUE £ USLICH
=

AtAlet LHEE2 6.3.4 MY ZHEEZ 2l - AlelE ZEE HE = FX0HAID| HHELICH

£t Alelg HZ HoIXIdle &M ZES J= Ao st FE2S HAELIO TESs
MEXS =@ &5), ZE AMEXL Ot0ICI(User &=) ¥ EZE ASAIt A& F=4(Comments
)2 ZTEYZ HAIELIC

Alelg EZE A& HOIXI0 HAIZ=s O M& AMSX 20 8 HZ2 2 AMESHS2
CIAEES oy =& UL, AIZX HEBE ZHZE Y =% USLICHL Y AlelE ZEQ
[# of User] &== Z2&otH 18 430 2921 =0 A2l ZE AMEX 2IAE 3HHO0| LHE
eLICEH

Ol 3tHO AIEX clAE e HZE EIotdds AFZ2ASS H3IE = Kill HES =29 g
MNEXSS HZ2 2N2 =2 = USLT

3 Serial port users logged on list = Microsoft Internat Explarer

Serial port users logged on list - 1 : server name on

port 1
[ Terminal User 1D
ttyCO admin
Kill . Reload Close

L'

=
78 430, 270 50/ A2l EE MNEX 2AE
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VTSE & QIHHOIAN ZIQIGHA &0 &HE Al2lg ZE, 83 ZE = &d018 EX2 Al
cl2 ZEN &Zote & HOIXNE MIELC d2cRMe =4F0 S 200 YHotH Al
clg EEN AME HZots JTA WSS ZEs HOIXNZ OlsELIth

http:// <l P>/ connect. asp?p=<port nunber>

C =
Q4

http://<l P>/ connect.asp?t=<port title>

ne
H
Im

HIIM <IP>= VTS IP =4 = Z0Q 0|2 2I0I&LICh <port number>= Al2l
L

S, <port title>2 Al2lg ZEQ 0|2¢

= ZE 0|20 <porttitle>=2 EL &8st ZEZ HAE 4= UASLICH
8 4-312 2 4-32&= <port number>2t <port title>2 AE6I0 AE A2lg EZEZ HZEG=
HE E0ELICL

| meE BIE ¥y SHARL EUD ESUH) [ = ||
(| Z2(D) [ &7 htp//192,168,19. 1 /connect, asp?p=1 =] o= |[ez>

Telnet [ 1: server name on port 1 ] F

Trying 192.168.19.1 7001 ...

port menu.

Is || _Local echo || Connect. || Disconnect. H SendBreak |

H
7

HEE! de, mud.jta, fpplet started [ [ TEE

=l

& 4-31. Port numberZ A/2/E ZEQ &NE& HAZ
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t ; er | |
| mE DEE 2200 SARIE B0 =S Ea
[| =4 I@ hittp 1/ 192, 168,19, | /connect, aspt=server _v'_i oS il G

Telnet[ 1 : servername on port 1 ]

Trying 192.168.19.1 7001 ...

z for port menu,

|Is " _ Local echo || Connect || Disconnect SendBreak

|&] IHE5! de.mud.jta. Applet started =00

& 4-32. Porttitle £ A/2/E ZEQ && HAZ

User =S St 20| L0t AtEXt= SSH &3 Alelg &S 3ot Alelg ZE, A
EE = =d0IE X2 Alelg ZE0 HZ2g = AsUICH

<user > p=<port nunber >

C =
Q4

<user>:t=<port title>

cC
4

rr

<user>: <tcp port nunber>

OIIAM <port number>= ZE H35, <port title>2 ELEQ| 0|SLICH. AFEXt= <port number>2)
TE WS E Al ZEZ = XE 0|50 <port title>dt Lot ZEZ AZE = UASLICH
<tcp port number>= ZE HSLICH TCP ZE B1S I} <tcp port number>9! Al2|
EZEZ HAZE £ UASLICH O 4-330 08 4-342 2ISA0 A <port number>1t <port title>2
O0I23l0d SSH &A Alelg 22£2 Sot0d ZEN HZ6t= MYLICH 8 4-35= 2lsA0AM

<tcp port number>E 0|&5t0] SSH & Al2lg 2&2 Sol0 ZEW H&Z6t= olYLICh



18 4-33.SSH && A/2/g

T

£=2 &5 ZE A Z - port number

18 4-34.SSH & A2/ Z£E Sa&t ZE AZ - porttitle

& 4-35.SSH && Al2lg Z£S &5t ZE 2Z —tcp port number



5: Clustering & &

51 iR

VTS= Clustering JISsS ALE0t0 otLtel VISE Solf, hE 0 VTISSS Alelg ZESE &
=g = JUSLICH ALZ2 R otLESl OtAH VISE Soff =0 816HMtXISl Alelg EE(=48 ZE
*16 JHe =dl0/1E EX + UIAH &X/2 48 ZE)E FSE = JSLICH

Sd0lE X2 Al2lg ZE=z E256H)| fId VTIS= NAT(Network Address Translation)0fl J]8+&t
SE=22 ASELICHL HYE J|8te 2tetst IP forwarding 242 AME06IM, VISE @280/ |4
otl) WEHA etdsl 2 HEES MIELUICH el ALEXIL 8 &2 S BHEdtk= IP forward-

™, VTS= L2 HOlE MBSE £8F 2elg = AA ELIC

port2 &EE= OIOIE= =cl0l2 vTs 2 (IP =24
Ch. [MtetM, AFZXDF OtAE VTS OIA IP forwarding &8 Z&o =9, OtAEH VISE Sol =
diolE VTS S0IH &= = AA FLICH =dI0IE VTS tl= FItEel 4
MEXIL OtAH VTS E ER0ot0 =dI0IE VTS 2 Al2lg ZEN &= AMTshn M2l
ACH S22 8N ArZXte S

- AL BFRHL IP F

- OFAH VTS 9 IP =2:192.168.0.2

- =dioIE VTS o IP =4:192.168.0.3.

- DOFtAH VTSS TCP ZE 6033 & =dIOIE VTS 2 Al2ld ZE 1 (TCP ZE, 6001)E

fIoi =2 XI&E&LICL

8 512 0|48 A ot2l VTS Clustering JIs0ll The &S HES 20 SLICL

NAT:IP forwarding

From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:6033 To: 192.168.0.3:6001
User VTS VTS
Master Slave
192.168.0.100 192.168.0.2 192.168.0.3
From: 192.168.0.2:6033 From: 192.168.0.3:6001
To: 192.168.0.100:34567 To: 192.168.0.2:45678

NAT:IP forwarding

18 5-1. VTS Clustering && W&

93



3

d0lA, OtAH VTSE

Users’ access over the VTS

> Master VTS: 211.112.67.34 (public IP)

- Master serial ports: 211.112.67.34: 6000~6031
- Slave 1 serial ports : 211.112.67.34:8000~8031
- Slave 2 serial ports: 211.112.67.34:9000~9031

Sofl =dlolE VTS Ol

HBote SEEE

- Remote

= ‘User PC

Lt

Master
192.168.1.101
(211.112.67.34) "=
Network
TCP ports TCP ports
6000~6031 6000~6031
Slave 1 Slave 2

192.168.1.102 192.168.1.103

Master's TCP port forwarding:
8000~8031, 9000~9031

Clusteri fi i
Master’s TCP port 8000~8031
9

Slave 1’s TCP port 6000~6031

Master’s TCP port 9000~9031
9

Slave 2’s TCP port 6000~6031

18/ 5-2. VTS Clustering 0 A/

5.2 Clustering &%

Clustering Jls2 &&3dlJ| floi M= Authentication mode2t Update master on changesE Xl 2
st BE 432 O0tAH XA otH ELUICH Authentication mode= AFEXDF OtAH HXIE
Soll 208 BXIQ ZEZ AZE [ Ol 1 EZEZQ| Authentication modeJt Localz && &
o A2 M, AFBX 2152 OtAH EXUAM X =d0IE EXNAM EXE ZFELICH Update
master on changes= =dl0I1E &XI2 &0 HEAZNH HEE F2 =d0IE X9 HE Atg
£ 0tAE EXI2 =diolE 320 s dag XN HRE Z&FELIOL VTISY Clustering mode

Jt Master2 A& Authentication mode&t

LICt.

MEXIL & VISE OtAHZ &&06H)0| AAdte &<, Clustering

HXE OlAHZ EF5tH OtAH HEF0 2= &8

modeE OtAEZ &HFS Clustering &8 3lHE 20 SLICH

2 480t0 HEGHH, 0tAH EXIE I8 Clustering &8 3tH0| EAIELICH
B HXE <& Clustering &8 HS 20 SLILC.

94

AZZXEI} Clustering modeE
18 5-4= 0OkA

&% SIHOAM Z&HOH0F ot=
3HHO| LIEtELICH. 18 5-32 Clustering
OFAH

Update master on changes &=S2 H|2435 &

cl,



VTS Series

dTIdECTTICTIL:
|| User : root ||
Clustering configuration
Network - - -
Clustering mode configuration
Serial port
Clustering mode |Master vl
Clustering i
il % Authentication mode @ ILDCEI| vl
Connection Update master on changes : IND vl

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright © 1998-2005 Sena Technologles, Inc. All rights reserved

Save to flash Save & apply | Cancel |

SENA

& 5-3. OfAE/Z VTS Clustering &&

VTS Series

MaTldSETTIETIL —
|| User : root ||
Clustering configuration
Network : : :
Clustering mode configuration
Serial port
Clustering mode : IMaster vl
Clustering ol i ==
Configuration Authentication mode
Connection Update master on changes : Mo =

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright (€ 1998-2005 Sena Tachnologies, Inc. Al rights reserved

Save to flashkl Save & apply | Cancel |

Clustering information

Unit Unit

Slave unit address Mo, of port Slave unit address Mo, of port

D D

i memmmesen o B e
2 D -
- F .
£ H i

T s .. 1 gesaseey o

jy  dmeemsn i ¢ wmmmssny =

[ - - (VR -

) [ - o -

& 5-4. OfAE VTS Clustering & &
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OIEE FJtotdl R, AHE Xt =dl0IE Bls = IP A4S SE6t0 FIHHQ 43S &
el Sl

= JAsLICH 08 5-5= =dlol2 EXE &80t A
=

s F3tHE S0SLICH 0 StHOAM =diol
X E enablez2 H&GHH, N&E =012 EXI0 e FItE &&= <ol IP forwarding
HOIE atH2e=z Ols&LItCh d8 5-62 =408 &EXIS Clustering &&= <€I8t IP forwarding

VTS Series |
MdTTag ETTTETTL N

|| User: root
Clustering configuration - Unit &
Network - - -
Basic configuration
Serial port
Enable/Disable this unit . IDisabIe vI
Clustering =
Configuration Save to flash I f 1
Connection

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

SENA
TECHNOLOGIES

Copyright (€ 1998-2005 Sena Technologles, Inc. All rights reserved

g 55 =d4/ole X het £

MEXt= =322 IP forwarding HOIES €38 =& U1 U522 =401 X9 Alelg
ZTE HFZ2 import & == USLICEH Port access menu & Al2lg ZEW &HH6H| {8 IP
forwarding HIOIS0| M3&LICL Source port= OtAH &EXIS TCP EZE HHSO0|M, Destination
Port= Sourceport ZEZ M&E&l= OOIEHI MEE =dI0IE EXI2 TCP ZE HSLICH

ZE forwarding HIOIEE U=22 &ZFolHdH =d0IE EXQ IP =2 L= 0o 0182
g

Im
02
HI
e

25t Ch3 [Auto Config) HES 22 &LICH OlAH EX= &di0l2 EXQ Alelg X

ANHs22 importol) 10 CHSH OFAEC AA HE HBE sz &AFELCH 08 572 A
s 28 4d = ZWUE 2HSULILC tAHE EXIF =sdi0IE2 2850 QD O XA
Console server LEZ SFE ZEO INS2Z FHOIA HEEH= HEE import StH ELICH AFS
Xt= Base titleS Z&5I0d £dI012 X2 XE EOIES 22Ho=2 HFE £ QUSLICH ot
©| Base port HSE &35t 10l WekA Source port HS L= Destination port HSE & &G}
CE NEE =& ASLICHL & QHHOIA= =dl0lE HEXE £F6t= & AUHHIOIAZ HAL
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= ¥3AE HMS3ELICL Connect to slave unit to change configuration 22| Protocol2 &&8&
OZM, £di0I1E EXE EFoles & QHHOIAZ HEE [ AIESE ZZ2EZS HEHE = US
LICH.

&1l: Source port B1S&= OIAE9 Al2lg EES JIES HF N S=LTS ST OHA Z0HoF

giLICt. =5 & &R, Clustering /50 U248 &EfIF ELICK

Clustering configuration - Unit &

Basic configuration << Basic

EnahblefDisable this unit : IEnabIe vl
Slave unit address I Auto Configure |
Mo, of port Iﬂ,a vI

Slave authentication mode : ILDI:aI vI set Authenticatian |
Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port Destination port Protocol

S e N e (7

Port access menu configuration

Enahle Source port  Destination port Protocol
m [ & =

Individual port configuration

FPort Enable ; Source Destination
" r Title —_— - Protocol
1 C [ [ [ [ M/ =]
2 r [ | [ [ M4 ]
3 i | | | /A =
4 O | | | [N/A [
s | | NS
46 I [ [ [ [N/ = |
a7 | | [Nea
48 IO | | | [N/ =l
Base title ; | Set
Base source port | Set
Base destination port | Set
Save to flash Save & apply | Cancel |

J& 5-6. £4/0/2 &x/2 Clustering &&=2 &t IP forwarding £/ 0/E
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Clustering configuration - Unit A

Basic configuration << Basic

Enable/Disable this unit
Slave unit address .
Mo, of port

Slave authentication mode

[

Auto Configure V\[\Tl

et suthentication |

-

Mo Set lUpdate kMaster |

Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing

Update master on changes :

Enable Source port Destination port Protocol
v |?1-t19 a0 |HTTF' j
Port access menu configuration
Enable Source port  Destination port Protocol
I |?1 oo 7000 Telnet j
Individual port configuration

FPort Enable TH Source Destination Brotgcal
" r itle —_— - rotoco

1 I3 |Slave nit 21 |?ID1 |?DD1 |Te|net |
2 W |Slave nit #2 |?IDZ |?DE|2 |Te|net |
3 I~ |Slave Unit #3 |?IDS |?DDS |Te|net 4
4 73 |Slave nit #4 |?IDd |?DEI-'1 |Te|net =]
12 I |Slave nit #13 |?I13 |?DIS |Te|net j
14 v |Slave it #14 |?I1£1 |?E|Id |Te|net j
15 ™ |Slave nit #15 |?I15 |?DIE |Te|net j
16 v |Slave LInit #16 |?I1E |?EIIE |Te|net j
Base title : | et
Base source port | Set
Base destination port | et

Save to flash | Save & apply | Cancel |

& 57.VTS A}& Clustering && Z1f
HF ZzHAIF Ast 32, 2F UHAIXIOF LIEFELICH JtE dEtE0l 2= 2
4 3 EE HERD SHOl. UWERD £F0l 22 FL)ULICH
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Microsoft Internet Explorer

&uto configuration falled, The clustering slave unit was not faund, Currant configuration was not

chanaed,

J& 5-8.VTS Clustering && 2&F HAIX

=018 EXIQ ZE HEI HEGHH HEE
CHet Custering d82 2320t
1% 59= Clustering 882 XN

Clustering configuration - Unit A

A=A

dotl) HEs 2UE 2HsLILH

solslMAI. J8 OS sdlole
MBI AR,

E=

fIoi [Save to flash] ¥ [Apply changes] HHES

Basic configuration << Basic
Enable/Disable this unit Im
Slave unit address ; W Auto Configure |
Mo, of port m
Slave authentication mode m Set Authentication |
Update master on changes : Mo - Set Update Master |
Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port Destination port Protocol
i W a0 [HTTP =] [Connect to slave unit]
Port access menu configuration
Enahle Source port  Destination port Protocol
3 [Fioo— 7000 Telnet =]
Individual port configuration
Port Enable ; Source Destination
@ r Title — - Protocol
1 4 |Slave Init #1 |?ID1 |?DEI1 |Te|net =|
2 4 |Slave Unit #2 |?II32 |?DDZ |Te|net |
3 I3 |Slave nit #3 |?IDS |?DE|3 |Te|net =|
4 I |Slave Unit #4 |?II34 |?I304 |Te|net |
13 ¥ |Slave nit #13 |?I13 |?DIS |Te|net |
14 W |Slave nit #14 |?I1£1 |?E|Id |Te|net j
15 i |Slave it #15 |?I15 |?DIE |Te|net |
16 7 |Slave nit #16 |?I1E |?EIIE |Te|net j
Base title | et
Base source port | Set
Base destination port | et
Save to flash || Cancel |
J& 59. H& &H& = VTSclustering &&




Slave authentication modeE & &6l Set Authentication HES SO =2M, AMIEXts =4

0lE EXICl clustering authentication modeE H&E = USLICH Update master on changes £

x

EiSt1) Set Update Master HES 22i6tH =dl0IE & X2 Update master on changes

HZEE £ USLICE [Connect to slave unit] 2t= @35 26H AIEX= 4018 &XI2 &

dg2 HIEE £ s &dI0IE EFXIQ & CHHOoIAZ 0ISE & USLICH &d0l1E HX2 4

d2 HEs = AMEXE Auto Configure HES 2g5t0 =401 &Xo HEE 82 Ota
PN

Clustering 80| 212%™, At&Xt= 0l= B2l [Clustering — Connection] 0l = == &&4
=diolE EXES2 ZEN o2&ES Mg = USLICH 8 5-102 Clustering && 3tHE
=LICH. AFEXt= Clustering - Connection 2tHOA =dI0IE X2 HS L= IP F4AE

0 £d1018 &XIQ ZE HE oz 0|sE £ UASLICE 0 SHHUA =dI0]
Hd Jisst Alelg ZEJH HAIELICH

Ex
o oo
9 R

lif

a
_o
fin

VTS Series -
MATIaSCITIETIL -

|| User : root

Network Clustering unit information

Serial port Unit# Slave unit address Mo, of port Unit# Slave unit address Mo, of port

C(':USt:ri"g . A 192.168.19.% 16 B oo -
Comes e - 8 -

B omeeeee == S -

Power controller G e _ H o e N

PC card S - I, —

System status & log Ko oo = L =

System administration W2 ssmssesmtenss &z L -

System statistics

Apply changes

Login as a different user
Logout

Reboat

SENA

Copyright (€) 1998-2005 Sena Technologles, Inc. Al rights reserved

72/ 5-10. VTS Clustering &Z H0/X] — 40|18 &2
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VTS Series =~
dTIaEETTIETIL -

|| User : root
Network Clustering port access menu conneckion
Serial port Port access menu
Clustering Clustering individual port connection
Configur_ation P C M Port# Title Pratocal  Source port Destination port
Eonnechion &1 Slave Unit #1 S5H 7101 7001
Power controller | A2 Slave Unit #2 Telnet 7102 7002
PC card A3 Slave Unit #3 Telnet 7103 7003
A4 Slave Unit #4 Telnet 7i04 7004
System status & log ] A5 Slave Unit #5 Telnet 7105 7005
System administration &6 Slave Unit #6 Telnet 7106 7006
L A7 Slave Unit #7 Telnet 7107 7007
System:statistics 58 Slave Unit #8 Telnet 7108 7008
A3 Slave Unit #9 Telnet 7109 7009
A10 Slave Unit #10 Telnet 7110 7010
&pply changes A11 Slave Unit #11 Telnet ot 7011
Login as a different user A12 Slave Unit #12 Telnet 7112 7012
£13 Slave Unit #13 Telnet 7113 7013
Logout 514 Slave Unit #14 Telnet 7114 7014
Rehoaot A15 Slave Unit #15 Telnet ik 7015
A16 Slave Unit #16 Telnet 7116 7016

SENA

Copyright (€ 1998-2005 Sena Technologies, Inc. Al rights reserved

72/ 5-11. VTS Clustering &Z H0/X] — =d/0/1E2 & X/

g 5112 =diolE EX0A AFE Jisgt BE Al ZEE HAlote stHYLICH Ol=
Serial Port — Connection2| Al2lg EZE HZ U SAIGHH SEELICH ARt H&Eotele LZEQ
C(Connect) 20l U= HOIE 010|122 2&iotH, ZE F X2 28t Java Applet 2 =1 LIEHL
H Z0, AHEX= £d0lE EXS dEte ZESE K £ USLICH Alelg ZE HZ HO|
XolE 018 X9 RLE HASH Iisst TES0| HAIELICH OtAEH EXIQ Alelg ZE T
= ¥23 ZEXYHYE =012 HXQ ZEW AZE £ UASLICL (4.5 Serial port & & X)

telnet L= SSH Zct

Destination port0l oH& &l

OlEsot =dlol2 X2 Aleld ZEN H=otdd

| Source port0fl &0t FLUICH

2
>
@
0z
Pl
1o
=
o
ne
Hl
Im
kA

A ZE AN 20|, vise & AHHOIAN QoA &
S

0 AE =do O 20t= & HOIXE XMZ0otd, SSH &2 Alelg 2=
= Sot0 =diolE X2 Alelg ZEN HZots Y- T MIBELICH (4.5 Serial port H& &
x)

8 5-12= JavaApplet @=2=2 =d012 X2 Alcl€ X0 HZHS W2 SFHYLICH

101



AVA Telnet Applet - Microsoft Internet Explo

Telnet [ Unit A - port #7 ]

Trying 192.168.19.1 7107 ...

Welcome to

PORT - Unit #7
00 Login @ admin

- part menu.

Is _ Local echo ‘ Connect | Disconnect SendBreak

Close |

18 512. =4/0/12 X2 Alc|g ZEW FZ
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6: Power Controller

6.1 R
SENA PM Al2lZ%, Baytech RPC Al2lX 22 It AEEHE VTSSOl FJtotl £3st] MHE
= ASUICH AFESXOF VTISOl e 2ESHE FItotld VvIs2 Alel2 ZEN HZEE HAE

ote AEEHO ot3H 2D Y F 09l HEEH & F(power controller configuration)
SHHOILE Alelg ZE &3F2| power control configuration SHHONIA 1Hd2 E883E = USLICH
Ha o

power control configuration0ll CHSt XtAISH LHEE 4.3.13 Power control configuration 2=

FROHAAIL. AIEXts I HEZE2 22l (power controller management) 3tHOILE Al2l €
=

1]

ZE HZ FHHM 0S8 &= U= serial port power control SHNM MOHE 5= USLICH

VTSOl I HEEZEY JIse S22 AIZXIF VIS A2lg ZEN HZE HXo da 228
Z0IotH ot= HYLICH AMEX=sE HXE HD HLD MREHE = U2 E0b otLler I
HEEHS MHE ZAME =& USLICH €83 L= ZA =52 I HESHY SFUl Met
Cl X

ek & LICH

Il

K&ol= It9 AEEH
- SENAPM Al2l =
- Baytech RPC Al2|=

EXs It AESAHE VTISOH Ot [ Moty Ite AESH2 otz =, 018% ZE
= =S

ot Otxzsls S8 EXU VTS Alelg Z

Im
=
e

rﬂ
2
>
ooy
=]
40
rh!
Im
i
[v8
10
=}
0
v
o
<
_|
w

& 2| power control configuration 3t

o HAALUL=E 48 = AUSLICH
6.2.1 power controller It / HI

HiHtOIA Power controller - Configuration Hi=&=2 &&i6t

controller configuration)at® 0l HEAIELICH (dg 61 It¥ ZHE

controller 220N OIY AES2AIt HZE O Us TEQY IIY AESB2 HIAE M52
@ RUo E4E Hes B Add r

SENAPMS d=20l= E2HZ=
HEEHIH FOtELICH It AESHIL FIte

e
E
10
v
Im
My
o

0

C

X

>
ol
|’ (m]
=]

AMNEX= OIIA =IOt I ZHESdS 22 £3g += UsLItL
At =S SH0ol0 It| HESHE NI =
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VTS Series :
paragement. N

|| User : root || " ;
Poweer controller configuration

Network

Add power controller

Serial port Port « m
Clustering Manufacturer ; SEN& P =

Power controller The number of cascaded units II vl

Configuration Q

Management Add controller |
PC card Power controllers
System status & log Port# Manufacturer Title Outlets Action
System administration 16 Baytech Baytech on Port 16 a Remaove |

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright (© 1998-2005 Sena Technelogies, Lnc. All rights reserved

Jg 6-1. It¥ 2ZESES £F

g
:

6.2.2 ¥ HE={ HE — Power controller &

o HAEEHI IO HU O HEEH &3 SH(OE 6-1 Ii9 HEEH 88 FEX)UHA
Power controllers 222 IIY AEE clAEN U=z IIY AEEHI M8 H, IR HESEH
A& Power controller (18 6-2 II¥ ZHEZ && - power controller & Z&ZX) 3tHO0|

HAIELICH

e

Power controller configuration - Baytech on Port 16

Povier controller

Manufacturer |Elaytech ""I
Outlets |E| -rI

Title ¢ IBaytech on Port 16

Save to flash | Save & apply | 'Gans_el|

Alarms & thresholds
outlets

Jg 6-2. It ZEZ2 &Z& - power controller &
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6.2.3 II¥Y HE={ HE — Alarms & thresholds &

It ZHESE B tH(OE 6-1 9 AESZ BE & X)0AM Power controllers 22| It

AEEd clAENAN M9 HAESHE HE8E = MY HESH RS £F HHUHAM Alarms &
thresholds B8= & =HotH I AES2 & B3I HEEZ 23 -

6
S22 It ZEE2 SF0

U

Fl
=
[
c
Q
2 H

alarms & thresholds & & =)0|

et &etd = USLICH

Power controller configuration - Baytech on Port 16

Power controller
Alarms & thresholds

Alarm threshold ISU-U amps (maximum value)

Temperature threshald |32.E| & ep O oop

I send email alert{ 7 on alarm threshold T On temperature threshold )
To: |

[T send SMMP trap { ™ On alarm threshaold T On temperature threshold )
Use global SNMP configuration : [Disakle =

Trap receiver sethings

IP Address Cormrnnity Yersion
I[l_[l,[:_[! IpuL',:Iiz: |\,'I -I
|E|.|Z|.L'i|j! |pubilic vl B
Bavetnflash | Save &apply | Cancel |

outlets

&8 6-3. I} HEEH && —alarms & thresholds &/

It HEE 22 Jls €82 <8 MtetllfHeE st ZsLUCk
Alarm threshold
Temperature threshold
Send email alert
Send SNMP trap

Alarm threshold

Ol met0lEel gt2 x=itole EFIF IR HEZSHHA 2XE O d2E LMSLICH 0 B2
0Ol SEotH ©™ Send email alert?t Send SNMP trap 220 &8 & 20 et 0lHY Z2E2L

SNMP Eg0| MEELICH

Temperature threshold

(== =]

oe HESd UWR2 250t 0l met0leHe gt =g i B=20t 4Lt o &
(=S

=
= BA
CYotH M Send email alert2t Send SNMP trap =0 &&& 20 e ol &
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SNMP Eg0| MEELICH

Send email alert
Send email alert: & LAl OIHYES ELX HREE & FELICH
On alarm threshold : II¥ HEZc2{9 &FRII alarm threshold g0l TE&3=S M OlHILS

FSESS-TN

52

On temperature threshold : I
M olHYsS 88 X HEE ZFELICH
L

To: OlliES &= =4S £

Send SNMP trap
Send SNMP trap : &2 2 A A

On alarm threshold : Tt
SAMAIZ X

NMP EgS ZHAIZX HEE ZFLICL

alarm threshold 2t0ll SE3MES [ SNMP EE#S

Jo
2 ™o
Im
/I

o
10
=
1

On temperature threshold : I}
[ SNMP E&S ZMAIZ Xl O
Use global SNMP configuration : UIESI3
s X HRE dFeLIth
Trap receiver settings : SNMP E& A& Zst 2 S50 st 422 220 2 3.2

SNMP £3F = oY AIL.

IUI
0
10
o
Z
<
T
E
X
=
x
2
=
N
Im
>
S
i
_>':
0t

6.2.4 It¥ HEEZH HE —Outlets &

I HEEYH HE FH(OAH 6-1 U9 HEEZ HE ZXI)0WIM Power controllers 22| It
HEEY 2IAENAM IR HESHE HE8st = IR HEEH SR &3 SHUAM Outlets B2
SEGHH IR HEEH o2 43 3™ (O 64 IR HEEZ &&F - outletss & & Z)0|
ZAEUCH
Power controller configuration - Baytech on Port 16
Power controller
alarms & thresholds
Outlets
Cutlet Paort Title
1 MNane Mane
2 None Mone
3 Mone Mone
4 Hone Mone
5 Mone Mone
] Nane Mone
7 Mare Maone
2 Hane Mone

18 6-4. I} ZEEZ &£& -outlets &
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MBS Ol2Y HSE 2260 02 £F 922 BE 45 YD, BHE 01RO HSS
22501 0I2 £ 222 OA 82 £5 YSUGL I8 65 ZHE 012 45 22s

Power controller configuration - Baytech on Port 16

Power controller
Alarms & thresholds
Outlets
Cutlet Paort Title
{}_") MNane Mane
Serial port |Nane '—I
Outlet title |Mone
Useraccess control
User Power access Action
SoEVeryones> 2
I 7 Add
Save fo flash Save &apply | Cancel |
Z Mone Mone
3 Hone Mone
g MHone Mone
5] Mane Mone
] Mane Mane
7 Mane Mane
B Mane Mone

g 6-5. II¥ ZEEH £ - 0l &F

or=gl 8= 8 mtetlld= O30 ZsLICH
Serial port
Outlet title

User access control

Serial port

VTSS Al2lg ZEN HZ& HHI0 S MIots e AESHS OtRSS HAIELILHL

None2 0| O30l VTS Al2l€ ZEN HZ& B0t otH OE FbBl0 HZE/yAT= RS 2

OIELICH VTSS Al2lg EZE B3It 8FEUCHH, outlet title2 AlelZ ZE HEHO ELE EIOIE

o2 HAHT ], Power AFE X 823 &t (user access contro)2 Al2lg ZE A& M8 &
U =l (O™

=
2#st A& (User access control & &8)2 2 Xl T 0 d¥s2 HAEE =
o

6-6 Il ZHES €3 - Alclg E

Im
2

v

x
02
0
s

Outlet title

Ol I2t0IEH= Ot = RAMGH=E OISYLICH AL OtslES & EGHLE 22g W, Ol
§=52 MEAS0| 0t23s A2 = UATSE LICH Serial port &=50| A2lE ZE HSZ
HdE3EH 0] =2 HE SIOtsotAl EH 1, Al ZEQ EO0IEZ &F3E1 Aelg ZE £F39
Port title HA&3IHCZ 0lsE = U= AZ0| H3ELICL (A2 66 I HEEH &£F
Alelg ZEQ g2 ot2s 28 FX)
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User access control

AEXIE 0l Or2elol E23EH0l U= HRE
MEBX=E Al2ld ZE HZA stH(refer to 6.3.4
connection)fl Al M3 AHE ZAE = UL

22| — Outlets &

control &t24(6.3.5 I

ot=2gE HMUE = USLICH
X~

HAEH,

= T
HX) = AlelE
=

<<Everyone>> &IZAEH0| User
ANEXE H2lst
2 LI

Serial port &=

259

Ol Al2lg ZE BS2 835

MX™ O
=2 o —

User access control
User access control 8822 0ls& = U=

Aelg ZE o2& otzs! €8 &

P 4

Sgd gLt
R AEEd 7R

4,1
HE (& 3iEe

access control

H 0 &
Power &2dste] 882
=3 ==

Power controller configuration - Baytech on Port 16

AEXIL Power 2 &S

HEOl SIotsotAl =1, Alel
A

CHAIE LI CH.

JHXIE

Power controller unit management - Serial port
22| 2tH(6.3.3 I HEEH
P S0IM HEL

2% 2tel — Serial port power control ZX)HA O HEEY

= serial port power

Power controllgr
Alarms & thresholds
Outlets
Outlet Port Title
1 1 sarver name on port 1
Serial port | |1 vi
Mave fo serial port configuration tochange fithe] ar fnower access]
Outlet title |H|°| marme on port |
ser access control |
User Power access Action
soEvarone=> =
| i A
‘Save to flash Save & apply Cancel |
2 Hone Mone
3 Mone Mone
4 Mone Mone
i Morie Mone
& Hone Mone
7 Mone Mone
a Mone Mone
I8 66. DI HES SF - A2/ BEN o128 012 ST
6.25 Alclg 2E HEH2 power control 438 EH&
power control configuration 3tH2 serial port &S| StULICH WY AEZIt VTSH
FIOEH, 28 LEQ| Al2lg ZE &AF0l= Power control configuration 80| FJt&LICH (4.3.13

Power control && & X).
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O =tE2 VTSS Alcdlg ZEN 2= FHIE Ie HES2 OFxH HZ2E

= U0 HZE

LG
50

$0
H o H
T 1

ANEXE IIY HESH2 OIS M9 AEEZ 22l W, A2l ZE HZ sHN Al2ld
IE StHOM HSSl= serial port power control SFHOIAM 2FAl / 22l & LICE

6.3.1 Il HESH &2l - Y HESEH ClAE

Ol =Ht0I A Power controller - Management Bl =&=2S &&otH, IR AESH 22 sH(AE
6-7 IR HES 2el - IR HEEY 2IAE EHZX)0| EAIELICH VTISH =Otel It 2HEE
& 2IAEDJL HEAIELICH VTSSOl HZE Al2lg ZE $HS, MXEA, 08, ol i S 22

m
==
J

oY HEEe22 FEIF LELD, TI) AEEHO &MEE =
[Connected]01 ™, IR ZHEZS Aclg ZE BSLt 018
(@]

cl ez 0Ise = UAsUh

VTS Series —
dTIdBETITETIL: -

SLICH Ity AESH &
dEHGHY IR AEE2 FHE

1]

|| User: root
Power controller management
Network Power controller
Serial port Port# Manufacturer Title Outlets Status
Clustering 16 Baytech Baytech on Port 16 =] Connected

Power controller
Configuration
Management

s

System status & log

PC card

System administration

System statistics

Apply changes

Login as a different user
Logout

Reboaot

SENA
TECHNOLOGIES

Copyright (© 1998-2005 Sena Tachnologies, Inc. All rights reserved

Jg 67. It¥ 2EZEZ &2 - I8 2EZEZ C/IAE
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6.3.2 II¥ HEE S 22l — Power controller &
I HES 22 tHAY 6-7 IR HEEH 22 - IR HEEH 2lAE)Q I HEE
CIAENMN IR HEEHE HEGHH WY HES 222 It| HEEH "3 (A 6-8 It
| HEEH Y &2l — power controller & E#X)2 & £ USLICH 0 HE Alelg ZE A
Z 3HS M S0l Y= 0t0IEZE 2ot 82 =5 USUITH
I HEEHC HEBe Aot ZEAIELICE Clear HES 2% 06l [Max current detected] S 1 &
2 MeEd & = ASLICH I HEEH SF0 et EAIZ = 01 Eetd = UASLICH
Power controller management - Baytech on Port 16
Power controller
Model | Baytech Remote Power Contraller
Alarm threshold 30.0 amps
Temperature ; 28.0°F (B2.4°C)
Circuit breaker Good
Average power | 0wy atts
Apparent power | 0wy atts
RMS woltage | 212.7 yolts
RMS current | 0.1 amps
Max current detected @ 0.2 amps i:lEElFI
Dutlets
Jg 6-8. It¥ ZEZEZXH 7% 22/ —power controller &
6.3.3 II¥ HEE FR &2l —Outlets &
o HEE 22 (A8 67 IIY HEE 22 - WY HEEH 2AE FX) stHO It
HEEH 2IAENHM LY HESHE HEsH e IR HEEH RS 22 stHUA
Outlets Bi2 M5t IR HEEH Y 222 Outlets & SHAY 69 IIY HEEH &Y
22|l —outlets & EFX)H &2 = JUSLICH

Power controller management - Baytech on Port 16

Power controller
Outlets
Dutlet Fart Title
QFF 1 1 seryvar name onport 1
OFF 2 1 server name on port 1
JFF 3 Mone §[=lg]=
O 4 Mane MNane
N =] Mane Nane
QM 5] Mane Mone
QN 7 Mane MNaone
] g Mane MNane
g 6-9. It¥ ZEEZH RX 22/ - outlets &
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0l 3HMl= OFR0lI HEATW U= Alelg ZE BHS, OIR8 0IESH 22 Iig HEEY
Ot HZ2Qt Ot AE I HEAIELICH Ot HZ2E FHHIol MRS &2g = Us
ot 2tel 225 HSELICH ARt 0 220U A ZHIE HLD HAHAUL HREE S = JUSLICH
Ot=2clle] S E 26t oy Ot=sel o= &2l 222 EXAHU &= = YSLIch I
6-100| Ot=2 Zel =20 ™A stHLYLICH
Power controller management - Baytech on Port 16
Power controller
Outlets
Outlet Port Title
OFF lit') 1 seryer name onport 1
Control power on all outlets named server name on port 1
Fower an L ETH G Bt
OFF 2 1 server name on port 1
OFF H Mone MNone
oM 4 Hone None
iy 5 MHone MNone
QN B Mane MNaone
O 7 Mane MNane
N a Mane Nane
g 6-10. It¥ ZEEZH RX 22l - ot=2d 22l
Al ZE ZHI0 SO 0142 0t=s0] H&E &<, [Control power on all outlets named ...] Xl
AYAE MASHLD [Power on] HES 2olH O0F230| HAE Al2lg ZEQ HH|N MNIAS 3
2ol 2E O3S SHHEHON 2 %= USLICH &, 0leist d2, 8RS NI MREEE &E=R
2= Otz A0l HAXNAHALE MEEELUICH

6.3.4 II7 HESE |FRA 22l - Al2lg LE A&

Ol =Ht0I A Serial port - Connection il &3S MEGHA LI2E Al2lg ZE H3& 3H (O
6-11 e HEE RA 2el - Aelg ZE A FNUAME 9 HESH &M MEE
stolgt = USLICH I HESH | 22l 320l Ot2eel 2F0A 9 HESHS HHE
HAISHOHH, Al2lY ZE A& SHNME VIS Al2lg ZE FU|o M3 AEHE HAIELIC

It AESe S AEHE HAIE 2B OtLieh AFZXS0l Alelg ZEQ MRS ZAlIctl HHE
+= U= serial port power control StHCLZ 0l=sE =+ U= AT HMSELICL HA0 HE (=M
OL0I2) £= MNE(HMOI0IT) AEHY ZR0S P 22 AHEAl OIS 2ot MEXU=
serial port power controlatHEZ Ol=sE = USLICH HOI(ZFMOI0I2) MY dR0=e HEE

= g sLIth
bR AESI gEE A2 ZE= M 20l o9 HESH | 2 822 0lsEg =
LICH

= OOI20l EAIELICH Alelg ZE BisSe BOIEE 1 SIHCeZ HAEE

=

$0



Serial port connection

Port aocess meny conneckion
Fort access menu connection
Individual port connection
P C M Port# Tithe # of User Comments
= 1 servername on port 1 ] < Mot used =
2 PortTitle #2 u] < Mot used =
3 Port Title #3 0 < Mot used =
4 PortTitle #4 i < Mot used =
5 PortTitle #5 0 < Mot used =
) 6 Port Title #6 u] = Mot used =
7 FPortTitle #7 o < Mot used =
=l 2  PortTitle #8 0 = Mot used =
o PortTitle #0 0 < Mot used =
10 Port Title #10 0 < Mot used =
= 11 Port Title #11 o < Mot used =
12 Port Title #12 0 < Not used =
=1 13 PortTitle #13 0 = Mot used =
14 PortTite #14 0 < Mot used =
= 15 Port Title #15 o < Mot used =
[Bl 15 mBaytech on Port 16 8] < Power controller =

J8 6-11. It¥ ZEZEZ 7R &2 - Mg ZE HZ

6.3.5 II& HEEZ S &2l - Serial port power control

Aelg ZE o 2!
control 3tH (8 6-12 It? HESA
Ot=sl 22| 3130l MY HEZ2 2 O3S Mocts B, 0| 3tEE Alelg ZEN 2=

Zdlel 83 S HMOoict=0l AFSELICH

NE AEf HAl OlO|22 2= 0t™ serial port power

&/
S 22| — serial port power control &=X). It¢ HEEZ2

Serial port power control - 1 : server name on port 1

Power controllers
all outlets contralled by this port will be managed.

Port# Marnufacturer Title Qutlet Status
16 Baytech Baytech on Port 16 1 OFF
2 OFF
Fower on | [EEwEr mfi | et |

g 6-12. It ZEEZ RX 22| - serial port power control

ZH|o MY NS =0

!

LICE O 2tEHUIAM HHI2l 83 HD HAHLE HEEE = JASLICH Al2lE ZE Fdlol
0

ot
"

o
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7: PC JIE &34

VTSE JIs R94 & &#¥4ds ol PC JI= == HM3otd JUsUL. US 49tK RE2
PC Jt&E20t XIZELICH
- LAN Jt&
- & LAN 3t&
- BE Je
- ATAJ/IDE fixed disk card
MEXI=E LAN £= & LAN JIEE 0I&6tH £ UE UESRZA 222 Soi VISt 85 =
A2, ATA/IDE fixed disk cardE OIEaH AlAE L Al2lgd EZE 21 OOIHE MEE =+
USLICHL B HEE AESE2ZM 2 SEN HBot= Alelg ZE 810l vTsHl 22l (out-
of-band) == & =% USLICL
PC card configuration
Currently configured PC card
Card type Mone
PC card servioe
Configure the detected card il ellez) e Kl
Detacted PC card
Card type Metwork Card
. Linksys EtherFast 10/100 Integrated PC Card
(PCM100) YVer 1.0
Mew PC card is detected.
Save to flash | Save & annly | Can@ell
J8 7-1. =J/ PC FIE && U= 3t
PC JtE =2 AZolJ| ol ArZ2Xes OS2 HHE +==oi0oF &LICH
SH 1.PC JIEE PC JtE =50l & ELIC
St 2. PC 9t &3 Ul%2 Configure the detected card HES ME{ELICH
S 3. VISE JIEE dMot)| fol E241 M ZdI0l(plug & play) JIs2 AIEE H0IH,
A8 0w 2HO LEY AALULCL AMEBXeE 8 HEE sZHAIZII] e
mtetoIeE 88 = UsLICh
& 4. Saveto flash HHES ot €82 MEELICHL
Sl 5. Ol=2 [Apply changes]E AEol M2 &2 HEAZLICH
VTSIt PC JIEE Zddh=0l ZIHotH, T8 2F HAIXIDL LIEtE LICH
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Microsoft Internet Explorar

18 7-2. 22 I 2F HAIX
VTSIt XIZot= PC JtE 252 2 £8 B. VISt A/&ot= PC FlE B2 HXGHAUAL.

PC JIEE &EXl L& Mo ol MEX= ChSdt &2 SAHE +=3oloF &tLICh.
StH 1. [Stop Card service]2 &EHELICH.
CtHl 2. [Saveto flash]2 SEGIH HA At&tS
Sl 3. Ol=2 [Apply changes]E &E8iold HE Atgt2 HEESLICH

EH 4.PC JtE =XR222H PC JtEE HMAELICH

2 8 XNE OEX &0 sXFLZ2E PC FIEE MHHE IR AILEH I&9
2010 8 =& QUSLICH

7.1 LAN 3t &3&F

IO EXI6tH VvIs= 242 IP =48 2x/otH ELCH O, IP =As
0

PC card configuration

Currently configured PC card

Card type : MNetwork Card
Linksys EtherFast 10/100 Integrated PC Card

Maodel : (PCM100) Wer 1.0

Metwork configuration

IP mode : IDHCF' vI

IP address : [152.168.1.254
Subnet mask : | 255. 255, 285.0
Default gateway : |192.158.1.I

Prirmary DMS 168 126.63.1
Secondary DMS 168 .126.63.2

Feuse old IP at bootup time on DHCP failure : IDisabIe vl

PC card service

Eontauretie detected cahd | Stop card service |

Detected PC card
Card type : MNetwork Card
Linksys EtherFast 10100 Integrated PC Card
(PCM100) Wer 1.0
Card service is successfully configured. Save the PC card service configurations.

Model :

Save to flash Save & apply I Cancel |

J&g 7-3.PCLAN 7tE &&
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JtEDr A" =, PSS UERZD B0 S =ItEel WER D W2HiIeHESS 2800t
SutEd s&E&H Ut UWES3 IietolH 282 31. IP £F 0l XAlol &ZEEN
AUSLICH VTSIt X&ote PC It =52 =28 &5 B. VISJF I&o6l= PC JlE 2
HXotYAIL.

7.2 246 LAN JIE &3&F

£4& LAN JtEE PC JtE =X0l &XlotH VISE 22 IP =45 2%otH SLICH Ol IP
Fas PBEAN Red XS NHoH0F LI

PC card configuration

Currently configured PC card
Card type .
Maodel :

MNetwork configuration

Wireless Metwork Card
Cisco Systems 340 Series Wireless LAM
Adapter

IF mode Im

IP address : [152.166.1.254
Subnet mask : |255.255.255.D
Default gateway |192.158.I.1

Primary OMS
Secondary DMS

Reuse old IP at bootup time on DHCP failure

Wireless network card configuration

Disahkle -

S5ID
Use WEP key Disahkle -
WEP mode Encrypt =

WEP key length

WEP key string :

Confirm WEP key string :
PC card service

Configure the detected card |

Al bits =

T ¥

Stop card service

Detected PC card
Card type

Model :

Wirgless Metwork Card
Cisco Systems 340 Series Wireless LAM
&dapter

Card service is successfully configured. Save the PC card service configurations.

Save to flash Save & apply | Cancel |

18 7-4. PC 24 LAN 1= &&
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-

Jt=DF 2IAE =, IS XS UERD &30 2 =ItHel WERZD L20eHSS £&0tH0t
A

SHtE2 S&otll Ut UWERZ metlleel 282 3.1 IP £&F 0l XAlol Zg8&N
o

VTSE 24 LAN 832 <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent Privacy) 3|

J| |2 ELICH AtEXt= AP (Access Poin)E XI&ot)| ?lof SSIDE H#&& = JU2H Lt
encypted &£= shared2 WEP 25 &g = USLICH WEP J| 20l= BtEAl 40 £= 128
bit O40F & LICH 40-bit WEP 2101, MEXt= =c2lk 2&()01 A= 52 168+ DE MEE
SoH0F ELICH 128-bit WEP J|01H, 22X SE()0 A= 132 16&+ 2E HMEE
UAGIEE SLICH

HE =0, 128-bit WEP I SE=2 AEGSHI| <Io AHEXE G813 201 13049 168+ 2E
NEESE BtEAl 2&E6H0F ELICH

000F25E4C2000F25E4C2000F24

VTSIt XI&ots PC JtE =52 2dY% &8 B. VISJF A/&5f= PC FlE € HFXGHYAIL.

7.3 Serial modem Jt& & A

CE JIEE AMSE22ZN TS 20l HEotes Al2lg ZE gI0l A=A 222t 82
o =

Fot 2E Jt=DF NIEELICH VTSI XI& ot
[ —

g 22 “qle0s0=2"&ILICI. Ol=
@IZ 2 E(echo off mode)('e0) 12l XN=s 82 =2
two)(“s0=2"2] H&&H= 20IFLIC oY <

S LotYAIL.

2 25 (quiet mode)(‘ql), 02
Al 2(Auto Answer mode equaling

Athlet 2= 2 MH=gsS

oy
=
Im
=
=
re

Callback &=, Modem test &=} Alert &8 2 4.3.4 Host mode & 1 4.3.12 Alert £& 9| Dial-

in modem mode =2 FXoIAAI2L.
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PC card configuration

Currently configured PC card

Card type : Serial Modem Card
Model : Billionton W92 Fax Modem FMS&C-BFS 5.41

Serial Modem Card configuration

Init string : |q1eDsEl=2
EnablefDisable callback : Disahle =

Callback phone number :

EnablefDisable modem test : Disahle =

Il

Test phone number :

Test interval : every |24 hour(s]

[Email alert configuration]
Ernail alert for modem test Disable F

Title of email :

REecipient's email address ;

[SNMP trap configuration]

e

Modern test trap Dizahle &

Use global SMMP configuration Dizahle &=

Trap receiver settings :

IP &ddress Community Yersion
|EI.D.EI.EI |pub|ic vl |
|D.D.D.D |pub|i|: vl &

PC card service

Earfgure the detected cand | Stop card service |

Detected PC card
Card type : Serial Modem Card
Model : Billionton W92 Fax Modem FMS&C-BFS 5.41
Card service is successfully configured. Save the PC card service configurations.

Save to flash | Save & apply I Cancel |

18 75.PC A/2I1g€ Z2& JI= £F

7.4 ATA/IDE fixed disk card & &

ABIIE AAE 2 Al2I2 TE 212 ME5 96 PC ATAIDE fixed disk cardZ AM23H=G
Zos ®A HOIE 212 BISA 2F60F UL VISE AA NE 37) @ AT AR

sexe | = hesior sico s mles AME £ YsUC

AEHe mE o gedsiol JISE EoEE 4 UABSLICH VTISE CIAT IEQ EXT2 L VFAT
MY AlAEIS XISEHLIC

MEX= VTSS AlAE BFZ2 export ¥ import &2 2M, VTS &8 II2E2 & &= 51F
2 ASLIC
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PC card configuration

Currently configured PC card

Card type ATAMDE Fiked Disk Card
Miodel TOSHIBA THMCFOGHM AL
Size | G4 MEB

File system wfat

ATAJIDE Fized Disk Card confiouration

Total data size to he used (0~59 MB) | [EE]

Delete all files in ATA/IDE Fixed Disk Card @ Delete |

Farmat ATA/IDE Fized Disk Card ; [ExTz =] | Format |
PC card service

Canfigure the detesticd ke | Gtop card service: |

Detected PC card.
Card type : ATA/DE Fixed Disk Card
Model TOSHIBA THMCFOG4MAS
Card service is successfully configured. Save the PC card service configurations.

Save to flash | Save & apply | "Carlcell

12! 7-6. PC ATA/IDE fixed disk card & &
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8: AIAEN &Ef & =1

VTS= &El CIAZE20l 3H(Status Display Screen)2 Sl AAE AHQ =11 OOIHE
BHFH 22/E ol AFZELICL AIAE &EH OOIEH= 2E 018, Al2lg S, AW HE,
FEZH HE ¥ VISS UWERI €& S0| JUSLICE £8 VISE system logging JIsS Sl
NEE =FHOA email2 21 OIOIHE A=s22 HE6HH 282 = USLILCH

OII

8.1 AIAE! AEY

System information

Model Mo, . WTS3200_Device
Serial Mo, WTS3200-030100003
Fiw Rew, . wl,7.0rc2
B/L Wer. : w1.0.0
MaC address 00-01-95-04-12-24
Uptirme 20:10
Current time : 05/31/2005 14:47:24
System logaing @ Enable
Send systemn log by email @ Disahle
PC card type: MOME
PC card model : MOME

IP information
IP mode : STATIC
IP expiration : R I
IP address : 192,168,191
Subnetmask : 255.255.0.0
Gateway . 192.168.1.1
Receive/Transmit errors R I
Primary OMS 168.126.63.1
Secondary DMNS ¢ 168.126.63.2

B 81 AAE AE CIAZa 0/
8.2 NAER 27] &£F

VTS= system logging Jlsdt A28 27 Al ZA JIs2 HSELICL AF2Xes system
logging Z2AHIAE enable £= disable &EHJI T&F & = U= =0 OtLlct, AIAE 208
MEGHE AX L AAE 27 HIH 3JIE HEHE 4 JASLICH

Enable/disable system logging

System logging 7SS AIEE WCIXNE EFELICHL
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System log storage location
AMAE 2= VTS W2 OIR2l, PC IIE &R0 &2 & ATA/IDE fixed disk card £= NFS A

Hel X XS0 MEE = USUILCHL AIAE 21 O0IHE MESt=0 WS HZ2E AtZdt=
2%, 21 O0IH= VTSIt HE M AMELICL AIAE 22 OOIHE E&Eotedd, & /XS
ATA/IDE fixed disk card &£= NFS MBI 2 &&GIJHLE SYSLOG server2 M&ES & XFoH0F &LICH

SN 22tel HME AMESH| gt MetllHESsS £Foi0F LI

Ol #=&at)| 2ol AMEXt
X

= S =4
iAot HEol 435K H2 B2, AESke HEt=s HHE NE 342 238 + {IsLIh

System log to SYSLOG server
AAE =7 OOIHE NEE HE X2 sAl0 SYSLOG MHME HEE == JUSLICH

System log buffer size

0l OetbIeHeE 2AE = JUs A28 27 d0IeH2 =2 F2 LI HolH
ol L2 BIZ22IE M85t 832, A28 21 X 3Jl= 300 KbytesE =& £ SASLICH
£ UIO0IHE M&®3dII| <o ATA/IDE fixed disk cardE At&6t= 22, =HU HIH 2AJl=
20l et getE L

27 OI0IHE MEGHI| fIoH NFS MHE ME6t= 2%, =l HIH 20/= SSHLLICH AtE
= NFS MHE &350 AIAE 27 J|s0l HES| £

llJllll
>
03
Qi
S
4

W
In
0K

System log filename

Ol Itet0le = logging®le W2l 01§ E2ELICH CIZE £&2 logsYLIL

Automatic backup on mounting

System log storage location0| CF card £= NFS serverz &&&E Z00F d8& > UASLICH
Ol #&0| enableTl™ oY XM& 32t0] CIAl OIREE B2 211E N&ESt= M MYS LS

LI Ct.

Send system log by Email
VTS= Z&EA &2 22 AKX JH=Jt O0lcl XN&ES =XI0l 012 Z7] HOoIHE A=2=2
BUHEE £33 = USLICL MEBXE emals &3 |8t mtelOIHE BtEAl & &oHO0

= S ?
email2 &83&6t=0 228 27 iz, =FH2 email =4 S0 Z&E

o
-
o
=
=]
u
=)
@
=2

8 82= £3 2 AIAE 21 2| 3tHE BEWSLICL
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System logging

System logging :

System log filename

Send system log by Email &
Murnber of log messages to

System log storage location ¢
System log to SYSLOG server
System log buffer size (KB, 200 maz.)

Automatic backup on mounting

IEnabIe vl
|rv1ern|3r5.I vI
|Disab|e "I

&0

logs

IEnabIe vl
|Disab|e 'I

send a mail {1- |5

1007 ¢
System log recipient's mail address

Save to flash Save & apply | Cancel |

System log :

01-22-2000 07:53:45 = Boot up System Start -

01-22-2000 07:53:45 = Start with Static IP by 192.163.19.1

09-30-2005 17:18:54 = NTP - Yalid data from 211.115.194.21

09-30-2005 17:20:22 = User 'root’ logged on “console’

09-30-2005 17:20:29 = Web - LOCAL authentication for 'root’ passed,

03-30-2005 17:57:30 = sshd: Failed none for root from 192.165.19.10

09-30-2005 17:57:30 = sshd: Failed none for root from 192.165.19.10

09-30-2005 17:57:30 = sshd; Failed publickey for root from 192.165.19.10

09-30-2005 17:57:34 = sshd: Failed passwoard for root from 192.165.19.10

09-30-2005 17:57:35 = sshd; Failed password for root from 192.168.19.10

09-30-2005 17:57:37 = sshd; Accepted password for root from 192.,165.19.10

09-30-2005 17:57:37 = sshd: Accepted password for root from 192.165.19.10 LI
Clear Refresh | Wigw |

g 82. AlAE £ £F 2 27/

8.3 Users logged on list

MEX=E AAES S & WA ALEX &

=

Users logged on list

Username Terminal Login Date and Time From
root console May 28 17:06
admin thyC0 May 28 17:04 (192.168.0,32)
admin ey C1 May 22 17:07 (192.168.0.22)
J& 8-3. Mt 202 =55
Users logged on list= AIAEIN 201 8 AIRXE ol Chis2 828 20 SLICH

User name(AtE At 0| §)

Terminal type for the session (&0l CH&t & 0|

o=
d =&

)

Time connected (HZ & AlZ)

IP address of the remote host (22 SAEQ| IP F=2)

&1 22 Sl EFolE MEAE SF0 LIEHIX ZSLICL HTTPIHTTPS ZZ2E£E22 S
gt FZEE X2 0L L
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9: AIAE!

1=

c

VTS= 312 AtEX Z2ME RS 0120t OE JIsol te 85 Jisds 2celgLith.
=i

MNEX RE2| MIIX Y System admin, Port admin & User 2 Li= 4= USLICHL

System admin 12 VTS &2 210/8 = U= x5 Ast= ASLICH System admin
o@st Mst g0l VISE AME2E == US
USLICH

Port admin &8 Al2lg ZEQ IIf AESHY Ot £F g2 1 & = Us B
HEES RO, LIHAI VIS £F S22 S = U= S RSLICH £68H ZEN e 35
dEtE AsLIt

User JE2 VTS 32 +3& 4 Us S0l SASLICH User = VTS Al2lg ZEY =
L= port access menu Ol E=£6tJ] o & QEHMOIAL Aleld ZE AHA A E5g =
USLICHL It AEEHE 22lotd| 2ol & CIHHOIAS I HEZEH 2cl(Power controller
management) 3 0f 158 = AsLIT

VTSE AEX 218 Y- 2=Z Local 215 ZE 20 5 MHE OlEs &¥s XU
RADIUS, TACAS+, LDAPSH &2 & s YEs HFolH, viss && s AHOl
AENEDL HAAEE EUHAM A SES gLt ME=s &3 2501 2IHoHE Local
eSS ANlols = 1 BHHZ SHote s 208 2EHS AIZ2E = UsUt

ANEXt= VTS EXI 0 M2E AlIZH ST AMEXS] HAREES ZFotH, 882 MEStHLUL
NEeE 2832 OAl =2d = AsUCH L8 AI=ZXs & HmoIA, 3 25 2 Al

9.1 AFSXH 22

i
10
I
ol

VTSE 412 AEL 1822 MEXSS 2L VIS €8 & Al2lZ2 ZE tI1
Cl

flet Het2 AMEX A8 Wet TEU

® User: 2Bt XE AKX O

EJF AIUE J|s0l 830 UK 2LCHH, 0 IS0 ES S = Port §2ASH
S JIX RE MEXE Al2lY ZEN HE5E £+ US
- Aelg EZEJ AMUZE J|s0l &&3E 0 ACHH, 0l 2S00l =8t Port L= Monitor 823
st2 Jt& 2= ALZ2XsE AMelg ZEo 85g = ASLICHL

- 0 S0l =8 Power EZ2AEE It 2= AMEXE 0 Alelg ZEJ HZ& Otz

J



o MAS 2eldt)| st SH §FS5E = USLICH
&1
AlCIg ZEO SZ& THIS NEE MEBANES I52F #2828 = 2J o171 Fol [User
access control] J/&0/ HE& LICH
- 0] 8% AFEXFE port access menu O &8 = UASLICH
- 0 88 AEAE & O/HHO/AL Serial port HZ =% Itg HEEDH 22 HFE
AMEE = UASLICH
- 0l &89 AMEXE VIS && U= E£& CLl 0 &% = ASLICH
® Port admin: Serial port 22| A&
- Portadmin &2 User 820 =2 ASE Jt&ELICL
- Port admin 82 & CIHHIOIA £= AIAH Z2£ 52 Soil VIS 23 H= 85
& £ QUSLICE U, 0l J1&S Serial Port, Clustering ¥ It HEE 0t 2
g 24 M2A0IHSE HEE = UASLICHL 2] VTS AIAES £& NIctOIEHSS
HEot= dets 0l 82 AZXS0A MDA EsUC (0. WERK3 €3, PC 3t
S L AlAE 22)).
- 0l O30l Z&E ASX= CLl ol 852 &= 5L
® System admin : A|AE 22|X &
- System admin &2 Portadmin JE2C =2 Ast2 JrELICH
- System admin & & Q2 HHOIA = ANAY 252 Sl &8 0=l B850 Al
A8 2= ItDIEHSES =8 = USULL
- Systemadmin &2 CLI 0l &g &= U2H,CL 0lM HE&E= 23S shell programs
= =¥8g = USLICHL 0 OS2 CLI E Sol VIS &€& 2 port access menu 0 &=
g = UsUCL
® root: AIAEY #IH 22Xt
- root = Al2Ig€ ZEN HZE AIAHE 22k OAFE0H =2 HES JHE UL
- root = Linux CLI Ol Ot Mg 810l EEg = USLICL CLI € Sol Ar=Z A+ 22!, T
2= MM, =& % shellprogram =& S 2= JIs= Mg 801 ALEELICH
- root = & 8 FHOIMH, AtEX 0182 HEE = ASLICL
3 SotAle JlZ2 AIZX 018 ¢ HIE Bls= s &sLICh
AMAE A&H 2elXt
Logi n: root Passwor d: root
AAE 2el Xt
Logi n: admin Password: admin
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H 9-101 VTSOIA 2el&= MEXR I8

2 HEE= ALER

Jg9 Aes

H9-1. AEA 5 & HEt

8 root System admin Port admin User
Jl2 AL 018 Root admin - -
&3 J|=2 ClEHHO0lA CLI BIAE M - -
CLI CLI

CIEHIOIA 23

SSH 2 3| =S
CLI 8%
VTS &3
HAE Ky B

port access menu S|

=3

g Gul B4
ANIAE TH20IE B
AR TE0IE B

ALS X BIE /AR

BAE Ol
port access
menu
0]

0]

O

OO0OO0OO0 O

BAE M
port access
menu
0]

0]

O

OO0OO0OO0O O

BAE Ol
port access
menu
X
X

A **

A **

A **

port access
menu
X
X

&
1)

**

Port admin 75 & Serial port / Clustering

g £ UsL0 O 99 SFE 2F

*k%k

2)
User J&2 &

=
or =g =

USLICH

8 912 User J1&2 &clotdl <8t

al

QIHHIOIAS 3

I 2IEZe OtR3 JISH 2EiE SFo

ol2 750}

2l = & e

L& 5tHOAH 2Z Serial port / Clustering 9Z 2 If®

LICH.

HEZEZ

el e

User administration

User name : |user User group : |.-’-‘-.II group "I Search |
Currant local usars

& User name User group Shell

1 userl sar Fart access menu

Ma users3 User Port access menu

< Lserd Jzer Port access menu

4 LUsEers Usar Port access menu

s user? System admin CLI

Add | Edi | Remove |

g 9-1. AEAF 22/

AEX OIS, MEXL 18 L= & &= 258 ZHolW XS UEote AIESI2UES B4
USLICH ALEX 0|80l LHELRX LH Z2E AZXUE ZMELICH AFEX 01801 &



MEXE FII oteld, [Add) HES Z26t0 AR FIt g A & MEX 018, A8 ¢
HIY HSE s U3 [Add] HES SHEELICH. 08 922 MAEX FIt stHE BHSLICH
MZ2E ALEX HE S M4Aot)] fIof TS MWt0IeHES BES| 8&0t00F &Lt

AMEX 0IF (User Name)

AMEXt 1& (User Group): User, Port admin, System admin & &tLt

MEX HIZ #HS (User Password)

shell ZZ 18 (Shell program): CLI, Configuration menu, Port access menu = GfLt

SSH ZJH 3| 21=(SSH public key authentication): Enabled £= Disabled = oLt

SSH W& (SSH version): vl &= v2 & &tLt

SSH 2K I I (SSH public key file)
JI2Xde2=, SSHE Sofl VIS 28H QE5S 2= [, MEX 01§ & HIZ BsSE 0|=s8t
elIE2 = A0l JI20IL, AFEXH0l & SSH 34 18 VIS 0l 2 E36tH, SSH 220I¢E
T2 & 3 I LS AMSE2ZM, =22 VIS 28H oE5s &= = ASLIL
&t 17
AEIF FIf L= HBA AEFF 0|8 Z passworde= F L35 3+ 0/40/0{0F &HLICL 3XIF &I X
ZE IR0NE LEI 25t ELICL

User name |
Select group ¢ |L|ser 'vl
Password |

Confirm password |

Shell program |F'Dr1 access menuﬂ

SSH public key authentication |Disab|ed '-i

Select S5H Version

S3H public key file: [ ZEE7.. I
Add Cancell

18 9-2. APt F=ItoHI]

AMEXE MAHGHAE OSS ot AIL.
d AFZ2XNES M LICH
[=2

|2l MmMet0IHE #Eo

AEX A ofcA, ALSXH 22ISHUA AMEX 0SS H=otH AISKH #E
SHHES =, AMEXN FIHS YHOZ ALZA HEQ HetolHE HE & LICH
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9.2 HAHA 2IAE

JHE EZEZQ| User access contorl &8 Z0IatH dtJ| o HAHA 2IAE Jls2 XJELUCH
S WHA 2IAEN AIEXE F=zIiotld Y ZE AAOl User access
control &N HAHA SIAEE FIIGHH oY HAHA 2IAEN ZEE ZE AMEXL E2A

sig Ymmo=2 XFE 4 UBLLCH

HAHA CIAEE BHE

Access lists

# Access list name Action

1 griMonitorfceess Remove | Rername |

2 grPortbcpess Remove | Rename |
[Mew =] | o &ild

8 9-3. YHL CIAE — A CIAE 22

08 932 MAIA 2AEZ 2ol S BHSLIC. S=E WA A 2/AESO UL
UM A PAE S=2S o2l OS2 EXE HB2YAL.
1. MAA ZAE HIS
2. MAHIA 2lAE 0|2
3. [Add] HHES 22

010 S=E UHA AAES ZAGH M22 BAHA 2IAEES DISSE USLICHL SAF CHat o
HA ZIAEC ABX H2E SAELICH HHA 2AES SAGHY 129 EIHE B2AAIR
1 KA BIAE BISE ZA (4 BAIA 2AE HSE Me

([Add] HHEO| [Copy] HESZ HHE )
2. M2 Bt=HE WAA 2IAE 0|8 24
3. [Copy] HHE 2

HIA 2IAEE MAHE =& UL, [Rename] HES 2260 HAMIA
SLICL YHA 2IAEE HMIoloLE 0122 HIRUHE JHE ZE
==l 0 o

[Remove] HES 26t °
= U
ANEE BHA 2IAE

—
2IAEQ 0|8

O] User access control0fl Al g Ise dIHSHHLE OIE2 HHR Xl 2201 JH
HEEJ EMoHA L= HMHA CIAEE XS > UA2BZ F2IGHAID| HHELICE.

HMA CIAE OISS H8otH HAA CIAE MEL 22 FBELZ 0ISE = UsUICH
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Access lists

Access list name ; | 9rPortAccess |
# LIser name Action
1 admin Femove |
E root Femove |

I Add

& 9-4. YHA CIAE — AEX 22/

8 9-4= HAA 2IAES AAEXNE 22ots 3tHE EWSLICH HAA 2IAEN SEE ALE
A2 LEELD. AFZX 052 &=€otl [Add] HES 2=
[Remove] HES ZS&6t0 AEXE HMA CIAENM A

[Access list name] 2l AE SHANA [--- Access lists---] &=S2 HE6IH HAHA SIAE 22

a.
o]

2 015 & YD, U2 BAHA 2AAES HEGH0] UA|

== USLICL

[>
o
|>
Im
>
0l
=
B
u
for
Hu
o
on re
ot

9.3 ARE BE

8 952 HARE B8 stHES Z0HSLICHL S MMEX2 HARAEESE BFotad®, M A
FEE LHoL, M HAKES LEE = M HAFAES =lot)| ol &8 O M AR
2 =oHOF LT

Change password

Current usarname | roof

Enter current password |

Enter new password |

Confirm new password ¢ |

Submit | Cancel

g 9-5. IHARE #HH

>

2 XS Port access menu StHWA IHAKYESE BHAHE
25tH OleHet 22 stH0| EAIELICH ™ ety
C

Qs = M WARKES Y=ot &Qlot)| <o &8 O LHotE ARSI srE U

Port access menu0l|2t E2& %= U=
2:

%= QUASLICH Port access menuli|
o

ron
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[ VTS3200_Devi ce]

Port # Port Title Mode Port # Port Title Mode
1 Port Title #1 CS 2 Port Title #2 Cs
3 Port Title #3 CS 4 Port Title #4 CS
5 Port Title #5 Cs 6 Port Title #6 Cs
7 Port Title #7 (05 8 Port Title #8 CS
9 Port Title #9 CS 10 Port Title #10 (05}
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 (05 14 Port Title #14 (63
15 Port Title #15 (05 16 Port Title #16 (05
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 (05 22 Port Title #22 (05
23 Port Title #23 CS 24 Port Title #24 CS
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 (03 28 Port Title #28 (03
29 Port Title #29 (05 30 Port Title #30 (05}
31 Port Title #31 CS 32 Port Title #32 CS

Enter command ( 1-32 serial port, P passwd, S slave unit
R renote port, Qexit )

Enter new password : *****
Retype new password : ****x
Password was changed.

9.4 Xl 0|Z(Device name) &%

VTSS 22|E foll AXEe=z Y| 0182 43 = USLICH 08 96= X 018 €8 3
HALICH AFSXIF Device name= HASGHAH & VTS2 hostname 0 HALZAH T/ CLI A9

TETE & Ot 20| alE &= hostname @2 BHZH0| ELICH

~

Device name

Device name |¥TS3200_Device

Save toflash Save & apply Cancel I

r oot @/TS3200_Devi ce: ~#
Jg 9-6. &1 0/ & Z CLl

IS

27T =
===

VTS2l Device name &&0| 28 2X= 510 ZX £20 AZXIF Device name = Bl Xt
2 XN&EoH TH VTSSO hostname 2 VISS IP =42 XNs2=2 XIAO0| ELICH ESH Device

name 2 HelloDevice Manageret 22 22| ZZ BUHA Ul AES fdl AFSELICH

—/
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VTS= &M Em 2 AlF 228 I JUSLICH VvTISS Al & 238 432 WS tielal
S0 Sfof HHELICH AFESXte 18 9-700 LIEH Biet 201 &M EM L AlZE B3 +=

USLICH

Date and time
Use NTP @ IEnabIe vI

NTP server (0.0.0.0 for Auta) jo.o.0o
Date [mm/dd/yyyy] {05/30/2005
Tirme [hhermiss] |1E:40:39

Select [Standard time] and [Daylight saving time] from list
[Standard time]

Timezaone : [KST
Time offset from UTC (UTC + [2.x]haours) |9.D
[Daylight saving time]
EnablefDisable daylight saving time : Im
Daylight saving timezone ; |
Time offset from UTC (UTC + [=.x]hours) @ |D.D
Start date [rm/dd] : |DI!DD
Start tirne [hhemm:ss] |E|D:EID:DEI
End date [mm/dd] : |DI/DD
End time [hh:mm:ss] : |EID:EID:DEI
Save to flash | Save & apply | Cancel |

18 9-7. & A2t E£F

ne
=

o
>
o

x
0
o
iz
0
o
S|
40
ro
g
1
o
N
o
ﬁ
_\'_l_
$9
g
c
a

RYW 2H=2, NTP AHE

™, VTSIt THEEE [MOICH NTP MHZ2RH IR

= 0.0.0 22 HZFLH, VIS= JIE NTP AHE

Ct. Olgd Z=0l, VIse AL HBL 0 UOCOF SLICHL MEX= L8t S X0

S8 M HEEAMUTC)ZRH 22Z4 Alts ZFoH0F LT &=2 FR:=
12tz 23l =AH0F &LICH

LH2, NTPE AIECHA %1 =522 2 & A= Z&8ots XYLICH 0 3%, €W

2t 32= WS BiE2I BZ0l 2o =Xl LIC

8 Z K =
oo 010
rom 3o
=
02y
H o
m c
e
o
4
20
oy o
c
o
Z
_|
T
>_

o

L

—
]

+
©

We 4n o my
rE 1o
=

=

ANAE It Al2FS JEGSHH ZE6teSH AZXY X0 [HE timezonelt UTCZRH S

t
QUM g2 SFGHOF ELICH AFZXDL daylight saving time2 Ol &8tCHH, daylight saving
timezone, UTCZFHS IOA, AIXTA, SSLAl S 22 S84 Z&FoH0F &LICH VIS=

Olgd IHO0IEHE OI=2otd st AIAE S AlZ2tES HAHELICH Select [Standard time] and
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[Daylight saving time] from list HES =29 0| 482 2|AENMN HEGHH HH &8 =

UEE o= 380l ZAIELICH

9.6 £8 &l

MEX= 8o &322 CF card, NFS server, user space &= local machineS1t &
X mEgE M

USLICH VISE =& =6t AHo 23 ez ==l flaidse 438 =24 27I(Configuration
import) 222| ?Xl(Location) Lt2t0IE{E [Factory default]2 &HEHGIH &2 =2 2)U, VIS

ZH IHE 9 reset button 2 29X ELICH

=]
[— o
g = AL, NE=E £F WEsS 0ISdHA 8l 8z =2 = =&

VTSSOt Atseg 882 NEote Jls2 AJELICH Automatic backup configuration2 & &5t
HZotH VvIsS= XI&EE Al2tol X&EE 2Hez 48 As22 HEELILCHL

P
o
8 982 £33 22l 3tHs 2WSLIL

Configuration management

Configuration export

A

Location " cFcard © Primary NFS server © User spacelfusr2) € Local machine
Encrypt I\r’es vI
File name : | |- svscm

Expaort |

Configuration import

Location :  cFcard 7 Primary MFS server 0 User space(fusr2) € Local machine
" Factory default
Configuration selection
[T select all

[T system configuration { [T Incduding IP configuration )
I Serial port configuration

[T Clustering configuration

[T System user configuration

Encrypt : I\r’es vI

File selection : |---—- Select file ----- =l Lacal k=2,

Import |

Automatic backup configuration

Automatic backup option |Disab|e ﬂ

Laocation  cFcard © Primary NFS server © User spacei/usr2) © Send via email
Encrypt Im

File name : | |- syscm

Backup interval (hour, 1 - 720) ; |1

Fecipient's email address |

Save to flash | Save & apply | Cancel |

& 9-8. £& &2/
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28 N&obl, €8 =22l H NUs 48 MNES
= X

|
0

= a¥oz o) M= GOS

£33 NEoh|

M

Location: &% OIS MEE
Encrypt: &3 IIY 253 of

Filename: & 0¥ 0|8

88 =242
Location: &8 Y2 == Xl Factory default &5l & EotAl 88322 5&
Configuration selection : =22i2 &&2 &&

Encrypt: =ci2 &3 It &

File selection : LocationO] CF card, NFS server £= User space 2! d2 Y <SXI0
ZMol= Encrypt &2 2t=0ote= OH20l EA

Local : LocationOl Local machined Z< Local machinefll M&E && It

o
HAl

o
il
rr
fon
e

s €8 NE

=

04

M &3
A

Automatic backup option : XIS && MZ& gEHS NH
Disable — XI5 &8 M& ofAl &£S.
Periodically - =J|&82& &3& M&. Backupinterval &8 Z .

10 minutes after last change — && B&d % 102 dMAl €3 NHE.

Location: && Ol¥s H&EE X
Encrypt: &3& Il 2535 R
Filename: &8 0O 0|8

Backup interval : Automatic backup optionO| Periodically

ol
=
Recipient’s email address : Location0| Send via email Z< 0

4N

A W N PP
El
ne
S ton
I

= 23S ScdY UsS2 EXE YA
1. Sci=S ?XE &
2. 2d= €8 REsS O
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A3 SHES HE
4. 9 XIJt Local machine: Factory default™ Otd ZRMY HEH 2[AE BIANM 253
SEES CIEGle Y fIXe 4F IS A
5. RIXIJt Local machined Z<2 ZOtEJ| HE 2ot 253t SHES Ct=ot=E MY A
6. [Imporf] HE=S 2
9.7 Security Profile
VTSE 2ol B0t g AAELICH VTS AMUlAN 23E 2o HESRZ 2o, g ZE
Of AZN et BotS2l AIAE Bot U MPARE 2A2|E S&t BosS0| 28 s Z2FEL
Ch. AIRCIEl Z20I2de& OIS 20l 204 d82=z =F&LILHL
1. System security
2. Password security
9.7.1 System security
VTS MHEIA, WERZ, HE ZES 1 2&HE AIAE 2ot 28 s 2FELIO 8
9-9= AIAE AIRZIEl Z20Y &5 stHLICH

Security profile

System security
Level of security

SNMP (get/set) .
Discovery (MaMNAGE
Telnet :
S5H::
SSH WL .
HTTR :
HTTPS @
All ports

Stealth mode

Save to flash |

Set all ports to

Save & apply | Canu:ell

' Customn @ Standard 0 Secure

Dizahble [+
Ry Enable =
Disable =

Enable =

HRARE

Disahle =
|Fledirec:t to HTTPS 7]

Enable =

Enahble =

Telnet =

Jd

Dizable =

FPassword security

_71&/ 9-9. Security profile — System security

&3 Jtsst WetlleHeE o
Level of security
SNMP (get/set)

2F
=

S LICH

S
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Discovery(MANAGER)
Telnet

SSH

SSH V1

HTTP

HTTPS

All ports

Set all ports to

Stealth mode

Level of security

2ot =F= SHELICL Customl2Z AT H 2219 Bot st=22 AEXI NEE = USLICH
Standard £= Secure2 A EH oY 20t =F0U o Z LICt. Factory
defaultZ M&EHoIH 20t =FE StandardE2 HFELICH 2o =&Y 2ot &=29 g2 U3

25 UICH

Security Item Custom Standard Secure
SNMP (get/set) Configurable Disable Disable
Discovery (MANAGER) Configurable Enable Disable
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSH V1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable

All ports Configurable Any Any

Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable

SNMP (get/set)
SNMP Z2&EZE ol VIS &HE HHotHL £35lotk= MBIA
Ct.

Il
=
g
e
=
=,
q
Il
x
0
o9
c

Discovery(MANAGER)
VTS ManagerOllAd HIERAN HZEOK U= VISE HJ| 2Ae 270 ol SEE A2X HEF

g £3gLIth

Telnet
Telnet console=2 Eoll VISH &Z2ote A dES XN HEE ZEELICHL G322 IP 2HE #

s FItotAU BHdot X & LI
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&FEH Interface | Option IP address/Mask Port Chain rule

Disable all Normal 0.0.0.0/0.0.0.0 23 DROP
Enable all Normal 0.0.0.0/0.0.0.0 23 ACCEPT
IP Z2HE A#&0l CHet XISt WE2 35IP ZEES FXIotAID| HHELICH
SSH
SSH consoleES Soll VTSHl &Z2dt=s XS &€ X RS2 ZEELICL G329 IP 2HE #&
S FIOotHUL HAGHH XI&SLICH
AHEH Interface | Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 22 DROP
Enable all Normal 0.0.0.0/0.0.0.0 22 ACCEPT

IP 2EIE A0 8 XAE W22 35I1P ZEES & XotAIJl HHELICH

SSH V1

SSH &1 ZI2E22 XV X GRS SFEUCH Disable® SFE FL SSH HF20 K&
LT

HTTP

HTTP Z2EZ2 S8 & NHUIAS MZB2 X 022 £FSLG. 089 P 2HY RS 0|

AHEH Interface | Option IP address/Mask Port Crﬁ?én
Disable all Normal 0.0.0.0/0.0.0.0 HTTP port DROP
Enable or
Redirect to HTTPS all Normal 0.0.0.0/0.0.0.0 HTTP port | ACCEPT

IP ZE2 REO e XHHMs WSS 35 IP ZEHYS EEGHAID| BIZLICH Redirect to HTTPS2
HHCP HTTPS S5t 2 OIEH0|A HBS HTTPSE 91

40

[

N
i
10
N
il
-
o

HTTPS
HTTPS Z2EZ2S S& & MHIAE M3E X HRE £ZEULL U332 IP EHE RIS =
oL HZStH K& &L Ch

AHEH Interface | Option IP address/Mask Port Crt?'en
Disable all Normal |  0.0.0.0/0.0.0.0 H;gzs DROP
Enable all Normal | 0.0.0.0/0.0.0.0 Hgggs ACCEPT

IP Z2HE A20 et XME HE=2 3.5IP ZHES ZFXG6HAIJ] HHELICH
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Ct. Port access menul &%
HZAGIH XIKEHLICEH

ZE 2 HH EES AE= Mg X HRE £
2

, 2 Y ELEZQ| PortlIP Filtering 882 G313t 20l

ALEN Allowed base host IP Subnet mask to be applied
Disable 255.255.255.255 255.255.255.255
Enable 0.0.0.0 0.0.0.0

Port IP filtering £ &0l U8t XtAISH LHE2 4.3.9 Port IP Filtering £&S & A6tAID| BH&LICH

Set all ports to

o e 9 2 HAEE £ QU= Z2ESS S FELICL Telnet
= SSHE EFEH ZE HHA M &3 Port access menu protocol UHOFOIE 2L Al
2 22 T EQ| Host mode & = Protocol LI2I0IEIE Telnet L= SSHZE HAFELICH
RawTCPZ &&E L™ Port access menu= HZAGHK 20 Alelg ZEQ JAA ZEQ HLFOt
RawTCPZ HZELICL XtAISH LHE2 4.2 Port access menu && % 4.3.4 Host mode £&S &

ZOHAIJI HHELICH.

10

]
=

Im

port access menu, Al2

ox H

H
im

Stealth mode
Stealth modeJl EnableZ Z&EH, Z2I0/HEI} KoK L= ZEZ HZE2 AES R VTS

Jb ¢ HEOHK &1 S€8 6lXl ¥SLICH
9.7.2 Password Security

AEX HARE 22|E S8t 2 &

& LICH

[
o

AL 08 9102 WARAE AlFRCIE &8 3tH

Security profile

System security
Password security

Minirmurn password length (3-255) @ |3—
Maximum password age (0 for disable) . IEI—
Enforce password complexity IW’
Enforce password history Im

Save to flash | Save & apply | Cancel |

&/ 9-10. Security profile — Password security

&A% Jisg mtel0lH=E O3S Z&LICH
Minimum password length

Maximum password age
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Enforce password complexity

Enforce password history

Minimum password length

HARE BHEA WARKE 2019 zligis ZFeLICH

Maximum password age

HWARE "RSII2ts &FELLCL 0l RFI12t01 XILtH HARE #HAE N VTS 0101 A
stE LI L.

Fo . HZ0 2H&O0 33 HALoAH 200! NIHoIE 2| XIF APEX HEE REoHH X of
JI HIIA ArEE = &I ELICL

Enforce password complexity
S IARE AtE detot=01 AtE&LICH Enable2 S8&H IWARE= OS2 X2H= ¢t

=0 OF &fLICH

1. ZO0IJt =2 8XAF 012af0I010F & LICH

2. B0 & Xt 0142 2K, A2, <A, E=2AE Zoi0F SLIC
3. 6A 01&2 2X= 28 014 AFSE X &0t0F & LICH

4., A= 2XLE =Xt= AFZE X 20t0F &Lt

5. A EX 0I8S ZE&oilM= ot LIt

Enforce password history
IHARE HAAl 0l& 100 HHARKE =S50 A= WA
LI

40
In
£
I
]
ol
rr
:%
>
10
In
>
00
o
=
ro

9.8 Firmware Upgrade

Firmware= AlAE 2Z&, telnet 22 L= & AUHHOIAE Sofl IHO0IEE 4= USLICH AL
2 AIOIEQ 22 % M0l Xl(http://mww.sena.com/korean/support/downloads)0il Al & & Z AlQ|

firmwareE Y HI0IEE & 4= USLICE VISE 28 Al AS2Z Fimware & 882 Ase&
KN

gdl0lEste Jls2 HBELICH automatic firmware and configuration £2= & &
828 O Firmware?t &0l MZ22 HEQIX &0t & ZEotH MZE2 HAE 22 g1d

FLICH. 8 9-1101 firmware upgrade & QIEHHOIA StHE LIEFLH}ASLIC

alil

0o
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Firmware upgrade

Select the new firmware binary file
This will take 5 minutes mazimum

Location : ILDCEI| machine vI

CF Card ; Jmntfflash/ |---- Select file ----- =]
Local machine | =2, |
Upgrade | Reseat |

Automatic firmw are and configuration upgrade at boot Im

time :
Protocol : ITFTF' vI
Use DHCP option for remote server and hash file IYes vI

IP address of remote server |

Hash file name : |

Save to flash | Save & apply | Cancel |

& 9-11. Firmware upgrade

= Sofl firmwareE ZdI0IECHAH USS oA AL,
1. Firmware £ MU U225 AOIENAM CH22E0HH AtEX2 PCOHl MEELICH
2. “Location"S “Local machine”’@=2 & E4&L|C}.
3. “HOtEJI" HE=S 226t U2 2 Firmware IS A EHEHLIC
4. “Upgrade” HES HEIGIH S0l &LIC.
5 0d0IE0t 22 & H AIARO0l HREEED #HE Ag0l HEELICH

VTS2| CFcardE 0126 0S5t H ISE &t AAIL.

1. “Location"E “CF card’2 &Ei&LICL

2. ‘“--- Select File -----“ c|AE AWM FirmwareE SEi&LICH
HES0d €0l S &FLICH

T AAEO0 MREEDD HE A0l BEELILHL

“Upgrade” HHE
4, Gd0lE0t &

HU o

A X firmwareE €01 61D ol A2 E£= AclE 25 AME6tA Y Telnet/'SSH £ =
HOEY OESd0l&d Z2H0| BtEAl Zmodem &5 Z2E=2S X2oH0F &LICH. Firmware

upgradedt TIH2tE AtEX2l 4F 2 A2 SXIELICH

Eoll FirmwareE ZH0/E6tH CISS &Y AL,

1. Firmware E ALt TI22E AOIENAM CGH22ESHH AFZ2 XSl PCOl M EELICH

2. HOIE Olgdiold Z20HS AMEGSHH, Telnet/'SSH L= Alelg 2£ ZEN A&
SLICH (M2IE 25 ZEE 0|82 R &dol 2 2222, Telnet £= SSHE
AESIIIE HEELILL)

3. 18 912 20| Firmware upgrade =5 &&&HLICEH
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r

ko of

8 9131 20l XI&M 2t Zmodem ZTZEZ2S AIE0I0 firmware MY S

gtLICt. CF cardE Soff ZH0IE otHAM “Location”S “CF Card’2 &EiGH

meHs geste ELICh
t : HE MRESH HE AteS HgELICH

Firmware upgrade)l &lI{st <R, & 9-14%2 20| VTSIt 28 HAIXIE LIEF-LICEH

Oli=, ¥e0lE ™2 Firmware H&O0| =Xl LICH

o
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*** Fjirmnare upgrade will RESTART your devi ce.
Do you want to start firmaare upgrade ? (y/n)

* % %

y

Preparing for firnware upgrade. Wait a nonent...

Transfer firmmvare by znodem usi ng your terninal

* %

BOf f000005b157

P

=2

18 9-12. FZ/AlI2IE 2 orE

Wigi

File Edit Call  Transfer Help

appl i cation.

&t firmware upgrade

=10 x]

6. System tools
?. Save changes
8. Exit without rehont
?. Exit and reboot
<ESC> lgack, <ENTE

i Send File

Folder: D:\DiownloadhS enalFirmware

System tools Filenarne:

Select menu
1. Reload factory

2. Reload factory  Protocol

[D-\DownioadhSens\Fimware\PS400_V1R2C3 Bl

3. Firmware upgrad
4. Ping Test

5. Socket reset
<ESC> gack, <ENTE

IZmndem with Crazh Recavem

Send Close

=

I Cancel |

Are you sure to st

Preparing for firmware upgrade. Wait a moment.

#*xBAf FIORORSh157
=»BAFf FBBRBRS h157
==BAf FRORBRS h157

Transfer firmuware by zmodem using your termlna.l application.

Connected 0:02:45

|futo detect  [9600 8-1-1 [scroll  [cars

|NUM |Capture |F‘|‘intecho

s

& 9-13. Zmodem = 0/&

*** Fjirmwar e upgrade will RESTART your devi ce.
Do you want to start firmmvare upgrade ? (y/n)

3t firmware I}

ol X

=2 o

* k%

y

Preparing for firmwvare upgrade. Wait a nonent...

Transfer firmmare by znodem usi ng your term nal

* %

BOf f000005b157

BOf f000005b157

BOf f000005b157

BOf f000005b157

Fi rmware upgrade failed !
Now r eboot

* %
* %
* %

&/ 9-14. firmware upgrade

om

M Firmware HsS gOdole

S St HLE AHE
NS eIt

0l JIsS ME

ol
=
o]

o mar

02 AT
oY

vz

0

|.i

il
-
fwl

appl i cation.

2 ALK

Ol

b= I

=
= Us

Automatic firmware and configuration upgrade at boot time

0= 24X
T= 2o

s geols Jiss MEE X o erLICE.

Protocol
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Sd0IEY I FASAER SAlotI] ol VISIE Y Z2E=S MEE XIE ZEELILL

Use DHCP option for remote server and hash file

s gOH0IEE M @FEHE 2 SAEQ IP =49 disl I 0182 = UY
LICH Yes& H&&H VIS2 DHCP R&0 CHSt DHCP SEHM &2 &=

# It OlE£ 0180k, No2 H&E P IP address of remote server2 Has

= 0/&0t0 Xts ZdI0IEE AdgLiCh

IP address of remote server
VTSOF oll4 MY, Firmware O|0| Xl Il 2 A& O

o
ne
.
4o
%
g
il
%
[S)
Qﬂ
rr
[0
N
fol
[>
Im
10

Hash file name

g cl0l=2 Firmware OI0IXl Ittt &3F 2SS FAlcte o4l el 015 £t
VTS= i+l Wl IS 22018, HES U vIse 2208, Firmware H& D 8| WotK

-

Sd0IEI ERBHA O XIE ZHELICH o4l mYEel A2 U3 25U
<TYPE>, <NAME>, <MODEL >, <VERSI| ON>
=
<TYPE>, <NAME>, <Options for file uploading> <Path to upl oad>
=
<TYPE><COVMAND>
0JIM  <TYPE> - 1:Firmware 0|0/ Xl 2:&& (1 byte)
<NAME> - Firmware O|0|Xl It E£= && ItYQ 0|2
<MODEL> - VTS800, VTS1600, VTS3200s2| VTS2 Z2E 0|8
<VERSION> - Firmware &= && 022 HA
Firmware O|0IX|2] &d< Firmware O|0|Xl Itol HAEY 22 HES
ZAIGHOF &tL, &3 HR Firmware HEW S[ASE Ao=Z
AMEXI 2E8 BHHEES HAIELICH

et H
<TYPE> - 3:AtEX MY P2E

r

E=
<NAME> - 22 [H&F TA0IE
<Options to file uploading> - [F][X][X]U
F : forced copy(remove if there is same file already)
X : uncompress the file to the specified location
Z : unzip the file to the specified location
U : default option for file uploading
<Path to upload> - CH&H IHO0| F2E ZOOF & CeEEe &2
= <TYPE> -4 AtSXH ZE A&l

<COMMAND> - algigr 3¢
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CtS2 ofi+l W2 HE 20sLICL

1, vt s48. i ng, VIS3200, v1.5.0

2, vt s48. syscm VTS3200, v1.0.0

3,test _hash.tar, FXU,/ mt/fl ash
3,active_detect.tar.gz, FXZU,/mt/fl ash
4, nkdir /tnp/test

9.9CLI &€&

0%

Al 2£, Telnet/SSH &2 22£S2| CLIO 2218 [ A=A 1S HEHES Jd=ELICH S
VTS= Local, RADIUS server, RADIUS server — Local, Local — RADIUS server, RADIUS down —
Local, TACACS+ server, TACACS+ server — Local, Local — TACACS+ servers2| Linux-PAM
(Pluggable Authentication Modules for Linux)2 0|28t Ctst 015 2 E XIJAEL Ch

ol 20l CHst XtAISH LHE2 4.3.10 Authentication 882 ZZAGHAID| BHELICH. Linux-PAM
Of CHet KtAIEH LHEE2 11.9.2 CLI 21210 CHet RADIUS 2IE6HI1 2t 11.9.3 CLI 22!0 thet
TACACS+ @IE0olJIE & X0tAIJ| BEELICH.

18 915= & QHMHOIAE Se CLl 23 3tHs 20 sSLICL

CLI configuration

Authentication method

F!P.DILIS SErYer
Set configuration | RabIUus server - Local

Local - RADIUS server
RaDIUs down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACS+ server

& 9-15.CLI &&
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10: AIAE S

t
LICH UERZ AHMHOIA E AlelZ =2

=

Ol

VTS & QHHOIA= AAE SH 2tHS HMIELILCL AIZX= AlAYE SH 3tHE X
VTS H2cl0 H&E= SH CIoIHE el

S = link layer, lo, eth 2 Al2lg ZEO O =
EXHlE TCPIP ZZ2EZ9| 449 JI2 24 QASH W&t

Im

]

£ UELICH IP, ICMP, TCP & UD
AME SHE LIEFHLICH

10.1 UE<S3 9 HOIA (Network interfaces) S|

UE<KA 2AHHOIA SHe= VTSS local loop back interface 21 lo 2 VTS JI& UHESIZA 21H
HOIAQI eth0 TS J|2 UWIERZ CIHHIOIA AMSS LIEFHLICH

Metwork interfaces statistics

Interface lo ethil
Receive Bytes ] 789257
Packets 0 2208
Errors i i]
Crop 0 0
FIFC 0 0
Frame (] (]
Compressed u] u]
Multicast 0 0
Transmit Bytes u] 3252037
Packets 0 4
Errors ] 4681
Drop u} u}
FIFO o o
Frame ] 19
Compressed ] 4681
Multicast 0 0

& 10-1. WIERF CIHH O/ &Ef

10.2 Al2lE ZE SH

Aelg ZE SHE 322 AlelE ZES| AFE S, Baud rate €8 & 2f ZEQ

EFHLICL (@ :On @ :Off)

1]
0z
o
i
[
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Serial ports statistics

Port  Baud Rate  Ts R Wi T OTR DER als
i 9500 21 21 Q *] ] ] 3
2 9600 0 0 J - ] > ] - )
3 9600 0 0 (¥ ] > " ] " ) " )
4 9600 D 0 (%] " ] 2 & 2
5 9600 0 0 9 > " ] " ) . )
& 9600 0 0 [*] D " ] > >
7 9500 0 0 (% ] = ] 2 ] ]
B 9600 D 0 Q " ] 5 ] " ) ¥ ]
g 9500 0 0 (* ] - ] 2 ] )
10 9600 0 0 J - ] > ] - )
11 9600 D D 9 " | " ] > 3
12 9600 D 0 (¥ ] " ] " ] . ] 3
13 9600 0 0 J > " ] " ) " )
14 9600 0 0 [*] D " ] > >
15 9800 D 0 (] - | 3 3 3
16 9600 0 0 Q " ] 5 ] " ) ¥ ]
& 10-2. Al2/Z ZEE A
10.3 1P S
IP EJ 3HES IP Z2EZ2 AIZ5I0] 3/HZ0 st Al E2E HMZ28HLICH.
N = 229 Oiet0IEH0 st 8o ¥ A2 Us & 5LIC

Forwarding:

IP forwardingO| enable &= disable

DefaultTTL :

JI& TTL(Time To Live)

InReceives :

S4AE OoleDd" =

InHdrErrors :

ald 2FIb ACHD

InAddrErrors :

FA 2F0F JACHD =

ForwDatagrams :

2 A

T

Al

S EHeIX

= ooigdage

&l

[

Clole 182

Forwarding = COIOIE &2 =+

o=

A
e

A
T
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InUnknownProtos :

QIAGEX 20 = XNAEX 22 E2EZS0/J] HE0 PAIZUYXC SSH2Z2 =4I O
Ol =

InDiscard :
LZ2EE &2 8 2HMe 2HEN (AL SAIE(HE SUH, BHHIH 32+ 59 &el) g
= IP HOIHOHS ==

InDelivers :
HdgE =4 doldade =

OutRequests :
HE0IEE QEE &9 HO0IEHI#S == Forwarding & OIOIEHI&#S == HM2E.

OutDiscards :
FPAE &4 HOoIHIdS =
OutNoRoutes :
destination IP =20l &6t 918 220t ALK %2 HOIHIOZS =~ Ol GIoIHI=
2 HII M2ELICH
ReasmTimeout :
HOIHO" L0t &6 =, UHX OO0l S20oliotcte olg Al M2 oY
AZHO EX6HA 2 22, dolgage HIl M2
ReasmReqds :
a0l 2Rt OOIHIO#2 =
ReasmOKs :
Hd3HCZ = OOoIHOg2 =
ReasmpFails :
M = = HOIHOZES ==
FragOKs :
HB8XOZ fragmentation & OIOIE &89 ==
FragFails :
fragmentation &5 IOIEH &2l =
FragCreates :

MHE fragment =
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IP statistics

Forwarding 1
DefaultTTL L3
InReceives 2010
InHdrErrors
InaddrErrors
ForwDatagrams
InUnknownProtos
InDiscard
InDelivers
OutRegquests
OutDiscards
OuthoRoutes
FeasmTimeout
ReasmRegds
Feasmlks
ReasmFails
Fragoks

FragFails
FragCreates

L HE= ot o I o

R |
Lo
= 0
o O

L6 O - e o R

&g 10-3.I1P &ed

10.4 ICMP SH|

ICMP S| 322 ICMP Z2EZ9| A S FEE MIEUC. 2 D0IHS o 9 89

2 Us 25Ut

InMsgs, OutMsgs :

InErrors, OutErrors :

A [ A A
S0 T HEE 28 2

InDestUnreachs, OutDestUnreachs :

=4 = dsE SHXU =20tk & HAIXIS ==
InTimeExcds, OutTimeExcds :

time-to-live(TTL)E Zitot= =4l = HEE HAIXIS =
InParmProbs, OutParmProbs :

=4 = 8SE HAIX S Met0s0 2F 0 2

ol

FOIAIRIS ==

:

InSrcQuenchs, OutSrcQuenchs :
A E= MEE AA Quench HIAIXRIS ==
InRedirects, OutRedirects :

Al = HSEE = Redirection HIAIXIS %=
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InEchos, OutEchos :

C =

A
o =

2=4E echo 29

NEchoReps, OutEchoReps :

A —
—c‘?ﬁl L=

2 AlE

T T

echo

L=Aw Yo}
S = —

InTimestamps, OutTimestamps :

4o L= 8EE time-stamp RES £
InTimestampReps, OutTimestampReps :
48 L= MSEE time-stamp SE2

InAddrMasks, OutAddrMasks :

cC
4

2 A

T

rr

P

[

S E =4 0tA3e =

InAddrMaskReps, OutAddrMaskReps :

d&E =4 0tA3 SE2 +=

C =

AL
TA;' Ny T—

ICMP statistics

InMsgs

InErrors
InDestlnreachs
InTimeExcds
InParmProbs
InsrcQuenchs
InRedirects
InEchos
InEchoReaps
InTimestamps
InTimestampReaps
InaddrMasks
InaddriMaskReps
OutMsgs
QutErrors
OutDestlinreachs
CutTimeExcds
CutParmProbs
OutSrediuanchs
OutRedirects
Cutechos
OutEchoReps
CutTimestamps
CutTimestampRaps
Outdddriasks
OutdddriMaskReps

[ on O e B TS

10.5 TCP =3

& 10-4. ICMP &£
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RtoAlgorithm :
ME =0l

8.

w N —, O

RtoMin :

%4 RTO
RtoMax :

2§ RTO
MaxConn :

Z0 A2

ActiveOpens :

==Xo|l ¢dzo

OO T

PassiveOpens

AL
SSHOl piHo

AttemptFails :

=<

retransmission time-out (RTO) £ 12|35,

: CONSTANT - Constant Time-out
: RSRE - MIL-STD-1778 Appendix B
: VANJ - Van Jacobson's Algorithm
: OTHER - Other

4
or
O

bl
o
e
Uy
o
i
]
=
e
m
10

=

4
4
o
Jal
o
e
M
o
x
=3
10
B
0

ATHEH HZ A0l Ot =

EstabResets :

MEdgoz Hd8& HZS
CurrEstab :

S gg&E oHE
InSegs :

=4lE segment &=

OutSegs :

MEE segment ==. MESE segment= ZL&HE X

RetransSegs :

HESE HMIOAHE =

RetransSegs :

MHESE MOATHE & 272 M=

OutRsts :

Reset =cH

ot EEEHN dSE NOBES =+
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TCP statistics

Rtoalgorithm [
REtoMin a
RtoMax g
MaxConn 0
Activedpens 0
Passivedpans 0
AttemptFails 1]
EstabResets a
CurrEstab 1
InSegs 2010
CutSegs 2389
RetransSeas 33
InErrs 0
QutRsts 14

J& 10-5. TCP &fef

10.6 UDP S|

UDP 4B 2tHE UDP ZZEZ2° A8 S &8

1]
=
0
il

LICH 2f TOtetileel 2o & 2382

InDatagrams :
=4IE ool =
NoPorts :
NEE ZEI Fsotkl &0t HII M2e =& OOoHIZE2 ==
InErrors :
ol 2F 0O =
OutDatagrams :
dESE Oolgage =

LIDP statistics

InCatagrams
MoPorts
InErrors
CutDiatagrams

| e S 2 A

—J& 10-6. UDP &fef
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11: CLI CHHA

11.1. A&

root £= System admin 2
HOHE IRl QI HIOIA(CL) Ol &
SO0t VTS &EHE ZAIGtL, & &
AGHGIH |H SAEZRH OIIYE U22E

VTS= WE 2HAl BIZ22I0A SH0/2 = JAES Jusr2 0l 1024 KB2| AMEX 2t MSELU
3

>
>
o
iy
+>
r|r
o
>
o]
)
wn
I
HQ
in rm
1
1o
o
%
>
10
—
S
C
X

System admin& CLINl X stE #st= JtHXl
root AtE X2 telnet FZ/A2IY L& HZ
s

£ =4 EXAE HAHGHYAIZ.

MStotedA™ /fetc/pamd/login THLO A= OfeH

aut h re
root AFZ2XC| SSH & Z/Alelgd 2L HZZ2 HMetotel™ /etc/ssh/sshd _config I Us
X

OtcH £8= HZotYAIL.

qui site pamsecuretty.so

#Per m t Root Logi n yes => Per

nm t Root Logi n no.
?12 €¥= SSH =0 HEolJ| ol Ths2 BEE AASHYAL.

[root @ocl ahost ~] killall —HUP sshd

echo 57600 > /var/run/ngetty. consol e
0JIM, 576002 2N 2ESEZES EYO0IEYLICH

11.2. SciAl 24

VTS WS ScHAl= Oreiel 22 201 2dELIC. AHEX= M dbl ock5 0 AR
A=, 0l /usr2 Ol OI2EZO0 USLILL MEX= /ete, /var & /tenp
= AsUth HREs = 0 P20l S=0ol &2ols A= VISHl Fg=
Jdadl, er ArEAF MES0 822 ot saveconf FHES AAMEHOE, 4F M2

HADH0 WR SdAl U222l 8922 NEEHD, HFEotH 0 HE0 HEL

]
=
bl
t
o

e
=
ol
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=5 =8 O2E XA 3J|(KB)
MtdblockO Bootloader none 128
Mtdblockl Kernel none 768
Mtdblock2 CRAMFS (20| &8 / 6080
Mtdblock3 e C|A3 0|0 XI(4MB) | letc, var, tmp 64
Mtdblock4 EXT2 (R/IW) lenf(BAXNOZ OIREE) |64
Mtdblock5 JFFS2 (R/W) lusr2 1024
Mtdblock6 Reserved none 64
SHA| 8192

Note : CLIOIA mount £ = dd S8 HE AIE0tH 2222 nt dbl ock 0l & Z26HXl DA A
2.VTSIt 2=otAl &2 =5 UsLICH

11.3. XI¥ %= Linux |E2|El

11.3.1 Shell ¥ Shell REclEl:
sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

11.3.2 It 2 ClAa3 |ELE:
l's, cp, mv, rm nkdir, rndir, In, nknod, chnod, touch, sync,
gunzi p, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

nkdosfs, nke2fs, e2fsck, fsck, nount, unount, scp

11.3.3 AAE! SECIEl:
date, free, hostnane, sleep, stty, unane, reset,

i nsnod, rmod, |snod, nodprobe,
kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usernod, whoam , who, passwd, id, su

11.34 UHIER3 RECCIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4. CLI &=06tD]

11.4.1 root 2 CLI =01D|

AAE 25

it
H
Im
i
e
1Y
il
C
o

1) PCo Alelg ZEg vTSe 2z



2) PCZ HOIE Oi=diold ZE2038s A LI
3) PCo Alclg ZEE O3St &0l &€& ELICt: 9600-8-N-1 No flow control
4) <enter>E S=ELICL
5) VTSroot HAE2Z Z0IEHLICH
Telnet/SSH 2 =:
1) telnet VTS ip_address or
2) ssh root @/TS i p_address

11.4.2 System admin @& CLI &%73dt)|
System admin & &
1) &= &: System administration -> Users administration
2) [Add user] = [Edit user]
3) &8 1F = System admin
4) shell T2 )& =CLI
5) [Add] £= [Submit]
6) System admin 22 Z10QIGIH, Al2lgd £ L= SSHitelnet 20 &=8fLICH

11.5. CLIS| VTS &€& T&GH|

1151 €3 It HE/Z2E 2
1) VIS= 2Y Al, /cnf/cnf.tar.gz WS /tnp/cnf/ O == 2H MESHLD /cnf/
Cl2&EelE unmount &LILCH
2) AMEXI H8FZ2 HAGHH, /tnp/cenf/ 0l A= TILSS UWES
3) AFEXOF &AM [Save to flash], == CLI LH2| saveconf HHEE 0|E5t0, &3 M&
ol &2, VISE /cnf £ CIAl mountdtd /tnp/cenf/ O U= HAE LLS

/cnf/enf.tar.gz 2 CHAl &=ELICH

11.5.2 CLIOIA &
CLIOIA VTSl &%
AL CH2D 2ol 4
1) vi 382 AR s g
(8% Do 2 M20IE 0 e TAE 489S 22 C. VTS &8 [ 2 2X51H Q)

Zof4 BI22I00 K& SHLICH

P

Ql

o

S HEotHH, 2HAE J|gto Hlw 48 KRECEQ confignenu E A
=

[==}

2) saveconf RECZIEIE AMSH &8 M2
=

3) appl yconf SECZIEIE

root @92.168.0. 117: ~# configmenu
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or

root @92.168. 0. 117: ~# cd /tnp/ cnf

root @92.168.0.117:/tnp/ cnf# vi redirect.cnf
root @92.168.0.117:/tnp/ cnf# saveconf

root @92.168.0.117:/tnp/ cnf# appl yconf

oh

11.6. AtE X+ Script A &38|

Shell script /usr2/rc. user = VTSIt 2EEH N2 SEH0 AHELICH At
MOl script = AW Tz g A#oI| fdl rc.user IIY2 +=8E £+ US

#!/ bi n/ bash
#

# rc.user

#

#PATH=/ bi n: / usr/ bi n: / sbi n:/usr/sbin

# Add shell command to execute from here

echo ‘This is the wel cone nessage defined by users’exit 0

11.7. File &&

MEXs It 8&5= ol fip SC0IHE Z2 0

o
=
0
W
1
$0
kJ

Jusr2 CIEE20 H&EE £ USLICH

root @92.168.0.117: ~# cd /usr2

root @92.168.0.117:/usr2# ftp 192. 168.2. 3
Connected to 192.168. 2. 3.

220 | xt 0o. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Narme (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renote systemtype i s UNI X

Using bi nary node to transfer files.

ftp> get test.tgz

local: test.tgz renpte: test.tgz

200 PORT conmand successful .

150 Openi ng BI NARY npde data connection for test.tgz (350 bytes).

226 Transfer conpl ete.
350 bytes received in 0.04 secs (9.6 kB/s)

Sanmpl e script file for running user progranms at boot tinme

ftp> bye
TSt MEXE scp 22H0IHE T2 132 0I26t0 Encrypt & AHIZ IIYS SAE
Ct. AFZ2XtSl PC OIM VTS(192.168.0.120) 0l U= S& LS SAtetD A2 E=0

my

2 S8 AKX PCOIA A" Al =2 ELICH
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[ root @ocal host work]# scp root @92. 168. 0. 120: / usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be establi shed.
RSA key fingerprint is cl:70: ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to conti nue connecting (yes/no)? yes

War ni ng: Permanent|y added ' 192. 168. 0. 120" (RSA) to the list of known hosts.
root @92. 168. 0. 120' s passwor d:

rc. user 100%'*****************************| 173 00 OO

[ root @ocal host worKk] #

11.8. 282 0|ZdlH Al2lE 2E0 HZ6H)]
ArEX= ACIZ@EZEN HZEE 2EI2 Soi AMelg 250 82 &= USLICEH fusr2/rc. user
of Sl &2 AI|HEE FIIst & MEESIH AEHED Ns A E==FoH &ELUICH
echo 9600 > /var/run/ e
OJIA 96002 Al2lg ZEQ 2Eo HYO0IEQLIC

US Robotics 2EIS1H 20| 28 LEM= U39 AJSEEES FItolloF &LICH
echo “9600 &F&B1"> /var/run/ ngetty. consol e

11.9. Ol Al

11.9.1 &XI9 telnet disable 3}7]|

VTS EXs, 92 22 LESSH 2 TCP ZE 22 L= telnet® TCP ZE 23)E2 Hexo2
HIZA5 5ls J1sS XIR6tKs &sLICh
ST, M%ME, 2/Telnet/SSH 2 S5+ VTS 4F Hi=0A, 2E A2 222 424 C= 24

%E}- A OIALH:I,
.user € IS 2EZM, &KXl StLIS A 2E(telnet £= SSH)2HS

c
Blgd &It == & = ASLICH s=dots &y Usu 20| 2I9tX2 WA It AsLICH

CIAl 1.inetd.conf IS £=AEHLICH
1 &3 /etc/inetd. conf (telnet AHBIAE comment out £= AHA)
2 &H inetd.conf £ /usr2/inetd.conf & SAELILCH

3 ©H Jusr2/rc.user script E LS80 20| HBEELIC.

o

=3 eIt

#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#
#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbin

# Add shell command to execute from here
# Add shell command to execute from here

cp -a /usr2/inetd.conf /etc/inetd.conf

ps -ef
while killall inetd 2>/dev/null;
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do sleep 1;

ps -ef

done
/usr/sbin/inetd
ps -ef

exit 0

Ol otH, AlEXt= OHE! AIAE 82 [HOICH telnet MBIADE HIZ2E HEHIF EHESE &

o
!

GI Ml 2.iptables rule &3

1 ©H CtSt 20l /usr2/rc.user scripts &=&&LICH.

#!/ bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#
#PATH=/ bi n: / usr/ bi n: /sbin:/usr/sbin

# Add shell command to execute from here

# if user wants to disable tel net service fromall host
i ptables -A INPUT -p tcp -s --dport 23 -j DRCP

# if user wants to enable telnet service only fromspecific hosts(192.168.0.0 ~
192. 168. 0. 255)
#iptables -A INPUT -p tcp -s ! 192.168.0. 1/ 255. 255. 255. 0 --dport 23 -j DRCP

exit 0
ANEXt= AAEES 2EE [HOHCH telnet MHIAE disable &EHIF D&=F & = JUSLICH AIER
Jb Factory Reset J|sE 0|&0t0, VISE 2 £&X HE =&G6tH, [usr2/rc.user script

y R
II2ol 0|22 Jusr2/rc.user.old# L2 HMAEZIDH KAeHO rc.user W0 ERELIC

11.9.2 CLI =19210l & RADIUS 21& ot

<
_|
wn
0
pal
|0

| CLI= Linux-PAM (Pluggable Authentication Modules for Linux)2 XI&&LICt O Jls

£ Soll Al2Xt= CLI 212/ I8t RADIUS 21Z JIsE FIOIE £ USLICHL 21002 YA

A eE = ASKUA HEs & Z2d8Es £9ot)|l ?IiA, Radius MH 0 SE& 0I5
= o1 0

o AFEXII VTSOIE SE2¢4 F 8tHlhe 22 Fosoia Al 2.
Ol Kl 1. Serial/Telnet console
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1 SH AF2X HZEZS RADIUS AH(192.168.0.135) 0l =Jt+8HLICH
2 SH ALEX HEZS VTS X0 F=It&LCh
3 ©H Jusr2/ CI¥EC|IN RADIUS AMH2l IP =4, Secret & timeout gt E&ot= server
mtes M-t
# vi [usr2/server
192. 168. 0. 135 testingl23 10

4 A fusr2/ ClAEN AHZAD X2 210l
2 login It2= MAELICL

# vi lusr2/1ogin

ol
1
$0
rr
=
i
Y
0x
_O'j
rr

PAM £& It

Radius 2I&
aut h required pam securetty. so
aut h required pam radi us_aut h. so
account required pam uni X. so
password required pam uni X. so
session required pam uni X. so

Radius and Local 2=

(& Radius 2/15S HE = H36tH Local 21EE HE. AEX= HARKEESE & 8 S
oiOF &)
aut h required pam securetty. so
aut h required pam radi us_aut h. so
auth required pam uni x_aut h. so
account required pam_uni X. SO
password required pam_uni X. so
sessi on required pam uni X. so
Radius or Local 2/S
(4 Radius 21E= H& = AIGHH Local 21EE HE)

aut h required pam securetty. so
aut h sufficient pam radi us_aut h. so
aut h required pam_uni x_aut h. so
account required pam uni X. so
password required pam_uni X. so

sessi on required pam _uni X. so

Radius down — Local /&

(24 Radius 21EE HE = Radius MBI CH2R2 R0 Local 21E2 HE)
auth required pam securetty. so
auth [success=done new aut ht ok_reqd=done aut hi nfo_unavai | =i gnore default=di e] pamradi us_aut h. so
aut h [success=done new_aut ht ok_r eqd=done aut hi nfo_unavai |l =i gnore defaul t=di €] pam uni x_aut h. so
account required pam_uni X. SO
password required pam uni X. so
sessi on required pam_uni X. SO

5 &4 root 2022 6IE6l= securetty £ OIS 20| MAELICK

# vi [usr2/securetty
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consol e
ttySO
pts/ 0

S server, logindt securetty IS
cp /usr2/server /etc/raddb

cp /usr2/login /etc/pamd

* #H H O

cp /usr2/securetty /etc/securetty

At
(=]

Sote UH&Eez Usy 0l

SAHELICH

7 B AMAEE WREEHE MO H22 = JUSE 219 HE HWE=S ot S &0l

fusr2/rc.user script2 B&ELICH

#!/ bi n/ bash

#

# rc.user Sanmple script file for running user prograns at boot tine

#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbin

# Add shell conmand to execute from here

# Add shell command to execute from here

cp —f /usr2/server /etc/raddb/

cp —f /usr2/login /etc/pam d/

cp —f /usr2/securetty /etc/

exit O
OlE€H =&otH AMEXN= &M telnet S2H0IHEE Soll CLIOI Z£12I6tJ] foi RADIUS 215
BHES AEE = USLICL
RADIUS CIES A8z SHAIIHH, XK= BIEA WA &HE HAHE 22X =Hol
OF ELICH. 2F[It LMdl= B, AL X= Factory default reset2 Soll AIAEIS 2l ez
AyE LI USLICH
CH=2l root 22 3 E0tHAX ptsloginsE securetty L0 CtSt 201 =J1oH0F &LICH

consol e

ttySO

pts/0

pts/1

pts/ 9
MBI VISE & Z06tAIQ JI22t2 2 Reset ot= &2, /usr2/rc.user script It
fusr2/rc.user.old# II2EZ H&EZMH, 222 rc.user IOl SR ELICHL

Ol Kl 2. SSH console
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1 ©H AEX HEZ RADIUS A 81(192.168.0.135)01 =Jt&LICH.
2 ©H AIE2X HES VTS &XI0 =018 Ch.
3 B Jusr2/ CI2Ec2l0l RADIUS MHS IP =4, Secret & timeout 2= ZL&ol=

server WS MAHELICE.

0 O

# vi [usr2/server
192. 168. 0. 135 testingl23 10

4 SH Jusr2/ CIEECI0, Al XD ZHI0l 220015t 20| JHEU=XE ZHAGH] {8t
PAM ssh && 129l sshd IIYsS MAEHLICH

# vi [/usr2/sshd

Radius 2I&
aut h required pam radi us_aut h. so
aut h required pam nol ogi n. so
sessi on required pam_uni X. so

Radius and Local 21&

(R4 Radius 2152 H& = H430tH Local 2ISE HE. A= HAREE & H
TEEE =T
aut h required pam radi us_aut h. so
aut h required pam uni x_aut h. so
sessi on required pam_uni X. so
Radius or Local 2!&
(R4 Radius /152 H& = AIHoHH Local 1SS HE))
aut h sufficient pam r adi us_aut h. so
auth required pam uni x_aut h. so
session required pam_uni X. so

Radius down — Local 2=

(R4 Radius 2152 H& = Radius ABIH G2 S ZR0IC Local 21&= AHE)

auth [success=done new aut ht ok_r eqd=done aut hi nfo_unavai | =i gnore defaul t =di e] pam.radi us_aut h. so
retry=2

aut h [ success=done new aut ht ok_r eqd=done aut hi nf o_unavai | =i gnor e defaul t =di €] pam uni x_aut h. so

sessi on required pam_uni X. SO

5 & sshd config TI20AM UsePAM= yesZ Passwor dAut hentication= no& B
S Al 2.
# cp /etc/ssh/sshd_config /usr2/

# vi [/usr2/sshd_config

Passwor dAut henti cati on no

UsePAM yes
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6 &t =3 4FZ 22 SSHDE A &5t)| ®lol inetd.conf & TS 20| =&

# cp /etc/inetd.conf /usr2/

A AR,

ol

# vi /usr2/inetd. conf

SH server,sshd® inetd.conf IS A30ot= CHECzZ LS 201 SALELICH
cp /usr2/server /[etc/raddb/

cp /usr2/sshd /etc/pam d/

H O O N

cp /usr2/inetd.conf /etc/

oo

S HEE dF2 HEZ6I)| Roll inetd ZZHAE IS AIL.
# killall inetd
# [usr/sbin/inetd

Ol +=dotH AEX= &M SSH ZcH0IHEE Saof CLIoI 2¢el6t)| ?lof RADIUS 2l
S dE= MEE = UAsUICh

9 S ANAEES MREE Hotth HEE = JAESE f12 HE HWES g6t st 20l

/usr2/rc.user scriptg HH&ELICH

10 & SSH Sci0I¢E T2 S S Ot 201 £ FELICH
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TeraTerm Pro SSH 220/ E - Use challenge/response(TIS) to login2 & &4 & LI C}.

Logging in to 192.168.4. 48
Authentication required.

|Jzer name: Iadmin

Eazzphrase; I

) Wse plain password o logjin

" Use BSA key to log in Eritate key file: | I

€ Use thosts to logjin Local uzer name: I

Hist private ke file; | I
% 1Jse challenge/fresponse (T15] to log iré

ok I Dizconnect |

=9/ : Radius Down —Local 2/Z9 & R0/= TermTerm ProE AIEE = SISLICL

Putty SSH 22t0IHE - Preferred SSH protocol version2 22 & &{&L|ICH

22 PUTTY Caonfiguration e |
Cateqary:
= Session Ophionz contraling 55H connections
- Logging — D'ata to send to the server
- Terminal Bemaote command:
- K.epboard I
- Bell
- Features ~ Protocol options
B Window [ Don't allocate a pseudo-terminal
.&ppea_rance [ Enable compression
- Behawiour .
. Translation s’_r.efened SSH(E.mtncnl versmrn: -
- Selection 1 ol 1 2 * ol
- Colours — Encryption options
[=l- Connection Encryption cipher gelection policy:
- Prowy AES [55H 2 anly] Up
- Telnat Blawfish
- Rlagin 3DES Diown |
1 55H - warh below here - —
 duth DES
- Tunnels
. Bugs ™ Enable non-standard use of single-DES in SSH 2

About Help Open I LCancel

F-secure SSH 2¢ct0|AH E - Authentication Method0ll “Keyboard interactive’S Z=J+&FLIC}.
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Connect to Remote Host x|

v Host name or IP address: Connect I

|1E|2,IEB,4,4B =l

User Name: ﬂl
|rc|0t x|

Port:

|22

Authentication Methods: &1 2 + 4

11.9.3 CLI 21210l TH&t TACACS+ 215 olJ|

VTS &X|2 CLI= Linux-PAM (Pluggable Authentication Modules for Linux)2 X2 &LICt. 0l JlIs
2 Soll MAEX= CLI 21212 8t TACACS+ 218 Jls=2 FItg &= YsLIth 219!
UM Z E = ARSI HEs &l TS £Yot)| fIoiA, TACACS+ A0

2 0182 MEXIE VISUHE SEEZNH UCNOF etlts XS F2ASHYAIL.

<2
1

ro

GI XMl 1. Serial/Telnet console
1 ©AH AIEX HEE TACACS+ AMEH(192.168.0.135)0 F=It&tLICH. 12l TACACS+ MU
E J|I=S~LICH@# /usr/local /sbin/tac_plus —C /etc/tac_plus.cfg —d 4088)
2 ©@H MEX HEES VTS X0 FItELICH

3 A Jusr2/ CIEEC|IN MR EXg 228 = J=XE 28dt= PAM &3 It
2l login OIS MAELICT
# vi fusr2/1ogin
TACACS+ QI
aut h required pam securetty. so
aut h required pam t acpl us. so encrypt servi ce=ppp protocol =lcp
server= 192. 168. 0. 135 secret =vts123
#account required pam uni X. so
#passwor d required pam_ uni X. so
#sessi on required pam_uni X. so

TACACS+ and Local 2=

(R4 TACACS+ 2152 HE = H3B06tH Local 2152 HE. AIEXeE HAREE &
B QEGHoF &)

aut h required pam securetty. so

aut h required pam tacpl us. so encrypt servi ce=ppp protocol =l cp server=

192. 168. 0. 135 secret=vts123

aut h required pam uni x_aut h. so

account required pam uni x. so

password required pam_uni X. SO

session required pam uni X. so
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TACACS+ or Local 2=

(& TACACS+ 2152 H& = AIiotH Local 15 HE))

aut h required pam securetty. so

auth suf fi ci ent pam tacpl us. so encrypt servi ce=ppp protocol =lcp
server= 192. 168. 0. 135 secret =vts123

aut h required pam uni x_aut h. so

account required pam uni X. SO

password required pam uni X. so

sessi on required pam_uni X. so

-

4 S root 2022 6/E0t= securetty S LISt 20| MAEHLICH.
# vi [usr2/securetty

consol e
ttySO
pts/0

5 &3 logindt securetty 22 AScle CAELIZ L8 201 SAHELICH
# cp /usr2/login /etc/pamd

# cp /usr2/securetty /etc/securetty

ol

6 CtHl AIAEES THRE

-/ =
{usr2/rc. user scriptg E&E&LILC

I

#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n:/usr/sbin

# Add shell command to execute from here

# Add shell command to execute from here

cp —f /usr2/login /etc/pam d/
cp —f /usr2/securetty /etc/

TACACS+ 0IE5S 43822 SHAIIHE, AIZXE BtEAl 2I0A £8s HAHE 2
OHOF ELICH 22t ZMote B, AHE2X= Factory default reset2 Soll AIAEES &2

=2 root 822 &0t ™ ptsloginsS securetty W0 CtSD 201 F=ItaioF &
consol e
ttySO
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pts/0
pts/1

pts/ 9

MBI VISE 3& Z06tAIQ JI22t2 2 Reset ot= &2, /usr2/rc.user script It
fusr2/rc.user.old# W2 HELO, AN rc.user U0l =SFELILCL

Gl Kl 2. SSH console
1 S AFRX HES TACACS+ AHI(192.168.0.135)01 =J}&HLICH
2 HH MEX HES VTS EXI0 FItELICH
3 ©H /fusr2/ ClIE&Ec|0, AHEXIH ZHI0 210Ictk= 20| SIHEJU=KE ZAGH| £
8t PAMssh &€& 120l sshd
# vi /usr2/sshd
TACACS+ 2I&

j=|

|,o|9 AH A
=2= oo

[[oll
-
o

auth required pam t acpl us. so encrypt server=192. 168. 0. 135
secret =vts123

aut h required pam nol ogi n. so

session required pam_ uni X. so

TACACS+ and Local 2=
(& TACACS+ 2152 H&l & H3B6lH Local 2152 HE. AI2Xs HAREES

g oo &)

aut h required pam tacpl us. so encrypt server=192. 168. 0. 135
secret=vtsl23

auth required pam uni x_aut h. so

session required pam uni X. so

TACACS+ or Local 1=
(R4 TACACS+ 2152 HE = AIIGHH Local 21&= HE.)

aut h sufficient pamradi us_auth. so
aut h required pam_uni x_aut h. so
session required pam uni X. so

4 YA sshd_config MM UsePAME yesZ Passwor dAut hentication= nog #H&E
St AI2.
# cp /etc/ssh/sshd _config /usr2/

# vi /usr2/sshd _config

Passwor dAut henti cati on no

UsePAM yes

5 &H sshd 2 sshd_config IS &Sots CHFECZ G5 201 SALLICH
# cp /usr2/sshd /etc/pamd/
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# cp /usr2/sshd _config /etc/ssh/

6 CHH AIAES MREE MOt HE8E = UAEE f12 8HE WES Etgotd st &0

/usr2/rc.user scriptg H&EHLIC

7 ©H SSH SCI0|HE Zz )&= 11.9.2 CLI 21210 Cigt RADIUS 21Zal)| = A 2.
SSH console2| 109t 201 &&&LICt
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A.3 J0[= TOI06 e

PSP Alglg ZE 23 2T
Cisco &t 2 Z/Ethernet 3H0I2
RJ45
Nortel &HH| DB9 male¥ 2 Z&/Ethernet H 02

JIEt DB9DTE & Xl

+ RJ45-DBYF cross-over ( 2 E

Sun Sparc A H

J|Et DB25DTE & Xl

DB25 femaleX

2 <£/Ethernet H 0|2

+ RJ45-DB25M cross-over O & &4

Alelg T2l DB25 male& 2 &/Ethernet H 012
DB25 DTE &XI + RJ45-DB25F cross-over (H & H
24 DB25 male¥ 2 Z/Ethernet 3 0I2

ISDN E0I2 OEH

+ RJ45-DB25M straight Of &4 &
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 D 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 > 3 TXD
GND Red 4 > 5 GND
DCD Green - 5 1 <= DCD
TXD Yellow 6 <+ 2 RXD
DTR Brown 7 <> 6 < DSR
RTS White 8 > 8 CTS

d Z= 02 + RJ45-DBOF & H

RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 <> 7 GND
DCD Green - 5 8 <= DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 | 6 < DSR
RTS White 8 <> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 <> 7 GND
DCD Green - 5 8 <= DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 | 6 < DSR
RTS White 8 <> 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 D 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 > 7 GND
DCD Green 5 1> 8 DCD
TXD Yellow 6 <+ 2 TXD
DTR Brown 7 <> 20 DTR
RTS White 8 > 4 RTS

D 2= HO0l= + RJ45-DB25F/M O & H
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£ B: VTSIt Xl&dl= PC It

VTS Al2lZ= G328 PC JIEE XA ELICHL

H B-1. IEFHT FtE
M= Al 24 0|8 VTS Z28 24 0|8 3
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN Jt&
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN 3t&
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H B2 B4 UERH
RE A 24 0|8 VTS Z28 24 0|8 =
Cisco Systems | AIR-PCM340/Aironet 340/350 Cisco Systems 340/350 11 Mbps 24 LAN O 2E
Series Wireless LAN Adapter
Cisco Systems AIR-PCM350/Aironet 350 Cisco Systems 350 Series 11 Mbps 24 LAN Of &
Wireless LAN Adapter
Lucent PC24E-H-FC/Orinoco Silver Lucent Technologies 11 Mbps 24 LAN HHEH
Technologies WaveLAN/IEEE Version
01.01
Agere Systems Orinoco Classic Gold Lucent Technologies 11 Mbps 24 LAN Of &
(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps £4 LAN O &H
(WLI-PCM-L11GP) Version 01.01
# B-3. ATA/IDE Fixed Disk Card
M= A 24 0|8 VTS Z2E8 D4 0|8 3
Advantech CompactFlash CF 48M 48 MB ME&E It=
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB & JtE
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCFO064MAA 64 MB MHZ& ItE=
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB MN& JtE
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I B-4. AlcIg 2E JI=

M= SA 24 0|8 VTS Z28 24 0|8 3
- PCMCIA CARD ;
Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§rrL111FM56C-NFS FAX/MODEM PC 9t
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Jt&
CIRRUS LOGIC
KIT PCMCIA 56K IJl=
KINGMAX Fax/Modem Card 56K MODEQ/IASL-MDSGXX V.90 FAX/MODEM PC 3tE&
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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25 C. VTS €4 1t

C.1 System.cnf

syst em cnf

system configuration which exist only one place on this file.

B HH HH

# kind of |P configuration node
# 1 - static ip, 2 - dhcp, 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192.168. 161.5

# system subnet nask
subnet = 255.255.0.0

# system gat eway
gateway = 192.168.1.1

# dns configuration
# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,
# you can set 'bmanual dns' to O.

p_dns = 168. 126.63. 1

s_dns = 168. 126. 63. 2

bmanual _dns = 1

# pppoe configuration
# 'ppp_usr' is pppoe account name and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd pppoepwd
# Emai | | oggi ng configuration
# if you want to send log via E-mail, set '"emaillog' to 1

# 'emaillog_num trigger sending enail.

# The nunber of logs are greater than 'emaillog_nuni, then send it.
emaillog =0

emai | | og_num = 5

SMIP confi gurati on

"sntpsvr' is a SMIP server

'sysmail addr' is a sender address.

"recvmai laddr' is a receiver address.

'snt p_node' neans a SMIP server authenticati on node.

1 - snmp wo authentication , 2 - pop before snmp, 3 - sntp W
aut henti cati on

# If 'sntp_node" is 2 or 3, you need SMIP account i nformation.

# 'smtp_user' is a SMIP account nane and 'sntp_pwd" is a password.
snt psvr = sntp. your conpany. com

sysmai | addr = vt s1600@our conpany. com

recvimai | addr = admi n@our conpany. com

HHH HHH

sntp_node = 1
sntp_user = admin
smp_pwd = adm n

# 'device_nane' nmean a unit name assigned. A unit name will be a identifier
among PS products.
devi ce_nane = VTS Devi ce
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# IP filtering configuration

# By setting 'btelnet' to 1, you can use renote consol e.

# Simlarly by setting 'bweb' to 1, you can use renote consol e.
# 0 nmeans that protect any access.

# 'enable_ip', 'enable_netnmask' pair is a source rule specification for renote
consol e filtering

# 'enabl e webi p', 'enabl e webnet mask' pair is for web filtering

btelnet = 1

bweb = 1

enable ip = 0.0.0.0
enabl e_netmask = 0.0.0.0
enable webip = 0.0.0.0
enabl e_webnetmask = 0.0.0.0

# dynam ¢ DNS(DDNS) configuration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. O for disable.

# 'dyn_dn' is a domain nane for your DDNS

# 'dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = vts1600. dyndns. bi z

dyn_user = vts1600-user

dyn pwd = vts1600- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |IP address of NIP server and 'ntp_offset' is a your
of fset from UTC

# If you don't know any NTP server |IP, then set 'ntp _auto conf' to 1.
ntp_enable = 0

ntp_auto_conf =1

ntp_offset = 0.0

ntp serverip = 192.168. 200. 100

# Log configuration

# system |l ogging is enabled by 'l og _enable' to 1.

# 'l ogbuf_size' is a variable for representing |og buffer size by KB.

# 'log_stoloc' is a |location to save | og.

# 1 = nenory 2 = CF card 3 = NFS 4 = SYSLOGD

# If you choose log location to SYSLOGD, '|ogbuf_size' you' ve set will |oose his
role - limting log file size

|l og_enable = 1
| ogbuf size = 4
|l og stoloc =1

# Port access nenu(PAM configuration

# Enabl e or disable port access nmenu by setting 'naster_enb' 1 or O.
# 'master_port' is a listening port for PAM

# 'master_proto' neans a protoco

# 1 = Telnet , 2 = SSH, 3 = RawICP

# To set inactivity tinme-out, set 'master_inactivity'. Aunit is second.
# 'master_localip' means a assigned ip for PAM

# 'master_aut hnmet hod' neans a aut henticati on nethod for PAM

# 0 = None

# 1 =radius 2 = |ocal 3 = radi us/| ocal 4 = | ocal/radius

# 5 = TACACS+ 6 = TACACS+/ | ocal 7 = |l ocal / TACACS+

# 8 = LDAP 9 = LDAP/I| ocal 10 = | ocal / LDAP

#

I f your authenticatio nethod is not None or Local, then you have to specify
ot her paraneters

# 'master_p radius_auth' and 'master s radius_auth' is a authentication server
i p address.

# One is a primary server and the other is secondary one

# 'master_p_radius_acct' and 'master_s radius_acct' is for accounting server.
# Accounting server paraneters isn't needed in case of LDAP

# 'master_radius_secret' is a shared secret only for RAD US and TACACS+

# In RADI US case, you have two nore paraneters, 'naster_radius_tineout' and
"master_radius_retries'.
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# One is for the timeout and the other is for the count of retries.

# 'master_| dap_search_base' paraneter - |dap base string - is ONLY FOR LDAP.
master _enb = 1

master _port = 7000

master _proto = 1

master i nactivity = 100

master _| ocalip = 192.168. 1. 100

mast er _aut hnet hod = 2

mast er _radi us_ti neout 10
master radius retries = 3
mast er _| dap_search_base =

"dn=your comapy, dn=conf

# syslog configuration

# You can run or kill syslogd by setting 'bsyslog service' to 1 or 0O

# 'syslog_ip' is a |P addresss of a renote syslog server.

# 'syslog 2ndip' is a |IP address of a secondary syslogd server which wll get

t he sane | ogs

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog ip = 192. 168. 200. 100

syslog_facility =0

# NFS configuration

# You can nount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |IP addresss and 'nfs_path' is a nount path.
bnfs service = 0

nfs_ip = 192. 168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb_http' to 1. If not, set tot O.
# 'bweb https' is for HTTPS.

# 'web refresh rate' is for refresh the changi ng page when you see the system
st at us page

bweb_http = 1

bweb_https = 1

web_refresh_rate = 10

# TCP configuration

# 'keepalive tinme' is a tinme before keep alive takes pl ace.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive intvl' is atime interval between keep alive probes.
keepalive_tine = 15

keepal i ve_probes = 3

keepalive_ intvl =5

# Et hernet configuration

# 'ethernet _node' is a ethernet node

# 0 = Auto Negotiation, 1 = 100BaseT Half Duplex, 2 = 100BaseT Ful | Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Ful | Dupl ex

et hernet _node = 0

# PCMCI A confi guration

# 'pcntia_card_type' shows a pcntia card type

# 0 for enmpty , -1 for unsupported card, 1 for CF card, 2 for Network card
# 3 for Wreless Network card, 4 for Serial Mdem card

pcntia_card_type = 0

# PCMCI A i pconfi guration

# same with systemip configuration
pcnti a_i pnode = 2

pcntia_ip = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcnti a_gateway = 192.168.1.1
pcrci a_ppp_usr = whoever
pcnti a_ppp_pwd = pppoepwd
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C.2 Redirect.cnf




bmanset = 0

port =9
benable = 0
bmanset = 0
port = 10
benable = 0
bmanset = 0
port = 11
benable = 0
bmanset = 0
port = 12
benable = 0
bmanset = 0
port = 13
benable = 0
bmanset = 0
port = 14
benable = 0
bmanset = 0
port = 15
benable = 0
bmanset = 0

# As refered, maxi mum port (in case 16 port nmachine ,16) represents the defaults
val ues for
# all port configuration

port = 16

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uvarttype' is for UART type. But PS only support RS232

# So set 'uarttype' to O and DO NOT CHANGE.

# 'baudrate' is for baudrate. From 1200 to 230400 i s avail abl e.

# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# 'parity' is for parity. O for none, 1 for even , 2 for odd parity.
# 'flowcontrol" is for flow contorl. O for none, 1 for XOV XOFF, 2 for hardware

flow contro

# 'dtropt' is for dtr option.

# 1 = Always HGH, 2 = Always LON 3 = H gh when open

# 'interchartinmeout' is for inter-character tinmeout. It works ONLY FOR RAWCP
node.
uarttype
baudr at e
st opbi ts
databits
parity =0

flowcontrol =0

dtropt = 0

intercharti nmeout = 100

0 F©Oo
(o]
o
o

# Host node configuration

# 'protocol' neans a host node

# 0 = Terminal Server, 1 = Console Server, 2 = Dial-in nodem 3 =D al-1In
Term mal Server

protocol =1

# In Term nal Server node, 'destip' and 'destport’' is destination I[P and port to
connect

destip = 0.0.0.0

destport = 0

# In Console Server node, 'localip' is a assigned IP to the port and 'l ocal port
is alistenning port.

local ip =0.0.0.0

| ocal port =0

# 'ipactivitytinmeout' is a inactivity timeout in seconds

i nactivityti neout = 100
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# 'run_proto' is a ethernet protocol for this
Di al - I n nodem node.

# 1 Tel net , 2 = SSH
run_proto 1

# 'ssh_break_string' is a string for
and 'run_proto' is SSH
ssh_break_string = ~break

3 RawT CP

# IP filtering configuration
# '"allow.ip',
port access filtering.
allow.ip =0.0.0.0

all ow netmask = 0.0.0.0

# 'porttitle' is a port title

porttitle = Port Title

# Emai | notification configuration

# Enabl e of disable e-mail notification by set
# 'en_m nsnddelay' is a m ni num del ay of send
# A unit is second and ninimumvalue is 5

# 'en_nsgtitle' is a nessage title of email

# 'en mailto' is reciever addresss.

# 'en_keywords' is a keyword to nonitor

times.

# But the maxi mum nunber of keywords is 30
en_enabl e 0

en_m nsnddel ay = 5

en_nsgtitle Emai | Al arm Notification
en_mai lto = adm n@our conpany. com

# Port buffering configuration
# Enabl e of disable port buffering by setting

# 'pb_size' is a maximum port buffering size.
| ocati on.

# 'pb_loc' is alocation to store port buffer
# 1 = nenory 2 = CF card 3 = NFS 4 = SYSLOGD
pb_enable = 0

pb_size = 4

pb_loc =1

# In Dial-1n Modemor D al-in Term nal Server
by setting 'nmodeminitstr'.

nmodem i nitstr = gqle0s0=2

# Aut henti cation configuration

send a break in case of Consol e server

'en_keywor d'

port. This key is useless for

node

"all ow net mask' pair is a source rule specification for serial

to 1 or O.
notificati on.

ting 'en_enabl e
ng emi |

key can occur serveral

'pb_enable' to 1 or O.
Maxi mum val ue are different by

dat a.

node, you can set nmodeminitstring

# 'aut hnet hod' neans a authentication method for port |og-in

# 0 = None

# 1 =radius 2 = |ocal 3 = radi us/| ocal 4 = | ocal /radi us

# 5 = TACACS+ 6 = TACACS+/ | ocal 7 = |l ocal / TACACS+

# 8 = LDAP 9 = LDAP/I| ocal 10 = | ocal / LDAP

# If your authenticatio nethod is not None nor Local, then you have to specify
ot her paraneters

# 'p radius_auth' and 's radius_auth' is a authentication server ip address.
# One is a primary server and the other is secondary one

# 'p_radius_acct' and 's_radius_acct' is for accounting server.

# Accounting server paranmeters isn't needed in case of LDAP

# 'radius_secret' is a shared secret only for RADIUS and TACACS+.

# In RADI US case, you have two nore paraneters, 'radi us_tinmeout' and
"radius_retries'.

# One is for the timeout and the other is for the count of retries.

# '| dap_sear ch_base’
aut hnet hod = 2
radi us_ti nmeout
radius_retries
| dap_sear ch_base

par amet er -

0

1
3
= "dn=your comapy, dn=conf'
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_CI’_% D: &

ZE dses OSl €2 37 82 &2

ot

—

N

H

E

L
ol

2H & ZE (Well Known Port), SS&

port), SZ=(Dynamic) L= Al ZE(private port)) Lis £ USLICH & L& ELEE=
0~102381 Mt OI04, 0I01 S5& EE&= 10242EH 491510tXK1e ZEQLICH =& 2 A4
EZEE= 491522 H 655350tX12] ZEQLILH
& 2d ZEE= IANAJL XIEE HC=Z2AN, HRE22 AMAEUHAM=E AMA"E ZZ2AALE SE0
oiotEl AFEXDF AdEt T2 U oM AMEE = USLICH D-1g & ¢d& ZE
Bls 2 222 Z20SLICL XAIE LHE2 IANA EAI0IESE Z20tAID] BHELICH
http://www.iana.org/assignments/port-numbers
H D-1. & 24 port number
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UDP

49 TACACS, TACACS+ ubP

53 DNS UDP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP UDP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP uUbP
443 HTTPS TCP
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22 E: Bootloader Ol T2 2 OHLY

El MR

(s}

Bootloader Olw= HlA Al, =7 822 BOOTP/TFTPE AIE5tH VISE =305t AAHE
SIERINE Xttote YEHES MSELICH VIS X0 &0l =€ = 3% OILHO AFS XL
<ESC> JI1E€ 2, bootloader Bl 2SS e = JUSLICH O My Z2OHCIZRH,
AEXt= Chst AIAE Tl0IEE 438 £+ 2 o AIAE HIAE 2 firmware

gel0lEE +=dg = USLICL

E.2 OIS O

ar

Bootloader His Z203 0 SUHIIH, AIESXs CS 20| HOIXKIE & 4= USLICH

Boot | oader 0.3.0 (Feb 14 2003 - 10:49: 27)

CPU . XPC855xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO- NEGOTI ATI ON
Aut oboot Start: O

Sel ect nenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]
2. Hardware test

3. Firmmvare upgrade [ S/ W Version : vO0.6.11]

4. Exit and boot from fl ash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

1& E-1. Bootloader /o ZTZ 7249 2! B+ HOIX
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E.3RTC £& Ul

RTC 28 H=E MEE2ZM, AHEX= VTSS AAE AlZtS €88 = JUSLICL

_1& E-2.Bootloader 7 ZZ 78 LJo RTC &&

E.4 ot=2I0 HIAE Ol

ANEX= GHERIN HAE HRE MESHH SIEAN P4 QASS HAEE == USLUCH
CtEdt 22 3JHXI2 ot=RI0l HAE 22D JASLICH

- 13

- RS HAENAN 22 HAE 80| =8

- RHKS HAENAN AR HAESE AMEdH =)

MEXIL 1812 Heisis 22, IS HIAE T= 2t R4 4 HASID} 8 ©0F 23T} 0
DCOA, 22 SAE(MB IP Z4)9 ping HIAES UART BIAED} 8 B & 8= L0}
MEXI SL(RIE HASHAM oS HIAE g0l £38)S Meists ZL, AFSXIF <ctrl-c>



JIE =27 MK Xs HAEI g8z dlgLILh 0 2E0A, &3 S AEKY IP
A
-

Z=4)9| ping HIAES UART HIAED}

Im
rr
0
+0
=
0o
a
S

njo

AEXIE 2ERIS HAENAN 2AF HAEE AtEol =) ELGH
<ctrl-c> JIE F2J| HMX Ns HAED gtsHe2 gLt 2, 38 SAEMH

IP Z=2)2| ping HIAES UART HIAEDL BISXHO2 =g LI

&1

Ethernet 2 UARTWA! HAEE XI5l +=&otciH, AIEA= VTSS Ethernet ZE 0 Ethernet
HOIEE BIEA HZot] 22T JIUEHEZ VISS 25 A2l EEo SAZaoF &LICt EEEH
R85 IP FAE e FAFH SAEJN BIEA Q0/0F EBLICL JIE AHHE P FLAE

192.168.0.128 0/0f 0O/&= [Firmware Upgrade] = At&ot0 HZg = ASLICL dEX

FoH, HAEZE &S =88 + Yzl

s =,
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72/ E-3.Bootloader Ol Z2724 9 3tEY 0 HAE Ol=

AE XL [Auto test]S HEiEt FR, 2E Of=R/0 24 240 WS HAEI Us2e=Z2

g LIChH
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[ LED]

SERI AL READY LED ON/ OFF- = - - - - o s m e oo e oo 3 tinme(s)

[ EEPROM

EEPRCOM A Type exi st

EEPROM T@St == === - s s i oo [ SUCCESS]

[ UART]

<--Internal |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #30 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]

<--External |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

[ PCMCI Al

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapter Card

[ Et her net ]
Ethernet chip test-------------ommm oo - [ SUCCESS]
PI NG 192.168. 0. 135 from 192. 168 161.5 : 64 bytes of ethernet packet.

64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :

*kkkkk*k

1. DRAM Test

2. FLASH Test
3. FAN Test
4
5.

EEPROM Test - - -------------

UART Test Summary

Port NO | exist status |
Port 01- 04| YES SUCCESS |
Port 05-08| YES SUCCESS |
Port 09-12| YES SUCCESS |

Har dwar e aut o- det ect and aut o-t est

seq=0 ttl =255 tinestanp=11172879 (ns)
seq=1 ttl =255 tinestanp=11173874 (ns)
seq=2 ttl =255 tinestanp=11174875 (s)
seq=3 ttl =255 ti nmestanp=11175876 (ns)

SU'\MRY kkkkkk*x

-------------------------------- [ SUCCESS]
———————————————————————————————— [ SUCCESS]
-------------------------------- [ SUCCESS]
-------------------------------- [ SUCCESS]
exi st status | exist status | exist status
YES SUCCESS | YES SUCCESS | YES SUCCESS
YES SUCCESS | YES SUCCESS | YES SUCCESS
YES SUCCESS | YES SUCCESS | YES SUCCESS
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12! E-4.Bootloader & ZZ 32 LJO] 5t=ER0f HIAE St57

A
’é—l—%{

SIERI0 e 24 HAEES fIol, AHEAE <ESC> J1€ =2l HAES A4 E LICH.

i}

2+
=

Jg E-5.ESC 7/& At&0otH & HAE 25T/

32, HAED EXEH Al2lE

Fd ZEE = IS HAEI "G =s S 2HIF &dot=s
InUse LED= GHERION HIAEDN AIHMCH=E el ol Z2MALICH 0] B, AEXs <ctrl -
c> J|1E€ =d 0Ol= HOIXIZ SO0tJtoFet SLICH
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E.5 Firmware upgrade 0l

Firmware upgrade OI=Z Al
Sd0IESH &, AMEXE e 0 HOIXIS e &= 38 HE5tH S
F

Ct. firmware upgrade 0l Z2 82 A fimware 22

ECZM ALZ2X= EXIQ fimwareE ZHI0IEY = USLICH
El

firmware 2

firmware H&E 2 =08 = UASL

E <fIoi BOOTP & TFTP 2JH2 ZE2&EZS XN ELICH. DHCP &&= g Jlg Z2E=ZSE
BOOTPLICL. ArEXIE TFTPE MEe B2, AASXs HEs X2 IP =45 £&ol0F &L

Ch. X2 JIZ IP 2= 192.168.161.5. LICt.

Firmware upgrade 2| &<, [Server’s IP address|2 & & AHOW BtEAl [Firmware File Name] 2

AAE firmware WA 0| BtE Al =XHoHOF & LICH

Sel ect nenu
1. Protocol [BOOTP]
2. | P address assigned to Ethernet interface [192. 168. 161. 5]
3. Server's |IP address [192.168. 0. 128]
4. Firmmvare File Nane [vts3200. bin]
5. Start firmare upgrade
<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect nenu

1. Protocol [TFTP]
2. | P address assigned to Ethernet interface [192.168. 161. 5]

3. Server's |IP address [192.168. 0. 128]
4. Firmmvare File Name [vts3200. bi n]
5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

12 E-6. Bootloader 0= ZZ 72 L4 firmware upgrade 0

HE5ts B2, &0l UHAIXIDIL 30l LIEFELICH AFS Xt

AMEXIL [Start firmware upgrade]E
2 &otH, Firmware upgrade ZZ M AJH AIZEILICEH Olefst Z2Ah A= 22 WA

Sel ect menu
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1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]

3. Server's |P address [192.168.0.128]

4. Firmnare File Nane [vts3200. bi nj

5. Start firmnare upgrade

..... > 5

Fi rmnar e upgrade cannot be stopped until finished.

And all configuration paraneters are restored to default val ues.

Do you really want to start firmware upgrade(y/n)?y

BOOTP broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our |IP address is 192.168.161.5

Fi | enane ' vt s3200. bi n'.

Load address: 0x100000

Loadi ng: #######HHHH R R R
HHF A A S S A B S S
T
R R R
BHHHHHHH AR R A AR A A R R R R A R
HAHBHHHHRH R R R R R R R H R R R R A R R R
R R R R
BHHHHHHH AR R A AR A A R R R R A R
HH A A S R R S R R R
T
B e e e e e e e e s s e s e s s s e b s b e b st e e et
HHF A A S S A B S S
HtH T R
B e e e e e e e e s s e s e s s s e b s b e b st e e et
BHHHHHHH AR A A A A A R R R A R T
HAHBHHHHRH R RS R R TR R R R R R R R R R R R
R R R R
HHHHHHHH AT A R T A R T

done

Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Fl ash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmnare upgrade is finished successfully.

Sel ect nenu
1. Protocol [BOOTP]
2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168. 0. 128]
4. Firmmvare File Name [vts3200. bi n]
5. Start firmnare upgrade
<ESC> Back, <ENTER> Refresh

& E-7. firmware upgrade ZZ A4

|

firmware upgrade Z2 MAJ} 22 &H, T2 )H2 43 HAIKAG M HEE CtAl LIEFRLICH
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£= F 233= NFS Jls et

F1 IR

NFSE UIEIS S50 IIYSS IR0 Lol A8sHE Z2EB0/CH D2l uEoe
NFS= UDP Z2EZS ABSI2R 08I 22 2orso 2HEES JIND AsUC

- NFSserver 2} client AFO|2] data= 2 S 3t Tl D]
- NFSserverfil 8=oteis AIZ2XQ IDO 2 o= gtHE 060 &L
2 N

- NFSserver 2 client AFO|2] E3IE0| = R NFS JIs2 AFS oI HHELCL

01t 22 2ot4° ZHE S E&tot)| fot 253tE NFS (Encrypted NFS S£= Secure NFS)
cte JIsg 0188 £ USLICH VTISHIA 2S3HE NFS Jls2 SSH BHY2 (SSH tunneling)
Jlsg 0I25tH 2EIJASLICE 0 HlMdE £S3tE NFS JIsS 01&05t)l A8 NFS server
of dXI ¥ HF0 ot &HS SHASLICH

F.2 NFS server2] &X|

o

2S3tE NFS JIsES AMEGHI| 6t AMEX= TCP Z2EZZ2 X
Ol Z5t0{0F BLICH OHOIAZ2 AZEAS] Windows HE OSHIAN SXdt=s HR=2 NFS server =
TCP Z2EZ2 XI& ELICH 0J10lM= Xlink Technology A2l Omni-NFS server v4.25 A& &t
220l ot Ed5te=

Site 0l Al Download &=

ol= NFS server=

Omni-NFS server € &1l otJ| ?IolAE US UHESS =&GIESE SHYAIL.

Step 1. Omni-NFS server v4.2E Download &

Step 3. Omni-NFS server &XIE &2st F0, “Al& -> T2 -> Omni-NFS Server V4.”
Ol A NFS serverE &4 SHCH
Step 4. XLink NFS Server & 0| A, Action 0l &2 New Entry £ & E{SHCE
Step 5. NFS Server Export 2| Browse HHES &&5I0] NFSZ m 2 ZEHE =l
F9| . 1. MEXE export € ZE[/9 "Exported Alias" £ J/2/6f2 QL0/0F &LILCH
0|22 VTS 04l NFS server 49/ mounting path £ At& &L/}
2. 2BF 2 Z Linuxe NTFS It AIAEE 21415HX REHLILCH.

re
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VTS L&3F NTFS It2 AlAEEZ 0/45HA 2622 mount & Z[/= FAT
L= FAT32 I AIAE &0 Qe EEE XEoAID] BHELILE.
Step 6. NFS Server Export & 2| Directory Access Rights & &&ct= 220 A "Read/Write"

£ check 3I=5F St AIL
F.3 OpenSSH Ii3|X[2 &Xl

VTSAS 2S535&E NFS JIs& SSH tunneling JIs2 OI2&LICL. X422 NFS server Jt
AXE SAEN SSH daemonOl &3 T U0 2S3tE NFS JIs2 018 & = USLICH
0l Z0M= OpenSSH for Windows v3.6.1 IHiI|XIE 0|88t OHE &

OpenSSH for Windows = & A~ZEQNHEZEMN CtS URL, 0 A download £t

=)

z
Qli

== otASLICH
o

[mZ]
o
S =+ UsLICL

http://lexa.mckenna.edu/sshwindows/download/releases/

OpenSSH for WindowsE & XI6tJ| fIoiM Gt EX=S et =AID1 Bt LIC

Step 1. OpenSSH for Windows package £ download &£t=Ct.

Step 2. "setupssh361-20030512.exe" E £

Step 3. command prompt(Dos &)= && AlHL OpenSSH Jt Xl Cld&E22 0|8t
Ch,( Program Files\OpenSSH Jt J|& &&LICH)

Step 4. bin CI2E2|2 0|S&HCH.

Step 5. mkgroup Z2 &= 0/E0t0 group permissions ItY &S Bt=CH.

C:\ Program Fi | es\ OpenSSH\ bi n> nkgroup -1 >> ..\etc\group

Step 6. nkpasswd ZZ2 )= 0|0t passwd I CISE AMEXE F
Windows &2 2= AIEXE FIt olei™ ' -u usernane' =SEZ2 AFESHA Z0tHOE

Ct.

o

C:\ Program Fi | es\ OpenSSH\ bi n> nkpasswd -1 >> ..\etc\passwd

=

Step 7. OpenSSH server £ A&

o

Ct..

C:\Program Fi | es\ OpenSSH\ bi n> net start opensshd

Step 8. “pause.exe”T = 1S#HZ " Program Fi | es\ QpenSSH\ bi n" directory 0l = At StCt.
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=9 : 1. “pause.exe” ZZ ]2 HILIHI=SZ XA BIHE VISE S8EZZ 72/}
2. 0] ZZ ]2 server® client 2+S Encrypted TCP ¥ Z=2 2 /ot &S

stLict,
3. 0l 22 VTS MEZ &0/ HEEE= CDROM 20 +==%/0f YUSLICH
otg ol Z2E0/ = FRUE ML Jl= JFLE 22 ofAIJ] bHELILH.

F.4VTS OlM Encrypted NFS J|s2 &3

NFS server 2t OpenSSH 2| AXIE 2=Z0otH AEXe=E VTS 48 0w &0 A Encrypted NFS
= 2F

Jlss €38 = UAsUth 28 EX= U

Step 1. VTS2| Web Ul 0 2191 StCh.

Step 2. NFS server configuration HO|XIZ 0| S8tC}.

Step 3. 2f HSS USH 20 €& 8oL
NFS service : Enabled
Primary NFS server IP address : Encrypted NFS server ©/ IP address & & =CF
Mounting path on primary NFS server : "Exported Alias" &=L},
Primary NFS timeout (sec, 5-3600) : &of= 299 gtE &=L (5sec It T2
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : Encrypted NFS server 2/ At&A} 0/ &=L
Encrypted primary NFS server password : oS AFEX9 passwordE & =CF.
Confirm primary NFS server password : o4& AtEALS| password £ [LFA] Z &=L

Step 4. Save & apply. & &E4EHCH

Step 5. system log Lt portlog 2| location2 NFSserver& && StCt.

Step 6. HIAESHC

Encrypted NFSE HIAEdE M, AFEX= LanExplorerLt EtherReallt 22 OIHY! M3 BH =
ZOEE MEE &= JOOF SLICH LBHEQI NFSS B0z, the=st 8IAE FHUAM= VTISS
E d35 UOIEE BHE & USLICL 2L, Encrypted NFSS| H20lEs, AlE

= £

Hztel 2= &8& HOIHE BHE == UKL, B33 2= 85 OOIH
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£ G: SNMPE 0|&8t VTS 2|
Gl iR
22| = NMS(UIERIA 22| AlAE) £= SNMP B2t NHNE AIE0tE SNMP Z2E2=2 S
VTSE 22|lg &= USLICH VTISIE NMS £= SNMP EctR MOt Aldig ) U= SAEN 52
S EB5t™ NMS L= SNMP E2tRME AMESHI| &, HAA MK 282 XHED S&HO0k
SLICH. JJEG-12 VTS SNMP OIO|®EQ| MIB-Il OIDE EctR & ot U= LEHEOlI SNMP B
RN oH AEE BHSLILCH
EFJ
File Edit Miew SMNMP  Action IEII:I|S Miindowe Help
HWMON @ T FatbRaw@Pd ? &
Quew [MIE | Fing |
Bemate SMMF agent Split
[132.168.7.10 v|[B Overtcal
HIE tree -
= g MIE Tree ~
5 =
=2 org
=23 dod
=[] internet
(23] mgmt
=27 private
=120 enterprizes =
=27 =ena
=27 zenaProducts
(27 =enallPSLink
=[] zenavTs
=[] general
i generalModel
B generalFirmwareyersion
i generalBootcodel ersion w
Cluemn rezults -
Welcome o MG-S0FT MIB Browser Professional Edition ~
Femate address: 192168710 part; 161 trangport: IPAUDP i
Local address: 192.168.7.1 port: 1233 rangport; IPAUDP
Pratacal wersion: SHMPW ]
QI0 1,361,441, 122361, 220,18 = SHMP Y (# Fe 1 ] ﬁ

& G-1. SNMP E2tRXA
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G2 E2 X3

el Xh= SNMP Z2&EE9| Get/ Get-NextE AFE6HH VTS2 HEE X3g == UL

Guerny resulks

s OHMP QUERY STARTED =+

1: generaltdodel.0 [octet sting] WT5-3200 [56.54.53.20.33.32.30.30 [hex]]

2 generalFirmwaretferzion. 0 [octet sting] »1.68. 721 [(6.31.2E.36.2E.31.72.63.31 [hex]]
3 generalBootocodeiersion.0 [octet string) 1.7.3 [31.2E8.31.2E.33 [hex)]]

4: generalHwRevwizion 0 [octet sting] 1w [75.31.2E.73 [hex]]

A: generalFlashSize. 0 [integer] 8388603

G: generalb therdddress 0 [octet string] 00:07:95:05: 22: 50

7 generall PAddress 0 [ipaddres:] 192.168.7.10

3 generallevicename. 0 [octet sting]