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SOZM He 2= RS232 AlclZ EXIE UERIE S 858 =

Alelg ZE RS232E2 Xl
UA SLICH

0

VIS= TCP/IP, WP % PPPoE (PPP-Over—Ethernet)2t Z2 UHIESIR Z2E2E XIS 2=2ZM,
OSL JIEte] =10 CIHW & L= JIE LAN &3 d0Ae SAl Edl 22l JIsS M3 LI

10/100 Base-T Ethernet UWESR3IAE AlEoldd LW (In-Band) 220t Jisoil, X2

d=(dial-in) £= ASL ¥ 202 &2 =10& Y ¥£S Sdf 22 (Out -of-Band) 22l
s M3Z10 A&LC. |3 IP & (Broadband L= =& ONS)UIA SHIQ U222 VISO
82 JtsotE= ot A4S XFELICH
VisSe Os 22l JIsSsS M3U Lt

AAE B ZAl

23 Hed

ANAE 27 JIF Jls

SNWP E£= emai |2 AAE 27 28 Jis
g, telnet £= AMAEH 25 ZEESE 0|80t AN FAdI0IE JIs

HEE MEL OS5 2l JIs

e o 06 06 0 0 o0 o
0

OtM & HIOIE S4l2 22 6t= SSH(Secure shell) JIs
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1.2 Ij7|X| M3 2[2E

- VIS 2 & &A

- && JHol=

- 19 21Xl & &X JIE

- 2 /Ethernet A OIS (RJ45-RI45, AELIOIE 2m) 2 MIE

- AoI= JIEE UsS ESELICH
=2

A2l RJ45 R84 3HUlF 1T HE
RJ45-DB9 Female O & Ef(cross-over) 1T HE
RJ45-DB25 Female O E (cross-over) 1T NE
RJ45-DB25 Male O1 2 E (cross-over) 1T NE
RJ45-DB25 Male O1&4E{(straight) 1T NE

- Quick Start Guide ot= 1]

- HelloDevice Manager, HelloDevice VirtualCOM & D=0l &= CO-ROM
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1.3 MF Al

VTS400 VTS800 VTS1600 VTS3200 VTSA800
Al2lgd 4-ILE -ZE 16-2LE 32-EE 48-TZE
QIE B0l & RJ45 HUEI D} U= RS232
Alel =5 1200bps ~ 230Kbps
58 Mo
none, ot=%0 RTS/CTS, AZEFIO Xon/Xoff
AS:
RS232  Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
D& MO: DTR/DSR & RTS/CTS
HER3A RJ45 Ethernet HYEE &5t 10/100 Base Ethernet
QIEfH| 0l & 0N 2 RE P FA X
Tz=E2 ARP, IP/ICMP, TCP, telnet, SSH vi & v2,
DNS, Dynamic DNS, HTTP, HTTPS,
Authentication, SMTP,DHCP client, NTP, PPPoE,
SNMP v1 & v2 (MIB I1), RIP, Static routing
PC 3l= Ct2 PC 2tE X
SIE{HIOl A ATA/IDE fixed disc card / PSTN/COMA @& 3=
LAN IIE/ 802.11b 2& LAN 2=
SEIS Host mode
22 MH, B0 MY, Hg 2 Fx Mg B HOlE AMH
HE HHY ¥ 2Y:
RAM ClA3 = ATA 22l JtE &= NFS A = syslog MH
el A0 HAIXIN HE email L= SNMP trap S Xl
2ot AKX DY A5
2ot HOIE QIEHHIOIA: 24 IIJF = SSH
ZEQ st AF2X 08 22l & AIZX 3% 22l
RADIUS, TACACSt+, LDAP, Kerberos Authentication
P =4 EHY
Clustering NAT-D|Bte] &R 0|1 Secure Clustering X &
ZICH 544002 HHIE SAlM 22| Jts
ze| A2l 2& ZE | telnet, &, HelloDevice Manager
ANAE 22
ANAE 208 NS2Z email /SNMP H &
BAM CIA3 EE= ATA BI22| IIE = NFS MH &= syslog AMH
A AEL AREY
CHRESH AIAEN ARl HAl JIS
=0
telnet, Al2lg 2& = & 2AHHOAE S8t UR2E Jis Jls
Sz 2y SX 2% :0-~50C
B2 25 20 ~ 66 °C
SE : 90% Non-condensing
N3 5vVDC 110 ~ 240VAC 110 ~ 240VAC
Dual power
(Option)
37| 245 x 153 x 30 432 x 193 x 44.5 443 x 253 x 44
L xWxH(mm) 19 COIX| 0l &M Jis
2 (kg) 1.5 2.8 3.0(Single
Power )
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| 3.1(bual Power)

S FCC, CE, MIC
Al

ol
SEES D2t 54

o A= = O

'l%]'
USH VIS AtE 236t E2l gl

MAC =4

LAN £= JIEF UIEIAUA MAC(Media Access Control) FAE ZEFH2 1R8H St=AA
HSE LIEIEHLICEH. (Ethernet LAN &0IA Ol= Ethernet =A%t SLELICH.)

MAC 4= 6At2l 0Ul(Organization Unique Identifier) 152t 6XAtel SIERON AlYE HS=2
248 s 12X%el StEf HSALUICH VISS MAC FA= 00-01-95-xx-xx-xx0l|04, <2/&
BEAOl HIEHO 2tEOl 20 USLICH.

SAE

HIEH IO

N&

g o&F D12t S £ e S4 SHE AMOINA 20U=s e o3 HE

LENHOZ oiLel SHE=2 UE S& IHIN H2Z=s QIFUC. ¢ SHE0 SEot
HBO0| s B3R BHES N2 ni2 Z2E 2 COIHE wESSLIH(" 45 Uet"). 23X
SCE2HU HZ0l 0120 & I M&E0l AIEDLD HAZ0l S22 M 2L

201U E/ AH
Sct0IPE/MHE Soiel BRE Z=208, = MHIAE QFols SA0HE Z2 I8l
RGN SEOIH 012 Melote M Z2 08 A0 2HAHE ZELICH.

A= ot = el ZRE o2 OE FI=RH Z=2080 MBIAE MSdtse S8
SZ2OSAULICH. SAH0IHEE ScHOIHAE/ME 2H0 A= 2F Z20H = AASHUD
HE =0, & BN AIZ2X=s Ataa & HOIXI2l MBiol ot Z2ct0IHE KBS otl
Aqe AJYUCH. BcteMd UMde ZHEFS AN 2Fs HIML IEsS &0 BHecl=s
SclOIHESLITH RFS Melotd HIML Y S SHF= ZFE= MHYLICH
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

utp Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

|CMP Internet Control Message Protocol
uoP User Datagram Protocol

TcP Transmission Control Protocol

DHCP Oynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

F1P File Transfer Protocol

PPP Point-To-Point Protocol

PPPot Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service

SNMP Simple Network Management Protocol
RADIUS Remote Access for Dial-In User Service
SSH Secure Shel |

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

0CD Data Carrier Detect
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2. A|ZFSHI|

= YUlAM= VISE M3 &ZXlotd Z&ot= 20l Mot ZF LT
- 2.1 HE HXHAME HE BIX & LED HEAl SS LI
- 2.2 0l=R101 G ZoH0IME VISe &3, UIES

- 2.3 A28 Z2Z0 500l NAE 225 £= telnet &

A w AL = — ()
2L ZE( %ol YWHE 498

4N
[w]
o
(_)'ﬂ
Qo

AZGIA OS2 XS0l HRELICH.
- GtLtS] ® oIS (WX ZEE)
- 3t 2= /Ethernet HIOIE(THIIXI0 Z&E=)
- Jl01E IIE(MWIIXI0 Z&e)

- UWEKAZ ABHOIA IHE(0IGH NIC)IH A= otLtel PC E= GHLESl RS232 Al2le ZE
2.1 T4 HHX|

2.1.1 VTS3200 mfd HHix]|

VTS32002 18 2-1(0, AIAE, Ethernet ¥ Al2lg EE)UAL 201 &EH HAIE <& LED
HAISOI 30 AsLItH. 2XF0 A= MS M2 ZAISE2 &, &Hl, PC Card 2EHOIAS

= rd
LIEFHLICH. CtS 32 HAISE Ethernet 100Mbps, &3, &0 8 AEHE LIEHHLICH

-— -

CE BEAIS2 AlclZ ZEQ AE, =48 & S48 dHE LIEEUT. E 2-12 2 LD EAS
Jlss &ZgLlt. g IRE2 RM4S HUYH, Ethernet EE, VIS3200 25 ZE, M3
23O AMelE EESS 2E0F10 UsLIC

VTS83200 Smcmminisens SENA

g 2-1. VIS32008 IHS BH I
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H 2-1. VIS32009| LED XIAl & &

TZAS Jls
A AE Power HRA0| S238= 32 &5 LI
Ready ANAE H=0| EHIHe 32 8 Ut
PC Card PC Card EXIJF &HstHe 3R &S EULU
Ethernet 100Mbps 100Base-TX H&AG= 2 85 LI
LINK Ethernet HIER Q0N H&E= 32 S &L
Act Ethernet ZEE Saoll 20l EXHLD Lle H ZHELIC
Alelg ZE | InUse Aelg ZEJ AIE 32 &2 88 gLt
(ZE HIHEO0| JIs &AH T= ZE &% J|s0l M2 50 E2)
Rx/Tx A2l ZTEEZE Eo S0 U= HI0IH S201 22 M,
e HEILICE

2.1.2 VTS1600 mfd Hix]|

VTS16002 & IHEE& VTS32002 M THE W HCl FAFELICH. ©XI, VIS16002 16912 Alcl€
HEE HAISS JtA1D U= BHH VIS3200= 320H2 AlelE EE HAISS I UASLICH
1. VIS3200 HE WIXIE EXotHAL.

2.1.3 VTS800 ij'd uix|

VTS800 2 & IHE 2 VIS32002] M IHE W HEel sALELICH &KX, VIS8002 8IH2l AlelEZ
HEE HAISS JtA1D U= BHH VIS3200= 320H2 AlelE EE HAISS I UASLICH
XAt B2 2.7.1. VIS3200 HE BIXIE BZESHAAIL.

2.1.4 VTS400 g Hix]|

VTS4002 & IHE 2 VIS32002] MSH IHE W HEl sAFELICH ©XI, VIS4002 4042 AlelE
HEE HAISS A1 U= BHH VIS3200= 320H2 AlelE EE HAISS I UASLICH
XAt B2 2.7.1. VIS3200 HE BIXIE BZESHEAIL.

2.1.5 VTS4800 mfd Hix]|

VTS48002 8 2-20Met 201 I S SF(0, AIAE
HAISO0 ASLICH. 2E0 A= HS 4(5)H2 BAIS2
2 IeIE0I(finde Me)E UEHHLICH CF 3042

CHEH AEHE LIEtELICH VIS48000ii= CHE 20t &2l Alclg ZEN et EAIS2 AsLITH
H 225 2t LED BEASS Jlss £EgLUt. HE IF=2 R4S HHUH, Ethernet ZE,

= =
VTS4800 & EE, M3 A3 AelE ZESS B0+ USLICH

Ethernet)2| AEH EAIE {8 LED
2 1(2), =4I, PC Card QI EHMHOIA
| ZAISS Ethernet 100Mbps, &3, A0

A yo

il
Il



VTS4800  ersatic console server SENA
(52 Otg 229 MK IjE)
VTS4800  versatie corsae serr SENA
(&F Ofg 229 Mo HE)
(25 o)
& 2-2. VIS4800 <© g Hi Xl
I 2-2. VTS48009] LED XAl &=
HAS s
Al AE Power HRA0| S23H= 32 &5 LI
Ready ANAE B=0| =HIDHeE 22 85 €Ut
PC Card PC Card #XJI &&= &2 &8 &EUU
Find Me AEXIE HD manger € 0ot EXIE probing & S 2 HELIC
Ethernet 100Mbps 100Base-TX H& &= 22 &5 UL
LINK Ethernet WIERI AN HZ&H= 32 s EUC
Act Ethernet ZEE Soll W30l SHLD LIol= & ZEHHELICH
o
2.2 SI=ES0] 445171
2 2lMeE =J| HAEE o, VISE X0 H&Z6t= Y-8 ot &9 &LIC.
- VISOl &3 32 &XE AZELICH
- VTSE Ethernet o182 L= AKX HAZSHLICEH
- oY XU AZELICH
2.2.1 M3 AHAHSI|
VISH &3 AHOoIE2 HZELICH. O30, 838 A/IXE ZULC. 830 885 s3&
[Power] EAISO| =2MOR S AEHE S XIEHLILCEH.




g

18 2-3. VIsol && SZot]

2.2.2 HESL|T0f| ¢1As}7|

Ethernet HIOIE2l &t& ZZ VIS Ethernet EZEW HASLD, LIHA CHE Ethernet H0IE2
SHHES UHERK3 ZEO HZELICH 20201 SHt2H HZBE FS, VIS Ethernet
HERI2S HABHAl= TS 201 LIEFELICH

- [Link] HEAISE =M FS 4HE |XELIC

- [Act] BEAISES HSHAM ZEHEIHA Ethernet T2l S24101 (HEE LIEHHLICE.

- VISJt 100Base-TX UIERIAN HZE= A [100Mops] HAISES =4 FHE HHE

S XIELICH,
- Mo UWERZ HZ0| 10Base-TQ! 2 [100Mbps] HEAISE HXIK LSLICH

& 2-4. ViSOl WERZ F0lE HZ ot/

2.2.3 sig Fxlof] HAEsI|

VISSl Alelg ZEN 25 022 HZ&UC. MEAIF X2 2 ZE0 HBoHY EX

AHOA MB8 22E& EES |REYS Ldg ZERIE UASLICH. VIS A0S IIE WIIX W
=ci-2 HEH=S2 AEL EXI0l %= AHO0I= EEHE XNAo| <o HM=SLICH XtAlet
ez £8. A3 0/ CHOI0OEE Lot AL
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Equipment

18 2-5. ZHIE ViSOl SZoH]

2.3 A28 20 ®S56171

0
I
S
O

VISOl &&£otks 282 od JHNJE AsLICH 0le, MEX2 AXIIE X L=
Cl

=20l et getdLCH £8H, VISs ®AE Oy, GUI(Graphic User Interface) Ol S=
CLI(Command Line Interface)E M35t USLICH..

- ANA"” 2&:

2Z MEBXE = AHO0IE2 HEEH % Z=/Ethernet HIOISS AFSdH VIS AIAEH 25
ZEN &8 AZ2g = USLITH

-3 22

SES EHOlE OISd0IeHE ALEd VIS

E Hw QHHIOAE QIFotse A AMEX
telnet (TCP IZE 23) L= SSH(TCP ZE 2

-9

g HeRME AE6IH VISE otele & MEX=E Internet Explorer E= Netscape

.l
Navigatoret 22 & BelRKHE AF=20lM VISH H&EE 4= UASLICH.

=
[a—
2)0l =g & USLICH

?o HHS2 ZF VIS AIARCZO 2700 RTLUICH

2.3.1 AI2H”] 2& MS3§1I]

1) =& /Ethernet 029 &% 22 VISS 22£ T EW HZESHLICH.

18 2-6. VISOl AI£E Z2£ F01EE FZ 517/

18



v
3
o
=
e
Y
il
C
o

RJ45-DB9 H & E (female adapter)E AIE2X

AZX ZFRES AlelZ ZE0 A0S 8% 25 HZELICH.

SHOITHEIOI'E (HyperTerminal )t 22 HOIE NS0IE Z208sS MMFLICH CSD
Z0l B0l olgdiold T2 039 Alelgd &3 Het0IeHE SF LIt

B 9600 baud rate

B 8 Data bits

B Parity None

B Stop bits 1

m  No flow control

[ENTER] 2IE SELICt.
AF2XF OIED HIY BISE d5tD VISH =229 UL oS 20l UZE 3t

Logi n: root Password: root

Logi n: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92.168. 161.5: ~#

192. 168. 161.5 | ogi n: admin
Passwor d:

Wel cone to VIS-3200 Configuration
Press Enter

=

Al S

£ 0
ot =V 8= € = UsLIU. 2 AEXN FE0UA AISE = UAs JIE AEL
E =

o
>
0R0
>
ro
o
=

©
>
=~
Oy
s
ry
L
i
ot
P
on
s
>
to
(@)
=
2
:‘T:
ro
|
=
o

iy
1]
g
Ol
>
=
ro

Hs=2

L 11 CLI CHAA

CIEHHIOIADE HAE w2 £8& 2, 18 2-601 A= Ois 280l LIEHELITH

192. 168.161.5 | ogi n: admi n
Passwor d:

Wel cone to VTS-1600 configuration page

Current tinme : 02/25/2003 16: 46: 34 F/ W REV. : v1.0.0
Serial No. : vt s32000302- 00001 MAC Address : 00- 01-95-al-89- b7
| P node : Static IP | P Address : 192.168.161.5

Sel ect nenu
1. Network Configuration
2. Serial Port Configuration

19



3. Qustering Configuration

4. Power Controller

5. PC Card Configuration

6. System Status & Log

7. System Admi nistration

8. Save Changes

9. Exit without Saving

a. Exit and Apply Changes

b. Exit and Reboot

<ENTER> Refresh
----- >
8 2-7. ol = 35 (VIs 3200)

Hel Ois stHe AlEXts Uy BsE 2&otHLE [ENTER] 218 =2 VIS mietolel E3ol
LQs My 322 d2g & USLICH 69 s 320 As AISIe 220 492 =i
M3 2= LO20IHE 438 = JASLC. 2= Ii20lH= VIse HIFEA HEZ2l 32t
HNEEZWH, Ol MEXIL Ol 8. Save Changess &6t H&EE = USLICH. U=+ a. Exit
and Apply Changes == b. Exit and Reboot £ &gt (2 2& HE AME=s &3 =+
USLICH
2.3.2 A EZ= AI=ESH|
MBIz |23 ZE2 MESt= VISH EE5HD] MOl BtEAl VISS IP F=AE 20t0F &LICH

3. HEf=Z HFs FIOSHHAIL). VIS 2F =GtAl JIE2 IP A=
Cl

192.168.161.52 LICt.

YA 2L Jlse ¥R SAE FE SHEOUAM disable € = USLICH(RME WHES A4
3.59 IP EEHES FXSHAIL). VIS F ZES 8 telnet ¥ SSH Z2EZ 25E
A& LI

CtEel XEol met vis &2 2

I8
2
i
1Y
il
C
O

1) Telnet($£= SSH)ZZ2 13 L= te
& 2 port number= VTSt
Saolior ELICH ZERst HL, port numberE 23(L= 22)22 XAELICH AIESX

ZRE ZY etel oIHHIoIAN O8 FEUHE &

il
o

tel net 192.168.161.5 (orssh adnm n@92. 168. 161. 5)

= US L2H0IEHE = telnet Z2ES AHAZLITH

20



3 Tera Term - [disconnected] 4 o o 1
File Edit Setup Control  Window Help

Tera Term: Mew connection

& TCPAP I 1 92.168.161.5 j

V¥ Telnet TCP port#: |23

 Serial Port: ICOM1 vI
0K | Cancell Help |

K

J& 2-8. Telnet T2 &Z OfH (Teralerm Pro)

2) AHEXE BtEAl VISZ ZICIoH0F StHH, Ol AFZX 0I5 LSS E LSELICH AIEXR

S IINYUCHA A 9.1, AIEXF 22|18 EXBINAIR)

3) VISOt QI H, (Ll ZETE L= HAE [ 332 LRI AR HEQ J|=
shell &F0l M2t AFRXOIH LIEFZLICH AFRXIL CLI ZEZEQ 2 QIGtDA dte
AL, XAHIE UWE2 11. Ol °HIKHE EZXSIMAL. AEXH=E HAE My
OIEIHIOIAE AIE5I0! Oy HSE L€ =, [ENTERIE =2 0in $32 L98 £
USLICH AI2XE 012 S8 3lHS Sofl Z2Qs Mel0IHE 438 £ UASUT

2.4 g =2l 22| Ae{Ho[20f E5517]

VIS= HTTP % HTTPS(HTTP Over SSL) EZ2EZ RFE XJELILH. VISs L& HTTP Z2E22

AN&2otH, KA & 22 HOoIKI J}ASLICH. VIS & 22| HOIX0 &E=otHAH, Vise [P =4,
= R=58 SAE 01§28 & Sct*M URL/Location ZEO0 &oH0oF SLICH. 012 Sd
AEXt= VIS 270 gtHez ME 0lsg = UsLT. AAEX=s H&e MEL 018 HIg
BISE AIZ0IH 2 SOZM 1SS 20L0F ELICH. Jle2 482 U3 £5LItH

Logi n: root Password: root
Logi n: admin Password: admn

-

& VIS & 22 HOoIXo Z%517] &, ABIE VIsel IP LA (ks Fgst SAE 0/18),
el HER OiA3 8= ZAtolOF gLilct.
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VTS Series ;
MATIAEETTIETIL. %n f

User 1D : I

Password @ I

BSERVER
Copyright (©) 1998-2005 Sena Technologles, Inc. All rights reserved QcFm“u%s
& 2-9. VIs & &2| HoIX £39 tH

8 2-102 VIS & 22| CIEHOoIAN et AFEX EZHO0IXIE 20 SLUCH O die dH
2Z0 UsSLICH 0w s JHE 2492 88 s 282 Z&otn UsUCH s B
S52 MHEGIH 2 OSHAM AFE Jts8 2 offl w2 &M 218 SLICH. AHEXt= ot
s =SS M6 oY &s0 et Otetlle 2482 =88 = JUSLULC A8Xe 2
HIOIXIOIA [Save to flash] [Save & apply] L= [Cancel] JIsE& =&E %= USLIT
ANEXt= 4% Hiet0le 2 B1Z8 = [Save to flash]E HEGHH HIFZS K220 HEE
OO0l g2 MEGHOF ELIt. 2RE B AEsS HSotdM, AMEX= [Aoply changes]E
SEHoF  ELICH o 82 U=

Hb SIHOA AISE 2= USLICH. AEXDF [Apply
changes]S & Eist A0 &toll, MM22 W2l0IE g0l VTS &0 H2ELICH. A2 Xl= [Save
& applylE HEHGIH SAlO HZE AI&S HZASD[Save to flash] =&[Apply changes]& ==
2

UASLICH  AEXDIF M22 M2t0IE ¢S MESHR Z0A ot <, [Cancel ]2 &EEILICH

22



VTS Series

MaTTageTTent.

User : root

Network
IP configuration
SHMP configuration
Dynamic OMS configuration
SMTP configuration
IP filkering
SYSLOG server configuration
MFS server configuration
Weh server configuration
Ethernet configuration
TCP service configuration

Serial port

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes
Login as a different user

Logout

|Reboot

IP configuration

IP mode :

IP address :

Subnet mask :

Default gateway

Use manual DM ¢

Prirmary DS :

Secondary DRS (optional) :

Reuse old IP at bootup time on DHCP failure :
PFPoE user name :

PPPOE password :

Confirm PPPoE password
Enable/Disable secondary IP :
Secondary IP address :

Secondary subnet mask :

Static =

|192.158.19.l

|255. Z255.0.0

|192.158.l.l

IEnabIe vl

|l 68, 126.63.1

|l 68, 126.65.2

IDisabIe vl

whoever

Disahle =

1

Save to flash |

Save & apply Cancel |

Menu Bar

g 2-10. VIs & 22| 35

23
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3: HES3 A&

3.11IP MY

AMEX UERZT SZ0AM VISE AtEstei®, |8 IP =40t ERQELICH P =20 EHIZ A
22 F=, A" Z2eIXoAH 220t VISE I8t |&8 IP =AE Y 2SLICH
HESI0 VISSE HAZotdA™, 0K IP =401 A00F Stlhs AtAlS HAIGHOF & LICEH
VIS IP =& & Al, AIEX= USH 22 309 HY Z2EZS Z2 otUE HdE8g =
USLICH

e Static IP

e DHCP (Dynamic Host Configuration Protocol)
e PPPoE (Point-to—Point Protocol over Ethernet)

A

VIS =J| Jl=ZgtS 192.168.161.52 IP =45 = Static IP 2E2 ZdF 0 USLIC.
3-12 3e 2= IP €& IIet0IHE EWSLIO. 8 3-12 AEX IP £33 BHEGH| fIg
M & ole UIE 2EsUICH

H 3-1. IP £& Otct0lE

IP address

Subnet mask

Static IP Default gateway

Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)
Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
Use manual DNS/Primary DNS/Secondary DNS (Optional)

DHCP Reuse old IP at bootup time on DHCP failure

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
PPPoOE User name

PPPoE password

Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask

PPPOE

IP modeE Disablez &3 UWIERKIIZN VISE HZGHA

o
nio

=T UAsUICH

Enable/Disable secondary IPJ} Enabled2 A &L, Secondary IP address®t Secondary subnet
maskJt Static IP E2&E22 |R5& IP A &35 H, MEXE=E 0 2X IP =42 Sot(
VIS HZg = USLICH 2X% IP =AE o= 28 3.1.1 Static IP =& AIE6HIIE

& AGHAID BHEEUICEH.

OII

24



IP configuration

IP mode : |Static: "I

IP address : [192168.19.1
Subnet mask : |255.255.D.D
Default gateway : |192.IEB.1.I
se manual DMS : Im
Primary DNS |1EB.IZE.53.I
Secondary DNS (optional) |1EB.IZE.53.2
Feuse old IP at bootup time on DHCP failure Im
PPPoE user name [whoever
FPPCE password quuu
Confirm PPPoE password ; I ssenene

Enahble/Disable secondary 1P IEnabIe vl

Secondary IP address

Secondary subnet mask

Save to flash Save & apply I Cancel |

Jg 3-1. IP&EZE

3.1.1 Static IP =4 AIE517]|

>_

£ XIZoHoF &
SUC. = AE0AM= 012 20 XHAlcHH CHE A Y LICH

I
0

g ViIse g8 I 010 €8 S2Z 0/80tH HIERIE 24012 D

IP address

ISP (Internet Service Provider)Jt

1]
2 K
3
N
5
®
>
o
10
o
1
i
rr

tEXOL static IP FAE AISE E2, VIS2 P =42 23 e 2=
s2 L

s},

ZFEHOl
AtEZotH

HERAZ

B &

IM A& (private) Z=AYLICH. VIS Al2lZ2E HEo6tHAH Z=00 Ot

£ &= ANO0F StH, 0 &2 |=
£ XY ISPERH FotAHUL SUHE

Subnet Mask

MEH =2 Z2 X2&H /AX, & A= L= SLs LA As 2=

45HA

]
my
no rir

I}
g
ol
o=
=)



SguUt. UE/I3IE Sol Uits W20l As B VIS Alel=2E= W20l XIEsk TCP/IP
SAED 2Z UERA FY0l A=K ABY 0tAIE Soll =AELICH. =4I VIS Alel=¢t
SUSt HIERT ZA0 ACHH VIS Al2IZ22H HE HZELICH. DX 22H =0 J|2

&

I0IERI0IE Soil HZELICH

Default Gateway(J1= HIOIESIOI)

HOIEHOl= CE UWEfKI=Z S0t ol= UWEL/KZ3 HEALICH. LE
UER3I WHWHM E£= XD ISPHAM EciE= HOote ZFE= HOIERO LELLIC. 22
HESRZT & o SAES S&otd|l fdiMde VIS Al2lZ2Jt JI& HOIERO FEHL IP

rr
o
4
1
o
o

Ef=1

F=AE 2O0toF LICH. AHOIEOl 1P =400 e H&st HE2= UERAZ 22 X0l
Z2lotAIL .

Primary / Secondary DNS (D12 % &

MEIIL EF ZAOIEE Z=26t0A ofH, 2REH=E FA0IES H=e P =20 Ciot

ONS(Domain Name System) A B{0f £ 0I=25t & Mol E=&LICH. ONS= @

CHO UYS AYEEIH IP FAZ BHEAAFTE SALUC. =02 g2 sena.comst

AL = 0|0 getxez J|9olot o &d&LUC. ONS A
A

E JIg Zmel uW¥S TCP/IPOI HZGHI| I =Xt IP FAZ BEAA

T @
o n »e

4"

VIS Al2lZ=2] DNS JIsS AEotddd THQ HYoez SAEN EXE 4= A= 0| DNS AMH 2
P =422 A HolOoF &LICH. VIS Al2lZ== Primary DNS server 2t Secondary DNS server 2= DNS
ANHS P =TAE A3AFSl=s YWYH=ES MZ&LICH. Secondary DNS MBi= Primary ONS AHE

ANsE = 8l I AtSotDl flal XIEELICH

3.1.2 DHCP Al&3517|

S SAE £F S4 AA(DHCP)E UIERZ ZelXDt IP A9 22 XA HERAIM A
=Y 2oty NssY = U o= sS4 Z2EZYLICI. DHCP= UWESRIA 2el Xt P
FAE SEJ0AN =0t 2HHot== ot FFEI OE UWERZ /XN 212 & 32
MZ2 IP A8 US22 dSHES UL
Static IP 252 &=L, IP A= 2 BFHUH =522 JHOOF SSLICH &Y FHREIt
CE UERA AXNZ 0IsStHes &2, ME2 IP 20t BtEAl 2EE0O0F &LICH P =240t
ODHCP Z2E0IAM EEEE 1P =4, AEY O0tAZ, HOIEOlI, ONS MHE ZEggols 2=
mtetoleor sez2 dZELICH DHOPE &2l 1P =40t ot ZRE0 ot S&8 Al2t
=, “H0i(lease)” MES ASELICH. IP =45 ZYot=0 ZR8& 2E Itet0IH= DHCP
= O 1P =2JF AMSE= B2 DHCP Z240IHE FFHE 0leld

MEEHE MOtCH VIS UWESR3 H0lAM DHCP RES YSELICH DHCP MHSl SEU=
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IP F=AE HIRGHH MES 0tA3, HOIERAOl =4, NS A 2 "OHH"  Al2H0l Z& &N
UASLICH VISE SAl 0lg! F25 XA HZelol MESULCH. "0o” ot etgEls 2, VIss
DHCP AMHBIZRE " HH™ Al &S QFELICH. DHCP MBI O HES s2g E=R,
VIS HISolA X IP =42 &S SLICH. DHCP MBIt THOY HES SClotkl %=
g%, VISE DHCP ANHZRH MZ=2 IP =4 RF EXE AMEELICH

=
Im
10
]
M

ted VTS IFeH0IeHE XseZ
EFELICH.. ONS HHIF 5L E SFLHX FE SR, AMEAE primary & secondary DNS |P
FTAE QEHSIOZN FZOF HFE £ QUSLICH ONS =AE XIS &F613HP, primary 2

secondary ONS |IP =42 0.0.0.0 (H&&)C=2

X110 DHOP ZE0iA ONS AHE XHgat Z=
S

0
03
!
c
&

ODHCP MHE UIERZ 22X 2elotd A= IP =4 20AM IP A8 SHE2Z LIt
Ol= DHCP Zct0IHE, GE =0 VIS P £

b
Om
U
2
2
Q
[ml
il

KBOIA 1P =AE 0ot AISXE M 2EE VIS FAE e AEg = JES
SEoHOF SLICH. DHCP UWIERIANA 1P =AE OMltoted® 2elk= VISS ot 2220 U=

ctd AEIHO A= VISS MAC =28 £0L0F & LICH

Reuse old IP at bootup time on DHCP failureS EnableE & &otH, VISOF fE€ZE [ DHCP
MBIOIA VISS 1P =4S &Y 22X 2 & 3%, 8 M0l A=ZotE IP =22 O0IE6tH P
G UWERIAN HZELICH. 0l =  “CHOH” AlZ2t0l SF= ™ DHCP MH O IP
LAEELICH.

3.1.3 PPPoE Al&35}7|

PPPoE= 28 L= |At EXE Soil Ethernet LAN(222l S4AY)A2 el BRE AISUHE
A AMOIEN HZot)| et #AYLICH. 6 ZRE ALSX= PPPoEE AtEadH lEHA 0 ADSL,
HOlIE 28 L= 24 dZ=2 € = UsLIH

PPPOE 2 EZ=0lA VISE AtSotd®H AIEX= PPPoE HIE & ADSL 221 &
B0 A O0F SUICH. VTSIt PPPoE 2 E=S XI&oH)| S0 ADSL &2

A SAEN EHEg = UsUC. MEX= VISH CHEH PPPoE HIES AIEX 018 & 2SS

ZHoHOFEH ELICEH.

AN=Z [HOICH VIS= PPPoE A2t PPPoE &= AIMELILH HEES AlHote s¢e VIS IP
=4, JHOIEROl, MES! OtAZ & DNS M2 22 QY 20 28 328 =4 Ut
HAZ0| HH VIS HEBS Jtset & 2 RAotd LI HZ0 SESEHH VISe MZ2
HZS RTFOINM MZZ2 PPPoE 2= A& UITH

&1l PPPoE ZEMAE ONS AHE EESH VIS ZE HERZT 23 IIeHIHE ISe=
EFELICH. ONS AHHIt JIsLE SFEX ZE SR, AMEAE primary 2 secondary DNS [P
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=
_[__/JE

i

JEYSCEM 5T CE LT + YUSLILH ONS F=LE A& £FotH D, primary 2
o

secondary ONS IP =248 0.0.0.0 (HA&&E )2 EFELICE.

3.2 SNMP AH

VISE SNMP v1 & v2 Z2EZ2S XI=26l= SNMP(Simple Network Management Protocol )OOl & EDt
USLICH. NMS = SNWP B2t M2 22 UIERZ ZE2IXsE VISE ZH4 Jso &3 & %

AS 2L OtLlet B2 uwetg = UAsUt.
SN\WP Z2&E 22 GET, SET, GET-Next, 121
St OIfE 2d SXNE 22 = UALD(TRAPS), d=2s
UM (GET) BXI AEHE HBE == USLICHSET). SNWP v20il= EE 2 20 Jiss 27
U= GET-Bulk J1s01 =ItE 01 UsUICH
B-11 AIAES JHAI, &5 MO 23 & TRAP ==
= | Hi=0A 23 2ciis 2 ug € s X
igh &~ JASLICH. 08 2= & CIHHIOIAE S8 SNWP & 3tHE B SLICH

SMMP configuration

MIB-II system objects

TRAPS EYELITH Ol JIsS SoilA 2kt
I, X

Mgt =

40

ro

0

>

i

b

ol

o
Ao

2

sysContact ; |administrator
sysMame ! |¥TS3200
sysLocation |m5.l location
sysService | i
Options Trap Email
EnablePowerOnTrap/Email : Mo - m
EnablesuthenTrap/Email Mo =] Mo =
EnableLinkUpTrap/Email m m
EnableLinkDownTrapfEmail ; m IE,
EnableLoainTrap/Email : Mo =] |Mo =
Trap event recipient's email I
address

Access control settings (MMS)

IP Address Cormmunity Permission

v |192.158.IDD.1DI Isena\fts IFlead only vl
o |D.D.D.D Ipublic: IFlead anly vl
| [public

|EI.EI.D.D public |Flead anly vl
O |EI.EI.D.D pukblic |F|ead only vI

Trap receiver settings

IP Address Commmunity warsion
r [eood [pubic— | v B
r [eood [pukic | [« =
r [ood [public ™ ] [« =
r [pood [poblic ] vl %
Save to flash | Save & apply | Cancel |

J& 3-2.SNMP &&
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3.2.1 MIB-Il A|AE! ZHF|(MIB-II system objects) A&

MIB-I1 AIAEN X &H= Soil AIAE =, 018, fIX E VIS SNWP OO 8 EJH AtEdt=
A

ol Al AE(Authentication-failure traps)S &E&E& £ USLICH. 0ldst &3S MIB-I|

sysName, sysContact, syslLocation, snmpEnableAuthenTraps, snmpEnablePowerOnTrap, snmpEnable

AuthenTrap, snmpEnableLinkUpTrap, snmpEnablelinkDownTrap 12l snmpEnableLoginTrap 24Xl
AlH XY (010)JF At=2otle 22 MZ06l SLICH. snmpEnableAuthenTraps, snmpEnablePowerOnTrap,

snmpEnable AuthenTrap, snmpEnablelLinkUpTrap, snmpEnablelinkDownTrapt snmpEnableloginTrap

0] &¢Msr A2 Trap event recipient’s email addressZ O|H Y2 ASESHH & =& USLICEH.

3.2

4 Al

& 0

sysContact: 22l AIAE(VTIS)0l CHet SHE X A& L Gl 22Xl s
AHHELICH.
sysName: AJAE AlEHQ AI2EE 0|22 2UBIMOZ LS9 FQON(Fully Qualified

Domain Name) LICH.

| o

rr

==} ]
o g

i
Qll
o

syslLocation: AIAES AX =
sysService( | &) Ot
NMESES LIEFHLICH. D2

EnablePowerOnTrap: SNMP MIOIEE ZZ ANIADJF AIAEO0] AIEEHAJ=X0 28 HE

HZots AMHlA

MH=2
28 AKX HEE LIEFWLICH.
EnableAuthenTrap: SNMP OIOIME ZZ2AHIAJF Q1E A0 2= HE MES 2
AOIX R E LIEI-YLICH. 0 A g2 E8 &3 HEE F0 &L olzdez 2E
Ol AIHQ 2= HEE HIEH AMZ = U= YEHS HSELICH
EnableLinkUpTrap: SNMP OIOIEE ZZAIADJb Ethernet SZ0| TA=X0 28t A
MAHE 528 AKX HEES LIEFYLICH
EnablelinkDownTrap: SNMP OIOI®E ZEZANIADJL Ethernet HZ0| & ZIJA=X0 28

d8 MHZ 618 AHoX HEE LIE-HLICEH
EnableloginTrap: SNMP OIOIME ZZ2AIAJL AIAEN ZQI H=X0 26 2 M
28 AKX HEE LIEFYLICH.

0x
nio

AFEXIOF MIB =04 L= =Z0l Oist X0l 28 2, MU Jlzs NFRAZ HEHGHAIDI
HrELICH. MIB2H SNMP2l XAl H=2= RFC2l 1066, 1067, 1098, 117, 1318 2l 1213

ZNE FXGHAUAL.

.2 WMA X0 ME(Access control settings)

A K= VIS SNWP OIOIMEN Tt 22Xl &% Jisds dootl JUSLICH O Ui
2d= 2cIX2H0l VIS SNMP GIOIEE0I &6t d2E W&otd Hs=s Mg =+

29



2E IP =2&= 0.0.0.0 0 JI28t),

Ho
rn
]
|>
Im

OH
HL
1]

>

Eg £4D]= VIS SNWP OIOIMNEZREH SR8 OIHIE(TRAP) 2 A&sS 22l Xl
o

3.2.4 SNMPE 0|Est 2|

NMS(UIERIT 2el AMAE) £= SNWP B2t E AIEdle S\WP Z2E2S Sl VISE 22l g
o= USLICEH. VISIE NMS E£= SNWP Ect Mt AdE D U= SAEN E5= oIZ6tdE NS
L= SNWP ECtSME AE6HI &0, BAIA M 4835 &0 &&oH0F &LICH. 08 3-3 2
VIS SNMP OlIOIMELSl MIB-11 OIDE E2tRE ot U= LetEOl SNWP BN 3H AEE
SHsLICH
, o) x|
File Edit “iew Operations Help
ESBaPE apny B duB XEe| 29
Bt Loaded MibModules -
@ H-tg RFC1213-MIB 74 5| Host 192 168.410 ﬂ Cummunit\,r A
¢ Jg:g‘dnd Setvalue -~ | write Community
@ 4 internet w | ContextEnginelD -
directary
@ &3 momt Object ID |.iSU.0rg.dnd.internet.mgmt.mib—z.svstem.sysDescr |
@ &5 mib-2
@ £3 system b=t
; ) Sent get requestto 192.168.4.10 0 161
@ sysOhjectiD sysContact.0:--=administrator
i sysUpTime
g ?fgﬁznmtaect Sent get requesttn 192,168,410 161
s S:SLDCSHDH sysMame. 0--=HelloDevice 35100
¥ sysSenices
@ £ interfaces Sentgetrequestto 192.168.4.10: 161
@ imlumber sysLocation.0--=Unknown
& [H ifTable
e (3 ?T Sent get requestto 192.168.4.10 ;161
e (i sysBerices.0—=7
& (] icmp
[og t
. g chp Sent get requestto 192.185.4.10 1 161
@ (3 egp iMumber.0--=2
transmission
@ [ snmp = : " .
experimental Syntax ;Dlspla\,fS_trlng {SIZE (0 Status _mandatow
@ (] private Access Eread—onlv Reference
Lo TRAF‘S. ey
egpheighborLoss .
@ ﬂ TEXTUAL COMYENTIOMNS ChjectID 5.1.3.5.1.2.1.1.1
FPhysAddress i A textual description of the entity. This value
!. Ny Deseripti.. | Should include the full name and version
0 o identification ofthe system's hardware type, —
Glohal Wiew I Ed a z A e G

JE& 3-3. SMIP E2IRHE ALEEt VIS SMMP 0l0|HES MIB-I] 010 ECIRE
(AdventNet MIBE2LLT)
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3.3 == DNS(Dynamic DNS) A&

AEXIE VISE D0SL cteloll HZotAL DHCP &3S A EE &3S, O A0l FotH, [P
FAa0F HFE ELC. 028 HEE IP =40 e 22 g4 ER6tD Y= A2 L
Hcd=2 LYLICH L8, 22Xt telnet S8 & 2£8= Soll 1 S AE0 EH6tdeE 2,

=X ONS AMblA= R0A =S8 SME= diZot)l st Z22&E=0I10, el ISP E=
SHOA MSELC. SH NS MHIAE AMES2ZM, MEXE IP F42 BHEN 42801

S0 HSSHAIDl HHELICH

Dynamic ONS Network ServicesIdt HM3ot= && INS MHIAE AEoHHY, AAEXe=E =2 &
NIC(Network Information Center-http://members.dyndns.org)0f HAEB=S &
AMEXt= Dynamic ONS Network Services Members NICOI 2192 & = MZ&
d3IE FIotg = USLITH

=X ONS 2F Hi=0AM, S8 NS MBIADE Jisotes 8 =, AHEX= S5& Domain name,
2

<
oo LIt 23 #HE Algs A& tZXt= Domain

:
ol
>_

User name 2 PasswordE

name2tS AFESI0N VISOHI g = USLICH.

>

8 3-4= SHE NS €8 & QHHOIAE 20 sLICH

Dynamic DNS configuration

Dynamic DS : m

Damain Mame : [vts.dyndns. biz

User Mame : [vts-user

Passwoard : I-uuu

Confirm password : I-uuu
Save to flash | Save & apply I Cancel |

18 34. =& NS £F
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3.4 SMTP AH

2 27 OAIXIOE SE i 23 21U Edl2 Z1 HAIXDE 2=
sE2E Soil 01 22 XuAH 2
SRELICH VviSs O3 22 8

e QIE0| 8l= SMTP

o QIB0l A= SMTP

e POP-before-SMTP

!
b
%)
=
_‘
O
x
&
30

g2 NEFULL

2 SMTP & &E 0IlA 22L& Iet0IeH= G313 25LUICH
e Primary / Secondary SMTP server name
e Primary / Secondary SMTP mode
e Primary / Secondary SMTP user name

e Primary / Secondary SMTP password

2 g
£ &= UASUL. 012 RllME, 758 SMIP MBS

e Device mail address

SMTP configuration

Primary SMTP server :
Frimary SMTP server name
Primary SMTRP mode :
Primary SMTP user name :

Prirary SMTP password

Confirm prirmary SMTP password
Secondary SMTP server
Secondary SMTP server name
Secondary SMTP mode :

Secondary SMTP user name :

Secondary SMTP password

Device mail address

Confirm secondary SMTP password

IEnabIe vl

Smtp. YoUrcompany, com
|
[SMTP =]

|admin

|Disab|e vl

[SMTF =

|admin

|vt532|3[|@y0urcumpany.com

Save to flash Save & apply | Cancel |

g 3-5. SWTP £&

32
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SMTP configuration

Primary SMTP server :

Frimary SMTP server name
Primary SMTRP mode :

Primary SMTP user name :
Prirary SMTP password
Confirm prirmary SMTP password
Secondary SMTP server
Secondary SMTP server name
Secondary SMTP mode :
Secondary SMTP user name :

Secondary SMTP password

Confirm secondary SMTP password

Device mail address

IEnabIe vl

|smtp.ynurcumpany.cum
SMTP ~]

E'Olf'ubefure SKMTP
SMTF authentication [g
I.....

|Disab|e vl
|

[SMTF

|admin

|vt532|3[|@y0urcumpany.com

Save to flash I Save & apply | Cancell
& 3-6. SMTP &&0IA SWTP 2= A&
Device mail address= 2= &1 % &1 MY email {8 &aX, =, VIS Y =42 XE
SHLICE. SMTP Server= S&248S ol email =49 SAE CQ O|ECHES SQISLICH. WetA
ZEXI0 et email =4 HF2 =22 SAE 0|8 (i.e. arbitrary_user@yahoo.com or
anybody@sena.com)S 2t= 22|19 user namesS AI=2E &= USLICEH.
O1F0] RUe=E SMTP E£= POP-before-SMTP modedt MEHEl= B, SMIP AIE XA 0] 2 SMTP
passwordJt Z&HLICt.
Secondary SMTP &2 = YW SMTP AHE St 0l M50 AIHE ZR0 olZ6t)| flol &
QLELICH. =, & HI SMTP AHE Sgt Hlg d500 AIHE BR202 Secondary SMTP AHE
Sot HY dE52 AZSHAH ELICH
3.5I1P EE{2
VIS IP F4 J|Ete ZHE RS AIE0I0 &2 #St0l Sl SAEJ VISH 850t A2
9= Jls0l USLICH. 1P EHE #a2 #F0t)] st &=0= Interface, Option, IP
address/Mask, Protocol, Port2t Chain ruleS0l USLICH
Inter face
HIOIHE &= UIE<ZA 2HHoIAL 08§22 &A&cte &=dLIC. T8 Al JHXI2l oEHH0lA

= ofLE HAEELITH



e eth0 : VIS JI2 QIHHOIA
e ethl 1 UIERZA PCIEH 24 UERZA PC tEE ZF06IH M= EHOIA

e all : ethO2 eth1 QIHHOIA 2F HE

o
[«
Q.
e
[0
n
n
S~~~
=
[«%)
n
~
=2
>_
x
02
rn
fol
[>
Im
0z
d0
=2
HH
oo
rn
fol
[ >
Im
=2
Pl
0l
utn
aa

HA0 ZE= SAEQY =
e Invert : SAE H0H ZEIA L2 SAENH HES

IP address/Mask

= SAE P A/ AEY OtAZ9 Aoz A€ot oY IP ZEHE A0 HZZ
SAES HRAE HIHELILO. MEX=E I2U0IH HdES2 HIYELZM SAE HAE US
ALiel2 S9 otz &3 = USLt
o ST IP FAE A= HY SAE
o S& NEYHU U= SAE
o BE SAE
I 3-2. IP address/Mask /& Ol
HE SAE €9 g5 =X
F SAE |IP =L A4l 0tA3
2= SAE 0.0.0.0 0.0.0.0
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255. 128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128
Protocol

SAES VISY S0l A=EHes Z2EZ2= NEELO. TP, WP, ICMP Al JtXl &= =0l

(S| T AABE

Port

SAED H&oldds VIS ZEHSUL TEHsS HPE AHAAMELIC. ZEYHRE UHE5HH
portl:port22 HAIOZ QUAESHLICH. port1e ZEHYRS A& EE HS0|1D port2e= OFAIE

2E BSYLICH

Chain rule
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SAEQ H£0| dEEXN = HEEXNE EAMEULC. OS S XN &3 =0 deHE £
UASLICH

e ACCEPT : 82 ol

e DROP : &2 AR
g 3-72 1P EHEY 48 & C2IHHOIAE 2E0ESLICH

# Interface  Option IP addressiMask Protocol FPort Chain rule Action

1 |a|| ;[ |Inver‘t j|192.IEB.D.D!255.255.D.D |TCF' j|22 |DF|OF' j Rermove I
2 |a|| ;l |Inver1 j|192.IEB.EI.Df255.255.D.D |TCF' j|23 |DF|OF' j Hemowve |
3 |a|| j |Nurmalj|l92.158.1.0!255.255.255.0 |TCF' j|8[l |ACCEPTj Remaove |
4 |a|| j |Normalj|l92.158.2.0!255.255.255.0 |TCF' j|BD |P.CCEF'Tj Remove |
5 |a|| j |NDrman|D.D.D.DfD.D.D.D |TCF' j|BD |DF|OF' j Rermove |
6 IaII j |Nurmalj|l92.158.1.0!255.255.255.0 |TCF' j|443 |ACCEPTj Remaove |
7 |a|| j |Inver1 j|I92.158.2.0!255.255.255.0 |TCF' j|443 |DF|OF' j HRemowve |

[all =] [Normal =]| [TcP = [ACCEPT =] Add |

Save to flash | Save & apply | Cancel |

18 3-7. IP ZHE &£&

8 3701 19 1P ZHE RES 192.168.0. 10l A 192.168.255.254 AtO|2] SAE H(IP

address/Mask : 192.168.0.0/255.255.0.0)0 A= SAEE M2 (Option : invert)st SAEDI}

eth0 £= etht 2B HIOIA(Interface : all)E S6t0 SSH Z2&E S (port @ 22)2 VISOHl E%2

ANEg M &850 HREC=E As 20IgULLC =, 18 A3 192.168.x.x MEUl0 =8t

AEQ SSH Z2ESZ VISH X8 £ JAESE ASELICH 28 A2 192.168.x.x AEY0
S

=8t SAEQ ethOLt eth1 QIEHHIOIAE Sol VISE U E45= dES 20U

JB o foh

581 REOM 2 HUE SAES http Z2ES(Port @ 80)2 VISH EXE = ASLICH
Jdett, 38 &0 2ol 192.168.1.x MEH SAES F201 2=, 48 R0 [t
192.168.2.x MEWU SAES HX0| JisgLICH. MetM, 3B0A 58MXS =0 2ol
192.168.1.x2 192.168.2.x MEUl0l =8 SAEDHO| http2 VISH H=g = U ELUICH

79 REE 192.168.2.x MEUN =& SAEE HAT ZLE SAEQ https(Port : 443)
=2 MEELID. 68 #A2 192.168.1.x MEUH =& SAECS HZS EEUICH. MetM,
192.168.1.x 2t 192.168.2.x AMEUl0l £H8t S AEDO| httpsZ VISHl &E% R

I r
It}
St
<)
- o
i
-
o

ASXesE [P 2HE A2 £36l0 Add HES 22610 MZ2& IP Z2H
SEE P ZHEY AEES HHE = UASLIC. S8 #=E= =2
lash &= Save & apply HEZ Z2=6t0 IP 2HE A2 #HE =3 =

SLICH. Save & apply HES S2HUt Apply changes IS HEiGIH B1d At&ES HE5H|

o
=l
o
o
a
o 9
o
C
o
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K= 1P 2EE R#EO0| VISH HEEX 25U

3.6 SYSLOG AMb{ MF

VIS &2 AKX 22 AMblA, AIAE 2 ZE MO0 Z2Z= 28 SYSLOG serviceE
KZSLICH. &Z SYSLOG serviceE ArZotcA®, AFEXt= SYSLOG MO IP=4A L= S0
ol AEE faoilityE BtEAl X &EoHOF &LICH. g 3-82 & 2EHHOIALSl SYSLOG server
configuration 3atHS EWSLICH. VIS= ZI0f & JHQ SYSLOG MEHHE MIS&LICH. 22X SYSLOG
MBI 28E B, VISE 01 & MH0l S8 SYSLOG HIAIKIE &S LICH.

SYSLOG server configuration

SYSLOG service @ IEnabIe "i

Primary SYSLOG server name |192.IEB.2IJD.1DD

Secondary SYSLOG server name | |

SYSLOG facility ILDcaIEI vl

Save to flash Save & apply I Canu:ell
&g 3-8. SYSLOG AH &&

21 HAIXIE VIS2ERH =4dtHAH VIS dF0AM X&EE SYSLOG MHH= “remote reception
allowed” 22 AFZO{OF ELICH VIS ¥ SYSLOG MBI ALOIOI 230l U= B, AIEXes
LIOtD S0 WP IH2I0I IUtREH OISE = U= AEHS BtEAl FOtol0oF & LICH.

VIS= local0 Ol local 77Kl SYSLOG FacilitySS XI&&LICH. AtHEXt= 018 FacilitysS
AESHO, SYSLOG BIIAIXISl SEHZ VIS HIAIKIE MEE == US

SYSLOG servicedt Jbsst AEHOI UL SYSLOG A AFO0l Aol ZFHE 202, MEXE=E
VIS AIAEl 27 &= AMelg ZESQ ol 21 &% M 23 HE
Mz XNEg = Asult. ZE

U 8.2 ANAE 20 &F 2 HFEGHAA

L=

3.7 NFS AMH AMFH

VISeE AlAE 27 = ZE OOIEE NFS(Network File System) MHIAE Sl NFS A B0
MEe £ U ot JlssS KFELICH 018 MEdtdE AMEX= NFS MBSl 1P =4 & NFS
NHSl &X B2ZE BtS Al XI&GH0F &LICH. 08 39= NFS At &3 HOIXIE 2WSLICH

VIS 27 OIOIEE NFS MHO MESHAH, VIS &0l XHE NFS AHE  “read and write
allowed” @22 AZoHOF &LICH. VIS ¥ NFS MH ALOIO Z3tEH0l [= B, AFEXs LD
SH2= UOP TH2!0l It2EN Olse = U= &S BHEAl F=Itoior &LICH.
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27

o

ad=<,

NFS MHIADE AM2 Jts &EH0ID NFS MH &H&EO0l HE
ZE OO0IH 212 NS A2 H&EE = JSLIT. £

Vse s«
X

C =
4

ro
0
10
=

ol

FLOG iIAIKI

r

MNFS server configuration

SBX NS MHUE MEELICH ZE/A
2

= S
2= 487 ZE 22 & 8.2 ALE 270 £F A&

MNFS sarvice : IEnabIe "I

Primary MF5 server name : |192.IEB.1EI.]EI
Mounting path on primary MFS server : |fw0rkfmuunt
Primary MFS timeout {sec, 5-36007 |5

Primary MFS mount retrying interval (sec, 5- |5

3600} :

Enable/Disable encrypted primary MFS server : IDisabIe vl

Encrypted primary MFS server user ;

Encrypted primary MFS server password

Confirm primary MFS server password |

Secondary MFS service | Digahle =

Secondary NFS server name

T

Mounting path on secondary NFS server :

Secondary MFS timeout (sec, 5-3600) : |5
Secondary MFS mount retrying interyal (sec, 5—|5
2600)

Enable/Disable encrypted secondary MNFS

Disakle =
SErver

Encrypted secondary MFS server user :

Encrypted secondary MFS server password @

11\

Confirm secondary MFS server password @

[Email alert configuration]

Enable/Disable email alert for MFS Im

disconnection :

Title of email :

REecipient's email address ;

[SNMP trap configuration]
Enable/Disable NFS disconnection trap IDisabIe vl

Use global SMMP configuration IDisabIe vl

Trap receiver settings :

IP &ddress Community Yersion

|D.D.D.D Ipubliu: wl |
|D.D.D.D Ipubliu: vl |

Save to flash Save & apply I Cancel |

& 3-9. NFS At £F

2FNFS A 2F0A ER8 IetlldesE s 25Ut

Primary / Secondary NFS server |P address

Mounting path on primary / secondary NFS server
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e Primary / Secondary NFS timeout

e Primary / Secondary NFS mount retrying interval

e Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user

e Encrypted primary / secondary NFS server password

e FEmail alert configuration

e SNMP trap configuration

NFS timeout

NFS server b SE0I 1S &<, VISJt NFS2l SE= 20 S JIGEXE XEELICH. O Al2*
SO NFS server2l SE0| 2™ NFS serverll XI&EE CIECI(NFS server2 mounting path)S
Ot E ELIC.

NFS mount retrying interval

VTSOE NFS server22| HZ0| JIsSEXE HAdt= FIIE HFELILH. HFE =0t VIS
NFS server2 HZ0| JIsstXE & Ctet, VIS= V1SSl Cla&Ee|l2 NFS server &
mounting pathE CtAl OI2E6tL, ERoOH U522 OI0IeH 222 fIXIE NFS server2
HAeLICE

Encrypted NFS
NFS= UHIE/IDE S5t IIE=S2 3Rot=l g2l A8dse Z2E2 U0, dHLr, ggtd
OZ NFS= UDP Z2EZS AI=Z25tB2=2

- NFS server 2 client AOIQl datas= &3t &I HHELH.
- NFS serverOil &%dlei= AFEXQ 100 HE 15 &Y S DHEGIIIJF HHELE.

- NFS server 2 client AFOIQ] Et5tHH0| /U= A

10
=
M
(9]
S
or
nio
Qﬂ
S
S
2

1\
o

>
Il

Jedlt, SSH HEd S 0188 25 3tE NFS(Encrypted NFS) JIs2 0I86HH <128 22 2

HZ & = UAsLIT. 2SSt NS JIsS MEotHAY, AIZXt= TP Z2&E=S XN &ot= NFS
OI22AZE ATXE NS server= TCP ZZ2&E

KHASLICH £&, LS3tE NFS serveZ AFEE SAEN= SSH O=01 &0 JA0N0F &L

OLXIgte=2, Vvis M3 &M HM3BE= pause.exe ¢© =Eelel Z=d

T2 )0l XIS CIHELIZ SAGHOF &LICH. 0 Jls2el 20 XtAs d3e 25

2S3=E NS JIs SHUHE F1oHAID| BHELICH

ol

£ mo

H'F

o
wn
n
T
L

Email alert configuration
Enable/Disable email alert for NFS disconnection optionOl EnableZ2 & XTI NFS server2
HZE0| ZOUZE ot ViSe olMlY ZE & X (Email alert configuration)Ol 2t OlMIYS

38



HEELICH

SNMP trap configuration

Enable/Disable NFS disconnection trap optionOl EnableZ &AEL, E =410 A& (Trap
receiver settings)OlA 1P =401 EB 2AD|2 BIE2H SFTH, NFS server? HZ0| HEE
HOICH VIS EE =40 280 %= E-#S Z2HLICH. Use global SNMP configurationOl
Enablez &Z& T SNMP ConfigurationOiAd Z&EE EE =40 Z£&0l NP EES SHI=Z
ArZELICH THMIEH L2 3.2 SNWP &3S ZXGHAIDI BHEFLICH

3.8 #l AH{ MH

VTsel & MU= HTTP & HTTPS(HTTP Over SSL) MHIAS 25 XZELICH. AF2X= AlIRCEIEl
TZMUAM 222 MEIAE HERCZ M3 X ORE 282 = UsUL. TAE HWES2
A

9.7 AIFCIEl Z2ME S EFXIotAIDl BIELICH 8 3-102 & Ab £33

Web server configuration

Web page refresh rate for statistics data display IID— d
(0-1200, 0 for no refresh) @ SEEERCS
Login tirmeout (0-1440, O for unlimited) |EEI minutes
Authentication method |Local =]

Eliminate root access ; IDisabIe vl
Serial ports count on connection page (16-90) : IED
yweh applet option | Built-in with S5HZ2 =]

HTTR port IBD—
HTTPS port ; |£143

Save to flash Save & apply | Cancel |

18 3-10. & AH £F

AF HOIXINA & HOIXI HH0oIE =Jl(web page refresh rate)= =& E =+ USLICH
HIOIE =Jl= Aldlgd ZE & HOIK UWESRZ 2HHOIA, A2l ZE, IP, ICMP, TCP
2 UDP2t &2 AlAE AEH S= LIEHL= HIOIK & OIHE AESe 22l HOolXIo HEELUCH
2ol & HOoIXAME UHs22 MZ D& (Refresh)0l & SX LSLICH ZE AZ0 St
TtMst 82 ME 4.5, Serial port @Z2 ZEHEOSIAL, AIAE SHO st KtAMst g

AE 10, AIAE SHE FEROEAL.

_I‘_X

R [

]

ZIQIHHIOIAE L& Al2I0l W St AFESHA L0 OAl AHEE 32 MzIQIGHtE=
ot= AlIZ2E2 Login timeoutOlA &3 & LICEL 022 88T H M8 Q7oA ¥&LICL



Authentication method & & [Ol=0AM= 20 Z2g [ AIEL 2135 HHEHS HdE8HE =+
USLICH. & VIS BMBH= Local, RADIUS server, RADIUS down - Local, TACACSt server,
LOAP server, Kerberos Server, Custom PAMSSl ¢I& ZEHE XRALICH o5 20l CHst
AHAIE LHEE 4.3.10 Authentication £ &= &XGHAIJI BHELICEH.

Eliminate root access &<=Z= Enabled=2 & &St VIS2 root AFEAtSl & CIHHOIA
Heter = USLICEH. VIS root AMSXHSl EUl/SSH EZ2E=29| A &= Alelg 2=

MetatedA™ 11. CLI Guide 11.1 Introduction 2 EXGIAAIL.

1 J
rory
mo  nio

& & ANbe oF ZE2 Aclg EEo o gF Ell g4 Jocal OIO/EHIOIAZE
Lot L0l [sLICH =, gAHe o5 EEs & o1 2821 RDAIUS, TACASt, LDAP,
Kerberos S§2L=Z && olEHXHZ local GIOIEHHIOIA0 HE AFEXIL Y= ZR0E 250
gifor  gLict. &, g AEXIF FZH QF ANHOIA  2F0/8 FR0IE  local
LIOIEHOI A0 JI5L00 As 2z RAILH ELICH A2 EES 215 g2 4.3.10
Authentication && = Z15tAIJ] GFEILICH. EESF Jocal GIOIEIHIOIAGA Sl AFEXF 2E]E
9.1 AF8AF &2 € &1 6tAIJ] HIELICH.

~

Alelg ZE & HOIXIOA & HOIX HAIE ZEZLZE Serial ports count on connection page

g = UAsubt. 0o =20

SN &3 2 LEE A0 & 22 Alelg ZE oA
HOIXIS = Ay CE HIOIXZ2 &8 0lsg = UEE ote 2lAE gAE NSELUILCH
KEAISt LHE2 4.5, Serial port &2 EXOINAL.

AMelgd ZE, |2 L = 018 EXI9 Alelg ZEZ HZES Java applete] SFE Web
applet optionOIM AXE = JUSLICH. VISIH MEotsE Java applet2 AIEots 22
T2EZ2 X012t ) SSH Z2E30 J< SSH HH&E1(Built-in with SSH1)S Ar2& Xl SSH
H&2(Built-in with SSH2)E AMEE XIE ZFoHOF &LICH. VISIH HM3ote =
22, ARCIE Z20t2el SSH HEIS ME 2IISotES
HF(9.7 AMRCIEl Z2o2s FHX)SHH Java applet@Z SSH Z2EE29| ZEW dIE =
Ul EE2=2 FOIGHAIDl HHELICH. AMZXIF BHE Java applet2 AIEE =& USLICH
AEROF B Java applet2 /usr2/jta.jarE® =AlotH Web applet optionOll User-
definedct= &=01 FItELICH. 0 &= dEotH AMESXIt 2= Jusr2/jta.jar It Java
applet 22 ArZ&LICH

XN &ot= Java appletES &E4EH

fn

HTTP port @t HTTPS portE HA3GIM & AMHIA LESE BHAHE £ USLICH

3.9 Ethernet M3

VIS S 22 el K2 Ethernet modeE XIRELICEH.

40



Auto Negotiation

100 BaseT Half Duplex
100 BaseT Full Duplex
10 BaseT Half Duplex
10 BaseT Full Duplex

=

Ethernet modeZE SLICE. Ethernet model =&
EotAl JlE2gt2 Auto NegotiationeZ AHLO USLICE. 229 HERA &#AHUAM, Auto
Negotiation 2E= JI&E 2uUollH H&ET= ZEQLICH. Ethernet modeZ &S AX CHEXA

ZFotdH, VISt HERD &H0AM SHotAl &= &= USLICH.

e
ro
i
>
010
bl
rr
>
|-
0z
o
=
1
om
%
Q

Ethernet configuration

Ethernet mode | | Auto Negotiation =]

Saveto flash Save &apply | Canml'

& 3-11. Ethernet 25 &ZF

3.10 TCP AMH[A MFH

TCP HI&E0l & SAE AWM MYEH=E E32, SAE TP ZEQ lock-up=2 XIS RIoHAM,
oMoz B=ZL00F ELICEH. 0l48 lock-up2 Z2 09| HIZFARNQ FEE S22 2l
SHAGHD, Ol48t lock-upS ZXIGH| A, VIS= TCP keep-alive JISS HM3&LICH VIS=
HEKII oA AE0 A2

16| keep aliveTlO RU=sKX =G| 2ol FIoIES2 &l S
HEELICH BHE0l o Al SAEN OlA0 Us HSZ 2UF6tD, HMAEAS Z=6HA

S LUICH.

TCP service configuration

TCR keepalive configuration

TCP keepalive time(sec) : |15
TCP keepalive probes(times) : IS
TCP keepalive intervals(sec) |5

Reverse DMNS lookup configuration

Reverse DMS lookup IEnabIe vl

Save to flash Save & apply | Cancell

& 3-12. TCP service &&
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VISZ TCP “keepalive” JlsS Aol , A2 Xl

= Chst 201 3042 met0IeHE £ &-aol0k
SfLICE.

® TCP keepalive time (sec):

N& 2to] S4I0l gl= AEHOIA S0t ZGHEHE K

3 keepalive TH3! M&ES AMEE 242X
2E Z2HELIC. JI2t2 15 =2 &FHIN USLICH
® TCP keepalive probes (times):

HZsS B2 MK & SR o

22 2 BIOILt &6t JIE LIEH

=

® TCP keepalive intervals (sec):

Keepalive 2! MEQ| AlZE 2tAS LIEIRLICEH. D28t

2% XJ| 4™ M, VIS= CIOIEDI S4I10| Sl AEHEH 15 =Dt
keepalive TH3lE2 M SELICH

Reverse DNS lookup= Enable2 A &GHH, VTS

HAHGHH, S OXXX XXX XXX . XXx & Al9
OIECZ BHAHGIH EAIEHLILCEH

%
1
s
i
in
=
o
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4: Al2|Y EE MH

4.1 I

Al ZE 83 JIs2 Sl AFSXl= 22 ZE2| host mode, Alcl

& JIEt 2t MetOIeE 28E = UsUIH

ne
O
=
=

tet0le, Z& 23

AMelg ZEQ| host mode= Ci21 201 d8& = USLICH
e Console server mode: HZ& SAEZRH Md&EELULC. 01E Sol 33X
SAEE= VISS Al2lg =E

e Terminal server mode: & RIS Aclg ZEZRH H&ESEHLUO. 0/ Sol UWESRZA
o AA SAEN HEGHHLE VISS & X Al

e Dial-in modem mode: 28 H&E= Soli VISH H=g =

e Dial-in terminal server mode: 28 H&A=S Soll UWERZD &2 A SAEN E85E =+

ASLICE.

ViSeE &2 SAEZRH ¢HZE IO U UEKAIYS A AEZ ZHols &4

ZE(remote port) JlsSE XLELICH S22 ZEE= Alel¥ ZEQ Console server modeX &
A SAEZEH HE QES 2HX0F VISO Al2lg ZEZ &=dl=s Alclg EEQ Console

server mode®te g2l /A SAEZ H=ELICH A, €2 ZENAM=E Alclgd ZEQ
Serial port parameters A& O &EZE ;A SAEQ £H4Z2

parameters &&0| AtE&ELICH

&HAGt= Remote port

HAE2Z M

VIS= &8t port access menuES HM=&LICH. O B clg LEE SHH(
w0 HdEHGIH 2E Alel

ZE Ex= Z0lotd Ul MEXR=E EE BsE UEtWE O

ﬂJS%_._

=

Z= MK Z2Z0IM port logging 715 &EH0IAM, Al2ld ZEE Soli 8&&= OOIE = MEMORY,
SYSLOG server, NFS server’ s storage &= PC II= RS AlS6t= ATA/IDE fixed disk card2
HdEELIC. AIEXe ZE 82 II/RE HAIRES2 Q[ O, ol vise ==&
HIAIKIS0l SHEH email = SNMP trap = Soll 22l K0 A
ABIe AZE BXZ2HO HAIXISE 2AE =

MEMORY Ol M&E = OIOIEH= VISOH HJA0l S0 s 202 SSLIO. Alelg ZE 27
CIOIEHE £ &0ked™ SYSLOG server, NFS server L= ATA/IDE fixed

=d
I
i
30
0io
re
N
olr
(HH

otLt= port sniffing JISQLICH =, O AFZE0l SAI0 8 ZEW

wWE S£= troubleshootingE2 =g = U=s0, AEX= =

il
I
ol
2
il
1%
o
%
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15E ML sniff AFEXE

AL
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$0

Al

H
Im
W
0
3]
1]

ey

E
ne
Hl
Im

MH

o
=
o
0

mo op

1
i
0p

FY

2E9

£ S5¢ =+ UsLIth
Aelg ZEN HZE SAEU 2RE ZEZ HAL=E FZF SAEI KW
S, VIS= AMEXIF KW 2et0IHE Z28s 0I180t0 SAEN HZEe =+
SfLICt.
2 EEE JHEECZ E= NN 25 282 = AsUl. H4-100 A2l
st &8 WU0IHE KefotASLICH
I 4-1. Al2Ig ZE && 1Iet0/E

Port Access

Port access menu Enable/Disable

Port access menu port number (listening TCP port)

Port access menu protocol (Telnet or SSH)

Port access menu inactivity timeout (seconds)

Port access menu local IP

Port access menu quick connect via (Web applet or Local client)

Port access menu web applet encoding — Web applet only (English (latinl), Korean
(KSC5601), Japanese (eucjp), Unicode (UTF8))

Login on port access Enable/Disable

Menu Port access menu authentication method (Local, RADIUS, TACAS+, LDAP)
Enable/Disable email alert for port login
Title of email
Recipient’s email address
Enable/Disable port login trap
User global SNMP configuration
First / Second IP Address
Trap receiver Community
settings Version
Port Enable/Disable port .
All ports Enable/Disable |R€set port (except all ports setting)
setting Set port as factory default (except all ports setting)
or Automatic detection Enable/Disable
Use detected port title Enable/Disable
Individual Port title
serial port Port title Probe string
setting Detected OS (Read only)
#1~#4 Device detection method (Active or Passive)
(8, 16, 32, 48) Detection initiation (Periodically, If new device is detected)
or Detection delay

Remote port

Apply all port settings (except all ports setting)

Host mode Console Enable/Disable assigned IP
configuration server Assigned IP
Listening TCP port
Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (0 for unlimited)
Enable/Disable port escape sequence
Port escape sequence
Port break sequence

Use comment
Quick connect via
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Web applet encoding (same as Port access
menu web applet encoding)

Terminal server option (Remote connection /
Shell program)

Terminal Terminal server shell program path
SErver Destination IP
(except

remote port) Destination port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (O for unlimited)

Modem init string

Enable/Disable dial-in modem callback

DI EEn Dial-in modem callback phone number

(except

remote port) Enable/Disable dial-in modem test

Dial-in modem test phone number

Dial-in modem test interval

Dial-in Destination IP
terminal Destination port

server Protocol (Telnet/SSH/ RawTCP)
(except Inactivity timeout (0 for unlimited)

remote port) [“\viodem init string

Virtual KVM
configuration

Virtual KVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Client program path

Serial Port
Parameters
(except remote
port)

Baud rate

Data bits

Parity

Stop hits

Flow control

DTR behavior (except Dial-in modem / Dial-in terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter-character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

IP address

Port

Protocol

Port logging
(only provided in
console server

mode)

Port logging Enable/Disable

Logging direction (Server output / User input / Both with arrows /
Both without arrows)

Port log storage location (Memory / CF card / NFS server )

Port log to SYSLOG server Enable/Disable

Port log buffer size

Port log file name (User port title / Specify below + file name)

Time stamp to port log Enable/Disable

Show last 10 lines of a log upon connect Enable /Disable

Strip the M from SYSLOG (Port log SYSLOG server enable
only)

Automatic backup on mounting

Monitoring interval (sec.)

Port event
handling (only
provided on port
logging enabled)

Key word

Case sensitive

Email notification Enable/Disable

Title of email

Recipient’s email address

SNMP trap notification Enable/Disable

Title of SNMP trap
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Use global SNMP configuration

First / Second
Trap receiver
settings

IP Address

Community

Version

Port IP filtering
(console server

Allowed base hosts IP

Subnet mask to be applied

mode only)
None
Local
First RADIUS authentication server
Second RADIUS authentication server
RADIUS First RADIUS accounting'server
S Second RADIUS accounting server
RADIUS timeout (0-300 sec.)
RADIUS secret
RADIUS retries (0-50 times)
First TACAS+ authentication server
- TACAS+ Sgcond TACAS+ authgntication server
Authentication server First TACAS+ accounting server
Second TACAS+ accounting server
TACAS+ secret
First LDAP authentication server
LDAP server Second LDAP authentication server
LDAP search base
Domain name for active directory
First Kerberos authentication server
Kerberos Second Kerberos authentication server
server Realm for first Kerberos server
Realm for second Kerberos server
Custom PAM
<<Everyone>> | Port
or individual Monitor
user’s or
access list’s Power
User access access
control Enable/Disable sniff mode
Sniff session display mode (Server output /
Sniff session User input / Both)
Display data direction arrows Enable/Disable
Permit monitoring only mode Enable/Disable
Alert Email alert for port login

configuration

Console
server

Title of email

Recipient's email address

Email alert for device connection

Title of email

Recipient's email address

Email alert for active detection

Title of email

Recipient's email address

Port login trap

Device connection trap

Active detection trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Dial-in modem
(Dial-in

Email alert for dial-in modem test

Title of email
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modem test Recipient's email address
enabled) Dial-in modem test trap
Use global SNMP configuration
First / Second | IP Address
Trap receiver | Community
settings Version

Power control Power controller
configuration Outlet

8 4-12 018t A2l ZE &3 stHsS B SLICH.

Serial port configuration

Port access menu configuration
Port access menu configuration

2l port configuration
Port# Title Mode Base address Port Proto Serial-settings
all - Port Title Cs  0.0.0.0 7001 Telnet 2600-M-8-1-Mo

Individual port configuration

Port# Title Mode DestfassignedIP  Port Proto Serial-settings
1 server name on port ., C5  0.0.0.0 7001 Telnet 2600-M-8-1-Ma
2 Part Title #2 C5  0.0.0.0 7002 Telnet 2600-M-8-1-Ma
3 Port Title #3 Cs  0.0.0.0 7003 Telnet 9600-M-3-1-Mo
4 Part Title #4 C5  0.0.0.0 7004 Telnet 2600-M-8-1-Mo
29  Port Title #29 C5  0.0.0.0 7029 Telnet 2600-M-5-1-Ma
30 Port Title #30 C5  0.0.0.0 7030 Telnet 2600-M-8-1-Mo
31 Port Title #31 Cs  0.0.0.0 7031 Telnet 9600-M-3-1-Mo
32 Port Title #32 CS 0000 7032 Telnet 9600-M-3-1-Mo

Eermote port configuration

O Title Mode Assigned IP Port Proto Remote-settings

[T remote port 1 C5 0,000 7051 Telnet 192.168.19.10/23
Click [Remove] button to remove the checked remote port profile. Remove |
Remote port title : I Add

o

fgxoz A2lg ZE E= fF ZEES M) MM EE WS T EOISS
=
-/ =

S2IELICH. Alelg ZEQ A TEEZE SHHHN 2F AASeA X, [All port configuration]
2t oteHoll /XISt [All] €= [Port Title]S 2&I&LIC

MNEIe 22 ZTE HdAH)AM 22 ZLE E0IES 2ot [Add] HES 226t 22 ZEE
FIE £ YD, A ZESE KEHE S [Remove] HHES 2206l /A3 TEE ANE £
QSLICH

MEX= & CHMHOIA AUM, HOIE OHEd0l& Java Applet=2 0I186H0, 2 Al2lg EZE
L= A ZEQ port access menu 0l HZS == USLICEH



1. AEXeE 2% M dtol /= Serial port = Connection S &E{cHOF &fLILCE.

2. ArEX= Individual port connectionOll A= EHOIE Icons &SERGHOF SfLICY.

3. AHEXt= &XH port access menu connectionOil XMZE Alclg EZE EIE AIEE
== JASLICH.

& ZE HZ0| (Het XHet AtetE 4.5 Serial port HZ= F_J6fAIJ] BHELICE.

4.2 Port access menu A&H

4.2.1 I

VTSE= port access menu2t telnet/SSH Z2I0IHE HZES Soll NEE Jtal ZEZ HZAE £ Q
SLICH. port access menu®t HZ & ™, VIS= port access menu £ Soll 2= AlclY ZEQ A=A
HEZO HZE HAZ2E EUWSLICH Ol £8 ZTE Hs, LE EOIE ¥ Alelg ZTE BEE I

== =

0
SELICH VISE AFS X Ol=el S8 LE ¢

= S &
Ol 8502 SIZ2SLICH. AlE2Xts RS HdEol 2H ZE 2|AE JIHOZ 0lss & |4
ILE HSE HdEG6IH |2 ZEN 858 = ASLICH
8 422 AL telnet ZE2 )2 AE0HH port access menulll E=8t atHE2 S SLICH

=4 192,168,191

Welcome to UIS-3288 Port Access Menu (UTS3200_Devicel

UT5-3208 Login = root
UTS—-3208 Password : oeex

[UT§3288_Device]

server name on port 1 Port

Port Title Port Title
Port Title Port Title
Port Title Port Title
Port Title Port Title
Port Title Port Title #12
Port Title Port Title #i4
Port Title Port Title #16
Port Title Port Title #18
Port Title Port Title #28
Port Title Port Title #22
Port Title #23 Port Title #24
Port Title H25 Port Title #26
Port Title H27 Port Title #28
Port Title #29 Port Title #38
Port Title #31 Port Title #32

Enter command <¢1-32 serial port. P passwd. R remote port. § exit >

18 4-2. Telnet= 0/E5t0f EE AH A Ol =01 &=06t7/
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VISE LISS SO 2M AIZEXDF JIA ZEN HEEZ = &LICH.

- VTS 2 |P =2 & port access menu & X&E TCP ZE HSE AIEELICE.

— port access menu £ X &HE P =4 2 telnet = SSHO TCP LE HSE AIEEILILCTH.
OIE S0, 2t VIS IP =40} 192.168.1.1000/22, port access menu 2| TCP EE Y= I 6000
Ol AR ANEBls 252 9y TZ2TEWM OS2 EHS AdSE 4 ASLICH

tel net 192.168.1. 100 6000 <ENTER>
port access menu 2 IP =A0JF 192.168.1.1322 B, AMEXs &2 ¥y ZTEZENA CS
S 25 oY ZLE B E AIZoIA LDE ZEN HZEE £ JASLICH

tel net 192.168. 1. 132 <ENTER>

18 4-3= port access menu & & 3}

Port access menu configuration

Port access menu ; Enahble =

Part access menu part number {1024-65535) :|7UDD

J

Fort access menu protocol Telnet =

]

FPort access menu inackivity timeout (1-3600

100
sec, 0 for unlimited) :

Enahble -

]

Enahle/Disable port access menu local IR :

Port access menu local IP

FPort access menu quick connect via .
FPort access menu web applet encoding
Login on port access

Port access menu authentication method :
[Email alert configuration]
Enahle/Disable email alert for port login
Title of email :

REecipient's email address :

[SNMP trap configuration]
Enable/Disable port login trap :

Use global SNMP configuration

Trap receiver settings :

|IEIZ.IEB.1.IEIEI
Weh applet =
|Eng|ish {latinl)

Enable -

]

=

J

|Lucal

Disable =

Disakble =

Disahle |+

Al |l

IP &Address cCormmunity wersion
|D.D.D.D Ipublic vl &
|D.D.D.D |pub|ic vl &

Save to flash

Save & apply

| Cancel |

18 4-3 EE dHA N £F
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ot

Login on port accessE DisableZ &A&GIH, port access menuE SollAl AlclE ZEZ HZ
M AFEX 21E EX 0] 82 JIs& LI

Enable/Disable email alertE EnableZ & AGIH, AFEXJF port access menuZ Z1Q L= &
002 g M E88 =42 888 SS9 O/HL0ol E&EELULICH Enable/Disable port login

trapsS Enablez &EASIH, trap receive settings2 A0 et SNMP traps &Y EHLICEH.

B ZE YHA =l IP A8 2EOIE R MENE [IE 2AE 29 S55AX
5 FO/0t00F EILICH. Bt S=LHE JR, HEE YHA OlFo 1P =240 disable & EHI}

ZLICH. Local IPE disable AlZIJILt local IPE 0.0.0.02%Z o2 oHE AlCIg EZE0 IPE &

SorXl #20i oS ZEE VISC IP address §F ZE HISE SolA Bt §=0] It &LICL.

4.2.2 Port access menu0j| CYst 2I=

AEXIE VTS port access menulil &=30t)| M= OlSEel o135 EXE ZHM0F &Lt port
access menu0l E=otei® AIEX= & port access menu 0l 1SS 20H0F 8HCH. CHS Ol port
access menuOild Alcld EZEE MHEGHH D= A2l ZE XS & 2IE5S 200 &L
Ch. @2 “port access menu authentication” &0l [none]22 HFE AL, RLE MEX=
port access menu 2| A2l ZEH XS £ USLICEH. “serial port authentication” &8
Ol [none]l2z HAFE F=R0C, AAEX= 21E 80l A2l ZEN H=5E 5 ASLICH

2

9t “port access menu authentication” & [ P,
RADIUS, LDAP KERBEROS S£= TACACSH) Ol XIALl= B2, AI2Xes U8 =20 2&& 2t port
access menull A2l ZEN &dHE = USLICH.

KOt port access menu 2152 S1t.
A
=

=
- ArE Xt port access menu 2| AlZ|
=

AP ZE ME2X S50 S5&

MNEXIL 152 &2 2, "2 AH &7 2 8350 U= Aelg ZEN L F58 = U
SLICH. OE8 2EZ2 HdFE A2l ZEN= B85 = &L, as5s gg ES, port
access menulil E=&ote AIEXeE B= HE B0 4 &2 HELULC. MR 8 A2 S
ol TEZ HFS AMTotH, Al S0 B2 Z2E 1 AUSE ASKHE /g MZ2 MEOl
SE LI

ol 20l et NtAlet tHE2 4.3.10 Authentication &S & ZXoHAID| BHELICH

4.2.3 Port access menu ZTE2EZ

Telnet &= SSHE AlE5ot2d™ port access menu Z=E2=2 S HoH0OF SLICH. port access menu

50



$0

of EZEZ0| L2 Alelg EEQ HZZEZ LXK E= =% SLICH. Alelg ZEQ
LZ2EE2 3¥H SAEZRH VIS2 HZ 2SS HAlots AN0IEZ, AFZXIF port access
menuE Soff VISE2 2101 UCHH 2219l Al2lg ZEQ Z2Z2EZE2 20IJt ASLICH. port
access menull ZZEZ0| 22 Alelg ZEQ ZzEZE HEH0 R4otHH =0, 0l 2 2 Al

clg ZES 432 RAIEA SLICH

4.2.4 Port access menu options

“Port access menu quick connect via” option2 & HIOIXI2l connection HIwS & &X A

”

ASE client T2 1382 XNEE £ UH ELICH. “Port access menu quick connect via

optionOl Web applet@2 AXFZ0 UUH, & HEFH 2 ABHZEH 22 GI0IEHE SHHO ZEA
ool <Ioi  “Port access menu web applet encoding” option2 0I5l A& 2X2SCez H
=

EHELICH. “Enable/Disable email alert for port login” optionOl “Enable” = S&HEH AIS
XtJb Port access menuz2 210 £= =02 & MHOICH VIS Ol Z2E &AF(Email alert
configuration)Oll et OIHIYES MSELICH.  “Enable/ Disable port log in trap” optionOl
“Enable” & HAE D, EY 41D A& (Trap receiver settings)UlA IP =41 E- £=41D]
HI2H &8 & ®™, ASXIL Port access menu2 =19 L= Z0t2 & WOtCH VIse EY
A BEN XFEH EHS SYLICH. “Use global SNMP configuration” Ol “Enable” = &H
| “SNMP Configuration” OIA E&E EZ =401 £F0I SNMP E&H SHXZ AMEELICH

tHlet HE2 3.2 SNWP €3 = FXotAJ| BIELITH

4 H

sl

>

4.2.5 ClusteringA|2| port access menu

Clustering(s& &H=X)2S AlEol= 22 Master unit®l port access menuS Sol0 slave unitsS
accessotHl ELICH. port access menu2l OIC! Oi=UHA SE =otd Slave unit & EH0I=0IA
APIEXICl 2SS Soll &ct= slave unitsS H8E == JUSLICH Slave unitll &0t g
unit2l port access menuJt LIEHLIOH, OIDIAM &5t &

[ s dH
USLICH 2 P F=4AEsE S EZot Us Unitel =428 20sULLL

10 4

fr v

[ VTS3200_Devi ce]

Port # Port Title Mode Port # Port Title Mode
1 Port Title #1 CS 2 Port Title #2 (03
3 Port Title #3 Cs 4 Port Title #4 cs
5 Port Title #5 Cs 6 Port Title #6 cs
7 Port Title #7 Cs 8 Port Title #8 CS
9 Port Title #9 (o 10 Port Title #10 (05
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 (05
15 Port Title #15 CS 16 Port Title #16 (03
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 CS 22 Port Title #22 Cs



23 Port Title #23
25 Port Title #25
27 Port Title #27
29 Port Title #29
31 Port Title #31

24 Port Title #24
26 Port Title #26
28 Port Title #28
30 Port Title #30
32 Port Title #32

B3883
33883

Enter command ( 1-32 serial port, P passwd, S slave unit
R renpote port, Qexit )

[ VTS3200_Devi ce]

Unit # I P Wit # | P
A 192.168. 19. 3 B ccocomecec
©  commomneo- [ Y
E eeeee-e- F emeaeioao-
S M
T J  cocecoccos
K meeemeee- L eeeeeeao-
SRS NE e
@  comoomnces P eeeeeoao-

Enter command ( A-P slave unit, L serial port, Rrenote port, Qexit )

4.3 /¥ TE MH

VTSel A2l ZEQ A ZEE MHEXHCZ L= NPl 2828 = U=, Hg L 2=
E L0 g metlides sLegutt. g ZE 2F2 OsSd 200 1204 EC=2

S
=Fa LUt

1. Port enable/disable
Port title
Apply all port settings

Host mode configuration

(G2 B GO I V]

Virtual KVM configuration: Only available if the host is set to Console Server
Mode.

D

Serial port parameters: Only available for serial port

7. Port logging: Only available if the host is set to Console Server Mode.

8. Port event handling: Only available if the host is set to Console Server Mode
and Port logging is enabled.

9. Port IP filtering: Only available if the host is set to Console Server Mode.

10. Authentication

11. User access control : Only available if the host is set to Console Server Mode.

12. Alert configuration: Only available if the host is set to Console Server Mode.

13. Power control configuration : Only available if a power controller is added.
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4.3.1 Port Enable/Disable

2 A2l ZEQ |23 EE&= enable E£= disable & &= USLICH S A2l EE = &
2 LED} disable MEHII T AIESX= HE A2l ZE=Z E£8 £ QIELICH. O 4-4=

HZE enable/disable stHS BWESLICH.

2t stuck® EE= [Reset this port] 222 [Reset

port as factory default] 229 [Set] HES =1

0 —

Serial port configuration - 1 : Port Title #1 --- Move to --- j

Enable fDisable this port

Enahle/Disable this port : IEnabIe vI

Save to flash Save & apply | Cancel |
Reset this port Feset |
Set this port as factory default Set

Port title

Apply all ports settings
Host mode configuration
Yirtual KWM configuration
Serial port parameters
Fort logging

Port IP filtering
Authentication

User access control
Alert configuration

J& 4-4. 2 E enable/disable

4.3.2 Port Title

A e 22 ZEW HZE EXo Ust 482 s = ASLICH. 6Ilile #3Xe |8,
8 M L= X HE S0 ZEE £ UASLUICH. ZE EOIS2 88 ZZHANN 528
=0t OtLlct Serial port H2Z & port access menulfl Cigt &z & O|ls&ELICE.

Port titleOllA ER¢et HOIet0IEH= OUS &5LICH
Automatic detection



Use detected port title
Port title

Probe string

Device detection method
Detection initiation
Detection delay

Serial port configuration - 1 : Port Title #1 --- Move to --- j

Enable/Disable this port
Port title

Automatic detection IDisabIe vI
Use detected port title IDisabIe vI

Port title : |server name an part 1

Probe string : |W><DD

Detected OS5 :

Device detection method : IW

Detection initiation : |F'eric:diu:a||y =]

Detection delay : svery IE— minukes
=ave o flash Save & apply | Cancel |

apply all ports settings
Host mode configuration
Yirtual KWM configuration
Serial port parameters
FPort logging

Paort IP filtering
Authentication

User access control
Slert configuration

18 4-5. ZE EI0/E &&
Automatic detection
Aelg ZEN HZE X9 2EHMAL SAE 0|8 &
SZELIC. Host modeJt Console server 250110 HAZ & HXA
Enable/Disable SUHA A& Jtsot) DX &2

gl
L0l= &&f Disablez 2&E 1 HAZE = QsLICL

Use detected port title
ANsez 8= &Xo FH

=a& Hd2E 0 ZEQ XE GOISEZ2 AMEE HoXE &EHELUO.
A

=
Automatic detectionOl EnableZ2 &&= HAR20ICH LIEFELICEH.

Port title
IZE EIOIES EASUC. X HEE XN=s2=2 £& (Automatic detectionOl EnableZ & A )ol
£ IZE EIOIEZ A=2(Use detected port titleOl EnableZ A& )ol=s HR0 =
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P ZE EHOIEZ AMEELICH. 1O 22 ER0le

Probe string
Automatic detectionO| EnableZ2 &E&E AL

VISOH X0 Els B8 £F LI

=
=
1o
I
o
or
il
[
o
0
ﬂ
o
H
i
4
0
Qﬂ
S
40
%

Device detection method
Automatic detectionO| EnableZ2 E&E HAR202 &8 IS LICH Active?t PassiveS A &3

g = USLICH. Active= VISIOH EXl EE &S YHES EUHY EXNMN &8&ct= Olol
HE HtZ2 2450 X2 2IHHA SAE 018 HE2E FELICH Passive= ZE 21E 2
Mot X2l HE2E A LICH. [MekA, Passive= Port loggingOl Enable=2 £ FTI010F & Dt
SotHl ELICH /etcl/active detect = /etc/passive_detect scriptg HZGHH EXI0
A BU2 HOIEHMA &XIC 2ZHMA SAE 0|52 22ldl e s =38 = UASLICH
2SX M= /var/run/ OSPortxx W0 SAE 0|2 /var/run/ HostnanePort xx IOl

JIZELICH. HIIM, xx= ZEYISE UEHHLICEH.

Detection initiation

Device detection methodJt Active®! Z<0ll Periodically®t If new device is detected ZO0llAl
HEig =~ QU2U, Passive?! ZBR0l= Periodicallyot &&ELICH Periodically= Detection
delayOil €8 & AI2HOtCH FIIH 22 VISOE EXEEE =4 SLICH. |f new device is detected=
Aelgd ZEN M22 EXIJt AZE ALt OIHEDL LMHe [HOICH AXNEEE =4S LICH
Automatic detectionOl EnableZ2 &&EE1) Device detection methodot Active=Z Detection
initiationOl Periodical ly2 &&= B VISJt EXEEE 248 Z2UE Alert £30M &£F
St OI=2 emailOlLt SNMP trap= MESELICH. XM HEE2 4.3.12 Alert &8 = & X0HAID| i
gLICH.

Detection delay
Detection initiationOl PeriodicallyQ! 2 & Jts&LICH. VTSIt

g Z8EUC.

|.

0
ﬂ
02
HT
i
AL
X
Qﬂ
rr
1A
S

4.3.3 Apply all ports settinigs
AMNZ X all ports settings ol BPE ZLEQ HAZ SHHBN ==HaICHIF, HBMNN=
ZJ|5t6t= 242 9| QIaH, VIS=E WY ZE AXAM 02 &

U SLICH. 8t AAO| disable AEHRlI HL, J|&9 ZLE &
& 22 all ports set +8d5H2tE SAZDAH U, O 4-62 apply all ports

t
settings && 3tH=2 B0 SLILCH.

et = JIE ZE 43 gis

g X 22X 6HFRE &8
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Serial port configuration - 1 : server name on port 1 --- Move to --—- j

EnablefDisable this port
Port title

Apply all ports settings

Apply all ports settings IEnabIe vI

Save to flash Save & apply | Cancel |

Host mode configuration
Yirtual KWM configuration
Serial port parameters
Port logging

FPort IP filtering
Authentication

Iser access control
Slert configuration

& 4-6. Aoply all ports settings &&
4.3.4 Host mode AA
VIS &S 2E= “host mode” St % SLICH. T2 22 4J49) host mode b AFE JtsEHLICEH.
console server mode
terminal server mode
dial-in modem mode

dial-in terminal sever.

Console Server Mode

Ol 2E0AM=, telnet E£= SSH 2c20IHEQ HZF=2 WIIot] U=z TCP ABH  A3U0]
AHFLICH. telnet L= SSH Z2ct0IHEDIL VISOH &E=6tE, VISH HZ=E HHI2l 2 ZE0
858 = AsUb. FF ZE H20= 0 228 XNEELICH. Al2lE ZEJ & ZEES
Sofl & =L K&

i &0l SHZots B 2R3 EEs AR ZE HJ0NAM N 288 SAE=Z
S

EZ2S AEot0 ESEUT.

[El
HU

I

Terminal Server Mode
0l 2E0 M=, Terminal server option2 &E&0 et VISS Al2lg ZEN HAZE EXIO0A
HAH SAEZ telnet £= SSHE 0IE3tH EHGHALE VISe & Tz a2 AlSHGHAH & LICH

A LENAM= NJZA ESLICH

Dial-in Modem Mode

ViSe e 2ES AME0t0 Z2l(out-of-band) B JlssS NFELICH Al2lg EZEDt dial-

Ol
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in modem modeZ AXE FL, VIS= Al2lg ZED} AEE 24 HA= 2102 2t=x=5t1,
224 Z22H Mg = dABsS JICELC. HOlE ol2d0ld T2 A5t 220l
= X

b VTSSOl &&= ¢

840 otdl @18 2192 3HO0I HEAIEULC. A ZEAM=E XEEX
EE={8l

Dial-in Terminal Server

Dial-in Terminal Server= HOIE AW Z2E2 M3t &= 2E 259 =g ZEQLICH AFE XDt
Aelg ZEE Dial-in Terminal Server 252 &FoIH, VIS= Alelg EZEI AFE e
HZE Ao 2hF0t0, M3 5 HZ2 JIGEILICH. ASXIF HOlE dZd01d ZT2HS
ArEZSH VISOl &3t E&£ct= 22, VISs 0l &S G1&6t1 0101 2L A= A SAE
telnet £= SSHEAM TCP HZ S = ELILH. A ZEWMNE=E XNJAZX LSLICH

O 4-7 ~ 8 4-102 2 2549 Host mode & SHE B SLICH.

Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration

Host mode

Type of console server |

Enable/Disable assigned IP IDisabIe vI

Assigned IP |EI.D.D.EI
Listening TCP port (1024-65535) : |?DEI1

Protocol ITeInet v|

Inactivity tirmeout (1-3600 sec, 0 for

unlirmited) . |1DD

Enable/Disable port escape sequence : Im

Paort escape sequence Ctrl- Iz_

Port break sequence |~break

Use comment Mo -

Quick conneck via IW

web applet encoding [English (latin1)} =]
| Save to flash | Save & apply | Cancel |

wirtual KWM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Slert configuration

_1& 4-7. Host mode && - console server mode
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Host mode configuration

Host mode : Termin

Terminal server option : |F|em0te cunnectiunj

Terminal server shell program path |

Destination IP ; (0.0.0.0
Destination port (D-65535) : o

Protocol m
Inalctilvitv timeout (1-3600 sec, 0 for |1 oo
unlimited) :

| Save to flash | Save & apply | Cancel |

& 4-8. Host mode && - terminal server mode

Host mode configuration

Hast mode @ | ! . ﬂ
Modem init string : |qleDsD=2
Enable/Disable dial-in moder callback : |Disable |

Dial-in modern callback phone number |

Dial-in moderm secondary callback phone
number |

Dial-in moderm callback login
Sllow dial-in modermn callback number change
Enable/Disable dial-in modem test | Disakle v'

Dial-in modern test phone fumber | |

Dial-in modermn test interval Every | houris)

[ Savetoflash | | Save & apply I [ Cancel ]

& 4-9. Host mode && - dial-in modem mode

Host mode configuration

Host mode :

Destination IP

Destination port (0-65535) @

Protocol ITeInet "I

Inactivity tirmeout (1-3600 sec, O for |1 oo

unlimited) :

Madem init string : |q1eDsEl=2
Save to flash | Save & apply | Cancel |

& 4-10. Host mode £2& - dial-in terminal server mode

Console server mode &3

Console server 2E2| A, AIEX= CS 20| O B8 dFE 4=




Type of console server
Enable/Disable assigned IP
Assigned IP address
Listening TCP port number
Protocol

Inactivity timeout
Enable/Disable port escape sequence
Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding

Type of console server

A2l ZEN HAZ2DH UAs 2 A2 EF2 0l MS SAC console@l Xl O XIE SEASLICE.

Eanble/Disable assigned IP

Assigned IP addressE AtEE Xl (R E Z3ot=0 AFSELICH.

Assigned IP address
ANSIOE 25 AHe Alelg ZE = 24
X

_Hn_
FAE SOl N2Y HE T= ¥ TE NI
O] = cc

—

SSH(22)2] BEE TCP ZE B3It U= telnet £= SSH Sel0IHE Z=2 = Ol
8¢ = Asut

ZEO P =401 192.168.1.1012 & AR, AAZXes O3S 201 ZEN H2Z2E = UsU
Ct.

tel net 192.168.1.101

SgE IP A= JIEQ IP =242 SSEHA FLO0t0F UL 2Y SSEHe=E E2, Alelg ZE
= @A ELEQ |P A& disable AEHJF ELICH. Port access menutiA Qb 201 IP A5 Al
20olXl 2224 Enable/Disable assigned IPE disableZ o&tHLE Assigned IPE 0.0.0.02& of
o gLt

Listening TCP port number
MNEXeE Alclg ZE = A ZE K2 ol VISl IP =4 2 listening TCP port number

F. A2 XH= telnet/SSH HZ = 8t oY Al2lZ ZEQ2| TCP port number
C

H

i
=

g8 4 Usl
S

He
<<
—
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VTSl [P =401 192.168.1.100 0111, oH&ETl= Alelg EE2 TCP port numberJt 6001 ¢ B,
AZXE S 200 HE Alelg ZE0 HEE = UAsLILH

tel net 192.168.1.100 6001

Protocol
Protocol 2 telnet, SSH == Raw TCPE MEHELICH. AIZ2XIL telnet S2H0IHE Z2 0SS At
e AR telnetS HEHELICH. AFZ2XIDF SSH 2CI0|HE T2 )ME AIE26ts R SSHE &

Ct.

rr

0R0
ol

Je
o
.

Inactivity timeout

Inactivity timeout II2tDIE E&CQ SHE TP HZ &EHE Closed £= Listen22 R XI5t=0l
U_SLICH, KIEE Inactivity timeout 2t2 S0OF VISt telnet/SSH Z2t0IHE AOIIA OIOIH
SA0| gl B2, JIE=0 HZE NE2 Is2=2 ZolH ELCH AIZXIF dZ2s P8tz 8
= 4%, timeout Al2tE2 022 AFELICH Inactivity timeoutOl enable &EHU U= &
VIS= “keep alive” T3S FIIH22 HEGIH telnet/SSH 220IAHEQL VIS A0S
HE XMoo AAMELICH. telnet/SSH 22t0IAEDJF W20 SEGHK &2 B, AlA

AENDOF 2 QUCHD 2+F56t12, inactivity &t &2 10l JI=2 telnet/SSH &

Pl
N

!

N

R 40

o 0 W oo
0z
m

-

o
ik

o e

no o

-
a

Enable/Disable port escape sequence

Port escape sequenceE AIEE Xl (HEE ZEol=0 AIZELICH.

Port escape sequence
AMEXIE Alelg ZE L= JAA EZEW HE& =, port escape sequenceES L HotH port
escape menulll 828 4= USLICEH. port escape menulils 2&E AIZ2XDJF E206l= [show last
100 lines of log bufferl, [send message to port userl, [close current connection to portl,
Sniff AF2XIE <18t [enter as a slave session], B!l A& AIEXE 8t [send break], Port
Qb Monitor H2AStE 25 JH& Sniff AHEXtSl [take over main session] Z12lX) Port2t
Monitor E2HES 25 IJH& AFEXt2l [disconnect a sniff session] Ol S0I USLICEH. Al
=2 = X0 I AESS ot HZEH A QIS At
XL Power H 2SS 2t=0HH, Port escape menuOll= [power device on], [power device
of {12t [reboot device using power-switch] S &R 2= Hi=IF =JHELICH.
Port escape sequence® &E A= 2AE ZEZ ME6IH M Port escape sequencesS S8 &

F

ol

HUE port escape menudl Al Port escape sequencesS & &HotH &ELICEH

Port break sequence

AMEX= ZEN HZ = port break sequence E&E g2 USBEC=ZMN Y ZEZ break &
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24 = AsLIt

fol
i

Use comment

Use commentS YesE A XGIH ZE AN ZEZ HEE [ =45 LS £ UYL= &L
Ct. & O &82 Protocol O] Telnet £= SSHY 22 AZELICH. g8HE =82 Aldlg ZE
22 HOIXIS Individual port connection £& = Comments =01 EAELICH (&4 4.5

Serial port HZES ZEXSIAAIL.)

Quick connect via

Quick connect viaZ VTS &2l HZ HIOIXINAM = & Client2l &FE Web applet E£= Local
client2 ME&&LICEH. 0l &2 Protocol Ol Telnet &= SSHR! 202 MEELICH Alelg X
E & HOIXWHAM AHSEXDL HZ 0t0lZ2S HdEHE A, AEXIF VISOH MEBdt= &DI8E java
appletS AlE20ot=s &2 Web appletS MEHSILICH. 2SMADIE HZ6t=E Telnet £= SSH 2¢240]
HE D22 U222 230te 2 local clientS MEELICH. Windows A2 Z<

Protocol Ol Telnet [ Local clientS HEio6tH Hyper Terminal T2 40| AISHELICH.

Web applet encoding

Alelg ZEQ Z&E XU AHZRH 22 COIHE & =S 220l HEoHH H&oh)| 2
of elPLGote &Aals £dot=0 AAZELIT

Terminal server mode &3

Terminal server mode2l &2, AI&Ate U3 &2 W2OIHE 483 &= USLILCH

Terminal server option

Terminal server shell program path
Destination IP address
Destination TCP port number
Protocol

Inactivity timeout

Terminal server option

Remote connection2Z &A™ E F2, VIS Alclg ZEW AZE XM telnet , SSH £=
TCP ZZ2EZES 0|25l A SAEZ HHELICH. Destination IP , Destination portS2l &
HASAE HEB2 AIZE ZZ2EZ, Inactivity timeoutsS & &oHOF &LICE. Shell program22
HAAE B2, VISS Alelgd ZEZ H=6+H VISHIA Terminal server shell program pathdl &3

= & TS Sl

fol
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Terminal server shell| program path
Terminal server optionOl Shell program@Z &EAHE ALRX0U Al2l2 ZEZ Ex0| 0/IR0HXH

VISOL Aldier &l T2 8s XIEeLICH

Destination IP =4 % Destination TCP port number
Terminal server optionOl Remote connection@= &&E &HS, Destination IP F=4& ¢
Destination TCP port number= VISOHl HZE &EXIDOt EX6t0L4 ot FFXN SAEQ P =4

2 TCP port number & 2| 0|8HCH.

Protocol
Protocol2 telnet, SSH = Raw TCPIt & = USLICH. AFZ2XIb telnet &&= SSH MBHO A&
old dl= &HS, telnet L= SSHE HEHoHOF & LICI. Terminal server optionO|l Remote

connection@z HAE FR200t 243 LICEH.

Inactivity timeout
Inactivity timeout Al2F S©oF VIS @ telnet/SSH AHl AHOIOI OIOIE 410 oW
telnet = SSH MI&0I ZSZ2EH €ELICH. A ¢HZE2 S8tU2 |SXdtddse 2R, &F3XE

02z gLICH. Terminal server optionOl Remote connection@ = HAA&E A0 &AHGELICH

Dial-=in modem mode &&

dial-in modem modeQ 22, AIEXc= USH 22 II20IEHE &%

e
>

Modem init string.

Enable/Disable dial-in modem callback
Dial—in modem cal Iback phone number

Dial—in modem secondary cal lback phone number
Dial—in modem callbak login

Allow dial=in modem callback number change
Enable/Disable dial-in modem test

Dial=in modem test phone number

Dial=in modem test interval

Modem init string
8 xJ|gt AEE2 Al2lg EZEQ A2
Jlst AELZE XNESHA 22 832, Il

2 ‘0le0s0=2" LICH. 2 =J| AEL0 CHE

B O

£
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Enable/Disable dial—in modem cal |back
Dial-in modem callbackOl 43 & AR MG HF HAHO TH VISes HZ2 &1 LIA Dial-

in modem callback phone number ff HAIE && HESZ HZGIH SA&IESLICEH

Dial-in modem cal Iback phone number

Dial-in modem cal |backO| EAH3tE AL VISIt HZ2E HIIHSE HAISLICH.

Dial-in modem secondary cal lback phone number
Dial-in modem callbackOl EAH&3t= AL ALt
Dial=in modem callback phone HZ0 AIHoIARES B VISOH

S AISLICEH

Dial-in modem callbak login
Dial-in modem callback0l EA&st= &

o
(=] M
@} password €2 QIS &HEXE AHESLICH.

Allow dial—in modem cal lback number change
Dial-in modem callbackOl EAH&at= AL AI2XIF ol

number HAS SIZEX AUHSXNE &F &LICH.

0
Hl
Im
Hu
e
for
1)
IR
fjo

AEg [ callback

Enable/Disable dial-in modem test
Dial=in modem testIt EAM3IE HL, ZEO
modem testJt ESASIZISH Alert &3 SIHH0A 2 H

_‘
g2s = UAEE €38 = WH SLIt. XA

0x
0z
0

N
9'j
rr
sl

&t FIHEoz HASLICE. Dial-in
AE ZUE O|HILOILF SNMP trap= Soll
2

Alert 8= &XO0tAIDl HHELI

]
-
0
ro
~
w

Dial-in modem test phone number

CE0l & sHot=Xl &0t ol ViSOt 22 Mot

fol
i
02
=
o
°
0

Dial-in modem test interval

2Z0| H& SHot=XE B3 FIIE AldHI2 NEEU.

Dial=in terminal server mode &%

Dial-in terminal server mode 2 3%, AIEX= Gl 22 WeH0IEHE 2388 = USLILCEH




Destination IP 3=24: (Terminal server mode A& EHASIAAIL)

Destination TCP port number: (Terminal server mode A& ZHASIAAIR)

protocol : (Terminal server mode &&S EHIOIAMAIL)

Inactivity timeout: (Dial-in modem mode A& S EZEXGHAAIR)

Modem init string: (Dial-in modem mode A& S EHZEXGHAAIR)
4.3.5 Virtual KVM configuration
Console Server 2Z=0IA Virtual KVM connection Ol Enable &I &, HA&E KW 2c0I1HE Z=2
= Soll VISSl Al2lg ZE = 223 ZEN HBE ABZ 88610 A stHsE J|IEE
ot OtAZ &S == U of SLICH

Virtual KVWM HAZE <ol 2R Htet0IlBH= st Z&LIC.

Enable/Disable Virtual KYM connection

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path

Serial port configuration - 1 : server name on port 1 --- Move to --- |

EnablefDisable this port
Port title

Apply all ports settings
Host mode configuration
Yirtual K¥M configuration

virtual KM connection
Automatic IP detection

|Disab|e vi
IDisabIe vi

IP address :

Client program |User defined

Socket/Screen number for WNC conneckion

YRCYIEwEr $IP$:|

Client program path :

Save to flash Save & apply | Cancel |

Serial port parameters
Port logging

Port IP filkering
Authentication

User access control
Alert configuration

g 4-11. Virtual KWl &€&
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Enable/Disable Virtual KVM connection
Virtual KVM A2 Jls2 AISE 2doIXE &3ELIC.

OI'J

& =0 A2 D282 disable & LIC

Automatic IP detection
KVM Z22i0|HE Z2 80| HZE AH2 IPE Alclg 2£2 8550 sl dMEX ¢
£ &HA&LICE Host mode configuration2l Type of console serverJt MS SAC consolez & & &

=
G208 0 JIs2 AFEE = USLICH
IP address

KVM Zct0IHE T2 80| 328 MBe IPE £&&LICh

Client program

Client program pathE & XNEE = ULS S ScH0I¢E 220 2AEE MSEUL.
Windows remote desktop connection, VNC, Radmin, Xmanager S0lA &EiGIH oY Sct0l A
E Z2730| Client program pathtl XsSS2 ZEAIELICH User defined& &E6l2  Client
program pathE AIEXOF & L 25H0F &LICE

Socket/Screen number for VNC connection

Client program0| VNCZ &&E/US ZS VNC H&EES 28 Client program pathE & &8¢
= JUEZE BLICH Screen s L= TCP port HSBH ASEGH VNC H&Z= I8 Client
program pathJt Ats22 S&EELICH

Client program path

Aelg ZEL JAZEN HZE MHZ KM MES S22 = = SA0IgE 228 s X
HELICH $IP$= 220l E ZZ 0| EH8 MO IP F4AE

4.3.6 Serial port parameters / Remote port parameters

Aelg ZEQS H2 FHIE VIS Alelg HEQ AZGHHH, VISe Alelgd ZE I2l0lHE
HBE Mo FS ZE0 S 2o =00F gL

ANelgd Sal0M 28 Oiet0leHe GsSdt 25Ut

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

Enable/Disable delimiter (only for RawTCP protocol)
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Delimiter (only for RawTCP protocol)
Delimiter option (only for RawTCP protocol)
Inter character time-out (only for RawTCP protocol)

Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
Apoply all ports settings

Host mode configuration
wirtual KM configuration
Serial port parameters

Type . RSZ232

Baud rate : IEIEDD vl
Data bits : IE! hits vI
Parity : INDne 'I

Stop bits . 1 hit =
Flow contral INDne vl
DTR behavior : |High when open |
Save to flash Save & apply | Cancel |
FPort logging

Faort IP filtering
Authentication
User access control

Slert configuration

& 4-12. Serial port parameters &&
Baud rate
VISOHIA X2 3= baud rate= T8 Z&LICH
1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200 & 230400

& EotAlS Jl=28t2 9600 LICH

Data bits

Data bits= 7 bit2 &it SUHAM StLIE HdEHE = USLICH. & E0HAIS J|I23t2 8 bitse
LIC}.

Parity

Parity= none, even == odd SOUA SMEHE %= USLICH. & ESHAIS J|IE232 noneYLICtH.

Stop bits
Stop bits= 1bit2 2 bit SHA SIS = USLICH. SH E0HAIL JIEd2 1 bit2LICt.

Flow control

S8 MO 22 none, 2ZEANA (Xon/Xoff) L= SHERAN (RTS/CTS) SOUIM &S &= USLICEH

Ol



=& =06tAIQ JIE22t2 none LICEH.

DTR behavior

Alelg ZEQ DIR £ =&2 always high, always low == High when open& & & =+
USLICH. DTR S0l High when open2= &H &= HS, TCP HZ0| 0IF0H& AEHUIM= DTR
Elol AEHIF Highg S XIELICH. host modedt “dial-in modem mode” = “dial-in terminal

server mode” & A&E AL, DR =& A&0| NFZAN LSLICH

Enable/Disable delimiter

Z2EZ20| RawTCPR! 22, Al2IE ZEZRH S02= OO0IHE ZSct0IdENAN 2 W22

Lis= 28 SAFELUO. 0 X0l Enable=l0f U2 Al2lgd ZEONAN &2 OOIEHE
P Z2AE WOCH H3lez =22Iot S2H0IHEN MSELICH. Disable2 AL

Inter character time—out Al2t S0t A2l ZEZE2H HIO0IEII EHLA £ 28 201t0|

HEZ MESELICH

Delimiter
Enable/Disable delimiter Jf enableZ &&= 22, HIOIEHE 2c2idt=d AIESE 22lXE XIEE
LIC}.

Delimiter option
Enable/Disable delimiterJt enableZ EFE HL, 22l z 2cl= IHAS FSE I 2elix
SN M5 X HRE &3S LICH

Inter character time-out

Enable/Disable delimiterJt disable2 A& E 22, A2l ZEZRH MEE OHOIHE Z2I6t
=0l AI2EHEsE 2X2t A2I2EAS ZFEHLICH. 0 Al2E0l XILLE S OI0IEIF FIt2 S0 QX &
©H Zel0IHER HI0IHE ESELILH

l

Eol ctorgel 24

io

il

1y
e

rc.user A8 EE +H5IH 25 2= USLICH. rc.user L
=4

s &2

|> u
|U

(!

Im

i

4

-

9'ﬂ

>

>

R H

=
ool PEQ| HA AHSHLU|CF.

2 ZEQ9 ZFR, Z2c0/HES HZ QIA BHE FFH SAEQ JEY EH0 0sE
X

23 ZENAM 2R ItetllHsE U3 25U



[P address
Port
Protocol

Serial port configuration - R1 : remote port 1 --- Move to --- j

Enable/Disable this port
Port title
Lpoply all ports settings

Host mode configuration
Yirtual KWM configuration
Remote port parameters

IP address . |EI.D.D.EI
Paort |D

Protocol ITeInet vI

Save to flash Save & apply | Cancel |

Fort logging

Port IP filtering
Authentication
User access control
Alert configuration

_1& 4-13. Remote port parameters &3&

IP address

Hag 22 SAEQ P FAS AT,

Port

2 SAEN E=ck=0 AHEE TCP port number & Z & ELICEH.

Protocol
A SAEN Efciedl MEReE E28

w
ujo
nx
04
il
°
Qo

4.3.7 Port Logging

Console Server 2=0IAM Port Logging Ol Enable &/, VISel Al2lg¥ ZE
L= GIOIEIE HI2e2l, ATA/IDE fixed disk card £= NFS AAHZ M &
SYSLOG A Ol H&E XIS XNAEE %= USLICH

Est, A X= port event handling 280IM ZEZ = 2= HAXL E&F IIFEE LG
04 email / SNMP trap 2 Soll 22IXUH HEE %= USLICH. AISXesE 0] JIsS Sof H&Z2&

[o)]
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Z2H 2= HOIHE ZAE = UASLC. XM Wses A48 4.3.8 Port event handling
= A

o
£

Alelg ZE L= 32 IZLEO9| host modelt console server mode & A&E HALK20CH Port
Logging 21s0l |SS&LICH. Alel€ ZED| terminal server = dial-in modem modeZ2 &A&E
J

sz 858 &+ AsLIC

A2 Port Logging
Port Logging0ll CHEt & mHiet0leHe= GS 25Ul

Enable/Disable port logging
Logging direction

Port log storage location
Port log to SYSLOG server
Port log buffer size

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the "M from SYSLOG
Automat ic backup on mounting
Monitoring interval
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Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
2poply all ports settings

Host mode configuration
Yirtual KWM configuration
Serial port parameters

Port logging
Port logging ¢
Logging direction | Server output R
Port log storage location @ IW
Port log to SYSLOG server : IW’
Part log buffer size (KB, 3150 max.) |ED
Port logging filename Im
{null as default file name[portkxdatal) |pc:r‘tldata
Time stamp to portlog ¢ Disahble -

Show last 10 lines of a log upon connect ; IDisabIe vI

Strip the ~M from SYSLOG ; IDisabIe vI
Automatic backup on mounting ¢ IEnabIe 'I

Monitoring interval (sec, 5-36007 |5
Save to flash | Save & apply | Cancel |
Port log :
Clear Refresh Wiew

FPort event handling
FPort IP filtering
Authentication
Lser access control
Slert configuration

g 4-14. XE 22 &%

Enable/disable port logging

Port logging J1SS A& Z10IXIE AF™ELICH 2 =5+ A9 J1=22t2 disable LICH.

Logging direction
AL Aleld ZEZ MEot= W8S JIS(User input), Alelg ZE=Z
(Server output), 22teF OIOIHE JISotHA
OIXI ALESHX &S

Server output 2 LICH.

Bl OoIeHE JI=
oth with arrows)

2 (Both without arrows)@IXIE ZAELICI. Z2& &5t A9 J|I222

4
a
9|I_I

sa]

>

ol
>
H

1

>

)]
gl_l

SV

—
o]
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Port log storage location
ZE Z7 HOIe= VisSel WS BI22l, ATA/IDE fixed disk card &= NFS Off M&EE = USL
Ch. XE 270 N2l MEEH= Z<, VISOF HE O ZE 21 OOolE= ANMELCH Alel
2 EE 1) UOIHE 2&5tHH, M&E <fIXIE ATA/IDE fixed disk card &&= NFS MBI Z &3
StHLE SYSLOG server2 M&AS ZHoHOF SLICH. AMEXsE ME X0 ASste HE HMES
Olcl #&alioF &fLICH. M&E AXIOF HEGHH ZZTA ZUACE, AEEX=s MERJAXNE L

= Ul ELICH

[uoll

Port log to SYSLOG server
ZE 27 UOIHeE XNAEE MZE AXI2 SAI0 SYSLOG MHOE HEE 4= UASLICH

Port log buffer size
Ol Otet0lEi = loggingEle EZE 21 OO =0h 3JIE HELICH. Log HIOIHE MA&GHI
ol LIS HIZ22IE AI2ots 22, LE HHS MM AJI= 3200 KoytesES Z=DHotXl 2£0t0k
LICH. S& &6t Al D122t 4Kbytes S LILCH.

£ UIOIHE M&ESHI| <IoH ATA/IDE fixed disk cardE A2
JtEQSl =& et etdLICtH.
£ OOoIHE M&EotIl 2o NFS AHE MEodt= B, =W port buffer size= AHS
Of TEA ZIH, MMEX= NFS MBIE 2 &6t port logging AIAEOl HES| HSE = U
ofOF & LICH.

il

P

|'||'

32, =l ZE BIH F)l=

Ol

o
Juoo¥

H

Port log filename
Ol Wet0IEH= loggingEle ZE =11 WS 052 H2ISLICH. Port logging filenameOl Use
port title2 A&EXH TLE EIOIE0| ZE 221 1Y 01522 AZELICH. Specify belowZ &

ZCH Otciol g=EE I 01801 21 Y 01822 AZELIC. 21 ItE 01801 YHEN
UX #2 F=R0= Jl= £& el portXXdata 2t= 01501 AFE SUCH. OIIM XX2 oilE Al
clg EES BSE AU

Time stamp to port log
Ol HOet0le 20l E&FE A loggingEle ZE 2= =00 time stampdb Z&HEIH € LICH. D

=2 gt disable & LICH.

Show last 10 lines of a log upon connect
Ol II2IOIEIDl EnableZ2 A &TIH, AISAIF ZEZ HZE [ 22 0K 1020 EAIELICH.
JlE2gt2 DisableLICt.

Strip the “M from SYSLOG
Ol W2t0IE It Enable2 E&&EMH, ZLE 271 HOIH S0HAM SYSLOG MHUAM MeZ HEAlZ=
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!

0x0D GIOIE 2t AHOIAZ HMEI ZE =22 GIOIE 0 0x0D GIOIE It iE
SYSLOG AMBH Ol M&EELICH

ol
0
Pl
b2
o
0z
&
HU

Automatic backup on mounting
Port log storage locationOl CF card &= NFS serverg &3S ZAR202 &8s = USLICH
0l €30l enableE™ Y ME =20l Al OI2EE 32 21E MH&Ecte Sy WS

LICE.

Monitoring interval
Port logging0l A& 1D port event handling(4.3.8 X)0| &L H oY ZEZE2H keyword

£ ZAMMA HESH reaction2 otAH ELICH. Ol T, monitoring interval g0l el HIHE SO
o

-

AJUe= port loglllA keywordE He= FI|1JF 28 &LUICH 0 2 &H & o= HE Al2H0
keywordS &S £ UOLE AIAE Z2IAAS Q0| AI26HH 22 EH AMAE9 A0 MotE
LICH. B2 A2 SHEA HAE 2t & 2Us 2 ¢ £Fol= 20| J1E E5ULICH

Port logging Ol enableOl &I ZE=Z= S0 2= HAIXIE ZAHA I &FE II|/KEI LA
& email £= SNWP trap & S ng

ZE 22 HOIH & ddte IIFEE NEGHH Y K|S LAHEHDH RAAdt= reactionE =3
GtAl & LICH. ReactionOil CH 2 2 JIRE g8 48 £+ U2 emaildt SNWP trapl S

JIXl reactionsS SAIN E2 WgEES=Z ASH0| JIsEHLICH.

J
Ct. Port event handli

=]
[=)
@D

r
Q
0lo
5]
my
0>
C
Q

Port event handling2 <&t II/IE &

Key word

Case sensitive

Email notification

Title of email

Recipient’ s email address

SNMP trap notification

Title of SNMP trap

Use global SNMP configuration
First/Second SNMP trap receiver IP address
First/Second SNMP trap community
First/Second SNMP trap version
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Serial port configuration - 1 : server name on port 1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
wirtual KM configuration
Serial port parameters
Fort logging

Port event handling

Check  Keyword # Keyword
Action on keyword :

keyword :

Case sensitive :

Email notification :

Title of email :

Recipient's email address ;

SHMP trap notification :

Title of SHMP trap .

Lse global SMMP configuration :
SHNMP trap receiver IP address :
SHMP frap commmunity

SHMP trap version .

Secondary SMMP trap receiver IP address
Secondary SHNMP trap community

Secondary SMMP trap version :

Save to flash

Mo keyword list...Please,

Save & apply | Cancel

---tove to --- =]

Reaction
add new keyword,

@ add  Edit  Remove

Enable -

Dizable -

Dizable -

Disahble =

EENE

w1

-

FPort IP filtering
Authentication
User access control
Slert configuration

g 4-15. ZE 0/8E

Case sensitive
Ol W2t0IE It Disable2 E&&HE ™

St
=2

keyword & Al

Email notification &8
Email notification2 =&ot X &
Hge =2 &3 LICH

SNMP trap notification &3

A2 Email notificationS enableZ&

SNMP trap notificationOl enable@! AL, IRAEIF LALH SNWP trap0] &&= P2 ML E L
Ch. SNMP trap &0 ZRTH 2 &=5=9 U 82 22 L 3.2 NP &3 = F NS AIL.



Use global SNMP configuration
Ol HtctOIEDF Enable2 E&FEEH, HERT £F &=2 & SNWP £Z0IAM FBAIE EE =40 &
0| EE =4AD|2 AZELICH.

IIRAEIL Port event handling &0 =JtE %, VIS= 0 IIKEI LMGt=X 2ZAIELICH. I

KED} LAY e AIBNE 0 ZE) oA 2o

2l ZTE A HOoIKS ZE EIOIE M=0| B 00|20 B
==

£0| server name on port1Q! 18 LEN A1 O0I0I20] EAIE MES 20

ol
aa
el
[0
Q
. =
= 0
= &
c 3
o v
Hel
I m
B p =2
i
oo
> W 0
ro o
H 2
m =
>
m =
© >

Serial port connection

Port access menu conmection
Port access menu conneckion

Individual part connection

P M Port# Title # of User Comments
1 ': seryver name on-port o R T
2 PortTitle #2 o < Mot used =
8 4-16. Z10 0l0|Z= 55 Al2IZ Z HOoIX

4.3.9 Port IP Filtering &3

VIS Al2lg ZE Fe= 22 LE() E4E 580t 22 SAEE [P =4 filtering 720 DI
=6t KNEE &= USLILH. AIEXs |58 IP =4 2 subnet maskE HIZold E8 s AED}
VIS Al2lg ZE L= A ZEN 858 = UEE SZ2ELICH. XASH Wee 448 358 &

Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
wirtual KM configuration
Serial port parameters
Fort logging

Port event handling
Port IP filtering

allawed base host IP . |D.D.D.D
Subnet mask to be applied : |D.D.D.D
Save to flash Save & apply | Cancel |

Authentication
User access control
Alert configuration

Jg 4-17. ZE |p BHEY
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4.3.10 Authentication &M%A

Ol=(Authentication)2 2LBIEOZ AIE X 0O
= WEALICH. VISE Aledld ZEN &6 =
TACACSt, Kerberos & LDAP 2 22 0 215 s&2 XIJELICH

OI=ZS None OS2 &AAoIH, o= WA Q0| AIZ2XDE ZEN EHE £ UASM, Local2 EFHE
AL, VISE AMEXE 2S56H)| ol VIS XHalel Alg2X 22s AIZELICH. Custom PAM S&S
SEHSEO Linux—PAM (Pluggable Authentication Modules for Linux) = & QUSLIC.

L
P
{0
IUOT"

0 29 HA=REs, AR o= AHHE Ol2dls HRZA, VISs 28 o1 AU (0. RADIUS,
Kerberos, TACACSt % LDAP AW ) Ol AIZX o152 &S AALICH O 4-18= AR o5 M

HE AMEE M2 A2 015 ZZHAS WEHo=2 BHSLICH.

AZBXE E£8 015 HHS ot dEg = JASLICH. 0 FR0=s, MS2 YE2Z VISt
CIZ2 AISOICHE AIiS B2, & Bl YYo=z 252 ASELIC. ME =0, RADIUS 213
2 local Q1EDt Z&E = USLICH. AFSXIL “RADIUS server — Local” QIE ZEIZ HEidt=
A<, VIS= RADIUSE 24 ALESHN 2% RADIUS AMBI0l 21ES RAGHD, AIHE BAL20l= VTS
Aalol AtZX S5 Soll U&= AT

“RADIUS down - Local" QI1Z &9l H=R0l=, 2% RADIUS MHOI 5SS &S], RADIUS A
HOt CIRIAS Mo VISE KHAlel AIEX SES Sl 2152 AISELIT

2) AR

1) AFSXF ID & HI

EE 10| AFEX login

EE 10| AMSXt HMA SE

\ I ==
u‘.....u...:.u...-uu.ﬁ- »

(==

-9

5 EZE 10| HZAE FX0o HMA

18 4-18. 22 KB 2jat AEX} 21 IHE
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Fo

1. VIS v1.7.0 £& 0/F HEOUAE Kerberos Q1SS AFESII| FIoHAIE usr 20 kinit HFOILT
CcIE ZAtol =0t0F ELICF.
2. Custom PANE Linux-PAMNE X/ &LICH. OlE AlE35I215 | ets/ pam d/ custom It E 445
OFEILICH. (Linux-PAMOY CHEH THAIEH LHES
11.9.3 CLI 2210 & TACACS+ 2/SoHIIE

Ct

alo
ro

VIS 2t 2t Alelg ZEN HB8 2=

None

Local

RADIUS server

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
TACACSt+ server

TACACS+ server - Local
Local - TACACSt+ server
LDAP server

LDAP server — Local
Local - LDAP server
Kerberos server
Kerberos server - Local
Local - Kerberos server
Custom PAM
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VTS Series

MaTIaSETTTENL

User : root

Configuration

Power controller

Systemn status & log
System administration

Systern statistics

Apply changes

Login as a different user

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Wirtual VM configuration
Serial port parameters
Port logging

Port event handling
Port IF filtering
Authentication

Authentication method

Serial port configuration - 1 : server name on port 1

Local =

None
Save to flagh I Save & apply | Canc
RADIUS server

User access control
Alert configuration

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local

Copyright (© 1998-2005 Sena Technologies, Inc. All rights reserved

TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
LDAR server

LDAP server - Local
Local - LDAP server

& 4-19. Al2IE ZEO [Hat

Serial port configuration - 1 : server name on port 1

Enable/Disable this port
Port title

2poply all ports settings
Host mode configuration
Yirtual KWM configuration
Serial port parameters
Port logging

Fort event handling
Fort IP filtering
Authentication

Authentication method @

Kerberos server TECHNOLOGIES
Kerberos server - Local
Local - Kerberos server
Custormn PARM
=
s =4
---tove to --- =]

|FIP.DILIS server - Local  =|

First RADIUS authentication server |

Second RADIVS authentication server ; |

First RADIUS accounting server |

Second RADIUS accounting server |

RADIUS timeout {0-300 sec.) |1D

RADIUS secret :

RADIUS retries (1-50 times) : |3

Save to flash |

Save & apply | Cancell

User access control
Slert configuration

18 4-20. RADIUS Alb1 - locallll tHet 015 &&F
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4.3.11 User access control &%

VIS Al ZE/JAH ZEQ AHAA Sniff session H& L= MY HEEY 02y

£ Mo
AEXS H2AES BAELICH. Sniff session 220 A= Sniff sessionS HEN 22&

CI

Port E2dEE Al2lE ZE /A ZEZO HEZ NdaoltHU dlZdt=0d AFSELICH. Monitor
AZol HZ=2 HOUELICH Power EZ2dEHE2 IR

=
H2AS2 Alelg ZEZ9 Sniff session
=

Ed Otz AZE A2IE LES MBS MOlote A= HetotiiLl olSot=0l AHEEL

0

<<Everyone>>2| HI2Ast2 User access controlIA JHEECZ HAIZ= AMSAE HIst B=

AMEXIC EZ2 TS YAISLICH <<Everyone>>o| EIZHE W HE FE2ZSE JIE AI2XH
User access control &2 AtEX ClAE = HANA CIAEN EE2 SSoll0F &LICH
Sniff sessionO| AEEX L= ZEQ ZLR20U = Monitor E2@s 482 Ot2d IS 0IXAX
ASLICH ZED Il HEEZH Ol HALX %S ZE2L Power H2ASE AIZ2HX %S
LICE.

Sniff session0 olE= BRetH ZEZ IS = Y= MEXNE M I 82 ud = U
SLICEH. Port / Monitor E2&#& REE Jt& AMEXE, Port H2AEH2E JH& AFZ XL, Monitor
Z2AEeE D& AFS R LICEH.

Port / Monitor EZ2&& Z2FE It
el A& / Sniff session@2Z A CHE sniff session@2 HAE AIZI HEE 2 =&

A, Sniff session AEHOIA O MESZ dE&eE =& USLICH

Port 2#e2t JI& AIEX D82 U2 ME L= Sniff session=2 ZEN 2B == U
X8t CHE Sniff session AFEXS] HEBES SZOHILE Sniff session22Z HAMES AL O A
Hdoz2 Meg = AsLIT

Monitor E2AEHeH Jt&l ALEX AEE Sniff session2 =28t A2l ZEW HZ0| IJtsdtd Ch
£ Sniff session2 HEES ZILE HiQl MELZ9 Mate =IJtsgLICH.

AEXIIE Authentication £&O0I Met VISUH 1& AW 21852 HMOF ot X2 =E0/1,
User access control &&O0l et H2AS0l SHZIOOEH A2l ZEN A0 Jts&LIC

Authentication &0 &8t XtAS LHES2 4.3.10. Authentication configuration2 & Z&3tAlJ|
HE 2 LICY.
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Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port: title
Apply all ports settings

Host mode configuration
wirtual KvVM configuration
Serial port parameters
Fort logging

FPort event handling
FPort IP filkering
Authentication

User access control

Access type

User or Access list o e e Action
CEEVErYONe > ¥ ¥ ||
Lser3 - || O Hemove |
grianitarsccess r Cd O Remove |
grPortaccess V¥ O O Remaove |
| ~ = O Add user |
Select an access list -—-—-- =] ¥ i O &dd access |

Move to Access lists fo edit aocess st

EnablefDisable sniff mode Im
Sniff session display mode W
Display data direction arrows | Iwble;l
Permit monitoring only mode Im

Save to flash | Save & apply | Cancel |

Slert configuration

18 4-21. Al2lg ZE0 e GHL Hol £F

User access control
H2ASH Y= Port, Monitor, Power2l Ml =FJI USLICH. Port E2FEE HIC NM&ES=Z
UK HEE HAIELICH. Monitor E2ASH2 Sniff session@z ZENW &

FE LIEIHLICH. Power H2AEIE ZEQ ME FHZg 5= A=XNE HAEU

<<Everyone>>°| F2AGS d¥E=
=

<<Everyone>>2| HI2Astt Ct

SSol0oF &L 22 B2dsets Z= MEXSS otLtel HAHA 2IAER BE0 RAA 2l
Eo] H2HStE FASHH SEE =% USLICH HAIA clAEN XAME U882 9.2. YAA
CIAEE EXGHAID| BHELICH

el At S8 ZEZ9 ¥2E HMetotl] a2 MEXIE JUTUE, 22l X= <<Everyone>>2| 2
detS M8t dEE S=otl] KMetotels AIEXS 23S Motk E2 dEHE AIZXE
S=otd ELICH. 22Xt S AMSXZHHAHE Alel2 EZE=ZS IS olSotd sty



<<Everyone>>2| HI2HEIS HMIASIK A2 &HEHZ HFotD, SFAMENL HI2ASS M &
EHZE AIZXE SZotH ELICH.

Sniff session

Sniff sessionsS Sol (el T2 ALZ At GHLEIS Alelg ZE/JZE ZEN 5 = USLICH
Port = Monitor E2dst2 I8 MEX= CE2 AEXIF 0101 ZEN & pe
Aelg ZE/FA ZEW g = JUSLCH SAM B85 = A= Sniff userl MH==
BHE SHEEN UM £ AL elAA0 2o MEHE = JUSLICH

ArZXECl Sniff session2 Q1A GteA™ Enable/Disable sniff modeE Enable2 & &GH0F & LICH

]
Sniff session display mode= User input, Server output2 bothZ &A&g =% USLICH. User

input 22 HdE 2, soniff AIEXeE AlclY ZE/JAA ZEZ MU= HAIXLAS
2Ee & USLICH. Server output 2E2 AFEE ZR0U= Al2lg ZE/RFAE ZEZRHY
HIAIXIZHES 2&EE = UASLICH. Both2Ez &FE 2R, 2E dE:Ee= HOIHE 2EHE =
USLICH

Display data direction arrows= LDt SO0It= OIOIEHS 2&E HAlots St HE OOIH2
SH BEAIE X HRE ZFELICH

JIZ0 0101 AL ZE0 HZE0 AS W, sniff AAEXOF OGS0l H&6ts d<, 18 4-

222 &2 30l LEHLEA ELIC. Ol [H port escape sequenceE 2&otH port menudt
LIEFELICE. Port / Monitor HZ2AHSE 2F 1 U= AEXt= Port £= Monitor B2 &Het
IRl 2Bl AFZXECH =2 AEts BERoH =0, 8 8520 As Ul AEsS SZ6HAHLE
CtE Sniff sessions S8 et 2RotD UASLICH. sniff menuE SoiA S I MES
E2 AI2I1(Enter as the main session) Xt&IOl OISl A& AFEXOF TIALE ST OQ! MES

=
sniff NMIESZ HI3R 1D (Take over a main session) 02! A& AFEXDOF & 2= USLICH.

Ol Sniff AtEXt=  disconnect a sniff session’ 2 SollA CIE sniff AISXE
SEHBIY 2HECZ =2 A2 =% UASM, ‘send messages to port user’ & Saoll &ols
S EHGHOY

AS XA HIAIXIE HEE =% JUSLICH.  ‘show last 100 lines of log buffer’ £
2

a ' =
c
-

o e
fu
gl_l

HU

i
0> o

ol
—

o

=% A, ‘close current connection to port’” & Soll M H2Z=S

4

LI

(_|

A F.
Mol ME0l = HMEHOIAM Sniff session@z HZE £ 1D, M MHE0 EE2ZH Sniff
session2 A=z S=ELULIO. =, e NA&0l A2™H Sniff session0l =MHE == A
= LICH. Permit monitoring only modeE Enable2 &&dtH Oled M0l STHXAH SLICH Ol¢l
MI&GI0l Sniff session@=Z AHZAE == U1, HO HEO HSESEHAHE Sniff sessiontlM AHS

2LIHEO0l JtsELICh.

t

Wel cone to VTS-1600 Consol e Server

VTS-1600 Login : admn
VTS-1600 Password : *****
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Entering server port, ..... type 2z for port nmenu.

New sniff session started ...

o
o

port escape sequenceE &

Port nenu:

(server nane on port 1) (Port 1) is being used by (sena)
The (admin) is connected in nonitoring node.

m take over main session
s enter as a slave session

| show | ast 100 lines of |og buffer

d di sconnect a sniff session
a send nessage to port user
X cl ose current connection to port

& 4-22. Sniff user P!E/H O] BB

4.3.12 Alert 83

Host modeJt Console server mode@! AR, TE ZQI0ILL Al2lE EZE A Q|HIED} 2Ast
M OIHE OOIME= Ol B2 AFH Mt OlHYL=2 &&okd, SNMP HIOIME= SNMP tra
AXN M2k SNWP trapsS el RHUIH & EEHLICEH

Port title &&0IlM Automatic detectionOl &A3& &1 Device detection method= Active
Detection initiation® Periodically2 &Z&& #d &0 ek VISOE )&z 2248 &K
HEE OIHLOILE SNWP trapsS 8SE 4= USLUICH. 2 ZEQ AR = ZE 21901 0HE

gt XIS LIt
Alert 280 et &3 MetlldH= s 25U

Enable/Disable email alert for port login
Enable/Disable email alert for device connection
Enable/Disable email alert for active detection
Title of email

Recipient’ s email address

Enable/Disable port login trap

Enable/Disable device connection trap

Enable/Disable active detection trap
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Use global SNMP configuration
Trap receiver settings

Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enahle/Disable this port
Port title
Apply all ports settings

Host mode configuration
wirtual KM configuration
Serial port parameters
Fort logging

FPort event handling
FPort IP filtering
Authentication

User access control
Alert configuration

[Email alert configuration]
Ermail alert for port login Disahle =

Title of email :

Recipient's ermail address :

Email alert for device connection ;. |[Disable =

Title of email :

Recipient's ermail address @

Ermail alert for active detection : Disable =

Title of email :

Recipient's email address :

[SNMP trap configuration]

Port login trap : Disahle =
Device connection trap : Disable =
Active detection trap Disable =

Use global SMMP configuration : Disahle =

BLd | [a][d

Trap receiver settings :

IP Address Cormmunity wersion

|D.D.EI.D Ipubliu: vl -

|D.EI.EI.D Ipublic vl -
Save to flash | Save & apply | Cancell

_1& 4-23. Console server modeS Alert &&
Enable/Disable email alert for port login
AZXOE Aleld ZE = A3 ZTEZ 270 = 20 & M oliYsS A58 X HEE

25 gLt

Enable/Disable email alert for device connection

Alelg ZEJH |2 HEEHANU HZ0l 22 I olfileds 8EEX HREE &Lt
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Enable/Disable email alert for active detection
Port title &&0IA Automatic detectionOl 43t %11 Device detection method= Active,
Detection initiation2 Periodically2 &A&&E &2, FIHEez =&&E FEXNEIEE OIHLE=Z

&g X HRE ZFeLIth

Title of email

d&EEHE OlZe NM=ss &8ELIt.

Recipient’ s email address

d&EHE OllEs 2= =48 £ LI

i
b

Enable/Disable port login trap
AEZXOE Alelg ZE = |A ZEZ 270 L= 202 & M SNMP trap=S ZMAIZ X
HEeEE &8 L.

Enable/Disable device connection trap
Alclgd ZEJ Hdl2 HZZHU HAZ0] 22 [ SNMP trapES ZMAIZX HEE A A EHLIC

Enable/Disable active detection trap
Port title &&0IA Automatic detectionOl 43t &1 Device detection method= Active,
Detection initiation2 Periodically2 &&&&E &L, FI&E2z & FIEEB0 23t SNMP

trapS ZHAIZX HEE 2FELICH

Use global SNMP configuration
Ol I2IOIEDE Enable2 A& EIH, HERID A &= = SNWP ZHOA HA
A0 EY pI|2 ASELICH.

il
m
i
4
z
S

Trap receiver settings

SNWP trap €80 228 2 =SS0 et 282 220 2 3.2 WP €3 = FUoEAL.

Host modeJt Dial-in modem modeOlX2 Dial-in modem testJ)t H&EA=S B, Dial-in modem
testOl CHEH OIHEDN ZAME M, Ol OHONMEE 0olHY AdAE &EXFN WO olHgLs
HE3HD, SNMP IOl E = SNMP trap A& 0l 2t SNMP trapE2 22l Aol A M EEFLICE.

Alert 280 et £ MtetllH=E OsSW 25U

Enable/Disable email alert for dial—-in modem test
Title of email
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Recipient’ s email address
Enable/Disable dial-in modem test trap
Use global SNMP configuration

Trap receiver settings

Serial port configuration - 1 : server name on port 1 --- Move to -—- j

Enable/Disable this port
Port: title

Apply all ports settings
Host mode configuration

Serial port parameters
Alert configuration

[Email alert configuration]

Ernail alert for dial-in modem test : IDisabIe vI

Title of email : |

REecipient's email address @ |

[SNMP trap configuration]

Dial-in modem test trap |Disab|e vI
Use global SMMP configuration @ IDisabIe vI

Trap receiver settings .
IP &address Community arsion

|EI.D.EI.D Ipublic vl =
|D.D.D.D Ipubliu: vl =

Save to flash | Save & apply | Cancel |

18 4-24. Dial-in modem model Alert &&

Enable/Disable email alert for dial-in modem test

Dial-in modem testOil CHSH OIHIED} 2AE [ O|HIZS NMSEX HEE

b
0
i
C
o

Enable/Disable dial—in modem test trap
Dial=in modem testOil CHSt OIBIEDL A4S [ SNMP trap=2 ZEMAIZ X R

i
i
o
il
C
o

4.3.13 Power control &d

o AEScIoF VISH HZ2E 0 JACHH, Alel€ ZEJ 1 M9 AES22 = o= ¢
0 JA=XNE dEHELIO. A2lg ZES] M2 0 &8 0180t 22/ LICH
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Serial port configuration - 1 : server name on port 1 --- Move to --- j

Enable/Disable this port
Port: title
Apply all ports settings

Host mode configuration
wirtual KvVM configuration
Serial port parameters

Fort logging

Port event handling

FPort IP filtering
Authentication

User access contral

Slert configuration

Power control configuration

Port# Manufacturer Title Outlet Action
Mo power contraller outlet found...

|Elayteu:h on Fort 16 =] Im vI Add

& 4-25. Power control &&

4.4 All Port &3

2E AM2lg ZEDI RAGIHUL SLotH £35=s B2, 0] JIssS ol=ZotH ELICH. All port
configuration AMEHUHIM A XSt 22 JHE ZES  “apply all port setting” S&0| disableZ
MM UK L2 2= A2 ZEN HKELICH.

“all port configuration” Ii2IOIEIE Of2fel O822 UHO & & UASLICH
1. Port enable/disable
2. Port title
3. Host mode configuration
4. Virtual KW configuration: Only valid and visible if host mode set to Console

Server Mode.

(@)

Serial port parameters: /nvalid for remote port

Port logging: Only valid and visible if host mode set to Console Server Mode.

7. Port event handling: Only available if the host is set to Console Server Mode
and Port logging is enabled.

8. Port IP filtering: Only available if the host is set to Console Server Mode.

9. Authentication

10. User access control: Only available if the host is set to Console Server Mode.

11. Alert configuration: Only available if the host is set to Console Server Mode.
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Serial port configuration - All ports : Port Title --- Move to --- j

Enable fDisable this port

Enahle/Disable this port : IEnabIe vI

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Yirtual KWM configuration
Serial port parameters
FPort logging

Port event handling
FPort IP filtering
Authentication

Iser access control
Slert configuration

Enable/disable this port
Ol OIietDlEH=E ZEQ Jls AI2HEE AFELIH.

Port title

Ol IOt E8 ¢z £3& ZF2, 2 Ald
e ¢ ZE B =

f= 22, ZE #1

“my server #20 2 =02 &FE

9 XTE &= |A ZEW s ZE EIOIE2
g E0l “my server” 2 &F
2 “my server #17 2 HFE D EE #29 LE EIOIEE
L

ICH 223 ZE #H12 “my server #R17 22 &AAELICH

Host mode configuration

olEE 2 Alelgel &€& IP F=a

— T

CtS

el

rr

Host modeJt Consol server modeZ &&E= &ER,

22 Yrez sz £gELth
(IP address assigned + serial port number — 1) for serial port and
(/P address assigned + remote port number - 1 + serial port count) for remote port
HE S0, g4 IP =201 2= ZE ZFZ0AM 192.168.1.12 2EEH= R, ZE 19 |P
FAE 192.168.1.101 ZIH ZE 29 P A= 192.168.1.201 ELICEH. VIS32000! &<, A
HZE19 |P A= 192.168.1.330] &LICH. 0l SASHA, listening TCP port number= &

P

s gdAez 48E U0
(listening TCP port number + serial port number — 1) for serial port and
(listening TCP port number + remote port number - 1 + serial port count) for remote port
Host modeJdt Terminal server 2E2 &&= AL, 2 Alclg EEQ destination IP A&
22 gAaoz FEELICH. 2L, destination TCP port number=
serial port number2 &30 =g &LICH. ME =0, destination IP =4 2 TCP port
X

number JF 192.168.1.1:80012 &A&XE=s 2L, ZEE 19 destination IP =42 TCP port

Console server 2| 2Lt &



number = 192.168.1.1:8001Jt S XE 22 destination IP FA2 TCP port number=
192.168.1.2:80010F € LICt.

Virtual KW configuration, Serial port parameters, Port logging, Port event handling, Port
IP filtering, Authentication, User access control, Alert configuration

e &9 Itetolee) 2=, “apply all ports settings” &H& &2 ZE Alelg ZE &
2 ZEWM S2otH &F&LUICH. ot Serial port parameters 882 ZR2U= |2 ZE

gets OIXIAl #sLICH

rr
o

2

4.5 Serial port ¢1&d

VIS & &3 QHHOIA= MEXNZ StHa AMEX K2l telnet £= SSH ZSct0IHE
ZIZ2)#E AMESHA 10T Alclg ZEN 352 = U= o= & JIEt serial port
connection JISS MESELICI. AFEXIL &= Ui HHHIM Alelg ZE HZ His &5 (Serial
port => Connection)S M EiGt= Z2<, 18 4-2710 22 3HO0| LIEHLLICH

VTS Series :
MardgermeTis N

|| User: root
Serial port connection - Page 1
Network -
Port access menu connection
Serial port )
Configuration FPort access menu connection
Connection Individual port connection
Clustering P C M Port# Title # of User Comments
Power controller 1 server name on port 1 1 admi < Mot used =
2 Port Title #2 D %} < Mot used =
PC:Card 3 Port Title #3 0 < Mot used >
System status & log 4 Port Title #4 ] < Mot used =
System administration 5 PortTitle #5 o < Mot used =
£ Port Title #6 o < Mot used =
System statistics 7 Port Title #7 ] < Mot used »
& Port Title #8 o < Mot used =
9 Port Title #9 o < Mot used =
Apply changes 10 Port Title #10 o < Mot used =
: . 11 Port Title #11 0 < Mot used =
RogmaceeiGiierensnsen 12 Port Title #12 ] < Not used >
Logout 13 Port Title #13 ] < Mot used =
Reboot 14 Port Title #14 0 < Mot used =
15 Port Title #15 o < Mot used =
E 16 Baytech on Port 16 u] < Power controller =
31 Port Title #31 o < Mot used >
32 Port Tite #32 0 < Mot used =
Rl remote port 1 ] < Mot used >
= 13 A1 Slave Unit #1 T

SENA

Copyright (© 1998-2005 Sena Technalogies, Inc. All rights reserved

18 4-27. Al2lg ZE AZ [0/
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HAIOHOF & ZE 0t & AN £F(3.8 & AH 23 EX)0A XZE & HOIXIo HAlL
Aelg ZE =8 =g d2 88X ZEE 1 =83 U=0A 8 HOIXIo HAlotl, TOE
HOIXIZ Nl 0lSE = UESE = 40l [— Movt to —] SIAE ZHAS MSELICH

Port # ZEZ=S 2ol ZEE B3 =NA=2 FZZg #= UsLU. HSlHcs LSXN=L=
g5t & ¥ O 256 WEleez FZEUO. [— Movt to —] 2IAE 2AlE
Olsg HOoIX2 H BN ZES XE HISIL SN HAIELIL. 83 ZE= & ZE HS
20l ROI 201 HAIELD, SAHE =d0I2 X2 F=R0ls ZE B 20 =dol=2 EX

le ZEE=S 2ciotH ZE EBO0IE =AZ2 HZELIL. M3l LENH=2E EZ2
O 226t WE=e=2 ZZELIO. [-— Movt to —] 2IAE &ANE=E 0ISE H

OIS0l &M ZEAIEULCH

ANEX= TS0 E=ctels EEQ C(Connect) 20 U= HOIE ot0I2= SHELEZM
ZE0 #52 = AsUC. MEXIL ol ZES| BHOIE 0Ot0l2= 2= otH HOIE NEdolE
B FOI LIEHL AFESXTHOI AlelZ2 ZE B0 CHet dets 20Ut

&1 oy HEES EZEZ0| Telnet F£& SSHE L& L0 U2 FRMWE EYEHE HOLE
HEd0& &S ZZF= 4.3.4 Host mode 8& 0A JI=& Hi2 20/ Quick connect via U=2/
SEF g0l M2t EeFELICE.

=

e H

E0l HEE AMBHIF KW ¢ZS XIRst] Virtual KW 20| 0 A= ZEN = C(Connect)
Ol KW &2 OI0I20] EAIELICH. AI2XDF KW ¢ 00|22 Z2&26tH KW Z210|¢E
T2 A6 AHE MO 22l = USLICH

Java Applet2 serial portOl &=0tJ| 28 HAE J|Etel AHEX CQIHHOIAE X
Java Applet2 telnet &= SSH HZZ2 XI2StH, ELE2 host modedt Raw TCP
= s Sl ZEN Esg = SsUC. HZY ZEE Z6tH, Java Applet

S0, AMEXeE O EZEON ZH0H| <o ERS &Sl AMEX 1D 2 HIY
&

A

2EZR

SELICH
2

o
ng
ro
0
0> Ho
=
0o
2z
rr
o
=
=
o
ne
Hl
|m bl

LICH. Java Applet &2 EIOIE Hi=

OISt 22 E2E 2WsUC. & OoteHel
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JAVA Telnet Applet - Microsoft Internet Explor

Telnet [ rver name on port 1]

Trying 192.168.19.1 7001 ...

for port menu.

Is _ Local echo | Connect | Disconnect SendBreak

Close

el 4-28. JTA telnet S =R

i SSH User Authentica x|
S5H Authorization required

User name admin

Passwori R,

|Java &pplet Window

Close

el 4-29. JTA SSH 2=

89



VISJOF SSH HE 12 XRKE X 8= AMRARCIE Z20F2ol SSH V1 st=20lA A& LICH. (9.7
AlRCIEl T2 =X). Java AppletS 0|26t SSHE HES [ AI2&= SSH HE2 &
Mt ZA°2| Web applet option &=20AM A™ELICH. (3.8 & AH &F =2X).

—

X11: SSH ZIH J1Z2 SSF&E AFEAHE Java Applet 01 SSH ZIH F1 Q1SS HMZorAl &I 20l

Sol ZEW &£g + 8isLICt.

Aelgd ZE/AA ZEQS MA MO e AZ JIsS HMBELICH. P(power control) Z0l
A= on/off AEH HAl O0I2E 2S2otH, AIEXe Alelg ZE/A HEQ MM (Serial
port power control)ot= HIOIXIZ OISE = A1 1 HOIKNA ZEN ABE X A2
2telg £ USLICH ViSOl FOtE It HEEHE 22 = JUs IiF HESH 22l (Power
control ler management) HIOIXIZ2l H& Jls£ MIELICH. M(power Management) Z0il HEAIE
orol2s Z2=o6tH, I HEEZH 22l HOoIXZ 0lSotd Ie HESHE MHE 4= USLICH.
THMISH LHES 6.3.4 I HEEZ &l - Al2lg ZE HZ 2 ZX0tAID| BH&LICEH,

EE, AlRlZ S HOINOE M EES T NEO HE 2T HASUC. I
AFSRESl &(# BR), ZE AT OOICI(User &%) ¥ ZE AFSRIL YAEH F4(Comments
S§S2)E ZEEZ HAIELICH

=LICH

3 Serial port users logged on list = Microsoft Internat Explarer

Serial port users logged on list - 1 : server name on

port 1
[ Terminal User 1D
i7 ttyCO admin
Kill . Reload Close

=
T8 4-30. 270 0 AelY EE AET SlAE
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http:// <l P>/ connect. asp?p=<port nunber>

C =
Q4

http://<l P>/ connect.asp?t=<port title>

OIIM <IP>= VISS IP =4 &= 02 0|82 20I&LICH. <port number>= Al
S, <port title>2 Al2lg ZEQl 0|SYLICH. AMAEX= <port number>2l ZE H
E2 = ILE 0|20 <port title>S E&st TEZ HAS 4= USLICH.

g 4-312F O 4-32= <port number>2} <port title>=S AFESo & Alcl

= WE E0SLICH

C plorer
|| T HIGN SAHAFIG EXD ESTH) |
|| 24D [&] hitp://132, 168,13, 1/connect, asp7p=| =] o= |[ez>

Telnet [ 1: server name on port 1 ]

Trying 192.168.19.1 7001 ...

IIS || _Local echo || Connect. || Disconnect. H SendBreak |

|

[&T HEE! de mud.jta, &pplet started [ [ TEE 7

18 4-31. Port number £ AlClE ZEQ ZX& HZ
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DUT) EEUH)
240} IE{ hitp /192, 168,19, 1/connect aspfi=server _v'_i oS il G

-

Telnet[ 1 : servername on port 1 ]

Trying 192.168.19.1 7001 ...

14!

|Is " _ Local echo || Connect || Disconnect | SendBreak
El
|&] IHE5! de.mud.jta. Applet started =00 %
J& 4-32. Port titleZ Al2IE HEEO & HZ
Ctst 20l Y=ot ALS X SH 22 Alelg 22 Sot0 Alelg £, A

User &=
=
—

= S
ZE &£ cdlol2 X2 Al2lg ZEN HZE = AsLITH

<user >: p=<port nunber >
CC =
4
<user>:t=<port title>

cC
4

rr

<user>: <tcp port nunber>

2ALICH. AZEXt= <port number>
2 L= ZIE 0|20] <port title>d LYXote ZEZ AAS £ AUS

[ U R —

OIJIA <port number>= ZE H15, <port title>2 EZEZ2 0|8

o LE BISE IId XE

LICH. <tcp port number>= EEQ| TCP LE HHSALICH. TCP EE PSS It <tcp port number>Ql

Aelg ZEZ HE3g = UAsLt ! 4-330t 18 4-342 clsA0 A <port number>3t <port

title>2 0l180t0d SSH & Alelgd 222 Sot ZE0 HZote ol2LCt. 8 4-35= ¢l
A0 <tep port number>E OIZ0t0{ SSH A Al2l€ 25 SotH ZE0 HZot= GlL

Ct.
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18 4-33. SSH && Al2IE ZE£E2 S5t ZE HZ - port number

18 4-34. SSH &= Alcl2 2L Sat ZE AL - port title

& 4-35. SSH && A2l F£E2 Sgt ZE HZ - tcep port number



5: Clustering &1A

5.1 I

VIS= Clustering JISS AE0tH otLtel VISE Solf, THE el VISES2 Al ZESE &%
& £ USLICH. MEX= ot OtAH VISSE Soi = 816IHM KIS Aleld ZE(=48 ZE
16 49 £d|0/12 ZX + OIAEH BT 48 ZE)E BHE 4 USLILCH

SYl0lE EXQ Alelg ZEZ &H26t)| foH VIS= NAT(Network Address Translation)Ofl

J|et
FYRHES AIZELICH. HYE DJ|BHe] 2tEEt |P forwarding 248 AIE5H0, VISE &2&0|12
KSHASID H2HAH otFE M2 s MIBELICH. 2, AIZXIF S SA=S BHESt=E P
forward-ing &2 =22 AFsHUH, VIS CUE HOY MBHESE S8t 2elg = UH &

OFAE VTSSl TCP portZ2 M&&= OOIEHE £d0I12 VIS 2 (IP =4 TCP ZE)M MgEL
MtetA, AFS X OFAE VIS OlA IP forwarding &8t A0
OlE VIS E0IH HX& = UA SLUCH. &40l VIS tle FIHA
AMNEXIF OFAE VIS & ASol0 2012 VIS 29 A2l ZEW E£S AISSHT D M2l Al
Ct. 32 M ALZXte 88 3 2L

P =4 192.168.0.100
- OtAE VIS & IP =4 192.168.0.2
-  =dlolB VIS o P =4t 192.168.0.3.
- DFAHE VISQ TCP ZE 6033 2 =401 VIS o Alelg ZE 1 (TCP ZE, 6001)E
= XESLICH

>_

tEXH ZRES |

o
=

18 5-12 0Olafgt &2 ot2 VIS Clustering JIs0l e &S HES 20HSLICH

NAT:IP forwarding

From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:6033 To: 192.168.0.3:6001
User VTS VTS
Master Slave
192.168.0.100 192.168.0.2 192.168.0.3
From: 192.168.0.2:6033 From: 192.168.0.3:6001
To: 192.168.0.100:34567 To: 192.168.0.2:45678

NAT:IP forwarding
1&g 5-1. VIS Clustering &= JHE
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g 522 =1=

EtSLICH.

Wy
o
5]
Y

SH0AM, OtAH VISE Solil =dIOIE VIS 0l HZots SEEE U

Users’ access over the VTS _ e
> Master VTS: 211.112.67.34 (public IP) —-n
- Master serial ports: 211.112.67.34: 6000~6031

- Slave 1 serial ports : 211.112.67.34:8000~8031
> Slave 2 serial ports: 211.112.67.34:9000~9031 _ Internet
Master

192.168.1.101 P —— "
211.112.67.34) = asters TCP port forwarding;
( ) 8000~8031, 9000~9031
Network '
Clusteri fi i
TCP ports TCP ports Master’s TCP port 8000~8031
6000~6031 6000~6031 >

; ) Slave 1’s TCP port 6000~6031
N N Master’s TCP port 9000~9031
9
Slave 1 Slave 2 ) N
192.168.1.102 192.168.1.103 Slave 2's TCP port 60006031

g 5-2. VIS Clustering O

5.2 Clustering A&

Clustering JIsS A &0olJ| ?Ioi M= Authentication mode®t Update master on changesE Xl<2l&
2= £8= 0tAYH EXOWAM ot SLUICH Authentication mode= ALEXIF OtAH ZEXE Sol
£d01B &EXo ZE=Z HAE [ D2l 1 ZEQ| Authentication modedt LocalZ2 A& LN
US M, ALZBX 2152 OtAH EX0A X =d0I18 XM 2XE ZFELICH Update
master on changes= =dll0IE X2 H&H0| BN HE8E ZFR =d0IE X2 HE At
£ 0tAE EX2o =d0IE 20 Us dag XN HRE SFELIOH VISY Clustering modeJt

Master2 & & &I ™ Authentication mode2 Update master on changes &= HIZ24&3t &LICt.

>

ANERXOL 8 VISE OtAEHZ &&80t)| *ote &, Clustering &3 StHOA & &0 ot=0l,
AXE OlAH=Z 4&A3otH OtAH AF0 249 43 3HHO| UEELC. O 532
Clustering modeE 0OtAEZ AASH Clustering &8 3tHZ2 20HSLICH. AF=SXOF Clustering

modeE OtAEHZ &HE6t] MEGHH, OtAH EXIE ®Ist Clustering && 30| ZEAIELICEH.
g 5-4= OFAE &XIE {8 Clustering &8 stHS 20 SLICH
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VTS Series

dTIdECTTICTIL:
|| User : root ||
Clustering configuration
Network - - -
Clustering mode configuration
Serial port
Clustering mode |Master vl
Clustering i
il % Authentication mode @ ILDCEI| vl
Connection Update master on changes : IND vl

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright © 1998-2005 Sena Technologles, Inc. All rights reserved

Save to flash Save & apply | Cancel |

SENA

8 5-3. O}AEIZ VIS Clustering &&

VTS Series

MaTldSETTIETIL —
|| User : root ||
Clustering configuration
Network : : :
Clustering mode configuration
Serial port
Clustering mode : IMaster vl
Clustering ol i ==
Configuration Authentication mode
Connection Update master on changes : Mo =

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright (€ 1998-2005 Sena Tachnologies, Inc. Al rights reserved

Save to flashkl Save & apply | Cancel |

Clustering information

Unit Unit

Slave unit address Mo, of port Slave unit address Mo, of port

D D

i memmmesen o B e
2 D -
- F .
£ H i

T s .. 1 gesaseey o

jy  dmeemsn i ¢ wmmmssny =

[ - - (VR -

) [ - o -

J& 54. OtAE VIS Clustering 8&&
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=dl0IEE FItotdl o, AEXeE =dli0l2 8BS L= IP A8 26t I 23S
g = UAsUb. O8 55= =dolE EXIE ZEo)| g stHs BE0HSLIL. 0 StHUHAM =
cdlol2 &EXIE enableZ2 &FotH, XN&E =doE2 FEX

J
forwarding HIOIE dH2e=z O|s&LICH. O 562 =208 X2 Clustering 882 <&t

3
IP forwarding &2 S20SLICH.

VTS Series |
MaTTagENTETIC N

|| User : root
Network - - -
Basic configuration
Serial port
Enable/Disable this unit : IDisabIe vI
Clustering 5
Configuration Save to flash I f 1
Connection

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

SENA
TECHNOLOGIES

Copyright (€ 1998-2005 Sena Technologles, Inc. All rights reserved

g 5-5. £d0lE Zxo et £F

Elts =322 [P forwarding HIOIZES &€ =& YD US2Z =d0IE X2 Al2lg
E £&= import & #= RUSLICH. Port access menu & AlclZ ZEW &H=obJl <8 IP
forwarding HIOI=0l HMES&LICt. Source port= OFAE X2 TCP ZE HSO0IM, Destination
Port= Source port ZEZ M&E= OIOIHII MEE =dI0IE X TP ZE HSYLICH
ZE forwarding HIOIE2E A=22 £FotAH =dl0IE EXI2 IP = L= &0e 018 ¢
&5t 02 [Auto Config] HES 2&LIC. OtAH EXle= £dI0IE EXIQ Al2lg ZE FE
£ g £ Is22 gL, 18 578
dlo

=
s 243 &9 = 2UE 20sUL. tAH=E

ZX= Base titleS x| 2| 2 dZdoz d4H8g £ USLITCH
otLI2| Base port HSE A AGIH 0 [M2kM Source port H1S = Destination port HSE

HFotEE XNEE =& UsUCh. & 2QHHOIAE sdolE EXE £8os & AUHHOIAZ
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My
0

-

= 3= H3&LICH. Connect to slave unit to change configuration =2 Protocol 2
(@]

=
S ¥XE £F¥ot= & QUHHOIAZ HIBY I AAEE ZZ2EZSSE dE8g

> ore
0
ol

$0
)3
-
o

&1 Source po

rt BiSE OIAES A2l EES JIES SFH SSHTS SFHA LO0Lo}
FLIO. 85 Z2,

Clustering J/50/ HI2& &EHOF ELICH

Clustering configuration - Unit &

Basic configuration << Basic

EnahblefDisable this unit : Im

Slave unit address I— Auto Configure |
Mo, of port Iﬁ

Slave authentication mode m Set Authentication |

Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port Destination port Protocol

S e N e (7

Port access menu configuration

Enahle Source port  Destination port Protocol
m [ & =

Individual port configuration

FPort Enable ; Source Destination
" r Title —_— - Protocol
1 C [ [ [ [ M/ =]
2 r [ | [ [ M4 ]
3 i | | | /A =
4 O | | | [N/A [
s | | NS
46 I [ [ [ [N/ = |
a7 | | [Nea
48 IO | | | [N/ =l
Base title ; | Set
Base source port | Set
Base destination port | Set
Save to flash Save & apply | Cancel |

g 5-6. £40/E8 &Xx/9 Clustering &&= S/&t IP forwarding HIO/E
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Clustering configuration - Unit A

Basic configuration << Basic
Enable/Disable this unit : IEnabIe 'I
Slave unit address . |192.IEB.1EI.3 Auto Configure v\I\yl
Mo, of port |15'I
Slave authentication mode ILDCEI| vI et suthentication |
Update master on changes : Mo - Set Update Master |
Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port Destination port Protocol
v |?1£19 a0 |HTTF' j
Port access menu configuration
Enable Source port  Destination port Protocol
I |?1 oo 7000 Telnet j
Individual port configuration
Port Enable TH Source Destination Brotgcal
" r itle —_— - rotoco
1 I3 |Slave nit 21 |?ID1 |?DD1 |Te|net |
2 W |Slave nit #2 |?IDZ |?DE|2 |Te|net |
3 I~ |Slave Unit #3 |?IDS |?DDS |Te|net 4
4 73 |Slave nit #4 |?IDd |?DEI-'1 |Te|net =]
12 I |Slave nit #13 |?I13 |?DIS |Te|net j
14 v |Slave it #14 |?I1-t1 |?E|Id |Te|net j
15 ™ |Slave nit #15 |?I15 |?DIE |Te|net j
16 v |Slave LInit #16 |?I1E |?EIIE |Te|net j
Base title : | et
Base source port | Set
Base destination port | et
Save to flash | Save & apply | Cancel |
& 5-7. VIS X}& Clustering €& Z 1t
d Tz MAJ AIHSt 32, 2F WAIXDIE LEFELICH. JtE 2BHE0 2= 2
ot F= UEND 2H(0. WEND 8F0| 22 I)YLICH.
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o 2w

Microsoft Internet Explorer

&uto configuration falled, The clustering slave unit was not faund, Currant configuration was not

chanaed,
diolE &EXQ ZE HEBI HEGHH HFZU=AX EQIGHYAIL. 08 Os &d
Clustering &8 220t)| {oll [Save to flash] & [Apply changes] HES
18 5-9= Clustering 882 M&otLD HEst 2HE BHSLICH.

Clustering configuration - Unit A

Basic configuration << Basic
Enable/Disable this unit Im
Slave unit address ; W Auto Configure |
Mo, of port m
Slave authentication mode m Set Authentication |
Update master on changes : Mo - Set Update Master |
Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port Destination port Protocol
i W a0 [HTTP =] [Connect to slave unit]
Port access menu configuration
Enahle Source port  Destination port Protocol
3 [Fioo— 7000 Telnet =]
Individual port configuration
Port Enable ; Source Destination
@ r Title — - Protocol
1 4 |Slave Init #1 |?ID1 |?DEI1 |Te|net =|
2 4 |Slave Unit #2 |?II32 |?DDZ |Te|net |
3 I3 |Slave nit #3 |?IDS |?DE|3 |Te|net =|
4 I |Slave Unit #4 |?II34 |?I304 |Te|net |
13 ¥ |Slave nit #13 |?I13 |?DIS |Te|net |
14 i |Slave nit #14 |?I1-t1 |?E|Id |Te|net j
15 i |Slave it #15 |?I15 |?DIE |Te|net |
16 7 |Slave nit #16 |?I1E |?EIIE |Te|net j
Base title | et
Base source port | Set
Base destination port | et
Save to flash || Cancel |

& 5-9. & & = VIS clustering &&
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= SEE2EMN, AER=E =d

Slave authentication modeE &l &Gt Set Authentication HE
ASLICH. Update master on changes

02 &EZXI2 clustering authentication modeE H&EE =
=

E «Eiot] Set Update Master HE=S 2&=6t® =dl0I2 &HXI2 Update master on changes £
HAE = USLICH. [Connect to slave unit] cte EAE ZotH AIE2X= £dI0I1E &XIQ
H¥S BHEE £ Us 24012 BXQ & AHHOIAZ 0ISE =+ JUSLICH. =402 XS
HES HZs & ALZX= Auto Configure HES 26t =dI0I1E X2 BHAE £&F= Ot
AH HXIQ Clustering &0 BFHol0F &LICH. ZeiLt, Update master on changes)t YesZ2 &
DO UJASH £e0IE EHXQ HdFs HESHD HEoHH OtAH X0 AHs2=2 BrEELIC

Clustering &&0| &2=2%H, Al2X= O HEQl [Clustering - Connection] Ol &2 M
ot =401 AEXS2 ZEN 22 Mg £ USsLICH. 18 5-102 Clustering 9& g™
Clustering - Connection SS0IA =dI0IE XIS HE = P =4

dlOl2 EX2 LE A SHCZ 0|sE =+ USLICH 0 stHUA =dlol

o E= H& Jtsét Alelg ZEJF HAIE UL

T
024

VTS Series -
MATIaSCITIETIL -

|| User : root
Network Clustering unit information
Serial port Unit# Slave unit address Mo, of part Unit# Slave unit address Mo, of port
C::USt:ring ) I3 192.168.19.% 16 B -

CETR G £ s = > :

E s = F 22

Power controller e . Bl msaasas e
PC card i - ] -
System status & log Koo 2 L st -
System administration W2 ssmssesmtenss & M i -

System statistics

Apply changes

Login as a different user
Logout

Reboat

SENA

Copyright (€) 1998-2005 Sena Technologles, Inc. Al rights reserved

& 5-10. VIS Clustering &Z HIOIXl - &4/0/8 §&
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VTS Series

dTIaEETTIETIL
|| User : root
Network Clustering port access menu conneckion
Serial port Port access menu
Clustering Clustering individual port connection
Configur_ation P C M Port# Title Pratocal  Source port Destination port
Eonnechion &1 Slave Unit #1 S5H 7101 7001
Power controller | A2 Slave Unit #2 Telnet 7102 7002
PC card A3 Slave Unit #3 Telnet 7103 7003
A4 Slave Unit #4 Telnet 7i04 7004
System status & log ] 85 Slave Unit #35 Telnet 7105 7005
System administration AR Slave Unit #6 Telnet 7106 7006
L A7 Slave Unit #7 Telnet 7107 7007
System:statistics 58 Slave Unit #8 Telnet 7108 7008
A3 Slave Unit #9 Telnet 7109 7009
A10 Slave Unit #10 Telnet 7110 7010
&pply changes A11 Slave Unit #11 Telnet ot 7011
Login as a different user A12 Slave Unit #12 Telnet 7112 7012
£13 Slave Unit #13 Telnet 7113 7013
Logout 514 Slave Unit #14 Telnet 7114 7014
Rehoaot A15 Slave Unit #15 Telnet ik 7015
A16 Slave Unit #16 Telnet 7116 7016
Copyright [©) 1998-2005 Sena Technologies, Inc. All rights reserved TECHNOLOGIES
g 5-11. VIS Clustering &Z HOIX] - &d0/8 &/
g 5-1 =d01E EXUHM AIE Jisst B Alelgd ZEE HAote SFHLLICH. 0l=
Serial Port - Connectionl Al2lg ZE HZN SFAGHH SZEESLICH. AHSXDE E506ldde &
E9| C(Connect) S0l U= HOIE Ol0OI2E S&E6tH, ZE X2 26t Java Applet =0t
LIEFLEAI &1, A X £d01E &X29 gtes ZEE g = USLICH Al2lgd ZE A
Z HOIKINE =diolE #X2 2 HAE Jtsst ZESO0l HAEULC. OtAH EXIe Alelg
IE &= A ZEXMY Sdi0IE EXQ XZEN HZE &= USLICH. (4.5 Serial port HZE
E2x)
telnet £= SSH Z2I0IHE Z2Z2J&#HE 0I80t0H =diolE EXI2 Acld ZE E56tHH™
Destination portOll HE &= OtAE &EXICSl Source portOl &E=6t8 ELICH
OFAE EXI2 Alelg ZE &= A ZE AZN 20/, VIsSs & COIHHOIAN =JRIoHK &2
D ONF 012 BX AlRIY TE0 B25s # HOINE M1, SH 2 A2y 22
2 Sot0 &diolE &EXIQl Alelg ZEW HZote U8 S NMSELICH. (4.5 Serial port HZ
E2x)
8 5.-12= JavaApplet 222 =dI0IE X2 Aleld EXI0 HZHS e tHALICH
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AVA Telnet Applet - Microsoft Internet Explo

Telnet [ Unit A - port #7 ]

Trying 192.168.19.1 7107 ...

Welcome to

PORT - Unit #7
00 Login @ admin

- part menu.

Is _ Local echo ‘ Connect | Disconnect SendBreak

Close |

g 5-12. sdjole Ex/9 Alclg ZEo SAZ
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6: Power Controller

6.1 72

SENA PM Al2l=, Baytech RPC Alelx Z2 It AEZHE VISH =Jtotd &3
USLICEH. AFEXOF VISH It HESHE FItotd VISe Alelgd ZEN &
E = EZEd &&(power controller configuration) 3+
ZE HEO power control configuration 2tHUA XS A& = USLICH power
control configurationOl CH& XtMIEt WEE 4.3.13 Power control configuration S=2
el ZE22 22l (power controller management) 3H20ILE Al2l

g &= U= serial port power control SHHUA HMAHEY = USLICH
s SA2 AEXIL VIS Aldlg ZEN AZE HXo M3 &A2E
JYLICH. ABXts EXE HLD AHD HREHE = US 2Lt Otllet IH
HEE2 HHE 2 R

gt LICH
A&ots It HAEE
=

- SENA PM Al 2l
- Baytech RPC

6.2 ¢ HESD A3

ANEX= oY AESHE VISH =It / HMAHetL, o9 HESEH2 ot =, 018 &2
Jlsg &#%ot0 ot23UE ST HXLE VIS Al ZEN HZE MHZ HZELIC. ASXke
5t AMelg ZE HHO power control configuration StHMAME Ol AEEHS OIS
VIS Alelg ZEQ HBLRULE 88Y = UsUICH

6.2.1 power controller 7} / M7

Ol =UHtOIA Power controller - Configuration Hi'=&=S HEGtH Mt HES & E (power
controller configuration)st®0l HEAIELICH. (O 6-1 Ii® 2AHE
controller 2Z0 A II% AEEHI AZEHNH U=z ZE IHY
SENA PMOl B0l HgoA
ZEEI Fohrguch. me
A= OO FOHE I HESEHS FEE 438 £ USLICH

g o =2

S Xt= Power controllers 220 A= Remove HE=Z Z5td I HEEHE HMIIE =
A

=
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VTS Series

i'n'.‘.!.!i:.hj&.‘!!L_'—.'!:!

S

|| User : root

Network
Serial port
Clustering

Power controller

Add power controller
Port :

Manufacturer :

The number of cascaded units @

” Poweer controller configuration

=
ISENA Phd vl
=

Configuration Q

Management Add controller |
PC card Power controllers
System status & log Port# Manufacturer Title Outlets Action
System administration 16 Baytech Baytech on Port 16 a Remaove |

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright (€) 1998-2005 Sena Technologies, Inc. All rights reserved

g
:

18 6-1. I3 2EZEZ £F

6.2.2 1l #HEZE2| HZE - Power controller E4

I AEEHIF FIIDAL I HEEH 43X H(OE 6-1 I HEEH A4 =2X)0AM
Power controllers 2292 Y ZHEEZ c2AEN JYes MY HEEIb AEHEH ) I
HEZEH AHO Power controller (O™ 6-2 IIY HE=Z2H &F - power controller &

EX) SHHOI HAIEUCH

Power controller configuration - Baytech on Port 16

Povier controller

Manufacturer |Elaytech ""I
Outlets |E| -rI
Title ¢ IBaytech on Port 16

Save to flash Save & apply | Canz:_el|

Alarms & thresholds
outlets

&8 6-2. It HEEH && - power controller &

E=s WIIM It HESHS MIAH OFRE =2 0|52 €38 =+ UsLIC. FIH 0l&2
o9 HESEHI FIF ZUCH, MEXE 0 IR HES 01822 429 Iifl HESHE
28 & A HD, II9 AESAHE EFGHAU 2elg [ €Nl |cts It AESH0 &2
g = WA Ut

105



6.2.3 I} #HEE2| HE - Alarms & thresholds EH

controllers =2

v
im
i
Hy
I
i
1]
B
2
x
O
Qo
=
o

I AEEYH =y SH(OY 6-1 I
It AES CIAENA IR HAESHE HEs = MY HESEH |X £& 3HHOAM Alarms
& thresholds Bi2 MEiolH I HESeQ ZEIIs &% 33 (18 6-3 I HEEZ 4%
- alarms & thresholds & =)0l EAIELICH. OIIN &EHole gssS LY HEEHQ

S=0 Met et = AsLt.

>

@

Power controller configuration - Baytech on Port 16

Power controller
Alarms & thresholds

Alarm threshold ISU-U amps (maximum value)

Temperature threshald |32.E| & ep O oop

I send email alert{ 7 on alarm threshold T On temperature threshold )
To: |

[T send SMMP trap { ™ On alarm threshaold T On temperature threshold )
Use global SNMP configuration

Trap receiver sethings

IP Address Cormrnnity Yersion
I[l_[l,[:_!:! Ipa.L‘inz: |\,'I -I
|'fl.[i 0.0 Ir:.l_lbiic vl B
Savetafiash | Save &apply | Cancel |

outlets

&8 6-3. I}g HE=ZH && - alarms & thresholds &

oIte AEE ZE Jls €8s I8 IetileHsE O3 £5LIcth:
Alarm threshold
Temperature threshold
Send email alert
Send SNMP trap

Alarm threshold

Ol HtetDIE 2l g2 Zuote MFRI I HESHHM ZXE M BEE LYMELICH. Ol
20l SEotH EH Send email alert2 Send SNMP trap =0 €& & H=20 et OIHI
Lt SNMP E&0l dEELICEH.

Temperature threshold
Ie HAEEH UWES 2%JF 0| meloleel s =g M

SYotH A Send email alert2 Send SNMP trap =20 &= HZ20 2k OlHYE 2L
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SNWP E01 8 ELICH

Send email alert
Send email alert : 32 ZMAl OlHL2 2LX HEE SF&LICH
On alarm threshold : I b alarm threshold gt SEIMES M OlHIZ S

HEsg X R

On temperature threshold

[Nt
Im
M
i
10
I
1

CEME M OllgsS 85E 28gut
To : OI0IZS &= =48 £FEUL

Send SNMP trap

Send SNMP trap : BE ZMAl SNWP ESHES LMAIZX HREE AFELICH

On alarm threshold : It® AEZH2 &FIb alarm threshold 20l =&3}S [ SNWP
EYgs ZMAZ X HRE ZFELICH

On temperature threshold : IF® AEEH WF 2It temperature threshold 0l =&Y
S [ SNWP EZ S ZMAIZ £ d3&L.

Use global SNMP configuration : UIESRIZ &2 SNMP &AM SAIE E4D
s X 6HRE dFgLIt.

Trap receiver settings : SNMP E& &0 Zst 2 =520 e £&¥& 220 2 3.2

S\NWP £F = FUotEAIL.

iy
>
0R0

I

6.2.4 ¢ HESZE HE - Outlets &

I HEE=ZZ HE (0 6-1 WY HESZ HE EX)0WA Power controllers 282

I HEE CIAENAM O HEEHE CHEs = M9 HEEH KW 43 StHUAM

Outlets EHS MEiGIH TR HEEZZHO o3 &AF sH (08 64 WY HEE=Z &HF -
El

Power controller configuration - Baytech on Port 16

Power controller

alarms & thresholds

Outlets

Cutlet Paort Title

1 MNane Mane
2 None Mone
3 Mone Mone
4 Hone Mone
5 Mone Mone
] Nane Mone
7 Mare Maone
2 Hane Mone

J8 6-4. It¥ HEEZ L& - outlets E
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AESXE OFZ HSE 2ot O 28 225 22 =& AL, EXHY 0tz HSE
280l Ot &8 2E= UA &= =& UAsUU. O8 65 EHA Otz €8 R=ES

Power controller configuration - Baytech on Port 16

Power controller
Alarms & thresholds
Outlets

Cutlet Paort Title

{}_") MNane Mane
Serial port |Nane '—I

Outlet title |Mone
Useraccess control
User Power access Action
SoEVeryones> 2
I 7 Add
Save fo flash Save &apply | Cancel |
Z Mone Mone
3 Hone Mone
g MHone Mone
5] Mane Mone
] Mane Mane
7 Mane Mane
B Mane Mone

Jg 6-5. It¥ ZEZEZ £F - otzd £F

Otz 282 ?g MtetlleHesE s 25Ut

Serial port

Outlet title

User access control
Serial port
VTS2 Alclg ZEN oZE HHlo MRS HIots I AESH 0t ES ZAIELCH
None2 Ol Ot2El0l VTS A2l ZEN HZE ZHH(oF otd TOHE FEHIo HZE/yA= HE 9
OI8HLICH VTSS Al2ld ZE SO dEERUCHH, outlet title2 A2l ZE HFO ZE BOIE
o2 HAHT ], Power AFE X 823 &t (user access contro)2 Al2lg ZE A& M8 &
2d#st A& (User access control &&8)22 IXl &d 0 d¥s2 HAEE == A &LICL (A

o

o
&
=]
10
[
Im
M
o
x
02
|
=
o
ne
Hl
Im
==

2 OIRY A

ot

S

~

Ol IHet0lE= O3S T[AStE OIS LICH AFSXIE Ot2 SFoAL 2218 o

S 722 = UEE L. Serial port &=0l Alelg ZLE BISZ
4CH 0 g2 HE 2Itsohdl D, Alelg EZEQ9 EOIEZ A3 Al2lg ZE
9 =] 6

W
2 0Isg = UAs H20l M3ELC. (08 6-6 I HESH

o
1o



User access control
AEXIE 0 OF=el0l 2280l JU=K HFEE ZHELICH. AFZXIF Power 2 HES MY
AMEXt= AMelg ZE HZF 3 3

port connection)MiAd & AEHE ZAIE &= UD, IIY AESH RS 22l 3H(6.3.3 IS

1
HEZEDY 22l - Outlets & &X) &= Ael¥ ZE HZE 3HO P UM HECDE serial
5 i

.4 Power controller unit management - Serial

port power control 3&tH(6.3. e 8% &2l - Serial port power control

EX)UAN Iie HESE OIS MAHE =

<<Everyone>> &2 ATl HMIAZH, User access control 22 AIEX 2IAEN SEE
ArEXE HM2s ZE MEX= Power E&2HSS 2H 1, Bt R0l d=2ds2 2K

2 ELICH

Serial port 50| Al2lg ZE Hoz AFCH 0 52 HI0 SIltsctH =1, Al2lg

EE HHO| User access control &&E2| Power &2Ze2l 48302 AMELICEH Al2ld ZE

&H3HOl User access control AFo=z 0lsg = U= F3IAIr MIELLCH. (08 66 IiH
= PSS

=
AESH 43 - Aleld ZEo ¢ZE o3 88 X))

Power controller configuration - Baytech on Port 16

Power controllgr
Alarms & thresholds
Outlets
Outlet Port Title
1 1 sarver name on port 1
Serial port | |1 v.i
Mave fo serial port configuration tochange fithe] ar fnower access]
Outlet title |.~'.=.e'.r'-«9| marme on port |
ser access control |
User Power access Action
soEvarone=> =
| Fi atelel
Save toflash Save & apply Cancel |
2 Hone Mone
3 Mone Mone
4 Mone Mone
i Morie Mone
& Hone Mone
7 Mone Mone
a Mone Mone

Jg 6-6. It¥ ZEZEZH £F - Al2lg ZE0 S9ZE olzd &

0z

6.2.5 Al2|]Yd ZE MHEO| power control MA EZ|

power control configuration St serial port &2 GIULICH I HEZe2{IF VSO
FIOIE®H, 22 TEQ A2l E

= SHH0l= Power control configuration €40l Z=JI&LICE.
(4.3.13 Power control & &X).
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6.3 mte HEEY 2|

ANEXe OIY HEE
ZTE & SHNM HA=sE= serial port power control

ry
Im
I
Y
Lo
=)
Ho
e
=2
e
iy
ot
LG
50
hEh
W

$0

b (6.2.4 It AESe] HE - OQutlets & &X).

ciet OtZ3E I HEEZ 22| 3tH, Al2lg ZE HZ 3HL Al2lE

SHHOIA ZAl / 22 &LICH.

6.3.1 L9 HEEY 22| - mif HESY 2|2E

Ol =UHtOIIA Power controller — Management Ol=&SS HEGHH, MY AESH 22l FH(OY
6-7 MY HEESE] 22l - IR HEEY 2/AE EHZX)0| ZAIELICEH VISOH =Otel It 2HEE
2 2IAEDJN EAIELICH VISOH HZE Al2lg ZE BS, MEA, 08, ot i S 22
otel AEZ2{9 2D LIEtL D, It9 HEZSH 2 AE ot

Im
|'II
fol
°

[Connected] 01, I HEEZ2(9 Alelg =

el HEeZ 0lsE = UsLICh

VTS Series

MalldgEITicTiL

|| User : root

Power controller management
Network Power controller
Serial port Port# Manufacturer
Clustering 16 Baytech

Title Outlets Status
Baytech on Port 16 =] Connected

Power controller
Configuration
Management %

PC card
System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboaot

Copyright © 1998-2005 Sena Tachnologies, Inc. All rights reserved

TECHNOLOGIES

Jg 6-7. Itg 2HEZZ &2 - I8 AEEZ c/AE
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6.3.2 19 HEEZ {4l 22| - Power controller EH4

otel HES 2l (08 67 I AESH 22l - IIY AESH 2AE) IIY HEES
d CIAENAM MY HESHE HEGIH I HESY 229 MY AES] e (O 6-8
g &= UAsLIT. 0 3HEH2 AlelE =

e HEEZEe | &2l - power controller & =X)
M

=2
o =
20l A= o002 2ot 2 =% USLICH.

e HESeS HEQ MEDF EAELICH Clear HES 226l [Max current detected] St
(o]

z22 Med & += UAsUt It AESH SF0l Ut EAE= 20l €2t = USLICH.

Power controller management - Baytech on Port 16

Power controller

Model | Baytech Remote Power Contraller

Alarm threshold 30.0 amps

Temperature ; 28.0°F (B2.4°C)

Circuit breaker Good

Average power | 0wy atts

Apparent power | 0wy atts

RMS woltage | 212.7 yolts

RMS current | 0.1 amps

Max current detected @ 0.2 amps Clear I
Dutlets

g 6-8. It HAEEZ R 22/ - power controller &

Im
b
FA

otel HES 22 (O 67 o9 HES 22l - IIe HEESEY 2lAE &FX)
ZESEd CAENAN I HESHE H=HolHE Zile I HESY RR 2l HHUA
Outlets BiS HEiotH 19 AESH E

(=]
TT
S 22| - outlets & FX)0l B2 = USLICH

Power controller management - Baytech on Port 16

Power controller
Outlets
Dutlet Fart Title
CQFF 1 1 server name onport 1
CFF 2 1 server name on port 1
EFF 3 Mane MNaone
O 4 Mane MNane
N =] Mane Nane
QM 5] Mane Mone
QN 7 Mane MNaone
] g Mane MNane

18 6-9. I3 ZEZEZ =% &2/ - outlets &
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0l StHU= O8N0l HEBEZHH Us Al2lg ZE HS, Ot 0| €2 IIY HE=H
or=2sl HE2 Oor=23el AEHI HEAIELICEH. Oor=28o HZE &HUlo &2 2A2e = Us
or=sl 22 22& MSELO. AIEXesE 0 220 JEHIE HLD AHAU NHREE =
USLICH.
Ot=2cle] S E Zott oY Ot ot=xe &2l 22 EXHU &2 = Y&, g
6-100] Ot 22| 2201 EXE SFHULICE.
Power controller management - Baytech on Port 16
Power controller
Outlets
Outlet Port Title
OFF lit') 1 seryer name anport 1
Control power on all outlets named server name on port 1
Fower an EaET EetiEat
OFF 2 1 server name on port 1
OFF H Mone MNone
oM 4 Hone None
iy 5 MHone MNone
QN B Mane MNaone
O 7 Mane MNane
N a Mane Nane
g 6-10. It® HEEZ & 22/ - 0t=23 22l
Aelg ZE ZHlol SIH ola2 or23ol HZE Z<, [Control power on all outlets named
] MAAEZE MIAGID [Power on] HES 22I6IH 0IR30| HZE A2l ZEO o &
A= B=ote BE O3S BN 2 = USLICH. £, Oldst &2, M3 S NHALL MRE
g 22 ZE 0t28e A0l HAAU MEEELUICH

Ol =HL0II A Serial port — Connection Ol &S5 HEGHAM LI2= Al2ld ZE HZ 38 (O
6-11 mie AEE |Y 22 - Alelg ZE HZ FX)UHAME OII9 HESH &M MEHE
Bolgt £ QUSBLICH. IR HESY KK 22 20| ot 2AFUA IIf HEESZHZ
AHE HASCOH, Alclg ZE & SHUM=sE VIS Al2lg ZE ZFH|9 M HHE
HAIELIC.

It AESe S AHE ZAIY ZC OtLlet, AFBXS0l Alelg ZEQ dJAS ZAlIctD MU
4 U= serial port power control SHCZ 0|SE == U= IAE MSSLC. A0
HE (=4 0t0I12) = HAE(HAMOI0IZ) AEHY 202 P 2o MEHHAl Ol0I2E 225610
AZXt= serial port power controldtHoZ 0|8 £ USLICH. HOI(ZAMO0I0IZ) AL
dR0l= 222 = ASLICH
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I AESeIt gE2& Alelg ZE= M S0l e AES RH 22 sz 0Isg =+
F

A= 0L0IZ0I HEAIEULCH. Alelg ZE Bs2

Serial port connection

Port aocess meny conneckion
Fort access menu connection
Individual port connection

P C M Port# Tithe # of User Comments

| . 1  servername on port 1 0 < Mot used =
2 PortTite #2 0 < Mot used =

.E! 3 Port Title #3 0 < Mot used =

4 PortTitle #4 i < Mot used =

5 PortTitle #5 0 < Mot used =
& PortTite #6 0 < Mot used =
7 FPortTitle #7 o < Mot used =
g PortTitle #8 i < Mot used =
=1 9 PortTitle #2 0 = Mot used =
10 Port Title #10 0 < Mot used =
= 11 Port Title #11 o < Mot used =
12 Port Title #12 0 < Not used =
=1 13 PortTitle #13 0 = Mot used =
14 PortTite #14 0 < Mot used =
= 15 Port Title #15 o < Mot used =

[Bl 15 mBaytech on Port 16 8] < Power controller =

g 6-11. I8 2EZEL 7% &2 - Al ZE FZ

6.3.5 I} HEE7| Ll 22| - Serial port power control

Aelg ZE o stHol P ol Us HE / HE B HAl 00125 S6tH serial port
power control &tH(08 6-12 MY HES | 22l - serial port power control &=X).
I AEZ o3 22l 330l Ite HESHO 0t S HMOocts BtH, 0 gH2 Alelg
ZEN H2E HHlo 8= MOst=0 AtEELICH

Serial port power control - 1 : server name on port 1

Power controllers
all outlets contralled by this port will be managed.

Port# Marnufacturer Title Qutlet Status
16 Baytech Baytech on Port 16 1 OFF
2 OFF
Fower on | [EEwEr mfi | et |

g 6-12. It HE=ZZH & &2l - serial port power control

1e]

o

Jo
e
I

Ol StEHUA Alcle ZEE FHB|IJF AZE otz 22 SN EHl2 83 dHE
USLICEH. O SHHUAM ZHHIQ && HD HALL HREEE = USLICH Alelg ZE FH|

Oed O30 HZE F2 SAlNl 2 or=30l s=ELICH

2
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7: PC 7l & H

VIS Jlse wod & &#F4E= ?loil PC It == M35t
PC Jt=Jt XIZELICH
- LAN 3tE

- B4& LAN 3tE

- 2E IE

i)y

LICH. TS 49t RE2

- ATA/IDE fixed disk card

MEXE LAN £= 24 LAN JIEE 0I126t0 £ 2 HIERKZA HEsS Soll Visol &g £
UM, ATA/IDE fixed disk cardE Ol AIAE L Alel >

g ZE 7] HOIHE M&EE
= Al2lg ZE glol visol 2l

I

o
AUsLIth. 28 JHEE SN A ZEN AZdt

E=3
(out—-of-band) xS & &% USLICH

$9

PC card configuration

Currently configured PC card

Card type MNone
PC card servioe

Configurs the détected card Sl e S eriEe

Detected PC card
Card type Metwork Card

Maodal Linksys EtherFast 10100 Integrated PC Card
h (PCM100) Ver 1.0
MNewt PC card is detected.

Save to flash | Save & annly | Can@ell

8 7-1. =J] PC II= &F U+ 3tH
PC ItE &2 MESH| Rl AIEXt= T3 SHE ~edior &LICH
CHH 1. PC IIEE PC 2= &R0 & LELICH.
CHH 2. PC 2tE & Ol=2 Configure the detected card HHES & EigLILC.
Al 3. VIS= JtEE ZAMGH)| <o E242 ¢ Z0l(plug & play) JISE AIEE 210104,
23 0w S8l UEE JSUC. AEXes 8 It
mtetoIeHE €8 = UsLITH
El

A

I

St 4. Save to flash HES HEiGIH 232 NEEHLILCH
CHH 5. B2 [Apply changes]

U
x
Je
on
2
=
HU
HO
I
04
o
Ja
00
=
s
-
o

VISJt PC JtEE ZAdt=0l 2ot , U3 25 HAIXIDF LIEFELICEH.
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VTSIt X

Microsoft Internet Explorar

PC t=E &KX L= HHoI <oh Ar=2Xts US 22 SAHE =2oH0oF S LICH

SHAH 1. [Stop Card service]S ME{EILICEH.

g 72 2A A 2F O/AIX
ot PC It =5= 2dY £F 8. VISIF N&ol= PC FIE RFE2= FXROHYAL.

A 2. [Save to flash]S HEHGI B1A AtslS MAEELICH
CHH 3. O [Apply changes] 2 AE45t0] B AlStS HZSHLICH
SH 4. PC JIE &SRO 22EH PC IIEE HIHEHLICE.
& f XNEYW OEX 0 sFCE2EH PC FIEE HHGIE ZR AAE &9l
oo € =& QUSLILCH.
7.1 LAN 7= A3
LAN IIEE PC IIE =20 &XIot®H VIS 209 IP =AE BRotH ELICH OlY, IP =aAts

=sast A= XEoHoF LIt

PC card configuration

Currently configured PC card

Card type : MNetwork Card
Model : Linksys EtherFast 10/100 Integrated PC Card
: (PCM100) Wer 1.0

Metwork configuration

IP mode : IDHCF' vI

IP address : [152.168.1.254
Subnet mask : | 255. 255, 285.0
Default gateway : |192.158.1.I

Prirmary DMS 168 126.63.1
Secondary DMS 168 .126.63.2

Feuse old IP at bootup time on DHCP failure : IDisabIe vl
PC card service

Eontauretie detected cahd | Stop card service |

Detected PC card
Card type : MNetwork Card
Linksys EtherFast 10100 Integrated PC Card
(PCM100) Wer 1.0
Card service is successfully configured. Save the PC card service configurations.

Model :

Save to flash Save & apply I Cancel |

g 7-8. PC LAN FIE &&
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JtEDr A" =, AFEXS UERZD &30 & =ItHel UERZD WetlleHsSS 28000
SHtE0 s&ohl EUth. UWERZA mtetolee 282 3.71. /P £F ol XtAol 85N
AsLITH. VISIH XN&ote PC It =52 =28 &F 8. VIO X&ols PC = 2
Loty AL

S4 LAN JtEE PC JtE =X0l ZXIotH VIS 242 IP =42 Z2RotH SLICH. OlM, IP
Fas PBEAN REd XS NHoH0F L

PC card configuration

Currently configured PC card

Card type . Wireless Network Card

Cisco Systems 340 Series Wireless LAM
Maodel :

Adapter

MNetwork configuration

IF mode IDHCF' 'I

IP address : [152.166.1.254
Subnet mask : |255.255.255.D
Default gateway |192.158.I.1
Primary OMS

Secondary DMS
Reuse old IP at bootup time on DHCP failure ;. |Disable =

Wireless network card configuration

S5ID ¢

Use WEP key Disahkle -
WEP mode : Encrypt =
WEP key length 40 hits | =

WEP key string :

T ¥

Confirm WEP key string :
PC card service

Configure the detected card | Stop card service

Detected PC card

Card type wireless MNetwork Card

Cisco Systems 340 Series Wireless LAM
Model :

&dapter

Card service is successfully configured. Save the PC card service configurations.

Save to flash Save & apply | Cancel |

18 7-4. PC 24 AN FIE £F
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JtEDr A" =, AFEXS UERZD &30 & =ItHel UERZD WetlleHsSS 28000
SHt2H S&HotH gUCt. UERZD Wetliee €82 3.7. /P £&F 0l XMool 2=
o

VIS 248 AN B3 <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent Privacy) 3l
JlsS X2ELICH. Alg2Xi= AP (Access Point)E XI&AGH)| ol SSIDE HAEE £ USM L&,

encypted E£= shared2 WEP 2EE H3E = USLICH. WeP 3| 20l= BtEAl 40 L= 128 bit

O0F &LICH. 40-bit WEP 3101, AtEX= =2kt SE(:)0l A= 5MH 168+ DE MEE
G0 SLICH. 128-bit WeP 3JI01%H, =22IX 2E(:)0l 8l= 130 168+ DE NEES
gsot=s L.
HE =0, 128-bit WEP Il sE= AIZolJl <ol AIEXeE OS 201 13042 16&l+ ZE
NEE BtEAl B =HoH0F &LICH

000F25E4C2000F25E4C2000F24
VISOt XI&ote PC ItE S5= 2P &8 8. VISJ} A& ol=s PC 7= € FXOAL.

7.3 Serial modem 7j= MHA

~

Qg IIEE MNSEHOZM AFE ZEN AZots A2l ZE Q0I AIEXIF 22010 2
IIs&LICH. R 22 56 Kbps M3t 2E L kst D& IH=IF XIS LICH VISOH XI&st=
PC ItE S 2ddH £5] B. VTSIt &8l PC FIE € EXSHYAR.

g2 2 xJ|8t AEY 2 “gle0s0=2" LLICH. Ol ZEO0| 28 2= (quiet mode)( ‘g’
02 X RS (echo off mode)( ‘e0’” ) el XS S L& YA 2(Auto Answer mode
equaling two)( “s0=2" )2 A&Z 2OIELICI. HY HYY HEON e [AME 2= 29

H=gs FXoEAIL.

Cal lback &=, Modem test &=1 Alert &2 4.3.4 Host mode &1 4.3.12 Alert £&2

Dial=in modem mode 2= &XGHAAIL.
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PC card configuration

Currently configured PC card

Card type :
Model :

Serial Modem Card configuration
Init string
EnablefDisable callback :
Callback phone number :
EnablefDisable modem test :
Test phone number :

Test interval :
[Email alert configuration]
Ermail alert for modem test :
Title af email
REecipient's email address ;

[SNMP trap configuration]
Modem test trap :

Use global SMMP configuration
Trap receiver settings :

Serial Modermn Card
Billionton W92 Fax Modem FMS&C-BFS 5.41

|q1eDsEl=2

Disable =

Disable =

Il

ever\,rlzﬂf hour(s)

Disable F

Disahle F

e

Dizable &

PC card service

Earfgure the detected cand

IP &ddress Community Yersion
|EI.D.EI.EI |pub|ic vl |
|D.D.D.D |pub|i|: vl &

Stop card service |

Detected PC card
Card type :
Model :

Card service is successfully configured.

Serial Modemn Card
Billionton W92 Fax Modem FMS&C-BFS 5.41
Save the PC card service configurations.

Save to flash |

Save & apply I Canu:ell

g 7-5. PC Al2|Y 28 JIE 8T

7.4 ATA/IDE fixed disk card MA

AR AIAE 2 Al2lY ZE 202 HEGHI| ok PC ATA/IDE fixed disk
ANEBl=H s ®A G0 3IIIZ PHSAl XG0 SLICH VISs ®HM HE

CIATOA ALE JHs8 CIAD 22AS HESZ HFEHLIC

aexe P | = geasio sico oE mYus AME & ASLICH

AEIHe A s seisiod Jl=2 ZE & USUCH VISE ClAT IHEQ EXTR
MY AAES XIRSHLICH

A XE VIS AlAE AFZ export ¥ import E22ZM, VIS &8 OIS H&E L=
=
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PC card configuration

Currently configured PC card

Card type ATAMDE Fiked Disk Card
Miodel TOSHIBA THMCFOGHM AL
Size | G4 MEB

File system wfat

ATAJIDE Fized Disk Card confiouration

Total data size to he used (0~59 MB) | [EE]

Delete all files in ATA/IDE Fixed Disk Card @ Delete |

Farmat ATA/IDE Fized Disk Card ; [ExTz =] | Format |
PC card service

Canfigure the detesticd ke | Gtop card service: |

Detected PC card.
Card type : ATA/DE Fixed Disk Card
Model TOSHIBA THMCFOG4MAS
Card service is successfully configured. Save the PC card service configurations.

Save to flash | Save & apply | "Carlcell

& 7-6. PC ATA/IDE fixed disk card &&
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8: A|AH! MEf H 27

VIS AEH CIAZSY0l 3hH(Status Display Screen)S Zol AIAE MBIt 23 OIOIEHE
BOFH 22lE Aol AI2ELICH. AMAE AMEH O0IE=s 22 0lE, Al2lg 85, HAW HE
FEZH HAE & VIS UE<RA &#& 50| JUSLICH. L8t VIS= system logging Jls=2 Sol

VT
NEE =FHAO0A email2 21 OIOIEHE AHs22 Lot €82 = UAsLIH

8.1 A|AE! AMEY

System information

Model Mo, . WTS3200_Device
Serial Mo, WTS3200-030100003
Fiw Rew, . wl,7.0rc2
B/L Wer. : w1.0.0
MaC address 00-01-95-04-12-24
Uptirme 20:10
Current time : 05/31/2005 14:47:24
System logaing @ Enable
Send systemn log by email @ Disahle
PC card type: MOME
PC card model : MOME

IP information
IP mode : STATIC
IP expiration : R I
IP address : 192,168,191
Subnetmask : 255.255.0.0
Gateway . 192.168.1.1
Receive/Transmit errors R I
Primary OMS 168.126.63.1
Secondary DMNS ¢ 168.126.63.2

& 81. AlAE AEY CIAZF0]
8.2 A|AHI 27 MHA

VIS= system logging Jlst AMAE 2 Al EAl JIs=2 HMIB&LIC. AIEXE= system
logging ZZ2AHIAE enable £= disable AMEHD} & 2 o

[ —
M&otes /IX 2 AIAE 20 HIY 3018 H8E = JASU

Enable/disable system logging

System logging JlsS AIEE AQXE HBFHELICH.
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System log storage location
ANAE 2= VIS LS DIZel, PC It X0l &2 & ATA/IDE fixed disk card £= NFS AlH
of X XI&EW M&EE & USLICH. AMAE 27 CO0IHE MEot=d WE HI22E Atgodts
d<, 1 UI0IEHE= VISot HE M AHMELICH AIAE 27 HOIHE 2&oteld, H&E /XS
ATA/IDE fixed disk card &= NFS MHZ & &5t

Lt SYSLOG server2 M&= & &aoH0OF &LICH
0|2 ==8ict)| ol AMEX= HA 222 MME AFE06l)| 98 Tet0IeS2 S &0k §LICH.
OOt HEs &835K %22 B2, Msles dgddse HAHE ME 242 838 = AsLICH

System log to SYSLOG server
AAE 27 HOoleHEsE XNAEE HE AXI SAI0 SYSLOG MHNWE MEE %= USLICH

System log buffer size

Ol mel0leHe 282 = U= AAE 27 HIoIH2 HUesS &L CIoIEHE MEGHI

o W2 HIXReE AIZ6te 2, AIAE 27 MM 3Jl= 300 KoytesE Z=0ts 4= lsLICH.

£ UOIHE M&©oStIl o ATA/IDE fixed disk cardE AtEdl= &<, =W HH AJl= It=

S0 et ety Ut

27 OIOIHE MZEGHI| <Ioi NFS AHE AtEot=s 22, 20l HIH 3IJl= SEHYLICH. AME
=

A= NFS MBIE 286t AIAE 27 )50l HE0 H5E = UTS of0F &LICH.

$0

rr

System log filename

Ol Itet0le = logging®le W2l 01§ E2ELICH CIZE £&2 logsYLIL

Automatic backup on mounting
System log storage locationOl CF card == NFS server A&E HR20et dFHE £ USLICH
0l &A&0| enableT™ oY MZ Z22t0] THAl OI2EE HLR 211E % 2

LICE.

0

Send system log by Emai |
VIS Y& A 22 23 OAIK D4 012l XA =Xl0l Ol 27 HOoIHE XMse=z
BUEE 438 = USLIC. MEBXE email2 &E6t)| {1 We0IHE BEAl 360

_?_
SLICH. Ol ItOIEtlE emailS d&ots0l 228 2 iz, =FQ email =4 S0 22

[oll

8 8-2= €3 € AAE 21 2)] otHE 20sUICH
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System logging

System logging : IEnabIe vl
System log storage location ¢ Ir\\-ﬂernl:rs.I vI
System log to SYSLOG server IDisabIe vl

System log buffer size (KB, 200 maz.) B0

System log filename logs

Automatic backup on mounting IEnabIe vl
Send system log by Email & IDisabIe 'I

Murnber of log messages to send a mail {1- |5
1007 ¢

System log recipient's mail address

Save to flash Save & apply | Cancel |

System log :

01-22-2000 07:53:45 = Boot up System Start -

01-22-2000 07:53:45 = Start with Static IP by 192.163.19.1

09-30-2005 17:18:54 = NTP - Yalid data from 211.115.194.21

09-30-2005 17:20:22 = User 'root’ logged on “console’

09-30-2005 17:20:29 = Web - LOCAL authentication for 'root’ passed,

03-30-2005 17:57:30 = sshd: Failed none for root from 192.165.19.10

09-30-2005 17:57:30 = sshd: Failed none for root from 192.165.19.10

09-30-2005 17:57:30 = sshd; Failed publickey for root from 192.165.19.10

09-30-2005 17:57:34 = sshd: Failed passwoard for root from 192.165.19.10

09-30-2005 17:57:35 = sshd; Failed password for root from 192.168.19.10

09-30-2005 17:57:37 = sshd; Accepted password for root from 192.,165.19.10

09-30-2005 17:57:37 = sshd: Accepted password for root from 192.165.19.10 LI
Clear Refresh | Wigw |

g 82 ANAE £ £F & 27/

8.3 Users logged on list

AZBXE AIAES S 2 HAS A ST 852 2EE = USLICH

Users logged on list

Username Terminal Login Date and Time From

root console May 28 17:06

admin thyC0 May 28 17:04 (192.168.0,32)
admin ey C1 May 22 17:07 (192.168.0.22)

g 8-3. A8} 202 55
Users logged on list= AIAEIN 210l MEXE
User name(AFZXt 01S)
Terminal type for the session (MI&0 CHE HOIEY =
Time connected (HZE Al2}H)

P address of the remote host (

re

o

10

2 SAEQ P =)

fol

& EE ol F5otE AMEXNE SF0 LIEILIX &&LICH HTTP/HTIPS ZE2EZ22 Sof
A =
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INE=DN;

349
AEX SO MOHAl dI#E System admin, Port admin ¥ User & Li= &= USLICEH.
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VTS

System admin

25UILCH
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=

i0J
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=
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H
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=

o
[uind

|

K&
S MBI0 AISHE
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=
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=
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ol=
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—

—
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12|

[

Alclg &2 AIZot VIS BAIOE 1dl0l=
aa

9.1 AIZX}

=

gl

i0)

i

LICE.

4042 ArEXH D822 ALZEX

=
[a—

VTS

X
[= -

Port &= Monitor

F

o
[y

s
-/

[ AJACHH, 0 S0l

LICt.

=

AZXH D0 Met CHE

o
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ol
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o
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&l

Alclg ZEo HZE T HES MEANSE I52=2 2c/g8 = I 6171 S/of [User

access control] 2150/ MZ&LICE
- 0/ J182° At&EXt= port access menu 0 &=g = QUSLICT.

- 0l 88 MEXE & CIEHE 02 Serial port HZ =2 It7 ZEE 22| Ul

£ MEE + Azl

- 0l 88 MEXE VIS & M= E& CLI o E5g + 8isLIC.

® Port admin: Serial port 2clXt &

- Port admin 2E& User AE20 =2 A&S JHELICH

- Port admin OS2 & QIHHOIA = AAY 2 H=52 Soff VIS &3 M=o &%
& £ JASUCH. MU, 0l Q&2 Serial Port, Clustering & mt¥ HEE2 0ot
ot 2EE ZF IH0IEets HEE = UASLICH Q9 VTS AIAESl 4& Tiet0lH
S8 HZole AsE 0l D89 MESXUSHA MB=X 2SLCH (6. HEKZ 25,
PC JIE & AIAE 22|)

- 0l D80 Z&& ArZXt= CLl ol E8E = ASLICH.

® System admin : AIAE 22|XF O
- System admin &2 Port admin AS20 =2 #st=2 JHELICH
- System admin &2 & CQIHHOIA L= AlA

[ ——
AHO 2= IetlIEHSS =82 = UsUC.

CLI Ol 8=

o
1
50
_KL:lL

8 2E= Sol €8 B0l E56t0 Al

, CLI M HIs3&= 25 shell program

- System admin &2
=2 g £ UASLICH. 0l OS2 CLI E Sl VIS & ¥ port access menu Off &
=5 £ QAsLIt

® root: AIAE AH ZelXt

- root = A2l EEN HZE AAHE 22X DEEL =2 AsES tELt

- root = Linux CLI Ol Ot W& S0l EXE = JUASLILH. CLI E S AtE X
s &AM, =& & shell program =& S 2= JlsS HME 101 ArZ&LIC

- root = & & HOIH, ALBX 0182 BEE & ASLILH

3 SotAle JlZ AIZX 018 ¥ HIE Bis= s &sLUICH
AAE FIH 2l

Logi n: root Passwor d: root
AMAE Zel Xt

Logi n: admin Password: admin

H 9-100l VISOIA 2elEl= AAEX 8 & oldte MEX 182 dets <ol sUSLICH
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H 9-1. HEX} I8 & A&t

a8 root System admin Port admin User
JIE2 AFEX OIS Root admin - -
83 Jl2 IHHOolA CLI BIAE s - -
CLI CLI
OIE{HIO|A T2 )M HEAE M BIAE M HEAE M
port access menu port access menu port access menu port access menu
SSH 32JH J| Y92 &= 0 0] X X
Ol &= 0 0 X X
VTS &3 .
HAE D% B © 0 a X
port access menu & = 0 0 0 0
2 GUl &% 0] 0 VN VN
AAE TIet0lg HE 0 0 N X
AFZ AL Oielole HE 0 0 X X
ArE X BHEAH 0 0 X X
&
1) #*

Port admin JJ&& Serial port / Clustering & I}3 ZHEEZ O} Jlsid 2&HE &&0f
&g £ YUsL/ICH. O 219 £F=2 L& &= Hetot USLILC.

D) HA*

User I8 & && 3HMWA & Serial port / Clustering 3& 2 I}g HESEZ 22 3}

gojer §£5g + AsLICH

J8 9-12 User 18= 2clot)| fI8 & IEeHoIAS SHHLICH

User administration
Liser name : |user User group : |.-’-‘-.II group 'I Search |

Currant local usars

& User name User group Shell

M1 userl User Port access men
ez userd ser Port access menu
= userd User Fort access menu
4 Users User Port access menu
s user? System admin CLI

Add | Edi | Remove |

g 9-1. AtEA 22

ALZXF OIS, AFBX 8 L= & &2 2FE Lo ZAS 2ESt= A SIS Mg &

USLICEH. A2 0150] LHEX $UCH DE AIEXNE LMELICH. AMEX 018501 gL H

UG ZPOZ AIEGH=E AIZXIF AMELICH. AFEX OS50l M 1 D50 =58 A= XLt
[All group] & ER ZE 1S9 AKX HMELICH.

0¥
z
mn
N
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MEXIE I oledd, [Add] HES 2=6t0 AIEX FIF stHg o &, MEX 018, 108 ¢
HY HSE st O1S [Add] HES M LICH. 08 925 AIBX I HE 20 SLUC
MZ2 AZX HES M4ot)| o Ct3 It20IHEES &0l &&ot0F &LICH

ArZXt 01 (User Name)

ArgX & (User Group): User, Port admin, System admin = GtLt

ArEXH HIY HE (User Password)

shell ==& (Shell program): CLI, Configuration menu, Port access menu = oLt
SSH ZJH 3|1 21 B (SSH public key authentication): Enabled &= Disabled = otLt
SSH HH& (SSH version): vl & v2 & GtLt

SSH 3JH 3| I+ (SSH public key file)

Jl28l=z=, SSHE Sol VIS 22H ess 2= W, MEX 01§ € HIE BHSE 08¢
els=S &= A0l JI=0lL, AF=Z X0l [E SSH 24 J12 VIS O €= =otH, SSH 22401 E
T208 2 S I EE MESLEM, S22 VIS 28H &S 2= += UsUICH.

T

AEIF FIF L= BZAl AFEAF 0/1& & password= =28 3AF 01&H0/010F HLICH 3AIF ZIA]
ZE IRE LEI 24517 ELICH

User name |
Select group ¢ |L|ser 'vl
Password |

Confirm password |

Shell program |F'Dr1 access menuﬂ

SSH public key authentication |Disab|ed '-i

Select S5H Version

S3H public key file: [ ZEE7.. I
Add Cancell

18 9-2. A FItoH]

METE MHGIHH USS 3o AL.
o AZX 22| SIHUM AI2XEE HIAELILCH
Remove] HES

ASXH HES OtetileHE #
t

[ ]
—

=
Zoted, AISX 22IStHNA ALEXH 0152 JEI6HH AFES X
=} |IZ2 WetoleHE B

Hu
>
0F0
>
_\d

126



9.2 WM& 2[AE

8 ILEQ| User access contor|l &2 Z0I5tH ot Ao HAA 2IAE JIs=2 XJELILCH
HNA CIAEE OIE = YAHA 2IAEN AMEXNE F=IIot] HE ZE HAHO| User access
control B&UHAN HAA 2IAEE FII6I0 Y HAA 2IAEN ZEE BE AISIHS E2A

S 22582z NEFg =+ UsLIt

o

Access lists

# Access list name Action

1 griMonitorfceess Remove | Rername |

2 grPortbcpess Remove | Rename |
[New =] | b &dd

8 9-8. YA CIAE - HHA 2IAE 22

J8 9-32 HMA 2AEE 2ecte stHE 20HSLIL. SS&8 HAA e|AES0l LHEE LT

HNA CIAE SES otdd® OS2 2XE GEdA2.
1. WAIA 2lAE BIS
HAA cIAE OIS

2
3. [Add] HEES 28

I

0101 SEE YAA 2IAEE SAMOIH ME2 dMA 2IAEE
MHA CIAES AIEL EEE SAELIO. HAA 2IAEE SAoe® G222 Ext
A2,
1. WAL CIAE BISE SAH (e MANA ClAE BSE O
( [Add] BHHE0! [Copy] HESZ BIHE )
2. M2 Bt=HE dWAA 2IAE 0|8 24
3. [Copy] HE 2=

[Remove] HES Z22I6l0d MAHA 2|IAEE HHE &% UD, [Rename] HES S50 WAHA
2IAEQ 0|22 HAS =& QUSLICH. WAA 2IAEEZE HHGHHU 0IES HIROHE g ZE

O] User access controlOllA AIEE HANA 2IAEE =22 MHGIHU 0I1ES HFRX &0t

HEZEIL EMMotXl = HAMA 2IAES FXY = UAL2Z F2|otAIJ| BHELITH

I

WHMA CIAE OISS HEoHH HAMA C/AE MEXN 2elSHCZ 0lsE =+ USLICH
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Access lists

Access list name ; | 9rPortAccess |
# LIser name Action
1 admin Femove |
E root Femove |

I Add

& 94. YHA CIAE - AEX 22

O 9-4= HAHA 2lAES AIEXNE 22lote tHE BHSLICH HAA SlAEN SEE AL
SAE UZELICH. AL 0182 2ot [Add] HES 2260 MEXNE S5 = UL,
[Remove] HES 2250 AIBXE HAA 2IAEWM AME == JASLICH

[Access list name] 2|AE BIAOAM [-— Access lists —] &=52 HE5I0 HHA 2IAE 2

clotHCOZ 0IsE = UL, UE HHMA 2AES HEGIH BMA CIAE AMZEX 223THOZ

9.3 H{£2{E A

J8 9-52 HARE g sHES 20HSLICH. S AAEX2 HAKAES BHHoted®, 8 WA
FEE YSEotD, M HARAEE e = M IHAREES =0QIot)| ol &8 O M IHAREE

Change password

Current usarname | roof

Enter current password |

Enter new password |

Confirm new password ¢ |

Submit | Cancel

g 9-5. IHARE #HF

Port access menuOfi2t E2& %= U= AIEXE Port access menu SHHOA MAKJES HAHE

2= QUSLICH. Port access menulil HZ3otH Ot 22 SHHO| EAIELICH. EHYE S0 PE
st & N MAREE st S0l fol st o LE6tH ARSI HrRLICH.
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[ VTS3200_Devi ce]

Port # Port Title Mode Port # Port Title Mode
1 Port Title #1 Cs 2 Port Title #2 Cs
3 Port Title #3 CS 4 Port Title #4 CS
5 Port Title #5 Cs 6 Port Title #6 Cs
7 Port Title #7 CSs 8 Port Title #8 CS
9 Port Title #9 CS 10 Port Title #10 (05}
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 (05 14 Port Title #14 (05
15 Port Title #15 (05 16 Port Title #16 (05
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 (05 22 Port Title #22 (05
23 Port Title #23 CS 24 Port Title #24 CS
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 cs 28 Port Title #28 Cs
29 Port Title #29 (05 30 Port Title #30 (05}
31 Port Title #31 CS 32 Port Title #32 CS

Enter command ( 1-32 serial port, P passwd, S slave unit
R renote port, Qexit )

Enter new password : *****

Retype new password : ****x
Password was changed.

9.4 Zx| 0|S(Device name) M3

VTSl Z2|E ®ol [MMEC=Z &HEl 0|82 €838 = JAsULCH. O 9-6= &EX 018 €8 3
HALICH. AZ2XIF Device name=2 HAGSHH &S VISQl hostname Ol B1ZEH &0 CLI &9 =
SZE L5t Olei 20l HE S = hostname 22 HZ0| ELICH

Device name

Device fname |¥TS3200_Device
Save toflash Save & apply Cancel I
r oot @/TS3200_Devi ce: ~#
g 9-6. &% 018 £&8 Z (| E&ZE

VTS2| Device name E&0| 28 SXe= 20| X LOMH AF=ZXDIF Device name S Bl 22X 2

KESIH T VISS hostname 2 VIS IP =A2 X292 XAEHO| €LICH. E£8F Device name=2

HelloDevice Manager@t 22 22| T2 J0AM HH| ASEES ol AF=RELICH.
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9.5 =m I AlZt HF

VISE M I 2 A2t 2E JiXLD JUSLICH VISS Al & &€= 432 R tigel
M0 2oh HWAELICH AFE2Xt= 08 9-70 LIEHS BiQE 2101 S X SR & Al2tS Bdeg

USLICH

Date and time
Use NTP IEnabIe 'I

NTP server (0.0.0.0 for Auta) jo.o.0o
Date [mm/dd/yyyy] {05/30/2005
Tirme [hhermiss] |1E:40:39

Select [Standard time] and [Daylight saving time] from list
[Standard time]

Timezaone : [KST
Time offset from UTC (UTC + [2.x]haours) |9.D
[Daylight saving time]
EnablefDisable daylight saving time : Im
Daylight saving timezone ; |
Time offset from UTC (UTC + [=.x]hours) @ |D.D
Start date [rm/dd] : |DI!DD
Start tirne [hhemm:ss] |E|D:EID:DEI
End date [mm/dd] : |DI/DD
End time [hh:mm:ss] : |EID:EID:DEI
Save to flash | Save & apply | Cancel |

18 g-7. En & Al2t £F

gm 2 Al dFES HFGH| /S gYHE 2JHK0F JASLICH R Z-EE, NTP AHE
AtESt= JYLICH. NTP JIs0l 24 &eit =S, VISOF R E 2 HOCH NTP AHZ2H El
2 A HEE 2= = USLICH NTP MBI 0.0.0.0 22 £FEH, VIS= JlE= NP AHE
AMEELICH. Ol E<0, VIS 2HYW HAZE0 JAOF SLICH. AHSX= £ &M X0
Metd & MA EEAUTC)2RH 2284 Al ZFdioF Ut 829 JAR=, s3
22 9 A2z ZFo =H0F gLt

SR 22, NTPE AIZotAl 21 =22 SR 2 Al2tE &#Fot= AYLITH 0 32,
M A2 32= WS BiE 2 BB 0l 2o =XISLICH

ANAE DL AlIIS HEohH Z2E86td® AEXY AX0 E timezonedt UTCE2REHQ
UMl gts ZFoH0t

SHLICH. AP XJF daylight saving time= O|&stCHH, daylight saving
timezone, UTCZ2EHS2 QLIA  AIXUAAl, ESESUA S &2 4 £H6O0F &LICH. VISs

Olgd IICIOIEHE 0I26t &k AIAE Mot AlS HAELICEH. Select [Standard time] and

i

130



[Daylight saving time] from list HES 29 0| &S 2|AENA HEHGIH HH EHE £
UEE TAF= SHO| ZAIELICH

9.6 8 &

IS

AL
T

MEXtE &2 &S CF card, NFS server, user space &£= local machinesit &

IO MYz MEY = JLD, JEE L& ILS 0I8HM S8 F4=2 24

USLICH. VISE =& =6t AH2 &3 Muz Zsel)l foid=s 48 221271 (Configuration
) IIetOIHE [Factory default]2 SEGIH HAF S SH2ILL,

VTSel =& IHE Q| reset button & =28 ELICH.

VSOt K&z dFE MEcte JlssS XNEELICH Automatic backup configurations

HAF¥otD HEZotH VISes NEE Al XEE gHoz 482 Us22 MEELIL.

8 9-82 &3 2l stHE BuSLIC.

Configuration management

Configuration export

mo o
H o0

import) 282 <IXl(Location

Location " cFcard © Primary NFS server © User spacelfusr2) € Local machine
Encrypt I\r’es vI
File name : | |- svscm

Expaort |

Configuration import

Location :  cFcard 7 Primary MFS server 0 User space(fusr2) € Local machine
" Factory default
Configuration selection
[T select all

[T system configuration { [T Incduding IP configuration )
I Serial port configuration

[T Clustering configuration

[T System user configuration

Encrypt : I\r’es vI

File selection : |---—- Select file ----- =l Lacal k=2,

Import |

Automatic backup configuration

Automatic backup option |Disab|e ﬂ

Laocation  cFcard © Primary NFS server © User spacei/usr2) © Send via email
Encrypt Im

File name : | |- syscm

Backup interval (hour, 1 - 720) ; |1

Fecipient's email address |

Save to flash | Save & apply | Cancel |

18 9-8 && 2c
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>
0zt
o
0

bl A=

3 MHEGHII
Location :
Encrypt

File name :

£€F =d2|

Location : & EG

—

tEH

Encrypt

File selection LocationOl CF card,

2 M

=

NFS server

C =
P

User space ¢!
Z=M3ot= Encrypt

S pi=Esle ol ¥
32

Local LocationO| Local machine¥ Local machinelff M&EE &H

o

HAl

s 838 &
Automat ic backup option :
N;

Periodically -

s €8 ME
2 MNE otk 3.
F)Hez2 88 N

10 minutes after last change - &

gt

des NE

=
=

Disable -

PN
S .

Backup interval &8 ZQ.

3 B3 = 102 d4Al €8 NE.

Location : && W= H&EE 22X

Encrypt : &3& It 2535 08

File name : &€& It 0|8

Backup interval : Automatic backup optionOl Periodically & 32 s &8 MH& FI|
Recipient’ s email address : LocationOl Send via email 2R HY AKX =4

SN 482 HEGHHH 82 EXE H2AAL.
1. 83 IS HESE |AXNE o=
2. 4SS S I
3. mtgolgs ¢4
4. [Export] HES 2

MNEE £832 423 U382 EXE A2,
1. 22 |IXE &
2. =2d2 8 R8= &
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fol
ol

[e]
4. @XIJb Local machine®= Factory default® OlY JRMY MEH g|AE BANAN 2SS
SHS OE6lsE Y XS A48 Ieds O
5. fXIJt Local machine ZBSR ZOIEJ| HE 2ot 253 SES /ol MY A
[Import] HES 2=
9.7 Security Profile
VISE 2%ol=s BEot AMsS HAAELICH VIS AHIAN 2= 2ot HERKD B0, g ZE
O AN CHEH EotS2l AMAEY Eot U IHARE 2ALE S&t EosSH 28 HMEZ ZHEL
Ct. AIRCIEl Z2Me 2 O3S 201 21 g2z 2F/ELICH.

1.

2. Password security

System security

9.7.1 System security

Security profile

System security
Level of security

SNMP (get/set) .

Telnet :
S5H::

SSH WL .
HTTR :
HTTPS @

All ports

Stealth mode

Save to flash |

Discovery (MAMNAGER)

Set all ports to

' Customn @ Standard 0 Secure

Disable =
Enable =
Disahble =
Enable =
Dizahble =
[Redirectto HTTPS 7]

Enable =

HRARE

Enahble =
Telnet =

Dizable =

Jd

Save & apply | Canu:ell

FPassword security

& 9-9. Security profile - System security

=

843 Jts

Level of security

otetilel= s

2F
=

S LICE.

133



SNMP (get/set)
Discovery(MANAGER)
Telnet

SSH

SSH Vi1

HTTP

HTTPS

All ports

Set all ports to
Stealth mode

Level of security
Bot =2 &3S LICL Customlz AFEH 2210 Bot &f=2 A0 N8 = USLICH
C]

= LICt. Factory

0

Standard &= SecureZ2 A& E™ oY 2ot =0 o =
default2 A XHGIH 2ot =F2 Standard2 EHELICH BOF =FY 2ot &59 g s

25 UICH

Security Item Custom Standard Secure
SNMP (get/set) Configurable Disable Disable
Discovery (MANAGER) Configurable Enable Disable
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSH V1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable
Al'l ports Configurable Any Any
Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable

SNMP (get/set)

SN\WP E2EZ2S Soll VISS AtHE HAGHILE £2lote MEBIAE MEBE X HRE Z£ZLICH

Discovery (MANAGER)
VTS ManagerlA WIERAN HZEN A= VISE 2D Qe 270 o S22 AKX HEE

2F LI

Telnet
Telnet console= Soll VISH &20ot= A2 olE8g A HRE 2F&LIC. OS2 IP EHE #



= FIOtotAu B30t X2 LIC.

ALEH Interface | Option I[P address/Mask Por t Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 23 DROP
Enable all Normal 0.0.0.0/0.0.0.0 23 ACCEPT

IP EEE A#20 gt XAlet 8= 3.5 IP ZEES FXI0HAID| BHELICH

SSH
SSH consoleE =oll VISHl &26t= XE olEE N HEE ZEELIL. U329 IP EHE A&
£ FItotAHU HZESIH X LICH

AHEN Interface | Option I[P address/Mask Port Chain rule

Disable all Normal 0.0.0.0/0.0.0.0 22 OROP

Enable all Normal 0.0.0.0/0.0.0.0 22 ACCEPT

IP 2EE A0 e XAlet 82 3.5 IP ZEHES FXotAID| BHELITH

SSH V1
SSH &1 ZE2E2S X¥E X HEE ZZELICH DisableZ2 &3 B SSH A28t XAE

LICt.

HTTP
HTTP D2E2S S8 & AHIAS W22 X G2E S88UD. 089 P ZHEY A %))
otLE HAEGHH XIAELICH
<H Interface | Option | IP address/Mask Port C:?l;n
Disable all Normal 0.0.0.0/0.0.0.0 | HTTP port DROP
Enable or
Redirect to HTTPS all Normal 0.0.0.0/0.0.0.0 | HTTP port ACCEPT

IP 2HE #20 e XtAlet LtHE2 3.5 IP EEHE= FZXotAIJ|l HHELICH Redirect to HTTPS
Z E2FCH HTTPE St & 2B HOolA HZ 2 HTTPS

H
e
I
ol
H
J
30
L
e
C
[m]

ALEH Interface | Option [P address/Mask Port C:Lall;n
Disable all Normal 0.0.0.0/0.0.0.0 | HTTPS port DROP
Enable all Normal 0.0.0.0/0.0.0.0 | HTTPS port ACCEPT

IP EEE A#20 et XAlet 82 3.5 IP ZEES FXIoHAID| BHELICH
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2= Al2lg ZE 2 A ZEQ HAES HM3E X =R

£ H&X™ELICI. Port access menul &
=
=

2 ¢dotl, 2= e ZES Port IP Filtering 832 O3S &0 HESIH X ELICH

AHEH Allowed base host IP Subnet mask to be applied
Disable 255.255.255.255 255.255.255.255
Enable 0.0.0.0 0.0.0.0

Port IP filtering &0 U8 XNES LHES 4.3.9 Port IP Filtering £&2 & X6lAIJ| HIE
LICFH.

Set all ports to

port access menu, Alclg ZLE Y A TEZ HAE £ Qs ZZ2EZS S HELICH. Telnet
= SSHe A3EMH ZE HAA His 232 Port access menu protocol IFOMOIEI2E Al I

= g

— =

mode && = Protocol II2I0IEIE Telnet £= SSHE HZELICH

o
Jy
Hel
Im
1o
-
o}
8

RawTCP2 A& AT ™ Port access menue HEGHA 210 Al2ld ZEQ A2 ZEQ| HAXHOF RawTCP

= HASLICH. XHMIE WHES 4.2 Port access menu & &2 4.3.4 Host mode &&= ZAGHAID]
HEEHLICF.

Steal th mode

Stealth modeJt Enable2 AE L™, ZS0IHEI}L KRG 2= ZEZ HZES AIEE Z=2R2 VIS
Jb & N0tk %1 SY= otk EsLIth.

9.7.2 Password Security

un

=
=)

o

Por H

o
nx
0x
]
-
a

AMEX HARKAE 2te| 8 9-102 HARE AlFRCE €3 3t
ol

Security profile

System security
Password security

Minirmurn password length (3-255) @ IS—
Maximum password age (0 for disable) . IEI—
Enforce password complexity IW’
Enforce password history Im

Save to flash | Save & apply | Cancel |

18 9-10. Security profile - Password security

23 Jtse Letlifde tsd EsLith.

Minimum password length
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Max imum password age
Enforce password complexity
Enforce password history

Minimum password length

HARE BHIA WARKAE 2012 xAgtsS ZFELICH

Maximum password age

IHARE RS2t SFELICH 0l REI12101 XILIH IHARKE HAE WMIHXI VTS 0I=0] Al
StEILICE.

FO : HFO 2H0| 35 ALK 270! HIHoIH 22X TP AEIF HEE [RE0HH X of
Jl BIX ArEE = & ELICH.

Enforce password complexity

Ch=st HARAE AI=2S MEtot=0l AFEELICH. EnableZ2 HEEH IHARAE= U829 XA

nio

o~ oW N
Q
fr
i
[Ho
-

Enforce password history
WARE HZAI O™ 100HS HHARE =20 JUs WARKEL LXote WARE AIES HMst

SfLICE.

9.8 Firmware Upgrade

Firmvare= AIAHEl 2Z, telnet 25 L= & 2UHHOIAE Soil ZAdIOIEY = USLICH
MLt & AOIES] CH22E HIOIXI(http://www.sena.com/korean/support/downloads )OIlA  &Hat
Z &9 firmwareE HIAH0IEE & = USLICH VISE REA US2=2 Firmware & &3S
A=z HdolEste Jlss& MES&LICH. automatic firmware and configuration =22
HFotH ViSe SEHE M Firmvare2t &30l M22 HEQIX &0lst £ ZQ0tH M2 HHE

Eg = = 11
o=z HI0lE LIt O 9-110l firmware upgrade & CIEHIOIA JHZ2 LIEIHLHJASLICEH.
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Firmware upgrade

Select the new firmware binary file
This will take 5 minutes mazimum

Location : ILDCEI| machine vI

CF Card ; Jmntfflash/ |---- Select file ----- =]
Local machine | =2, |
Upgrade | Reseat |

Automatic firmw are and configuration upgrade at boot Im

time :
Protocol : ITFTF' vI
Use DHCP option for remote server and hash file IYes vI

IP address of remote server |

Hash file name : |

Save to flash | Save & apply | Cancel |

& 9-11. Firmware upgrade

A2 Soll firmwareE L 0IESIHAEH S22 &I AIL.

a—y

Firmware £ MLt CH22E MOIENAN T22E0t0H AHE X2 PCOI MEELICH.

“Location” € “Local machine” @2 HEHEHLICE.
“HOLED!” ES 220t U222 Firmware IS SEISHLICH.

“Upgrade” HES SEGIH ZOHI0IESLICH. .
2c0IE0t 2 EH AIAEO0l HREEED HA A0l HEELICH

VTS2l CF cardE 0IZo LHOIESHHAH USS +=oIAAL.
C

AHE Xt

firmmareES € H0IE odlJ] o KA &«

HOIE OEd0l&8 ZZ 00| BtEAl Zmodem 85 Z=2&E22 X200 &LICH. Firmware
Ct.

“Location” £ “CF card” 2 SEEHLIC.

————— Select File ——— “ 2I|AE BIAOIA FirmvareS SEHSLICH
“Upgrade” E=S M6 ZOH0=EHLICEH

Z20I=0r 225 AILE0l HFE

ANelgd 22£2 ArZEoted® Telnet/SSH

upgradedt TlHetE AIEXQ 32 g RAEU

rH

A O
==

—_

N

Soll FirmwvareE Z1dI0IEotHH LIS2 oA AIL.

Firmware £ ML TI22E5 AOIENAM G220t AFE X2l PCOI X
EHOIE OlEdiold Z20#HS AMESHH, Telnet/SSH £= Alelg 2

SLICH. (A2l 25 ZEE 0|88 B2 440l 2 22282, Telnet £= SSHE
MNE3HIIE AFELILE)

8 9-120F 20| Firmware upgrade =2 &E &L

0
|10I|

LICE.
E0l o2&

IIJP>

Ct.
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fwl
(@}
m
o
®
o
i
O
ol
koo

g 9-130 201 XI&0l W2t Zmodem ZE2EZS A6 firmware IS &
H 20lE &tAH  “Location” & “CF Card” 2 K EHGH

Firmware upgradelt &! =
Oll=, €1d01E &2 Firmware H&0| SXI&ELICH
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*** Fjirmware upgrade wi Il RESTART your device. ***

Do you want to start firmware upgrade ? (y/n) : y

Preparing for firnware upgrade. Wait a nonent...

Transfer firmmvare by znbdem usi ng your termi nal application.
** BOf f000005b157

g 9-12. ZF/Al2|g 22£2 0/E8t firmware upgrade

g.Com_1 - Hyper’ : o [m]
File Edit Wiew Call Transfer Help
0|| (8| ols| &
6. System tools _i
?. Save changes
8. Exit without rehont
7, Erie and weboe: T — aF:
{ESC)> Back, <ENTE Bl ; 2
_____ 6 Folder: D:\DiownloadhS enalFirmware
System tools Filenarne:
SRR [D-\DownioadhSens\Fimware\PS400_V1R2C3 Bl
1. Reload factory
2. Reload factory  Protocol
3. Firmware upgrad :
1. Ping Test IZmndem with Crazh Recavem ;l
5. Socket reset
_SE§E§ gack, <SENTH Send Cloze I Cancel |
Are you sure to st
Preparing for firmware upgrade. Wait a moment.
Transfer firmuware by zmodem using your termlna.l application.
==BAf f AAAAS 157
==BAf FARAAAShi 57
==BAf FARAAAS hi57
B
Connected 0:02:45 |Aut0 detect |960l3 &-M-1 |SCROLL |C.°.F‘S |NUM |Capture |P|'int echo e

A

& 9-13. ZmodemE 0|25t firmware It &= (Hyper Terminal)

*** Fjirmwar e upgrade wi || RESTART your device. ***

Do you want to start firmmvare upgrade ? (y/n) : vy

Preparing for firnware upgrade. Wait a nonent...

Transfer firmmvare by znmodem using your term nal application.
** BOf f000005b157

** BOf f000005b157

** BOf f000005b157

** BOf f000005b157

Fi rmware upgrade failed !

Now r eboot
& 9-14. firmware upgrade &I HAIXI
S M Firmware ¥ &2 Zd0IE3AHLE AISADE 2ot WS YZEJHAHLE
HHAS A8ct=E JlssS MISELICH. 0l JIsS AISodY AlEXs OS2 I2i0IEE

Automatic firmware and configuration upgrade at boot time
s Zd0E JIs2 AMSE Xl HRE Z2HELILCH

Protocol
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GdIoIEe [} FASAESR SA6H)| flo VIS 0 ZZ2EZ2S MEY XNIE Z2FELICH

Use DHCP option for remote server and hash file

-

s ZOH0IEE M 2FREsE A SAEQ P =42 di4 IIY 0I5 zt= YHsS H4FE
LICt. Yes& HAT™ VTISS DHCP A0l CHSt DHCP SEUHIA =2 JASAE [P =A% dli4
e 0lS2 0l8otl), No2 AAEE™ [P address of remote server2t Hash file namell &&=

Zoto U= dI0I=EE &lgLICH.

IP address of remote server
VISOt of# The, Firmware Ol0IXl Ot Y A3 WS D] o 8500 ot 3 SAEQ)

IP =25 &L

Hash file name
HHO0ISE Firmware OIOIX mMYw A& M2 HAlote o4l ML 082 &3
VISE ol ol JISE 20lE, H CHat VTISel 2E0IS, Firmware HH&EDF HIWGHH &
Jd0IED 2RSHAI Ot XIE ZEELICH o4 Tl gAl2 Chsw 2 &L
<TYPE>, <NAME>, <MODEL >, <VERSI O\>

C =
Q4

t

<TYPE>, <NAME>, <Options for file uploading> <Path to upl oad>
E=
<TYPE><COVMAND>
O4JIA  <TYPE> - 1:Firmware OI0IXl 2: €& (1 byte)
<NAME> - Firmware OIOIAl Il = &F Mt 0|
<MODEL> - VTS800, VTS1600, VTS3200S2l VIsel 24 OIS
<VERSION> - Firmware &= &It HH
Firmware OIOIXISl &< Firmware OI0IX IS HAEL 22 HAES
HAIGHOF Gt, H&E2 Z Firmware HAED S|Ast A2
AEXIL 228 HES HAIELICH

b
<TYPE> - 3:ASA I H2E

E=
<NAME> - S2E Hat IU0ISE
<Options to file uploading> - [F][X][X]U
F @ forced copy(remove if there is same file already)
X t uncompress the file to the specified location
Z :unzip the file to the specified location
U : default option for file uploading
<Path to upload> - CH&t Y0l E2ZE TIOOF & CleEe 82
E=

<TYPE> - 4:ALEA EE A
m;

<COMMAND> - Algigh HH
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ChS2 o+l WSl ME 20HSLICH

1, vt s48.i ng, VIS3200, v1.5.0
2, vt s48. syscm VTS3200, v1.0.0
3,test _hash.tar, FXU,/ mt/f |l ash

3,active_detect.tar.gz, FXZU,/mt/fl ash
4, nkdir /tnp/test

9.9 CLI &3

AlelZ 25, Telnet/SSH 2 2SS9 CLIN QIS [ AISX 15 &HsS HEHELICH. &
M VTS= Local, RADIUS server, RADIUS server - Local, Local - RADIUS server, RADIUS down -
Local, TACACS+ server, TACACSt server - Local, Local

TACACS+ servers2l Linux—PAM
(Pluggable Authentication Modules for Linux)ES Ol2st L8t o1 gtis XI8HLICH.

o

ols 20l et KtMlet HE2 4.3.10 Authentication &&= ZXotAIJl HHELICH Linux-PAM
Of thet XkAlet LHE=2 11.9.2 CLI 2210l CHet RADIUS 21Sotdlet 11.9.3 CLI 22120l st

TACACSt+ @IE0lJIE & &otAIDl BFELICEH.

J8 9-15= & Qe HOoIAS

OHm

st CLI €3 3= 20SLICH.

CLI configuration

Authentication method

BaDIUS server
Set configuration | RabIUus server - Local

Local - RADIUS server
RaDIUs down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACS+ server

g 9-15. cLl £&
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10: A|2E] S|

VIS & CIEHMHOIA= AIAE SH 3tH
VIS HIZ22io M&E= SH GoIEHE #elg = AU, UWERKD AHHOA H Al2lE X
SHE= link layer, lo, eth @ AlclZ ZE0 st AtE SHE LIEHHLICH. P, ICMP, TCP
UDP SHl= TCP/IP Z2EZ2| 442 JI= 74 RAS0H e AHE SHE UEHELICH

o
=
O
il
C
o

AEXE AAE SH stHS FXot:

o

Im

o

=

10.1 HIES3 2IE{H|0]A (Network interfaces) £

HWER3A 2EHOIA SH<= VIS2 local loop back interface @ lo & VISQ JI2 WERKA 2!
EHIHOIAQ eth0 CHEF D2 WERK A QAIHMHOIA AI2S LIEFHLICEH.

Metwork interfaces statistics

Interface lo ethil
Receive Bytes ] 789257
Packets 0 2208
Errors i i]
Crop 0 0
FIFC 0 0
Frame (] (]
Compressed u] u]
Multicast 0 0
Transmit Bytes u] 3252037
Packets 0 4
Errors ] 4681
Drop u} u}
FIFO o o
Frame ] 19
Compressed ] 4681
Multicast 0 0

g 10-1. WIEFZT CIHH O/ &Ef

10.2 A2 ZE S

Aelg ZE SHE 3292 Alelg ZES| ME SH, Baud rate €8 & 2t ZEQ

LIEFHLICH. ( @ @ On @ : Off )

1]
0z
g
i
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Serial ports statistics

Port  Baud Rate  Ts R Wi T OTR DER als
i 9500 21 21 Q *] ] ] 3
2 9600 0 0 J - ] > ] - )
3 9600 0 0 (¥ ] > " ] " ) " )
4 9600 D D Q " ] "] " ] 3
5 9600 0 0 9 > " ] " ) . )
& 9600 0 0 [*] D " ] > >
7 9500 0 0 (% ] = ] 2 ] ]
B 9600 D 0 Q " ] 5 ] " ) ]
g 9500 0 0 (* ] - ] 2 ] )
10 9600 0 0 J - ] > ] - )
11 9600 D D 9 " | " ] > 3
12 9600 D 0 (¥ ] " ] " ] . ] " )
13 9600 0 0 J > " ] " ) " )
14 9600 0 0 [*] D " ] > >
15 9800 D 0 (] - | 3 3 3
16 9600 0 0 Q " ] 5 ] " ) ]

g 10-2. Al2lZ ZE AEY

10.3 IP S|

P SH StH2 IP Z2EZS AMEGHH
N3 = 229 M0l e 22
Forwarding:
P forwardingOl enable = disable &
DefaultTTL :
JI2 TTL(Time To Live)
InReceives :

+AE ol
InHdrErrors :

ol @FOt JUCHD =4l
InAddrErrors :

T FIF JACHD =41
ForwDatagrams :

Forwarding & COIOIEHO&2 =+

Clole g2

Clole 182

FEHQIXI O 2

A
e

A
T
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InUnknownProtos :
QIAGX 20 = NJEK @22 =
ol a&el =
InDiscard :
LACX AUKXIS RAIE(HE S0, HIH S2t2 =2 JAQl)

IZ2EZ &9 8 EMe 24

2= P OO

InDelivers :
HE A QOO £

OutRequests :
N&EoIESE QEE =2 MO0 £=. Forwarding & OO 4= MUE.

QutDiscards :
2AE 5 MOl £
&2 doleHHagel =, oled OlolE

[E=gyw—

OutNoRoutes :

destination IP A0 &&3dHJ| |t 2 €A

PS|

—

82 "ol dEE L.
ReasmTimeout :
OO LRIt & LI Xl OIOIEf &S0l =&oHOtot= o1& Al2t. dFIF ol

A0 ==GHK &

xtS} 73_,
22, HolE 12 HI M2,

ReasmRBeqds
MAO0| 28t OIS =

ReasmOKs :
gd38oz THME oI =

ReasmFails :
HME £ = OO .

FragOKs :

HE2XNMOZ fragmentation & HIOIE Mol %=

FragFails :
fragmentation A IHSH IO &2 =

FragCreates :
MAHE fragment %=
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IP statistics

Forwarding 1
DefaultTTL L3
InReceives 2010
InHdrErrors
InaddrErrors
ForwDatagrams
InUnknownProtos
InDiscard
InDelivers
OutRegquests
OutDiscards
OuthoRoutes
FeasmTimeout
ReasmRegds
Feasmlks
ReasmFails
Fragoks

FragFails
FragCreates

L HE= ot o I o

R |
Lo
= 0
o O

L6 O - e o R

g 10-3. IP &t

10.4 ICMP S|

ICMP SH 2tHE ICWP E2EZ2
Chsu &sUt.

>
0R0
OHm
=
0
H
i
=
0p
il
c
o
N
=l

l20lElel Hel 2 Hge

InMsgs, OutMsgs :

=& L= 8EE WA =

— O

InErrors, OutErrors :

=N = MEE 28 £
InDestUnreachs, OutDestUnreachs :

= = MEE AR SEotAl =8t HAIXKIS ==
InTimeExcds, OutTimeExcds :

time-to-live(TTL)E Z15ts =4 = S HAIXIS £
InParmProbs, OutParmProbs :

= = MEE HAIX = OS0IEHH 230 &M
InSrcQuenchs, OutSrcQuenchs :

=4l L= MEE AA Quench BIAIXIS 2=
InRedirects, OutRedirects :

24 L= MEE = Redirection HIAIXIS %=

ol

FOIAIRIS ==

:
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InEchos, OutEchos :

S L= =4S echo RLES £
NEchoReps, OutEchoReps :

B4l L= =4IE echo SE2 =
InTimestamps, OutTimestamps :

=4 = HASE time-stamp LA #=
InTimestampReps, OutTimestampReps :

240 L= MEE time-stamp 2E2 £
InAddrMasks, OutAddrMasks :

> = MEE F=A O0tATLl £
I nAddrMaskReps, OutAddrMaskReps :

24l e FMEE =4 0A3 SO &

ICMP statistics

InMsgs 3
InErrors il
InDestlnreachs a
InTimeExcds 1]
InParmProbs o
InsrcQuenchs 1]
InRedirects o
InEchos 1
InEchoReaps 1]
InTimestamps 1]
InTimestampReaps o
Inaddrmasks o
InaddriMaskReps 0
OutMsgs 3
QutErrors a
OutDestlinreachs o
CutTimeExcds o
CutParmProbs 2]
OutSrediuanchs 1]
OutRedirects o
Cutechos o
OutEchoReps 3
CutTimestamps a
CutTimestampRaps 1]
Outdddriasks a
OutdddriMaskReps a

g 104. ICMP & EH

10.5 TCP S|

tH2 TCP Z2E22 AIE SH 22 MLt 2 ntetilee 32 & 482
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RtoAlgorithm :
A2 Z90l retransmission time-out (RT0) &£12I&.
£ I3,
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B

2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Zl 4 RTO 8t (ms).
RtoMax :
ZICH RTO 2 (ms)
MaxConn :

ZI0 HZE ME =

ActiveOpens :

sSsSHO HZEO = =& HZE2 Z2H0IHES BER
PassiveOpens
=SHO HBCS &~ £ZHQ HEB2 AHe E=R

AttemptFails :
ATNE A A0l CHE &=
EstabResets :

MHEEoZ d8& 229 =

[y

CurrEstab :
S gg&E oHE
InSegs :

=4lE segment ==
OutSegs :
HMSE segment 4. MHASE segnents= ESEX 23,
RetransSegs :
MESE MIME =
RetransSegs :
MESE MIOAYE & 289 M=
OutRsts :

Reset Sci1Jt €& dEE NAHES =+
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TCP statistics

Etoalgorithm 0
REtoMin 0
RtoMax 0
MaxConn 0
Activedpens 0
Passivedpans o
AttemptFails 1]
EstabResets a
CurrEstab 1
InSegs 2010
OutSegs 2389
RetransSeas 33
InErrs 0
QOutRsts 14

g 105, TeP &

10.6 UDP S|

tH2 VP Z2E22 AIE SH 22 MLt 2 Il 32 & 482

InDatagrams :

SHE diolgagel
NoPor ts :

NEE ZEI Fsotkl &0t HII M2e =& OOoHIZE2 ==
InErrors :

HE 22 OIS =
QutDatagrams :
H&EE OO =

LIDP statistics

InCatagrams
MoPorts
InErrors
CutDiatagrams

PR o R T Y

g 106. UDP &t
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11: CLI 2HHM

11.1. ME

root == System admin 2 AIAEH 2=

HoHEetel SIHMIOIA(CLI) 0 & & = USLICH. CLI M ASE AEX= HF Linux

dg= Sot¢ VIS oHE ZAlotld, 43 EIotl HE AMEgs HEotl, MEL Fo
script€ dollH 28 S AEZRH MES U22E &= =& UsUIH

VISE WS ScHAl HIZ2I0A H10/8 = JAES /usr2 0l 1024 KBSl AtEX 222 HSELU
Ct. AFS X S2UIA, AL Xs KHAO0I MIES shell scriptE Ads = UM, HLE 221
BHE Ay =& UsUl

root Al2Xt= AIAE 2Z £ = Telnet/SSH 2CI0IHEE AESHN CLI Ol @58 &= USLILCH
System admin= CLIOI Xigtel @&tS JHNLD (g = JASUICH
root AFE XSl telnet A A/Al2lE B2 HZE= NStotedA™ /etc/pamd/login IO A= O
cf 22 =4 2XUE HAGHYAIL.
aut h requi site pamsecuretty.so

root AtEXI2l SSH & /A2l & HZE = Histoted®™ Jetc/ssh/sshd_config MWW U=
Ot &S BHEOYAIL.

#Per m t Root Logi n yes => Perm t Root Logi n no.

?2l &8= SSH =201 HEo)| ?loll G52 8= 2oEAL.

[root @ocl ahost ~] killall —HUP sshd

echo 57600 > /var/run/ngetty. consol e
OIIM, 576002 2 ZSELES 2 O0IEYLICH.

11.2. EefjA| +4

VIS WF ScHAl= OteHel 22 201 #dELIC. AHE A= Mdbl ock5 Ol A= 88 =+
A=, Ol Jusr2 0 OI2EEN UASLICH. AIEX= letc, /var & /tenp L0 2
= AsUb. WREs = 0lgd mEo Heol E2ots e VisHl &= =X EsU .

01 —
JddL, 2+ AFZXIF MEso 822 o
HIACON WE ScHAl HZel ez MEEHMH, WREotdE 0 W
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=5 =3 0I2E X& 3| (KB)
MtdblockO Bootloader none 128
Mtdblockl Kernel none 768
Mtdblock2 CRAMFS (20| &8 / 6080
Mtdblock3 e C|A3 0|0 XI(4MB) | letc, var, tmp 64
Mtdblock4 EXT2 (R/IW) lenf(BAXOZ2 OIREE) |64
Mtdblock5 JFFES2 (RW) lusr2 1024
Mtdblock6 Reserved none 64
SH| 8192

Note : CLIOIAl mount == dd SEHE AIEot0 222l ntdbl ock 0l &Z0tX]
Cl

A2, VISIt Z&0otX

iQ

11.3. X|&E]= Linux SE!Z|E|

11.3.1 Shell & Shell FEZ|E[:

sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

11.3.2 o ¥ C|23 RYE.:
l's, cp, mv, rm nkdir, rndir, In, nknod, chnod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

nkdosfs, nke2fs, e2fsck, fsck, nobunt, unobunt, scp

11.3.3 A|AH QEIZ|E[:
date, free, hostnane, sleep, stty, unane, reset,

i nsnod, rmod, |snod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usernod, whoam , who, passwd, id, su

11.3.4 HES3 RFEEL|EI:

ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4. CLI #=53517]

11.4.1 root E CLI #%3517|

ANAE 25

L

1) PC2 A2l EZEQF VIS 22& EZEESE HZFLICH
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) PCE HOlE o2
3) PCO Al2ld ZE
)

<enter>2 S&ELICI.

0
I 0
HU
HU
]
e
o
°
a

5) VTS root A&
Telnet/SSH 2%

1) telnet VTS ip_address or

2) ssh root @/TS i p_address

11.4.2 System admin 22 CLI #=5}7|
System admin & &

1) &= & : System administration —> Users administration

2) [Add user] E£&= [Edit user]
3) A& 1OF = System admin
4) shell Z218 = CLI

5) [Add] &&= [Submit]

6) System admin @& Z0I5I0f, Alelg & L= SSH/telnet 2501 E=EHLICEH
11.5. CLIS|] VTS AA mZ|SI7]|

11.5.1 M3A ul! XE/ZE SEh
1) VISe 2E Al, /enf/cenf.tar.gz TS /tnp/cenf/ O &2 E0 HE
Cle'&clE unmount & LICEH.
2) AIEXOt B HAGSHH, /tnp/enf/ Ol A= MASS HES HBGHAH ELICH
3) AEXIF oA [Save to flash], &&= CLI LHSl saveconf FES 0l=6t0d, &4H
Mol &L, VISE /cnf E CHAl mountstd /tnp/cnf/ O A= HBE TAS

/cnf/enf.tar.gz 2 CHAl &=ELICH.

fot) /enf/

O|I

11.5.2 CLIOJIAM MY HZA WH:
CLIGIN VTSel &X=

HU Gt &0l =522 d3ELICH.
e 28 (¢ VIS £& It 8 EXGHMR)
2) saveconf SREZIEIE Al

5
3) applyconf RECIEIE AMEH 2E BHE MES AIAEHN HSELICH

root @92.168.0. 117: ~# configmenu
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or

root @92.168. 0. 117: ~# cd /t np/ cnf

root @92.168.0.117:/tnp/ cnf# vi redirect.cnf
root @92.168.0.117:/tnp/ cnf# saveconf

root @92.168.0.117:/tnp/ cnf# appl yconf

11.6. AF=2X} Script Alsi5}7]

Shell script /fusr2/rc.user = VISJI RFEEH NS ST aHELICH

A 82 script £= & T2 )8S Aot ?loll rc.user WES =8 =

#!/ bi n/ bash
#
# rc.user
#
#PATH=/ bi n: / usr/ bi n: / sbi n:/usr/sbin

# Add shell command to execute from here

Sanpl e script file for running user progranms at boot tine

echo ‘This is the wel cone nessage defined by users’exit 0

11.7. File &

ASXte e 8ES

p
lusr2 CIREC0 MEE = AsUTH

ol ftp SctOIHE ZZ27

0

root @92.168.0.117: ~# cd /usr2

root @92.168.0.117:/usr2# ftp 192. 168.2. 3

Connected to 192.168. 2. 3.

220 | xt 0o. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Narme (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:
230 User sena | ogged in.

Renote systemtype i s UNI X

Using bi nary node to transfer files.
ftp> get test.tgz

| ocal :

test.tgz renote: test.tgz

200 PORT command successful .

150 Openi ng Bl NARY npde data connection for test.tgz (350 bytes).
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/'s)

ftp> bye

0
o
=
0
W
1
$0
k_l

u
i
IJ

0
mio

AMNEX= scp S2H0IHE ZZ= 132 0200 Encrypt & AHZ WS SALE

ARt PC OIA VTS(192.168.0.120) Ol A= ST MLS SAGHD s B

2
=]

ASEXE PCOIA &g AlH = ELICH
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[ root @ocal host work]# scp root @92. 168. 0. 120: / usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)"' can't be establi shed.
RSA key fingerprint is cl:70: ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to conti nue connecting (yes/no)? yes

War ni ng: Permanent|ly added ' 192. 168. 0. 120' (RSA) to the list of known hosts.
root @92.168.0. 120" s passwor d:

rc. user 100%'*****************************| 173 00 00

[ root @ocal host worKk] #

11.8. 0|Z5t01 Al2|E &0 HEsH|

MEX=E AMIZEEN HZE 2 S Soif Alelgd 250 828 = UASLIC
o G20 22 AJIEEE FItet & HREEOH AJdEEI s AdEFotH =LIC
echo 9600 > /var/run/ngetty. consol e
0{JIM 96002 AlelZ ZEQ PHEO S 0IELLICEH

1[0

. /usr2/rc. user

US Robotics 2EISH 20| 22 ZE0M= OS2 A3 EE FItoll0F &LICt.
echo “9600 &F&B1”> /var/run/ ngetty.consol e

11.9. OllA|

telnet disable 5}7]
2L FTE(SSH 2 TCP ZE 22 F= telnet® TP ZE 23)SS Mg =o=2 Y

243 ote Jls2 XNEs6He Z&UCH

M, MEXt=, &/Telnet/SSH E S8 VIS €& Hi=UAM, RE 33 252 HIZ2E = 24
AEIDE IEE 2 ASLICH

MNEXt=s MEXE script rc.user & =&d&22MN, X StLIS 2 25 (telnet = SSH)
S HIZH HEHI &S & =+ ASLICH ~ote LYS USH 201 29tX2 WML UAS
LICH.

GI®l 1.inetd.conf IYS ~FELICE.
1 &3 /etc/inetd.conf (telnet MHIAE comment out &= ANI)E =& ELICH
2 & inetd.conf £ /usr2/inetd.conf 2 SAtELICH.
3 ©H Jusr2/rc.user script & G313t 201 HEELICH
#! [ bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbin

# Add shell command to execute from here
# Add shell command to execute from here

cp -a /usr2/inetd.conf /etc/inetd. conf
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ps -ef

while killall inetd 2>/dev/null;
do sleep 1;

ps -ef

done

/usr/sbin/inetd

ps -ef

exit 0

Ol otH, AtEXt= DHE Al FE< [HOICH telnet AMHIADE HIZ2dE &EHI DEE S

(=]
SAZ = UASLICH

|>
L
i

Ol Kl 2. iptables rule &8

1 & O3S 20| /usr2/rc.user scripts £=&&LICH.

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user programs at boot tine
#

#! [ bi n/ bash

#

# rc.user : Sanple script file for running user programs at boot tinme
#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbin
# Add shell command to execute from here

# if user wants to disable telnet service fromall host
iptables -A INPUT -p tcp -s --dport 23 -] DRCP

# if user wants to enable telnet service only fromspecific hosts(192.168.0.0 ~
192. 168. 0. 255)
#iptables -A INPUT -p tcp -s ! 192.168.0. 1/ 255. 255. 255. 0 --dport 23 -j DROP

exit 0

MNEIXsE AAES 2E8 H0ICH telnet AHIAZS disable MEIJF S &2 & 2= QUSLICH A=
XJb Factory Reset JIs2 0lE2ot(, VISE & &&EX Oz =236tH, [fusr2/rc.user
script 2l OI&2 /Jusr2/rc.user.old# IYE MAEEMH ReH rc.user IO =231E

LICE.

11.9.2 CLI 232l10j| Cigt RADIUS 2IE 3517]

VTS ZXI9 CLI= Linux-PAM (Pluggable Authentication Modules for Linux)S XI&&LICH. Ol
Jls 8 sdl AFi2X= CLlI 2921 {8t RADIUS 1=

=052 FotE 4+ YsUc. 219
DOIN 2 05 B ASKN HEs & Z2IBS S5 AHM, Radius MBI
S=9 0123 22 012 AZXD VISHE S0 A0O0F BHlHs HS FOUBHAAIL.



GIXl 1. Serial/Telnet console
1 ©H AFEX HAES RADIUS AME(192.168.0.135)01 =J&L
2 S AMFEX HES VIS X0 F=IHELIC.
A Jusr2/ CISE2I0 RADIUS AHHE P =4, Secret & timeout &S E&otes

server WS MHELICEH.

Gl

# vi [usr2/server
192. 168. 0. 135 testingl23 10

4 A Jusr2/ CIAEL0 AFZXOE EX2 2190l
2l login 2= MHELICH

# vi lusr2/1ogin

o

Radius /&
aut h required pam securetty. so
aut h required pam radi us_aut h. so
account required pam uni X. so
password required pam uni X. so
session required pam uni X. so

Radius and Local 2I=

(4 Radius 21EE H& & HEBotH Local AEE HE . MEXE HMAREE & B U
ol OF & .)

aut h required pam securetty. so

aut h required pam radi us_aut h. so

auth required pam uni x_aut h. so

account required pam_uni X. SO

password required pam_uni X. so

sessi on required pam uni X. so

Radius or Local 21&

(& Radius 2152 H& = AINSHH Local 1ES HE.)
aut h required pam securetty. so
aut h sufficient pam radi us_aut h. so
aut h required pam_uni x_aut h. so
account required pam uni X. so
password required pam_uni X. so
sessi on required pam _uni X. so

Radius down - Local 2!&

(R4 Radius 21E2 H& F Radius AHII CI2HS 202 Local 2152 HE.)
auth required pam securetty. so
auth [ success=done new aut ht ok_reqd=done aut hi nf o_unavai | =i gnore def aul t =di e] pam radi us_aut h. so
auth [success=done new_aut ht ok_r eqd=done aut hi nfo_unavai |l =i gnore defaul t=di €] pam uni x_aut h. so
account required pam_uni X. SO
password required pam uni X. SO
sessi on required pam_uni x. so
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5 &Hl root 21022 6l&0ol= securetty S CiSD 201 MAELICH.

# vi [usr2/securetty

consol e
ttySO
pts/ 0
6 &l server, loginit securetty IS & 30t= ClAECIZ Ct3S3 &0 SALELICH
# cp /usr2/server /etc/raddb
# cp /usr2/login /etc/pamd
# cp /usr2/securetty /etc/securetty

7 2H ANAEE WREEE MoG HEE = USE 2 8l WES EtEot st 20

i
e
ibal

ol
°
o

[usr2/rc. user script

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user programs at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n:/usr/sbhin

# Add shell command to execute from here
# Add shell command to execute from here
cp —f /usr2/server /etc/raddb/

cp —f /usr2/login /etc/pam d/

cp —f /usr2/securetty /etc/

exit 0

=
2
=
1
0%
ol
i
>
0R0
-
rir
o

SN telnet Z20IHEE Sol CLIN =Zelot)l 2ol RADIUS 215

H3HCZ SHAIIAH, MEBX=E BEA fI0AM 2HE HHE MG 2ol
A

. BIF MGl B3R, AES XK= Factory default reset2 Soi Al

Ct=2l root 822 3 E56tHM pts loginsE securetty W0 CtS0F 201 =ItaioF &LICH
consol e
ttySO
pts/0
pts/1
pts/ 9

AEXIE VISE & Z£0tAIS JI28t2= Reset ot= &S, /usr2/rc.user script I

fusr2/rc.user.old# Il MEDOH, |2 rc.user L0 EFRELICH.
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LAl 2. SSH console

1 S AFE X HIES RADIUS MBH(192.168.0.135)0 =DI&HLICE.
2 S M2 HEE VIS EXI0 =L
SH Jusr2/ CIEE2I0 RADIUS MBS P =4, Secret ¥ timeout a2 E&Gt=
server Y= MASLICH.
# vi [usr2/server
192. 168. 0. 135 testingl23 10
4 S /usr2/ CIKECl0l, AFEXDF EHIH 220215t A0l EJ=KE HASH| <
St PAM ssh & & I}YLQl sshd LIS MASLICH.
# vi [lusr2/sshd
Radius 215
aut h required pam radi us_aut h. so
aut h required pam nol ogi n. so
sessi on required pam_uni X. so
Radius and Local /&
(R4 Radius 2182 H& = H30tH Local 2EE HE. MEBX= MAREE &
HoJior &)
aut h required pam radi us_aut h. so
aut h required pam uni x_aut h. so
sessi on required pam_uni X. so
Radius or Local o1&
(24 Radius 2152 HE& = AI5tH Local 152 HE.)
aut h sufficient pam r adi us_aut h. so
auth required pam uni x_aut h. so
sessi on required pam_uni X. so
Radius down - Local oI&
(24 Radius 2152 & £ Radius AHII CI2RS 202 Local 2152 HE )
auth [success=done new aut ht ok_r eqd=done aut hi nfo_unavai | =i gnore def aul t =di e] pam radi us_aut h. so
retry=2
aut h [ success=done new aut ht ok_r eqd=done aut hi nfo_unavai |l =i gnor e defaul t=di €] pam uni x_aut h. so
sessi on required pam_uni X. SO
5 ©3H sshd config LIL0IM UsePAM= yesZ Passwor dAut hentication= no& B
Ot Al 2.
# cp /etc/ssh/sshd_config /usr2/

# vi [/usr2/sshd_config

Passwor dAut henti cati on no
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6 &l =3= 2822 SSHOE & &lot)| ?ol i netd. conf S CtSW 20 =&

# cp /etcl/inetd. conf /usr2/

ol
1D
>
to

# vi [usr2/inetd. conf

7 & server, sshd® inetd.conf IMYS &S86t= ClAESZ S 201 SAELICH
# cp /usr2/server /[etc/raddb/

# cp /usr2/sshd /etc/pamd/

# cp /usr2/inetd.conf /etc/

8 & HEE &F= HEoHI| IoH inetd Z2NAE THIISOHYAIL.

# killall inetd

# [usr/sbin/inetd

Ol =&otdH AMEXt= &M SSH 2cH0IHEE Salf CLI0 Z12I6tJ| 2ol RADIUS 215
dEE MEE = UsSUIT.
9 B AMAEE HREEY MO REE = JAXTSF ?12 88 WES Btdotd UsSt 20l

lfusr2/rc.user script& H&ELICEH.
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10 &tH SSH 2201 E T2 S Ot 201 £& efLICh.

TeraTerm Pro SSH Z2t0IHE - Use chal lenge/response(TIS) to loginS A E4SHLICE.

Authentication x|

Logging in to 192.168.4. 48
Authentication required.

|Jzer name: Iadmin

Eazzphrase; I

) Wse plain password o logjin

" Use BSA key to log in Eritate key file: | I

€ Use thosts to logjin Local uzer name: I

Hist private ke file; | I
% 1Jse challenge/fresponse (T15] to log iré

ok I Dizconnect |

F9 : Radius Down - Local 2/Z 2l IR0 = TermTerm ProE AIEE = SIELICT.

Putty SSH 2c2t0IHE - Preferred SSH protocol version2 22 &EHEHLICH

nfiguration 2x]
Cateqary:
= Session Ophionz contraling 55H connections
- Logging — Data to send to the server
- Teminal RBemate command:
- K.epboard I
- Bel
- Features — Protocal options
- Window [ Don't allocate a pseudo-terminal
.&ppea_rance [ Enable compression
- Behawiour .
. Translation Frefenred S5H protocal wergion:
. . e 2 e
- Selection 1 only 1 & cety
- Colours — Encryption options
El- Conrection Encryption cipher selection policy:
- Prosy AES [S5H 2 only) Up
- Telnet Blowfish
- Rlagin JDES Dovan
-- warh below here - —
LES

[ Enable non-standard uzse of single-DES in S5H 2

About Help Open I LCancel
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F-secure SSH Z2t0IHE - Authentication MethodOll “Keyboard interactive” & =Jt

e LICt.
Connect to Remote Host x|
Host name or IP address: Connect I
v |1E|2,IEB,4,4B =l
User Mame: ﬂl
fraot x|
Port:
PZ
Authentication Methods: % > A S wl'-

11.9.3 CLI 21292l0f| CHst TACACS+ 215 5}7|

VTS ZXI9 CLI= Linux-PAM (Pluggable Authentication Modules for Linux)S X &LICH. Ol

Jls & Sl MEX= CLI 20I= 28 TACACSt ¢1E JIsS :Itg += Ysut. 219
HAHNAM A S = AZXN0A BES & T2 HS 2Eot)| ?IoHA, TACACSH ABi0l
SSe 0I5 22 0182 ASXIE VIS E SSE0 JA00F &tlhis XS F2AotYAIL.

Ol Kl 1. Serial/Telnet console
1 &3 AEX HAEZS TACACSH MH(192.168.0.135)01 =It&HLICEH. el TACACSt MHHE
JIS&LICH. # /usr/local /sbin/tac_plus —C /etc/tac_plus.cfg —d 4088)
2 SH AZX HES VIS EXI0 =IteLICt.

3 A fusr2/ CHELN AL X 20208 = JA=XE Z28ot= PV 88 I
ol login LS MHeLICH
# vi /usr2/|ogin
TACACSt+ 21
aut h required pam securetty. so
aut h required pam t acpl us. so encrypt servi ce=ppp protocol =lcp
server= 192. 168. 0. 135 secret =vts123
#account required pam uni X. so
#passwor d required pam_ uni X. so
#sessi on required pam_uni X. so

TACACS+ and Local Q1=
(28 TACACS+ 21=S HE = HZ0lH Local 2SS HE. AI2Xles A
lgioF &)

40
In
i
1n
rE

aut h required pam securetty. so

aut h required pam tacpl us. so encrypt servi ce=ppp protocol =lcp server=
192. 168. 0. 135 secret =vts123

aut h required pam uni x_aut h. so
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account required pam uni x. so
password required pam uni X. so
session required pam uni X. so

TACACS+ or Local @&

(& TACACSt 21=2 HE& & AWGHH Local 212 HEA.)

aut h required pam securetty. so

aut h sufficient pam tacpl us. so encrypt servi ce=ppp protocol =lcp
server= 192. 168. 0. 135 secret =vts123

aut h required pam uni x_aut h. so

account required pam uni X. so

password required pam uni X. so

sessi on required pam_uni X. so

4 & root 21012 5IEol= securetty E CISD 201 MAHELICH

# vi [usr2/securetty

consol e
ttySO
pts/ 0

5 &l | ogint securetty It2=S &3cte CHAELZ O30 &
# cp /usr2/login /etc/pamd

# cp /usr2/securetty /etc/securetty

6 SH AAEE WREEE MOtt HEE = USFE ?2 83 UE
X

fusr2/rc.user scriptg H&ELILCH

#!/ bi n/ bash
#

Ol SALESLICH

o
c
08
Qﬂ
(=]
[w]
alo
[
my
o

# rc.user : Sanple script file for running user programs at boot tine

#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbi n

# Add shell command to execute from here
# Add shell command to execute from here

cp —f /usr2/login /etc/pam d/
cp —f /usr2/securetty /etc/

TACACSt 1SS d3H2=2 SHAIIHAY, AEXN=E BEA AN 298

OF SLICH. &It &Ml B2, ML= Factory default reset=2
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=2l root 822 d1E06tH ™ pts loginsE securetty W0 CtSF 201 =JtaioF &LICH
consol e
ttySO
pts/0
pts/1

pts/ 9

A X VISS Z& Z0IAIQ D222 2 Reset ol= &S, /usr2/rc.user script IS

fusr2/rc.user.old# 22 MAEZOH, i rc.user OIIL0| ERELILCH.

GllHl 2. SSH console
1 S AF2 X HEZS TACACSH AH(192.168.0.135) 01 =IF&tLICEH.
2 YA AP X HE S VIS X0 =IHELICH
3 ©H Jusr2/ CIAECIM, AFSXOE HHI0 2
St PAM ssh &3 Il sshd IS HHELICH
# vi [usr2/sshd
TACACSt 213

|J
ro
Q'E
rr
»
o
9!
J
m
9
rr
e
i
0¥
>
_O'j
)
4o

aut h required pam t acpl us.so encrypt server=192. 168. 0. 135
secret =vts123

aut h required pam nol ogi n. so

sessi on required pam_uni X. so

TACACS+ and Local 9=
(A TACACSH 21== Hal & HZ0tH Llocal 215 HE . AIEXs

2 2GH0F &)

\:::I
I>
40
In
i
1n

aut h required pam t acpl us. so encrypt server=192. 168. 0. 135
secret =vts123

aut h required pam uni x_aut h. so

sessi on required pam_uni X. SO

TACACS+ or Local 215

(& TACACSt C1E2 HE = AIWGHH Local 2152 HEA )
aut h sufficient pamradi us_aut h. so
aut h required pam uni x_aut h. so
sessi on required pam _uni X. so

4 &3 sshd_config IIL0A UsePAM= yesZ Passwor dAut hentication= noZ %3
S Al 2.
# cp /etc/ssh/sshd_config /usr2/

# vi lusr2/sshd_config

Passwor dAut henti cati on no

UééFVVw yes
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ol

o A

=2
= o

SH sshd 2 sshd_config I Sole
# cp /usr2/sshd /etc/pam d/

# cp /usr2/sshd_config /etc/ssh/

L&l =z LS

6 S AMAES HREES MOtC 822 = UAEE 2 HE g2 260
fusr2/rc.user script H&SLICH.

#!/ bi n/ bash
#

# rc.user :
#

#PATH=/ bi n: / usr/ bi n: / sbi n: / usr/sbi n
# Add shell command to execute from here
# Add shell conmmand to execute from here

cp —f /usr2/sshd /etc/pam d/
cp —f /usr2/sshd_config /etc/ssh/

exit O

o

7 ©H SSH Sc2l0|HE
SSH console2| 10 & H|
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27010 CHet RADIUS QIEatdl

X SSH 2c2H0IHEE Soll CLIN =12I6tI] ?loil TACACSt 2!

S OlAl 2.



HE A: oz

A.1 Ethernet Pin out

e
pd
N
o
re
o
0

VISE= AT&T 258 &A= ==&t HUEQ HE Ethernet HELEHE AEELICH

& A-1. RJ45 FHHYESl E X/

H A-1. Ethernet& RJ45 F{EEH 9 Z &&

] EE A A
1 Tx+ FEAMD B
2 Tx- FEM
3 Rx+ BT
4 NC | MM
5 NC Hau slA
6 RX- =M
7 NC 2 B
8 NC 2 AH

>
N

2 2 A|l2|¥ EZE Pin out

s
(@p]

b I
x

& RJ45 HEUEHE AISELICH Al2lg ZEE RJ4S H4H & XE
C

b2 Boile Alelg S& 280 g J1s0l AsLICh

H A2 Aelg EZEEZE R4S FIEE & g

CTS
DSR
RxD
GND
DCD
XD
DTR
RTS

(o< ENN [0 [4;] N FOV] R T 15
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A.3 #l0oI= Clojoi1Ey

PN Alglgd ZTE g4 2
Cisco &t 2 Z/Ethernet 3H0I2
RJ45
Nortel &HH| DB9 male¥ 2 Z&/Ethernet H 02

JIEt DB9DTE & Xl

+ RJ45-DBYF cross-over ( 2 E

Sun Sparc A H

J|Et DB25DTE & Xl

DB25 femaleX

2 <£/Ethernet H 0|2

+ RJ45-DB25M cross-over O & &4

Alelg T2l DB25 male& 2 &/Ethernet H 012
DB25 DTE &XI + RJ45-DB25F cross-over ( & H
24 DB25 male¥ 2 Z/Ethernet 3 0I2

ISDN H01E Ot

+ RJ45-DB25M straight Of &4 &
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 D 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 > 3 TXD
GND Red 4 > 5 GND
DCD Green - 5 1 <= DCD
TXD Yellow 6 <+ 2 RXD
DTR Brown 7 <> 6 < DSR
RTS White 8 > 8 CTS

d Z= 02 + RJ45-DBOF & H

RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 <> 7 GND
DCD Green - 5 8 <= DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 | 6 < DSR
RTS White 8 <> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 <> 7 GND
DCD Green - 5 8 <= DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 | 6 < DSR
RTS White 8 <> 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 D 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 > 7 GND
DCD Green 5 1> 8 DCD
TXD Yellow 6 <+ 2 TXD
DTR Brown 7 <> 20 DTR
RTS White 8 > 4 RTS

D 2= HO0l= + RJ45-DB25F/M O & H
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HE B: VTSJ} XIQ&H= PC 7=

VIS AlelZ2= OE8l PC ItEE KA ELICH
H B-1. WERF Ft=
H= S 249 0|8 VTS I8 Zd 0|8 3
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN Jt&
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN 3t&
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H B2 FH UERH
M= S 29 0|18 VTS Z2H 24 0|8 3
Cisco Systems | AIR-PCM340/Aironet 340/350 Cisco Systems 340/350 11 Mbps 24 LAN O 2E
Series Wireless LAN Adapter
Cisco Systems AIR-PCM350/Aironet 350 Cisco Systems 350 Series 11 Mbps 24 LAN Of &
Wireless LAN Adapter
Lucent PC24E-H-FC/Orinoco Silver Lucent Technologies 11 Mbps 24 LAN HHEH
Technologies WaveLAN/IEEE Version
01.01
Agere Systems Orinoco Classic Gold Lucent Technologies 11 Mbps 24 LAN Of &
(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps £4 LAN O &H
(WLI-PCM-L11GP) Version 01.01
H B-3. ATA/IDE Fixed Disk Card
M= S 24 0|8 VTS ZE8 Jd 0|8 3
Advantech CompactFlash CF 48M 48 MB ME&E It=
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB & JtE
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCFO064MAA 64 MB MHZ& ItE=
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB MN& JtE
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I B4. Alclg 28 =

H= S 249 0|8 VTS I8 Zd 0|8 3
- PCMCIA CARD ;
Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§rrL111FM56C-NFS FAX/MODEM PC 9t
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Jt&
CIRRUS LOGIC
KIT PCMCIA 56K IJl=
KINGMAX Fax/Modem Card 56K MODEQ/IASL-MDSGXX V.90 FAX/MODEM PC 3tE&
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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RE C: VTS 43 pY

C.1 System.cnf

syst em cnf

system configuration which exist only one place on this file.

B HH HH

# kind of |P configuration node
# 1 - static ip, 2 - dhcp, 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192.168. 161.5

# system subnet nask
subnet = 255.255.0.0

# system gat eway
gateway = 192.168.1.1

# dns configuration

# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,

# you can set 'bmanual dns' to O.

p_dns = 168.126.63.1

s_dns = 168. 126. 63. 2

bmanual _dns = 1

# pppoe configuration
# 'ppp_usr' is pppoe account name and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd pppoepwd
# Emai | | ogging configuration
# if you want to send log via E-mail, set 'emaillog' to 1

# 'emaillog_num trigger sending enail.

# The nunber of logs are greater than 'emaillog_nuni, then send it.
emaillog =0

emai | | og_num = 5

SMIP confi gurati on

"sntpsvr' is a SMIP server

'sysmail addr' is a sender address.

"recvmai l addr' is a receiver address.

'snt p_node' neans a SMIP server authenticati on node.

1 - smp wo authentication , 2 - pop before snmp , 3 - sntp W
aut henti cati on

# If 'sntp_node" is 2 or 3, you need SMIP account i nformation.

# 'smtp_user' is a SMIP account nane and 'sntp_pwd" is a password.
snt psvr = sntp. your conpany. com

sysmai | addr = vt s1600@our conpany. com

recvimai | addr = admi n@our conpany. com

HHH HHH

sntp_node = 1
sntp_user = adnmin
smp_pwd = adm n

# 'device_nane' nmean a unit name assigned. A unit nane will be a identifier
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anong PS products.
devi ce_nane = VIS Devi ce

# IP filtering configuration

# By setting 'btelnet' to 1, you can use renote consol e.

# Simlarly by setting 'bweb’ to 1, you can use renote consol e.
# 0 neans that protect any access

# 'enable ip', 'enable netrmask' pair is a source rule specification for renote
consol e filtering

# 'enabl e_webi p', 'enabl e webnet mask' pair is for web filtering

btelnet = 1

bweb =

enable ip = 0.0.0.0
enabl e_net mask =
enabl e meblp 0.
enabl e_webnet mask = 0.0.0.0

# dynam ¢ DNS(DDNS) configuration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. O for disable.

# 'dyn_dn' is a domain nanme for your DDNS.

# 'dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it
bdyndns = 0

dyn _dn = vts1600. dyndns. bi z

dyn_user = vtsl1600-user

dyn_pwd = vts1600- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# '"ntp_serverip' is the |P address of NTP server and 'ntp _offset' is a your

of fset from UTC

# If you don't know any NTP server |IP, then set 'ntp_auto_conf' to 1.

ntp_enable = 0

ntpfautofconf =1

ntp _offset = 0.0
=1

nt p_serverip 92. 168. 200. 100

# Log configuration

# system | ogging is enabled by 'log_enable" to 1.

# 'l ogbuf_size' is a variable for representing |log buffer size by KB.

# 'log_stoloc' is a |location to save | og.

# 1 = nmenory 2 = CF card 3 = NFS 4 = SYSLOGD

# If you choose |og |ocation to SYSLOGD, '|ogbuf_size' you' ve set will |oose his
role - limting log file size

| og_enable = 1
| ogbuf _size = 4
log_stoloc =1

# Port access menu(PAM configuration

# Enabl e or disable port access nmenu by setting 'naster_enb' 1 or O.
# 'master_port' is a listening port for PAM

# 'master_proto' neans a protocol

# 1 = Telnet , 2 = SSH, 3 = RawICP

# To set inactivity time-out, set 'nmaster_inactivity'. Aunit is second.
# 'master localip' neans a assigned ip for PAM

# 'master _aut hnet hod' neans a authenticati on nmethod for PAM

# 0 = None

# 1 =radius 2 = |ocal 3 = radius/local 4 = | ocal /radi us

# 5 = TACACS+ 6 = TACACSt/ | ocal = | ocal / TACACS+

# 8 = LDAP 9 = LDAP/I ocal = | ocal / LDAP

#

I f your authenticatio nethod is not hbne or Local, then you have to specify
ot her paraneters

# 'master_p_radi us_auth' and
i p address.

# One is a primary server and the other is secondary one

# 'master_p_radius_acct' and 'master_s_radius_acct' is for accounting server.
# Accounting server paraneters isn't needed in case of LDAP

# 'master_radius_secret' is a shared secret only for RADI US and TACACS+

master_s _radius_auth' is a authentication server
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# In RADIUS case, you have two nore paraneters, 'naster_radius_tinmeout' and
"master_radius_retries’

# One is for the timeout and the other is for the count of retries.

# 'master | dap_search_base' paraneter - |dap base string - is ONLY FOR LDAP.
master _enb = 1

mast er _port = 7000

master _proto = 1

master _inactivity = 100

master _| ocalip = 192.168. 1. 100

mast er _aut hnet hod = 2
mast er _radi us_ti neout
master _radius_retries
mast er _| dap_search_base

0

I weE

"dn=your conapy, dn=cont'

# sysl og configuration

# You can run or kill syslogd by setting 'bsyslog service' to 1 or O

# 'syslog_ip' is a | P addresss of a renote sysl og server.

# 'syslog 2ndip' is a |IP address of a secondary syslogd server which will get

t he sanme | ogs

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog ip = 192. 168. 200. 100

syslog facility =0

# NFS configuration

# You can nmount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs ip = 192. 168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb _http' to 1. If not, set tot O.
# 'bweb_https' is for HITPS

# 'web_refresh rate' is for refresh the changi ng page when you see the system
status page

bweb_http = 1

bweb_https = 1

web refresh rate = 10

# TCP configuration

# 'keepalive tine' is atinme before keep alive takes pl ace.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a time interval between keep alive probes.
keepalive tine = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Et hernet configuration

# 'ethernet _node' is a ethernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Half Duplex, 2 = 100BaseT Ful| Dupl ex,
# 3 = 10BaseT Half Duplex, 4 = 10BaseT Ful | Dupl ex

ethernet _nmode = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type

# 0 for enmpty , -1 for unsupported card, 1 for CF card, 2 for Network card,
# 3 for Wreless Network card, 4 for Serial Mdem card

pcntia card type = 0

# PCMCI A i pconfi guration

# sane with systemip configuration
pcnti a_i pnrode = 2

pcrtia_i p = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcnti a_gateway = 192.168.1.1
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C.2 Redirect.cnf







local _ip =0.0.0.0

| ocal port =0

# 'inactivitytimeout' is a inactivity tinmeout in seconds

i nactivityti neout = 100

# 'run_proto' is a ethernet protocol for this port. This key is useless for
Di al - I n nodem node.

# 1 = Telnet , 2 = SSH, 3 = RawICP

run_proto = 1

# 'ssh_break_string is a string for send a break in case of Consol e server node
and 'run_proto' is SSH

ssh_break_string = ~break

# IP filtering configuration

# 'allow.ip', "allow netnmask' pair is a source rule specification for serial
port access filtering.

allowip =0.0.0.0

all ow netmask = 0.0.0.0

# 'porttitle' is a port title
porttitle = Port Title

# Emai |l notification configuration

# Enable of disable e-mail notification by setting 'en enable' to 1 or O.
# 'en_m nsnddel ay' is a mninumdelay of sending email notification.

# A unit is second and mininumvalue is 5

# 'en_nsgtitle' is a nessage title of emil

# 'en_mailto' is reciever addresss.

# 'en_keywords' is a keyword to nonitor. 'en_keyword' key can occur servera
times.

# But the maxi mum nunber of keywords is 30

en_enable = 0

en_m nsnddel ay = 5

en negtitle = Email Al arm Notification

en_nmmilto = adm n@our conpany. com

# Port buffering configuration

# Enabl e of disable port buffering by setting 'pb_enable' to 1 or O.

# 'pb_size' is a maxinum port buffering size. Maxinumval ue are different by
| ocati on.

# 'pb_loc' is alocation to store port buffer data.

# 1 = nmenory 2 = CF card 3 = NFS 4 = SYSLOGD

pb_enable = 0

pb size = 4

pb loc =1

# In Dial-In Modemor Dial-in Term nal Server node, you can set nbdeminitstring
by setting 'nodeminitstr'.
nmodem initstr = gle0s0=2

# Authentication configuration
# 'aut hmet hod' neans a aut hentication nethod for port |og-in

# 0 = None

# 1 =radius 2 = |ocal 3 = radi us/| ocal 4 = | ocal /radius

# 5 = TACACS+ 6 = TACACS+/ | ocal 7 = | ocal / TACACS+

# 8 = LDAP 9 = LDAP/I| ocal 10 = | ocal / LDAP

# If your authenticatio nmethod i s not None nor Local, then you have to specify
ot her paraneters

# 'p_radius_auth' and 's_radius_auth' is a authentication server ip address.

# One is a primary server and the other is secondary one

# 'p_radius_acct' and 's radius_acct' is for accounting server.

# Accounting server paraneters isn't needed in case of LDAP

# 'radius_secret' is a shared secret only for RADIUS and TACACS+.

# In RADI US case, you have two nore paraneters, 'radius_timeout' and
‘radius_retries'.

# One is for the timeout and the other is for the count of retries.
# 'l dap_search_base' paraneter - |dap base string - is ONLY FOR LDAP.
aut hnet hod = 2
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e
W

ZTE Hse OUsSh Z28 3Jk gez = X ZE(Well Known Port), S==
I E(registered port), =& (Dynamic) £= A& EE(private port)D U= = JUSLICH &
2HE ZE= 0~102380tA O0I0H, 0101 SFE EZE= 10242H 491510tK18 ZEQLICH. A
L AE EEEZ= 491522 H 655350HKI12] EER

& 2dd ZEE IANAJE XIEe R2ZAN, HREE2 AMABUAME AMAE ZZAALE SE09
oioteEl AMS X Adst T2 030 2hAE AtEE = UsUt. 2 D-12 & 2l ZE
o

SHSULCH XME HEZ2 IANA ZAIOIEE Y 26HAID] BHELICH.

re

s
fol
OfM
10
I

!
i

http://www.iana.org/assignments/por t—numbers

H D-1. & &2 & port number

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ ubP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP uUbP
443 HTTPS TCP

178



22 E: Bootloader M Z271%4 O

E.1 I

Boot loader Q== HIA Al, =7 S&2=Z2 BOOTP/TFTPE AI&6t0 VISE =706t10 AlAE
SIEAIME XEGt= HY¥s MILCO. VIS EXo 820l 22 % 3x OILHM AFE XL
<ESC> IIE =2, bootloader Oiw Z20HS LY = JUSLICH 0 Ui Z2OYZRH,
ABI s O2E AIAE Ie0IHE 438 = AL, SIEANH AAE HAE 2L firmware

QI0ES +8E 4 ASLICH
E.2 M2 HiF

Bootloader Ol 2080 S0, AAIEX= UGS 20l HOIXIE 2 = UsUT

Boot | oader 0.3.0 (Feb 14 2003 - 10:49: 27)

CPU . XPC855xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO- NEGOTI ATI ON
Aut oboot Start: O

Sel ect nenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]
2. Hardware test

3. Firmmvare upgrade [ S/ W Version : vO0.6.11]

4. Exit and boot from flash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

& E-1. Bootloader Uil ZEZ 3242 2! M+ HOIX
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E.3 RTC &3 O

RTC €& =2 MEE22ZM, AMEX= VIS AAE AltS £EE = UASLICH.

Sel ect nenu

1. Date(nmidd/yy) : 02/ 14/03
2. Tinme(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mm dd/yy) : 02/15/03
press the ENTER key to conti nue

Sel ect nenu

1. Date(nm dd/yy) : 02/ 15/03
2. Tinme(hh:mmss) : 13:27:20
<ESC> Back, <ENTER> Refresh

Enter Current Time (hh:mmss) : 13:25:00
press the ENTER key to continue

Sel ect menu

1. Date(mm dd/yy) : 02/15/03
2. Tine(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

18 E-2. Bootloader O+ ZZ & L{fo RIC £&
E.4 SI=40{ HIAE HFF

=R HIAE HI=E AMEotH o=/ 7 4SS HAEE = USLICH
[}

Z(Xs HAEWMM &
Z(Xs HAEWMM &

T

AZXL 181 € =6t 3%, IS HAE &
0 2E0AM, 33 SAE(M

AETL 28 (s HAENAM 2

[==
o
AT 4y
B>
o
©
S
«
o Ir
>
Im
to
>
v}
_‘
o
>
Im
o
ror
iz
¥
4>
02
0
[
[w



IIE S2J HNMA NS HAED g=H22 HHFLLOC. 0f 2E0M, 32 SAE(MY IP
=) 2 ping HIAEQH UARRT BHIAEDL 3 X 22&LICH
AT 2E(MS HAENAM A2 H2A

EE AMNEd =™E)S 4LEsSts B, ASXIt
<ctrl-c> 1€ S2J| &MAl NS HAED gEHoz2 ~#FHLUICH. Jdell, #F SAE(MY
IP =4)2 ping HIAES UART HIAED} BtERoZ HFLICH.

&1

Ethernet 2 UARTOIA HIZAEE X ZES| +o6ld15, AEI= VISY Ethernet 2 E 0 Ethernet
HOIEE BIEA HZot 2T JIUEHEZ VISe ZE Al2lg ZEW HAZaH0F &LICH K&
FAE =E FZ SAEJL BIEA Qoo ELICH JIE AKHE P FAE
192.168.0.128 0/0f Ol= [Firmware Upgrade] W=£ A&t HZ&E = QUSLICH. OEX

e, HAEE XJES s = ASLICH.

181



12! £-3. Bootloader 5 ZZ 2 {9 5t=L0f HAE Ol

AEXIE [Auto test]S e

=l LICH

o

3%, ZE o= 24 240 et HAEI UsS2=2
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[ LED]

SERI AL READY LED ON/ OFF- = - - - - o s m e oo e oo 3 tinme(s)

[ EEPROM

EEPROM : A Type exi st

EEPROM T@St == === - s s i oo [ SUCCESS]

[ UART]

<--Internal |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #30 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]

<--External |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

[ PCMCI Al

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapter Card

[ Et her net ]

Ethernet chip test-------------omm oo - [ SUCCESS]
PI NG 192.168.0.135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192. 168. 0. 135 : seq=0 ttl =255 ti mestanp=11172879 (ns)

64 bytes from 192. 168. 0. 135 : seq=1 ttl =255 ti mestanp=11173874 (ms)

64 bytes from 192. 168. 0. 135 : seq=2 ttl| =255 ti nestanp=11174875 (s)

64 bytes from 192.168. 0. 135 : seq=3 ttl =255 ti nestanmp=11175876 (ns)

**xxxxx%  Hardware aut o- detect and auto-test SUMVARY ****#***

1. DRAM TeSt - - m o oo m oo oo oo [ SUCCESS]
2. FLASH TeSt ------oommmmi oo oo oo [ SUCCESS]
3. FAN TeSt - s mmmm i oo e e [ SUCCESS]
4, EEPROM TSt - - - - mm o m oo e e oo [ SUCCESS]
5. UART Test Summary

ort NO | exist status | exi st status | exist status | exist status
Port 01- 04| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 09-12| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
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& F-4. Bootloader U&= EZZ 3724 L}9 5IEQ/0f HAE o5

i

2t SIERI 4 24 HAEES fIol, MEX= <ESC> JIE =2 HAEE AUE == USLICH

g E-5. ESC FIE AIEOIY E& HIAE 21457

fd ZEE e UsS HAEI sdEHeE S 2HI 2dots B2, HAEI FXEH
Alele InUse LEDE ol=RI0 HIAEDL AIHACHE 2elJ| flof ZWALITH 0 B3R, AEXE

<ctrl-c> J|E =ci Ol HOIXIZ S0tJt0FEH &LICH

S

rr
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E.5 Firmware upgrade HlF

Firmware upgrade HI=E AIESEM MEX=E EXI2 firmwareE ZId0IEEY = USLICH

firmwareE &dI0IESH] &, ALEA= OIQ Ol HOIXIS Oe €

firmvare H& =S =0olg = ASLICH firmware upgrade O/ Z2082 23

CE <ol BOOTP & TFTP 2JH2 Z=z=&EZ22 AIJELICH. DHCP St&2 fst JI8 Zz2&EZ

BOOTPRILICH. AFEXIH TFTPE MHEist <, AIZX= HEE HX2Q IP
_7rC_

axe JI2 IP

=
=
=
D
[
Ho
Mo hu

= 192.168.161.5. YLICH.

Firmware upgrade o 2%, [Server’ s IP address]2 A&™= MHO EBtEAl [Firmware File

Name] 2 B &S firmware MO0l BtEAl =THoHOF SHLICH.

Sel ect nenu
1. Protocol [BOOTP]
2. | P address assigned to Ethernet interface [192. 168. 161. 5]
3. Server's | P address [192. 168. 0. 128]
4. Firmmvare File Nane [vts3200. bin]
5. Start firmare upgrade
<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |IP address [192.168. 0. 128]

4. Firmmvare File Name [vts3200. bi n]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

J2! E-6. Bootloader Uil ZZ72¢ Y9 firmware upgrade Ol &

ol

MEXIF [Start firmware upgrade]S &Eiols d<, &2 WHAIKIDJF S0 LIEFELICH. AFS X
bty & 2™ol™, Firmware upgrade T2 MIAJL AIEELICH. Oledst Z2AA=E 22 Wt

A H=X EsUC.

Il

Sel ect menu
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1. Protocol [BOOTP]
2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168.0.128]
4. Firmnvare File Name [vts3200. bi n]
5. Start firmnare upgrade
..... > 5
Fi rmnar e upgrade cannot be stopped until finished.
And all configuration paraneters are restored to default val ues.
Do you really want to start firmware upgrade(y/n)?y
BOOTP broadcast 1
ARP br oadcast 1
TFTP from server 192.168.0.128; our |P address is 192.168.161.5
Fi | enane ' vt s3200. bi n'.
Load address: 0x100000
Loadi ng: #######HHHH R R R
HE S A R S R R S R S A A S
T
R R R
BHHHHHHH AR R A AR A A R R R R A R
HAHBHHHAER TR R R R H TR R R R R R R R R AR
R R R R
BHHHHHHH AR R A AR A A R R R R A R
HE A A S R S S R R
T
B e e e e e e e e s s e s e s s s e b s b e b st e e et
HHF A A S S A B S S
HHH A
B e e e e e e e e s s e s e s s s e b s b e b st e e et
BHHHHHHH AR A A A A A R R R A R T
HAHBHHHAER TR RS R R TR R R R R R R R R R R R R R
R R R R
HHHHHHHH AT A R T A R T
done
Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Fl ash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmnare upgrade is finished successfully.

Sel ect nenu
1. Protocol [BOOTP]
2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168. 0. 128]
4. Firmmvare File Name [vts3200. bi n]
5. Start firmnare upgrade
<ESC> Back, <ENTER> Refresh

18 E-7. firmware upgrade = Z Al

firmware upgrade T2 NAIN 228

|

1d2 43 UAIXt SN 0i=E CHAl LIEHHLICH
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HE F: 2531=l NFS 7| Oy

F.1 I

NFS= UIERDE Sote =S SFotsll €2l MEER=E Z2EZ0IC0H. el getEez

NFS= UP Z2EZE AMEot22 [

- NFS server 2+ client AIOI2l datas= &3 &I HECH.
- NFS server0fl &5t AF2XS 100 (2 o= 2Eis D610 HELC.
- NFS server 2 client AIOI2] &30 U= B2 NFS JIs2 AE6HJ10F HELCH.

OII

A S B2451)| ot 2S3t=El NFS (Encrypted NFS = Secure NFS)
28 £ UASLUICH. VISHA 2Sst=l NFS JIs2 SSH 8622 (SSH tunneling)

CIASLICH. 0 HolAM=s 2SstE NFS JlsS 0I=206t)] {8 NFS server
S

2dE= ofdsLItH.

2dsstE NS JIs=S AMEot)] ®otd AIEX=E TP Z2&E=Z= X

Ol 2ot 0F & LICH. OOl AZEAS Windows HIE 0SOHIA =&ot= WEZ2 NFS server =
TP E2EZES KNI ELICH GII0A= Xlink Technology ARSI Omni-NFS server v4.25 ALE&t
20 ot 2YotES LICH. Omni-NFS server 2| HIEHZ2 Xlink Technology At2l Web

olA &
Site OlAl Download &S %= USLICH. (http://www.x!|ink.com/eval.htm)

NFS serverE

[0
ol
rl

o

Omni-NFS server € &Xl otJ)| foiMdE G5 HESS =S olAAIL.

Step 1. Omni-NFS server v4.2E€ Download 2t=Ct.

Step 2. "nfserver.exe" T2 OHS AT Ol LEIHLIE XIAIO HECH.

Step 3. Omni-NFS server &XE &8 =0, “AI& > Z218 -> Omni-NFS Server

V4.” OlA NFS server& &€ StCt.

Step 4. XLink NFS Server ZHOIA, Action B 22| New Entry £ &E4SHCEH.

Step 5. NFS Server Export &2l Browse HES & &G0 NFSZ mount 2 SHE SEISHCH.
FO : 1. MEXE export € =S "Exported Alias" £ J1<9oF2 2U0/0F EHLICE.

0/21E2 VIS OlA NFS server &2/ mounting pathE AlE & LICIH.

02
Ol
J

A

ron

A
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2. YEFCZ Linuxe NTFS It A|AEZ Q1AIGIX] ZEFLILCE.
VIS &5t NTFS It AIAEES CI1AIGHA ZEotE=Z mount & ZEHE FAT L&
FAT32 Itg AlAE &0 A= S2CLE XEoFAID] BIELICE.
Step 6. NFS Server Export &2 Directory Access Rights £ &3&Edt= =2=20AM

"Read/Write" £ check 8t=2 oIAAIL

F.3 OpenSSH 1lj7|X|2] MX]|

2 NFS server JI &AXl=
g & == UsLICH. O

£ otA&LICH. OpenSSH

VIS&S] &S 3tE NFS JIs& SSH tunneling 2152 0
SAEN SSH daemonOl Al &0 UqO0F 2S3FE NFS JIs2
HOUlM= OpenSSH for Windows v3.6.1 M2IXIE 0|8 HE &HHo

for Windows = 228 AZEIUHEM CIS URL,0lA download &= %= U

0
o
-
[w
o
o
ID

http://lexa.mckenna.edu/sshwindows/download/releases/

OpenSSH for WindowsES & XIolJ| folA CIS EXSS W2k =AID| HHLICh.

Step 1. OpenSSH for Windows package £ download 2f=Ct.

Step 2. "setupssh361-20030512.exe" £ &l& Al2IC}H.

Step 3. command prompt(Dos &)= &A™ AIHD
Ch, ( Program FilesWOpenSSH Ot D12 &&LICH,)

Step 4. bin Cl2IE2I2 0l=E&HCt.

Step 5. mkgroup Z=20&= 0IZ0tXM group permissions IS Bt=C.

=
>
v

OpenSSH JF &Xl=l ClE&Eelz 0|sét

_u.

C:\ Program Fi | es\ OpenSSH\ bi n> nkgroup -1 >> ..\etc\group

i

Step 6. nkpasswd T2 ¥ = 0/E0l0 passwd L0 CISE AIESXE It &tCh. 0] &
2 Windows &2l 2= MEXNE F=It otHAH ' -u usernane' S&S AISSHA ZO0t

OF &HCH

4

re

C:\ Program Fi | es\ OpenSSH\ bi n> nkpasswd -1 >> ..\etc\passwd

o

Step 7. OpenSSH server & A& SHLE. .

C:\ Program Fi | es\ OpenSSH\ bi n> net start opensshd

Step 8. “pause.exe” ZZ)1EES "Program Fil es\ OpenSSH bi n" directory 0l = AtStCE.
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£9 : 1. “pause.exe” EEZ ]2 HUHI=SZX0NAH BIE VISE EEZZ T 2/LIC
2. 0] B2 & server?t client 2t Encrypted TCP S1Z = RA/ot=s &=
BILICH
3. 0l EE2J&E VIS HMEZ 20/ MEELZE CO ROM CHOll ==52/01 A=LICH
bty 0] ZZ2780] Y2 FIR0E MU Jl= JNFLE 22 otAIJ] bFEHLILCE.

F.4 VTS O0A{ Encrypted NFS 7|s2| MA

NFS server 2 OpenSSH 2| &XIE =ZotH AMEA= VISel && M &0 A Encrypted NFS
2

s €38 = UsUh. €8 EX

fTI'
Q
0o
3]
m
il}3
ja
Q

Step 1. VTS2 Web Ul Ol 229! &tC}.
Step 2. NFS server configuration HIOIXIZ O|S¢&tCh.
Step 3. 2t Bix==8 UsSW &0 &% F.

NFS service : Enabled

o
[l

Primary NFS server IP address : Encrypted NFS server ©/ IP address & & =CF
Mounting path on primary NFS server : "Exported Alias" &=L},
Primary NFS timeout (sec, 5-3600) : &of= 299 gtE &=L (5sec It I 2!
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : Encrypted NFS server 2/ AtEXf 0/EZ F=LCH
Encrypted primary NFS server password : oS AFEX29 passwordE & =CF.
Confirm primary NFS server password : o4& AtEALS| password £ [LFA] Z &=L

Step 4. Save & apply. £ HE4SHCL.

Step 5. system log Lt port log 2 locationES NFS server 2 && BtCt.

Step 6. HIAESHC.

Encrypted NFSE HIAESA ™M, AF2X= LanExplorerlLt EtherReal
SIS ASE %= UOOF SLICH. LerAEQol NFSe| A

NFS MHE2te 2
A= CMIt NFS ABHZ2H2l 25 ®E HIO0IHE ZHE == UKL, 2SE PE S HOIHE

=2 5 5} (Decode)

fn
Bl
OF
o
[S)
m
i
153
X
ot
1>
30
i3
[
[m]
L 10
o2

o
e
rr
£Q
il}3
c T
[l
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G: SNMPZ 0|&&t VTS 22|

G.1 i

22| Xhs NMS(HIER T 22l AIAE) L= SNWP EctRME MS6H= S =

£ 22/ = USLICEH. VISIHNMS E£= SNWP EctR Mot AdiE) U= SAEN B2 5Ea6t
A NMS E£= SNWP EctRME AESHII &0, BAA MO €83 X
2G-12 VIS SNWP OIOIM EC] MIB-11 0IDE EcteE ot U= LEHA

EE 20sUL

# MG-50FT MIB Browser Professional Edition

File Edit Miew SMMP  action Tools  Window Help

HNONOI T Eatbnwed ?
_E![JE[E@ Fing -.
Bemate SMMF agent Split

192.168.7.10 v|[B Overical

MIE tree
= g MIE Tree
5 =
=2 org
=23 dod
=[] internet
(23] mgmt
=27 private
=120 enterprizes
=27 =ena
=27 zenaProducts
(27 =enallPSLink
=[] zenavTs

=[] general
i generalModel
B generalFirmwareyersion

|}I‘

i generalBootcodel ersion w
Cluemn rezults -
Welcome to MGE-SOFT MIB Browser Profeszional E dition ~
Femate address: 192168710 part; 161 trangport: IPAUDP i
Local address: 192.168.7.1 port: 1233 rangport; IPAUDP
Pratacal wersion: SHMPW ]
Q0 1,3.6.1,4.1,12236.1, 2,20, 18 = SMMPy (# Fe 1 ] ﬁ

& G-1. SMP ECHRH
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G.2 &2 X3

2tellt= SNP Z2E 22| Get / Get-NextE ALEGHH VISS EEE X3

W
1
50
[w)

Guerny resulks

s OHMP QUERY STARTED =+

1: generaltdodel.0 [octet sting] WT5-3200 [56.54.53.20.33.32.30.30 [hex]]

2 generalFirmwaretferzion. 0 [octet sting] »1.68. 721 [(6.31.2E.36.2E.31.72.63.31 [hex]]
3 generalBootocodeiersion.0 [octet string) 1.7.3 [31.2E8.31.2E.33 [hex)]]

4: generalHwRevwizion 0 [octet sting] 1w [75.31.2E.73 [hex]]

A: generalFlashSize. 0 [integer] 8388603

G: generalb therdddress 0 [octet string] 00:07:95:05: 22: 50

7 generall PAddress 0 [ipaddres:] 192.168.7.10

3 generallevicename. 0 [octet sting] W T53200_Device [56.54.53.33.32.30.30.5F . 44 65, 76.69.63.65 [hex]]
9: generalS avedpplyConfig. 0 [integer] ready(0]

s GNP QUERY FIMISHED ===

’>.’

[ |

to

18 G-2. SMPE 0/E3t 2 L3

G.3 = I

It}

el b= SNIP Z2&E 22| Set= AFEotH VISel HEE B &

= UL,
S5et - generalDeyicename. D PS_<|

Remate SHMP agen.t :
|
192.168.7.10 v

OID to Set
1.361.41.12236.1.2.20.18.0 vl

Walue to Set

- i ’

Syntax

() Integer3? () Timeticks (3 Courtersd
() Ulnteger32 () IP address () Opague
) Counter3?2 oD ) Nzapaddr
() Gauge32 (%) Octets ) Bits

@ & SNMPyl  Current value retrieved suce

& G-3. SWPE olgat Z& #HZF
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dE= 2AZ2 A& o) 20 22 2=2 <ol generalSaveApplyConfige

save =2 saveApplyE BIAGHOF SHCH.

ZEY M2z IIFEE =IIE M= defaul t—-keywordWl A addRowst ) portindexE
A5 At=stCh

IHED} Y= ZEN U2 IIKFEE FIHE e Y ZEQ IFENA addRowdtH =
Jbstch

CtE portOlAl addRowst =0fl portindexES HZdIH 22 ZE(Y 22 QEHAE 2= I
HEDL 20 MAEE D HE0l =IO X 2=,

por tsResetFactoryDefault2t 20| excute ot= HBEZE MIB-BrowserOlAl AlEGH= F0

= SHB10il otLE2 oHOF SHCH.

partzR esetProc. .

portzdillowedid. . portzResetT aoF actaryDefault

0.0.0.0 0000 execute[2] ready(1]
ready(1]

ready(1]

0000 0.000 ready(1] ready(1]
0000 0.0.00 ready(1] ready(1]
fann aann remdn revmen b

£
@@@ Edit 33 & SNMPvl | Ready,

& 4. excute &&
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H: Virtual KVM Tool

H.1 I

VIS XIS Virtual KWM ¢Z JIsE 01806t MHE Zclg I AIZ25te 2882 2#2E X#
ot =EcCIEl Z2O8YLIU. At HEEN UAs ZESQ 21 HAl JIs, AMel2 ZE E&=
A EEZO HZ Jls, UE KW Sc0IgE Z2)#H2 29 0|8 JIsS0l JAsLt

H.2 MX]

Virtual KW Tool & AtEdted®™ AFZA PCOI Z2 &S &Xlotd VIS X2 ZIHH Ol AN A
Ol Z208s ddg = YESE AIAE AN SSoior gUt. 22082 MU Jl=s X&

(email: support@sena.com , & AMOIE http://www.sena.com)0l SESIH P& 4= USLICH.

Windows& Virtual KW Tool2l &XI
Step 1. T2 AHTILZS Al
Step 2. T2 )3 ASMIIA0 U

Linux& Virtual KVM Tool 2

& N,
Stepl. &X W F=F= SLICH.

Step 2. It &2 O 25LITH
connect . xpm (12 HE OIDIAI)
log. xpm (21 BIE 0I0IXI)
exit.xpm (528 BE OI0IXl)
ROCTool.config (&& W)
RDCToo (groldel me)

b
Step 3. /usr/local/bin 0 HOlHZ| TIIY=S =S AIEL
Step 4. /usr/local/etc/ Ol RDCTool Cl2&EelE SHSLICH.
Step 5. /usr/local /etc/RDCTool / Ol HiOIH2l IYLS HS 2

o

Il
L:_I
e
o
J
>
o
[
o

H.3 &3

KW= XI&dl= MHIF HZ2E ZEW Virtual KW &2 6t12, Serial Port Connection 3301l

AN oY EEO9 C(Connection) ZE0N EAIE KWM A& 0l0|2S 226tH Virtual KW Tool =
20| AT HA HAFHE KM 22I0|0E T2 Qs AHFH MHZ KM MES HZELICH



CHS2 WindowsOl A Virtual KWM Tool Z2 S Alsist= Ol 2 LICH
Step 1. Port #10ll Windows 200301 &XI&I0H AL Remote desktop HZ0| S&EENH U=z M
HE HZGI1], Host mode configuration SFHOIA CtS1 201 &&&LICEH.
Host mode configuration
Host mode : |CDnsc:Ie server 4
Type of console server |MS SAC l:c:nsuleﬂ
Enable/Disable assigned IP : IDisabIe vI
Assigned IP |D.D.D.D
Listening TCP port (1024-65535) & |?DEII
Protocal : ITeInet "I
Inactivity timeout (1-3600 sec, O for ID
unlimited) :
Enablef/Disable port escape sequence @ IEnabIe vl
Port escape sequence CtrI—IZ_
Port break sequence @ |~break
lse comment No =
Quick connect via |Web applet "I
Webh applet encoding |Llnic:0de [LITFa) j
Save to flash | Save & apply | Cancel |
_1& H-1. Host mode configuration of Windows2003 Remote desktop connection
Step 2. Port #12| Virtual KWM configuration atHUHAM Cr20t 201 & &LICH
Yirtual K¥M configuration
yirtual KM connection IEnabIe 'I
Automatic IP detection @ IEnabIe vl
IP address |
Clignt program |Winduws remote desktop cunnectiunj
Socket/Screen number for YHNC connection whCYiewer $1p$;|
Client program path : |$F|DC$$IF'$
| Save to flash I Save & apply | Cancel |
18 H-2. Virtual KWW configuration of Windows2003 Remote desktop connection
Step 3. Port #20il LinuxJt EXIE0{ UL X window server It &HED U= AHE HZG
4, Virtual KW configuration 2tHO0IA CHS3t 201 &8&LICH

Yirtual K¥M configuration
Virtual KWM connection
Automatic IP detection
IP address :
Client program :
Socket/Screen number for WHNC connection @

Clignt program path

Save to flash |

Save & apply | Canu:ell

IEnabIe vl
|Disab|e vl

|192.|58.1E1.1
|><Manager

YRCYiEwer $IF‘$:|

|><manager -guery $IP$

& H-3. Virtual KW configuration of Linux X window server

Step 4. 1% 0% Btol Y= Serial port =

AN ZHELICH

=

=

/| EX

(D]

Connection
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Serial port connection - Page 1

Port access menu connection
Port access menu connection

Individual port connection

pC

T
HD&DD:I‘H.IU\U'I-P-UJI\JH

o e
[0 B S TR R

el
T 1O W W o=
[ I O I S ]

M Port# Title

# of User

Windows20032
RedHatLinux
Port Title #3
Port Title #4
Port Title #5
Port Title #6
Port Title #7
Port Title #8
Port Title #9
Port Title #10
Port Title #11
Port Title #12
Port Title #13
Port Title #14
Port Title #15
Baytech on Port 16
Port Title #3231
Port Title #32
remote port 1
Slave Unit #1

3506 o IR e T S| e o R e P P e o o O o P e s O o e o o R

A

(]
2
=

--- Move to --- =]

Comments

< Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =
= Mot used =
< Mot used =
< Mot used =
= Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =
< Power controller =
< Mot used =
< Mot used =
< Mot used =

18 H-4. Serial port connection &5
Step 5. Serial port connection StHO0IAM Port #12 C(Connection) ZIEO0 U= KW 2
o022 26t Virtual KWM Tool S A& EHLICEH.

9 192.168.150.1 - ¥ A3 E

/
_
Copyright © 1885-2003

AHET DI (W
= pea(ah

7 Windows Server2003
¥. Standard Edition

roualt Corparation

[Adrministrator

I
EE|

Windows 2003 -

[z

& H-5. Virtual KWW Tool - Remote desktop connection

Virtual KW Tool2 &XE Remote desktop connection ZC2I0|HE Z=2 )M
(mstsc.exe)E AISGIH AHZ Remote desktop ¥ZS &LICH. Virtual KVWM Tool ©
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Port listOl £E ELOIZ= Windows20030| =J+&E LICH.

Step 6. Serial port connection StHO0IAM Port #2° C(Connection) ZIEO0 U= KW 2
otoI2= 26t Virtual KVM Tool O Xmanager Soll X window server & KM A2 &L

Ch. Virtual KW Tool2 Port listOl ZE EIOIE RedHatLinux2t =Jt&LICEH.

¢ Senatest:177 - Xmanager 2,0 (E7}%) [:0.0]

e
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