Parani-MSP1000

For Wireless Multi-Serial Communications,
based on Bluetooth Technology

ANE 28 A

H&E 1.2.0



Parani-MSP1000 Al YA
HIANH HE 1.2.X
2= 432 2008-01-11

Printed in Korea

HE
Copyright 2008, Sena Technologies, Inc. All rights reserved.
NUB =2 XK= NAFMES AME S8 801 83 2 Jjdg &= Je= delE JtELICHL

=2 A}
S/ oS

Parani™m= MILIHA=Z X2 A4EQL
Bluetooth= Bluetooth SIG2| AtZQ!IL|C}.
Windows®= Microsoft Al2| S AEQL|CH

Ethernet® 2 XEROX AtSl S22 AZEQIL|CH

aa]

o

= JIJI0l OHoted AMUHIZ=2ZX2l A% oIt 80l 0lfF0& Hd L= JHXZ0l CHol
NLUEH =2 #HSS XX EsLIth

Jls XI&

NUEI =2 X

NME2A A= SIS 210 X
137-130, LHst2li=

&3} (02) 573-7772

oA (02) 573-7710

email: support@sena.com

2 ALO|E: http://www.sena.com



Revision History

Revision Date Name Description
V1.0.0 2007-09-11 Hanjun Yeom Final v1.0.0 release
V1.1.0 2008-01-10 K. Lee Revised for v1.1.0 release
V1.2.0 2008-04-15 K. Lee Revised for v1.2.0 release




Contents

1. N8 8
O O P SUPR USRS 8
1 A N R e B SRS 9
RS TR = (o LW ol AT o 1= Tt 1Tt 1o o PP 9

2. AI&G}HD| 11
O SRR 11
2 L T N A == RSP PPR 11
P BT 0 e = ORI 12

D N b B = PSP 12
2.3 2. HIE R O B e et 12
S S OPSP 13
24.1.RS232 AlElE HEBE S8 A& i 14
242, OIEY B E S8 AT s 16
243. EFEA B HEBE S8 E 17

3. HIER3 &&F 19

T O 1 SRR 19
3.1.1. Ethernet 0 (EthO) A & ... s e e e snee e 19
3.1.2. Ethernet 1 (BthL) A & ...t e e 22

3.2. ST DNS(DYNAMIC DNS) A & .o ittt ettt ee et e et e e saee s et e e sneeeaneeeeanaeean 22

TR T Y I B~ SRS OTSPRRRTR 23

KB = e e PRSPPI 23

N T IO o w1 A e PSSR 25

4. SREA 8 27
I = o T= Tz U o] o] o113 1= PP 27
A 2. B D ettt et e e nnaee s 28

A . L. AP R 28
4.2.2. REPEALEN T2 T oottt e e e 28
4.2.3. SHALION B e e e e e e e e e e as 29

e T Y o w1 PP SPPRRR 29
T O = PRSP PPPRRRR 30
4.3.2. Personal Area Networking (PAN) .......uuuuuuueeeiiiiiiiiiiiiieieeieeeeeseeerreesereerseerrrrrrrrreeeeeeeeeee 30
4.3.3. Dial-Up NetWOrking (DUN)........uuuuueueeereniuentetnnuuerereeerreseressseseeesereerrerrrreerreerrereren 30
4.3.4. LAN ACCESS OVEI PPP (LAP) ..o e 31
I o118 (V7= T L1 o PP RRPPPPR 31



A FT P A e

T OFo ] a1 g T<Tex 1 (0] 1

5. Al2lg ZE ZZ0td (SsPP) &3

N I = U ] o [ .4 Lo [ PP

55. ZE &&

5.5.1. Port pairing mode (Custom mode only) .............eevvvereveeeereeeeeeeennns
5.5.2. Service Category - CLI......uuuiuiiiiiiiiiiiiiiiiiiiiiieeeeeeeee e
5.5.3. Service category - NEtWOIK...........uuuuvrveiiriiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee
5.5.4. Service category — Serial hub..............oooo oo
5.5.5. Frame BUFfer........cooiiiiiie e
5.5.6. NEIWOIK SEIVICE ...ttt
5.5.7. Logging (Custom mode ONIY).........uuuuuuumummmmniiiiiiinn erennnrennrnnnnennnn
5.5.8. Serial NUD ..o
5.5.9. MISCEIlANEOUS .......oviiiiiiiiiiiiiiiieee et e
5.6. VEIMEX A& ittt e e
5.7, CONNECLIONS ...ceeiieiiiiiiitiee ettt e e e e e e s abbb e e e e e e e aan
5.8. MoNitoring (SNIffINg) .....eveueereiiiiiiiiiiiiiiiiiiiiiieieieeeeeeeeee e

6. CFcard &%

6.1. ATA/IDE fixed disk Card AFS ......ooiieeeieiee e

6.2, EE Il EE

7. AIAE 2

T.1 SAE Ol i e ————————
7.2, AEEEE ZEEL ittt et
T.2.10 AFERE T b
7.2.2. MNEXE RIH i e
7.2.3. AFERE BB e e
7.3, e
7.3 1 QUBEA BB
7.3.2. AMA I|(Private Key) B & i
7.33. A = Uz AUSBI2 ASH M2 i
7.34. A2 = Uz ASI2 ASH MAHABH i
T4 T E A 2 e

75. 28 ¢l



7.6, FIMMWAIE UPGIAOE ...ccevviiiiiiiiiiiiiiieiiieeeit ettt ettt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e s s an s e e e aaaanas 53

7.6.1. Manual firmware UPGrade ...........coovviiiiiiiiiie e 54

7.6.2. Automatic firMware UPGrade ..........uuuuuuuuuiiiiiiiiiiiis vereeeeeeeeeeeeeeeeeeeeeeeererreeaaaaeaeaeaaaaaaeeeees 55

A L O URRS 57

8. AIAEN &tEH ¥ =1 58
ST Y I = o ST PR 58
ST N [ ST RPR 58

9. AIAEN S 60
9.1. HIER D AEHIOIA (NEtWOrk iNEIACES) .. ..cveiiiieeiiiie ettt 60
T | SR PURSRR 60

TR N 1V | SRRSO 62

TR ) SRR 63

S BT U | B PPN USUPPPPRRTPN 65
10. CLI OFLHAM 66
O T PR 66
10.2. A Al Bl Rl A et e et e et e e neeaaea e 66
O T O I I o O USRS 67
O B = N Y 10| G =L o1 3 PSR 67

O TR 1= P PRRRRR 67
11. 218 69
T O TSP 69
11.1.1. FCC ComMPlianCe StAtEMENT ........uvuuuiiiiiiiiiiiiiiiiiiieeeeereeeeeeeeereeeeeeerreeeeees aaeaaaaaaaaaaseees 69

11.1.2. RF EXPOSUIE STALEIMENT.....coiiiiiiiieee ettt e e e et et e e e e e eebba e e e e 69

O T T I o | PP T PP 69

T O USSP 69
11.2.1. EC-R&TTE DIFECHVE.....cciiiiitiiiiiite ettt e et e e e e e e e eees 69

T T RSP RS 69
R T 1] [T o OO TP TP TP PP PP PPPTR 69
12.RF 38 70
12.1. RAMIO FrEOUENCY RANGE ......euviiiiiiiiiiiiiiiiieitieieee et ettt ettt ettt ettt e et et e eeeaaaaeaaaaaaeaaaeaaeaaaaeaaaaaes aens 70
12.2. FrequenCy Channel S.......ouiiii it ettt ettt et e e e nebae e e seneeas 70
12.3. TransmiSSION MELNOM .........cuiiiiiiiiei i e e e s rib e e e e e 70
12.4. ModUuIation MELNOM.........ueiiiiiieii ittt e e e e s st b e e e e s snnneeeeeas 70
ST B o1V =T = USSP 70
12.6. RECEIVING SENSITIVITY . ...ttt bbb e bbb e e e e e e e e 70
12.7. POWET SUPPIY ..vttttttieeuetttitttttettettttteeeeeeeeseeseeaasssssssssssssssaeeeteteeeeteeettttttttttetttttes teaeaeeeeeeeeeeeeees 70



AL B T IS e ettt 71
A2, OITHY 2T oot s 71
£5 B. E 22A ZE BIS 3
2 & C. Python 4
CoL PYINON ALBH oo ettt 74
C.L1 TSt O I 2 B o ———— 74

C.1.2 ATEIE AIBH ettt 74

C.2. BlOIE A C] | B E FE e as e e eeeeseaeeaeeaaeaaaeaeaaaaaaaaaaans 74
C.3 R2EHAI AFZA Python ATEE AlBHG | 75
C31 WA : EFFA EXE SMOIH I ME . e 75

2% D. Control Commands 78
Dl MO EEQ BBttt n et 78
£E E 22 23 33 81
E. L IS B2 B B B ittt ——————————————————————————————— 81
E. 2. B O B H o ——— 81
E.3. OIEAIN HIE BB Al LHE ettt 81
E4 ATERINH M B3 MM LIS . . 82
E5. H3AI AZEY N ME 2B AH LHE ettt 82



1. NE
1.1. e

Parani-MSP10002 =254 &H|IE 10/100 Mbps O|HY! UWERKIAZ dHol=0 AE2DHs=
[=Xe] CC —=

EREA MNA ZOIELICH Parani-MSP10002 ME 220 et 7, 14 £= 2842 EFEA
HBS XN@otd, =FFA 2.0+EDR Z Ai(Specification)til [Itet 3Mbpsel X 2l & (Throughput) It X

X2 LIt ParaniMSP10002 Jl& CHOIZ QtHILIE AtE0H 150m, DHXI CtHILIE AtE0HH
IKmItRISl S&HelE K&ot= Z2dA 1 SFF2A FUILLUCLL Parani-MSP10002 Alcl€
L E(SPP), LAN Access over PPP(LAP), Dial-up Networking(DUN), Personal Area Networking (PAN),

FTPSt 22 UYe EFFA ZZ2MES N LICH

re

Parani-MSP10002 OI0IH S¢ 2ot Fote AEN SEZIHN AIEE = JUES

ol &233tE <ol SSLv2, SSLv3, TLSvl, SSHv1dt SSHv2SS

MSP100022 RotAl 22 OI0IH d&0l OIfX= 2sS Yo RAch IP =4 D8t ZEHE

Jls0l H3ELICE == OlgY H&0l ZUHMZ AISXIF OlHY HZO0l SELX &£ HH
Fd

MBS = UAESE OlY! MY 2H8{(Dual Ethernet Fail-over) Jls2 HZ&LICH

H&ol A2l ZEE 0|8ctes AFEA SEZZNEES =380l A2 = UESE oI ?AdH,

Windows/Linux &2l COM/TTY port redirector Z2 1S =22 Xl

Parani-MSP10002 &HICIE c2lsA AIAE J|Bte] FX0lL) CEHOAM SE% =  Python
ATJEE XS XJAELICH DM, AFE2XH= Python2 0180t0] AI2XIF ERZE ote CrYst
Jls2 XNEotE=E M40t AtE8 = USLICH AIEXe Parani-MSP10000 A XM Sotes
2MB D12 AtEXt S2HUser space)0il AFE Xt BHE Python AJEEE FAXAHA AHBE £
UASLICH

ArEXHJF Telnet, SSH, Al2lg 2& ZE = & CHHOIASY 22 st ¥ o2 Parani-

MSP10001t HZSHH AIAE AEf HEAl (System Status), & A €10l E(Firmware Upgrade),
22 MEH(Remote Reset)ldt AIAE Z 7] HA|(System Log)S2 &S & £ JAEZF, Parani-
MSP10002 2& &t J|sE 2t&E AIAE 22| JIs2 M3ELICH

Parani-MSP10000| 28822 HELE= 20l US4 €U

- MY Ttsst

- R4 Y =3t

- 4 A0H/E0 AIE 2t2l(POS: Point of Sale)
- R4 QU



- 24 BF AN

- 2H BY 2A

- SOHFD B2l AAY

- gur X2 =S ofZeHolM

. EBHA 2 AAH

- X Ao
2 =S 0/d5e AENE SEREA L TCPIP QIEY Z2EZ0| 8t HE
Ol ZE =Xt LU0/0F BILILH

1.2. H3IXl M3 2IAE

- DC Power Adapter
- Quick Start Guide

- RS232 AlelZg 2& Aol

- olgy 2 2A AHols
- CHOI= CHHEILE

- Serial/lP Com Port Redirector,

1.3. Product Specification

ATEOS €S EZ&8 CD-ROM

2

=2
=

o1

My

Parani-MSP1000

OIY! QI mIOIA

RJ45 Ethernet HYEH S

AHESE 0l& 10/100 Base-T Ethernet

J8 2 RS IP =42 &

1]

SEA QIHHOIA

Bluetooth v2.0 + EDR
Class 1

Level: 17dBm
F=1}=: 2.4GHz

I 2 It Serial Port, LAN access over PPP, PAN, Dial up Networking

Sl Jts Ael:

DAT-GO1R Antenna - Stub(Dafault) Antenna  150m
DAT-GO1R Antenna - DAT-GO1R Antenna 200m
DAT-GO1R Antenna - DAT5-GO1R Antenna 300m
DAT-GO1R Antenna - PAT-GO1R Antenna 500m
DAT5-GO1R Antenna- DAT5-GO1R Antenna 400m
DAT5-GO1R Antenna- PAT-GO1R Antenna 600m
PAT-GO1R Antenna - PAT-GO1R Antenna 1000m
Point to multi point | MSP1000A:7 EE&A A
connectivity MSP1000B : 14 EREA oA
MSP1000C : EE258A &

HESRI3 Z2EZ2

IPv4, ICMP, ARP, TCP, HTTP, Telnet, TFTP,
SSH, https, SSL, TLS, DNS,
SCP, Syslog, NTP

MAMX UlH
=2c o-d

Web, Telnet, SSH, Serial Console




Power, Status, EthernetO, Ethernetl
Signal Strength, No of Connections

A& & 5vVDC
Ho M7 A2 oF 1.2A@ 5VDC

(=) R "
MR B3

H& AC-=cJi DC-OHEH

LAN 10/100 x 2
W& sE Jis
Ol 4/RS232C COM A&

gz AS25:0~50°C
BoR5:-30~85°C
S =: 90% Non-condensing
i) HE X2 (LxWxH)
203 x 170 x 44 (mm)
7.99 x 6.69 x 1.73 (in.)
A
MSP1000A : 14149
MSP1000B : 1432g
MSP1000C : 14689
ol= FCC, CE, MIC, Telec
COM port redirector | Serial/lP
A2TEQN
=& 23 J|2t 34

9| *:
E2EA v2.02 AFH J|ssS XIJELICH AFH JIs2 0/01 HZE WiFi 1HE2S AIEotXl &1
CE IHES MESE2EM WiFigt ERFA SEFHIS M09 282 =0/=0 0/8ELICHL
Jdeflt, AFHIE WiFit SFEAIL I8 8MH SAECIES ot 2Hs 22 otgLit.
AFHE X &5 2td9l Jisds =2 =ULICH &M & AAHS 52 Helu O
EHYNOI QUFY| 2t 22 s 8 RQI9 e WHEHEZ, AHEXDIE 24 AMAHS
HEo| 0l EXSHA ZAGHIE 2o FEELICH

10



2. Al &6t

2.1 &

CF Port
Power / Status [ Ethernet( / Ethermett

Mo of Conneclions
Signal Strength

Mo of Connections

Mo of Connections

Power
Input

Mo of Conneclions

Factory

Resel Button
Console Ethernet
Imterface Interface

& 2-1 Parani-MSP1000 2/

2.2. LED XIANIS

Parani-MSP10000ll= &EHE HEAIGt= O2{IH2 LED RXIAISO0l JASLICH HE 2-12 229 LED
NAISSe Jls2 BEHSLICH
H 2-1LED X/AI&E
Lamps Function

Ethernet Ethernet 0 Ethernet0 ZEN S&0| /US B FLELICHL

Ethernet 1 Ethernet 1 ZEN S&0| US B FHELICHL

Signal Strenath S Parani-MSP10000 2 & Us EFTEA NEL &S
Bluetooth 9 9 | oc= masLIC

No of S Parani-MSP10000l H2Z2&H U= ET[EA NE2 =2

Connections T AIELICEH
Svst Status AAEQl S&6tD A8 F=H1DF J/ALH sMoz2 HSELIT
ystem Power MNP0 2adp =Moz Mgl

11




2.3. otlEFO &HZE

2 H2ild= = MEIEXE

PIst X0 Parani-MSP10002 HZot= 20l OIoh &Y ELICH
- Parani-MSP10000 &S

HZ e LICh.

- Parani-MSP1000S Ethernet HIE AN HAAELICH

23.1. 83 HA

&3 HOI== Parani-MSP10000 HZ&LICL M0 EM4HCZ B=5HH, [Power] XIAISOl =
Moz FSELIL.

& 2-2 Parani-MSP1000 & & % Z&

232 . UER3 A&

o

OIS JH0I=2 &% 2= Parani-MSP10002| [Eth0] ZE0 SHZ&LICH OE 8% &2 0|4
HIEHAZN HZEO ANO0F LICH A0S0l JadHez HZE AL Parani-M
OlHY WERIAZY HBHE A= U3 20| LIEHZLICH

-[EthO] LED XIAIS2 HSHA 22BN OIS A2 S48 o

SP10001t

£E UE-ELITH

12



& 2-3 Parani-MSP1000 L4/EQ=F F0/E HZ

24. 843

Parani-MSP10002 X3 && 3= flet £ X YE=E M

e RS232 Alelg &

HE2 UWEKIN AZ5I| HOILt HIERZA HZ0| 2Itsg B0 Parani-MSP1000S &
Aot ™, ME WIIX0 M3 = RS232 Serial Console Cable2 AIE0t0 Al2lg 2&2 o
Zot &P == USLICH
o JAF Z2BE
FAXOA Oi= = A9 CHHOIASE Sol HYHSHIE JHots MEXNE 24 £=
SSH Z22/0|0E Z2]MS Soll Parani-MSP100022 ZY(ZE 23) 0|L} SSH(ZE 22)2
QIHHOIAE =D €EE I8 MEHE

OlZ2ol g2 = JYASLILH Hie s &4 MEX

9 : Parani-MSP10002 SSH v28F X/FEILICE AIEIE SSH v2E X/&56l= SSH =2210/9E

IS AFZ00F gL

o & QIEHIOIA
g BelRMZ Parani-MSP1000S

=
Navigator& 2 EHA0l & SN2
A= AESH 22 O A

7 ws Ao AEX QI HOoIA
MSP10001t 2&Hst 2= J

HHotHd=E &2 AMEXE Internet Explorer, Firefox

Parani-MSP10000il H2Z2& £ QUSLICH

0

|

|I-l

CIEIHIOl

£ HMNZ2ELIC <8, Parani-



2)
3)

4)
5)

6)

7

M

2 AH0IE9 &% 2= Parani-MSP10002

Mk
Hl
Im
==

18 2-4 Parani-MSP1000 A/2/&

ZE 022 UE 8E 22 AZ2X ZFRES Alelg ZE AZSLICH

Hyper Terminal €2 H0OIE Z2082 AsgUC. Osu 201 B0l Z=21089
AMelg 488 NEELIth

B 9600 Baud rate

B Data bits 8

B Parity None

B Stop bits 1

B No flow control

[ENTER] 212 SSLIC

AMEX OIS HARAEE 8Lt & =)Ist 82 Usd st

Login: root Password: root

ME8Xt= 219 0| CLI(Command Line Interface)Old Ci2St Shell SHHE AIEE
= UASLUICH CLI AFE0 28t TtMIEH LHEE 10.CLI QHHA E E=GHAID] HHELICH
editconf HENHE YHoIH Ot 22 HAE Hixw #235 242 AHHOAZ

SOIHH ELICH

[ root @/BP1000 /] # edit conf

Wel conme to MSP1000 configuration page

14



I M

=

=9 editconf Hlm ZZ20MA LIJID] &0l save 2F applyZ =S L &oH0
ctOIEHEE MEQ "L N2l 9oz MEELICHL L, A XDt
g=
A

-

Current Time : 7/14/2007 12:22:56 Serial No. : mspl000-test 1234
F/ W Rev. : v1.0.0 MAC Addr. (et hO) : 00:01: 95: AF: BF: DD
| P Mode (ethO) : Static IP Addr.(eth0) : 192.168.161.5

Net wor k confi guration

Syst em admi ni stration

System status & | og

CF card configuration

Moni t ori ng

Save changes

Exit without saving

Exit and apply changes

Exit and reboot
<ES(> Back, <ENTER> Refresh

-->1

© G2 =@ Ol o> @3 [ [=

8) HMZ2 IP =45 4&3F5t)| o, Hi= 1. Network Configurationg &EiEH
Ethernet 0 &322 XYELICH UERA &#F0 LHA Network Configuration=
SAX™ol0oF ELICH WESRA 430l S24HH MEXs €U/SSH HZ0IL & BE2IRNE

=
Soff M3l 22 = UsLICL

mo o

OBt

1. ETHERNET O (ethO) configuration
2. ETHERNET 1 (ethl) configuration
3. Firewall configuration

4. TCP configuration

<ESC> Back, <ENTER> Refresh

1. IP node: Static IP

2. | P address: 192.168.14.123
3. Subnet mask: 255.255.0.0

4. Gateway: 192.168.1.1

5. Primary DNS: 168.126.63.1
6. Secondary DNS: 168.126.63. 2
<ESC> Back, <ENTER> Refresh

2o S
SHOA O HSE 26t [Enter] 2|1E =21 Parani-MSP1000 Ltet0lE & &S| fI8HH
=2 HEYELICH 2 AN SHU =A0 Oet 228t Itet0IeHE 83 & LIC

FELICE BE I}
K0 A save &
a5t MIAlE E&F0] HELX FSLIC). 2110, apply Z&0] dE F0/oF HE &

é 0/ I-/EE/L/C}

15



242 0|0 HE= S

o

£33

AR 2EZ HBW E20tHH Parani-MSP10002| IP =48 20t0F &LICH Parani_MSP10002

ZJl IP =A== 192.168.161.5 &LICH S AMEXIE MBS IP =48 HET AIEX= E4
SSH T2 )&= 0|8otHU & EddRME 0IE6tH 2 = UsLILL =J MEX 0ISH
HAREE AlcIE 225 AHMIOIAL OHEDIINZ Gt Z&LIC

root : root

1) 24 /SSH &2

gyl / SSH QI HOIAN H25t)|
URISLICH M 7S a0 AIZX QHHO0IAZ SoJiH
8)NXIZ (MH2toF &fLICH

nE F ot

4100 A= HE 5)0AM E

2) @ F2

Parani-MSP10002 HTTP2t HTTPS (HTTP over SSL) Z2&E=E A& &LICH

Parani ™ MsP1000 SENA

3 Bluetooth
Bluetooth Access Point 9

User authentication required. Login please.

User [D: root

Password: T

login |

& 2-5Parani-MSP1000 & &Z2/° £9! 5t5H

16



Parani ™ MsP1000 SENA

Bluetooth Access Point 3 Bluetooth

Network
IP configuration ; :
TCP service configuration IP configuration

IP filtering configuration
Bluetooth
Serial Port Profile Ethernet 0 (ethD) configuration
CF card -
System administration @ static 1P _O EHER
System status & log 1P address |192.166.11.30

ke tatetics Subnetmask  [255.255 0.0
Apply changes Gateway :I_@I?. WEBH

Logout [168.126.63.1
Reboot

Primary DNS
Secondary DNS I_EB 126.63.2

Ethernet 1 {eth1) configuration

[ Save to flash ] [ Save & apply ] [Cancel]

&l 2-6 Parani-MSP1000 & 22/ st5

J8 2-62 Parani-MSP1000 & 22| QIEHHOIANAM Ze =0 ZEAlT= stHYLICH ot
Z0l 0= gtoF ASLICH s bte 249 €3 0

TT
EiotE 22to| zat? Ols O8O0 &8 200l
=
=

A
[Save to flash], [Save & apply] 2t [Cancel] HEO| M3&ELICH &8 Ha==2 HPst = [Save] E

SEOHOF BE WE0l HISZE N2z NEE

[
0

MEXE BHEE WES HEotd ™ [Apply changes]S &SEi6H0F SfLICH Ol dt2 M OtchE
Ol AUSLICH AHE XDt [Apply changes]E & &oi0F B E & &EB +==0| Parani-MSP1000 & &0l
B ELICH MEX= [Save & apply]E &Eiot BHEE 28= NEot] HEots A= SHE
aaigt = st

grof AFEIE BdE B 2SS MECHIE Jotkl #ES &2, [Cancell2 &Y =
AsLICL 2= #HE UWE2 FAEHD BHE JA A9 ¢t=2 A3 UL 0101 HEEAL
HEE HE WE=2 FAEKX EsULHL

243. 2R5A 2Hd HEE S& £F

Parani-MSP10002 =554 gZS Soil M32 £2& QHHolAZ E2ots Y-S oLz

PAN (Personal Area Network) X2t AHIASE HNSELICH AFZS A =
BXNE AF1D USH AEX= EFFAL AZS AMESHH NS =) €38 & = UsU
k2o BXE =9 gLt

17



1)

2)

3)

4)

5)

El

A HYHE Parani-MSP10000 2ot AIR. 0IHY! HOISE Parani-MSP1000 OfLt

2 ZREHO HZSHA OtYAIR.

SEA HA ATZEQHE 0IE6t0H Parani-MSP10002 2 A&t £ [Network Access

Point] Z2E=2S AMEGHH FHI0 HESHYAIR.
= 0

JgH2Z HAEHUASE &2lg = MEA BRES IP =4S Fo
=

P
P

>_

e

1

A AIR.
Parani-MSP10002 DHCP AMHBIE W&ot UsLICH cld, S20IHE FEO
10.0.0x IP =45 HOELICE. PANOIA Parani-MSP10002| =J| IP =4& 10.0.0.1 LI

Ol

g EdRMdU 89 Z2)HE 0/E6tH IP =24 10.0.0.12Z2 Parani-MSP10000l & &

18



3.UERZ €8
3.1.1P &3

3.1.1. Ethernet 0 (eth0) & A

AEXS UERZD SHO0A Parani-MSP1000E AtEotel®E ®&E8 IP =40 EQELICHL IP
=20 ESHIEX #2E B3R, AAE 22/X0A 22/6t0 Parani-MSP1000= I8t ==&t IP
=28 €Y 2sULL UWERIN Parani-MSP10002 HZotd®, 178 IP =40 AN O
stht= AMasS Eaoior LI

Parani-MSP1000 IP =2 &&F Al, AFEX= UsSl 22 242 Y Z2&EZ Z2 otLE

A
deig = UAsLITH

e Static IP
e DHCP (Dynamic Host Configuration Protocol)

Parani-MSP10002 =J| J|&2gt2 192.168.161.52 IP =42 2= STATIC IP 252 3T
AUSLICH H 312 242 2= IP 250 st €8 BHe-=== 20SLIC 18 312 AIZXIP

= o et an & Jle GUIE 2N

2

s

x
04

H31IP £& 5+
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

IP configuration

Ethernet O {eth0) configuration
@ staticlP O DHCP
IP address 192.168.11.30

Subnetmask  |255.255.0.0
Gateway 192.168.1.1

Primary DNS 168,126,631
Secondary DNS |168.126.63.2

Ethernet 1 {eth1) configuration

Save to flash ] [ Save & apply ] [Cancel]

Jg 3-1Ip &&
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3.1.1.1. Static IP =& Al=206}D1

MEX} Static IP FAE AIEE E 2, Parani-MSP10002| IP =49 2dE 2DE A8 BHAE
+==522 XN&OF ELICH 0lH48 H=a0le= IP =2, Subnet mask, Gateway 2t DNS serversSO0|
USLICEH 0] BUlAdE 012 20 XtAIoHHl TfE 24 LICh

F9/: Parani-MSP1000=2 A/AE0] AIFE Il £€&8& Z20 Ut HERFAZTE I8 L/

e |P address
Static IP= DIXMO0IHAM FAHO AlE Biso AgsS gLt 0 #
HESZR &9 X = =
MUAM &S A"EEtD Oste
HUECZ NRot SEoi0e &L

2F 10.xx.x &4/9 A= ISP (Internet Service Provider) 7 6 & 61 X/
ZECE B0 At&(Private) =2 2/L/CF. Parani-MSP1000E & &5 ZR0 Ltet e St
22 ZIS= Jof LOIHE 12 2= =+ RJ0/0F otd, 0/ 3% Fg8 ZHo IP F£L£Z

= =

SEoHOF EHLICE Zo1 P A& BN CZE XY ISPEFE 2oLt &g = AUSLICH

MEUlz 22 Xeld X, g 242 = S8 LAN &0 U= B2= UERZD SAEES

ol ¢ 4%, Parani-MSP10002 IH3!0| XI&g8t TCP/IP
22 UESfZa Z90 A=sXl A g Sofl elgucth =4It Parani-
MSP10001t =28 WERZI JA0l JUCH, S2lHQl F=A(Physical address)E SoiAd &HE

HAZELICH DX 22H =0 Il HOIEAOE Soft HZELIC

Jon

e Default gateway

HOIEROl= OE UWERIN S0Iits 7 IS o= UERIT ZELYLILH LEHHC=Z
UHERZ WA £= XS ISPHA EHEES MOicte EFEHE= HOIERO =EYLICH 222
HERI 2 He SAEQR Sdlot)| fIiA= Parani-MSP10000| J12 HOIEHOlI Z2FEHS
IP =45 ZO0toF ELICE HOIEH IP =20 O H&st E2= UWERZA 22 Ao

_ =
FHEAIR.

g

7 10

2

Ol

Ho

e Primary and Secondary DNS

20 E&8 BAIOIEE 2 =206t0A ofH,
(Domain Name System) AHUAH &1, 1 &
CHe WS AE6HH IP A2 HEAA SAJLICE Z=0el U2 sena.comit 2
A Z A2t g4lo 0|80 ¢ 2 O JI¥otI|ot O &=LULCH DNS A
[ UIZS TCP/IPOI HZot)| RAcH =it IP FAZ2 HEAIHF

>_
0o
oy
1M

Bl 2A0IESl H&st IP =401 CHotod DNS

ISot & MBIl E=eLIC. DNSe el

0
(@]
¥

Ol
T

re
ogr
2

=
= =2
e £
]

nr e ro

I> >
lo [

E Jigte &

=2
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SAE LUICH

Parani-MSP10002| DNS JISS A5t THQ W22 SAEN &g = JAEE 0l DNS
HA2 IP =42 &&5H0F &LICH Parani-MSP10002 Primary DNS server2t Secondary DNS
server Z& DNS MBS IP =45 &40t ZdHE HS&LICH Secondary DNS MBi= Primary

DNS ANHE A< = 8IS [ AFEoHD| <o XIZELICH

3.1.1.2. Dynamic Host Configuration Protocol (DHCP) AFZ3HD|

s8 SAE 48 & A2(Dynamic Host Configuration Protocol - DHCP)2 WIERIA &2l At IP
=40 gdsS X UERINN = 22ictn Usse = U ot S4 Z2E2LICH
DHCP= UIERIZ 22Xt IP F=AE SHENMN 2=0tD 2HIGHEE ot FFEIH G2
HEKI fAX

Static IP 259 &
HERK3 |/AXIZ 0]
DEUHM EEEHHE P F=A, ABU
=0z SFELIC DHCP= 299 P F=ADJF otLtel HEHOW UotH S&8 A2t Z,

“U0i(lease)” HES AIEELICH IP =48 Eot=ell 228 2= Bi+== DHCP At =HH0UA

=]
>
im
S,
im
40
e
v
zZ
wn
x
&
i
e
0
Ql
rr
0
rn
£
1

AAsez Z8EHH IP =20 AMSEHsE B2 DHCP Z2c0IHE FRHEE Olcdst H=2E
= AHLIC
DHCPE AIZot=E dFE/US E R, Parani-MSP10002 AIAEI0] AIZE HOICH WIERAZ &0l

DHCP RIS ZEELUILCH DHCP AH2 SHElle IP =42 HIXRGHH AEY 0OtAF,
HOIERIOl =2, DNS MH Z “CHH" Al2H0l Z& &0 JUSLICH Parani-MSP10002 =Al OlH
FE2E XAl o2l MEESLLC ‘"It 2t25 = &<, Parani-MSP10002 DHCP AMHHZ2H
“CHO” AlZtel &S QEEILICE DHCP AMBiJF HE s 521

S IP =22 SHE == USLICL DHCP ABHIE U HES SCl6HA 2= E2, Parani-

MSP10002 DHCP AMHZSRH MZ2 IP =2 & EXE ASELICL

F9: DHCP ZE0/A DNS AHE E&8H PE /EQT 2 Parani-MSP1000 H+= IS0 ZF
SZELICL

DHCP AMHl= UERZA 2RIt 22lotd A= IP =4 Z0AM IP =25 =
Ol= DHCP Z220IHE, 0IE =0 Parani-MSP0000| #=ZE MHOICH CHE IP
DHCP ANHOIA IP =25 HAGHH ALEXNIE MSH 2E& Parani-MSP1000 =

SfLICE. DHCP UIERAZWA IP =25 Hoted® 22X
MSP10002 ot =220 U= ctE AEFH0 U= Parani-MSP10002] MAC =S ZO0LO
efLIC.
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3.1.2. Ethernet 1 (ethl) & &

L]
S
>

Parani-MSP10002 S JH2l O|lHY =EE

D JUSLICH ArBXt= SEM 0lH Y (ethl)S
[Bridged with ethQ] LI [Bridged with pan0]Z2 && & =

e Bridged with ethO
ethl2 eth02t UESZD BelXz HZELICH eth0=22l HZ0| AW B2 UM ZB=2=
S ELICH etho2l AZ0l Z2HXAH Parani-MSP10002 ethOCH4l eth122Z T3S SHLICH
of S& ZE0A, ethi2 IP F4E= ethOlA AFE IP F=ALLICH ethOOA ethie=z2
HME0ILt ethlOlA ethO2 &0l LO0E [H, 012201 TCP AEN= OtFd J&= 0IXIX
2 OFOF S LICH

e Bridged with pan0

fIet UWERKZD CIHHOIAZ WERKZA EclN=Zz
EREA T=IHY(PAN,
=, ehtl2 S0l Parani-MSP10001t HZ &

=
ESl SHE = AsLICh

ethl2 Personal Area Network(panO)

A Z ELIC} Parani-MSP10002 ethlZ2

LAPSt DUN)S Sof HZ& SAEZ FHSELILHL
£ Z

SAES2

om
ol
2
e
1
ull
H
fn
fol
>
Im
i

3.2. & DNS(Dynamic DNS) & &

AFZ Xt MSP10002 DSL 2tolofl HAZotD{Lt DHCP &S AIEE A<, tHo Al2t0l B DtotH,
IP =40 HETAH ELICHL Ol4st HEE IP =40 st E2E & BRotd A= A2 =2
Hed2 LYLICH S8 2Dt Telnet S2 3 ZELUS Sof 1 SAEN ESotedse 22,
IP =401 HIAZACH =g HdHsS I g SLICH

=& DNS MHlA= UM S8 2HES HZot)| {8t Z2ES0I0, 6id ISP £= A0
M HBELICH. S& DNS AMHIAZE AIZSOZM, AIZEXsE IP FA2 HAN A0 SH
DNS MHOU S=E& SAE 0152 S MSP1000 Of & = USLICH

2BtM o=z MSP10002 Dynamic DNS Network Services(www.dyndns.org) 0l A M35t JUs SH
DNS MUIARHS XIELICH, JIEF S& DNS MHIA HMSEAe 23 U= 2HE2 AU Jl=
K& MOl H2SHAID] HBEEFLICH

Dynamic DNS Network ServicesJt M 306t= =& DNS MHIAE AIEotdAY™, AEX=E 159 3
2 NIC(Network Information Center — http:/members.dyndns.org) 0ff H&ES & &H0F &LICH ArS
Xt= Dynamic DNS Network Services Members NICO| £ ¢! & £ MZ2 S& DNS $AE &
A8 FIOIE = USLICH

=5

DNS &3& H%0A, =& DNS AHIADL JIsoltEE & &, AISXl= SS& Domain name,
User name a% PasswordES &GH0F SLICH A8 HE A2 #88 =, AFSXl= Domain

name 2'S A6 MSP10000i &X£& £ US

4

A
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Dynamic DNS configuration

Dynamic DNS Disable »
Damain name
User name

Passwaoard

Confirm password

Save to flash ] [ Save & apply ] [Cancel]

18 3-2 =& DNS &£&

3.3. SMTP &%

ANAE 270 HAIXDE SE =23 EAAHL U2l B0 HAIXDOF 28 B2 MSP1000 2
LICH. OIE oAM=, =58 SMTP A2

Email S22 Sof 0/2 22IT0IH L2 = & US
HF0| ZQELICH MSP1000 2 CI2DF 22 3JiX SMTP Al SES XRAELICH

® POP before SMTP
® SMTP without authentication

® SMTP with authentication

SMTP configuration

SMTP server |Enable +

SMTP server name | Mt yourcompany. cor

Device mail address user@_yourcompany.co

SMTP mode | SMTF with authentication w
SMTP user name user

SMTP password [T11]

Confirm SMTP password (eees)

[ Savetoflash | [ Save & apply ] [Cancel]

& 33 SMTP &%

34.1p EHE &3

Parani-MSP10002 IP %4 D8t ZEHYS SoiM A0 9= SAES M2 %S =+
ASLICH AEXE M0IE SBS 2FHORM ST 22 A2 2s & AU
X A S-IA

- 0" SAEST Parani-MSP1000° ol & [ A Off

_I
- EF3 IP FAE JIR © dlUe SAEDQ|l Parani-MSP10002 oY AUHIAN =g

4
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0 3
]

RO Mo

$0
-

U

or

t

P =

aq

Sk
=

$0
!

HEKAN Yqs SAEL0| Parani-MSP10002 oY MHIAN EZ2E £ QUL
SAEJ} Parani-MSP10002 diE AHIAN &E2E &= QUL

nn oA

FOJim

&S Telnet, SSH, Web ServerLt Al2lZ EE D202 HEASOZ9 22 MOUHE
datotHU HIZ2HEss = JASUL. & SotAl IP 2HE A#H0=s ORRE 2
SULICL (R2E ZAE0AM Parani-MSP10002

ICh)

H
mn
x
=
|>
He
=
o
e
H
Im
)Y
ry
o

-

IP 2HE 43 &2 2 B2 oile s &sLIth

Interface
Ol HERA 2HHOAE Soll AR0MH SH22= W20l ol IP 2HE A2 A& L
Ct. ethOLt pan0 = otLtZ &

Option 1t IP address/mask

0

IP 2HE A2S HE2g UERIHS SH 3AE HAE XNEELILL MAER=E IP =4
ot MEY OIAEESE Yot S SAEL S AE 1S Parani-MSP10000 E2& =
UEE 238 = UsLIL. FH SAES ASEXIt Parani-MSP10000 &26tei® &
SAES P F=a0F NEE MES! AL ZHoHoF &LICH S8 SAEDR HZ2E = U
5 ofddd, IP =20 S8 SAE IP FA MEUWN 255.255.255.2555 Yot
Option2 NormalE &Eoi0F &LICH 2= SAES H2E oIEctai® IP 42 MAEW
0.0.0.02 =0ty Normal OptionS &=t ELICL KHAlIet HEE2 H3-28 HFXoIYAR

Port

P ZEZ FEO0 HEZ TCP ZE HSZE XXSLICH 23(Telnet), 22(SSH), 8O(HTTP),

443(HTTPS) L= 220 Alelg ZE T2 NES ZE HSE XFE 4 USLICHL

Chain rule

& & & Optiondt IP address/mask =210l ool SAEIN A&EE Portlll 82004 &
=

M, ¥22 oIS 2d(Accept)2! X| & 2I(Drop, Reject)2 X1 E &

IP filtering configuration

Mo.Interface Option IP address/Mask Protocol Port Chain rule  Action

1 [ethd «|[Normal +[192.168.0.0/255,255.0.0 TCP |»|[22 DROP
2 [ethd «| Mormal + [0.00.0/0.0.00 TCP [+|[23 BCCEPT
2 [ethd «| Mormal + [0.0.0.0/0.0.00 TCP [«|[80 BCCEPT
4 [ethd «| Mormal + [0.00.0/0.0.00 TCP | |[443 BCCEPT
ethl | Mormal + TCP » ACCEPT ~ | Add

Save to flash ] [ Save & apply ] [Cancel]

J&g 341P EHE &£F
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H 3-20Option Z' IP address/mask X&/9 2/& 0
Allowable Hosts Input format Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192 168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.1.254 192.168.1.0/255.255.255.0 Normal
192.168.0.1 ~
192.168.255.254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert
3.5. TCP ANHIA &3
TCP MI&E0l & SAE HMUAM M8&F= B2, SAE TCP EZEQ lock-up2 ZXISH| <IoHA
HZ0l FAE0IA HIEMEOHA BS=ZEOUHOF SLUCH 0ledst lock-up A== 2 XIGHI|  <Ioh
Parani-MSP1000& TCP keep-alive Jl=s= HM3&LICt. Parani-MSP10002 WIESIZJL &S
keep alive=l0i A=Kl BOI5H)| <ol FIHCSZ MU SAEN IHAS MSELICH BHEO0I
oW MU SAEN OIM0 Ue "=z 2t=otl], i8S E=2otH ELICH
Parani-MSP10002] TCP keep-alive JISs= AtEotdH, AMEX= OSW 20l 32 HEE
S &oH0F & LICH
e TCP keep-alive time:
K& 2tel S&I0| e MEHOIA S0tLt Z0toHH keepalive THA! &S AIEE 24CIX O
£ ZHELILL V22 15=2 438D ASLICH
e TCP “keep-alive” probes:
HEBS 2L K Z4& e Xl (R E =elot)| ol @3 SAEN keepalive I3!S
F B0ILt ¥&Eot=XIE UEHELICH Jl2t2 332 8350 USLICH
e TCP keep-alive intervals:
keepalive TH3! &E2 Al2b 2tAS LIEHELICH Jl2&t2 522 4E8 50 USLICH
=& =) €8 M Parani-MSP1000 2 S4I0| 8l= AEHRH 15 =Jt Xt & 5 & 2AHALZ
3 3| keepalive I3!S M SELICH



TCP service configuration

TCP keepalive time 15
TP keepalive probes |3

TP keepalive intervals |5

Save to flash ] [ Save & apply ] [Cancel]

18! 3-5TCP keep-alive &&
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4.

1

2EA MF

4.1. General properties

Ol Ml =0lA Parani-MSP10002] E2&A &#HAHSE A HEHLIC

e Bluetooth friendly name

22S2 0182 TG Y

o

=l SHELICE “%h"0l= Host name A&NA X&EHE SAE
010l SHZLICH “%d” Ol= &8l IDJt WY S LICH
e Discoverable (Inquiry scan)
0l &&0| Enable =™ Parani-MSP10002 “discoverable” & EHDt & LICt “discoverable” &FEH Of
Me & HHI0A Parani-MSP1000 HHIE Z2ME =~ USLICH
e Connectable (Page scan)
0l &30l EnableT™ ParaniMSP10002 “connectable to” &'EiJt & LICt. “connectable to” &t
Bl = CHE ZUINA Parani-MSP10000ll HZ & = USLICH
e Authentication
0 430l EnableTl™ Parani-MSP10002 2/22| A& A0 ol Pin codeE R+ &LICH
Pin codelt L XIoHA 2™ HAA@S HAEESLILCH
e PIN code
RUHM HE QEAl 278 PIN code?t LXISt=Xl HIWGHHLE, HZ AT Al PIN codeE
LIEY I SE2Z ASELICH
e Encryption
0l £&0| Enable®™, Parani-MSP10002 2= EFFA AZ0 ol 2=3E X ELICH
e Available Bluetooth devices

Wael EFFA ZHle E28 ZAIELILL

General properties

Bluetooth friendly name %h-%d

Discoverable Enable
Connectable Enable
Authentication {for incoming connection) Disahble

Pin code (for incoming/outgoing connection) [1234
Encryption Disable

Display available bluetooth devices

Mo, name BD address
1 MSp1000-0 00:01:95:FF:00:07
[ Save to flash ] [ Save & apply ] [ Cancel ]

18 4-1 E=5& 4 General Properties
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42. & B2

Parani-MSP10002 3JtXl S& 258 JHXL UM, A [Helel EX0 %= & 25

et A EE &= USLICH

42.1. AP E2&

PAN, DUN1t LAPE X|&ot= EF5F A FHIJF Parani-MSP10002 S6t0H LANOI &2 = U
LICH

4.2.2. Repeater 2&

Repeater 2=& &&E Parani-MSP10002 J|=0| &XIE Parani-MSP10002] MU|A

=]
ol =282 XY 82 MblA 3 XG0 HoldMe SFFA FXE HZ2E = UEE Parani-

MSP10002 SHIJI &= gLICH

Fepeater
/" MSP \

18 4-2RepeaterE 0/838 ESFAL &4/

Station MsP+

422t 20| HA20ILt 222 2ol 82 XNH0l M= BR20 Repeater 252 &3
Parani-MSP10002 =JI2 &XlolH 22§A AXA 2UE HOIHE 25 Stationo2 Mg
4 UASLICH Repeaters £ & = Parani-MSP10002 UWIERIAE HZGHA 2£0t% Station=2 Sot
LANOI E2g & USLICHL

o>

Parani-MSP10002| Repeater 2=E AIEdIA ™, AIEX= GOS0 20| 4042 HE A FOOF

gLICH

e Station BD Address

e LocallP



o Netmask

e Gateway

Operation mode configuration

Q &p

) Repeater
Station BD Address |00:01:95: AA ADED

Local IP 10.0.0.10
Metmask 255.0.0.0
Gateway 1.oot
O station
[ Savetoflash | [ Save & apply ] [Cancel]

& 4-3 Repeater 2 & &
4.2.3. Station 2%

Repeater2 & & & Parani-MSP10002 2 2H &g 22 HOIHE AR= MSELICH otLtel 2
SEA =9 7S RepeaterE HZEE =+ UL, Repeaterffl &£ CHE RepeaterE HEE ==

l:lAl:lL'ltl-
4.3. AP MHIA

Parani-MSP1000 PAN(Personal Area Network) ZZ1T}2l, DUN(Dial-up Network) ZZIH 1}
LAP(LAN access over PPP) 21} 2 £ X|R&LICH. PAN, DUN1II LAPE XIRdte =324 &b
&= Parani-MSP1000= S0t LANOI &2 = UsLICL

AP service

Private address Class & (10.% X.X/255.0.0.0)

b
PAN (Personal Area Netwark) | NAP(Network access point) v
DUN {Dial Up Network) Enable «
LAP (LAM Access using PPP)  [Enable «
Port forwarding
Mo.Local port Remote IP Remote port Protocol Action
UDP » Add

Save to flash ] [ Save & apply ] [Cancel]

18 4-4 SFFL AP AHIA



431 At =4

Parani-MSP1000=2 PAN, DUNII LAP HZ0AM A2 F=AE AIZELICH. PANOA  Parani-
MSP10002 DHCPE Edll IP =4AE &H0otd, DUNIH LAPOIAI= Internet Protocol Control

Protocol (IPCP)E Sdll IP =AE Y&

e 10.0.0.0~10.255.255.255

AN == OS st

H 4-110.xx.x00 OfSf= =4

10.0.0.1

Reserved for Parani-MSP1000

10.0.0.50 ~ 10.0.0.99

Reserved for PAN connections

10.0.0.100 ~ 10.0.0.200

Reserved for LAP & DUN connections

e 172.16.0.0 ~172.16.255.255

H 4-2172.16.x.x0/ 0fetE F4

172.16.0.1

Reserved for Parani-MSP1000

172.16.0.50 ~ 172.16.0.99

Reserved for PAN connections

172.16.0.100 ~ 172.16.0.200

Reserved for LAP & DUN connections

e 192.168.0.1 ~ 192.168.0.255

H 4-3192.168.0.x01 0ff &= F4

192.168.0.1

Reserved for Parani-MSP1000

192.168.0.50 ~ 192.168.0.99

Reserved for PAN connections

192.168.0.100 ~ 192.168.0.200

Reserved for LAP & DUN connections

i

0

P =2

un

AtE

ot

20

rr

MR [AX &

=20 U

flo
rr

IP =28 MEHOF ELICH

4.3.2. Personal Area Networking (PAN)

e Disable

Parani-MSP10002 GN £= NAP AlHIA

e Group ad-hoc Network (GN) Controller
Parani-MSP10002 Il &
e Network Access Point (NAP)

Parani-MSP10002 J|& UIERZA(LAN)I ==F&

SelXIEZM

S ELIC

4.3.3. Dial-Up Networking (DUN)

ool B2l UWERI(E

£ SHELICL

A
A
>
=
K

bE
E
H
N
i
{4
S
oo
C
Q

>
i
o
=}
e

m
=
=}
10
2

I
=
]
{0
o
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0
il

0 &30l EnableTl ™, Parani-MSP10002 2I22 =FE&A AZN ol DUN Z202 =S Al
LICt.

4.3.4. LAN Access over PPP (LAP)

0
]

0] €30l EnableT ™, Parani-MSP10002 222 SF&A HAZ0H O LAP Z20e2 A
LI Ct.

4.3.5. Port forwarding

rn
01
>
HU
o
o
o

Parani-MSP10002] £E& ZEZ S0H2= OO0IHE L£OUE MSP1000 2 Lt

= UsLICH

Hl

E Y 28 o9 A B2 20l s €sUt.

40

Local port
Remote IP

Remote port

Protocol

4.4. FTP & &

Ol HI=0AM Parani-MSP10002 =225A FTP AMHE & &3&HLICH.
® FTP service

0l 30| EnableT/™, Parani-MSP10002 =8&

>
ol
_|
o
x
=
i
s
02
1o
-
O

® Base directory
FTP MBS HI0IA ClN&Ee|E & LIt
User space : /usr2
RAM : /mnt/ram
CF card : /mnt/cf

FTP configuration

FTP service Enable

Base directory  User space

Save to flash ] [ Save & apply ] [Cancel]

18 45 EEFA FTP £&
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4.5. Connections

S Parani-MSP10001t 2FS O &l

g2 3 &sLUCL
e Inf
=25 A CIHHBIOIA

e BD address
A BD =4
e Device name
2 A Bluetooth &H|2| 0|

e LM

Parani-MSP10002| & &EH(Link Mode). M2

LICH
e RSSI&LQ
RSSI 2t Link Quality(LQ)= 4l

f& S4&2 10m Ol LH Ol

_|

Connections

PAN connections

Mo, Inf BD address
a1 hci-0 00:09:00:50:4B:94
LAP & DUN connections
Mo, Inf BD address
11 hci-1 00:09;00:30:49:02

SPP connections

Mo, Inf BD address
11 hci-0 00:01:95:06:1E:EE
[ Refresh | [ Disconnect

s
Z=2 Parani-MSP10001 EF&A Z
NSRS

Ch LQD

Device name LM
LEECOMZ I
Device name LM
JOKER I
Device name LM
PSD100v1.1.0-061EEE I
=
g 46 SEEA 01F FE

32

OtAE{(Master) S&=

RSSI

R551

RSSI

28012 (Slave) = 20|38

b 2550 Jt20
20| ottt A= 201 LICH

RSSIJF 001 I+t

ﬂHO



.U_ OI (SPP) /\-|I-|

Aclg Z2E Z2mtds NJote 28524 HHl= Parani-MSP10004t HZE == UL, TCPIPE
Soff 3 SAEQ HOIHE =1 &= = UsLICL
5.1. Pairing mode
Chs2 S& 24 S0HA 88 = AsU
e Disable
SPP AMHIA= HIZ&3HE LI
e Connector
Parani-MSP1000= 22X 2l ESFFA HHIE ZMe & ZJAME THISZ HEBES AIHELICHL
Parani-MSP10002 2/R°2 HZ RFES LOtS0/K= EsULICH
e Acceptor
Parani-MSP10002 E= 2/F EF5FA 4|9 & RFE Z0t=LICH Parani-MSP10002
e EFFA HHIZ HBE AMTotkls EsULt
e Custom
Parani-MSP10002 SS& E2F52A ZHI2 SAEULLC. AMEN=E EFFA HHIS BD =4
@t 222l Pairing ModeE & & 0F &LICH
Pairing mode configuration
O Disable SPP disabled.
O Connectar Initiate connection to unspecific devices,
Scan interval (over 30 sec.)
Scan mode
Inguiry access code Ox
Remote device name
O Acceptor Accept connection from unspecific devices.
() Custom Initiate fAccept connection to/from predefined devices,
Save to flash ][ Save & apply ] [Cencel]
72/ 5-1 Pairing Mode
5.2. Pairing mode - Connector
Parani-MSP10002 Scan intervallil &&8E Al2t 2HADICH 2X 2 =FFA HUHIE JMot0 444
= HHIZ2 AZE ATELICL €8 Jtset &8 = U3 ZsLI0H
e Scan interval
Parani-MSP10002 0| Al2t 2FA(ZEHR)0ICH Ol=28 =FFA HHIE JMELICH 0 a2
Parani-MSP10000| A &HIE ClAlGH=0 228 AlZtS 20I=LICH



Jp

FO R =2 A2t 2HE 2 HI0IEH S/
e Scan mode
Parani-MSP10002 IAC gt &2 0|2

|0

==

ald

2
=t

e Inquiry access code (IAC)

=2 =2 g +2 AsLICh

10
i
8l
Am
I>
N
E
i
Y
z
gﬂ
I+
0
)3
°
o

IAC= 16&!+==9e8b001t 9e8b3f2| HP L0 ANOF ELICH HE=22 =54 HHle ¢
BEM Ol |AC (9e8b33) 22 H&HL0 UASLICE Parani-MSP10000| EFSA UM HZ2E =
UL HH, EFEA HHIQ IAC= LBHAQ!I JACOIO{OF SfLICH 2L, IACIOF ZEHAE QI JACY
Z % Parani-MSP10000| U =2 =254 FHIE Mot 0 22 = 88U He &
Mot gdg =5 QASLICE 0le SME Lokl ?IohA HSHEQl IACLE AFS X E2l IACE
AtZote FAYLICEH Ol LEHHOIX &2 IACE AtEotel®, Parani-MSP10000| &1Z 6t

e Remote device name

Parani-MSP10002 O|E0] && & 222 Al&ole SFEA EHHIE HMEIH AZ SLICh

5.3. Pairing mode - Acceptor

0z
o
n<
(=)
uin
1K)

Parani-MSP10002 2 E 28 =25 A &H|9 H& 2

5.4. Pairing mode - Custom

Parani-MSP10002 sS5& =2F&5A U2 S&ELICH 0 2$As
o

S ZE ZF0A OIROELICH XAS WS
55. ZE &3

ZE &3 Paring Model T2t M2 C

i
[m] ‘IU:
=
ir
i
.
ikal
-
[

55. ZE &= HFLolHAL.

Port pairing mode Ol 2t

Logging Oil == Pairing modeJt Custom2 Z <02t AtE Jts&LICH

Port configuration

Port pairing mode

Port pairing mode

BD address of remote blustooth device
Frame buffer

Service category

MNetwork service

Miscellaneous

Save to flash ] [ Save & apply ] [Cancel]

Jg 52 ZE &%
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5.5.1. Port pairing mode (Custom mode only)

Port pairing modeJ} AcceptorOl 3, Parani-MSP10002 EF&A HHIZ2HS HZE QAS JIUHE
LICt. Port pairing modeJt ConnectorO| 2, Parani-MSP10002 =22&A &Hlg A& 2 AMETEUCTH

5.5.2. Service category - CLI

iz
>

PNy
=}

Hlet HZ0l T Parani-MSP10002 CLIE HMIS&LICH 0l 58S 0l
clg H0I=8L0l CLItl E2E = UASLICH

0p0

GHOl AIAEY

=2
T T

cl At

3!
rr

Al

Port configuration

Port pairing mode
Service category

service category | [SEEEG_G—

[ Savetoflash | [ Sawedapply | [ Cancel |

_]& 5-3 Service category - CLI
5.5.3. Service category - Network

EFFA HE0| 0IF0XIH, Parani-MSP10002 S=& Network serviceS AlZ&&LICH Network
serviceJt 2ct0IAHAEOIS, Parani-MSP10002 282 H&Z = AS&LICH Network servicedt At
2 FR0l=, €&3E TCP ZEUNAN AR22H ¢H& RFS JIUEUCLH 0 M TCP ¢2&Z0l 0IF
HXIH SSPZREH =48 OOIE= TCP/IPZ MYE5t TCP/IPERH =48t HOIHE SPP=2
MG LICH 200 OI&r2l Network serviceS SS=0otH 21212 Network service= S8 M2 S&g

LI Ct.

Port configuration

Port pairing mode
Frame buffer

Service category

Service category (e
Network service

Miscellaneous

[ Savetoflash | [ Save & apply ] [Cance\]

_1& 5-4 Service category - Network

35



5.5.4. Service category — Serial hub

Serial hubh 2= SAE 80| Parani-MSP10002 Eoil ParaniSD(EE&A &X)icl SAE =
Uqe s& 2E ALICH Parani-SD= 1:1 S4I0| Jtsdol AH0I2 UXM 2852= A E&0| Jts
SHXI2H, 1:N e

SENE & == Q&UCH Od2U Parani-MSP10001t Parani-SDE & Al
o
TT

A10] Jts0ot0d, Parani-SDE AIE0tE2ZM 22 = U= HALS

Z9/: Serial hub Z =& Pairing mode Jf Custom & L0/8+ JISELILL

Port #1 configuration ©

Port pairing mode

Service category

Service categaory |EEREINE
Serial hub

Logging

[ Savetoflash | [ Save & apply ] [Cancel]

_]&' 5-5 Service category — Serial hub

5.5.5. Frame buffer

s s8 SN 88 = UAsLICL

Frame buffer JIs0| HI&24d3stE LICH. Parani-MSP10002 SSPUIAl &2 OIOIEE JIss&tst
el A SAEZ SWHLICH
o Fixed size

Parani-MSP10002 %=

AlEl OIOIES D10 €80 01 MMXl JICHE LICk

e Timeout
Parani-MSP10002 =4I HI0IE 2 2D|Jt Fixed sizetl &&& 3210 0I2HL} TimeoutOl
SFE AIZ2H0l Zte ALK JICHLICE TimeoutOl 022 &SXF T M Timeout2 AISEI X &
SLICH

e Delimiter
Parani-MSP10002 ==4l& OIOIE 2 32710t &F& 3AJI0l OI=2HLE TimeoutBl& & & Al2t0|
Z ot HLE DelimiterJt ==& MDAl JICHELICH TimeoutOl 022 A& & Timeout2 ALE
S/ Xl &L
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e STX+data+ ETX

Parani-MSP1000=2 ==&l& Ol0IEI2l AJ1JF €& & AJI0 OI2HLE Timeouttl& &= Al2+0]

0o

ZotHLE STXZ Al&oS
&S AR JICHLICH

e STX+data+ ETX + wildcard-characters

D ETXZ2 ZuU1 XN&EE 3J12 Wildcard 2XE &
OF A

TimeoutO| 022 Z&EH Timeout2 AIES Xl &

-

| Ct.

—v—_,_

et GIOIE It

Parani-MSP10002 ==&l= GIOIES A0 Z&& AJI0l Ol2HL Timeout®l £ &= Al 2t0]
ZUStHLE STXE AlEGHLD ETXE ZULt= OI0IEIt =& WK JICHE LICH TimeoutOl O

oz AL M Timeout2 AS S X 2SLICH

Port configuration

Port pairing mode

Frame buffer

Frame buffer mode ST + Data stream + ETX +wildcard-chars, Max
Timeout [0
Max, Size 1460
5Tx 0402
ETx 0403
Length of wildcard-chars |1
Sarvice category
Network service
Miscellaneous
[ Savetoflash | [ Save &apply | [ Cancel |

18! 5-6 Frame buffer & &

5.5.6. Network service

SdEJIsE sE2 U3l 25U

e Network service mode

= &8 Mode= server, client?t tunneling 12l12 vertex 2 LICt Serverdt &S Parani-
MSP10002 2/F2| HZg DICIHHLICE Clientd Z< Parani-MSP10002 0|0 Hol= &

SAEZ HZEZS AMNEE

MSP10002 229 HAS JICI2lXIeH SSPUIA OIOIES £4AIME [ 222

OI2U XX &2 AMEHH Parani-MSP10002 Client 2EXg 22 SAEZ HAS ATE L
o

O TCP HZEZ Oeiife =S54 XY S4E = AsU L

Ct. Vertex 2E= oLt
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Network service configuration

MWetwork service mode

Service protocol Telnet  w

Inactivity timeout |9 {1 ~ 3600 sec, 0 for unlimited)
Local port number 7000 (1024 ~ 65535)
Authentication [Disable
Users allowed to access { [user], )

[_Save to flash | [ Save & apply ] [ Cancel ]

1&' 5-7 Server mode

Network service configuration

Metwork service mode

W
Service protocol -
Inactivity timeout 0 (1 ~ 3600 sec, 0 for unlimited)
Primary remote host [192.168.161.5
Primary remote port 700
Secondary remote host 192.168.161.5
Secondary remote port | 700
Lser name root (optional)
Password root {aptional)
Periodic connection 180 (sec)

When bluetooth connection is established | Initiate connection

[ Savetoflash | [ Save & apply ] [Cancel]

&' 5-8 Client mode

Network service configuration

Network service mode NTERENREE v

Service protocol Telnet v

Inactivity timeout a {1 ~ 3600 sec, O for unlimited)
Local port number 7000 {1024 ~ £5535)

Remote host 192.163.161.5

Remote port 7000

Savetofiash | [ Save &apply | [ Cancel |

_7&' 5-9 Tunneling mode
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Network service configuration (4]

Netwark service mode | Verex v

Vertes port [Fooo v

Save to flash ] [ Save & apply ] [Cancell

7&' 5-10 Vertex mode

Service protocol
Network service modeJt Server £= Client2 [, RawTCP, SSL, Telnetdt SSHS2| T2 &2
S deE = UASLICEH Network service modelt Tunneling2 Z<0l= RawTCP2t SSLEF &
S 8LIC

Inactivity timeout

Inactivity timeoutOll & & AlZ2tS0F HIOIE 2 #B0] e, WESRA M&0l E=2& LI
Local port number / Base port number

Network service modeJt Server L= Tunneling2 32, AR0A A& RES & TCP
HSE XIAMHOE &LICE Pairing modelt CustomOlctH, AISXt= 222 SPP A2 (f
Local port numberE & &oH0F &LICt Pairing modeJt Acceptor{Lt Connector &2,
HZ=2 SE01J| 20 AFZ X0 222 SPP HZ 0| U8t Local port numberE &3
= U&LIL 0] 8% Parani-MSP10002 Base port numberE J|EZ2& TCP ZE H
=

&t &FLICt. Base port number0ll Al & Base port number + 27 AO|2] LE BiSI} &Y

Q2 H
e m

9]
)

P

ue!
fO

o ok

=
=

uor

[t

LI Ct.

FO. TCP ZE HZII ZHLX Z== HOFELICK JtsSotE & Z2od HZE Ho=
AEOSIAl Ot&AI L. Base port number £ & & & [ff, Base port number 2/ Base port number + 27
AFOIC] ZE BS99 [fE Network service of SEZ/0AH= oF ELICH

Authentication

Network service modeJt Server2 &<, Parani-MSP10002 QIR ZRH2 H& QAAl 2190l
£ QTAELICL AISX 22l 22210 AHSE MEX HES

Users allowed to access

Of &Z0IM S=&E AMEXLH0l Network service2 21218 &= USLICL
Primary/Secondary remote host & port

Network service modeJt ClientLt Tunneling® &<, Parani-MSP10002 0| &E0A S=&
SAEZ HEES ASELICHL

Username & Password

Network service modeJt ClientO| 2 &2 SAEDJ} Parani-MSP10000IHl 210182 P& &
<, Parani-MSP10002 O{J|AN SE& HE2=Z 20212 AISELICH ASX 0IS0ILE THA
CI EFEH UK Z2H Parani-MSP10002 =122 AMESHA 2&LICH
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e Periodic connection
Network service modeJt Client2 [, Parani-MSP10002 OiD|0lA AXE Al2F 2HADICH 21 2
£ AZ S AMEELICL Periodic connection0] 02 &<, Parani-MSP1000=2 SPPZ%H OIO0IH
£ &40k Etkles HZS AEoHAl #sLICH

e When Bluetooth connection is established: Initiate connection or Do nothing
Initiate connectionO| A& &E &, Parani-MSP10002 E8&A AHZ0| O|RX= SAl &2
AEZ HAAZ AZELICH 124l Do nothing0l HEiE Z2, Parani-MSP10002 SSPOIAM O
OIEDt &g WILKl JICHE LIC.

fol

e Vertex port
Hefhel 254 EX2
EJt 2IAE "HZ M3

=

—

2ALICH Vertex &80 A FOtst
SLICH

Hﬂ
OII
]
fol

o1 st TC

P
e deig &

E 0
OII
mlm
o
20

, A&
5.5.7. Logging (Custom mode only)

Pairing mode (Port pairing modeJt OtLI2HJt CustomO| &, Logging JIsS AIE2E £ USLICH &
& Jisdt = U3 28U
e Activation
0l &30l Enable®|® Parani-MSP10002 SPP HZ2 =1 2= HO0IHE JISotIl AIRE
LICF.

e Log location

HOIH= HXRelLt CF HIZ2I(CF HZ2edt 2d AS ZR2)0 JISE = UASLICL JISEH=
HI0lE = portlogs/the_ BD_address.log 2= 01522 W ol HMEELIC

e Data stream to be logged

e Logging mode
GIOIEDL HiolHel 2E&= ZEEoHA &1 &8 = U= HAENCZ JFHENH U=s B2,
TextS «&otH FLICH. dIOIEIL Hioldel 2ZEE ZEotl U2, Pure binary L=
Readable binaryE «l&g = USLICL Logging modelt Readable binaryOl®, Parani-
MSP10002 Hi0ILHel CIOIEHE ®AE HOIHZ Hetset £ HEELILCH

e Reduce the port log file [ Time to reduce the log data ] to [ Log buffer size ]
AAE 270 AZ2DHeE WR HZd= SEEHH AIl W20 AMAE 2= 3AJIE
Z0F=0{0F ELICH. Parani-MSP10002 AlAE 272 ZE Z1E22Z 16Megabytes
HZ2E It JASUC WS HZeldt IS X AIAE 20= O 01y JIEE =
s LI

H 5-1 JIEE&E HO0IHE £0/= Al

Every month | First day of every month 00:00:00 AM
Every week | Every Sunday 00:00:00 AM
Every day Every day 00:00:00 AM

Every hour Every hour 0 minute O second exactly
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Port #1 configuration ©

Activation

Log location

Data stream to be logged

Logging mode

Reduce the system log file size |Every month @ to ‘SD KByte.

Display port log

= A

[ Savetoflash | [ Save &apply | [ Cancel |

—J&/ 5-11 Port Logging mode

5.5.8. Serial hub

Serial hub= Pairing modeJt Customg Z<0I2t & JtsoliH, HZ IJisst EFEFA
BD =40t 2|AE HEHZ MSELICH
Port #1 configuration ()

No.

Ll

|—— Sslect device - v [ Remove |

[ Saveioflash | [ Save&apply | [ Cancel |

&' 5-12 Serial hub &&
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5.5.9. Miscellaneous

e 7-bit data emulation

0l S42 Parani-SD Al2|X2Ut Parani-ESD Al2lX2 &M A2E M |2&LICt Parani-

SD/ESD Al2lx= 7-data-bitsS XI06tAl LSLICH Parani-MSP10002 Parani-SD/ESD Al 2|
X Al 7-data-bitsE X2l &HLICH

Z9/: 7-bit data emulationE A/&5F2 &, Parani-SD/IESD O HZ & Al2/& Z&'H/JF Odd, Even
&&= Space IH2IEIE X/&offOF &LICE (BFHH 0] Parani-SD/ESD = No Parity & && &/LICL) 7-
bit data emulation &&= Not-parity 2t & AtELZ/0 & = SSLICH

Port #1 configuration ©

Port pairing mode
Frame buffer
Service category
Network service
Logging

Miscellaneous

[ Savetoflash | [ Save & apply ] [Cancel]

& 5-13 Miscellaneous & &
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5.6. Vertex &3

ol
°c
1o
—

CPp SiZ=2 0ol =554 X2 Sdotll fst 238Ut 238 Jts

Gt 2sLICh

re

rig
oy
g

AL
T

rr

Vertex port
e E85A X S4IoH)| {8 TCP ZEYS ALICH

e |nactivity timeout

0z
ul

Inactivity timeout 0l & AZ2+SoF OIOIE2l 8&0] 8leY, UWERD MEO S=ELILH

Vertex configuration

Ma, Vertex part [nactivity timeaut action

:
Bdd

Savetofiash | [ Save &apply | [ Cancel |

&/ 5-14 Vertex &%

5.7. Connections

M Parani-MSP10000l H&TZ0 U= SPP & HEE ZAIZLICL 229 #H==01 st 89
2 s ZsU i

e Inf

FSEA IHHOIA

e BD address

22 BD F4

e

e Service description

SPP A& 2teA= Network service® EEJF EAIE LICH

Connections

Mo, Inf BD address Service description
(d i hci-1 00:01:95:07:3C.E7 Listening on 7000
O 2 hci-0 00:01:95:06: 1E:EE Listening on 7001
[ Refresh | [ Disconnect

_J]&' 5-15 SPP connections

5.8. Monitoring (Sniffing)

Parani-MSP10002 ClHZO0ILI X822 IXE Monitoring (sniffing) JIs2 HMI&LICH ZE
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W

}
$0
H
Ju
%
ithi
C
o

Monitoring2 AME X SPPZ F1 2= HIOIEHE 2HA

ILE Monitoringtll &20te{™
1) TelentOlLt SSHZ Z& 2|2 I 2ELICL
2) Monitoring 05 &E&45t1D SPP connections HIwE &8st & 2AI6Hel D ot o2&

e LICH.

Wl cone to MSP1000 configuration page
Current Time : 8/26/2007 06:55:14 Serial No. : MSP1000- 00001
F/ W Rev. : v1.0.0 MAC Addr. (et hO) : 00: 01: 95: AF: BE: 11
| P Mbde (ethQ) : Static I P Addr.(ethO) : 192.168.11.30
Net wor k configuration
Syst em adni ni stration
System status & | og
CF card configuration
Moni t ori ng
Save changes
Exit without saving
Exit and apply changes
. Exit and reboot
<ESC> Back, <ENTER> Refresh

© e = @Ol > 0 =

Wl cone to MBP1000 nonitoring nmenu
Current tinme : 07/28/0107 16:03:36 Serial No. : mepl000- t est- 2
F/'W Rev. : v0.0.1_0827_1 MAC Addr. (ethQ) : 00: 01: 95: AF: BE: 11
IP Mode (ethO) : Static IP IP Addr. (ethO) : 192.168.11. 30
1. System status
2. Bl uet oot h nei ghbor hoods
3. PAN connecti ons
4. LAP & DUN connecti ons
5. SPP connecti ons
6. TCP connecti ons
<Ent er> Refresh
o> 5

No. BD address Devi ce nane LM RSSI LQ
1. 00:01:95:06: 7C.4A PSD200v2. 0. 0-067C4AA M 0 214
2. 00:01:95:05:CB:DF PSD100v1. 1.0-05CBDF M 0 214

Enter a command, avail able commands are as foll ows:
dc [index] - disconnect the connection
---> 2
Sel ect data streamto nonitor:
1. SPP ---> TCP
2. SPP <--- TCP
3. SPP <--> TCP
---> 3
Sel ect noni tori ng node:
1. Text
2. Binary
---> 2
Press 'Q, to exit
Press SPACE, to stop
Press ESC, to nenu
<16: 04: 30, SPP -> TCP>
0000h: 61 73 64 73 61 64 73 61 64 73 64 61 73 61 64 ; asdsadsadsdasad
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<16: 04: 30, SPP <- TCP>
0000h: 61 73 64 73 61 64 73 61 64 73 64 61 73 61 64 ; asdsadsadsdasad

FO. Alclg ZES [LOH 8% £o= SF52L LO0IHE 2AloPI0ls U2 =210 20

Al2lg ZEE &5t 4% WF0lAHE EZE Monitoring /S HEoHA ZSLICH
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6. CFcard &&

Parani-MSP10002 E&AMHS
SO XN&ELIChL
- ATAJIDE fixed disk card

ATA/IDE fixed disk cardE 22 =, Probe HE

Format HES & &

r%

CF card configuration

Currently configured cf card
Model name

Mounted on

Filesystem type

Avaliable space

Used space

Format CF card

?lof CF 2t

AL
S

o
=d
0p
ol
I
$0
>
-
fw)
[m]

S 2JtA =€2l PC It

ZE 2] NEE = UAsUT. 28 It

ANESCZM 2A8E 280 2Zots AlclZ ZE 80l Parani-MSP10000i 2 2|(out-of-

FSLICH 2ef =0 o0l =0 UK &

= [@}uz]

= |_
= Probe HES CIAl S&LILCEL Parani-MSP10002 EXT2%2 EXT3 12l
VFAT It AIAEE2 25 X[IJELICH

TRAMSCEMND TS2GCF120
Smntfef

exte

1884124

13044 khytes (6.92%)

S

& 6-1 ATA/IDE fixed disk card &€&
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6.2. 28 JI& &£&

MEX=E PCHA 2ES Sdi Parani-MSP100022 H &
A0

T o

| S, IHARE, Authentication method, Remote / Local |

CF card configuration

Currently configured cf card

Model name CompactModern S6K
Usarname pppuser

Password (new)

Password {confirm)

Authentication CHAP/PAER %
Remote IP 17216052
Local 1P 17216.051

Save to flash ] [ Save & apply ] [Cancel]

Jg 62 248 JiE £F
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7. A|AE 22|
7.1. SAE 0|8
Parani-MSP10002 22| &2z 1R

Host name configuration

Host name M3P1000

Ol§2 Jt&LICH

Save to flash ] [ Save & apply ] [Cancel]

8 71 2 AE 0

7.2. AFEXH 2l

= A
o 2o

Parani-MSP10002 AtEA Z2IY |2 010l UE JIs0l et 8% Jisds 22gu
Ch ALEX S8 2 MR HHl= root, adminit user2 LI Ch.
root?t admin J1§& Parani-MSP1000 €& 2 211 £ == Y= ¥F dSES ASLILH root= &0
d2g == Aes BtH admin OS2 &0 82 == 2= 240l XMOIFLLICH user 1S 2 Parani-
MSP10002| &= =8¢ == U= HS0l S0 X JHIHeIel IHARIERE =38 = USL
Ct.
AMEX 0180 HARKES BE )| €32 Us £sLIth
System Super User
Login: root Password: root
System Administrator
Login: admin Password: admin.

User management

Mo. Llser name Group

root
admin
user

oo

Add

Remove

root
admin
user

g 72 AMEA 22
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7.2.1. AtESX =0t

1. Add HHES 2= &LICHL

2. ArEX O0lS(User ID)E S ELICTH

3. AEZX OS2 adminOlLt user SOIAM SE4ELICEH
4. Submit HES 2 &UIC

7.2.2. AFSXF KA

JIE ANEBXE HAHGHAS
1. HMAHGHAH AKX MARAE MIASLICH
2. Remove HEZ S &LITH

g

F9 root AFEXE HMIAHE + &L/

S HEGAHH
1. AEX 0l&(User ID)E S 8tLICH
2. AFEX 018, 08 = MAREE =FELIG
3. Submit HES 2= &LICHL
7.3. 20t

Parani-MSP10002 & A& (HTTPS)2t SPP2| Network ServiceOflAl SSL1F TLS Z2&EZ2

SfLICH SSLit TLS Z2EE=2 S A, A J|(Private Key)2t Al2I& &= U= 2ISI20IA
et QISASE JIet2E S&AELILL Parani-MSP10002 IEAME uWHol= YEHE MIeUCC
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Security

Certificate
Display certificate

Certificate:
Data:
Version: 3 (0x2)
Serial Mumber: 1 (Ox1)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR. S5T=Korea, L=Seoul, 0=Sena Technalogles. Inc.
Yalidity
Hot Betfore: Jun 7 159:40:4G 2007 GHT
Hot After : Jun 6 19:48:46 2003 GHT
Subject: C=KR, 5T=Korea, 0=5ena Technologies, Inc.,
Subject Public Key Info:
Public Key &lgorithm: rsaEncryption

CH=Parani-H3P1000

Upload certificate

Private key

Trusted certificates

8/ 7-3 2ot 4F
73.1. 18BN HE

Parani-MSP10002 .
Parani-MSP10000{|
1. Certificate 0l=5
2. QIESM WS &
3. Submit HE

o Mo

7.3.2. Ak J|(Private Key) H&

CN=Sena Technologies, Inc.

Parani-MSP10002 AlA I| EAI©CZ PEM oS XIKELICH. AL I|l= Certificate HI=0HA =
A& OIS M & A2 0I2HOF ELICH AFE 2101 YS3EH, AMME |2 YSE F&=0 28

Passphraseldt & & & {0F &LICH
Parani-MSP10000l A AlS&l= AE I|E BHZEGHHH

1. Private key IS AESLICH

2. AE I It sS HEELIT

3. PassphraseE 2 &ILICH (K& AR
4. Submit HES Z=&LIC

7.33. 8028 =

Parani-MSP1000=2 QIEAN E4&l2=2 PEM ZLUZ X[ ELICH
MHZ HdZ2& [, Parani-MSP10002 SSLO|LI TLS MBS oISANE
Jb 2 eLICt Parani-MSP10000| 91ESME &R X 2 otH,SSL H&E=2
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F9. 0/0] =Z8 0188 Wm0l ZMetltE, 21ZAS 0182 HIFYAL. 19 0/§2
OISAOI OFRe ggt= OIXIA &LICH

g = e s JIE USAHE MHoteH

>
=
Qj
o
rr
e
Ol
x
10
é
|l
JE
ﬂJIlU

I3 &LICh.

Parani-MSP1000=2 M2 &M L A2t E2E 22I&LICH. Parani-MSP10002] AlH % &=

St ol
232 WS e A0l 2ol HEELICH AASX= & @l & Al2ts 83 = AsLICH

=2 o =2 T A

Date and Time configuration

Date and Time
Use NTP | Disable +

Date 2007/8/28 | (yyyyfmmydd)
Time 150918 (hh:mm:ss)
Standard time

Daylight saving time

Save to flash ] [ Save & apply ] [Cance\]

g 74 A & Al2H £F

gm H Al EE=S ddFob)| g Y2 2JH0F JAsLIT AW 22

AtEot=s HJYLIC

, NTP AHE
. NTP JIs0l &4 &EiJt &™, Parani-MSP10000l MSEE [HOICH NTP
MNHZ2E &M 2 A2t E2E 25 = USLICL NTP AMB{JF 0.0.00 22 &€&
MSP10002 JI=2 NTP MHBIE AtE&LICH 0ld

A

A0/, Parani-MSP10002 QIS HAAE O
U OF SLICH S S, NTPE AME6HX $E10 =522 YW 2 Al2tS &F6t= 21U Ch
= o

ol 3=, €M & Al & o =XIELICH



MNEXs £&t AEXS /XN OE timezonedt UTCZRHS 2ITAl gt & XGH0OF &LICH
AMZXIF Daylight saving time=S O0|2&CHH, Daylight saving timezone, UTCZSRH2| QI Al
ANELAl, S22 A S 22 Daylight saving time &4 &8 H4+E S &6 0F &LICH

75 £3 2

MEX= 82 &82 CF card, User space == Local machineS1t 22 H& 32H0 Lt
HEE = A0, MEE £F IS 0ISHM 88X dE83U2=2 2 2 =% USLICH

Parani-MSP10002 =& =0t &H2 88 &2 ==c2l)|l A= Lacation S&0lA Factory
defaultE HEGIH &S 242U, Parani-MSP10002] &M TS| Reset ARIXE F2H

= UICH.

0

o)l Floid= CS

rig
o
%
A
i
o
1
[
Oli

0
=

&otDl, 4% 22E FHYFoZ =

&3 XEGHI
Location: && Y

Encrypt: &% Itol 2535 2
=2

o
>
02
o
40
]

Filename: && 0ot 0|

23 =S|

Location: & IS == Xl Factory defaultE & &4

F

2

I E0tAl HFOZ =9

o]}

Configuration selection : 22{2 4% &&
Encrypt: 2d= £3 II22 &5 HE
File selection : LocationO] CF cardLt User space?! &2 Y X0 =IHdt= Encrypt

sS8=S UHote €8 N ItE clAE

o

tol
H

Local : Location0O| Local machine2 2<% Local machinetil H&E && MYs &= 39
Al

o
=
i
o qx 02
ol ox MO
fon = 33
o oo e %
£ =y
o o
' 2
0
o
o
[
o

njo

A w N P
=
e
=)
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Configuration management

Configuration export
Location | User space(/usrz)
Encrypt | MNo  «

File name |backup.tar.gz|

Configuration import

18 75 £& H&otl

HEE 482 =2d2dH
1. SdS 4% It /AXE SEELIC
2. 2dE 48 78S dg9gL0
3. 2535 sEE HEELC
4. Location0O| Local machine= Factory default= OtY ZS IiL
YSo ZHEES BECte offlY R/AXIS £4E IS HEH
5. LocationO| Local machine2 22 ZO0tEZ)| HES 2

Configuration management

Configuration export

Configuration import

Lacation User spacel/usrz) «
Configuration selection

Select all

Netwark configuration ([ Including IP configuration )
System configuration
Bluetooth configuration

Encrypt Mo s

File selection | backup.tar.gz ~ Local

18 76 £& =27/

7.6. Firmware upgrade

ne

Firmware= Al2l
AOIEQ &=

0

2|

4

Z=, ¥4 2 £= 8 HHoAE Sol €1d0lE
 —

v o

gdlole & = UAsUIth
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7.6.1. Manual firmware upgrade
Eoll FirmwareS ¢ 21d0lE
1. H0IE)| HEZ 25t L JA0IEE Firmware WS MEHELICH
2. Upload HHES 2& ol ¥dlolE &L

3. S0d0IED 22 5H AIAE0] HEE D BH AE0l ESELICH

ted &2

it
Mo
[e]]]
OII

Firmware upgrade

File Upload

_J]&/ 7-7 Firmware upgrade

ASXOF FirmwareE 2 1H0IE SHJ| ol &2 = Al2lg 252 AIS5td ™ Telnet/SSH
= HOE HSd0lE@ Z202H0| BtEAl Zmodem 85 Z2&E22 XI&A6HOF &LICH Firmware
upgradeJt TIHc2tE AFZXS 432 U2 |RAELICH

S0l FirmwareE 2d0/S dteAH

1. Firmware £ AUt O22E AOIENAM TG22E6HH AFZ XSl PCOl M E & LICH

2. HOIE O2di0ld Z2HS ALE0L0, Telnet/SSH £= Al2lg 25 ZEW o
SLICH (M2Ig 25 ZEE 082 ZR &ddol 2 ZelB2, Telnet £= SSH
AESHIE AEELICL)

3. CtS3t 20| Firmware upgrade 0l=2 &E&LICH

Wl conme to MSP1000 configuration page

1/

Current Time : 8/26/2007 06:55:14 Serial No. : MBP1000- 00001
F/' W Rev. : v1.0.0 MAC Addr. (et hO) : 00:01: 95: AF: BE: 11
| P Mode (eth0) : Static I P Addr. (ethO) : 192.168.11.30

1. Network configuration
2. System administration
3. Systemstatus & | og
4. CF card configuration
5. Monitoring
6. Save changes
7. Exit without saving
8. Exit and apply changes
9. Exit and reboot

<ESC> Back, <ENTER> Refresh
--> 2

1. Device name: MsSP1000
2. User managenent
3. Security
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4. Date and Time
5. Configuration managenent
6. Firmnare upgrade
<ESC> Back, <ENTER> Refresh
--> 6
wai ting to receive. **B0100000023be50

4. XI&O0l et Zmodem Z2EZ22 AMEGHH Firmware It
SOdI0IED 2FEH AIAEES THREESIH BE AMe 2
6. Firmware upgrade’t &/IHSIH Parani-MSP10002 Ol2f OIAMXIE HAIStD S XH

H &2 FirmwareE S XI&LIC

Wl cone to MSP1000 configuration page

Current Tine : 8/26/2007 06:55:14 Serial No. : MSP1000- 00001
F/ W Rev. : v1.0.0 MAC Addr. (et hO) : 00:01: 95: AF: BE: 11
| P Mbde (ethQ) : Static | P Addr. (eth0) : 192.168.11.30

1. Network configuration

2. System administration

3. Systemstatus & | og

4. CF card configuration

5. Monitoring

6. Save changes

7. Exit wthout saving

8. Exit and apply changes

9. Exit and reboot

<ESC> Back, <ENTER> Refresh

1. Device nanme: MSP1000

2. User managenent

3. Security

4. Date and Tinme

5. Configuration nmanagenent

6. Firmnare upgrade

<ESC> Back, <ENTER> Refresh

--> 6

wai ting to receive. **B0100000023be50

7.6.2. Automatic firmware upgrade

Parani-MSP1000=2 2&8& Ml Firmware ¥ &&Z2 HIHO0IE3AHLE AFEXDF 3ot LIS
HAZEGIHLE X &8st HEE2 Adol= JIs2 MSELUICH 0 JIs2 AMrEdd™ AMSke T3

otetOIeHE 280 0oF & LICH

e Automatic firmware and configuration upgrade at boot time
s Sd0IE JIssS MEEX HEE ZEELICL

e Protocol
SYO0IEE I AASAER} SAI5HI| <o Parani-MSP10000| HH Z=Z2E2E2 AME
XNE Z2& Ut

ol
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e |P address of remote server
Parani-MSP10000| o4 I, Firmware O|0lAl It &L AX OIS 2| ol &0
ol &3 SAEQ IP F=TAE AFELIL

=

e Hash file name

HIAHO0IEE Firmware O|0X Il &8 MLS HAIStE ol I 0182 48
Parani-MSP10002 i+ 0l JIS=E HE=S Firmware H&E DN Hlwstd I 0EDH
LQREHA O XIE ZAELICH ol mHYe sAl2 OsS 25Ut

@ Firmware 2 J30/E : <TYPE>, <NAME>, <VERSION>
<TYPE> -1
<NAME> - Firmware O|0|X| OIS
<VERSION> - Firmware H&
@ &F MY A 0IE : <TYPE>, <NAME>, <OPTION>, <VERSION>
<TYPE> - 2
<NAME> - && 1 0|
<OPTION> - [E][N]

Zz m
o
fol
ol
0n
>
]
ro -
X
bl
El
o

<NAME> - &12C [Hat It
<OPTION> - [F][X][Z]

s

ro

off+ Mo ME 2HSLICL

1, msp1000. i ng, v1.0.0
2,conf.enc, E,v1.0.0
3,userfile.tar.gz, FXZ, /mt/ram
4 nkdir /mmt/ramtestdir
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ST A
A9Eg

Firmware upgrade

Manual firmware upgrade

Automatic firmware upgrade

Automatic firmware and configuration upgrade at boot time | Disable

Protocol
IP address DfI"emate server

Hash file name

Save to flash ] [ Save & apply ] [Cance\

_1&/ 7-8 Automatic firmware upgrade

Change password

User name
Current password
Mew password

Confirm password

78 79 WAYE HY
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8.

ANAE AR & 27

8.1. AIAE &EH

Parani-MSP1000= AlAE AMEHE HAIELICH 0 3tH2 AAE 222 SH2=Z Ar=EELILH

ANAE &El OIOIEHE EXl 018, Alclg B3, 80 i & HER/RD €852 EELILL

8.2.

System status

System information

Device name MSP1000

Serial Mo. MSP1000-070800145
F/W Revy. v1.0.0

MaAC address (ethd) 00:01:95:4F BE:11
MaC address (ethi) 00:01:95:4F BE: 12
Current time 2/28/2007 15:24:00
System logging enable

CF card model TRAMSCEMD TS2GCF120
IP information

IF mode Static IP

IP address 192.168.11.30
Subnetmask 255.255.0.0
Gateway 192.168.1.1

Primary DNS 168.126.63.1
Secondary DNS 168.126.63.2

& 8-1 AIAE &H

ANAE 22

Parani-MSP1000= AlAE! AMEHEE0E OtLlel AIAE 22 JIsE MEELICH AF=ZX= Parani-

MSP10000| AlAEN 22 J|

USES)

= AMEE XE 23 = U, ANLE 27° B I 21

=
o
FASE €88 &= UsLICL

System logging

ANAE 28 JIsE AASE X HFE 28 ELICL

g

System log storage location

AMAE 2= Parani-MSP10002| LS BI22], CF =X 0l 28 ATA/IDE fixed disk cardLt &
Z SYSLOG MBisol H&EE = USLICL AAE 270 HOIHE WS 2l MEE 2
£, 21 0OI0IeH= Parani-MSP1000= ZiCHIF HE XFAEUCH AMAE 27 GIOIHE AHS
2ESSH HE 2IXIE ATA/DE fixed disk card £= SYSLOG AHZ XIFOH0F & LICH
SYSLOG server name & log facility

gl

T

0

Parani-MSP10002 A0 A CIOIHE JISE = U= SYSLOG AMHIASE MEBY = UEE
K2 eLICh &3 SYSLOG MHIAE ALZ3dtcd™, SYSLOG MH2l IP =42 A

£ XI&oH0F &LICT

Parani-MSP10000I Al EUE 21 MAIXE 2223, SYSLOG A= Remote reception
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allowed2 &%

UDP IH2!0| &3t

SfLICt. Parani-MSP10001 SYSLOG AH AtOIO 230l UCHH
S 24U 2Z = UE= ot A0 A0 O0F SLICH

Eo¢
JE§
=)

Parani-MSP1000=2 | ocal 100lAl | ocal 177tXI12] SYSLOG facilityS XI&&LICL. AIEX=
SYSLOG AMUHOIAM Parani-MSP10002] HIMXIESE =clotd MAEGHI| <6t 0

Facility=2 Mg = ASLICL

9]

?
=]

Reduce system log (Time to reduce the log data) to (system log size)

AMAE 270 AF2EH = WR HZ22= MEtZd U 0 AIAR 208 Hgst 3012
E0M ME IOl A= HXe= AS LXoioF &LICH Parani-MSP10002 AlAE 272
EZE 2Z1E <ol 16Mbytel HIZ2IE A1 ASLICE WS HZ2lot IS XEH AIAE
2= O old JIEE =+ elsLtL

# 8-1 The time to Reduce logged data

Every month | First day of every month 00:00:00 AM

Every week | Every Sunday 00:00:00 AM
Every day Every day 00:00:00 AM

Every hour Every hour 0 minute 0 second exactly

System logging configuration

Sytem logging [Enahle

Sytem log storage location 'Memory v
SYSLOG server name

SYSLOG facility

Reduce the system log file size | Every month s« | +5 |50 KByte.

Display system log

Aug 28 16:28:32 M3P1000 locall.info cm[1281]: /binfipconf configurations are -
|changed.

|hug 28 16:28:51 MSP1000 daemon.info dhcpd: DHCPREQUEST for 10.0.0.99 fraom
00:09:dd:50:02:0b (hustler) via pan0

Aug 28 16:28:51 MSP1000 daemon.info dhepd: DHCPACK on 10.0.0.99 to
00:09:dd-50:02:0b (hustler) via pand

hug 28 16:28:51 MSP1000 auth.info sshd[1291]: Accepted password for root from
192,168, 11,150 port 4224 ssh2

hug 28 16:28:51 MSP1000 auth.info sshd[1291]: subsystem request for sftp

Aug 28 16:28:51 MSP1000 auth.err sshd[1291]: error: subsystem: cannot

stat fusr/|ibexec/sftp-server: Mo such file or directory

hug 28 16:28:51 MSP1000 auth.info sshd[1291]: subsystem request for sftp

failed, subsystem not found

|Aug 28 16:31:21 MEMO00 daemon. info dhcpd: DHCPREQUEST for 10.0.0.939 fraom
00:09:dd:50:02:0b (hustler) via panO w

[ Save to flash ] [ Save & apply ] [Cancel]

g 82 ALE 22 &%
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9. AlIAEI S
9.1. HHEY3 2IEHIOIA (Network interfaces)

UHESR3 2EHHOIA SH= Parani-MSP10002| local loop back interface? lo & J|2 UWER3A
OIE{HIOIA Q! ethO2t eth1ll WERZT CIHHIOIA AHE HEE HEAIELICH

Network interfaces statistics

Interface lo etho ethl

Receive Bytes 98774 3680903 o
Packets 3406 37254 u}
Errors 1] u] u]
Drop o o
FIFO u] u} u}
Frame 1] u] u]
cCompressed u] o o
Multicast a u] u]

Transmit Bytes 98774 881231 2944358
Packets 3406 F422 33348
Errors 1] u] u]
Drop o o o
FIFO u] u} u}
Frame 1] u] u]
cCompressed u] o o
Multicast a u] u]

J8 9-1 LIEF T CIHEOIA SH

9.2. IP

IP SH 2tHZ2 IP Z2EZSS AMEots W3/AZ 0 28 &Ef E2E HBeLICh 2 mtet0lH
of et Ho & 882 st &sLIth
Forwarding :

IP forwardingO| Enable &'EHQIX| Disable &FEHQIX Of 2.
DefaultTTL :

J|&2 TTL(Time To Live).
InReceives :

=4I ool ==
InHdrErrors :

ol @FIt JUCHD =4I HIOIHOZE 2 ==,
InAddrErrors :

=2 2FIt ACHD =4I1E OOIHOE =
ForwDatagrams :
Fowarding= COIOIE{ Q&2 ==,
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InUnknownProtos :

QIAMGEX 20 = XNAEX 22 E2EZS0/J] HE0 PAIZUYXC SSH2Z2 =4I O
Ol &2 ==,

InDiscard :
LZ2EE &2 8 2HMe 2HEN (AL SAIE(HE SUH, BHHIH 32+ 59 &el) g
= IP Ol O& =,

InDelivers :
HdgE =4 doldade =

OutRequests :
HE0IEE QEE &9 HO0IEHI#S == Forwarding & OIOIEHI&#S == HM2E.

OutDiscards :
FPAE &4 HOoIHIdS =
OutNoRoutes :
Destination IP =201 8&0ok)] 18 A2 ALK @2 OO0IEHIZES = 0l& HOIHI
2 HIl M= LCH
ReasmTimeout :
HOIHO" L0t &6 =, UHX OO0l S20oliotcte olg Al M2 oY
AZHO EX6HA 2 22, dolgage HIl M2
ReasmReqds :
Me80] 228t IO ==
ReasmOKs :
Hd3HCZ = OOoIHOg2 =
ReasmFails :
M = = HOIHOZES ==
FragOKs :
H4BXH2Z Fragmentation = GI0IEf Q&9 =
FragFails :
Fragmentation &/Iigt OOl Q&2 ==,
FragCreates :

MAHE Fragment =
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IP statistics

Forwarding 1
DefaultTTL 64
InReceives 27789
InHdrErrars u]
InAddrErrors u]
ForwDatagrams 2094
InUnknownProtos u]
InDiscard u]
InDelivers 8010
OutRequests 5891
OutDiscards u]
OutMoRoutes a
ReasmTimeout u]
ReasmReqds u]
ReasmoKs o
ReasmFails u]
FragiOKs u]
FragFails a
FragCreates a

J& 921Pp SH
9.3. ICMP

ICMP SH 332 ICMP Z2E== AlSote I3/HZ 0 2et SH &

ctOlE0l Ciet 8o & %2 UsH €sLIth

InMsgs, OutMsgs :
=4l L= dEE HAIKX
InErrors, OutErrors :
s L= dEE 2F £,
InDestUnreachs, OutDestUnreachs :
=4 L= dE8E SHX0 SEoth & HAIKS =
InTimeExcds, OutTimeExcds :

Time-To-Live(TTL)E ZWol= & L= HSE HAIXL

I

InParmProbs, OutParmProbs :
o E= dEE HAIX = Oiet0IsHHl LJFOF LSt HIAIXIS =
InSrcQuenchs, OutSrcQuenchs :
=48 = 8EE AA Quench OIAIXILl ==,
InRedirects, OutRedirects :
b £= MEZ = Redirection HIAIXI2l ==
InEchos, OutEchos :

S8 = =4E Echo &2

IS -

1

InEchoReps, OutEchoReps :

S48l E= =4AE Echo SE2 =.

InTimestamps, OutTimestamps :
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_I_Al_l

A
rr

HEE Time-stamp RE L =

InTimestampReps, OutTimestampReps :
=48 L= MEE Time-stamp SE2| =

InAddrMasks, OutAddrMasks :

=& = 8EE =4 0tAT9 =,

(m)

InAddrMaskReps, OutAddrMaskReps :

A4 = MBE FA 0HAT SO £

ICMP statistics

InMsgs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddriMasks
IhaddrMaskRens
OutMsgs
OutErrars
COutDestUnreachs
OutTimeEsxcds
OutParmProbs
OutSrcQuenchs
OutRedirects
OutEchos
OutEchoReps
OutTimestamps
OutTimestampReps
Outaddriasks
OutaddrMaskReps

O000O000000 4RO RDOODOROO0ODOOOOR

& 9-3ICMP &J/

9.4. TCP

TCP SH 3H=2 TCP ZZEES AtEote MAY/HZ0 28 SH =22 MSELUICH 2 Ttet
OIE0l Oiet 82 & 482 Us €sLith

RtoAlgorithm :

A& =9I Retransmission Time-out (RTO) 2 12|lS. M&ES LN2IS2 LS g & otLUE
JHE.
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson’s Algorithm
3: OTHER - Other
RtoMin :
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Zl & RTO gt (ms).
RtoMax :

ZI§ RTO gt (ms).
MaxConn :

ZI§ RTO gt (ms).

ActiveOpens :

SSHOl o120 £ SSNO A2 B0IAEY YL,

O T

SESHO A £, £SHO LS NHO AL,

AttemptFails :

AIiet H& AIZO CHEE ==,

EstabResets :

MEHCZ HgE AZO =,
CurrEstab :

S HdEE HE =,
InSegs :

=4lE Segment ==,
OutSegs :

&EE Segment ==. M&ESE Segment= Z&HEX &2
RetransSegs :

MEESE MIAHE ==,
InErrs :

=AE e =,
OutRsts :

Reset Eci1Jt €8 &0 8&E MIAHES =,

TCP statistics

Rtoslgorithm 1
RtaMin 200
RtoMax 120000
MaxCann 4294967295
ActiveOpens u]
PassiveCpens &
AttemptFails a
EstabResets 26
CurrEstab 3
InSegs 1031
OutSegs 1299
RetransSegs 7
InErrs u]
QutRsts u]

g 9-4TCP &4/
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9.5. UDP

H'F
:t-’_-:|
yu
5
Y
2
1]
o
O
X

InDatagrams :
=4lE ol ==
NoPorts :
NEE ZEDJL fFSoHAl 20t HII HE2e =4 HOoIeH &3S =
InErrors :
=HE 2F HOIHIO#S ==,
OutDatagrams :

dE= OOoIEHO#S ==

UDP statistics

InDatagrams 3685
MNoPorts 4
InErrars ]
OutDatagrams 3554

_]8 9-5UDP &/
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10. CLI 9HLHA

10.1. N E

Parani-MSP10002| Root AlE2Al= Al2l2 2£ L= TelnettSSH =2 ZE=2 Sol Parani-
g (@]

MSP10002 Linux 22 HMS2iel OIEBOIACLYM Ha & & 9
CLIOIA HZ Linux Z¥Z2 S5t0 Parani-MSP1000 AEHE 2AI5tD, A

o = S % — —
AgtE HEotll, MESA d2 AJEHEEZE ddoil #@F SAESQ Parani-MSP1000 ARO[ O
mYE FD 28 +& USLICH

Parani-MSP10002 LHE ZcHAl HI22I0AM HD/E 2= JUTZ2 Jusr20ll 2048 KB2| A2 22t
MBLICH AFEX S2t0AM, AFEXtE KHAI01 MA St shell scriptE Algig = UA2CH, MEN 2
20 WA MG T HE AlSE & USLICH

Root AlEX= Al2l€ Z220ILF Telnet/SSH &2 2&2 Soll HMEX CLIN &2 = USL

Ct.

10.2. S Al ORI 4

2AE Mdblock4ll IISEN F&E & ASLICL ALEX
A

oo 82g = ASLICH RAM C
Parani-MSP10000il Ot2d H&r2 =X L &LICH

== == 02E XN& 39| (KB)
MtdblockO Bootloader None 384
Mtdblockl Linux Kernel None 2048
Mtdblock2 2 CIAE 0|0]XI(16MB) letc, Ivar, tmp 256
Mtdblock3 | Cramfs (81J] &) / 11648
Mtdblock4 | JFFS2 (81J1/* J1) lusr2 2048
SHA| 16348

ZOl: CLIOIAl mount &= dd HEHE AI206H0 222 nt dbl ock 0l & 20Xl O Al 2.
Parani-MSP10000| &SotAl 22 =& USLICH
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10.3. CLI &561)]

Aelg 25:
1) PC2l Al2lg EEZQ Parani-MSP10002] 2& ZEE HZ & LI
2) PCZ HOIE Oil=diold ZE2038s A LI
3) PCo Alclg ZEE O3St &0l &&ELICt: 9600-8-N-1 No flow control
4) <enter>£ =ELICL
5) Parani-MSP1000root H&ESZ Z]QI8LICH
Telnet/SSH Z=:
1) telnet Parani-MSP1000 i p_address or
2) ssh root @ Par ani - MSP1000_i p_addr ess

Shell script /usr2/rc.user = Parani-MSP10000] SEDH XIsez &N A#ELICH
MNEXs MEX HOl scriptte &8 DTz s A ol rc.user IIYEs 38 =
USLICH

/ bi n/ bash

#!
#
# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: /sbi n: /usr/sbhin

# Add shell command to execute from here

echo ‘' This is the wel come nessage defined by users’exit 0
10.5. File & &

MEXs It ME2 2ol fip 22H0IHE T2 0SS AEE = UL, HIOIE /M I| E2=2
o

=
fusr2 CIAELE AMEE = USLICH
root @92.168.0.117: ~# cd /usr2
root @92.168.0.117:/usr2# ftp 192. 168. 2. 3
Connected to 192.168. 2. 3.
220 | xt 0oo. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Nane (192.168.2.3:root): sena
331 Password required for sena.
Passwor d:
230 User sena | ogged in.
Renote systemtype is UN X.
Using binary node to transfer files.
ftp> get test.tgz
local: test.tgz renote: test.tgz
200 PORT conmand successful .
150 Openi ng BI NARY node data connection for test.tgz (350 bytes).
226 Transfer conpl et e.
350 bytes received in 0.04 secs (9.6 kB/s)
ftp> bye
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A= scp Z20IHE ZZ2)HS 0IE6tH 2ssteE AEHZ HMGHH

I
Xtel PCOIlA Parani-MSP1000(192.168.0.120) 0l U= & LS = AtotLd

Eet ME
USLICL A2
dR0le Gt 22 BE= AIEA PCUHA A =2 ELICHL

[ root @ocal host work]# scp root @92. 168. 0. 120: / usr2/rc. user /work
The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.

RSA key fingerprint is cl:70: ab: 52: 48: ab: e5: dc: 47: 9¢c: 94: ed: 99: 6f : 94: 4f .
Are you sure you want to conti nue connecting (yes/no)? yes

War ni ng: Permanently added ' 192. 168. 0. 120’
root @92. 168. 0. 120' s passwor d:
rc.user

[ root @ocal host wor k] #
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(RSA) to the list of known hosts.
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11. @I

Ol

11.1. FCC

11.1.1. FCC Compliance Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received,
Including interference that may cause undesired operation

11.1.2. RF Exposure Statement

The equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operation in conjunction with any
other antenna or transmitter.

11.1.3. Do not

Any changes or modifications to the equipment not expressly approved by the party responsible for
compliance could void user’s authority to operate the equipment.

11.2. CE

11.2.1. EC-R&TTE Directive
Directive 1999/5/EC.

11.3. MIC

11.4. Telec
Construction Design Certification No. 006NYC0070
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12. RF &%

12.1. Radio Frequency Range

2.402~2.480GHz

12.2. Frequency Channel %
79 channels

12.3. Transmission Method

FHSS(Frequency Hopping Spread Spectrum)

12.4. Modulation Method

GFSK(Gaussian-filtered Frequency Shift Keying)
12.5. 2& Power £

+18dBm

12.6. Receiving Sensitivity
-88dBm

12.7. Power Supply

DC5V
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B2 A. Connections

Al 2= T g
Parani-MSP1000 DB9 H4lE{ 2 & HiZE2 HALH <D ASLICH 22 T
AN OHE 45 JI1s0l YSLICL
1 2 3 45
oooo0o0
0000
6 7 8 9
& A-1DB-9 FHYES & Hix
H A1 2 2 A2lg ZE DB9 HEYH & X&
Pin RS232 RS422 RS485
(console and | (serial ports (serial ports
serial ports) only) only)
1 DCD Tx+ Tx+
2 Rx RX+ RX+
3 TX RTS+ -
4 DTR CTS+ -
5 GND GND GND
6 DSR TX- TX-
7 RTS RTS- -
8 CTS RX- RX-
9 - CTS- -
A2 014 ZE&E
HelloDevice Remote Host
8 A2 IZALH 0/HH F0IEE A& 0|HH JHE AZ
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Hub

HelloDevice

b OIC S o1

[on

& A3 AEQO0IE 0/ HoIEE 0/&
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ILE HSEeE st 22 30K g9 - & 248 ZE(Well Known Port), SE& I E(registered
port), SZ=(Dynamic) L= Al ZE(private por)2 Lis £ USLICH & & EZEE=
0~102381 Mt OI04, 0I01 S5& EE&= 10242EH 491510tXK1e ZEQLICH =& 2 A4
EZEE= 491522 H 655350tX12] ZEQLILH
& il ZE= IANADL XIEE 22N, HREES AAHNAM=E AlAE ZZAHALL EE0
GiOtE AFEADF Adlst T2 0 oA S AFZ2E = UsUICH B B-12 & €& LE Bis
o YR E BUHSLICL XA LHEZ2 IANA BAI0IEE Z=20tAIDl BHELICH
http://www.iana.org/assignments/port-numbers
HB1 & 2348 ZE B
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure Shell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UDP

49 TACACS, TACACS+ ubP

53 DNS UDP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP UDP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP uUbP
443 HTTPS TCP
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£5 C. Python

Parani-MSP1000= Python 1t 2M2| AtEX BI22] 32t2 HSdtH AIEXIE dte 23 20t

s #8g = UsLIth

C.1.1 UistAl ClHZE|H

C.2. cl0IEdel / 2= FIt

rr

>.

fr ok

tEX= Python 2tOlE2ielet 2852 “Jusr2” Ol S2EGHH FIOME == YLD, Mt J2E

S=e. FTPE AIBEY 4 UsUCL

scp

kR




Al 21cH] FHA2...

&

Oorg =¥ i & MSP1000-0
array.zo [ 1/1]

| ° uetoai= AStE| 21 A LI TIED BOI8 T3 4 6L

m=0:
array, so eI
AL NSE BN
nig HE = ER
] [@msriooo-1 E¥Bluetonth E
] [@mspPiom-o E¥Blustaoth
(3 M2P1000-0 EXElustooth
O] [ oo0nss:07:F0:78 EYEluetooth .
M1 A anndarn?.rnes Lo alal! i | " —
£

i
e
h
3

Ol

Ftg g2

[

18 C1 SF5L FTPE 0/&8

C.3 R&8 Al AHEXI Python AEE AISMG}HD]

Shell script /usr2/rc.user = Parani-MSP10000] =R&8%H 52z STV

i

MEXt= rcuser Y S =TS22 A Python A3EHE
C3.1 0 : E55A EXE HMoIH MY M5

e ASEE It &4A (btsender.py)
#!/ bi n/ pyt hon

i mport bl uet oot h
i mport |ightbl ue
i mport sel ect
fromtine i nport *
i mport threadi ng

scan_i nterval = 90

send_i nt erval 300

file_path = "/usr2/advertising.jpg"

# Avail abl e cl ass

# M scel | aneous, Conputer, Phone, LAN Network Access point, Audio/Video,
Peri pheral , |naging

# Usage : available_class = ["class_name", ...]

# exanpl e : available _class = ["Conputer"]
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£ = D. Control Commands

2525 TCP ZEE SolA Parani-MSP10002| ZJtX| Jls= HOMHE & = JUSLIL B= FEE

d33Us B2 +0OKE, dIiU=E B2 -ERRS SE2Z ZsLILL

5 Tera Term - 192.168.7.101 ¥T
File Edit Setup Control Window Hel

h

|+Welcnme to Parani-MSP1000 Y
I1SER admin :
+0K Password required -
Pass admin

+K Uszer fAuthent icated

HELF

IJSER <usernames
FPASE <pazsward:>

&' D-1 Control Command

D.1. M £E9 HHEN

<OPT>: E=+ S, [OPT]: &8 S48

AMEY | USER <username>
g4 ZF | AZ2X 082 LEELILCL
USER admin
o +OK Password required
AMEE | PASS <password>
g4 % |HZHSE YL
PASS 1234
o +OK User authenticated
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STAT

Parani-MSP10002] E2&A EAIQ AEHE 20 SLICH

€2 idx|bdaddr|tx-byte|rx-byte|tx-error|rx-error
STAT
Ol 0|00:01:95:00:00:D2|131570|235803|0|0
+OK
A2 | SCAN[IAC]
o o Parani-MSP10002| =H0IA B4z =254 X2 252 20sLIG
IACE XIEGotH Z2 IACE JIEl =254 HXgs MW 2HsSLIC
SCAN
00:01:95:07:08:51|PSD200v1.1.0-070851
Ol 00:02:72:CE:A4:2A|ubuntu-0
00:01:95:08:24:CF|MSP1000-1
+OK
A=Y LIST
S M Parani-MSP10000i &= EFFA X2 S5 20HSLUICH
- Link_quality= 2£% Z£°20, rssi = 00| =HFHLICL Link_quality)t 200 0I6t2
SHXH S &0 MotE = UsLh
idx|dev_id|bdaddr|name|link_quality|rssi
LIST
ol 0]0]00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+OK
AMEE | DISC <idx>
o o SN Es5E =SFFA XS HdZ2 ZHE SSEUOL <idx>= LIST SE2
T ®eim gso olmA gL ct
LIST
0/0|00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+OK
Ol DISCO
+OK
LIST
+OK
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At

0K

LOG [line]

02 | 1%

M
=

ANAE 208 2HBLCH 292 NI 2322 208 line® 23 20

=
=

LICtH

LOG 1
Apr 11 01:42:13 MSP1000 local0.info web[507]: Authentication for 'root' passed.
+0OK

AHE

VER

02 | 0%

S|
=

Parani-MSP10002] AZEJH HES B SLICL

VER
+OKv1.2.0

NE=

HELP

02 | 1%

M
=

AHZ

o

A O
T

(]
N -

rr

g0

]

& 2EWsLICH

Ol

HELP

USER <username>
PASS <password>
STAT

SCAN [iac]

LIST

DISC <idx>

LOG [line]

VER

REBOOT

QUIT

HELP

+0OK

At

0K

REBOOT

02 | 1%

M

Parani-MSP1000=2 MS& &LICt (root2t JIS)

REBOOT
+OK Reboot

At

0F0

QuUIT

02 | 0%

M
=

HAHEZE AMES OIXl2 S¢S = LI

QUIT
+OK

Disconnected
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