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1. NE

1.1.

Parani-MSP10002 =254 &HIE 10/100 Mbps OIHY! UWERZAZA=zZ dZot=0 AESe=
E2EA WhNA ZOIEQLIC Parani-MSP10002 MZ 220 et 7, 14 £= 2802 =2EA
HZ 2 XNaotd, 22EA 2.0+EDR Y Ml(Specification)til [t 3Mbps2l X 2l &(Throughput) Dt X
K& gLICt Parani-MSP10002 Jl& CHOIZ CHHILIE AFZ0HO 150m, IHXI CHEHILIE AHESHN

IKmtXI 2l S&lHelE K&ots Scdid 1 EFF2A FHIZUCLCL Parani-MSP10002  Alcl €
L E(SPP), LAN Access over PPP(LAP), Dial-up Networking(DUN), Personal Area Networking (PAN),

FTPSt &2 e SFFA Z2M2s AU

Parani-MSP10002 OI0IE S& BEotg QFotse AIEN S8XZz27)
HIOIE &S3tE <ol SSLv2, SSLv3, TLSvl, SSHvllt SSHv2S
MSP10002 % &otAl %2 OOle M&0l OIfX= AE YR < 1P =2 D8 Z2HE
Jls0l MEELICH = O0lfHY HAZ0l ZBOHME AIEXDIF OlHYW HZO0l SHELX %D AHH
MEE = AEE KL 0IHY! HIY 28 (Dual Ethernet Fail-over) Jls2 H3&LICH

&Sl Al2lg ZEE 0|86t AIEXN SEZ2NY¥s 320l AI2E = UAEFE 6t fdl,

Windows/LinuxZ2 2|l COM/TTY port redirector T2 )2 252 HNSELICHL

Parani-MSP10002 SHICIE e2lsA AlAE JjEtel FHX0lD CHHMAM S&%&s Python

ASYE QXS NAFLICH WM, ABTE PythonZ 0IB3101 AR ZR2 3t= Ched

Jlsg XEGIEE M40t AMEE = USLICH AEX=E Parani-MSP10000l A XN S6t=
2MB 3718l AFEXt E2H(User space)0ll At=2XtIH Bt Python A3EEE AAXAA S =
AUSLICH

AMEZXIL Telnet, SSH, A2l 2 ZE L= & CIHHIOIASI 22 OYs LAHOZ Parani-
MSP10001F HZ5t0H AIAE AEH HEAl (System Status), A €10l E(Firmware Upgrade),
HZ MEEH(Remote Reset)ldt AIAE 271 HA|(System Log)S2 &YS & &= JAEZF, Parani-

MSP10002 288t JlssS &= AIAE 22 JIsS M3 LI
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1.2. X M2 clAE

- DC Power Adapter

- Quick Start Guide

-RS232 Alelg 2& JH0I2
- 0IHY 22A AHOI=

- CtOI= QHHILE

- Serial/lP Com Port Redirector, 2AZEJ 2} HxE= LS CD-ROM

1.3. Product Specification

Parani-MSP1000

OIY! QIE{HIOlA RJ45 Ethernet HHE{ S & &St 0/F 10/100 Base-T Ethernet

18 2 B IP =4 K&

E2E A Ol HO0|A |Bluetoothv2.0 + EDR

Class 1

Level: 17dBm

F1h==: 2.4GHz

I 2 0t Serial Port, LAN access over PPP, PAN, Dial up Networking

sS4 Jits Al
DAT-GO1R Antenna - Stub(Dafault) Antenna  150m
DAT-GO1R Antenna - DAT-GO1R Antenna 200m
DAT-GO1R Antenna - DAT5-GO1R Antenna 300m
DAT-GO1R Antenna - PAT-GO1R Antenna 500m
DAT5-GO1R Antenna- DAT5-GO1R Antenna 400m
DAT5-G01R Antenna- PAT-GO1R Antenna 600m
PAT-GO1R Antenna - PAT-GO1R Antenna 1000m

Point to multi point | MSP1000A:7 SREA HZ

connectivity MSP1000B : 14 EREA oA
MSP1000C: E2&A 4
HEX3 Z2e= IPv4, ICMP, ARP, TCP, HTTP, Telnet, TFTP,

SSH, https, SSL, TLS, DNS,
SCP, Syslog, NTP
HF gty Web, Telnet, SSH, Serial Console

I




Power, Status, EthernetO, Ethernetl
Signal Strength, No of Connections

A& &eg:5vVDC

TR ME 422

2F 1.2A@ 5VDC

Hel
HZE AC-Z2{] DC-OLE

.
=N

&

LAN 10/100 x 2
W& 82 Jis
Ol 4!/RS232C COM Al &

HE25:0~50°C
B2R25:-30~85°C
& & : 90% Non-condensing

HMEX 2 (LxwxH)
203 x 170 x 44 (mm)
7.99 x 6.69 x 1.73 (iin.)

Sl
MSP1000A : 14149
MSP1000B : 1432¢g
MSP1000C : 1468¢g

ol

FCC, CE, MIC, Telec

M port redirector
ESo

Serial/lP

CcO
AL
S

23 Dzt

34

%\04 9 *:

EZEA v202 AFH JlsS KXELICH. AFH JIs2 010l HZE WiFi IHES ALS6HXl &1

CHE THES AMSE2EM WiFi2t ERFA REFHIS A0S 2tdE =0/=0 OIEELICH
Jdeflh, AFHIE WiFit 2F&AI X8EH &M SHOITSE ot= 29sh siZ M2 Ot LUCH

AFHE ©X &35 2t49 Jisds £ =ALICH &M & AMAHHS Hs2 Al o2

BHHEFOl 2MFYl 2 22 st 88 QReIo FEg UHEIDZ, AMEXIF R4 AAHS

HEotJ| M0l EMBAH SAGHIE 2o FEELICH

10



2. Al &otH|
2.1. 22

CF Porl
Power / Stalus [ Ethernet0 / Ethermet1

Mo of Conneclions
Signal Strength

Mo of Connections

Mo of Connections

Power
Input

Mo of Conneclions

Factory

Reset Bution
Console Ethernet
Imerface Interface

& 2-1 Parani-MSP1000 2/

2.2. LED XIANIS

Parani-MSP10000l= AEHE HEAldl=
LED XIAISS JIss EWSLILCH

Oic4IHel LED XIAISO

H 2-1LED XAIE

USLICH. Table 2-1

(e}
ju—

Lamps Function
Ethernet Ethernet 0 Ethernet0 ZEH S&0| JUS B2 FLELICL
Ethernet 1 Ethernet1l ZEH S&0| U2 B2 FLELICL
. ST Parani-MSP10000 HZCT N U= EFT[EA NE &S
I bbbl 71911 {8])
uetoo — -
No of ST Parani-MSP10000 HZE | U= E[EA HES =2
Connections HTAIELICH
System Status AAEQ SHGID A2 =HIDF SIIeH =Mooz ASELIC
Power M0 S=EH sMoz2 HSELIC

11



2.3.ot=3I0 H&E

2 BilHdse =J| ME/EXIE {8 X0l Parani-MSP1000S HZol= 2t 0l CHol & sHLICH
- Parani-MSP10000| 832 HZE&LILCEH.
- Parani-MSP1000= Ethernet UIER AN HZELICH

23.1. &8 A

&2 AHOI=2 Parani-MSP10000 HZELICH M0 dAHo=z ZZEH, [Power] XKIASOl =

Moz ZsELICH

232 UIER3 &3

OIS JHIoI=2l &% 22 Parani-MSP10002| [Eth0] ZE0 HAZLICH OE 8% &2 0lHY
UEAN SH2EZO AOGOF ELICH HOIS0l FoHez AZE MSP1000 1t
Ol UESRIAZIS HABEAl= OGS 20| LIEtELICH

-[EthO] LED XIAISE A=A ZEHelHA oIS m2lel S41 RS LIEFSLICH

A< Parani-

12



& 2-3 Parani-MSP1000 L4/EQ = F0/E HZ
24. 88
Parani-MSP10002 HMS &tZ 432 <t & JtAl 982 MS3S& LIt

e RS232 Alelg 2&

HEZS UWERIN AZ3HI| MOILE WIERT HZ0l 2ltsg B0 Parani-MSP1000S &
ot ™, ME WIIXH HS3&E = RS232 Serial Console Cable2 At&E5t0 A2l 2&=2 A
Zoto MY = UASLICL
o JAZ2E

FAXNNMM Ui s A2 CIHHOIAE Sol XYUSHIE JHote MEXNEsE 4 L=
SSH 2210|E Z2]2S o Parani-MSP100022 ZYI(ZE 23) 0|LF SSHEZE 22)2
0I23t0d HZE = ASLICL Him 7S 24 ASK AEHHOAE =) 432 {86 HEtE
Jlsgh MBIt

9/ : Parani-MSP10002 SSH v2 8+ X/&ELICE AEXE SSH v2 E X256 SSH =22H0/9E
ZZ 22 AtEZ0H0F ELICH

o & OIHHOIA

2 EBctRMZ Parani-MSP10002 & &oledie 3R AIEXH=  Internet Explorer, Firefox
Navigator2 2 2P0l @ EelRXMZ Parani-MSP10000f HZE 4= ASLICH & CIE H Ol
HFA A

2 v 2= 242 AEX UEHOIAE HSELICH L8 Parani-
J

>
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>
0p
ol
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1) 2£ JH0I=9 &% 22 Parani-MSP10002 &

(Ut
HHl
Im
=
e
1Y
i
C
o

& 2-4 Parani-MSP1000 A/2/g 2% 70

T
2
Iy

2) 2= 0SS UE &E 2= MEXN BFHEHA Aldlg ZE0 A2 LI

3) Hyper Terminal &2 HUIE Z2Z2J#E AsgLICh OsSw 20 HOE =289
Aelg 4382 NZeLIth

9600 Baud rate

Data bits 8

Parity None

Stop bits 1
®  No flow control
4) [ENTER] 2|E€ S&LICHL

5 AIEX 0I5 HWARKASE LEHELILL & =Dt 282 US4 &sUbh.

-
i

Login: root Password: root

6) AI2X= 2192 =0 CLI(Command Line Interface) 0l Al CI2St Shell YEHE AISE
o= USLICL CLI AFEO0ll 2t8t THAISH LHEE 10. CLI QWM E & GHAID| HHELICH.

7) editconf FHOE HGIHE Ot 22 HAE Hims #35 242 HHOAZ

SOIH ELICH

[ root @/BP1000 /] # editconf

Wl come to MSP1000 configuration page

14



A

Current Time : 7/14/2007 12: 22:56 Serial No. : mspl000-test 1234
F/ W Rev. : v1.0.0 MAC Addr. (ethO) : 00: 01: 95: AF: BF: DD
IP Mode (ethO) : Static I P Addr. (eth0) : 192.168.161.5

Net wor k confi guration

System adm ni stration

System st atus & | og

CF card configuration

Moni t ori ng

Save changes

Exit without saving

Exit and appl y changes

Exit and reboot

<ES(> Back, <ENTER> Refresh

-->1

© N UL W NI

8) MBS IP =4AE &G o, Ol 1. Network Configurations &Eist
Ethernet 0 £&2=2 XAELICL UWERZA 0 XHA Network ConfigurationS
SAFol0F ELICHL UWERZA &80l E55H MEX=E Ul/SSH HAZ0ILE & BRME

=2 o
Sofl M30 &2 = UsLICH

mo o

1. ETHERNET O (ethO) configuration
2. ETHERNET 1 (ethl) configuration
3. Firewall configuration

4. TCP confi guration

<ESC> Back, <ENTER> Refresh

1. IP node: Static IP

2. | P address: 192.168. 14.123
3. Subnet mask: 255.255.0.0

4. Gateway: 192.168.1.1

5. Primary DNS: 168. 126.63. 1
6. Secondary DNS: 168.126.63.2
<ESC> Back, <ENTER> Refresh

r

£ 225t [Enter] 2|1 =2 Parani-MSP1000 Lt2t0lH & &G0 < &Ho
S=2S MEELIC 2 SHHUAM W A0 et 228 Oet0lHE 8 LI

=9 editconf U7 ZZJ0A LIJID] &0 save O apply T &= &&ofof &L/C RE It

ct

Ole=2 M32 HIfgdo H2el g9z MEELUO. dau, AFZXF His0lA save &
E

g 2o MIAE EF0 HEEHA L0 /L, apply FE0/ &&= =0/0F &

15



242 0|HY H2E S8t 8

A 2£2 H30 826tHH Parani-MSP10002| IP =

IlJ|ﬂJ

& ot

o

f &LICH Parani_MSP10002

ZJ| IP =AE 192.168.161.5 LLICL LT AFRXIOF HIZQ IP TAZ LGB AIRRE &y /
SSH Z20S 0|25 & Z22HE 018510 828 £ USLCL I AIZX 012D
HARCSE A2l 22 OIHHO0IAY DIEIIXIZ OIS Z2&LICH

root : root
1) &% /SSH &2
gUl / SSH QIE{HOIAN 26D st BES Al 20 2ot BRD o
UXISLICHL s PS YA AKX OEHHOAZ SOHIIAM 2410 U= IE 5)HM IE

8)tXIE [MetOoF & LICH

2) & F2

Parani-MSP10002 HTTP2t HTTPS (HTTP over SSL) Z2&E=2 X2 ELICH

Ny

MSP1000 SENA

€3 Bluetooth

Parani

Bluetooth Access Point

User authentication required. Login please.

User ID: root

Password: rrEEE

login |

& 2-5 Parani-MSP1000 & 22/° £79! 3tH

16



\TM

MSP1000 SENA

£3 Bluetooth’

Parani

Bluetooth Access Point

Network
1P configuration B R
TCP service configuration IP Conflguratlon
IP filtering configuration

Bluetooth

Serial Port Profile

CF card

System administration

System status & log 1P address 192,166, 11,30

Eustenustatistics Subretmask |75, 25500

Ethernet 0 (eth0) configuration
@ staticlp O DHCP

Apply changes Gateway TI:EIZ.'i'EirE!.'I l
Logout
Reboot

Primary DNS 168.126.63.1

Secondary DHNS [166.126.63.2

Ethernet 1 (eth1) configuration

[ Save to flash J [ Save & apply ] [Canl:el

&/ 2-6 Parani-MSP1000 & 22/ st

18 2-62 Parani-MSP1000 & 22| B HOIANA 2 =0 ZAlE=s SEYLICH 3tH 2
Z0l 0= "ot JASLICH b= Ble 2a? €8 Hiw 18 ZEELLC H=BoA &ss o
EiotE 2129 xl a9 Ol S0 S8 R2H=S01 =8% €2 ZAEULO. RH=E d8ot
o dest =0l oot 2B =SS HEE Uq= FHOI LHEFELICL 2E SHHOUA

= & = =
[Save to flash], [Save & apply] 2+ [Cancel]l HEO| HSELICH &8 Ha-52 HPs = [Save] E

Heisior B IOl HIFes H2al2 IS LT

MEX=E HEE UWE2 HZ26td™ [Apply changes]E SAEiaH0F &LICH Ois Bt MY OthZE

ol U_SLICEH AtE Xt [Apply changes]E &Ei0H0F BHEE A& #H+S0| Parani-MSP1000 & &0l

BrEELICL AIEXt= [Save & apply]E & E8ct BHAE S&ES MEGLD HES= 22 SAHEO

aldig = USLICH

grok ALZ XL BHEE SZB USS MEOHIIE oA ZS &R, [Cancell2 &g =

U_SLICHL B BF WHE2 FHAHD HE M 9 gs2 3I=SELCh 001 MEZAHL

HEE BHE WHE2 HADKA RSUICH

243.2F8FA 24 HEE S8 £F

Parani-MSP10002 EF&2A &S Sofl M3Z2 &€& HHoIAZ ¥26t=s Y- GHU=E

PAN (Personal Area Network) 21} AHIAE HNIEULC ARSI BREI EFFA S

AXE AF1D UCH ASBXs EFFA AZES MESH M3 =) €38 & = UsUL
x

17



1)

2)

3)

4)

5)

I HHEHE Parani-MSP10000f 226t AIR. OIHY! HIOISE Parani-MSP1000 Of Lt
AEX ZFREON HZGHA OHYAlR.
E2EA A AZEFAHE OI26tH Parani-MSP10002 Z &t = [Network Access

o
S S8 = AESA FRE2 IP F=AE EHOOHYAIR.

A
Parani-MSP1000& DHCP AHE W&ot UsLICL Dde2lld, Zck0lgE FFHAO
10.0.0x IP =25 HHEELICH. PANOIAM Parani-MSP10002 =J| IP =2= 10.0.0.1&L|

g Sct2AML 2yl Z20d8s 0180t IP =2 10.0.0.12Z Parani-MSP10000i &

18



B.UERZ €8
3.1.1P &%

3.1.1. Ethernet 0 (eth0) & &

AEXS HER/RZD SZ0A Parani-MSP1000E AtEotcd® =s8 IP =20 EQELICH IP
A0 SHIEX 22 3%, AL 22X0HA 226t Parani-MSP1000S ?I18t ==&t IP
=28 €Y ZsUb. UWERI0N Parani-MSP10002 S ZotdA ™, 178 IP =21 U OF
stht= MAasS SaaloF LIt

Parani-MSP1000 IP =2 23 Al, AISXsE OsSl &2 242 QY Z2&=Z 29| GtLE

deig = UAsLICh

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

Parani-MSP10002 =J| J|&2g{2 192.168.16152 IP =42 2=
ASLICH & 3-12 202 2= IP 220 st 88 Ha=2 S0HSLICH
d8s HAot)| fst AN & I8 GUIE 20 sLICH
H31IP £& H+
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

IP configuration

Ethernet 0 (eth0) configuration

® static IP
IP address

Subnetmask
Gateway

Primary DMNS

O DHCP
192.168.11.30

255.255.0.0
192.168.1.1
168.126.63.1

Secondary DMS |168.126.63.2

Ethernet 1 {eth1) configuration

Save to flash ] [ Save & apply ] [Cancel]

Jg 3-1Ip £&

19
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3.1.1.1. Static IP =A Al=20lD|

MEXID} Static IP FAE AIEE E2, Parani-MSP10002| IP =49 23E DE A48 H4E
=522 XNAoF ELICH 0148 H=a0l= IP =4, Subnet mask, Gateway2t DNS servers 0l
USLICH 0] HOM= O0IE 20t XIAIGHA THE 24 LICH

9. Parani-MSP1000 2 A/AE0] AIXE [} &83& 20 Utet WERIIE =J/3f &L/l

e |P address

Static IP= DEE0IHAN FIHAEQ AlE SO dAg= &LICL 0 AFEM EEEHA

o
ro
T
ol
B~ o
i
=
oo 36
_O'ﬂ
i
o

HESRZR &9 <X = ==

UM &S AEEGtD Oste =+

HHCZ NRotD) = =k

=9/ 192.168.1.x, 172.16.x.x 2f 10.xxx &4/2 =L £& ISP (Internet Service Provider)Jf 61 oA/

YECE B0 AFS(Private) =4 2/L/CF Parani-MSP1000E2 X &6/ % Z R0 Wep O/ St

22 ZZ= Jof HOIHE 12 2= =+ Q00 otd, 0/ IR Fgdt Fo 1P F£4LE
= =

SEofOF ELICH ZQ P FAE ZEBECZE XS ISPERE F2206t7/LF ZLHE AsLICH

e Subnet mask

AEdle 22 Xeld fAX, & d=2 L= s28 LAN &0 Us 2 UERID SAES
YLt UWERZIE Soil Wite W20l Jys E<, Parani-MSP1000= {30l XI& &t TCP/IP
SABEIL 2Z UERKZAD 90 U=k MY tAZIE Soff &HQELICL FAJb Parani-

MSP10001 =28 UWERZI S90 AUCHH, 22lHQ =LA (Physical address)E SoiA HE

HAZELICH DX 22H =& J|I2 HOIEROE Sai HZELILH.

-

e Default gateway

HOIEROl= OE UWERIN S0t HESRZ2 FFYLICL Lerdoz
UHERKZ WUHM E£= XF ISPOHAM EciEE MOlols dFE= HOERO =EYULC 222
HERID &8 Ho SAEQ S4lot)| fIoiAd= Parani-MSP10000l J|2 HIOIEROl ZFEHS
IP =AE 20t0F ELICH AHOIER IP =20 O H&sr E2= UWESRKZA 22X A

rr
i
4
12
o
o
on
rr

e Primary and Secondary DNS

AEIDE SE EAI0IESE 220t otH, ZREI= AAOIES HEEH IP =20 ot DNS
(Domain Name System) AMHHOH 211, 1 &= 0/E0t0 & MU Z=XLICH DNS= Qe
CHel UEs AME0H IP =42 BHEAHAFT= AL ZHe UZ =2 senacomit 22
2At =XNHE XLEst €49 0150 etz O JIY6tl|or O gsLICH DNS A e
st ®AE DJIBtel el WlZES TCP/IPO HAZot)l Rlol <At IP F=AZ BHEAIAFT=



SAE LI

Parani-MSP10002| DNS J|s2 AIEotHA® THQ Y22 SAEN 5 = JASTS 0l DNS
HAM2 IP =45 &F6H0F &LICH. Parani-MSP10002 Primary DNS server?t Secondary DNS
NS M2 IP =45 Z&ote Y4HE MI3ELICH Secondary DNS MB{= Primary

server 22 D
DNS MHIE AIEE £ 22 [ AFE26HD| ol XA & LIC

3.1.1.2. Dynamic Host Configuration Protocol (DHCP) AtE3d}2|

S8 SAE 43 4 A2 (Dynamic Host Configuration Protocol - DHCP)2 WER3 22| Xt IP
A0 ggsS XA UERIANMN 5L 22ty NSSE == UM ot S4 Z2ESYLIT
DHCP= UIE®Z 2clXIt IP =AE SHEUAM 2=06t] =2HictEE ot FFEHIE G2
HESRZR |AXI0 2400 & B2 M2 IP FAE US22 MELHESE LIt

Static IP 222 &2, IP =4 2 R =322 S0P SLICE 2 AREI TOE
HESRA fXZ 0lsste 82, ME2 IP FAJF BEA 2T 00F &LICL IP =4AJF DHCP

CEUAM EEEE IP =2 H0l, DNS AHE =Z&otl= 2= H=It

sz Z&8ELO. DHCPE Z2° IP =A4JF otkel HFEO ot R=8t Al =
J

=)
>
Im
=
Im

DHCPE AIZotEE HEEUS E SR, Parani-MSP10002 AIAEI0l AIEZE [HOHCH WERZ &0
DHCP RFE= ZS8UC. DHCP AWHe SEl= 1P =22 HIRGHH AES O0tA 3,
HOIEROl =24, DNS AMH & “CHO” AI2H0l ZS & JASLICH Parani-MSP10002 Al Ol &
Z2E A OIZ22l0l MEEUC “Hot 2teH= F, Parani-MSP10002 DHCP MBI 2S£ H
“CHOP” Al2tel &S QEEILICH DHCP AMBiJF & s s HXR, Parani-MSP10002 A= 0l A
S IP =42 SHY = USLICL DHCP MBI o HE S sClotkl 2= &ER, Parani-
MSP10002 DHCP ANHZRH MZ2 IP =4 & EXE AIAELCHL

9. DHCP ZE0/A DNS AtHE Eatet D& HEFHT 2 & Parani-MSP1000 H = s =
I LI

DHCP MH= UWERZ 22Xt 22lst) U= IP T4 E0AM IP FAE SHCz YL
Ol= DHCP 220l E, 0IE =0 Parani-MSP0000| &S& [MHOICH CIE IP =AE = AIEHLICH
DHCP MHOIA IP F=AE 03I AISXOE MSH Y& Parani-MSP1000 =4S &4
olalgl 2 QUESE SBEHMOF ELICI. DHCP UWERIANAM IP =AE WYctAH 22| Xt= Parani-
MSP10002 Gttt 220 U= ¥ AEHN A= Parani-MSP10002] MAC =42 2 0hO0f

e LI C.
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3.1.2. Ethernet 1 (ethl) &3

Parani-MSP10002 S JH2l OIHY EEZE JtX1D JUSLICEH A Xi= SFEHM 0IHY! (ethl)2
[Bridged with eth0], [Bridged with pan0]O|L} [Disable]Z2 &&& %= US

e Bridged with ethO
ethl2 eth02t UIERT BelXz HZELILHL eth022 HZ 0l AIHEY ZR2 XM B=2=
SHELICH eth02] AZ0l ZHXH Parani-MSP10002 ethOCH4l eth122Z i3IS S-LICH
0 s& ZE0lA, ethi2l IP A= eth0flAd EZFE IP =ALLICH ethOUA ethl2=Z2
M0l ethlOlM eth02 &0l LO0E [, 012201 TCP A&N= Ot F&= 0IXIX
2 0FOF EFLICH.

e Bridged with pan0
eth12 Personal Area Network(pan0)E <8t UIERIA CIHHOIAR UERID BNz
A ZELICH Parani-MSP10002 ethlE S5l HZEE ZE SAEZE E25A T2012(PAN,
22 LICH =, ehtl2 Soi Parani-MSP10001t HZ &
DE:i

= -/
2 SAES SME = USLICHL

3.2. = DNS(Dynamic DNS) & &

AFEXHIJE MSP1000S DSL cteloll HZotHL DHCP 2&E AIEE 3, I Al2t0l B 0totE,
IP =20 HEE SLICH Oldde BHEE IP =20 e 328 &4 Ae A2 W=

Hed@ LLICh E£&, el kot
IP =401 HIE/ULH HEE S

S5 DNS MHlA= R0AM A28 2HES HZot)| |18t Z2ES0I0, 0id ISP E£&=

M HZB&LICL S& DNS AHIAS AIZEEOZ2M, AIEXE IP FA9 HFN A280 SH
DNS AMH0U SE& SAE 0|2 Soil MSP1000 Ol %€ == USLICH

2BIM O 2 MSP10002 Dynamic DNS Network Services(www.dyndns.org)Olld XSS
DNS MHIAStS XIELICH, JIEF =& DNS MHIA HSSAet 2 A= 2ME
K& MOl HSSHAID HHELICH

Dynamic DNS Network ServicesJt M&E6t= =& DNS AMHIAE AIZStE, AAZXe 059
& NIC(Network Information Center — http://members.dyndns.org)dl =)
At= Dynamic DNS Network Services Members NICO 2021 8 & M2 & DNS S4AE

a8 FIotg =+ USLICH

Ir

tol

=
04
nio
ux
04
%
=)
ol
-
a
=
om0
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=X DNS & H=0A, S= DNS MUIADI JIsotEE & F, A 2Xl= SZ2& Domain name,
x

User name a% PasswordE & &ol0F SLICH A& gt =, AIEXt= Domain
L

name 2tS AtE0ot0d MSP10000I E=E = /UsS

Dynamic DNS configuration

Dynamic DNS Disable «
Damain name

User name

Password

Confirm password

Save to flash ] [ Save & apply ] [Cancel]

18 3-2 =& DNs &£&

3.3. SMTP &3&

AAE 270 HAIXIE S&3 Ji0t2 234U #Hl2 310 HAIXIF & 2L MSP1000 =2
Email S2E Soll 0|2 22IX0HH 2 = = USLICE 0l fdiAd=E, F58 SMTP AH 2
HF0| SQELICH. MSP1000 2 G841 &2 3JtA SMTP M |SE2 XI&&LIC.

® POP before SMTP

® SMTP without authentication

® SMTP with authentication

SMTP configuration

SMTP server [Enable +|

SMTP server name Esmtp.yuurcumpany‘cun

Device mail address suser@gourcompany.co

SMTP mode _SMTF’ with authentication -
SMTP user name |user

SMTP password rTry]

Canfirm SMTP password (eees)

[ Save to flash ] [ Save & apply ] [Cancel]

& 3-3SMTP &&
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3.4.

P EHE £4

Parani-MSP1000=2 IP =4 J|gt EHHE S SoiM de0l 8l SAES FHI2E US =
USLICH AtEXt= Iet0IEHS 438 =Ze22ZM sl 22 AES 2t = UAsU

- ™ SAET Parani-MSP10002| aHE MBIA0 &28 4 GICH

- S8 IP FAE A © GtLIS] SAEQHO|l Parani-MSP10002| oY MHIAN HIZE =

ULH.

- S8 UHEKIAN U= SAED0| Parani-MSP10002| oY MUIAN E2& = QUCH

- 2 SAED} Parani-MSP10002| aHE MBIAN E28 4= QUCH
IP ZEHE = Telnet, SSH, Web ServerL Al2IZ ZE Z2OY NMES2Z2 2= MOHEY =
UL, 4ot HL HIZ2HEse = JASUC. & SotAl IP 2HE #E0= 0IRAT FHE O
UK ASLICHL (BRE SAE0WAM Parani-MSP10002] 2E AMHIA 2 Al2lg XZE FHZ0|
JtsgLICh)

IP 2Hd 28 &2 2 g2 2l s €sLIth

Interface
Ol WERZA CHHOIAE Soll RN SH22= A0l CHol 1P Z2HE 722 Es8L
Ct. ethOLt pan0 = otLtZ2 & FELIC.

Option1t IP address/mask

IP Z2HE A2 HEY HERIAYS EF SAE H/AE NIELIC AEX=E IP =4
ot MEU OtAEES Y6t S SAEL SAE JFS Parani-MSP10000 E2g =+
JUEF HdFg = JASLUCHL A SAEQ ALZEXIE Parani-MSP10000 &E2otcA® &=
SAES P A0t NEE MEY AU EMHoHOF LICH S8 SAEQH 28 = QU
E= otdd, IP =40 S SAE IP =A% MEU0l 255.255.255.2555 Y=ot
Option2 NormalE SEioH0F ELICH 2 SAES H22 oI&0tdAH IP A2 MEU
0.0.0.0= =5t Normal OptionS &E46tEH ELUICH KtAle HE2 H3-28 HFXoHAIR
Port

P ZE2 FE0 MEE TCP ZE HISZ XHEESLICH 23(Telnet), 22(SSH), 80(HTTP),
443(HTTPS) = 222 Al2lg ZE T2 NA&S ZE HSE XEE 5= USLILCL

Chain rule
& & & Optiondt IP address/mask =210 oiEote SAEJL 4&EE Portlll E20t0X &
W, 822 olE& 2d(Accept)?l XI 2 24 (Drop, Reject)?/ XIE & & &LICH

24



IP filtering configuration

Mo.Interface Option IP address/Mask Protocol Port Chain rule  Action
1 [ethd +|[Mormal +|[192.168.0.0/255.255.0.0 TCP [»|[22 DROP
2 [ethd «| Mormal + [0.00.0/0.0.00 TCP |»|[23 ACCEPT
2 [ethd «| Mormal + [0.0.0.0/0.0.00 TCP |80 BCCEPT
4 [ethd «| Mormal + [0.00.0/0.0.00 TCP ~|[443 BCCEPT
ethd +|[Normal « TCP ACCEPT ~ | Add
Save to flash ] [ Save & apply ] [Cancel]
J& 3-41P ZEHE &F
H 32 Option Z' IP address/mask £&/9 2/& 0
| f .
Allowable Hosts nput format Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192 168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.1.254 192.168.1.0/255.255.255.0 Normal
192.168.0.1 ~
192 .168.255 254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

35.TCP MHIA &3

TCP MI&E0 & SAE MUAM MHST=E BR, SAE TCP EXEQ| lock-up2 XI5t IdHA
HZOl HAXNOIA HIHAMHNOIH Z2E0{0F SLICH 01248t lock-up A&s 2Xst)| <ol
Parani-MSP1000& TCP keep-alive JI=s= RHNI3&LICH. Parani-MSP10002 UWIERAJt &G
keep aliveTl0] UKl 2SI o FIIHC=Z AU SAEN IS MSELICHL BHSO0
glod Al SAEN OlA0l JUs N2 2+F6H1, ME2 SS0HH LI

Parani-MSP10002| TCP keep-alive J|SZ2 AEotHH, AI2Xe O30 201 342 H=E

ZHoH0F &LICH

25



TCP keep-alive time:
N& 2ol S4I0l A= ACHOIM 0L 2t

£ ZIELIL. Jl=ete 1522 4350 UsUCH

!

QI O

Ol
gl

tH keepalive TH3! M&ES AlIE

TCP “keep-alive” probes:

HZBES S Xl Z& HHEX (R E =elot)| ol &3 SAEN keepalive W3S
Z B0IU dEGt=XIE UE-ILICH JIE282 33z 8850 USLICH

TCP keep-alive intervals:

keepalive TH3! MEC| A2t 2HA2ES UEHRHLICH Jl2gt2 522 &L UsLICH

b
S
P
i
ol
ol
b

& =TI £3E M Parani-MSP1000 2 S4I10l Sl= &EHSRH 15
o2

b

[}

2tH O 2 33 keepalive TH2!S HSE L

TCP service configuration

TCP keepalive time 15
TCP keepalive probes |3

TP keepalive intervals |5

Save to flash ] [ Save & apply ] [Cancel]

18! 3-5 TCP keep-alive &&
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EA &3

llll[[

4.1. General properties

0l Oi=0 A Parani-MSP10002 =E&&A

r.w,"
o
g
I+
(1
Wz
0!
o9
c
o

Bluetooth friendly name
=SE=5A 0|82 4dole gE=S dEELICH “%h"0l= Host name A8 0A XEE SAE
010l SOHZLICH “%d” Ol= &8l IDJt Y ELICH

Discoverable (Inquiry scan)

0l &30l EnableTl™ Parani-MSP10002 “discoverable” &EiJt & LICt. “discoverable” &EHO|

Me g EUYI0lA Parani-MSP1000 EHIE dMg = UASLILCH

Connectable (Page scan)

0l 30| EnableTl® Parani-MSP10002 “connectable to” &HE{iJt & LICt “connectable to” 4t

EHlAd = CHE ZHIWA Parani-MSP10000i H&& = USLICH

Authentication

Ol &0l EnableT/® Parani-MSP10002 2|22 HZ QAU CHoH Pin codeE 2P &LICH

Pin codedt Y XIGHAI Z2H HAAS HEELICL

PIN code

RUHAM HZ RFEAl K8 PIN code2t ZXIot=Xl HIWSHAHLE, HZ AlZAl PIN codeE

QTS i SE2=Z AFZELICH

Encryption

0l £&0l| Enable%l™, Parani-MSP10002 2= EF5FA AZ0 Uoll 23S N2 ELICH

Class of device

o™ BE2F9 STFEA XX, M MHIAE Xct=XIE HF&LICH Class of device =
FOIEZ(0xSSDDdd) & & USLICH Major Service Class(SS), Major Device Class(DD),

Minor Device Class(dd).

Major Service Class :

Bit 1: Positioning (Location identification)

Bit 2: Networking (LAN, Ad hoc, ...)

Bit 3: Rendering (Printing, Speaker, ...)

Bit 4: Capturing (Scanner, Microphone, ...)

Bit 5: Object Transfer (v-Inbox, v_Folder, ...)

Bit 6: Audio (Speaker, Microphone, Headset service, ...)

Bit 7: Telephony (Cordless telephony, Modem, Headset service, ...)

Bit 8: Information (WEB-server, WAP-server, ...)

Major Device Class:

0x00: Miscellaneous

27



0x01: Computer (desktop, notebook, PDA, organizers, ...)

0x02: Phone (cellular, cordless, payphone, modem, ...)

0x03: LAN / Network Access point

0x04: Audio / Video (headset, speaker, stereo, video display, vcr, ...)
0x05: Peripheral (mouse, joystick, keyboards, ...)

0x06: Imaging (printing, scanner, camera, display, ...)

Minor Device Class:

Ol HIOIEZ2l 2|0l= Major Class €20l [Itet CHELICH 20 XHMst L2e 8§24 AHs
O AI L.
Supervision timeout
EZEA A0 HA %= B3R HZE S22 Heldk=d Zel= AMZtLUCH 0 gt2 A
SdZ¥otE O3 EFFA HZ0 E0HE XS %2 IXNEY = UXNE, BHHZ 2F 210
oo ZAIHCZ EFEA SH0| ZX = R0 50 E20HE A2 HUHGIH =
b 2 = USLICHO ~ 40,02 SEHHE 2018
Save link-key
SEEEA AZA MHE HIINE SHAINH HESLICEH
Delete link-key
ScHAIN MEE E3IIE AM &LICH
Specific pin code
S X0 Uist 2HDEE 43g = UAsLt
Available Bluetooth devices
&= SEFFA Fdl2l 222 HEAIELICHL
General properties
Bluetooth friendly name %h-%d
Discoverable [Enable «
Connectable [Enable ~
Authentication (for incoming connection) _Di_sa_lble |

Pin code {far incomingfoutgoing connection) | 1234

Encryptian Disahle
Class of device Dxﬁ]QDSDD
Supervision timeout _SD )
Save link-key Disakle
Delete link-keys Delete
Specific pin code
Mo, BD address pin code Act
Add
Display available bluetooth devices
Mo, name BD address
1 MSP1000-0 00:01:95:08:24:F3
2 MSP1000-1 00:01:95:08: 24 B2
3 MsP1000-2 00:01:95:08:24:BB
% MSP1000-3 00:01:95:08:25:10

J& 41 ZZF&E A General Properties
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42 . s& E2E

Parani-MSP10002 3JtAl S& 228 JHXL U220, AFZXIE THele X0 %= S5 ZEE

et AIEE = USLICH
421 AP 2E

PAN, DUNZ} LAPE XI&ot= EF54A #HIJF Parani-MSP1000S Sot LANOI E2E == US
LI Ct.

4.2.2. Repeater 2&

Repeater 2E2 A& E Parani-MSP10002 JIE0 &XIE Parani-MSP10002] MHIA BHEE W

olou, =22 XY 82 MilA 348 XG0 Holde S =FL FXE HEE = UES Parani-

MSP10002 SH Dl dg=S LI

Fepeaater
/ MSP*—' \

18 4-2 Repeater£ 0/&35F EEEA S

Station mMsP+

J84-210 201 H20ILt PRS2 oo 8% X0l MI|l= o
Parani-MSP10002 FJt2 4XIotH =FFA FXWM EUH= HOIHE Z2F Station22 Mg g
= UELICH Repeaterg & & & Parani-M £ HZoHK 20t% Station=2 SotGH

LANOI E2& =+ USLICL

Parani-MSP10002| Repeater 255 AtEGHHAY, AIZX= OS2 20| 4042 BH=E ZF 0t

efLICt.



e Station BD Address
e LocallP
e Netmask

e Gateway

Operation mode configuration

O ap

() Repeater
Station BD Address |00:01:95! A8 A0 B0

Local IP 10.0.0.10
Netrmask ZER.0.0.0
Gateway 10.0.001
) Station
[ Savetoflash | [ Save & apply ] [ Cancel ]

& 42 Repeater 2 &%
4.2.3. Station 2%

Repeater2 &&E Parani-MSP10002 2 FH &Y 22 HIO0IHE ARZ M SELICH
7

2ex 2

=
o 7)HS] Repeaterg H&E == JU2U, Repeatertil £ CtE RepeaterE &

|
= o

lsLICh
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Parani-MSP1000 PAN(Personal Area Network) ZZIt2, DUN(Dialup Network) ZZ Il
& LICt. PAN, DUNZt LAPE XI&ot= = ul

LAP(LAN access over PPP) Z2t2 S XA E
= Parani-MSP1000= S0t0 LANOI &E2g = UASLICL

4.3. AP MHIA

o
[und

AN

AP service

Private address Class & (10.% X.X/255.0.0.0)
PAN (Personal Area Netwark) | NAP(Network access point)
DUN {Dial Up Network) Enable «
LAP (LAM Access using PPP)  [Enable «

Port forwarding

Mo.Local port Remote IP Remote port Protocol Action

UDP w Add

Save to flash ] [ Save & apply ] [Cancel]

78 43 S2EA AP AU/

43.1ANE FA

Parani-MSP10002 PAN, DUN1I LAP HZ0A Atd
MSP10002 DHCPE Soff IP

Protocol (IPCP)E Sdll IP

L

| Ct.

iU
4m
[>
yal

PANOI A Parani-

Internet Protocol Control

= of 8 =4 U3l 28Ut
10.0.0.0 ~ 10.255.255.255
H 41 10.xxX0f & =2
10.0.0.1 Reserved for Parani-MSP1000

10.0.0.50 ~10.0.0.99

Reserved for PAN connections

10.0.0.100 ~ 10.0.0.200

Reserved for LAP & DUN connections

172.16.0.0 ~ 172.16.255.255

H 4-2172.16.xx01 0 F& =4

172.16.0.1

Reserved for Parani-MSP1000

172.16.0.50 ~172.16.0.99 Reserved for PAN connections

172.16.0.100 ~ 172.16.0.200 | Reserved for LAP & DUN connections
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e 192.168.0.1 ~192.168.0.255
H 4-3192.168.0x 0l Gf<r& =4
192.168.0.1 Reserved for Parani-MSP1000
192.168.0.50 ~ 192.168.0.99 | Reserved for PAN connections
192.168.0.100 ~ 192.168.0.200 | Reserved for LAP & DUN connections

DEIP =&

i

AE

w9

HFE 0 UAX &

fo

S0 U

rr

=20

rr

4.3.2. Personal Area Networking (PAN)

e Disable
Parani-MSP10002 GN £ = NAP AHIAE ZHHELICh
e Group ad-hoc Network (GN) Controller

IP =25 AE0oi0F SLICH

Parani-MSP10002 LI & L0 €ES UE/RAIAEFFL LR == FItELICH

e Network Access Point (NAP)
Parani-MSP10002 J|Z& UERIILAN)} =S=FF
SolNEM s&ELIth

>
1y
o
e
rQ
Im
>
=)
1o
I=

HU
=
I
40

4.3.3. Dial-Up Networking (DUN)

!
10
it
U
M
>

0l £&0| Enable=™, Parani-MSP10002 £ &0l CHol DUN =2t S

LI Ct.

4.3.4. LAN Access over PPP (LAP)

0l &&0| EnableTl™, Parani-MSP10002 2/8°2 =F&A HZ0 ol LAP ZZ20I2 =S

LICH.

4.3.5. Port forwarding

il
04
pal
HU

Parani-MSP10002 £& ZEZ S022c= OIOIEE ELHE MSP1000 E2 U

&= AsLICH

2E ZRY 3 &9 2 B0 o0l s 25U
Local port
Remote IP

Remote port

Protocol
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44FTP &%

0l OI=0lAM Parani-MSP10002 =EF&A

® FTPservice

0l &&0| EnableT ™, Parani-MSP10002 =&&

® Basedirectory
FTP MBS HI0IA ClaEe|E &EELICH
User space : /usr2
RAM : /mnt/ram
CF card : /mnt/cf

FTP configuration

FTP service Enahle

Base directory  User space

Save to flash ] [ Save & apply ] [Cancel]

18 43 S£FL FTP £F

45. Connections

S Parani-MSP10001 CHEXHEA =SREA 2 HEE
[mz]

2 s sl

Inf
SEFEA CIHHIOIA
e BD address
A BD =4
e Device name
2 2 Bluetooth &H|2| 0|&

e LM

Parani-MSP10002| HZ2 & El(Link Mode). M2 Ot AE(Master) S=

LICH.

e RSSI&LQ
RSSI2t Link Quality(LQ)
5 Parani-MSP10001t

=l
A FHietel H&0l &0

[l

£d0IE(Slave)E 2l0|&

tth= 2= 20Ig LIt

stz o2



4

26 S42 10m OILHOIA =H2| &EHE = XIELICH

Connections

PAN connections
Mo, Inf BD address Device narme L RSS1  LOQ
S hci-0  00:09:DD:50:48:94 LEECOMZ I 3 253

LAP & DUN connections
Mo, Inf BD address Device name LM RS51  LQ
(i hci-1  00:09:0D:50:49:D2 JOKER I 9 254

SPP connections

Mo, Inf BD address Device narme L RSS1  LOQ
S hci-0  00:01:95:06:1E:EE PSD100v1.1.0-061EEE I 8 229
[ Refresh | [ Disconnect
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Aelg 2E Zzu2 s XNdotse 28524 &8l= Parani-MSP10001) A2 Z
Sol 3 SAES UOIEHE =1 &2 = UAsLIT

e Disable
SPP AMHlAE= HIZA3H ELICH

e Connector

Parani-MSP1000= 2 X2 SFFA HHIE HME = HME THIS
Parani-MSP10002 2IR2 & RIS LO0t=0X= EsUl

e Acceptor

Parani-MSP10002 2 28 =2 2!
AL EREA HH|Z2 HES AMZoHKesE EsUt

e Custom

AL
e

UL, TCPIPE

EA HHIQ HZE A2 HOt=YLICH Parani-MSP10002
(o]

Parani-MSP10002 S5 =S54 U2 SUELICL MEX=E EF5F4A U2 BD =4

@t 229 Pairing ModeE & &allOF & LICH

Pairing mode configuration

() Disahle SPP disabled.

) Connector Initiate connection to unspecific devices,
Scan interval {over 30 sec.)
Scan mode
Inguiry access code 03

Remote device name

O Acceptor Accept connection from unspecific devices.

(&) Custom InitiatefAccept connection toffrom predefined devices.

Save to flash ] [ Save & apply ] [Cancel]

72/ 5-1 Pairing Mode
5.2. Pairing mode - Connector

Parani-MSP10002 Scan intervalOl £&&& Al2 2tA0tO 22 2
= Zdlz dZS AMEZELCL 23 Jtsdt 83 Has O3S0 25LICH
e Scan interval
Parani-MSP10002 0| Al2b 2t&A(ZEH X
Parani-MSP10000| M &HIE QlAlGt=0l 2R AlZt

=

a

o

{0

ro

o i
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FO R B2 A2t 2tFE2 LI0IEH &4 22 =2 g

e Scan mode

Parani-MSP10002 IAC gt &2 0|822 F=RI2 EF&A

e Inquiry access code (IAC)

IACE 16%2=29e8b001 9e8b3f2l B2l LI QUOI0F BLICH HREES =2
BIR Ol |AC (9e8b33)22 AXE | UALLICH  Parani-MSP10000] A
ACH M, S2EA IH|O IACE UBHROI JACOI0{0F BILICHL 2{Lt, IACTH

Zd S Parani-MSP10000| LS %2 SFSA ZHIE M
J

e Remote device name

Parani-MSP10002 0|S0| £&8& gt2=2 Al&ote =854 &4

5.3. Pairing mode - Acceptor

Parani-MSP10002 2= 282 =85&A &HHlo & is ¢

Parani-MSP10002 SS& =54 &I

2 XLE ZF0AM OIFHELICE XAl WE

55. LE & 3&

Peds =5 JASLICHL 0l S2HE Uok)l fIchA X

OlXl &£2 IACE AIE56tHA ™, Parani-MSP10000| ™ Z 5l

252 B o

g=eA Yo HZE 4
28ROl |ACY

SHHl S0 ei2E & g He 2
SIXOl IACLH AHS X BOl IACE

AE MEE [ 228 &AM 28

ZE HX™E Pairing Modell 2t N2 U2 2lHRE I

Logging Ol /= Pairing modeJt Custom2 J<0E AtE Jts

Port configuration

Port pairing mode

Port pairing mode

BD address of remote blustooth device
Frame buffer

Service category

Network service

Miscellaneous

Save to flash ] [ Save & apply ] [Cancel]

Jg 52 ZE &%
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5.5.1. Port pairing mode (Custom mode only)

Port pairing mode Jt AcceptorOl ™, Parani-MSP10002 =2& A &EH|IZ2RE2 HE @F
o

LICt. Port pairing mode Jt ConnectorO| &, Parani-MSP10002 =854 &HHIZ
5.5.2. Service category - CLI

EFEA HHIY AZ0| ZH Parani-MSP10002 CLIE HMZ&LICH 0 S8E 0/&6tH AlAE
In]

el s Alelg AH0I=8L0I CLIol 322 = UsUICL

Port configuration

Port pairing mode
Service category

Service category | SR |

[ Savetoflash | [ Sawe&apply | [ Cancel |

_]&/ 5-3 Service category - CLI

5.5.3. Service category - Network

Ol OIF0XIH, Parani-MSP10002 ==& Network serviceE AIZ&LICE Network
serviceJt 2ct0IAHEOIH, Parani-MSP10002 2/F2 H&Z S A S8 LICH Network servicedt At
Y FR0l=, €3 TCP ZENAM AR2FH H2 QFS JIUELICH 0 I TCP H#&0| 0IF
HX™H SSP2RH =4It HO0IH= TCP/IPE HdYotl] TCP/IPZRE =48t HO0IH= SPP&
SMEELICH 200 Ol&2l Network serviceE S=06tH 212f2 Network service= SEHECZ S4g

LI Ct.

ol

Port configuration

Port pairing mode
Frame buffer

Service category

Service category Hetwark
Network service

Miscellaneous

[ Savetoflash | [ Save & apply ] {Cancel]

_1& 5-4 Service category - Network
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5.5.4. Service category — Serial hub

E= SAE gl0| Parani-MSP10002 &0l Parani-SD(EE& 2 & X))
o

= 3 sag &
e S& 2= YU Parani-SDE L1 S0l Jbsdl A0S WH B2 &l B0l Its
N of

& F
SHXIZH 1IN S&ls & &= el&UCh 12U Parani-MSP10001 Parani-SDE &M AlE36t
Parani-SDOIA & 1:N S&I0| Jts3ot0l, Parani-SDE AIEoI22MN 22 = Us HAHS KRG
HAST ZEl Al2lY SEsE & = USLICL
Z29/: Serial hub 2 =& Pairing mode Jf Custom& & 0/8+ Jts &L CH
Port #1 configuration (4]

Port pairing mode

Service category

Service category '_r|-4 huh
Serial hub
Logging
[ Sawetoflash | [ Save&apply | [ Cancel |

_]& 5-5 Service category — Serial hub

5.5.5. Frame buffer

Chs2o 368 SUHAM deg = ASLICH

e Disable
Frame buffer 7|0l HI& &3 &LICH Parani-MSP10002 SSPUIA &2 OIO0IHE Jtsgtst
we| A SAEZ BHLICL

e Fixed size
Parani-MSP10002 ==4IE OI0IE{2l A0 &&gtol OIS WMHXl JICHELICH

e Timeout
Parani-MSP10002 =4l& OI0IE 2l 3DIJt Fixed sizeOfl && & 3J10 0I2HLE TimeoutOl
SFE A0l ZtE WX JICHELICH TimeoutOl 022 A& Z ™ Timeout2 AFETIXl &
SLICH

e Delimiter
Parani-MSP10002 ==&I& OIOIEH2 210 £&& FIJI0l 0I2HLE Timeoutl €& & Al2+0]
Z ot HLE Delimiterdt &&g WOHXI JICHILICEH TimeoutOl 022 A& H Timeout2 ALE
SIXl &&LIC

38



STX + data + ETX

Parani-MSP10002 ==4l& OIOIE2l 3010t €& & AJI0 OIZ2HU TimeoutOl £ Z & Al 20

ZWSHHLE STXZ AI&ESHD ETXE 22U X&EE 3012 Wildcard 2AtE Z &8 GHI0IE It

S&E [WOKI JICHLICE TimeoutOl 022 A& ™ Timeout2 AIE &I Xl 2 SLICH

STX + data + ETX + wildcard-characters

Parani-MSP10002 ==4l& COIOIE2 3010t €& & AJI0 OIZ2HU TimeoutOl £ Z & Al2+0
BotHUL STXE Al&otD ETXZ ZU= OI0IE It &g WILXl JICHE LICEH TimeoutOl 0

=2 HFEH Timeout2 AMEEX ESLUICHL

PN
(=)

o

Port configuration

Port pairing mode

Frame buffer

Frame buffer mode iSTX + Data stream + ETH +wildcard-chars, Max_ e
Timeout o

Masx. Size EMEEI

ST 002 |

ETx 0403 |

Length of wildcard-chars |1
Service category
Network service

Miscellaneous

[ Savetoflash | [ Save &apply | [ Cancel |

18! 5-6 Frame buffer &%

5.5.6. Network service

RED

re

sdz s st

ro

=
S

Network service mode
=2 &8 Mode= server, client?t tunneling 12l vertex &LICH Serverdt &EE ™ Parani-
MSP10002 2I22 HZZ JIUE UL Client2 &S Parani-MSP10002 00| &2& &

SAEZ HZZ AISEUCH Tunneling2 Server?2t Clientot S8t& 22 LICEH Parani-
MSP10002 222 HAZ = JIU2I XIS, SSPOIA CIOIHE 43S i AR2FH HA0|

228
OI2 0 XK %2 AEHH Parani-MSP10002 Client 2EXME &3 SAEZ HAS AITEL

Ct. Vertex 2== otLt2l TCP HZ 2 0eie EF&FA Xt SHE = USLICL
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Network service configuration

Metwork service mode
Service protocol
Inactivity timeout (1 ~ 2600 sec, 0 for unlimited}

Local port numbear | (1024 ~ 65535)

Authentication

Users allowed to access |00t | { [user], )

Save toflash | [ Save & apply ] [Cancel]

&' 5-7 Server mode

Network service configuration

Metwork service mode

Service protocol :_Telnet ~

Inactivity timeout 0 ._ {1~ 3600 sec, 0 for unlimited)
Primary remote host [192.168.161.5

Primary remote port i?DDI

Secondary remote host 5]92.158.15].5

Secondary remote port ?DD]

User name [root _' {optional)

Password [root .(Dptmnalj

Periodic connection :i'B-D | (sec)

\When hluetooth connection is established | Initiate connection w

[ Savetoflash | [ Save & apply ] [Cancel]

J&' 5-8 Client mode

Netwaoark service configuration

Metwork service mode [RIFREENE! « |

Service protocal __Teln_et v
Inactivity timeout o | (1 ~ 3600 sec, O for unlimited)
Local port number [7oo0 .(1024 ~ B5535)
Remote host IE'I'?.'I'"B-B:IHBWV:E
Remote port 7000
[ Savetoflash | [ Saved&apply | [ Cancel |

_7&' 5-9 Tunneling mode
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Network service configuration (4]

Metwaork service mode -'Uéﬁ'éxm\fj

Vertex port EDDD w

Save to flash ‘ [ Save & apply ] [Cancel]

7&' 5-10 Vertex mode

Service protocol
Network service modeJ}t Server &= Client2 @, RawTCP, SSL, Telnetll SSHES| ZZ2EZ
2 deg = UASLICEH Network service modeJt Tunneling2 Z R 0l= RawTCP2t SSL2F &

SELICH

N

Inactivity timeout
Inactivity timeoutOfl &&= Al2t=S0CF HIOIEH2l &0l AW, WIERKT MA&E0l S=ELICH

Local port number / Base port number

x

Network service modeJt Server £= Tunneling? &R, AR0UA HZ QES & TCP ZE
HSE XIAOF &LICH. Pairing modedt CustomOl2tH, At Xt 222 SPP &
Local port numberE & &oHO0F & LICH Pairing modeJt Acceptor’HLt Connector
HZ2 SE01J] =0 AFS IO 222 SPP HZ 0|l TSt Local port numberE &8 22
= USLICH 0] 82 Parani-MSP10002 Base port numberE J|ZE2Z TCP ZLE HSE &
=

St &HLIC Base port numberOl Al 2 E{ Base port number + 27 AHOI2] ZE HSIF Y& LICH

e
0

-

FO TCP ZE HSI ZHLX ZT= oOFeLICL JtS6tH & A EE Ho&=
AE0tA] Ota/ Al 2. Base port number £ & & g5 [ff, Base port number 2/ Base port number + 27
AFOIC] ZE B35 9 [CfE Network service of SEL/ 0 A= oF ELIC

Authentication

Network service mode?dt Server2 Z <, Parani-MSP10002 2R Z2H2 A& QA 210!
S QLTPELICH AIEX 2telold 20010 AF=2E MEX HE S

Users allowed to access

0l &80A SEE ASX2H0| Network serviceZ Z 10218 4= USLICH
Primary/Secondary remote host & port

Network service modeJt ClientLt Tunneling® &<, Parani-MSP10002 0| d&0A S5
SAEZ HEES AISELICH

fﬂ

Username & Password

Network service modeJt ClientO|) &2 S AEDJ} Parani-MSP10000H 27018 Q7E &
<, Parani-MSP10002 OiJIM SE8t HF 22 2012 AMSELICH AFEX 01S0ILE A
EJ HEHE N UK L2H Parani-MSP10002 221 A EotXl Es=LUICH
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Periodic connection

Network service modeJt Client2 [, Parani-MSP10002 GiJI0A &A&E Al2F 2t201CH 22
Z A& = AT ELICE Periodic connection0l 02 &<, Parani-MSP10002 SPPZ%H COI0IH
£ S4o| ENtK= HEE ASotXl EsLUICH

When Bluetooth connection is established: Initiate connection or Do nothing

Initiate connection0| A& &E &2, Parani-MSP10002 2RE&A AHAZ0| ORI K= SAl &=
AEZ HAZS AITELICH 2Lt Do nothing0l AEiE A<, Parani-MSP10002 SSPOIA O
OIEDt =& WKl JICH LICH.

fol

Vertex port
A EFEA EXQ Salotdl fs TCP ZERS ALICH Vertex &AM FItet

EJl 2IAE EHE MB&H, 15 otLUE Mg = UASLICL

Oll

5.5.7. Logging (Custom mode only)

Pairing mode (Port pairing modeJt OfLI2HJt CustomOlZi, Logging J1s5S AIEE %= JUSLICH &
& Jisd #dfs= USH ZsLIH
e Activation
0l 4&0l EnableZ|®™ Parani-MSP10002 SPP HZ 2 =1 = HO0IEHE JIS5tI AIXE
LICF.

Log location
iole= HXZellh CF HZe2l(CF 22t 5
HI0lE = portlogs/the BD_address.log 2t= 0l

nlm Q
rul_o
o&
é
J
Jh
il
"
0
I3
[
o
g
I
in

Ir

Data stream to be logged

Logging mode

IOIE DL HioIUel 2E= ZEGHA &1 88 = U= HAEUOR JFHLNH U=s B2,
TextS S =6tH FLICH OOIEHIE dHolHel REE &t UH, Pure binary =
Readable binaryE &&& = QU&LICH Logging modedt Readable binaryOl®, Parani-
MSP10002 HiOllH42| OIOIEHE H®AE OOIHZ Bas = MEELICH

Reduce the port log file [ Time to reduce the log data ] to [ Log buffer size ]

AAE 230 AIEE=E WR HIZ2=s SEEHA A H20 AA8 20= 3AJIE
=0 =0{0F ELICH Parani-MSP10002 AlAE 202 ZE =Z2Z]ESZ  16Megabytes
HZ2E JHXLD JASULCL WS 22t IS I AIA"E 20= O 0ld JIEE =
SisLICh

o

H 51 J/=EE&E HOIHE =0/ A2
Every month | First day of every month 00:00:00 AM

Every week | Every Sunday 00:00:00 AM
Every day Every day 00:00:00 AM

Every hour Every hour 0 minute 0 second exactly
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Port #1 configuration ©

Activation Enable ~
Log lacation
Data stream to be logged
Losging mode
Reduce the.:system log file size | Every month @ to |5El KByte,
Display port log
H -

[Feen ) (Cear)

[ Saveloflash | [ Seve &apnly | [ Cancel |

—J&/ 5-11 Port Logging mode

5.5.8. Serial hub

Serial hub= Pairing modeJt Custom2 2202 A& JIsotH, A& Jiss E2FF

BD =40t 2IAE EHE MBELICH

Port #1 configuration 0

[ Sawtoflash | [ Save&apply | [ Cancel |

&' 512 Serial hub &£&
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5.5.9. Miscellaneous

7-bit data emulation

0l S&2 Parani-SD Al2|=L} Parani-ESD Al2|=2 &H AI2E O |EE&LICE. Parani-
SD/ESD Alelx= 7-data-bitsE XI&otXl 2&LICH Parani-MSP10002 Parani-SD/ESD Al 2l
= 4l 7-data-bitsE XM el&LICt

9 7-bit data emulation2 Af&05/2/5, Parani-SD/ESDG HZ&E Al2/E &H/Jf Odd, Even
L= Space HEIEIE X of0F EFLICL (BFH0f Parani-SD/ESD= No ParityE & &L/LCL) 7-
bit data emulation &4 2 Not-parity & &0 AtELH 0 & + {SLICH

Port #1 configuration (4]

Port pairing mode
Frame buffer
Service category
Network service
Logging
Miscellaneous

7-hit data emulator [ FEEREEE - |

[ Savetflash | [ Save & apply ] {Cancel]

72/ 5-13 Miscellaneous &' &
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5.6. Vertex & &

StLESl TCP HZ=2 e S8FA EXt Selot)l st AFYLICH &3 Jisst
I s= UGS 2sLICH
e \ertex port

el =54 EX

ko
O
P
ol
~
(%
re
—
0
o
Hl
Im
e
fol
12
C
Q

e Inactivity timeout

Inactivity timeouttll &&= Al2tset OIOIEHS] &&E01 128, UERAD ME0l S=E LT

Vertex configuration

Mo, Wertex port Inactivity timeout Action
1
ad
[ Save to flash ] [ Save & apply ] [ Cancel ]

& 5-14 Vertex &%

5.7. Connections

0x
HT
I
e
>
o
c
[wl
1
9
1o
e
I
2
Q
ro
nx
02

S M Parani-MSP10000il HZ &0 U= SPP HZ

2 Us €sLith

o
=1
=

=SFFA CIHHIOIA
A BD =24
e Service description

SPP HZ 1l 22 = Network service® EEIF EAIELILCH

Connections

Ma, Inf BD address Service description
0 1 hri-1 00:01:95:07:3C:E7 Listening on 7000
0 2 hei-0 00:01:95:06: 1E:EE Listening on 7001
[ Refresh | [ Disconnect

_J]&' 5-13 SPP connections
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5.8. Monitoring (Sniffing)

Parani-MSP10002 ClIHZ20ILI X292 X E Monitoring (sniffing) J1sS X3&LICH.
Monitoring2 AtEXJH SPPZ =1 2= HO0IHE ZAE = JATS o sLICH
I E Monitoring0ll &20ted™

1) TelentOlL} SSHZ Z2£ 22|z Z2& LI

2) Monitoring 0I=E &E6t10 SPP connections BIwE HE&8t & 2 At D ot A

S EIEFLICE.

Wl comre to MSP1000 configurati on page
Qurrent Tine 8/ 26/ 2007 06: 55: 14
F/ W Rev. : v1.0.0

| P Mode (ethO) Static

Seri al

| P Addr

Net wor k confi guration
System adm ni stration
System status & | og

CF card confi guration
Moni t ori ng

Save changes

Exit without savi ng

Exit and apply changes

. Exit and reboot

<ESC> Back, <ENTER> Refresh

© NI L WNIE

No.

MAC Addr . (et h0) :

. (et ho)

MSP1000- 00001
00: 01: 95: AF:. BE: 11
192. 168. 11. 30

Wl comre to MSP1000 noni tori ng menu
Current tinme 07/ 28/ 0107 16:03: 36
F/ W Rev. : v0.0.1_0827_1

| P Mbde (ethO) Static IP

Seri al
MAC Addr
| P Addr.

No.
. (et h0)
(et h0)

nmspl000- t est-2

' 00: 01: 95: AF: BE: 11

192. 168. 11. 30

Syst em st at us
Bl uet oot h nei ghbor hoods
PAN connecti ons
LAP & DUN connect i ons
SPP connecti ons
. TCP connections
<Enter > Refresh
s> 5

BD addr ess Devi ce nane
00: 01: 95: 06: 7C. 4A PSD200v2. 0. 0-067C4AA
00: 01: 95: 05: CB: DF PSD100v1. 1. 0- 05CBDF

1.
2.

M

Enter a command, avail abl e commands are as foll ows:

dc [index] -
oo 2
Select data streamto nonitor:
1. SPP ---> TCP
2. SPP <--- TCP
3. SPP <--> TCP
---> 3
Sel ect nonitoring node:
1. Text
2. Binary
i

di sconnect the connection
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HE =27 20

FO: Al ZES [LOIH 85 £o& SFFA HO0IEHE ZHAIGHI0E
£ XE Monitoring J/SE MZotAl &=LICk

Alclg ZEZ Sat 8 H=0HE ZE
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6.CFcard &3

= [=)
EREE

Parani-MSP10002
SO X3 &ELIC
- ATA/IDE fixed disk card

g Ittt

?Iof CF 2tE =& S 2t |€2 PC It

o

AMNEX= ATA/IDE fixed disk card= AlAE 2LF SPP ZE 8 MEE = AUSLICHE 22 I}
CE AMNESE2EZM A& ZEHO HZol= Alelg ZE RI0l Parani-MSP100001 22l (out-of-
band) 852 € =& UsUT

6.1 ATA/IDE fixed disk card AIS

ATA/IDE fixed disk cardE £2 %, Probe HES SSLICH @S J1EDF EOHO| &0 UK 2eH

=
Probe HEZ CtAl S=&LICL
X &Ll Ch.

Format HES H=f

VFAT It AlAE

Parani-MSP10002 EXT22t EXT3 2|1

CF card configuration

Currently configured cf card
Model name
Mounted on

TRAMSCEMD TS2GCF120
Jfminticf

Filesystemn type
Avaliable space
Used space

Format CF card

ext2
15984124
13044 kbytes (6,92%)

& 6-1 ATA/IDE fixed disk card &€&
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6.2. 28 JiE &%

MEXt= PCOHM RE=S Sofl Parani-MSP100022 A&

X 018, AR E, Authentication method, Remote / Local |

CF card configuration

Currently configured cf card

Model name CompactModem 36K
Username pppuser

Password (new)

Passwaord (confirm)

Authentication CHAR/PAP
Remote IP 17216.0.62
Local IP 172.16.0.51
Save to flash ] [ Save & apply ] [ Cancel ]

T o

Jg 62 249 JlE £F
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jd

cl

7. A AE

71. SAE Ol

Parani-MSP10002 &c|l SHCZ 1R 0|§S IJHELILL

Host name configuration

Host name M3P1000

Save to flash ] [ Save & apply ] [Cancel]

18 71 sAE 0|18 &%

7.2.MNEX 2t

Parani-MSP10002 AtEX Z2ZME 7E= 0IE0t0 OE JIsol U 8% Jtsd=S 22l

Ct. AF2X S 82 NJHA ©H= root, adminit user& L|C.

Ags 8= deS 2sU. root= 200

root?t admin 12 Parani-MSP1000 & &
(=]

o =
5l admin 152 &0 & 201 XHO|ELICH user & Parani-

rr L

I

MNASH A O]
BT =2 T A

MSP10000] HFES 4+H& 4 U= A0l 9D SX WISl HAFSOS +FT + UsL

Cth.

AMEX OIEL HARKIES & =J| 48 U3 ZsLIth
System Super User

Login: root Password: root

System Administrator

Login: admin Password: admin.

User management

Mo. User name Group

root root
admin admin
user user

oo

& 72 AFEX &2
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7.2.1. AL X 0t

1. Add HHES 22 &LIC

2. AMEZX OIS (User ID)E 2 &LIC

3. AMEZX 0SS adminOlL} user SUHA SEELICH
4. Submit BHHES Z& &L

F9:root ABIE F=IHE += SSLICH

7.2.2. AEX KA

JIE AMEXNE HMIAHCHAH
1. HMoAGAE AtEXS HIASHASE MIASLICH

2. Remove HEZ 2= & LILH

FO:root AIEIE HHE + SSLICH

7.23. AEX HE

JIE MEXNE HEGHAH

1. AMEX OlS(UserID)E Z&&LICH

2. AKX 018, 08 £= MAREE =FELT

3. Submit HES Z2&LICL
7.3. 20t
Parani-MSP10002 & &&EMHTTPS)2t SPP2| Network ServiceOflAl SSLIH TLS Z2EZE2 AIE
SILICE SSLt TLS Z2E 22 S A, AtE J|(Private Key)2t &l2I8 = U= AUSIZHM =
St QIZSNSE JIEtez SEELICH Parani-MSP10002 2IEAME WHdle 2EE2 MS&LIC
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Security

Certificate
Display certificate
Certificate: Al
Data:
Version: 3 (0x2)
Serial Wumber: 1 {Ox1)
Signature Adlgorithm: shalWithR3AEncryption
lssuer: C=KR, ST=Korea, L=Seoul, 0=S5ena Technologies, Inc., CN=Bena Technologies, Inc.
Yalidity
Mot Before: Jun 7 19:48:46 2007 GMT
Not After = Jun 6 19:45:46 2008 GMT
Subject: C=KR, ST=Korea, 0=3ena Technologies, Inc., CH=Parani-M5P1000
Subject Public Key Info:
Public Key Algorithm: rsaEncryption b

Upload certificate | )

Private key

Trusted certificates

J& 7-3 Bot &&
731.05A4
Parani-MSP1000= .PEM QI A

o EA
Parani-MSP10000 AIE2&% = CISNME
1. Certificate Ol 5=

2. QISAM IYE Sf LI Ch
3. Submit HES =& LILL

7.3.2. At& Il (Private Key) H3&

Parani-MSP10002 Atd J| A2 PEM ZUES XIRELICL AtE Jl= Certificate HI=0AM =
A QIS MR B A2 0IR0{0F ELICL AFE I L33t H, M I|9 4S8 F=0 28t
Passphrase)t & & & 0{0F &LICH
Parani-MSP10000lAd AIE&l= AtE J18 HAGIHH

1. Private key 0l=E SE4&LICH

2. AE I LS SEELICEH
3. PassphraseE 2 & &L
4

Submit HES 2= &L

7.33.028 £+ = UASI|E UASAH M|

Parani-MSP10002 Q2IEA €422 PEM Z%= X2 LI Paran-MSP10000/ SSLOILE TLS
T



= UAs USI|& USHE IHHLHH

St
1. Certificates of Trusted CA U2 SHEHELICH
2. OIBJ|&e 2SN mMES HdEHELIC

3

=
Submit HES 2= & LICHL

F9 0/0] =& 0188 Mol EMetltE, 21549 018 HIPYAL IS 082

o=

OISAO OtFE gt OIXIA FsLICh

73440128 = s ASI|& ASA MAHGHI

As SII22] JIE USKHE MAHGHHAH

I3 &LICh.

Parani-MSP1000=2 &2 EW 2 A2t E2E 22|&LICE Parani-MSP10002| AlH % 2=
.

W 2 AIS BEE 4 UsU

=

g

232 WS BiE2 30 2o HEELIL. AASks

Date and Time configuration

Date and Time
Use NTP | Disable +

Date 2007/8/28 | (yyyyimmidd)
Time 150918 (hh:mm:ss)
Standard time

Daylight saving time

Save to flash ] [ Save & apply ] [Cancel]

18 74 G & A2t £F

0
o

-

S0 =Nl ! X6 st HYES 29tXIF UASLICH HEW YHES, NTP AHE
AESt= JLLICHL NTP JIs0l &4 &EfIt &H, Parani-MSP10000| MEEE WOtCH NTP
NHZRH ) L A2t FE2E 22 = USLICH NTP MBIt 0.0.0.0 22 HFTM, Parani-
= 220, Parani-MSP10002 QIS HZ L O

ZotXl %D =322 M & Al2US £EHots AU
o

|ofl = XIZLICH

pd

MSP10002 JIZ NTP NHE Al
AUOOF ELICH SHM 2EES, NTPE A

Ol 32, €l & A2t 2= WS BiEc S0l

O T, =

=
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MNEXts E£&t AEX2l XN 2 timezonedt UTCEZ2RHS Al gtS &FoH0F &LICH
AMZXIL Daylight saving time2 O0I28HCHH, Daylight saving timezone, UTCZRE2l I Al
ANELAl, SSLAl S 22 Daylight saving time 23 28 H~E HHGH0F &LICH

75 £3 &2

MEX= 82 432 CF card, User space &= Local machineS1t 22 H& 32H0 It 2
HEE = A0, HEE 43 OIS 0ISHAM 8 883t ez 2 2 =& USLICL

Parani-MSP1000

2 3% =ob MEle 43 MEfZ Z=2lJ|] foiA = Lacation S& 0|l A Factory
defaultE S &5t HFS

=d 2L}, Parani-MSP10002] &3 EHIOl Reset ARIXIE 2™

gLICh
A3 MIOD, 2% B2AQIIE HAHOR 2G| AWME S Y HLSS NS
SFBH0I0F BHLIC

&3 H&EGHI
Location : & OIS MEES X
Encrypt: &8 IIYo 253t R

=

File name: && mtg 0|

HF 2220
Location: &8 IS 242 fXl. Factory defaultS S EotH & EotAl 882z =&
Configuration selection : 22 882 &8
Encrypt: Sci=2 &% Mg 233t T

File selection : LocationO| CF cardLt User spacePl &< oY X0 =Idt= Encrypt

SE2 otxcle €8 H&E It 2IAE
Local : LocationO| Local machine2 &< Local machine0fl H&E &8 IIY2 = H 2
Al
SN £32 M&EGHHH
1. 23 Igds MEE |IXE degLIt
2. Y33 SHEsS HEHELICH
3. It 0152 LHELICH
4. [Export] HES Z&LIC
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Configuration management

Configuration export
User spacel/usrz) «
Mo

Location

Encrypt i

File name |backup.tar.az

Configuration import

18 75 £ H&otJ/

MEE 2488 ScdH
1. =Sd=S €3 I |AXNE HdHggLICHL
2. Sd=s 2% RES 8L
3. ¥ SHEHE HEELILL
4. Location0O| Local machine& Factory defaultes OtY Z2< WY H& 2[AE BIANA
233 SHES Rl Y |XS 43 IEsS deg LI
5. LocationO| Local machine2 &< H0t2J| HES 2260 253 sHS U=ol=
s S8 C.
6. [Import] HHES 2= &LICL
Configuration management
Configuration export
Configuration import
Location User spacel/usrz)
Configuration selection
Metwark configuration ([ Including IP configuration )
System configuration
Bluetooth configuration
Encrypt Mo s
File selection | backup.tar.gz ¥ Local
Jg 76 £& Z2H <27/
7.6. Firmware upgrade
Firmware= Al2lg 225, 33 22 L= & 2HHOIAE Soil Ydl0IEE = USLICH AL
2 AIOIEQl Tt2=2 S H 0l Xl(http://www.sena.conVsupport/downloads/)Hl Al & & X[ A12] Firmware
E gadiols g = AsLitt
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7.6.1. Manual firmware upgrade

-l:O
o
O
ol

H FirmwareE & 1dI0IE0tedH

ROLED| HES 2ot Z0IEE Firmware IHYS MEIEILICH
Upload HES 26t 2 dI01E ELICH

S0IED 22 EEH AIAEOl HREE DD A Atgtol HEELICH

I
OII

w N e

Firmware upgrade

File Upload

_J& 7-7 Firmware upgrade

ﬂJIO

MEXF FirmwareE 2 0/E 6D ol &2 £= Al2lg 22
T= HOIE =208 T2 10| BtEAl Zmodem M&E Z2EZS2
upgradedt ElHetE ALEX2 432 A2 |RXIELICH

baa|
o

of OF & LICH.

Zoll FirmwareE & 10/E o™
1. Firmware £ AMILI CI22E AMOIENWAM LURZ2E6IH AIS XS PCOH H&E
2. HOIEY Olsdold Z2 082 AMEGSHH, Telnet/SSH E£= Al2lg2 & &

A28t Telnet/SSH

Firmware

LICH.
Eol o2

SLICH (M2Ig 2£ ZEE 0|88 3% &dol 2d 2222, Telnet £= SSHE

ABBIIIZ AFELICL)

3. OUS3t 20l Firmware upgrade 0l=2 &EHELICH

Vel conme to MSP1000 configuration page

Current Time : 8/26/2007 06:55:14 Serial No. : BP1000- 00001

F/ W Rev. : v1.0.0 MAC Addr. (et hO) : 00: 01: 95: AF: BE: 11
IP Mode (ethQ) : Static | P Addr. (eth0) : 192.168.11.30

Net wor k confi guration
System adm ni stration
System status & | og

CF card confi guration
Moni t ori ng

Save changes

Exit wi thout saving

Exit and apply changes
Exit and reboot

<ESC> Back, <ENTER> Refresh

©ON UL W NI

1. Devi ce nane: MsP1000
2. User managenent
3. Security
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4. Date and Ti nme

5. Confi guration managenent

6. Firnware upgrade

<ESC> Back, <ENTER> Refresh

--> 6

waiting to recei ve.**B0100000023be50

4. XEO et Zmodem Z2EZSE AMESHH Firmware T2 M SaLICH
5. d0I1E0t 22 EH ANAEES HEEOIH 2E AtgS EZELICH
6. Firmware upgrade’t &/ IHGIH Parani-MSP10002 Ol2f OHIAMXIE HEAIGHL
H&E 2| FirmwareE S XI&LICH
Vel come to MSP1000 configuration page
Current Time : 8/26/2007 06:55: 14 Serial No. : MSP1000- 00001
F/ W Rev. : v1.0.0 MAC Addr . (et hO) : 00:01: 95: AF: BE: 11
| P Mode (ethQO) : Static | P Addr. (eth0) : 192.168.11.30

Net wor k confi guration
System admi ni stration
System status & | og

CF card configuration
Moni t ori ng

Save changes

Exit without saving

Exit and appl y changes
Exit and reboot

<ES(> Back, <ENTER> Refresh

© OOl B W=

1. Device name: MSP1000

2. User nmanagenent

3. Security

4, Date and Ti ne

5. Confi guration managenent

6. Firnware upgrade

<ESC> Back, <ENTER> Refresh

--> 6

waiting to recei ve.**B0100000023be50

7.6.2. Automatic firmware upgrade

Parani-MSP1000=2 E2&8& M Firmware ¥ &£Ad= SIOd0IE8HLE AFE XD

gz ot AL XEet Bd= adots JIs= MSELILL 0l JIsE AtSotdd® AlsXkt= G

oet0IHE &0k

]

LIC

A

Automatic firmware and configuration upgrade at boot time
s ol JIss AMEEX HEE ZEELICL

Protocol

Zc0lEe I HFASAER S4I6H)| <ol Parani-MSP10000| OiE ZZ2E=S At

XNE Z2FELICH
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e |P address of remote server
Parani-MSP10000| oH# I, Firmware O|0|Al IIY &L AA OMes LI Aol =50

=
% M I‘I%I»L| E|,

ot= 2 SAEQIP 238

F=A

e Hash file name
HAdI0IEE Firmware O|0| Xl It
Parani-MSP10002 oH4 IOl 2

2eetXl Ot XIE ZZELICH o+

@ Firmware 2 dI0/E : <TYPE>, <NAME>, <VERSION>
<TYPE>-1
<NAME> - Firmware 0|0l Xl OIS
<VERSION> - Firmware H &
@ AF MY AOHO0IE :<TYPE>, <NAME>, <OPTION>, <VERSION>
<TYPE>-2
<NAME> - &% It 0|
<OPTION> - [E][N]
E: 255 4%

e
N: 233X g2 48 mg

<NAME>- 92 C [HaH It
<OPTION> - [F][X][Z]

F: &2 0l Us 2 80 M|
X: g2 mes KEe 20 2= 20|
Z: 32 me=s NES 220 21
@ ANEX HHE A : <TYPE> <COMMAND>
<TYPE>-4

<COMMAND> - Algigt Hd

CtS2 ofi+l M2 E 20 SUC

1, nsp1000. i ng, v1. 0.0
2,conf.enc, E v1.0.0
3,userfile.tar.gz, FXZ,/ mt/ram
4 nkdir /mmt/ram testdir

58



Firmware upgrade

Manual firmware upgrade

Automatic firmware upgrade

Automatic firmware and configuration upgrade at boot time | Disable «
Protocol

IP address of];’ernote server

Hash file name

Save to flash ] [ Save & apply ] [Cancel

_1&/ 7-8 Automatic firmware upgrade

o
P==
>
0R
P
10

HWAREE HBotdAH, 8l HARKAES ot M HAKES L= = M N

= =
AREE =0l ol M HAREE e ¥ H d=s = Submit HES 2/ oi0F & LICH
Change password
User name
Current password

Mew passward

Confirm password

Jg 79 IHARE #HH
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Parani-MSP1000= AlAE! AEHE HAIZLUCL O stHE AIAEH 229 SHeZ AHEELILL
ANAE &Ef OIOIE=E Xl 018, A2l 85, 80 HHE 2 UERD 24855 ZSELICh

System status

System information

Device name MSP1000

Serial Mo. MSP1000-070800145
Ff\ Rev. v1.0.0

MAC address (eth0) 00:01:95:4F BE:11
MAC address (eth1) 00:01:95:4F BE: 12
Current time g/28/2007 15:24:00
System logging enable

CF card model TRAMSCEMND TS2GCF120
IP information

IP mode Static IP

IP address 192.168.11.30
Subnetmask 255.,253.0.0
Gateway 192.168.1.1

Primary DNS 168.126.63.1
Secondary DMNS 168.126.63.2

T8 81 AIAE A
8.2. ANIAE =&
Parani-MSP1000= AlAE AEH#0F OlLI2t AIAE 22 JIsE MEBELICH AI2XHs Parani-

MSP10000| AIAEY 22 JIss MEE XNE £8E += UL, AMAE 2702 HIH I/ 21

=
o o
NE ?IXsE €82 & UsLICL

e System logging

ANAE 28 JlsE AASE Xl HFE 28 ELILL

g
i

e System log storage location
AMAE 2 0= Parani-MSP10002| LHS OI2e2l, CF =X 0l 28 ATA/IDE fixed disk cardLt &
Z SYSLOG AMHS0l MEE =+ UAsLICL AIAE 27 COIHE WS MZeo dEE &
£, 21 O0lH= Parani-MSP1000= ZCHFH HE XIRFELUICH AIAE 22 OIOIHE AHS
SESHY HE X E ATA/IDE fixed disk card £= SYSLOG AHZ XIFGHOF & LICH

e SYSLOG server name & log facility

4

Parani-MSP10002 & Z0U A OIOIEHE JIEE = A= SYSLOG AHIAE AMEEY = JUES
KZLICH #H SYSLOG AHIAZE AFEGHeE, SYSLOG MBS IP =242 AFEE Facility

£ XI&EHOF &LICH
Parani-MSP10000AM 2WH& 23 HAHXIE 222X, SYSLOG AMBi= Remote reception
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allowedZ &&HELIO0F ELICH Parani-MSP10001t SYSLOG At AFOION &30l UCHH
UDP IH2!0| &3atHs Y 2Z = JAE= ot= #=01 JAN0F LICH

Parani-MSP10002 | ocal 100lAl | ocal 177tXI2 SYSLOG facilityE XIR&LICH AIEX=
SYSLOG AHOIA Parani-MSP10002] MAIXISS &clotd M&EotI)| 6t 0 &
Facility=2 Mg = ASLICH

Reduce system log (Time to reduce the log data ) to (system log size)

AMAE 20 AHEEH= WS HZ22= MO AJ1 20 AIA" 208 HEgst 3012
E0M ME IOl HH HX= AS LA oioF &LICH Parani-MSP10002 AIAE 2702t
ZE ZE <ol 16Mbyte2 BIZ22IE JtXNLD JUSLICH WHE HEZ2Eot IS Xt AlAE
2= O 0l JIEE =+ eisLth

# 8-1 The time to Reduce logged data

Every month | First day of every month 00:00:00 AM
Every week Every Sunday 00:00:00 AM

Every day Every day 00:00:00 AM

Every hour Every hour O minute O second exactly

System logging configuration

Sytem logging EEnabIe v

Sytem log storage location Mermory v

SYSLOG server name

SYSLOG facility

Reduce the system log file size ::E‘\f’Er&f'.ITI‘IEII.'I.tH ¥| to 15@ | KByte.

Display system log

[4ug 28 16°28:32 MSP1000 localD.info cnl1281]° /hin/ipcant configurations are A
|changed.

(hug 28 16:28:51 WM3P1000 daemon. info dhopd: DHCPREQUEST for 10.0.0.99 from
00:09:dd:50:02:0b (hustler) via panO

|hug 28 16:28:51 MSP1000 daemon. info dhopd: DHCPACK on 10.0.0.99 to
00:09:dd:E0:02:0b (hustler) wia panO

|dug 28 16:28:51 MSP1000 auth.info sshd[1291]: Accepted password for root from
192,163, 11,150 port 4224 sshz

|hug 28 16:28:51 M3P1000 auth.info sshd[1291]: subsystem reguest for sftp

Aug 28 16:28:51 MSP1000 auth.err sshd[1291]: error: subsystem: cannot

istat dusr/|ibexecssftp-server: Mo such file or directory

Aug 28 16:28:51 MSPI000 auth.info sshd[1291]: subsystem request for sftp
|failed, subsystem not found

|hug 28 16:31:21 MEP1000 daemon, info dhcpd: DHCPREQUEST for 10,0.0.99 from
|00:09:dd=50:-02:0b (hustler) via pan0 v

[ Save to flash | [ Save & apply | [Cance\]

g 82 AI2E 22 £F
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9. ANAE SAH

9.1. HIER A 2HHIOIA (Network interfaces)

UES3 2HHOIA SH= Parani-MSP10002| local loop back interface@! lo & J|2 UER3A
OIE{HIO| A2l ethO2t eth1ll UERZ CIHHIOIA AIE HEE HEAIELICH

Network interfaces statistics

Interface lo etho ethl

Receive Bytes 98774 3680903 0
Packets 3406 37254 ]
Errors ] 1] ]
Drop o 0
FIFO ] u] ]
Frame ] 1] ]
Compressed ] u] ]
Multicast 0 a 0

Transmit Bytes 98774 881231 2944353
Packets 3406 7422 33348
Errors ] 1] ]
Drop 0 o 0
FIFO ] u] ]
Frame ] 1] ]
Compressed ] u] ]
Multicast 0 a 0

& 9-1 LIER=F CIHEOOIA EH

9.2.IP

IP SH 3H2 IP Z2EZSS AIEctes /A Z0 28 &t E2E MSUCH 2 metilH

Of tHet 82 & €82 Uslt &sLIth

Forwarding :

IP forwardingO| Enable &'EHQIX| Disable &FEHCIX| Of 2.
DefaultTTL :

JI2 TTL(Time To Live).
InReceives :

=4lE oI ==

InHdrErrors :

old @FIJt ACHD ==4IE OO =
InAddrErrors :

=2 @FIF AOD =4I OOIHOE2 =
ForwDatagrams :

Fowarding=! CIOIE{ &2 ==
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InUnknownProtos :

QIAMEXl 20 L= XNREK 22 E2EZ201J] W20 PAIEJAXNC SZ3H2Z =4I O
Ol & =

InDiscard :
IZ2ES &9 & 2He ZAZK EUAXE 2AEHCIE =0, HI S2t2] =29 |AQl) ¢
= IP HOIEHO&HS ==

InDelivers:
M= =4 OOoIeHOg 2 ==

OutRequests :
dE0IEE QEE &4 HOIHO~2 . Forwarding & OIOIEH &S == HM2E.

OutDiscards :

FAE =& OO =
OutNoRoutes :
Destination IP =20 &&6t)| ®Is 22t ALK

g2 HIl MEELICh

ReasmTimeout :

22 dolg&el =« 0lgt diolg
CEXoH0lotE ol & Al2t. 8RIF Y

Oiole g L5 &8 =, UHX CoIH8 S0l
AlZHO E&otX 2 <, o8 HIl M2E.
ReasmReqds :
M40 22e OIOIEHOS] ==
ReasmOKs :
d3HoZ M loleagel =~
ReasmFails :
MaE =~ gl= Holeda&2l =
FragOKs :
A3 22 Fragmentation = HI0IE g9 =
FragFails :
Fragmentation &/ I8t G|O|E 1882 ==,

FragCreates :

MAHE Fragment %=
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IP statistics

Forwarding 1
DefaultTTL 64
InReceives 27789
InHdrErrars a
InAddrErrors a
ForwDatagrams 2094
InUnknownProtos 0
InDiscard a
InDelivers 8010
OutRequests 6891
OutDiscards a
OutMoRoutes a
ReasmTimeout a
ReasmReqds u]
ReasmOKs 1}
ReasmFails a
FragiKs u]
FragFails u]
FragCreates a

g 9-21p &H

9.3. ICMP

ICMP SH =tH2 ICMP ZE2EZ2E AtEot= IH
=)

ctOIE O Oist 82 & &9

InMsgs, OutMsgs :
=4 = 8S5E AKX

InErrors, OutErrors :

A — A A

InDestUnreachs, OutDestUnreachs :

o e 8E5E SHXN =6t 28t HAIXS =

InTimeExcds, OutTimeExcds :

Time-To-Live(TTL)E Z=WoteE & E£=
InParmProbs, OutParmProbs :

=4 = 8s5E AKX S et0IE ol
InSrcQuenchs, OutSrcQuenchs :

bl = MEE AA Quench BIAIKIS
InRedirects, OutRedirects :

=46 £ = ME& = Redirection BIAIXI 2|
InEchos, OutEchos :

S48 = =4E Echo &2

IS —

1

InEchoReps, OutEchoReps :

S4& = #=4AE Echo S22 =%

InTimestamps, OutTimestamps :

PN

[

@

A g

I

[=}

=
TT

AL
.
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LIPAPNRS]

ekl

BIAIXIS ==



248 L= MSE Time-stamp LA ==,
m

InAddrMasks, OutAddrMasks :

20 E= FEE FA AT 4

ICMP statistics

InMsgs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrMasks
IhaddrMaskReps
OutMsgs
OutErrars
COutDestUnreachs
OutTimeEsxcds
OutParmProbs
OutSrcQuenchs
OutRedirects
OutEchos
OutEchoReps
OutTimestamps
OutTimestampReps
OutaddrMasks
OutaddrMaskReps

D000 O0OO0O00004f04R£O0O0O0O0FROO0O0O0OO0OO0OOR

& 9-3ICMP ZH/

9.4. TCP

TCP S 3tH2 TCP ZZEZE= AtSots W2/S 20 et SH E2E MSELITL 2 et
Olgol et 82 & €82 Usd €sUth

RtoAlgorithm :
AZ =9l Retransmission Time-out (RTO) £ 12I&. M&ES Lel&d2 G392 8 =& otUE
JHE.

0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson’s Algorithm
3: OTHER — Other

RtoMin :

2 RTO gt (ms).

[
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RtoMax :

ZIH RTO &t (ms).
MaxConn :

ZIH RTO &t (ms).
ActiveOpens :

ssHQ HAB9 = =3

PassiveOpens :

SSHOl pio

1>
4>
O

AttemptFails :
Allst AZ A0l CHst
EstabResets :

WEFHoR HEe o)

CurrEstab :
S HdgE oAd =,
InSegs :

=4AlE Segment ==,
OutSegs :

HEE Segment &=, MA

RetransSegs :

MESE MOHE ==
INErrs :

=&E olAHe =
OutRsts :

Reset S0t AT O

TCP statistics

Rtoalgorithm
RtaMin
RtoMazx
MaxCann
ActiveOpens
Passivelpens
AttemptFails
EstabResets
CurrkEstab
InSegs
OutSegs
RetransSegs
InErrs
OutRsts

ol HAZE2 SeH0IHES &
Mol HZE2 NMBQ 32

A

T.

A

T .

E& Segment= EE LA ¥

NE=g

— O

1
200

120000

NIOHES ==,

4204957205

u]

35

u]

26

3
1031
1200
7

u]

u]

g 9-4TCP &7

66

it



9.5. UDP

UDP SH 3tH2 UDP ZZ2E=S Al

=
Olgol CHet 82 & 282 st &

InDatagrams :
=4lE OOoIHOE2 ==
NoPorts :
NEE ZEJ RF0HAl &0t HII XM=& =4 OOoIHIOgE2 ==
InErrors :
=HE 2F HOIHIOAMO ==,
OutDatagrams :

dE= OOoIHI&ES ==

UDP statistics

InDatagrams 3685
MNoPorts 4
InErrars 1]
OutDatagrams 3554

_J& 95 UDP &
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10. CLI QLA A
10.1. M E

Parani-MSP10002| Root AIEX= Al2lg £ L= Telnet/SSH A 2£= Sofl Parani-
MSP10002| Linux 2Z& HMZ=2tel OIHHOIA(CL)H &Ex & % JUSLICH ©
CLIOIM HEZF Linux 882 &S0ot0 Parani-MSP1000 &EHE 2AIStLD, 32
At MNEotL, MEX HO ADHEE AHOIH A2 SAEQ Parani-MSP1000 AROIO

oS
It =1 gs =& UsUICh

00
Uo o

e

Parani-MSP10002 Ui Z2HAl HIZ2l0lA 21/ = UZE /us20l 2048 KBS AIRXH 2242
MZELICH ALBX D2H0IAl, AFBXHE XHAIOI HIES shell script2 AsE 2 A, AISK 2
D00 QA FME DRIUS AME T USLICH

Root AF2XHE A2l 220Ut Telnet/SSH 22 222 S AMEX CL F2g & ASL

Ch.

10.2. EcHAl B2 4

Parani-MSP1000 WS ZcHAl= OteHel Heb 201 RAELICHL AFZX= [usr20l OI2EDO
A= Mdblockd 0l tFSH =5 = USLICL MEXNE £8F Jete, /var 2 /tenplll A=
oo 828 = UASLICH. RAM CIAEN U= Oledst WM &2t A2 MRBE =le

=
Parani-MSP10000i| OtR& Zak=2 =X L SLICH

=5 =8 02E XI& 3J| (KB)
MtdblockO | Bootloader None 384
Mtdblockl Linux Kernel None 2048
Mtdblock2 | & CIAE 0/0IXI(16MB) letc, Ivar, tmp 256
Mtdblock3 | Cramfs (810 & &) / 11648
Mtdblock4 | JFFS2 (81 D[/A D1) fusr2 2048
A 16348

FO|: CLIOIAM mount &= dd EEOHE A0l 222 nt dbl ock 0l & 20X O Al 2.
Parani-MSP10000| & &6tk 22 =& USLILCH
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10.3. CLI &=50lJ]

Alelg 2&:
1) PC2 Al2lg EEZQ2 Parani-MSP10002| 2& ZEE
2) PCZ HOIE oi=dold Z20dH=S A&HELICH
3) PCo A2l ZEE U3t &0/ Z&F&LICH 9600-8-N-1 No flow control
4) <enter>E =ELICHL
5) Parani-MSP1000 root H&E 22 Z JQI&rLICH
Telnet/SSH 2%
1) telnet Parani-MP1000_ip_address or
2) ssh root @ Parani - MSP1000_i p_addr ess

e
il
-
[

10.4. AHE Xt Script & &35

Shell script /usr2/rc.user = Parani-MSP10000] 2&8EH sz SN AHELICH

MNEXRE AEX 2 scriptt=s A Z2HS Adot)| ?Iof rc.user WS =g =+
UASLICH

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tinme
#

#PATH=/ bi n: / usr/bi n:/ sbi n:/usr/sbin

# Add shell command to execute from here

echo ‘ This is the wel cone nessage defined by users exit O
10.5. File &85

MEX=s I M&E2 2ol fip 22H0IHE T2 )32 AIEE = U1, HI0IH /M) 2=

=2
fusr2 CIHELIE MEE = USLICH
root @92. 168. 0. 117: ~# cd /usr2
root @92. 168. 0. 117: /usr2# ftp 192.168.2.3
Connected to 192. 168. 2. 3.
220 | xt oo. senal ab. co. kr FTP server (Versi on wu-2.6.1-16) ready.
Narme (192.168.2.3:root): sena
331 Password required for sena.
Passwor d:
230 User sena | ogged in.
Renot e system type is UN X
Using binary node to transfer fil es.
ftp> get test.tgz
local : test.tgz renote: test.tgz
200 PORT command successf ul .
150 Openi ng BI NARY node data connection for test.tgz (350 bytes).
226 Transfer conplete.
350 bytes received in 0.04 secs (9.6 kB/s)
ftp> bye
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ASStE AMEHZ CHEBHA

I
AMEXSl PCOIM Parani-MSP1000(192.168.0.120)01 A= E&E ML S =Atct

Eet MEXE scp 22H0IHE TS 0|E6t
USLICH
dR0le sl 22 BE= AMEX PCOA &2HAIHA =2 ELICHL

[root @ocal host work] # scp root @92.168. 0. 120: /usr2/ rc. user /work
The authenticity of host '192.168.0.120 (192. 168.0.120)' can't be established.

RSA key fingerprint is cl:70: ab: 52: 48: ab: e5

1dc: 47:9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanently added ' 192. 168. 0. 120'
root @92. 168. 0. 120' s passwor d:
rc.user

[root @ocal host wor k] #

70

(RSA) to the list of known hosts.

100%I*****************************l 173 0000



11. @l

ol

11.1. FCC
11.1.1. FCC Compliance Statement
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
(1) This device may not cause harmful interference, and
(2) This device must accept any interference received,
Including interference that may cause undesired operation
11.1.2. RF Exposure Statement
The equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled

environment. This device and its antenna must not be co-located or operation in conjunction with any
other antenna or transmitter.

11.1.3. Do not

Any changes or modifications to the equipment not expressly approved by the party responsible for
compliance could void user’s authority to operate the equipment.

11.2. CE
11.2.1. EC-R&TTE Directive

Directive 1999/5/EC.
11.3. MIC

11.4. Telec
Construction Design Certification No. 006 NYC0070
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12. RF 828

12.1. Radio Frequency Range
2.402~2.480GHz

12.2. Frequency Channel =
79 channels

12.3. Transmission Method
FHSS(Frequency Hopping Spread Spectrum)
12.4. Modulation Method
GFSK(Gaussianiltered Frequency Shift Keying)
12.5. 24 Power £

+18dBm

12.6. Receiving Sensitivity
-88dBm

12.7. Power Supply

DC5V
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22 A. Connections

B oHE

>
[EEN
I
k>

Parani-MSP1000 DB9 HH4E{2l & HIZ=2 ZA-10l A0 ASLICH 2 &0l
b,

230 HE 1= JIs0l AsLIC

1 2 3 45

0Oo0o0O0OO
0000
6 7 8 9

& A-1DB-9 FYE 9 & bix]

H AL ZE 2 Al2Ig ZE DB-9 HYH & &
Pin RS232
(console and
serial ports)
1 DCD
2 RXx
3 Tx
4 DTR
5 GND
6 DSR
7 RTS
8 CTS
9 -
A2 0|04 28
HelloDevice Remote Host
Fx+ 3]
Fx-(6)
THH 1)
Tr-(2)

JE8 A2 FZ2A2H 010 FHO0IEE AFESE 0/1HY JE AZ
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HelloDevice Hub

18 A3 AEH0/IE 0/ F0IE

Mo

olgst 0| &
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= B. & 2d& XE B3

gl

ILE Hoe= st 22 3JHA 89 - & 22H& ZEWell Known Port), SE& I E (registered

port), S&(Dynamic) L= A& EE(private pot)E Lis == USLICH & L ZE

0~1023HtXl 0|0, OI0l S=8& ZEEs 102452H 4916510HK2 EEQLICH. S&H &L Al
(=X}

HEE= 491522 H 655350 K12 LEQLICEH

-

O2N, IR ANAHUMNE ANAY Z24AL SE

oiotEl ALEXOF AdEt T2 SoHAE AIEE = USLICL 2F! X =S HS

glslitte & 2dd XZE Bis o 225 EUHSUO. KAE WHEZ2 IANA ZA0IE

2r=20tAlID| BHELICH

http://www.iana.org/assignments/port-numbers

HB-1 & 238 ZE B35
Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure Shell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UubP
53 DNS UubP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP
161/162 SNMP UbP

443 HTTPS TCP
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22 C. Python

Parani-MSP1000= Python 1t 2M2| AtEXA K22l 32t2 HSdtH AIE X dte 23 20t

s #8E = UsLIth

C.1.1 Oist4al QIHEZIH

C.2. 2l0|Edal /1 28 =t

>.

w
1
s0
k)
_\"_’_I
ne
1%
y
In
rr
[%2)
O
©

tEXt= Python 2t0IEd 22t 2ES “usr2” Ol Y2 EGHH =t

T 2RS4 FTPE ASE £ USLIC




Al 210 FHA2...

i
oty =4 & MEP1000-0
array.so [ 1/1]

= array. 50 =7,
L
S IS 2A
0ig o g Al (2=
] [@ msriooo-1 E¥Bluetooth =
[ [ msFio00-0 E¥Bluetooth
[ MSP1000-0 ¥ Bluetacth
O [d ooesorro:s ¥ Bluetacth -
1 A nnand OE AT T [ b o ] AT =
< | &

Jg C-1 E£&5A FIPE 0/&8t 12 £

02
on
<

C.3 28 Al AIEX Python A3JEE &

Shell script /usr2/rc.user = Parani-MSP10000| 2RE&H XUs52zx S0 ASELICH

AMEXt= rcuser LS =TS22 A Python AJEHEESE REAl Ade = USLICH

= =4

C3.1 GlAl : ERFA FXE HMoIH WY dS

e AOEHE I XA (btsender.py)
#! / bi n/ pyt hon

i nport bl uetooth

i mport |ightblue
i nport sel ect
fromtime inport *
i mport threading

scan_interval = 90
send_interval = 300

file_path = "/usr2/advertising.jpg"

# Avail abl e cl ass

# M scel | aneous, Conputer, Phone, LAN/ Network Access poi nt, Audi o/ Vi deo,
Peri pheral, | magi ng

# Usage : available class = ["class_nane", ...]

# exanple : avail able_class = ["Conputer"]
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£ = D. Control Commands

2525 TCP ZEE SolM Parani-MSP10002| ZJtXl JIsES HOE

d33Us B +0KE, dIiME B2 -ERRS SE2Z Z&LICh

B Tera Term - 192.168.7.101 ¥T
File Edit Setup Contral  Window Help

tWelcome to Parani-MEP1000
IISER admin

+0K Pazsword required
Péss admin

(+0K Uzer futhent icated

USER <uzernames
Pass <pazsward:

!STAT

&' D-1 Control Command

D.1. M ZES HHN

<OPT>: 2= =d,[OPT]: &8 A

A% | USER <username>

g 9 | AEXR 0SS LHELILL

USER admin

+OK Password required

AMEE | PASS <password>

&2 23 |H2ZeHsE YHELICH

PASS 1234

+OK User authenticated
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STAT

Parani-MSP10002

s2eA FyHo MEE 20U

idx|bdaddr|tx-byte|rx-byte|tx-error|rx-error

STAT
ol 0]00:01:95:00:00:D2|131570]|235803|0|0
+OK
AEE | SCANIAC]
o o Parani-MSP10002| =H0IA HME SFEA IX2 SES 2HSLICH
IACE XIZotH &2 IACE & SFFA XS ZMGIH 20 SLICHL
SCAN
00:01:95:07:08:51|PSD200v1.1.0-070851
Ol 00:02:72:CE:A4:2A|ubuntu-0
00:01:95:08:24:CF|MSP1000-1
+0OK
NR=2 LIST
8 M Parani-MSP10000i E£& SF&A X9 252 BWHSLICH
o o Link_quality= 2£% £204, rssi = 00/ =ELICL Link_quality?t 200 0I&t2
QOXIH S4& 5EIt MotE = JSLICH
idx|dev_id|bdaddr|name|link_quality|rssi
LIST
ol 0]0]00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+OK
INE=3=+ DISC <idx>
o o SN Es8E SREEA XS AZs2 ZH=2 B=ELICH <idx>= LIST €2
T | R S asA oL
LIST
0]0]00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+OK
Ol DISC 0
+OK
LIST
+OK
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LOG [line]

ANAE 208 2OELICL 2912 NFGHE 2322 208 lned® 813 20

=
=

LICtH.

LOG 1

Apr 11 01:42:13 MSP1000 local0.info web[507]: Authentication for 'root' passed.
+OK

VER

Parani-MSP10002] AZEQIN HAES BN SLIC

VER
+OK v1.2.0

HELP

ANEE = Us BEN

U]

25 20sUICH

Ol

HELP

USER <username>
PASS <password>
STAT

SCAN Jiac]

LIST

DISC <idx>

LOG [line]

VER

REBOOT

QUIT

HELP

+OK

REBOOT

Parani-MSP10002 MS& & LICL (root2t Jt3S)

REBOOT
+OK Reboot

AEE

QUIT

M
=

HOHZE MES 0K Sts SSEULL

Ol

QUIT
+OK

Disconnected
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