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1.1.

HelloDevice Pro Series

(

) . HelloDevice Pro Series

DHCP, DNS(DDNS: Dynamic DNS)
DSL
HelloDevice Pro Series DNS
HelloDevice Pro Series  Telnet, SSH,
Telnet/SSH
Series
SSLv3
IP
HelloDevice Pro Series
- / (POS: Point of Sale)
- /
HelloDevice Pro Series RS232/422/485

TCP/IP  UDP

HelloDevice Pro

, HelloDevice Pro Series

HelloDevice Pro Series



1.2.

- PS110/410/810

- (PS110/PS410)
- 110V 230V (PS810)
- Quick Start Guide

- Serial/lP Com Port Redirector, HelloDevice Manager

CD-ROM



1.3.

PS110 PS410 PS810

1 4 8

75bps ~— 230Kbps

RTS/CTS, Xon/Xoff

RJ45

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
RS422 Rx+, Rx-, Tx+, Tx-
RS485 Data+, Data-

: DTR, DSR DCD

RJ45 Ethernet 10/100 Base Ethernet
1P

- ARP, IP/ICMP, TCP, UDP, Telnet, SSH v2,

- SSL v3

- DNS, Dynamic DNS, HTTP, HTTPS, NFS
- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, SNMP v1 & v2

ID
HTTPS
: SSH
: SSLv2/v3, TLS v1, 3DES RC4
1P
SCP
, telnet, SSH, , HelloDevice Manager
- Windows 98/ME/NT/2000/XP
email
telnet,
LED Power
Ready (PS810 )
10/100 Base Link
10/100 Base Act (PS410,PS810 )
" Rx/Tx
:5'C~50C
:—40'C ~66'C
9~30VDC, 9~30VDC, 100 - 240VAC,
0.35A @ 9VDC 0.4A @ 9VDC 0.24A
114 x 82 x 26 (mm) 119 x 227 x 27 (mm) 119x 437 x 44 (mm)
L x Wx H (mm) 4.48 x 3.22 x 1.02 (in.) 4.68 x 8.94 x 1.06 (in.) 4.69 x 17.20 x 1.73 (in.)

DIN-rail mount option

(ka)

0.300 | 0.750 1.56

FCC(A), CE(A), MIC

5




1.4

Pro Series
MAC
LAN MAC(Media Access Control)
. (Ethernet LAN Ethernet 2)
MAC 6 OUI(Organization Unique ldentifier) 6
12 . Pro Series MAC 00-01-95-xx-XX-XX ,

HTML
HTML

10



ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

utp Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

1P Internet Protocol

1CcMP Internet Control Message Protocol
upbpP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service

SNMP Simple Network Management Protocol
RADIUS Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART

Universal Asynchronous Receiver/Transmitter

11




Bps

Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTs Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD

Data Carrier Detect

12




Pro Series
- 2.1 LED
- 2.2 Pro Series ,
- 2.3 telnet Pro
Series
- ( )
- ( )
- Ethernet
- ( NIC) PC RS232
2.1.
2.1.1. PS110
PS110 4 LED
10/100 Base
PS110 Factory Reset PS110
- (
4.2.6 A )
Data/Console
( 2.25
)
2-1PS 110 LED
(Status) Power
Ethernet Network
Link
Rx PS110
(Serial Port) | Tx PS110

13



o rn T e

o Lios ofis [ farial Part

2-1 PS110
2.1.2. PS410/810
2-2 2-3 PS410/810 LED
( : System, Ethernet Serial Ports).
(Power), (Ready- PS810 )
(Link), (Act) (Receive)
(Transmit) 2-2 LED
2-1 PS410/810 LED
System Power
Ready
Ethernet LINK
Act Pro Series
Serial port Rx Pro Series
Rx Pro Series
Factory Reset PS110
PS410

4.2.6

14




Faimy Evna

2-2 PS410

2-3 PS810

2.2.

, Pro Series

- Pro Series Ethernet

- Pro Series
2.2.1.
Ethernet Pro Series Ethernet , Ethernet
, Pro Series
Ethernet
- [Link]
- [Act] Ethernet

15



2-1 PS110

2-2 PS410

2-3 PS810

2.2.2.

Pro Series

16



PS110 ,
Data/Console Console
RS-232 . PS110 2.2.5

_.-'"H_‘-‘-"‘—-—\_._‘
e

Az
H,,‘_‘_‘_“ /,f
Serial

Device

2-4 PS110

Serial
Davice

2-5 PS410

2-6 PS810

17



2.2.3.
Pro Series . [Power]

2-7 PS110

2-8 PS410

2-9 PS410

2.2.4.

18



Pro Series . ,

, Pro Series , GUI(Graphic User
Interface) CLI(Command Line Interface)
Pro Series
Pro Series
telnet(TCP 23) SSH(TCP 22)
: Pro Series SSH v2 . SSH Pro Series
SSH v2 SSH
Pro Series Internet Explorer
Netscape Navigator Pro Series
2.2.5.
1) Pro Series
(PS110 Data/Console Console
RS-232
1 )

2-10 PS110

19



2-11 PS410

2-12 PS810
2)
3) (HyperTerminal)
B 9600 Baud rate
B Databits 8
B Parity None
B Stop bits 1
B No flow control
4) [ENTER]
5) Pro Series

20



Login: root Password: root
ProSeries login: root

Password:
#
6) CLI (Command Line Interface)
. CLI 7 CLI
7) CLI “editconf” , 2-13
# editconf
1 7 L

1. Network configuration
2. Serial port configuration
3. System administration

COMMAND (Display HELP : help)>save
COMMAND (Display HELP : help)>apply
COMMAND (Display HELP : help)>help

_1 HELP [

[Enter] refresh

[ESC] cancel or go to upper

/ go to root

- go to upper

clear clear screen

pwd display path to current menu
save save current configuration
apply apply current configuration
help display this

exit exit

COMMAND (Display HELP : help)>[Enter]

1 7 L
1. Network configuration
2. Serial port configuration
3. System administration

COMMAND (Display HELP : help)>

2-13
[ENTER] Pro Series
Pro Series
“ save” . " apply”
Pro Series
2.2.6.
Pro Series Pro Series
- ( 3. ). Pro Series
IP 192.168.161.5

21
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disable -(
3.5 /P ).

Pro Series
1) Telnet telnet ( , TeraTerm-Pro Hyper Terminal)

1P port number Pro Series

, port number 23

telnet 192.168.161.5

telnet

|
2-14 Telnet (TeraTerm Pro)
2) Pro Series ,
root
3) cLI
2.3.
Pro Series HTTP  HTTPS(HTTP over SSL) Pro Series
Pro Series , Pro Series
P URL/Location
Pro Series

22



Login: root Password: root

Pro Series Pro Series IP (

)

User authentication required. Login please,

User D :

Passwaord :

2-15 Pro Series

2-15 Pro Series
2-16  Pro Series

[ (Save)], [ (Save & apply)] [ (Cancel)]
[ (Save)]
[ (Apply Changes)]
[ (Apply Changes)] Pro
Series
[ (Save & Apply)]
[ (Cancel)]

23



SENA

Heiwork ¢onlqurafion

1# pand guradion

ENKP configuration
Dwirearnna: NS il g ration
SMTF confguration

1P A kerin g confiquatian
EWELOE configueation

L et o i (o8l gural on
NFS configurstion

TCP comlgeralion

Serial porl configueraion
Confguraion

Sy#lem admivialralian

S phoem sriales
Syete ligging
[mvice rame

L sirad i
Changa passwand
Ikl v s s
Faclary reast
Fimware upgrads

System statinlics

Melwork intsrfsces
Sarial pans

|H

ICHF

TGP

(e

FApply Changes
Lngsan
Mehook

Fro serigs PS40 Managemeant

System STETUES - vty e

Syefem information
Davicn fame
Sarial Mo, :

F/W Fav, =

Curen Hma :

Pan #1 mede

Pan # mode !

Pt 5 misde

Pl £ misdie
Systam logging

Sand sysiem lag by smal -

IP isfeemaicn

IP mpde

IP i 1o

Subrarimagk ;

Gahaway -

Facelve TranssH amons ¢
Primary DNG ¢
Sacondary DHS

ProSeries
PE&10-X00505] T |
W80

ERANE TR
Ag-22

AS-2x2

AE=732

RE-I1

Oatle

[lisatle

itk

156 168440
EEIEAD

1218

w0

166 1L
B8, 13632

2-16 Pro Series
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3.1. 1P
Pro Series , IP
, Pro Series
Pro Series , 1P
Pro Series IP , 3

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

Pro Series 192.168.161.5 IP Static

3-1 3 1P
GUI

3-1

3-11IP

Static IP

IP address

Subnet mask

Default gateway

Primary DNS/ Secondary DNS

DHCP

Primary DNS/ Secondary DNS (Optional)

IP configuration : /network/ip/

IP mode static |P

IP address % 192, 168.222.9
Subnet mask 265 255,00
Default gateway 192, 168.1.1
Primary DNS 168.126.63.1
Secondary DMS {optional) 168, 126.63.2

[Save || Save & Apply || Cancel

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

3-11IP

25



3.1.1. Static IP

static IP , Pro Series

DNS server

o Pro Series ,

e |P address
Static IP

r 192.168.1.x 1P ISP (Internet Service Provider)

(private) . Pro Series

1P ISP

e Subnet mask

, Pro Series

, LAN
TCP/IP
Series ,
e Default gateway
ISP
Pro Series
IP . IP

e Primary and Secondary DNS

DNS(Domain Name System) ,
IP

26

, Subnet mask, gateway

Pro

(Physical address)

1P
. DNS
Seha.com
DNS



TCR/IP

Pro Series DNS
DNS 1P . Pro Series Primary DNS server
DNS server DNS 1P Secondary DNS
Primary DNS
3.1.2. DHCP
(DHCP) 1P
DHCP
IP
Static IP , IP
, IP IP
DHCP IP , , , DNS
DHCP 1P
, " (lease)” . 1P
IP DHCP
DHCP , Pro Series ,
. DHCP 1P ,
DNS “ ” . Pro Series
“ " , Pro Series  DHCP K ”
DHCP , Pro Series 1P
DHCP , Pro Series
1P
> DHCP DNS Pro Series
DHCP IP 1P
DHCP , Pro Series IP
1P Pro Series
. DHCP IP Pro Series
Pro Series MAC

27

Secondary

1P

DHCP

DHCP

DHCP

. DHCP



3.2. SNMP
Pro Series  SNMP vl v2 SNMP ( )
- NMS SNMP Pro Series
SNMP GET, SET, GET-Next, TRAP
(TRAPS),
(GET) (SET). SNMP v2
GET-Bulk
SNMP MIB-11 , TRAP
3-2 SNMP
S5NMP configuration : /network/snmp/
sysContact administrator
sysMName Prod10
syslocation my location
sysService 7
PowerOnTrapEnable Dizable
AuthTrapEnable Dizable
LoginTrapEnable Disable
Configure the access control settings
Mo, IP address Caomrnunity Permission
I 0.0.0.0 public Read Only
2 0.0.00 public Read Only
3 0.0.0.0 public Read Only
4 0.0.00 public Read Only
Configure the trap receiver settings
Mo, IP address Cormrnunity Yersion
‘ 0.0.0.0 public vl v
2 0000 public vl v
i 0.0.00 public vl v
4 0.0.0.0 public vl v
[Save || Save & Apply || Cancel |
3-2 SNMP

3.2.1. MIB-II

(MIB-1l system objects)

28



MIB-11

Pro Series SNMP

(Authentication-failure traps)

MIB-II sysName, sysContact, sysLocation, sysService enableAuthenTrap
(OID)
oID
® sysContact: (Pro Series)
® sysName: FQDN(Fully Qualified
Domain Name)
sysLocation: « , 384 , , )
sysService( )
Pro Series @
EnablePoweronTraps: Pro Serise SNMP trap
EnableAuthenTrap: SNMP SNMP  trap
® EnablelLoginTrap: Pro Serise ,
SNMP trap
MIB ;
. MIB  SNMP RFC 1066, 1067, 1098, 117, 1318 1213
3.2.2. (Access control settings)
Pro Series SNMP
Pro Series SNMP
IP ( IP 0.0.0.0 ),
Pro Series SNMP
3.2.3. (Trap receiver settings)
Pro Series SNMP (TRAP)
3.2.4. SNMP

29



NMS( ) SNMP SNMP Pro Series

. Pro Series NMS SNMP
NMS SNMP ,
3-3 Pro Series SNMP MIB-11 OID

SNMP

(A ~dantlen Misdromsar < 41

File Eail Waw Dpemtions  Help

FEBa RS BRERM E OLE KEO 7?79

A [ e —
ra [+l [ |
;;:&.:Iud § Bt value w | Virite Commarity
& = inlemel 3| Confedda |:| ContariEngingD | "l"l
haduall i - - -
® =3 mgmt | ObjeetiD  isosoeg Sodinernet mgrd mit-2 erstem sysDaser |
? g mib-] :
§ 4 svalem 3 -
#|fzant gt raquasito 192 162.4.10: 161
gy bgectD : ¢t 0= adminisiraor
@ syl ipTime :
8 systontact g enl et raquesi o 192 1828 10 181
= mNI e § e O--=HeloDevice E5100
¢ ;_i.'n'.'.fr';'ll“““ % anl et raquastt 192 168,410 161
Mumksr : B0 1= Linkeowe
& [B] tmakla :
& O at “| fSent get request o 192 162410 161
& ip i boysSamicas 0T
& [ icenp i
:Em {fsentost requesttn 192 168,410 161
& ] sop o| pitumber =2
Irangrmigsion § -
& [ snevp :
B | Swilwe  DisplaySting (STE (0. |Btalus | manaator
= 1 privaie : Accest  resdonk Reference
T @ TRAFS g
grinal E:
w .ﬁmnn,ﬁu&m § ObjectiD 13812011
f""ﬂﬂ:'-ﬂlll'ﬂ_ii i & Lol deseriphion of the enlity. This value =
| Descrp., | =heud Fchkade the full name and version
L |§ : idantfication of fre: sysien’s harthwarn ipa,
thll'l'.nl O = - - .
3-3 SMP Pro Series SMWP MIB-11 0ID
venthet
Adh Net MIB
3.3. DNS(Dynamic DNS)
Pro Series DSL DHCP ,
1P . IP
, telnet
, IP

30




DNS

, ISP
DNS , IP DNS
Pro Series
, Pro Series Dynamic DNS Network Services (www.dyndns.org)
DNS . DNS
Dynamic DNS Network Services DNS ,
NIC(Network Information Center-http://members.dyndns.org)
Dynamic DNS Network Services Members NIC DNS
DNS , DNS , Domain name,
User name Password , Domain
name Pro Series
3-4 DNS
Dynamic DNS configuration : /netwaork/ddns/
Dynamic DMS Enahle «
Dormain Mame psd0.dyndns.org
User Mame % psdl0-user
Password I
Pagsward{confirm) T
[Save || Sawe & Apply || Cancel |
Copyright 2005 Sena Technologies, Inc, &ll rights reserved,
3-4 DNS
3.4. SMTP
Pro Series
email , SMTP
. Pro Series 3 SMTP
. SMTP

31



. SMTP
e POP-before-SMTP

3-6. SMTP
SMTP
e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address

Device mail address email , , Pro Series
. SMTP Server email
, email (i.e. arbitrary user@yahoo.com or
anybody@sena.com) user name
SMTP POP-before-SMTP mode , SMTP SMTP
password

SMTP configuration : /netwaork/smip/

SMTP Enahble «

SMTP server Ssmip. yourcompany. con

Mode SKTP with authentication w
Account Name admin

Pagswaord LLLL L

Passwoardiconfirm) snnae

E-Mail PS4 0@yourcompany.c

[Save || Save & apply || Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

3-5 SMTP

32



SMTP configuration : /netwaork/smip/

SMTP Enable «
SMTP server smitp.yourcompany, comn
hMode SMTR with authentication "
Account MNarme POP hefore SKMTP

SMTP without authentication
Pasgwaord SMTE with authentication
Password{confirm) P %
E-hdail FS410@yourcompany.c

[ Save ] Save & Apply )| Cancel )

Copyright 2005 Sena Technologies, Inc, All rights reserved,

3-6 SHTP SHTP

3.5.IP

Pro Series 1P Pro Series Telnet, SSH,
HTTP, HTTPS,

IP filtering configuration : /networkfilter/

IP filtering list
Mo,  Interface Option IP address/mask Service Chain rule
Mothing
MEW |ethD ~|  |Mormal | | | Telnet v | |ACCEPT v| [ADD |
Service
Telnet consale
53H console
[Save ] [ Save & Apply ] [ Cancel ]

3-7 IP

3

w



- Pro Series
- P Pro Series
- Pro Series

- Pro Series

IP - ( Pro Series

® Interface

Pro Series . eth0

® Option IP address/mask

192.168.1.xxxX

Option Normal, IP address/mask 192.168.1.0/255.255.255.0
192.168.1.xxx , Option Invert, |IP
address/mask 192.168.1.0/255.255.255.0
® Service
IP . Telnet, SSH, HTTP, HTTPS,

® Chain rule

Option  IP address/mask Service
, (Accept) (Drop)
Pro Series
. “Drop all’
. “Accept all” IP
Service
Telnet console Drop all  «
S5H console gocept all
HTTP Orop all 1E%
HTTPS tocept all s
Part 1 goocept all s
Paort 2 sccept all
Part 3 gocept all
Paort 4 gocept all

3-8 service port IP

34



3-2 Option

IP address/mask

Input format )
Allowable Hosts Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192 168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.1.254 192.168.1.0/255.255.255.0 Normal
192.168.0.1 ~
192.168.255.254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192 168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192 168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert
3.6. SYSLOG
Pro Series , SYSLOG service
SYSLOG service , SYSLOG 1P
facility 3-8 SYSLOG server configuration

SYSLOG configuration : /netwark/syslog/

SY¥ELOG server service
SYELO0G server IP address
SYSLOG facility

Enahble «
192.168.1.1

Local?

_Save_ _ Save & Apply

Cancel

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

Pro Series

Pro Series local0

remote reception allowed”

local7

3-9 SYSLOG
Pro Series SYSLOG
Pro Series SYSLOG
UDP

SYSLOG Facility

35



Facility , SYSLOG Pro Series

SYSLOG service SYSLOG
Pro Series SYSLOG
8.2
3.7. NFS
Pro Series NFS(Network File System) NFS
NFS IP
NFS 3-9 NFS

NFS configuration : /network/nfs/

MFS server service Enable
MFS server IF address 192.168.1.1
FMounting path on MFS server ;
MFS Timeout {sec. 5-3600) 5
MNFS mount retrying interval (sec, 5-3600) 5

[Sawve || Sawe & Apply || Cancel |

Copyright EDd}SSena Technologies., Inc, A&l rights reserved,

3-10 NFS
Pro Series NFS , Pro Series NFS “ read
and write allowed” . Pro Series NFS ,
UDP
NFS NFS , Pro Series
NFS . /
4.2.8 6.2
3.8. TCP
TCP , TCP lock-up ,
lock-up

36



, lock-up

Pro Series

Pro Series TCP

® TCP keepalive time (sec):

® TCP keepalive probes (times):

® TCP keepalive intervals (sec):

Keepalive

, Pro Series

3 keepalive

, Pro Series TCP keep-alive

keep alive

“ keepalive” ,

keepalive
15

15

keepalive

TCP configuration : /network/cp/

TCP keepalive time
TCP keepalive probes

TCP keepalive intervals

[Save || Sawve & Apply | Cancel |

Copyright 2005 Sena Technologies, Inc, All rights reserved,

3-11 TCP keep-alive

37



4.1.
host mode, ,
host mode
e TCP:
TCP '
TCP . TCP , TCP , TCP
e UDP:
UDP UDP TCP
e Modem emulation :
AT AT
port logging , MEMORY NFS server
. port event ,
Pro Series ,
, email SNMP  trap
MEMORY Pro Series
NFS server
4-1
All serial Port Enable/Disable
ports Port title
setting Host mode Port number
User authentication
or Telnet support
TCP bp :
Individual Max allowed connection
serial port Cyclic connection
setting Inactivity timeout (O for unlimited)
#1~#8(1/4) UDP Port number
Max allowed connection

38




Inactivity timeout (0 for unlimited)

Accept unlisted

Send unlisted

Modem emulation

Remote host*

Add or Edit a remote host *
Host IP address
Host port
Backup host IP address
Backup host port

Remove a remote host

Cryptography”®

SSLv3

Baud rate

Data bits

Parity

Stop bits

Flow control

Inter-character timeout (ms)

DTR behavior

DSR behavior

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Automatic release modem connection

Port logging

Enable/Disable Port logging

Port log storage location

Port event handling

Enable/Disable port event handling

Notification interval

. Enable/Disable Email notification
Email Subi Ernall
notification d !ept 0 ma|.
Recipient’'s Email address
Enable/Disable SNMP notification
e B
e TeEE rap recelver§ address
SNMP trap community
SNMP trap version

Add/Edit an event keyword
Event keyword
Email notification
SNMP trap notification
Port command

4-1 -
' TCP/UDP .

2 TCP Backup host
T1CP

Host

39




Senal port configuration : fzedals

Mo Tie htade Part Pasamilins
I Fort £1 TCP Ll 3500 M B 1 Mona
2 Paort £2 LoPp e 9500 MEB 1 Mane
3 Paort #3 Maodem ermulation w9600 MB 1 None
d Port #4 TCP M 9500 M B 1 Mans
4-1
4.2.
Pro Series 8
1. Port enable/disable
2. Porttitle
3. Host mode
4. Cryptography
5. Serial port parameters
6. Modem configuration
7. Portlogging
8. Port event handling

Serial port configuration — 1 fseral/=1/

Enable/Disable this port Enahle
Fort fitle Port #1
Host mode configuration

Setial port parameters

Fort logging configuration

Fort event handling configuration

Copy port configuration

| Save || Sawve & Apply || Cancel |

4-2 Serial port enable/disable

40



4.2.1. Po

4.2.2. Po

rt Enable/Disable

enable disable . disable

rt Title

4-2 enable/disable

Serial port configuration — 1 fseral/=1/

Enable/Disable this port

Puart fitle

Host mode configuration

Setial po

Faort logg

t parameters

ing configuration

Fort event handling configuration

Copy port configuration

Enahle
Paort #1

[ Save ||

Save & Apply 1| Cancel |

4.2.3.

Pro Series

TCP
TCP
TCP

Series

UDP
UbDP

. TCP

UDP

4-3 Port title configuration

" . TCP , UDP ,

TCP Pro Series Pro
TCP

TCP

41



AT AT
.TCP

4-4

Host mode configuration : /serial/«1/hostmode/

Enable/Disable this port Enahble
Port title Paort #1
Host mode configuration
Host made TCP v
Part nurnber (1024-65535, Otor only outgoing =001
connections)
User authentication Dizable
Telnet suppart Enahkle
Max, allowed connection (1-8) g
Cyclic connection {=sec, 0 disable) 0
Inactivity timeout (sec, 0 unlimited) O

Remate host
Cryptography configuration
FModern configuration

Setial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

[Save || oave & Apply || Cancel |

4-4
4.2.3.1. TCP
TCP (State Transition Diagram)
Pro Series
-1 (Listen)]
TCP
-1 (Closed)]

" " . Pro Series ,

Pro Series
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[
(Sync-Received)]

(Listen)]
-1

[ (Listen)] [ (Sync-
Received)] . Pro Series N (Established)]
-I (Sync-Sent)]
Pro Series [ (Closed)] [ (Sync-
Sent)]
-1 (Established)]
" (open connection)" . Pro Series

[ (Established)]

-1 (Data)]
[ (Established)] . TCP

.l

[ (Data)] (Data)] RFC 793 [TCP: Transmission
Control Protocol] [ (Established)]
Pro Series TCP . Pro Series
TCP
TCP TCP [ (Listen)]
1)
[ (Listen)] --> [ (Sync-Received)] --> [ (Established)] --> [ (Data)] -->
[ (Closed)] --> (Listen)]
Or
[ (Listen)] --> | (Sync-Sent)] --> [ (Established)] --> | (Data)] -->
[ (Closed)] -—> [ (Listen)]
[ (Listen)] TCP
TCP
TCP
Pro Series
2)
Pro Series 0 Pro
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Series . Pro Series

, . Pro Series
, Pro Series
. Pro Series
Pro Series , Pro
Series . Pro Series (time-
gap) (inter-character timeout) (
4.4 (Options) ), Pro Series
, 1
2
) 10
(Inactivity timeout)" - ( 4.4
(Options) ).
TCP
TCP TCP
. TCP
Pro Series 1024 66635 0
(outgoing connection) .(TCP )
ID ID
ID 5.8
TCP , Pro Series COM (RFC2217 )
(baud rate),
RFC2217  (
4.2.9 J)
RFC2217 COM
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, Tactical Software
. COM

Series
Pro Series
)
(Cyclic Connection)
Pro Series
Series ,
Pro Series

Pro Series

Serial/lP SENA OEM LLC Pro Series
Serial/lP

6 Serial/lP Pro

(remote host list configuration)

( —

Pro Series 3 ,

Pro Series

Pro
Pro Series ,

Pro Series

4-6 TCP
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted S
Inactivity time-out

Incoming data via serial port

Established

VN

Incoming data
from remote host

Incoming TCP connection request

Incoming data via serial port

4-5TCP

(Inactivity Timeout)
(Inactivity Timeout) ;
Pro

Series

4.2.3.2. UDP

ubP UbDP , 2
TCP . UDP
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1)

UDP Pro Series UDP , Pro
Series
, Pro
Series Pro Series UDP
' UDP
datagram (Accept UDP datagram from unlisted remote host)' " (Yes)
UDP Pro Series
, Pro Series
(Send to recent unlisted remote host)' " (Yes) , (
) Pro Series
2)
UDP
TCP . 4241 TCP
TCP . 4241 TCP
UDP
' UDP datagram (Accept UDP datagram from
unlisted remote host)' ' (No)' , Pro Series
UDP '
UDP datagram (Accept UDP datagram from unlisted remote host)'
" (Yes) , Pro Series
UDP
' (Send to recent unlisted remote host)'
" (Yes) , Pro Series Pro Series
Pro Series
Pro
Series '
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(Send to recent unlisted remote host)'
Pro Series

Series (Inactivity Timeout)

UDP ,
Pro Series

, Pro Series
, UDP

Series
: UDP 0 ,

(Max. allowed connection)

4.2.3.3.

Series . ATA/ATDT

ATD(T) XXX P ( )

Pro Series ,
4-2
Series AT . 4-7
ATDA
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. Pro

Pro

Pro

Pro



4-2 Pro Series AT

4

(verbose code)

+++

TCP TCP ,
ATD(T) CONNECT [CRI[LF]
L ® ) atdt192.168.1.9:1002: ’
[c]lé[][LF] ] P 192.168.1.9, 1002 NO CARRIER [CRI[LF]

) atdt ERROR [CRILF]

AT ATZ [CRI[LF] TCP
ATA/ [CRI[LF] :

TCP TCP , TCP OK [CRILF]
[ATA | [ (Listen)] 7
[CRI[LF] } Top ) ERROR [CR][LF]
ATER [CRI[LF] E'l.EO: OK [CRI[LF]
ATHN [CRI[LF] H, HO, H1: TCep ERROR [CR][LF]
ATOR [CRI[LF] 0, 00:
ATQn [CR][LF] 8’190: ( )

V, VO: = <numeric code> [CR][LF]
ATVN [CRIILF] V1 ( ): = <verbose code> [CR][LF]

AT&Dn [CRI[LF]

D, DO: DTR(PC)

D2( ): TCP
AT&Fn [CR][LF] F, FO, F1:
K, KO: .
AT&Kn [CR][LF] K3: RTS/CTS ( )
K4: Xon/Xoff ( )

AT&Sn [CRI[LF]

S, S0: DSR(PC)
S1: DSR(PC) TCP

ATIn [CRI[LF]

I,10: “Sena Technologies, Inc.”
13 :
- “OK”

AT\Tn [CR][LF]

\T, \TO: (

OK [CRI[LF]
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ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&Bn,
AT&Gn, AT&In, AT&Qn,
AT&V, AT}Mn, AT\An,
AT\Bn, AT\Nn

OK [CRI[LF]

ATS?, ATSn=x, AT&Cn,
AT&Wn, AT&ZNn=x

ERROR [CR][LF]

n 1

ATFn [CR[LF] OK[CRIILF]
ERROR [CR][LF]
n O

ATWn, ATXn OK [CRIILF]

ERROR [CRI[LF]

4-3 AT
(Verbose Code) (Numeric Code)
( “ATVlH ) (IIATVOH
OK 0
CONNECT 1
RING 2
NO CARRIER 3
ERROR 4
HelloDevice ATZ Serial A
SS100 ATZ > Device
OK > Command mode
TCP connection
Lequest TDT
ATDT >

TCP connection

Established.
»!| CONNECT |
» Ll
ATA....  DATA....
_DATA.... DATA...
Ll
Piaad
Request TCP
,_disconnection palls
<« ATH q
TCP
disconnection
»! OK -
L L
»
Ll
NO CARRIER

4-6
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TCP mode

Command mode




4.2.4.

Crapiographg ©onfiguraSon

Muodam configuration
Serial port paramaters

Port logging canfiguration

Fort evedil handing configuration

Copy port Conflgursion

(Remote Host Configuration) Pro Series
Pro Series
TCP , Pro Series 1
2 1
, Pro Series 2
1
4
UDP , UDP , 2
Pro Series 8 4-7
.(TCP
Hemote oSt : fseralf= ] Mostrmodefremoteh oy
Enabibe/Disable this por Enable
Port fde Port #1
Hos=1 mode configurstion
Host made TCR w
Port numbsar (1024-E5535. 0Hor ordy cangoing connacions) 001
User autherdication Dizabls w
Talnet suppor Enable
Fay, allowed cormecton ¢ 1-03 A
Ceclic connacton (sac. 0 : disable) i}
Inacisity imeoul (ec, 0 wnlimiled) 1]
Aemiote host
Hio, Host P address Hiogt port numbsr Bachkup host [P address  Backup por
! 12168121 001 192168122 B0 . HEMOVE |
2 ER 6B 501 1SE 168122 B0 REMOVE |
NE'W 1592 168 12.1| GO0 19216122 B0 AlD

Save || Save & Apply

| Cancel |

4-7
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4.2.5.

Pro Series (UDP ) TCP
Cryptography configuration : /serial/=1/hostmode/ssl/
Enable/Disable this port
Port title Port #1 |
Host mode configuration
Host mode | TCR v|
Eglrjtnlgl.cl:?nhnesr)(1024—55535, [ for only outgoing |?IIIIIII |
User authentication
Telnet support
Max, allowed connection (1-8) |B |
Cyclic connection (sec, 0 disable) |D |
Inactivity imeout {sec, 0 unlimited) |D |
Femate host
Cryptography configuration
Encryption method
FModern configuration
Serial port parameters
Port logging configuration
Port event handling configuration
Copy port configuration
[Save ] [ Save & Apply ] [ Cancel
4.2.5.1. Secure Sockets Layer(SSL)
Cryptography configuration  SSL enable enable Pro Series
SSLv3
SSL Netscape SSL
HTTP
. SSL , ,
. SSL SSL
TCP/IP
SSL SSL
SSL (public-key) (symmetric key)
(symmetric key) (public-key)
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SSL , (cipher) ,

, SSL
SSL , (cipher) ,
SSL
premaster secret ( 2
) premaster secret
(chipher) . SSL
( )
premaster secret
(private key) premaster secret
( premaster secret )
(master secret)
SSL
(session key)
SSL

(integrity)
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10. SSL SSL
Client Server
Client Hello
>
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
T P ServerHelloDone
l
Certificate
ClientKeyExchange
CertificateVerify
P
ChangeCiperSpec ChangeCiperSpec
Handshake
Finished
Cipher :
icati < » Application Data
Text Application Data < pp
4-9 SSL
Pro Series TCP SSL
TCP , Pro Series SSL
, SSL TCP Pro Series
Pro Series  SSL SSL
4.25.2. RC4
RC4 Pro Series TCP
RC4 PC4 Pro Series

54
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Cryptography configuration : /seral/=1/hostrmode fsslf

Enable/Dizable this port

Port fitle (Port #1 |
Host mode configuration
Host mode | TCP v|
Port number (1024-65535, 0 for only outgoing |?EID] |

connections)

User authentication
Telnet suppatt

Max, allowed connection §1-8) |B |
Cyclic connection {sec. 0 disable) a |
Inactivity timeout (sec. 0! unlimited) |EI |

Rernote host
Cryptography configuration
Encryption method RC4d  »

Key string |

Modern confiquration
Serial port parameters
Port l[ogging configuration
Port event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel

4-10 RC4
4.2.6.
Pro Series
UART
(baud rate), , , , , DTR/DSR
(inter-character)

e UART type

Pro Series . Pro Series

RS232 , RS422/RS485 Full RS485 Half
(DIP switch)
4-11
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o8 O] oo

F5-232 Mode F5-422/485 Full Mode F5-485 Half Mode

4-11 DIP

(Baud rate)
Pro Series
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200,
230400
9600

(Data bits)
7 bits 8 bits . 8 bits

56



Serial port parameters : /serial/«1/parameter/

57

Enable/Disable this port Enable «
Puart title Part #1
Host mode configuration
Serial port parameters
Baudrate 9500 s
Data bit 3 hits «
Stop bit 1 hit
Parity bit Mone
Flowcontral Mone w
Inter character time-out (0-10000 msec) 0
OTR option &lways HIGH w
D5R behavior MNone "
Port logaing configuration
Port event handling configuration
Copy port configuration
[Zawve || Sawe & apply || Cancel |
4-12 UART
° (Parity)
none, even odd none
° (Stop bits)
1 bit 2 bit 1 bit
° (Flow control)
None( ) . Pro Series XON/XOFF
RTS/ICTS
(XON/XOFF(0x11/0x13))
RS232 RS422 . RS485
e DTR/DSR
DTR/DSR TCP
. DTR (write-only)



DSR (read-only)
DTR
Always high

Always low

High when TCP/UDP is opened

TCP
(Remote Host)
DTR
DSR
None
DSR

Allow TCP/UDP communication only by high

DSR
DSR '
. DSR
TCP .,
DSR
Pro Series DTR
TCP
1. DTR/DSR
2. DTR/DSR RS422 RS485
(Inter-character )
TCP/UDP
Series ,
TCP/UDP
1024 bytes 1024bytes
‘0 Pro Series

58

. UDP

, TCP
TCP

DSR

TCP/UDP

UDP
UDP
Pro Series
. Pro



1200

bps, 8 1 (no parity) ,
bit 10bit
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms
8.3ms . 8.3ms , 0
(ms)
Series Pro Series
Pro Series . Pro Series
256 bytes
4.2.7.
Pro Series
DCD init-string . Pro

Series TCP
° /

Pro Series Pro Series

DTR/DSR/DCD
° init-string

Modem init-string

. Enable/Disable modem

e DCD
DCD ‘TCP
, Pro Series DCD
TCP
, (dial-out)

59

(initialization string)
(Enabled)
Pro Series DTR

(Allow TCP connection only by HIGH)’

(dial-in modem mode)
Pro Series TCP

, DCD None



Enable , TCP Pro Series
DSR
. Pro Series DTR ( DSR)
TCP

Modem configuration : /seral/«1hostmode /modern,/

Enable/Disable this port Enable «
Part title Fart #1
Host mode configuration
Host made TCP w
Paort nunjtner (1024-65535, 0 for only outgoing 2001
connections)
User authentication Dizable «
Telnet support Disable
tax, allowed connection {1-8) 8
Cyeclic connection (sec, 0 disable) 0
Inactivity timeout (sec, 0 unlimited) 0

Rermote host
Cryptography configuration

Modern configuration

Enable/Disable modem Enahle
Modern init-string glels0=2
DCD behaviar MHone w
Automatic release modem connection Disakle

Setial port parameters
Port logging configuration
Paort event handling confiquration

Copy port configuration

[ Save ) Save & Apply J | Cancel

4-13

4.2.8. (Port Logging)

MEMORY NFS
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. / (Enable/disable)

(disabled)]

Pro Series NFS
Pro Series
NFS , Pro Series
. NFS 3.7 NFS
NFS

10 Kbytes . NFS

Port logging configuration : /seral/+1/1o0g/

Enable/Disable this port Enable
Port fitle Port #1
Host mode configuration

Serial port parameters

Port l[ogging configuration

Enable/Disable port logging Enable

Port log storage location Bakd disk (10 Khyte)
Port log view
Port event handling configuration

Copy port configuration

[Save || Save & opply || Cancel |

4-14

4.2.9.

Pro Series

email/SNMP (notification)
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SNMP ,
[ J
° (Notification interval)
Pro Series email
emalil SNMP ,
, Pro Series
e Email (Email notification)
Pro Series Emalil
SMTP
SMTP 3.4 SMTP
e Email (Subject of Email)
° Email (Recipient's Email address)
e SNMP trap (SNMP trap notification)
Pro Series SNMP
e SNMP (Subject of SNMP trap)

62

SNMP

(reaction)  emall ,
(enable)
(disable) Pro Series
emaill SNMP
. Pro Series Email
SMTP . SMTP
Email
Pro Series Email
Pro Series SNMP



Event keywords : /seral/+1fevent/port_event_keyword,

Enable/Disable this port Enahle
Fort fitle Port #1
Host mode configuration
Serial port parameters
Port logging configuration
Port event handling configuration
Enable/Disable port event handling Enahble
Enable/Disable E-mail nofification Enzhle

Subject of E-mail

Recipient's E-rmail address

W

W

W

Port event notification m

sdmin®@rmycompany, col

Enable/Dizable SNMP notification Enable
Subject of SNMP trap Paort event notification tr:
SMMP trap receiver’s IP address 192,168,141
SMMP trap community public
SMMP trap version vl o
Matification interval a0
Event keywords
E-rnail SMMP trap
No,  Event keywaord nofification notification Port command
I keyword Disable +|  Disable | reaction [ REMOVE
MEW Disakble Disahle [&DD0 |
Copy port configuration
[Save || Save & dpply 1| Cancel |
4-15
e SNMP IP address(SNMP trap receiver’s IP address)
SNMP SNMP
P
e SNMP (SNMP trap community)
SNMP
e SNMP (SNMP trap version)
SNMP
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(Event keyword)

e-mail, SNMP

trap command
° (Event keyword)
e Email (Email notification)

Email
e SNMP (SNMP trap notification)

SNMP
e Port (Port command)

Pro Series
4.2.10.
Pro Series
1 2
, TCP , UDP

Copy port configuration : /serial/1/copy _port_config

() Copy current port configuration to

Port 1 CIPort 2 CIPort 3 CIPort 4
() Copy current port configuration from
Port 1 i Port 2 ) Part 3 i Part 4

[Copy || Copy & Apply || Reset |

4-16
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Pro Series

Pro Series

Pro Series

5.1.

(Status Display Screen)

Pro Series

system logging

Pro Series

System status : /systemy/sysstatus

Systern information
Device name !

Serial Na, ¢

F /W Rew,

Current time :

Fort #1 mode ¢

Port #2 maode :

Port #3 made :

Port #4 mode :

Systern logging ¢

Send systern log by email
IP information

IP rmode :

IP expiration :

IP address :

Subnetmask :

Gateway
Receive/Transmit errors
Prirnary DS
Secondary DNS

FS410
PS410-200505170023
v1,0.0

m/011970 02:17:20
PROTOCOL_232
PROTOCOL_232
FROTOCOL_232
PROTOCOL_232
Disable

Disable

Static

A8

192,168, 12,11
255,255,0,0
192, 168,11
01430
168,126,631
165, 126,63.2
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5.2.

Pro Series

system logging

system logging enable disable

System log storage location

Pro Series , NFS SYSLOG
Pro Series , ATA/I1DE
fixed disk card, SYSLOG NFS
Pro Series
email
email email
5-2
System logging : fsystem/logs
Enable/Disable systemn logging Enahle
Swstern log storage location Rabd disk (10 Kbyte) w
Enable/Disable E-mail logging Enahble
Murmber of E-rmail Logs 5
Recipient’'s E-mail Logs admin@yourcompany.c

Systern log view

[Save || Save & Apply || Cancel |

5.3.

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

5-2

6-4
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5.8



Pro Series , Telnet/SSH
Ul

Change password : /system/changepasswd

ser root

Current Password ‘ |

Mew Password ‘ |

Confirm Password ‘ |

5-3
5.4. (Device name)
Pro Series . 5-5
Device name Pro Series hostname
Device Name : /systern/device_name,/
Device Mame PS4 0_Device

[ Save ]| Save & Apply ) Cancel )

Copyright 2005 Sena Technologies, Inc, All rights reserved,

5-4
Device name . Device name HelloDevice

Manager

5.5.

Pro Series . PS410/810

(PS110

PS110
NTP )
5-5
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Date and time : /sustemn/date _time/

Date [mm/dd/yyyy] |05/26,/2005 |
Tirme [hhemmiss] [12:08:42 |
[Saue ] [ Save & Apply ] [ Cancel

5-5
5-6 NTP(Network Time Protocol)
.NTP , Pro Series NTP
. NTP 0.0.0.0 , Pro Series NTP
Pro Series
(UTC: Universal Time Coordinated)
Date and time : /system/date time/
Use NTF
MTP server (0,000 for Auta) |EI. 000 |
Tirne offset frarm UTC (UTC + [x.xThours) |EI.III |
[Save ] [ Save & Apply ] [ Cancel ]
5-6 NTP
5.6. (Factory Reset)
Pro Series
-( )
Factory reset : /system/factory
Except IP configuration ]
| Factory reset || Cancel |

(Factory Reset)
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5.7.

http://www.sena.com/support/downloads/ Sena

5-8

Firmware upgrade : : /system/firmware_up

File Upload [ ZOEE2..

[ Upload || Cancel |

Copyright 2005 Sena Technologies, Inc. &ll rights reserved,

5-8
TELENT/SSH
Z
1.
2. TELENT/SSH
( , Telnet SSH
-)
5-9

4. 5-10 Z
6. , Pro Series 6-11

Pro Series

69



login: root
Password:
# editconf

1 7 L
1. Network configuration

2. Serial port configuration
3. System administration

COMMAND (Display HELP : help)>3

System administration [
System status

System logging

Device Name : PS110
Date and time

Change password

User Administration
Factory reset

Firmware upgrade

CXJ\IO‘)U‘I-&?\JI\)I—‘LI

COMMAND (Display HELP : help)>8

_1 Firmware upgrade [
Do you want to upgrade firmware? [yes/no] yes

Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X

**BOFFO00005b157
5-9
r w5
o
0O oF T Oon
COMMEND (Disglay HELP @ helpl>3
| Systen adninistration |
. L
1. s¥ysten stalus TR 5
2. Evsten lopoing 2
1 Device Mane P BE: [ iownkad
4, Date and fines e OICE :
5, Change password [ BNueenosiWis.m EOiEIEL |
6. Usar Administrat | EEERD
T . Factor ¥ Fesat Trenileim w
g, Firmwara upgrade
HIHACE) EHL) -
CONMAND [Display HELP | helpl»8
] Flrowere ypgrede: [ o oo o o0 E N
0o you want to upgrade firneare? [ves/no] wves
Transfer firmware by zmodem using vour terminal applicat lon
To escape, press Ctril+x
! CCCCCQOOo0023baS0eive  ==BOO0OD00Z 3De5]
HEoaousy | R A | e T

e A 1|
5-10Z (HyperTerminal)
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_1 Firmware upgrade [

Do you want to upgrade firmware? [yes/no] yes

Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X

**BOFF000005b157

**BOFF000005b157

**BOFF000005b157
**BOFF000005b157

Firmware upgrade failed !

Now reboot ...

5-11

5.8.

PS Series ID

User administration : /system/fuser_auth/

User list
Mo, ser ID Port 1 Port 2 Port 3 Paort 4
o fusen | o B D
P user2d G O
3 |user_all |
NEW O O O O
[Save ] [ Save & Apply ] [ Cancel ]
5-12
, ID(root)
(password)
5-13
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User list — 1 : fsystemfuser_auth/user_list/+1/

zer 1D

Pasgsword

Paszsword{confirm)

Fort 1
Pornt 2
Port 3
Port 4

=
il
o
=

OO00&E

[Save ] [ Save & Apply ] [ Cancel ]

5-13
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Pro Series

Pro Series

ICMP, TCP

6.1.

link layer,
TCP/IP

lo, eth

(Network Interfaces)

Pro Series

eth0

local loop back interface lo

Pro Series

Network interfaces statistics .

Interface

Receive

Transmit

Bytes
Packets
Errars

Drop

FIFO

Frame
Compressed

Fulticast

Bytes
Packets
Errors
Drop

FIFD
Caollisions
Carrier

Compressed

athil

=)

h03a6
b3

o I e N e N s s N e Y s S e |
O e Y s N s N s N s |

Bo026
102

[ S s Y B pa

= o o o o o o O

6-1
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6.2.

32 , Baud rate
- ( @.on 2 : Off)

Serial ports statistics

Port Baud Rate Tx Ra RTS CTS DTR DR ch

f 5600 0 0 Q 5 Y Q > 5 Y

2 5600 0 0 Q 5 Y Q > 5 Y

3 9600 0 0 Q 5 Q > 5

4 9600 0 0 Q 5 Q > 5

6-2
6.3. IP
1P IP /
Forwarding :
IP forwarding enable disable
DefaultTTL :
TTL(Time To Live)
InReceives :
InHdrErrors :
( (checksum),
, TTL )
InAddrErrors :
ForwDatagrams :
Forwarding

InUnknownProtos :
InDiscard :
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1P

InDelivers :

OutRequests :
. Forwarding

OutDiscards :

OutNoRoutes :
Specifies the number of transmitted datagrams discarded. These are datagrams for which no
problems were encountered to prevent their transmission to their destination, but which were
discarded (for example, for lack of buffer space.) This counter would include datagrams counted
in Datagrams Forwarded if any such packets met this (discretionary) discard criterion.
# ...OutDiscards

OutNoRoutes :

destination IP

ReasmTimeout :

ReasmReqds :

ReasmOKs :

ReasmFails :

FragOKs :
fragmentation
FragFails :
fragmentation
FragCreates :

fragment
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IP statistics:

Forwarding
Default TTL
InFeceives
InHdrErrars
InAddrErrars
ForwDatagrams
InUnknownPFrotos
InDiscard
InDelivers
DutRequests
OutDiscards
CutMoRoutes
ReasmTimeout
ReasmReqds
ReasmOks
ReasmFails
Fraglks
FragFails

FragCreates

B4
222

o R o Y s Y s (N o

r-2
(k]

203

[ Y s R o N e Y e Y s Y e Y s R e |

6.4. ICMP

1CMP

6-3 IP

1CMP

InMsgs, OutMsgs :

InErrors, OutErrors :

InDestUnreachs, OutDestUnreachs :

InTimeExcds, OutTimeExcds :
time-to-live(TTL)

InParmProbs, OutParmProbs :

InSrcQuenchs, OutSrcQuenchs :

Quench
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InRedirects, OutRedirects :

Redirection
InEchos, OutEchos :
echo
NEchoReps, OutEchoReps :
echo

InTimestamps, OutTimestamps :

time-stamp

InTimestampReps, OutTimestampReps :

time-stamp
InAddrMasks, OutAddrMasks :

InAddrMaskReps, OutAddrMaskReps :
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ICMP statistics:

Intsgs

InErrars
InDestUnreachs
InTimeExcds
InParmProbs
InSrcCQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddridasks
In&ddrMaskReps
Quthlsgs
CQutErrars
DutDestUnreachs
OutTimeExcds
DutParmProbs
OutSreluenchs
CutRedirects
OutEchos
DutEchoReps
OutTimestamps
DutTimestampReps
Outtddridasks
OutaddraskReps

= o o o o o o o o o oo oo o oo oo oo oo o oo o oo o o o o O

6.5. TCP

TCP

RtoAlgorithm :

6-4 ICMP

TCP

retransmission time-out (RTO)

0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 B
2: VANJ - Van Jacobson®s Algorithm
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3: OTHER - Other

RtoMin :

RTO  (ms).
RtoMax :

RTO  (ms)
MaxConn :

ActiveOpens :
PassiveOpens :
AttemptFails :
EstabResets :
CurrEstab :
InSegs :

segment
OutSegs :

segment
RetransSegs :

RetransSegs :

OutRsts :
Reset

segment
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TCP statistics :

Rtoalgorithrm 1
Fitokin 200
Fitokda 120000
MaxConn -1
ActiveOpens 1]
PazsiveOpens 20
StternptFails 1]
EstabResets 3
CurrEstab 1
InSeqgs 194
OutSegs s
RetransSeags 1]
InErrs 0
OutRsts 0
6-5 TCP
6.6. UDP
UDP UDP
InDatagrams :
NoPorts :
InErrors :
OutDatagrams :
UDP statistics:
InDatagrams 1]
MoPorts 0
InErrors 0
OutDatagrams 1]
6-6 UDP
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7. CLI

7.1.
root Telnet/SSH Pro Series Linux
(CLD) . CLI Linux
Pro Series ,
7.2.
Pro Series /var
Pro Series
, saveconf
, Pro Series
, Pro Series
Block Type Mount point Size (KB)
MtdblockO Bios None 128
Mtdblockl Kernel & ROM file system / 1024
Mtdblock2 CRAMEFS (Read only) /mtd 2880
Mtdblock3 EXT2 (R/W) /enf (normally 64
unmounted)
Total 4096
7.3. Linux
7.3.1. Shell shell utilities:

cat, echo, more, pwd

7.3.2. File

disk utils:

Is, cp, mv, rm, mkdir, rmdir, touch, gunzip, gzip, tar, df, du, vi, e2fsck, mount, umount

7.3.3.

date, free, hostname, kill, killall, ps, reboot
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7.3.4.

ifconfig, iptables, route, ping

7.4. CLI

1)
2)
3)
4)
5)

Telnet

PC Pro Series
PC

PC

<enter>

Pro Series root

1) telnet Pro_Series_ip_address

SSH

1) ssh -2 Pro_Series_ip_address

: Pro SSH v2 protocol
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A 1.1 Ethernet Pin outs

Pro Series AT&T 258 Ethernet

A-1. RJ45

A-1. Ethernet RJ45

1 Tx+
2 Tx-
3 Rx+
4 NC
5 NC
6 Rx-
7 NC
8 NC
Al2 Pin out
PS110/410/810 DB9
A-2
1 2 3 45
00000
0000
6 7 8 9
A-2 DB-9
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A-2 RJ45
Pin RS232 RS422 RS485
(console and (serial ports only) (serial ports only)
serial ports)
1 DCD Tx+ Tx+
2 RX RX+ RX+
3 TX RTS+ -
4 DTR CTS+ -
5 GND GND GND
6 DSR TX- TX-
7 RTS RTS- -
8 CTS RX- RX-
9 - CTS- -
(DIP  switch)
.(PS110 PS410
(DIP switch) )
oM o oM
1. 2 3 1 2 3 1. 2 3
R5-Z32 Mode R5-422/485 Full Mode F5-485 Half Mode

Figure A-1 Serial communication type and DIP switch configuration

Al3

HelloDevice Remote Host
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HelloDevice

Hub

A-4.
Al4
A 1.4.1 RS232
HelloDevice Serial Device
TX(3) PI— Rx
Rx(2) < TX
RTS(7) pt— CTS
CTS(8) —i« RTS
DTR(4) pl— DSR
DSR(6) —« DTR
GND(5) —«¢ P1t— GND
RS232
A-5 RS232

A 1.4.2 RS422/485
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*Data- RS485(Half) *Diata+
T t Device
H
P31 'Isiﬁlgmm 120 G 120 &
N=max 31
*Data+ *Data-
Data- Data+ Data- Data+
Device, ue Device ;4
* Data+= HOIE EHLSZE THH12E REH210| MZ FEELIH Sl= e E 20/E
Q Data-= HOIZE EMLSE TH-(6) 2FRE-(83)2 MZ A2 LN 2= AEHE 2|0IE.
A-6 RS485 (PS110/PS410 )
TH(6) RS422/485(FULL) -
L
? 120 G 120 Q$
4 . 4 .
PS110/410/810 Tr+( 1) R+ Device H
series R-(8) T | N=max31
L L
120 & 120 Q$
- -
Rx+2) TH+
Fu- Bx+ T T+ Fu- R+ TH- Tx+
Device, Device 4
TX (Termination)

A-7 RS422
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2. Pro Series
A 1.1. portl.conf

/serial/*1/parameter/baudrate=9600
/serial/*1/parameter/databit=0
/serial/*1/parameter/stopbit=0
/serial/*1/parameter/parity=0
/serial/*1/parameter/flowcontrol=0
/serial/*1/parameter/interchar_to=0
/serial/*1/parameter/dtr_option=0
/serial/*1/parameter/dsr_option=0
/serial/*1/modem/modem_init_string=qle0s0=2
/serial/*1/modem/modem_dcd_option=0
/serial/*1/modem/modem_auto_ disconnection_enable=0
/serial/*1/modem/modem_enable=0
/serial/*1/event/event_email_enable=0
/serial/*1/event/event_snmp_enable=0
/serial/*1/event/event_notification_interval=30
/serial/*1/event/event_enable=0
/serial/*1/hostmode/accept_unlisted=1
/serial/*1/hostmode/send_unlisted=1
/serial/*1/enable=1

/serial/*1/title=Port #1
/serial/*1/hostmode/mode=0
/serial/*1/hostmode/port=7001
/serial/*1/hostmode/userauth=0
/serial/*1/hostmode/telnet=0
/serial/*1/hostmode/max_connection=8
/serial/*1/hostmode/cyclic_time=0
/serial/*1/hostmode/inactive_time=0

A 1.2. filter.conf

/network/filter/specification/telnet=1
/network/filter/specification/ssh=1
/network/filter/specification/http=1
/network/filter/specification/https=1
/network/filter/specification/portl=1
/network/filter/specification/port2=1
/network/filter/specification/port3=1
/network/filter/specification/port4=1

A 1.3. snmp.conf

/network/snmp/syscontact=administrator
/network/snmp/sysname=ProSeries
/network/snmp/syslocation=my location
/network/snmp/sysservice=7
/network/snmp/powerontrapenable=0
/network/snmp/authtrapenable=1
/network/snmp/ 1 inkuptrapenable=0
/network/snmp/logintrapenable=0
/network/snmp/nms/*1=0.0.0.0 public
/network/snmp/nms/*2=0.0.0.0 public
/network/snmp/nms/*3=0.0.0.0 public
/network/snmp/nms/*4=0.0.0.0 public
/network/snmp/trap/*1=0.0.0.0 public

[ejeleoleoNa]
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3 (Well Known Port),
(registered port), (Dynamic) (private port)
0 1023 , 1024 49151

49152 65535

1ANA ,
D-1
1ANA
http://www.iana.org/assignments/port-numbers
A-8
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UbP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UbP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP ubP
443 HTTPS TCP
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4. Bios

A4l
Bios , TFTP Pro Series
. Pro Series 3
, Bios
PS110 Data/Console Console
A4.2
Bios

Select menu

1. RTC Configuration

2. Hardware test

3. Firmware upgrade [S/W Version : v1.0.0]

4. Exit and boot from flash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

————— >

A-10 Bios

A 4.3 RTC
RTC , Pro Series
(PS110 RTC 2)

90
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<ESC>



Ad4

3
-1
1
(
) ping
(
<ctrl-c>

IP ) ping

<ctrl-c>
( IP



Ethernet UART
Ethernet
B , P
192.168.0.128

E

A-12 Bios

t

Pro Series

[Firmware Upgrade]

92

Pro Series

Ethernet

1P



[Auto test] ,

*xxxxxx  Hardware auto-detect and auto-test *******

[DRAM]

DRAM Test -~ ——————— - [ PASSED]

[FLASH]

FLASH Test ——————— - [ PASSED]

[EEPROM]

EEPROM TeSt —————————— oo [ PASSED]

[ETHERNET]

ETHERNET TeSt ——————————— oo [ PASSED]

[UART]

<--Internal Loop Test-->

Port # 1 test in progressing(MODE)---—----———-—————————————— L RS232]
(Read/WRite)-————————————————— [ SUCCESS]

Port # 2 test in progressing(MODE)---—----————————————————— L RS232]
(Read/WRite)-———————————————— [ SUCCESS]

Port # 3 test in progressing(MODE)---—----————————————————— L RS232]
(Read/WRite)-———————————————— [ SUCCESS]

Port # 4 test in progressing(MODE)---—-—---————————————————— L RS232]
(Read/WRite)-———————————————— [ SUCCESS]

<--External Uart Test-->

Port # 1 test in progressing(MODE)---————————————————————— [ RS232]
(Read/WRite)-———————————————— [ SUCCESS]
(RTS/CTS)————————————————————— [ SUCCESS]
(DTR/DSR)————————————————————— [ SUCCESS]

Port # 2 test in progressing(MODE)---————————————————————— [ RS232]
(Read/WRite)-———————————————— [ SUCCESS]
(RTS/CTS)————————————————————— [ SUCCESS]
(DTR/DSR)————————————————————— [ SUCCESS]

Port # 3 test in progressing(MODE)----————————————————————— [ RS232]
(Read/WRite)-———————————————— [ SUCCESS]
(RTS/CTS)————————————————————— [ SUCCESS]
(DTR/DSR)————————————————————— [ SUCCESS]

Port # 4 test in progressing(MODE)----————————————————————— [ RS232]
(Read/WRite)-————————————————— [ SUCCESS]
(RTS/CTS)————————————————————— [ SUCCESS]
(DTR/DSR) ————————————————————— [ SUCCESS]

*xxxxx* Hardware auto-detect and auto-test SUMMARY **x**

1. DRAM Test -—\————————— [ PASSED]
2. FLASH Test ————— - [ PASSED]
3. EEPROM Test -~-—————————- - [ PASSED]
4. ETHERNET Test ————————mmm [ PASSED]
5. UART Test Summary

Port Number |Port Mode | Data Communication Test | RTS/CTS | DTR/DSR |
Port # 1(Internal) | UNKNOWN | FAILED | SKIPPED | SKIPPED |
Port # 1(External) | UNKNOWN | FAILED | FAILED | FAILED |
Port # 2(Internal) | UNKNOWN | FAILED | SKIPPED | SKIPPED |
Port # 2(External) | UNKNOWN | FAILED | FAILED | FAILED |
Port # 3(Internal) | UNKNOWN | FAILED | SKIPPED | SKIPPED |
Port # 3(External) | UNKNOWN | FAILED | FAILED | FAILED |



Port # 4(Internal) | UNKNOWN | FAILED | SKIPPED | SKIPPED |
Port # 4(External) | UNKNOWN | FAILED | FAILED | FAILED |

Hardware test is end. Press any key to return the test menul!
A-12 Bios

Select menu

0. Test Mode - One Time

1. Auto test

2. DRAM test

3. FLASH test

4. EEPROM test

5. Ethernet test

6. UART Mode test

<ESC> Back, <ENTER> Refresh

*xx&kxx*  Hardware auto-detect and auto-test *******

[DRAM]
DRAM TS ———m o oo oo [SKIPPED]
[FLASH]
FLASH  TeSt —mmmmmmmmm e [SKIPPED]

A 4.5 Firmware upgrade

Firmware upgrade firmware
firmware , 3
firmware . firmware upgrade firmware
TFTP . TFTP firmware
, 1P . IP
192.168.161.5.
Firmware upgrade , [Server’ s IP address] [Firmvare File

Name] firmware

Select menu

1. Protocol [TFTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server®s IP address [192.168.0.128]

4. Firmware File Name [ps-img]
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5. Start firmware upgrade
<ESC> Back, <ENTER> Refresh

————— >
A-15 Bios firmwvare upgrade
[Start firmware upgrade] ,
‘y’ , Firmware upgrade

Select menu

1. Protocol [TFTP]

2. IP address assigned to Ethernet interface [192.168.6.6]
3. Server®s IP address [192.168.6.1]

4. Firmware File Name [psl110a.img]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

Firmware upgrade cannot be stopped until finished.
And all configuration parameters are restored to default values.
Do you really want to start firmware upgrade(y/n)?y

net trying to load image....
TFTP Boot image(psll0Oa.img) loading at 0xb00000.. 3019495 Bytes
3019495 bytes receive done.

kernel upgrade start.

Kernel Block : Write to Flash... done

kernel upgrade complete.

Cramfs upgrade start.

Cramfs Block : Write to Flash... done

Cramfs upgrade complete.

Configuration upgrade start.

Configuration Block : Write to Flash... done
Configuration upgrade complete.

Firmware upgrade is finished successfully..

Select menu

1. Protocol [TFTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server®s IP address [192.168.0.128]

4. Firmware File Name [ps-img]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

A-16 firmware upgrade

firmware upgrade ,
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5. Serial/lP

A 5.1 Pro Series

Pro Series

Serial/lP

A-9 Pro Series vs. Serial/lP

Serial Port Configuration of Pro Series

Serial/IP Configuration

. . Cryptography .
Host mode Configuration ) ) . Connection )
Configuration Credentials Security
Protocol
Host mode Telnet Protocol SSL

No login Raw TCP

TCP Disabled None ] ) Disable
required connection
No login

TCP Enabled None ] Telnet Disable
required

_ No login Raw TCP Negotiate

TCP Disabled Enabled ] )
required connection SSLv3/SSLv3
No login Negotiate

TCP Enabled Enabled ] Telnet
required SSLv3/SSLv3

Pro Series SSLv3 Serial/lP  “SSLv3 or TSLv1l" “SSLv3 only”
A5.2 - Telnet SSLv3 encryption
1 1

Host mode = TCP,
Port number = 7001,

Telnet support= Enabled
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Ho=st mode configuration : /serial/+1 /hostrmode/

Enable/Disable this port

Part title Port #1 |
Host mode configuration
Host rmode | TCP v|
Port number {1024-68535. 0 for only outgoing |?I:IEII |

connections)

User authentication
Telnet support

Mau, allowed connection {1-8) |B |
Cyclic connection (sec. 0 disable) |D |
Inactivity timeout (sec, 0@ unlimited) |D |

Remate host
Cryptography configuration
Serial port parameters
Modern configuration
Port logging configuration

Port event handling configuration

[Save ] [ Save & Apply ] [ Cancel

A-17

2. 1 (Cryptography

configuration)

SSL enable = Enable

Cryptography configuration : /serial/+1/ssl/

Enable/Disable this port

Port title |Pan #1

Host mode configuration

Cryptography configuration

551 enable
Setial port pararmeters

Modern configuration

Port logging configuration

Paort event handling configuration

[Saue ] [ Save & Apply ] [ Cancel ]

A-18 ( Cryptography configuration)
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3. Open Serial/IP Control Panel , Pro Series 1
COM “Select Ports”

Sorfalf 1P MConirol Pannl 4,23

Tacisos, . I RS

Safings for COMIE
ComM12 IF sddress ol Serwers Pt Mumbers
EEME TR TRAA 11 o
gﬁﬁ}% Conflguration Wizsrd, ., |
|

seloct Pars, |, F

Fort Waonhor, ., m E““‘“'J m'

Licansing... | fer—grereeemmosreescspe—
[ DGR always high
-I!ij'i'ﬂ'll:l"."d..- = m;p H'l'l'-i!ﬂ hlﬂh
I~ Fesiore Falled Cornections
Security
W Enable (550 Version 3i55Lvd =

Closs |  Help, |  sbour, |

A-19 Serial/IP Control Panel

4. Enter P (Pro Series IP ) 1

Credentials = No Login Required,
Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
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— SBerialf/IP?TControl Panel 4.2.3

Taciens, R RS

8017 || E— Eetings for COMIE

ComMiz IP Address o Server: Fort Mumber:
vl [EALTAL [T

il Conflguration Wizard,.. |

COMI8 Cradentals

% Mo Logn Aeguind

= U=a Wndows Credentials
 Prompt on COM Port Open
i Prompt at Login

™ Use Credentials Balow:
|
|

Connecion Profocol
® Tekel

_SelectPors.. | Telnel with CB-Padding
r :
_Port Montior, . | Raw TCP Connection

COM Port Opficns

Licensing,.. | I~ DTH i modam sscaps

[~ DR alwaws high

Sdvanced.,. | r E"_-:D -ﬂ'l'ﬂ!ﬁ hlﬂh

[~ Fesiore Failed Cormeciions

Eecurity
W Enable  [350 Yersion 3(55Lvdl =
[ Close | Help.. |  About. |

A-20 Serial/IP Control Panel

COM
PC COM
Pro Series
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= ldinconnechied] VT

-
lera lerm: New Comneciion
 TCPAP Host |19z 1610400 J
sl r~ Tebn ICP pnrkl |
= i
= Other
 Serial  Port:  |[EICIL -
oK Eum:l:l| Help I
g

A-21 Serial/lP  Pro series

6. Serial/lP Serial/lP Port Monitor

= Serial/IP?Port Monfor 4.2.3

Eie Edh Help
Fac oo RN
bty Trace |

Trace window

23:06=46. 140 COON16 !
2%:08:48,. 140 CON1d ¢
SR 0696, 140 CUNLG
230G d6.17TL OONLG

230646, 640 CONLG B3L: RC4-3BA at 12EB bits

o3l imivialiEsrion peocesding
23L initialisation peacesding
5L imivimlizstion procesding
55L imivislizstion procesding

23:D646. 640 COHLE o8 Pecer Conteal negotiaced (PFC=ZZ217)
2H:06:4q6, 440 CON1d Sspver conpEction pEgotisted
BA:i06:96. 540 CONLG FlushTX
2310696 640 CONLG 1 FlashBx
2xsDA=d6. 540 CONIE ! bTR: 1 ET3: i
23:Dd:-46.6856 CON1E ¢ CT=: O BSR: O
Llear  Enable Trace & Hex Display @ AuoScrol [ Aways On Top

A-22 Serial/lP Trace Window
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