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- PS110/410/810 2
-2 M3 E=2&X (PS110/PS410)
-110v £ = 230v &3 D E(PS810)
- Alelg OIoIe AHols

- Quick Start Guide

- Serial/IP Com Port Redirector, HelloDevice Manager 2 AIEX &Y AN E &S CD-ROM



1.3. NS AL

PS110 PS410 PS810
Alglg IHHIOlA 1 ZE 4 TE 8 XE
Ale2lg £ % 75bps ~ 230Kbps
S8 MO:

SIEA RTS/ICTS, AZEFN Xon/Xoff

RJ45 {4 H

>
o

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
RS422 Rx+, Rx-, Tx+, Tx-
RS485 Data+, Data-

28 MO:DTR,DSR & DCD

UHIE|Z EHOIA

RJ45 Ethernet HYEHE & =8t 10/100 Base Ethernet

0 o 25 P 34 X

Dz2EZ

- ARP, IP/ICMP, TCP, UDP, Telnet, SSH v2,

- SSLv3

- DNS, Dynamic DNS, HTTP, HTTPS, NFS

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, SNMP v1 & v2

MEX ID & &S

= ==)
HTTPS

2ot HOlE AHmOIA: SSH

HI0IeH 233t SSLv2/v3, TLS v, 3DES & RC4

EESYEE
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Aleld 2& ZE, telnet, SSH,

2, HelloDevice Manager

E
- Windows 98/ME/NT/2000/XP
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telnet, Al2I2 2= £= & QHHOIASE S8t

NEH LED

Power

Ready (PS8102+ oH&)

10/100 Base Link

10/100 Base Act (PS410,PS8102t
2t TE :Rx/Tx

ol
a

)

2&:0C~50C
=2%&:-20'C ~66'C
: 90% (Non-condensing)

o> KO JA
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9~30VDC,
0.35A @ 9vDC

9~30VDC,
0.4A @ 9VDC

100 — 240VAC,
0.24A

114 x 82 x 26 (mm)
4.48 x 3.22 x 1.02 (in.)

119 x 227 x 27 (mm)
4.68 x 8.94 x 1.06 (in.)

119x 437 x 44 (mm)
4.69 x17.20 x 1.73 (in.)

DIN-rail mount option

23 (kg) 0.300 | 0.750 1.56
e FCC(A), CE(A), MIC
E& H= D2 54
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LAN E£= JlEF UERIAASNAM MAC(Media Access Control) =A= FEES N8 o=

IS E LIEHELICH (Ethernet LAN &0l Al Ol= Ethernet =428 S 8LICEH)

MAC ZF=4= 6Xt2l OUl(Organization Unique Identifier) HS 2t 6Xiel SIS AY HS=2
HHE DR 12X2] StE/ANH HSALICH Pro Series® MAC 4= 00-01-95-xx-xx-xx0| 0, 2| &
SBtAOl HIEEHO ctHol 20 USLICH
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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Link

AAE0l Network Ol HZ0l &®H =40] FLICH
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Serial Mode Ethernet 10/100 Power 9-30V=

PS110

Serial Device Server

Surge Protection

® Link

78 2-1PS1109 E 3/0/0t2
2.1.2. PS410/810 IHE€ dlOIOI=

8 2-22 08 2-30 20X = X8 PS410/810 Ol= &'EH HAIE <8t Ml &2 LED XAl

Il ASLICH (0l: System, Ethernet 12|10 Serial Ports). Zt50 X MS & Mo &dHZ=
&2 (Power), &H| &'Ei(Ready- PS8102 &A<) £ LIEHLICE. O O8 & M #HZ= ol
g 3(Link), el &= AHHAc)LICH OHXY #HE= AlcdE ZEQ  #4I(Receive)lt

T

Hd&E(Transmit)S 2E0HSLICL F 2-20/A4 2 LED XAl X229 J/s= &F eI

H 2-2PS410/810° LED /Al &XZ
g s
System Power M0l B=&H HSLICH
Ready AMAEO0l S&E& FH|JF ©H HAELICH
Ethernet LINK Ol WERIAN HZEH HELICH
Act Pro Series 0|4 ZEE SoiAM TH2I0l EHL2AHU Wdte Ho 22
=0 U2 WMot 2srlLch
Serial port RX Pro Series®| A2l ZEE SoHA GIOIEI EWHS OICH 222 LIC
RX Pro Series® Alelgd ZEE SoA CIOIEDF LIS [HOCH 2ErlLICH.
AMelgd 2& Z0l= Factory Reset A/IXIJF UASLICH AFEXt= 0 A/IXIE 0I238t0 PS110 2
Hd82 2% EotAl2 iz HE g = AsLICH
Lo PS410 & &2 2 Alclg ZE Z0l Alelg oZ "als 43 otJfIet € AfXID
USULCH (Alelg o2 ga SF30 st NME At 426 E2F 25 A £ ZUGHAIJ]
gterLICr.)
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PS41 0 Power Link Serial TX
RX

Serial Device Server Factory Reset Console

P T R

Serlal 3 Serial 2 Serial 1

930V=  Ethernet 10/00 Ao
8 2-2PS4109 IHE 4/0/0t=2

' Serial Device Server
PS810

g 2-3PS810 HE dlo/ot=

2.2. ot=HI0 HZ6HI

2 HiMsE =J| HHAEE <doll, Pro SeriesS &XI0 HZot=s 2YM ot ZHSHLICH
- Pro SeriesE Ethernet 512 = AAXI0N HAASHLICH

- oflg X0 HZELIC

- Pro Series®| 83 55 &XE HAZELICHL

Ethernet HO0IE2°2 &% &Z Pro Series Ethernet ZEN H2Z26t1D, UMXI CI2 Ethernet
%l

HOlE2 EHHZ U 2& A2, Pro Series?t

Ethernet JIEQT2t2] HZ T Al OIS 20| LIEFELICEH
-[Link] ZAISE =4 HE &HE RNSLIT
-[Act] EAISE HSBHM ZEHCIE A Ethernet 212 S41 HEE LIEHHLICH
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g 2-4PS11001 WIERZ 018 9Z5t7]

g 2-5PS4100 UWIERZ 018 9Z5t7]
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F9:

PS1102 Al2lg Z£2 SoilA &3g AH0letH, 28 AIEXN ZREHL Alclg ZEW Alelg
HOISES HEGIAAIL. (S22 Data/Console A2XIE Console Z22 XAIIINAIL., L&t
Al 2E 882 g A9 QAXE RS-2322 U=MAIL. PS110 &0 et LHEE 2.25

Serial
Device

g 2-7 ZH/E PS1100] &Zot]

Serial
Device

1&g 2-8 &ZHIZ PS4100] &Zot]

Serial
Device

18 2-9 &H/Z PS8100| &Z ot
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2.2.3. J30 HZ6|

Pro SeriesOll && J0IES HAZ UL M0 HES =& ZES [Power] HAIS0| BrtMo=z

85 dHHE =XELICH

& 2-10 PS1100] && AZoH]

& 2-11 Ps4100] && AZoH]

g 2-12Ps4100] && AZoH]
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224, NA8 &0 850001

Pro SeriesOl &=&0ots 28 S O JHXIJF USLICH Oles, ASXS |AXIOF 88X = JAA0IL
o220 et get&LICH 8, Pro Series= 1A E 0%, GUI(Graphic User Interface) 0= L=

CLI(Command Line Interface)E M33dt12 UASLICEH.

o
2Z MEX= HEEH= Alelgd £ HOISES ALEdl Pro Series2 AAH 2 ZEW AE
HZg = Asul
o I
— T [w——
EIPN

E Ol QHHOAE 270t A AEX= HOIE OISdIOIEE AtEdl Pro Series2
telnet(TCP L E 23) = SSH(TCP ZE 22)0 Mg 4 USLICH

9| : Pro Series= SSH v2 2t X& &LICH. 0H2Z AEX= SSH £ 0/1&35t0 Pro Series
off §=0t0X & B0 SSHv2 E XI&5t= SSH 22t0I9E T2 32 0/26H0 0F & LICH

l:
g BcRME MEOINH Pro SeriesE &£&06tei= &3 AEXH= Internet Explorer ££= Netscape
2:

Navigator?} 22 & ZS2t2ME AMSol0 Pro Series®l HZE %= UASLICL

Flo Y

ro

25 AEXN 2008 K& LICHL

un

2.25. NAHEHI £ AIE0LD]

1) Z£ AoI=2
(PS110 ° &

oC AX
Q—— =

8 2-13 PS1100i AIAE & 0SS HE06tH)
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2)
3)

4)

A

-— T

<]

20l HOIE oisalold =289 Alel

& 2-14PS4100 AlAE Z2£

HolsE SAZot]

& 2-15PS8100 AlAE ZZ£

X BFHS Alelg ZEO Ao F &S
OlTHE Ol € (HyperTerminal) 1t 22 E0OlE O2d
al

A MXAN
=2 =2o

9600 Baud rate
Data bits 8
Parity None
Stop bits 1

No flow control

[ENTER] 9|12 SELUICH
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5) AMEX 0|84 2 HSE 220D Pro SeriesOl 2191 &LICH OE23 &0 CZE
ot AN dE8s LI
Login: root Password: root
ProSeries |ogin: root
Passwor d:
#
6) 219 =0l AtEXt= CLI (Command Line Interface) &0A 04 DAl & FHES
ol=2eg = USLICL CLI ol et KMet thg2 78 CLI SHHME E R AIL.
7) CLI &0lA “editconf” HEHE aldotH, J& 2-160 U= U= =2HO0I LIEFELICH
# edit conf

|
1. Network configuration
2. Serial port configuration
3. System admi ni stration

COWAND ( Di spl ay HELP : hel p) >save

COWAND (Di spl ay HELP : hel p)>apply
COWAND ( Di spl ay HELP : hel p) >hel p
] HELP [

[ Enter] refresh

[ ESC] cancel or go to upper

/ go to root

.. go to upper

cl ear cl ear screen

pwd di splay path to current nmenu
save save current configuration
appl y apply current configuration
hel p display this

exit exit

COWAND (Di spl ay HELP : hel p)>[Enter]
A 00
1. Network configuration
2. Serial port configuration
3. System admi ni stration

COWAND ( Di spl ay HELP : hel p) >

18 2-16 W2 U= 25

el Ol stHel AlEXte Oy S E 2ot [ENTER] 918 =21 Pro Series B4 &30
ZRE s =SS d9g = USLICHL ofF O SHBHUM AMEX= 2 &=29 ER HE2
Hd8g £ UASLICH 2E B== Pro SeriesQ HI&24d W22 20 MEZH, O HE KOt
Ol=&0i M save” BEES AHSFOZM O0IFH ZHLUICH “apply” EHES && AIIIE OIMNX <
DE HE MES Pro SeriesOl 8&& 4 UASLICH

20



226. 83 & ME0dH|

OF ELICH (KHMIEt LHEZ2 3. LIERIT 4FE FXIoHYAIR). Pro Series2l SEE0HAl JI2 IP =

A 2£L£2 0|80t Pro SeriesOl &80 M0l BtE Al Pro Series2| IP =42 20

-

s Jls2 28 SAE #% SHEUAM disable 2 = USLICL(AAIE WE=2 A& 359
=

CtS2 X&E et Pro Series®@2 20 H&ASHLICH

1)

2)

3)

TelnetZ2 13 L= telnet)|sS(0l, TeraTerm-Pro £ = Hyper Terminal)2 XI&3dt=
ZT20dg A#AZUC SAEX IP =& 2 port number= Pro Series? =20l
SLICH ZEst HL, port numberE 232& XI&&LICI. AMSX FEH ZE 2t

CIEHIOIAN TS SEUWE LHE LI

2

ol

e

tel net 192.168.161.5

A
rr
[m]
0lo
[
my
=)
nx
03

1= telnet T2 S AHAIZLICH

File Edit Setup Control Window  Help

Tera Term: MNew connection

« TCP/IP AT 192.168.161.5 j

M Telnet TCP porti: |23

" Serial Port: ICOM1 v[
0K I Cancell Help |

& 2-17 Telnet ZZ 72 & & 0/ X (TeraTerm Pro)

MEX= BHEAl Pro Series2 Z0QIci0F ot0H, Ol AFZ2X 018 2SS E LASLIGH
AZX 08 € &s2 UZ2E €82 = U root SLICH
JEet AIZSA 018l s E 258 3% CLI ZSZEDJH LHEHELICH
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23. 8 EctfXN 22l EHOIAN &E50t)|

Pro Series= HTTP2 HTTPS(HTTP over SSL) Z2EE22 25 XIRELICH. £§ Pro Series=
A & 22l HOIKIE HM3&LICH Pro Series & 22l HOIXIN &£5te{™, Pro Series?

L =2 =401 It

>
(a8

P34 st SAE HE @ BelM2 URL/Location ZE=0 LE3MAIL
Xt= Pro Series? Z 9! StHE EH & 212LICH AMSXsE BtEAl SHIE AIE2X

= X
) bS

ol
=
SN =S elSoior Ut =J| 88 2382

[0 N0

02

|
T

e

=

=3
LdSE AESIH AIAEN 210 &

a
0l
&
my

Login: root Password: root

F9. AIEAtE Pro Series & 22 HOIX0] &=06t7] &0 BFEAl Pro SeriesS IP=2A(EE
T BH JIs SAESS HEY O/AT &8 ZALotAIDl BIELICE

SENA Pro series PO4710 Management

User authentication required. Login please,

Uszer D |

Password @

Copyright 2005 Sena Technologies, Inc, All rights reserved,

18 2-18 Pro Series & &2/9/ £7]0! 3}

1&g 2-18 = Pro Series & 22[2 2791 StHALIC
& 2-19= Pro Series & 22| 2HHOIAS SHFAHEY SHO
ot MISELICH Ol Uis Bto =
SESHH 2 O80M A8 Jts8 2 ot<l Ol
S22 HEGHM oY 20 e s 838 BHEE = USULDL ASks 2= O
KoM HE AtES [EHAIN HE(Save)], [ME & H =X
LICH AMEXt= &3& 2SS Bds S0l BtEAl [SHAIN HE(Save)]S & EAGHA
& NS HIREd JIAEX0 HEHOF ELICH 2 HAASES HESHI| RAcHA ALS
[

o
-
fw)
ol
i e
10
A
i
=2
=
ar
°

=z 34

AT

Jl |l [ME ¥ HE(Save & Apply)]2 A& 2= JASLIGH
AZEXOE M DHOHEH2ES 26HK Z=C0H [Fl A (Cancel)]2 S0 &LICH OIENH 6tH RE

=HE
HAAO0l FHAZD OlE g2 S2ELICL E, 010 HE & "= HE M2 FHaAL

ZsLICH



SENA

Pro series PS470 Management

Network configuration

IP configuration

SMIMP zonfiguration
Dynamic DNS configuration
SMTP configuration

IP filtering configuration
SYSELOG configuration
Locating server configuration
MFS configuration

TCP configuration

Serial port configuration

Configuration

System administration

Systemn status
System logging
Device name

Date and tirne
Change password
User administration
Factory reset
Firmware upgrade

System status : /svstern/svsstatus

System information

Device name ! PraSeries

Serial Mo, @ PS410-20060624J0J
F/W Rew, @ w11, 0rc3t7

Current time 03/02/2000 05:12:04
System logging Enahble

Send system log by email Disable

IP information

IP mode ¢ Static

I address ¢ 192, 168.4.41
Subnetmask : 255, 255,00
Gateway ! 192, 168.1.1
Receive/Transmit errors & 0/268
Primary DNS 168, 126.63.1
Secondary DNS ¢ 168,126,632

System statistics

Metwork intedfaces
Serial ports

IP

ICHP

TCP

oP

Apply Changes
Logout
Reboot

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

18/ 2-19 Pro Series & 22/ 3t5
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.UERZ £

3.1.1IP &3
AMEX WERZ B0 A Pro SeriesE AIEotHAP, RE8& IP =40t EQEUICHL IP =40
SHIZA @22 E2, AAE 22/X0H 226tH Pro SeriesE fI8t =s8 IP =48 &E
gsLIOL WER AN Pro SeriesE H&otd™, IS IP =201 A0MOF 8tlh= AR E Halof
erLICh.
Pro Series IP =2 & Al, AIZ2X= O3 22 3042 QIHY Z2EZE &2 otLE d8E +
USLICEH
e Static IP
e DHCP (Dynamic Host Configuration Protocol)
Pro Series= =J| Jl=gt2 192.168.161.52| IP =45 2= Static IP 2E2 8T UsLICH
H 312 308 2= IP €3 BH52 BHSLICH O 3-12 AMEA IP 8835 HAHGH| <8
A & D8 GUIE E0WsSLICH
H31IP £& H=
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

IP configuration : /network/ip/

IP mode static IP w

IP address [% 192.168.222.9
Subnet mask 256,256.0.0
Default gateway 192.168.1.1
Primary DNS 168,126,631
secondary OM3 (optional) 168.126.63.2

(Save || Save & apply

[ Cancel |

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

Jg 3-11IPp &%
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3.1.1. Static IP =4 AI=206}D|

AFZ XL static IP FAZE AIE2E H2, Pro Series® IP A2 23 A= 2E 88 HEE2
=22 XFHOF &LICH O0lHdE B0z IP =2, Subnet mask, gateway2t DNS serverdt
ZetELICH 2 AE0M= 012 20 XtAIGHH TOHE X LICH

&1J. ProSeries= AIAE0 AIFE Y, £&= Z20| e WERFIE =3t gL/t

e [P address
Static IP= D8 E0|HA IRHQ AH HSO ASZ ELICHL 0 H
HUERA &2 <X Cl

—

= ]

T -/
AN s Adgotl st =+

o

TT

fol
%
o
=
il
c
o

1.x =
A& (private) F=AALICH Pro SeriesE HE0tHH Z=20 et gy 22 5%

= < = Sol
CIOIHE =1 &= = AO0O0F otH, 0 2 R=8 32 IP F=AE gEoioF &LICH 3¢ 1P
FAE LUPHCOZ XY ISPERH F2YotHL 2UHE = UsLICH

NEdlg 22 Xel& X, 8 A2 L= sLs LANY0 A=s 2= UERIT SAES
Ch. WERKZE Sol UWIt= 20l U= B, Pro Series= I3 0|
o 22 HERIA Y90 JA=X MBY OtAIE Solf IELICH =4It Pro Series2t
gt HIERZ JI90 JUACHH, sclFy =

EN
A @Zed =0E JI2 HOIEROE Soff HZELICH

A
o
-

IJ O fon

e e

e Default gateway

HOIERAIOlE OHE UWERKIAZ S0t HERIZ FFALICL LEtRo=Z
HERZT WoIAM E£= XY ISPUHAM EcHEES HOicte FRE= HOERO ==L 22
HERKZA =& o SAES S&lot)l fAiM= Pro Seriesdt Jl= HOIEHO Z2FHS IP

=aE ZO0toF LI AHOIEROl 1P =201 st HF=s 2= UERZ 2 X0l

rr
e
J
12
ol
o
Qi
rr

7
I
I

M0 A
1o
ol
Iba
o

e Primary and Secondary DNS
MEXIH EE FAMOIEE Z=2otdX otH, ZRH= ZMOIES HEE IP =40 O6HH
DNS(Domain Name System 22 0180t & MU0l H=&LICt. DNS=
OIHY SO WIS AESIH IP A2 HEIAHFE SAAUC SHe e

E A =] o
g2 A2t Xk Ol eSS =Z J|atIIJt O gsUC DNS A=

x
T
2
=
o
B
I
L

sena.comt

=2
=
2
=



Jdefst "EAE JIBtY] Tl WS TCPIPOH HAGH| RAcH =Xt IP FAZ HEAIAHAZT=
SAEQLICL

Pro Series® DNS JIS2 AISotal® ZHQ U2 SAEN € = JAEE 0l DNS
MBS IP =45 H3380F &LICH. Pro Series= Primary DNS server? Secondary DNS server

22 DNS MH2 IP =22 dFols Y-S MSELICH Secondary DNS ABi= Primary DNS
NHE AI2E £ g8 Ml ArZotD| <fIoi XIZ&LICH

3.1.2. DHCP AFEdH|

S8 SAE 43 S4 fA(DHCP)E UWERZA &l IP =29 g2 XA HESIA
AN S 2elotl IUs3e = U ot ¢ Z2E=Y U = UESZA ZelXot 1P
= SN Z=ot) 2UotE=S ot FFHEIH OE UWERKZ /X0 2212 =& 3=

Static IP 2 E2]

0y

=R
BIEA SEEOO0F &LICH IP =40t DHCP

HERZ |X=Z Ol
CHA Z2EEE IP =4, AEY OtAZ, HOIEROl, DNS ANHE XZeote E= Bt
Asez2 SZFELICL DHCP= Y29 IP =20t otutel ZFREO ot |&E8 A2t =,
“CHOl(lease)” HES MEELICL IP =45 EHol=0 228 2= B+= DHCP AH SHOIA
M IP 20 AMSEHE ZE2 DHCP Z2c0I9E FFHE= 0lde FEE

DHCPE AIE3tEE HFZIUZ ZR, Pro Series= AIAEIO0 AIEE W OtCH UWESRIZ &0
DHCP R3S ZSELUO. DHCP AMHS EE0= IP =42 HIRSIH HMEYW O0tA3,
HOIESIOl =4, DNS A & “CHO” AI2H0l Z&E S USLICH Pro Series= =Al 0l81 828
Qe eries= DHCP MBI Z2H "UH0" Al2te
QHEELICL. DHCP MHII U HES £ Z<S, Pro Series= H=SolAM S IP

é
Q

o
C
O
g,
53
o
ra
11
m
rr
oY
40
Y
(@]
0)]

HE=S
FAZ2 HSY =+ USLILL DHCP ABIt tHU A& = selotkl = Z2, Pro Series= DHCP
NHZ2EH MZ22 IP =2 &8 EXE AIMELIO

&7 DHCP ZZ0/A DNS AIHHE Egs ZE HERT 23 Pro Series B 50 =Z
X

DHCP Albi= WESR3A ZA2IXIF 22lctD A= IP =
Ol= DHCP Zc2i0IHE, WE =0 Pro Series)t &

DHCP AHOA IP =AE MotH AIEXIE MEH 2E&E Pro Series =AE &4l QA =
C|

UEE E&GHOF ELICH DHCP UERIAWAM IP =AE U6t H 22| XH= Pro Series® o &t
220 Ues 2 AEIHOU UAes Pro Series® MAC F=AE 2010F EHLICH
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3.2.SNMP &3

Pro Series= SNMP vl 2 v2 Z2EZ22 XI25t= SNMP(2I0] & 22| Z2E2) 0l0I&ED}
SLICH NMS = SNMP E2t2 42 22 UIERA &2|Xe=E Pro Series2 Z J|s0 &

cC
4
4 QS =0 OlL2t B2E nEE & U
2
—

<

E SLICH

SNMP ZE2EZ= GET, SET, GET-Next, 12l TRAPES XIZ&g&LIC 0led JIsE& SoiAM
el te SUe OIHE 2 SXNE 2= = UL(TRAPs), LAIE BEE A& EXE L3
= QUASH(GET) &Xl AHE HZEE = USLICKSET). SNMP 20l 38 2 2ot J|Iss
578 & A= GET-Buk IS0l 20 JASLITH

SNMP £& IHE= Soi MEX=E MIB-Il AIAE JHA, 85 MO 23 & TRAP =410 £&0
ol €82 & = UsLth 0 H=0HAM 28 22hs 2 wgE & A5 HMUHE 25
=g = AsLICH O8 3-2= & EHHOAS S8 SNMP €& tHE BHSLICH

SNMP configuration : /network/snrmp/

SNMP enable/disable

sysContact |administratnr |
sysMName |F'rc:Series |
sysLocation |my location |
sysService 7

PowerCOnTrapEnable
suth TrapEnable
LoginTrapEnable

Configure the access control settings

Mo, IP address Comrmunity Fermission

1 0.00.0 | 'public | |Read Only v |
2 |D.D.D.D | |pub|i|: | |F|ead Only vl
3 0.0.00 | public | [Read Only v |
4 0.0.00 | public | |Read Only +|
Configure the trap receiver settings

Mo, IP address Comrmunity Yersion

1 0.0.00 | public | [ v

? 0.0.00 | public | v v

3 0.0.00 | public | v v

4 0.0.00 | public | (v ¥

[Save ] [ Save & Apply ] [ Cancel ]

&g 3-2SNMP &&
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3.2.1. MIB-Il AIAE! 2HFI(MIB-Il system objects) &3

= Sof AIAE g™, 018, A

MIB-Il AlAEN 24X & Xl ¥ Pro Series2 SNMP 0l0|& EJ}
AtZ 3t A E E 238 & USLICL 0ldst 2FES MIB-II
sysName, sysContact, syslLocation, sysService Z12/1) enableAuthenTrap 28&| Alg &2 (0ID)J}

AtZots = M3Boll SLICH

HL ox

=
=
[=)

rr
e

(Authentication-failure traps)

S
fusld

|0

3

-

2t OIbe Ctet &L
® sysContact: 22| AlAE(Pro Series)tl CHEH YA &2 & of

dEsS &L

o -g=

I U
m

&9

ro

0
]
\‘_LJ
>
2
k)
Ju
njo
ﬁ
9'j
rr

® sysName: A/AE AYH AL
Domain Name) & LICtH
sysLocation: A|AESl AX Zcl& Xl (0, & 3845, &84, S3)
sysService(21J1 & E) : BOt2 =clE L USZAH AIAEHO = MBIA HIESS
LIEFEELICH JI28t22 Pro Series= 88 Z2 J&(7) dlgtts XJAELICH
EnablePoweronTraps: Pro SeriseJdt AIZEE 2cl= SNMPtrap HIAIXIE ZMAIZLICH
EnableAuthenTrap: SNMP OO|ME ZZ HIAD
= M AIZILIC.

rr
=}
o
|0

g gutdoz LS9 FQDN(Fully Qualified

>
0H
ol

—_

oIS AE Z2l= SNMP trap HIAIXIE

rr

® FEnableLoginTrap: Pro Seriestf &, 2& &£
SNMP trap HIAIXIE Z&AIZLICH

duoz ==z2Ipt 239

9
i
o

&el

rr

AZXIE MIB =0 = =30 e XA0l 28 2, AU Jlzs NERNZ HHGHAID
HBHELICH MIB2 SNMPS| XtAleH E2= RFC2| 1066, 1067, 1098, 117, 1318 Z12l1) 1213 EAMNE
FXotYAIL

3.2.2. N2 N & A (Access control settings)

HHIA M= Pro Series SNMP OOl E0 CHSE 22l X2 8% JisdsS Hoot USLICH 0]
M= &0 &8& 22|X2H0] Pro Series SNMP HIOIMEN &£6td E2E uWEoll) s
MO &= ASLLCH NEE IP =401 gl d2(E2E IP &4 0.0.0.0 0 JI2), 2 SAE

o
T
2tel XHJF Pro Series SNMP GO M E0 85 = UsLICH

w

2.3. E® 41D €& (Trap receiver settings)

Im

Ot
o[
ok
4>

=4l1J|= Pro Series SNMP 00| EZRH SR8t OIHE(TRAP) &M atsts 22| KOl A

U[UEE HOELICH
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3.2.4. SNMPE2 0|8t 22|
NMS(LIERIZ 22l AlAE) = SNMP E2tRME AEct= SNMP Z2&EZ2Z2 Sol Pro
SeriesE Z2lg £ U SLICH Pro SeriesJt NMS £= SNMP BRI AsHD D A= SAE
HEZ2 5I=20ldiH NMS L= SNMP E2RHME A6 &ol, HAA Mo 4388 HEJ
AAGHOF &LICH O 3-3 2 Pro Series SNMP OIOIMESl MIB-Il OIDES Aot Ue
QBN Ol SNMP Et2M 3H AEHE 2 SLICH

n JibE r =10l =]

File Edit Miew Operations Help

EeBha D aaEp

B OOWE XEe 2?9

P2 Loaded MibModules

o ﬂ-tg BFC1213-MIB 192168.4.10 ﬂ Cammunity e
® 3R org [ .
rite Cormmunity
@ =y dod
internet Contesthla | Cont el -
o 5 it el
directary
§ =3 mgmt Object D |.i5u.nrg.dnd.internet.mgmt.mib—2.system.sysDescr |
@ & mik-2
@ 3 systern Fe
Sentget requestto 192168410 161
@ sysObjectD sysContact D--=administratar
@ sysUnTime
g ggﬁg”m‘aect Sent get regquestto 192,168,410 161
: B
@ sysLocation sysMame. 0--=HelloDevice 55100 iﬁ'é
@ sysServices i
@ £3 interfaces Sentget requestto 192,168,410 161 i
@' iMumber sysLocation. 0--=Linknown ;;_‘
[ iTable ;:
e ] at Sent get requestto 192.168.4.10: 161 §g§
i .
e [ g sysSenices. 0--=7 o
@ [ icmp iﬁ
= 1 E
- % chp Sent et requestto 192.163.4.10 161 ;g
N : .
© [ egp itumber.0-=2 }E
transmission -
@& ] snmp — : <
experirental Synta Displaystring ( SIZE (0 | Status mandatory |
@ (] private Access iread—nnly | Reference | |
2 m TRAPS e | |
egpheighborloss ) o
§ o] TEXTUAL CONVENTIONS ObjectID.1.361.21.1.1 |
FhysAddress Atextual description of the entity. This walue [
!. N Descripti... | Should include the full narme and varsion E{
identification of the system's hardware type, —
Global Yiew [ i = L ook il St

& 3-3SNMP E2fR X E AlEEt Pro Series SNMP 00/ & £2/ MIB-1l OID H A/
(AdventNet MIB Z 2} 2 X)
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3.3. & DNS(Dynamic DNS) & &

ArEXIF Pro SeriesE DHCP 232 AIEE B2, U0 A0l ZototH, IP =20t HE LA
gLICH Olefe HEE IP =40 e 32 o ERot] JAs X2 MR =2 YLt
L8 22X telnet S2 A ZEUS Sol 1 SAEN ESotd=s B3R, IP F=A0t
HIDACH £ 2EHS )| H8sUIth

=& DNS= 20N oHzgst 2MEZS oiZot)l I8t AHIAO0IG, Oed ISP £= SHOUA
ILICt. =& DNS MHBIAE ASE2ZM, MAEX=E IP =22 HEN 28101 S5 DNS

S e
NHO SE& SAE 0ISS S Pro SeriesOl 5 == UsLICH

QM o2, Pro Series= Dynamic DNS Network Services (www.dyndns.org)ilAl M3ot1D Us
=& DNS MHIARIS XIRAELICH JIEt & DNS AMHlA HESAet 28 A= 2HE2
Jlz X& A0l HSSHAIDl BHELICH

Dynamic DNS Network ServicesJt M Z0ot= =& DNS MHIASE AlEotHH, AAEX=E 8
3|2 NIC(Network Information Center-http://members.dyndns.org)til HAES &HoH0F &HLICH.
AM&Xt= Dynamic DNS Network Services Members NICO| £21¢! & & MEZ2 & DNS S24E

ddE FItg = UsLIth

=& DNS &3 U0 M, =& DNS MBIAJE IS5t
User name 2 Password& 2 &06H0F &LICH &HF
C

g & =, AESX= S=E Domain name,
=l & 4
name2t=S A28l Pro Seriestl &£ £ USLU

AMEE Hgst ZF, AHEXt= Domain

18 3-4= =X DNS €& @ QHHOIASE 205U

Dynamic DNS configuration : /network/ddns/

Dynamic DNS Enable
Dormain Mame psd0.dyndns.org
User Name % psdl0-user
Passwaord seeeceee
Passwordiconfirm) ssssenns

Save || Save & Apply | Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

18 3-4 &% DNS &%
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3.4.SMTP &3

ANAE 20 HIAIXIDOF EE i 212 AAHLE EHIQ 210 HAIXDL YM8E HL Pro Series =
emaill S22 Soff 0l 220K 2d = = UASLICH 01 AHME, RE8 SMTP AH 2
S0l S2ELIC Pro Series= Gt 22 3JtXl SMTP MY |S& & XI&&LICH
e 0I50| 8l= SMTP
e QIEF0l A= SMTP
. P-before-SMTP
& 3-6.2 SMTP 2E HdE= dtl= &3 tHILICH
2t SMTP 2& 0N ERs BxE2 sl 25U
e SMTP server IP address
e SMTP user name
e SMTP user password
e Device mail address
Device mail address= 2= £ % d1 MY email |18 LAIX, =, Pro Series? Hg F=AE
K ZELICE. SMTP Server= RE4E2 <ol emaill A2 SAE THe 0SS &OISLICH M
ctA, EXI0 CHet email F4& 32 S5E SAE 0|8 (ie. arbitrary_user@yahoo.com or
anybody@sena. com)% A= 229 username2 AFEE £ USLICH
150l U= SMTP £= P-before-SMTP modeJt &E8 &= AL, SMTP AtEX 01§ & SMTP
passwordJt & LIC
SMTP configuration : /netwark/smip/
SMTP Enable
SMTP server sSmtp, Yourcompany, corm
Mode SMTP with authertication
Account Mame admin
Password sssas
Fassword{confirm) sseee

E-tail

PS4 0@yourcompany.

[ Eave ||

Save & Apply ||

Cancel |

Copyright 2005 Sena Technologies, Inc, All rights reserved,

g 3-5SMTP &&
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SMTP configuration ! /network/smip/

SMATP Enable
SMTP server smtp. YOUrCompany. con|
Mode | SMTP with authentication v
Account Mame FOP hefore ShTH

SMTR without authentication
Passwaord [SMTE with authertication

Password{confirm)

T

E-rail :'F'Sfilﬂ@yuurcumpany.c

(Save || Save & dpply || Cancel |

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

18 3-6 SMTP £Z0IA SWTP 2= L&

3.5. 1P 2Hd

Pro Series= IP =4 J|t ZHEZ SdlM #stol 8l SAEDJL Pro Series2 Telnet, SSH,
N o H

HTTP, HTTPS,

IP filtering configuration : /netwaorkfilter/

IP filtering policy

Polcy Fect [v]

IP filtering list

Mo,  Interface Option IP address/mask Service Chain rule

MNothing

MEW |ethOs| | MNormal || NFS  [«| |DROP |v| (DD |
Service

NS Dropal_[y]

Telnet console

33H console

HTTP sccept all
HTTPS foceptal v

Port 1 Accept all
Fart 2 sccept all
Fart 3 sccept all
Por 4 Foceptallv!

[Save ] [ Save & Apply ] [ Cancel ]

78 37 1P BHEY &3

AMEXE HI2I0IES 23S MO ZM LS 22 RES 2HE £ AsLt
- Y SAEST ProSeries® olE AHIAN &2& £ gICH



-E38 IP =AE JIE © GHLISl SAEDHO| Pro Series® oiE AMHIAN E2E 4= QUCH.
- S8 UWERIAN Y= SAEDBHO| Pro Series® oY AMBIAN &2& %= UCH
- 25 SAEDL Pro Series®| Y AMHIAN B2 = UCH

FAL IP 2 HE PE SAENWAM Pro Series

5 3
NHIA & Al2IY ZE ®20| Jbs &LICH)

4

)j
=2
rr
=
10
o
H
°
Ju
mn
)
$0
-
62
i3
i
Q

o oy
nn oz
I}

IP 2HE & &9 2 B2 il s £sLIth

® Interface
Pro Series® 220AM SH2= H20 Uol RS EEELILH eth02 &0 AL &I A
St LIC

® Optiont IP address/mask & &
S UERIQAE HAloHIfIe LS SLICH 2HSF 192.168.1.xxxE LIEtU D A CHH,
Option2 Normal, IP address/mask0l= 192.168.1.0/255.255.255.08 & &tLICH.
192.168.1.xxxJt Ot COHE =2E ZIAEE UEHWLD ACOH, OptionE Invert, IP
address/mask0fl = 192.168.1.0/255.255.255.05 & &5tal & UASLICH

® Service &
P ZHE 7
2t Aleld

® Chainrule &
£ &= Optionlt IP address/mask 210l olE == SAEIL dF&E Servicelll 206t X

g M, 82= oIS (Accept)e AKX L X (Drop, Reject)2IXIE &H&HELICEH

m
o

Hl

Je

Pro series= IP filtering & Z(Policy)0ll 2t5t S48 & HM3ELILL 0l S&2 IP 2HE #3U &8
EXE=E MASS HEN HMelg A AXo 28 FMULICH HWE S, IP 2ZHE #&0l OtF
AE LI UK 2D 2E MBIA= “Accept all'2 AFO0l T US W, FH( 0l

Policy) &
H

t:::|
yu
i
2
ol
=)
00

“Drop” OIL} “Reject’s A &0 T UCHH IP ZEHEY A0 HE Sl xe=

& (Response)S GtAl &= A LICH

IP filtering policy
Falicy Arcept w

Figure 3-8 IP filtering policy

ro
0
ru
o
o
2
ol
_>i
o
ol
S|
40
ro
i
[0
0z
0%
mio

Pro Series= S& MHIA0W CHEt UERIAE S
HNS&LICE “Drop all” OlLt “Reject al’'E &Ei5HAH &
MBIA0 st 201 2&ol XHSELICH “Accept all’'s HEi5HH A E&FE 20 OetM IP

ZHE0 HEELI
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Service

MNFS Orop all |«
Telnet console Accept all |«
35H console Orop all |«
HTTP Accept all |«
HTTPS Accept all |«
Port 1 sccept all |«
Port 2 Accept all |«
Port 3 sccept all |«
Port 4 Accept all |«

J&g 3-9 2 service £ A/2/EZ port Of et IP EEE &&

Ol

H 3-2 Option 2 IP address/mask Z*&/9 2/& 0f

Il

Input format )
Allowable Hosts Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192.168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.0.1 ~
192.168.255.254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

3.6. SYSLOG At &3

Pro Series= 22 OIAIXl 2& AUIA, AIAE Y ZE HOIH 222 28t SYSLOG serviceE
KI2ELICH 22A SYSLOG serviceE ALSotei®, AEX= SYSLOG MBS IPFAR ALE
facilityS BtES Al XIESHOF &LICH 8 3-82 & QIHMHO0IA2l SYSLOG server configuration
StHE B SLICH

o
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SYSLOG configuration : /network/syslog/

SYSLOG server service Enahle

SY5L0G server IP address 192.168.1.1

SY3LOG facility Local? «

|Save || Save & Apply | Cancel

Copyright 2005 Sena Technologies, Inc, All rights reserved,
J& 3-10 SYSLOG A/t &€&

22 MAIXIZE Pro Series22H =4I5tdM Pro Series 8&80AM X&EE SYSLOG MU=
“remote reception allowed” 22 A& L/ HOF &LICH Pro Series 2 SYSLOG AW AOI0f 30|
[z Z2, MEXE WD S0HL= UDP IHA0I AREH Olsg = U= IS BIEA
Z=JtoiOF & LICH.
Pro Series= localOOl Al local7t Xl SYSLOG FacilityS S X2 &LICH AIE2Xt= 0|28 FacilitySS
ANE3BH0, SYSLOG HIAIXI2l EEHZ Pro Series HIAIXKIE HEE = UASLICH
SYSLOG servicedt Jts8h AEI0 UL SYSLOG AH X0l HES dFE Z202 MEX=
Pro SeriesAlA8 27 A& SIHNAM 220 ME ®IXIE SYSLOG Atz XNEE = USLICH
ANAEN 27 & SOl Ue XME 82 = 82 AIAE 27 &8 2 EXGHMAR.
3.7. Locating AlH
3.7.1. R
Pro SeriesE AH(TCP £= UDP)Z AIEctcA® Zct0IHE H& =S ot SAEDJL Pro SeriesS
IP =45 Z0t0F EUICH OdLE DHCP 2 22 |5 IP =4 &30 M= Pro Seriestl &2/9|
IP =40t &gELICH Ol Pro Series@ &M IP =40 2060 M= SEs& F20t
ZQRoCts SSLICH 0 2XME TRI| | M2 IP =201 8gE ot £= FIIHS=Z2
Pro Series)t Locating AMHctn =22le S MHE IP =4 FEE BUESE 38 =
UsLI., E8 ZSAEE Locating AHZ 2otHU Zel0IHE SAEES SAI0 Locating
NHZ 28€ = AsUT
Locating AMH R&dl= Sgs ctolBdHelt €22 HM3ZX LSUCH ofeHol M3sE
TIZ2EZSES AIEol0 Z208s M FEotHU MUHIRA=Z2X Il N2EH A=tstd AL,

3.7.2. Locating Al &3

8 3-11 = Locating MH &3 3HS LIEFRHLICH. Locating MBI IP =2, Locating AlB{ UDP
IZE H3s 2 HH A2 2H32 28 Locating AH Jls AHE2 IR E &F6H0F &LICH Locating
Mt Jls2 =J|0l "Disabled'2 & &0 UASLICH
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Locating server configuration : /netwark/locserver/

Locating server service Enahle
Locating server IP address 192.168.0.8
Port 3000
Locating server Interval (second) 30

[Save ] [ Save & Apply ] [ Cancel ]

78 3-11 Locating A/t &&

3.7.3. Locating Al S¢&l ZZ2E=2

Pro SeriesJt Locating AHZ IP =4 8E2E 24 M2 HolH a2

0lo

ot 25Ut

&9 s 231 GlOIE (0) GlOIE (1) Gl Ol E (n)
HOIE 4 Variable Variable Variable
2t F1-AA-AA-BC

CIOIE (n) &4

&9 GOl 1D 20| Glole
HIOIE 1 1 Variable
2t 1~-6 Variable Variable
GIOIEd ID

ID A9 20|

1 Device name Var

2 Model name Var

3 Serial number Var

4 MAC address 6

5 IP address 4

6 Local ports* 1E=45=8

&1

Local port: 2+ 28I0IE IOl & Eo 8l 22 ZE £&E LIEHHLICH PS1102
22 ZE 0ol Z0l= 2 HIOIEOIHOF otd, PS410ut PS8102 22 8 HIOIER2L 16
HBIOIEO0I{OF &LICH 2 Alelg ZEW CHotod &FE ZZ TCP(E£= UDP) ZE BS
TE A, & 1 ¥ Al2lY TEO TCP(ES UDP) ZE HS2E UM MYELICH

=
Aelg EZED} Disable & US S 2Z ZEE Bis= 022 2FELIC

rr
%
00
>
o
o N2
Hel

rr

A

PS1102 Ofl:
HE $15 =7001 (1B59h)Q! 2R, 22 EE [0/E =1Bh, 59h
A2l ZED} disabled T AS FR, 22 ZE HOIH =00h, 00h
PS4102| Of:
ZE1=7001 (1B59h), EE2 =7010 (1B62h), EE3 = disable, & E4 = 7004(1B5Ch)
221 TE [ 0/F = 1Bh, 59h, 1Bh, 62h, 00h, 00h, 1Bh, 5Ch
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3.8.NFS A &%

Pro Series= AlAE 271 £= EZE HO0IEHE NFS(Network File System) MHBIAE Sdi NFS
AE HEE 4= UAH ot JIs=S KNJELICH 0IE AfEdldd= A2 Xl= NFS AHS IP =4
2L NFS MBS &XI E=E BtEAl X &oHOor &LICt. 8 3-9= NFS MW && HOIKNE
20ELC

NFS configuration : /netwark/nts/

MFS server service Enable

MFS server [P address 192.168.1.1

Mounting path on MFS server /

MFS Timeout (sec, 5-3600) 5

MES mount retrying interval (sec, 5-3600) 5

[Save || Save &Apply || Cancel |

Copyright ED%Sena Technologies, Inc, &l rights reserved,

g 3-12NFS AH &%

Pro Series 22 OIOIEHE NFS MBIl M&EStcA™, Pro Series &0l XIZE NFS MHE “read
and write allowed”22 &&GHOF &LICH. Pro Series & NFS AMB{ AOIO &30 U= E=2,
MEX= LIJtD SUH2= UDP 20l 7SN OlsE = U= #EHE BEA =Ioi0F LICH
NFS MHEIAJE AHE Jts &EH0I2 NFS MH £F0] HEs ZR02, AHEX= Pro Series 2
AAB 27 = ZE MO0l 22 NFS Mz MEE &= UASLICH E

IO CHE XHMIEt E2= 428 ZE £2Z % 6.2 A/IAE 22 HMES FXOHYAIL.

3.9.TCP NHIA &F

TCP ME0 & SAE HUAH ML= 2, SAE TCP ZE9 lock-up

o

a
Paa
ol
S
0
ol
0=
x

HAMOR Z2C0i0F BLICL 028 lock-up2 Z2Io HBANO =g S0=2 ol

25, 0l 8t lock-up2 XIS fI5H M, Pro Series= TCP keep-alive JIs2 ME8LICH Pro

Series= UWIERAJL HAMG| keep alive=l A=K =olot)] o FIEHZ AU SAE
2l HSSLICH BH20l M Al SAEN 040l A= N2 2H==0ot1D, NMES SZ6HI

2 LICH

Pro Series2 TCP ‘keepalive” J|S2 AIE0otd™, AAEX= GOS0 20| 302 BH+E HEHH 0t
gtLICh.
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® TCP keepalive time (sec):
N& 2t S4I0| = AEHOIA 0L 2ot keepalive THI! M&ES Al

FE ZHELICL JI=d2 16 =2 4Z3 D0 USsUICHL

T= =2odg

e
py
re
>

® TCP keepalive probes (times):

HZS S8 WA o &eielXl 6RE &02lot)| ?lol #3 SAEN keepalive
malg & HOoILL d&6teE JIE UERRLICH D282 332 83D USLICH

® TCP keepalive intervals (sec):
Keepalive TH3! 8&2| A2t 2+AS LIEFHLICH Jl2d2 5 =2 435 JUSLICH

T

& =J| &&8<Y M, Pro Series OIOIEIDF S4I0] Bl &AEHRH 15 =0t XNt = 5 = 24222

e
S o =
3

3| keepalive IH2!E M &&HLICH.

TCP configuration : /network/stcp/

TCP keepalive time 15
TCP keepalive probes |13
TCP keepalive intervals 5

Save || Save &Apply_ Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

J& 3-13 TCP keep-alive &&
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Eoll AIE2X= 2 ZEQ| host mode, Al2lg S4&1 Big

Hel
Im
HU
oy
He

e TCP:
TCPE SollAd 22 OIOIHE diYotz Alelg EXI2 WEWLD, Al EXE Sk
HOIHE TCPE SoAM WEHLICH TCP MbBf, TCP Z20IHE, TCP A & Z2cC0IHE &2
2 A2 = UsULL L& U2 22 SoilAd Alclg X0l QIoIeHE 2
HE 20t2= AE Jis&ELICHL

e UDP:

i

1=
| sy T—

= AT ZE0E AtEot2 &ote AEXL JIE0 Al2lg X0 28 AT S0 E

= GIOIEHE MEMORY &2 NFS server0l

sy
[==}
Bl ZE E2 JIYE HAXES S22 %

port logging J1s2Z, Alelgd XZEE Sdll &

HE & %= JUSLICH port event IS

OO, Olf Pro Series= Alclg EXZRH IIAE HAIXNSS 2AH ZH, A2l X0 0l
T A= HAIKIE 22U, emall £= SNMP trap 2 Sol 22l X0HH S26tH & =

LICt. OIE Sl ARtz HZE EXZ2RH2 HAIXNE ZAl

MEMORY Ol M&& 21 Ol0IEH= Pro SeriesOl &0 S0H2 S

ANelg ZE 27 HI0IEE 2&36t)| fIHAM= NFSserverE ALE3HA 0F & LICH

0

0 fix
oh o

e
I
$9
l»
c
w]

L

H 41 A28 2E &F H+

All serial Port Enable/Disable
ports Port title
setting Host mode Port number
or User authentication
Telnet support
Individual TCP Max allowed connection
serial port Cyclic connection
setting Inactivity timeout (0 for unlimited)
#1~#8(1/4) Socket ID (for outgoing connection)
TCP Nagle algorithm Enable/Disable
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Port number

Max allowed connection

Inactivity timeout (0 for unlimited)
Socket ID (for outgoing connection)
Accept unlisted

Send unlisted

UDP

Modem emulation

Remote host®

Add or Edit a remote host *
Host IP address
Host port
Backup host IP address
Backup host port

Remove a remote host

Cryptography”

SSLv3

Baud rate

Data bits

Parity

Stop bits

Flow control

Inter-character timeout (ms)

DTR behavior

DSR behavior

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Automatic release modem connection

Port logging

Enable/Disable Port logging

Port log storage location

Port event handling

Enable/Disable port event handling

Notification interval

. Enable/Disable Email notification
Email Sub, - T
notification ubject of Email
Recipient's Email address
Enable/Disable SNMP notification
SNMP :l’ilt')\Jﬂit):t of SNMI.D tre}plp —
T trap recelver§ address
SNMP trap community
SNMP trap version

Add/Edit an event keyword
Event keyword
Email notification
SNMP trap notification
Port command

BHSULC Alelg ZE 4F 0o 0w stH2

g 412 & Aele = d
ZEO HEE %6t E0SLICH AtEX= 0 HOIXKIOMA ZE EHOIE, SAE B2E, 22
ZE SH, AldIE = 2o UsLICH

' TCP/UDP 20t G,
2 TCP 2=0IM Backup host
S TCP 20 G,

AX™ S
=2 o T

Host &1Z2 ATHAIO OIE&ELICH
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Serial port configuration : /serial/

M, Title Mode  Porgd Serial-Settings

1 Port #1 TCFP 001 Rs_485 2304001 8 1 Hardware
i Port #2 ME o0z R5_232 9600 MB1Mone

3 Port #3 LDP 7003 R5_422 2400 MB1Mone

4 Port #4 —— - - - ———————-

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

8 4-1 Alc/g ZE &F 0ol a5

42.Nelg ZE &3

Pro Series® Al2lg ZE AZE

ro

Ct2t 20l 8 Q822 FF&LICH

0

1. Port enable/disable
Port title

Host mode
Cryptography

Serial port parameters
Modem configuration

Port logging

© N o gk~ w N

Port event handling

4.2.1. Port Enable/Disable

2l¥ L EE= enable = disable € 4 QUSLICH 2FoF A2l L ED} disable AMEHDOF & ™

LICH. O 4-2= Alel¥ L E enable/disable tHS

Serial port configuration — 1: /serial/«1/

Enable/Disable this port Enable
Part title Port #1
Host mode configuration

Serial port parameters

Fort logging configuration

Fart event handling configuration

Copy port configuration

[ Save || Save & Apply || Cancel |

_1& 4-2 Serial port enable/disable
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4.2.2. Port Title

= ASLICH HIlll= X2 R,

o
x
02
mio
i
J
e

$0
g
-
o

Serial port configuration — 1: /serial/«1/

Enable/Disable this port Enable
Port title Port #1

Host mode configuration

Serial port parameters

Fort logging configuration

Fart event handling configuration

Copy port configuration

[ Save || Save & Apply || Cancel |

1&g/ 4-3 Port title configuration

AR

423.SAE ZCE BHLFH

Pro Series® &= REE "SAE Z2E'¢t LG SAE 2E0N= TCP 2E, UDP 2&, 29

tlEdiold 2= Al JtXIJH AUSLICH

TCP BE
TCPE E0lA SUHE& HIOIEHE AM2lY ZEZ WEWD, MIYEZEZ =02 HO0IHE TCPZ
tHHZ Pro Series2 =UH22= HZ 1 Pro

AMEE = UsLUICH 8 G2 TCP

LHEYLICH TCP g&22 £&F&E TCP 2& X
SeriesOl &&& A3 SAEZ Uite &= 2
ni

G2AS OIBHA Al2IY EEZ HOIHE 2U

ubpP £

UDP 2E& SX=2 UDP Z2EZS ZE&tles 8= MIGHHE TCP 222 S HI==gLICh.

il

28 ol=dold 2=
Alelg  EXIot ol 2E
c

AT ZE2 XIRGHALE ASXIH AT IS AMEHM M&EsS
Moot A & [ o 2 Cl

JE 4-4= S AE BE SHFLZ0 e oI 3 AWO0IA SHHELICH
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Host mode configuration : /serial/«1/hostmode/

Enable/Disable this port Enable
Port title Port #1
Host mode configuration

Host mode TCP L
Port number (1024-65535, O for only outgoing

connections) 7001

User authentication Disahle
Telnet support Disable
Max, allowed connection (1-8) &

Cyclic connection (sec. 0 disable) 0

Inactivity timeout (sec, 0 unlimited) 100

Socket 1D (for outgoing connection)

TCP Magle algarithr Enable/Disable Disable

Rernote host
Cryptography configuration
Modern configuration

Setial port parameters

Fart logging configuration

Fart event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

J& 44 SAE TE LT (TCP 25)
423.1.TCP 2%
TCPEEE O & Oloict)] fIoHM =3t AEHH™ 0| =(State Transition Diagram)& AtEZ0ot

dIot st deld of ol dgol et MEXS OlHE &I KA Pro Series®

SHE USW 20 =0t 2ot s

rr

ol

[E7I(Listen)]
"SEE A SAE F oUosI ¢2Z QA0 QIIE It US"S LIEHELICH
TCPREZ HAEIUS M CIZE A
[£&/(Closed)]

"HZ0| e MEI"S SSELICH @2 SAEQ Pro Series?2tl HI0IEH &S0 225H, &
SAE L= Pro Series S otLDF Y AZ0HM &S 20 0l &EHZ B ELICH

5 AHE ISO2 [E)|(Listen)|2=2 XSS LICH

z
0]

n
o

-

W]

A SAE F oI dZ A2 BWOYH [EDI(Listen)] AEHUHA [A3-ZS(Sync-
Received)]|Z BtELICt. Pro Series)t &2 20t=0|™, [+~ 2 (Established)] & EiZ HtE LICH.
[& 3-2 H(Sync-Sent)]

Pro SeriesJt A& REES A SAEN SBYUOUH [E&!(Closed)] &EHUA [&3-2H(Sync-



Sent)]2 HHELICH Ol Bz 28 SAEJ HE F
[=~&l (Established)]
"HZ 0| =& = (open connection)'sS LUEIHLICH A SAE £&= Pro Series &2 otLIIL

(12 2o 017 QNS O0IS0l¢ 0| 1 [+ 2(Established)] AEHZ HFHELICH.

[— (=}

o

gotSe WX |XSLICH

[CIlOI &l (Data)]

[+ & (Established)] AFEHY [H SAEQ HOIHE U2 AEZ M&E 21LICH TCP
N&E s&s 20 A OloHatol fIGHA, OIZ2H AX OOIeH &0l 0IRHX= AEHE
[CIOIE(Data)] 2t) 2 &LICL &HMZ, [HOlIE(Data))] E== RFC 793 [TCP: Transmission
Control Protocol]iAl &% &= JHE [+ (Established)] AEH2l LR2ALIC. HAQ

CIOIH && S = 0 &EHDF L8R LICH

o

Pro Series= A0 [tet TCP MH LI 2210|MEZ SX&LICH Pro Series= AlElYd ZE £ =
TCP ZEZE2H HOIEHE d&Ed22 UHWEE2 HE2AHOIEN CHoll el 2=
CIZE TCP AEi= TCP A 2= S22 [EDI(Listen)] LICH

==

1) 8EH0 &8 MOl

[EDI(Listen)] --> [&l3-BtS(Sync-Received)] --> [4=&(Established)] --> [OI0IE (Data)] -->
[ &l (Closed)] --> [EDI(Listen)]

Or

[E7I(Listen)] --> [& 2-E+Z(Sync-Sent)] --> [+~ & (Established)] --> [0l 0| E{ (Data)] --> [&f & (Closed)] --
> [E 7l (Listen)]

2| ABE [S)I(Listen)2LICH Al2ly =
SP0IMIERA 2 SAEN FE&Z2 51 TCPZES

SOQAUCE o1Z QS A NHRSH 2ON TCPHHERA AZS 428 = A2
Eg S

HH SAEZREHS HZ

Pro SeriesOl £Z IZE YWt 00| OtY gtz AT LN UL, AA SAEWA Pro
SeriesZ HZE £ USLICH A SAEE= Pro Series? oiEE Alelg ZEO dOIEHE
BY £+C N, €2 =& UASLICH Pro Series= otLIC] ZEW Chol A SAE AAEZS
KNZSLCH Ch==2 FAXUA H2 SAIO CIOIEHE 2WH ZIS®, Pro Series)t OIOIHE
|2 ZEZ WHEWH ELICH Pro Series= Alelgd ZEZ 22 HO0IHE
bS
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A SAER9 oA

Alelg ZEXIJt Pro Series? Al2lgd ZEE Soil CIOIHE =2 WHOtCH CIOIH= Pro
Series2| Al2lg ZE HIHO| &0/AH =LICL Pro Series® WHIHIF IS XEHUL Al2b Xk(time-

b X2t EFY OF=(inter-character timeout)Oll =&ot™ (FA2H EHIOHZ0 28 XHAl

A 42682 EXOSIAAR), Pro Seriese= S5& 223 SAES Ot AHAE

(@]
Q

e

~
Y

H9s 2 6& =

22 SAEI ALY, 1 JAA SAEN HZELICH vy AZ0 ADoHAH =W

SAEQ 2X ¥R SAEN AZELICH HB0M 438 LE 2 SAEN Alelg OO0IH
HMSESELIOHL 30 AIis 23 SAEQ FAR, 1 JAA SAEE 10 2 RAlL
CIOIEE MSEX RotH LUt

K& AZoH A

H SAENMN AZGHM RFsS 2BUAHLE LESE A2t S Alelg ZEWAM OOl
HME0 LOHUX &£ MHE AZO0l oHMELICH Ol 0 HoH& AltS "HIg
Et2 Ot =2 (Inactivity timeout)'Ol2t) &HLICH. (HIZS EIL0t20l 2st XMS d¥2 44
S (Options)E & XGHAID| HHELICH. Al2lg ZE HIH0 E0IAE 2= OO0lHs o

IPNE=

2 i A MLt

ol

3) DI
TCP 2lAY(Listening) X E
ol &2 3SAEJ TCPHMI&EEZ HZo
HSQLICH TCP 2lAY ZEE HMAS ZEW ol S i
Pro Series= 10245 E 666350k XZE HSE Hstoll 2 022 &FHO0|
& & (outgoing connection)2t0| & LICH (TCP MY 25)

AEX 1S
AMEX 1Dt IHARKEE S8 AMEXR 23

=

[==) =

HARKAEES L=HAS AFZXEH0] ZEN E=0t¢
5

=

D2 IHARE dE=2

(o]
Hel
Im
>
010
>
[l
2
x
ok
1>
$0

=

S e
2 0y
Hu

HM

H

SO0lAM, Pro Series= €4 COM =ZE M
= &35 =T (baud rate), HIOIEH HIE 2el

=

rE
= 4 0

Mol S8 22 Alele i

N
loh
e o

=
==

Ha0 28 O &ME 2= 4298 AlclE ZE HHEH+E ZFX0HAIJI BHELICE)
E

M &
° =
lo
- o
z W
ﬁ X
ro
Hl %
m 3
N
o R
\'
w ol
oo
S 0
O
<
kel

T2d#HS AI206I0H Pro Series® Alclgd ZE 0Of

£ HOE = UsLICHL

%
>

o

MEXES RFC2217s 8 g4l SC0IHE Z20d8e=2 HHE = JUsLICH (AlalZ
=

ot
O

=}

[=)
i)
=
X
®)
N
N
H
\l
fol
o
o
Pl
0
Qﬂ
[u
HU

A

2l CtOl & B (Redirector) 2t &M AFEZIH AIEXt=

?5t0d, Tactical Software25E{ Serial/IP2] SENA OEM H&Ql LLCJI Pro Series®

HEZ MIELICL COM ZE cICHoIZE ArE0l 2tofl O & Ae E2E 24P Serial/lP2
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SNE EX

FAIDI BEFESLICH (O &Aet 222 JotAMYH £= 6 Seria/lP2 &M Pro

S yel =
SeriesAt&56tJ| 2 EFXGHAID| HHELICH

Pro Series= 2182 SAEZEH Al2l¥ ZEZ9 (= Ex2 =0 8MNAl XIK&L|Ch
U 8H SAE 2IAE &8

= d & (remote host list configuration)0il 2o 0|0 &= SAE
&0 JACHH, HE Jts =Xt

F
o omx

Gl8%= AZ2 =gt - 0/0] HBE JFAH SAEQ
)2 AL HE S0 AIEX oty, &4

b o8 = s HAEO xS 82 &AF
SAE C2IAENAM HAF= 20l W2t Pro SeriesOlA 223 SAEZ 3009 &
2 SAEZEH Aldlg ZEN B8 > U= HEO U3t 5(=8 - 3)0| &LICH. &=
A

E 2AE BALFO E O VNS ZBS PN 424 VA SAE AW

FIH A&

FJ|& AHZA(Cyclic Connection) Jls2 AIE0IEE & EUCHH Pro Series= Y Alelg
ZEN HZE EXZRH S0H2E Aldlg OI0IEIE Sidets, L& AI2IOHCH AHEX J9
A SAEN HESELUC AR SAEN Al2g EXZ BY OOIEI JACHH, HZ0|
+=8& = Pro Series? Alclg ZEE SoiA Alelg X2 dEY = JASLICH BHeF Pro
SeriesJt 23t R0 UM, &3 4 2 s

EWNAM Pro Series2 AZ & = QICtH, O]

Ol2HA Pro Series)t 22 SAEZ HAGHH &2 USLICH AI2XE

SAEN HEE MOCH FE SAED Al2lY HEE BEUHES S22M FIIE2=2 Alelg
= =0

A A& SH2 dEHE0IEE 20HSLICH

Pro SeriesJ}

0
o o

ANEg == JUSLICLTCP 2E0AM A3 ID = TCP HZ0| 0IFHE [ st MY S LICH

TCP Nagle £112|&
TCP ZZEZ20l= Nagle Z212l& Olete €40l & 2 U
EZRS %2 2 H2 W39 &S ZXotIl foi Do

o= o

g Xot=0 |SELICH defltt 0 €0eld 20 oY BR0l=s ds=HMIt OFJIE D]
0o
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HI&&S EtO0F2(Inactivity Timeout)
Bl2=S ErOF=(Inactivity Timeout) JIs
BALHUAM ZoH& 2 = dOolE

SeriesAlO|2] HZE2 XNs22 ZUHELICH

o o

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted

Incoming data via serial port

Established

AN

Incoming data
from remote host

Accept

Inactivity time-out

=

Incoming TCP connection request

Incoming data via serial port

J8 45 TCPZEEY MEHHOI=
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423.2.UDP 2E&

Host mode configuration : /serial/+1/hostmode/

Enable/Disable this port Enable
Part title Port #1
Host mode configuration
Host mode DR w
Port nurljber {1024-65635, 0 for only outgoing =00
connections)
Max, allowed connection (1-8) g
Inactivity timeout (sec, 10-3600) 1an
Socket 1D {for outgoing connection)
Accept unlisted YEs w
Zend unlisted Yes w
Rermote host

Setial port parameters
Fart logging configuration
Faort event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

g 4-6 SAE PE H#HEN (UDP 25)

A SAED UDP HIOIHH&E Pro Series?l UDP 2Z ZE =9 otLIMI 2WHHE, HX Pro
Series= 0l OIOIEHOE0l &H SAE SFLEHNAN £ SAE S olUUHAM 2 X
EOIBILICLH oY 2A SAED /A SAE BALHTUAN HFE SAE =9 otltet™, Pro
Series= Al2lgd ZEZE SollM HIOIEE EEELUICH DX LCH Pro Seriess 2= UDP
HIOIEHHOgd= HIDISLICH. OdduU MEXN=E '2l2EN S 33 SAEZREH & UDP

datagram2 E!J|(Accept UDP datagram from unlisted remote host)' OHIlH =5 '0l(Yes)E & &oIN
A SAE BHIFLHFH A2200] 2= SHL= UDP HIOIE O3 E Pro Series)t 25 ot £
UsLITH Al ZEZRH S0H2= O0IEHIE A2, Pro Series= 0l HOIHE & SAE
BEEFN HoE A SAEZ MESELICL oY SEN Sl 2 AA SAE=R
& &3HJ1(Send to recent unlisted remote host)' J1S0| '0l(Yes)Z & & AUACHH, z20EI2S
Et 02032l AlZ2H0l BT Xl 2£2) Pro SeriesOl CIOIHE W A2 SAEZE HOIHE
S&HLIC
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2) OHOHEH ==

TCP clAd HEEQ 22 HSYLICH XtMle AMe2 4231282 TCP Z& HHEH+E

ol85l= 22 =gt
HE2 TCPSAI L &5LILH XHMEH At 2 4.23.122 TCP Z2E5 MIHE+E EXoINAIL.
=E0 &t

B SAEZ2H UDP OIOIEHIO8 &I

2 SAEZRH 2 UDP datagramZ 2J|(Accept unlisted : Accept UDP
datagram from unlisted remote host)' J|S0| 'OtLI2(No)'E & & & H, Pro Series= 2 SAE
BEEEUM Z3E RASAERSRH S0H22= UDP OIOIHIOEES =25LICH BHHZ
CIAEN Q= A SAE=Z2EH =2 UDP datagram2 2D|(Accept unlisted) IS0l
'0l(Yes)Z2 AALH, Pro Series= 223 SAE SHFAHFY A2Z0 PE £0{2= UDP

ol Oag= & U

S50 8ls 22 3 SAEZ &0

'SE0 8l 22 ¥ SAEZ ME6HII(Send unlisted : Send to recent unlisted remote host)'

JIs0l 'Oi(Yes))2 &&EIH, Pro Series= %20 Pro Seriestl &%8 22 SAEZ
HOIHE HSELICH =50 Sl= =22 33 SAEE Pro Series® oY Al2lgd ZE=Z
HOIEHE SR A SAE SHALFNAMN E&8TX 22 A SAEE ZELILH 28
Pro Series= &3 SAE SALTUAN 3 SAENSE HOIHE MSELICL =50
gl 22 A2 SAEZ HMEGHII(Send unlisted) J1s0l 'OlLI(No)yE &EHEH Pro

Series= 22 SAE AT HdFE SAENC HOIHE EYLICH Pro Series= HI&S

Et Ot = (Inactivity Timeout) S0t S0 = z22 8F SAESE |AULL

-

H&sS EtYor2

UDP ZE0A, =50 8= zx29 F SAEE KXo Adl HEsS EHHM=ZS
ALZELICH HIZ2S B0tz st S50 8l &2 S AES Pro Series? Al2lZ ZE

MO0 CIOIE M&0l 82T, Pro Series= Al2lE ZEZRH SE0 8= z29 A

SAEZ UAl HOIHE 2UWA &= AZLIO. =, UDP 2E0lA HI2S EFZ0HRO0IE Pro

i

o

Series)t S50 A= =22 A SAEE 2G| Ao &2eldt= Al LICH

9 : UDP ZE0M AIZXIt HIZ#S EIZ0IRE 022 £3& 32, 33 SAEQ A0
ZI 38 A& =(Max. allowed connection) £ ZTUotH &EH 0l 2= MZ22 HZ0| 51
TIX ZeB8=2 AEAl =26t O0F ELICH
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23D
Pro Series)t 32 SAEN N E&0tse 32 33 SAE= HZE Pro Series)t (™
=

= —|8
ZACRNE SNHEE Sot A=EotldA & 2RIt UAE += UsULL 0 30 &2

29 dSdiold 2E0AM, Alelg ZE Z=2AA= 0Kl Al2lE EX
SHELIC Alelg ZE Z2hNA= 0K 2H0AM ot JAHME, AT 28

et SEELt. £ 28 A4S dEotH MelgLth. 28 olEdold

2
1
I
i
1
02
o
»
E|_|

02
o
2

[
my
ro

OI01 AEXI2 Alelg ZXI0 £ 280l A= 32
ALERE Al EXI0 datd HZE 20! 0[01 ACHH, 0IE ==l

Series2 WiME = USULICH MSXIL off

Al2IZ OIOIHE 2 2RI} JUS =L

+9 SAEZ [O0IHE =U0F BC0E 2 oS08 2SIt
LQSLICH M2 S0 Al2lY RO H M OIS X M OOH =S AMH2, <
S CIOIEIS S B AH2 2Y 2 USLCL AKX ZXOF sioF & 22 ZXIA
ATD(T) XXX S 24 [HOICH IP FTA(ES SHO 29 TE HSEE HiPs ALICH

Pro Series2 Z2E MSdI0l&d Z2EE AMESH, A EXt= Alel€ CIB0IAZE OIS WER IO
gl g2 = UL, Ol dztd ZE=S AMS8ote A=20 MEEL 4-2= Pro
SeriesOl A XI&ot= R4E AT 30 HLLIOHL O8 4-7 A= 0l UWESKIIN HZ56H|
?loll ATDA EE =S AtE of MEXel HE 20 sLIC

5
FE

50



H 4-2 ProSeriesOAl X122 &= AT Z&0/

4 L s& =1=
(verbose code)
++ gg 28 22 =4 s
TCP REE TCP Z2I0/HE RE=Z &HFE =, A=
ATD(T) BH SAEZ HES AMETELULH
[ 1P = =0
Y [&A EZE][CR][LF] 0ll) atdt192.168.1.9:1002
E= 0ll) atdt1921680010091002 Hz50
ATD(T) IP =4 192.168.1.9, LE 10022 HZ&LICI. CONNECT [CR][LF]
23 P& ZE|| (REBMSE UXX2INA 518)
[CR][LF] 0il) atdtps.sena.com:1002 A0 AIiotH,
SOlQl =4 ps.sena.com 2 ZE 10022 HZEEHLIC NO CARRIER [CR][LF]
ATDR ATD(Mt JlE2XHez S gLt Jdellt ATDR SE2 | 12 ofj2fJ w5,
[2= 1P E£&= S0 | Cryptography & A 0t Default Data mode S& = 22064 | ERROR [CRI[LF]
Y [E A EE][CR]LF] Raw TCP modeZE & =g AZ&LICH
ATDS ATD(T)I JI=2XO2 =2 &KX ATDS H&2 SSLv3Z
[ 1P E= &0 | &% AMEZEUCL , Cryptography &30 SSLv3Z
SI[E = ZE][CR][LF] SZEASAUL AZELICH.
AT&T
oM Data modeJlt
Raw TCPQ! &<
Default data model| #HAZ &I AXE Default data %[%R][Lg]t det
modeS 2H0Igt 4 AUBLICH = ata mode
N Telnet binary?l &<
AT&Tn [CRIILF] AT&T: ST Default data modeE &0l 1[CR][LF]
AT&TO : Default data modeE Raw TCP modeZ #13&
= . AT&Tn
AT&T1 : Default data modeE Telnet binary modeZ2 H& Nz
OK[CR][LF]
A TH
ERROR[CR][LF]
AT £ = ATZ[CR][LF] TCP A3 Al2lg ZEE FIISELICH S8 S0HH,
- OK [CR][LF]
ATA/ [CRI[LF] ObX|et ¢als Br= gL O,
TCP RS2 TCP MB 2S2 &ms =, Tep aEs | o
ATA (S0I(Listen))2 FE LI ’ ERROR [CRI[LF]
[BR2 ZE HF] = o2 — _ o OK [CR][LF]
[CRI[LF] - Y O HOHBS, 222 OHZE HSIH HWADX LOH,
CH&l TCP A& DHOHR =, 22 EZEJI AIEELICH
ATAR ATAZE Y JI=2dez2 ¢ LU0 ddU ATAR HE2
[E2 ZE H3F] Cryptography & & 1t Default Data mode &&= F26HA
[CRI[LF] Raw TCP modeZ &=Z JICHEILICH.
ATAS ATAYE ) JI2de2 S SFXICH ATAS HE 2 SSLv3z
[BE2 EE H35] d=%2 JIt"ucth. ¢, Cryptography &&0| SSLv3Z
[CR][LF] HREASAOLH AZBLICEH.
E,EO0: Ol2 £32 oHHMELICH
ATEN [CRI[LF] El: 128 &Fe L
ATON [CR][LF] 0, 00: CIOIEl 22 MEH&EHLICH
4 2 2ot 485, 6 FHEO gretE LIt 2l UM oiEoteE 80l UxsL. o2 REE ZF0HA Z2H,
SE00l EWELICH
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ATQn [CR][LF]

Q. Q0: EE= HAEULL (ZE)
HAIGHK &sUth

ATVn [CR][LF]

V, VO: & = <numeric code> [CR][LF]
V1 (CIE£E). € = <verbose code> [CR][LF]

AT&Fn [CR][LF]

F FO,F1: CIZE 28 &F3t2 =28U.

H, HO: & TCP 225 oHAME LICH

ATHn [CRI[LF] 2= CIOIEDF ALRISLICH
H1l: & TCP H&Z2 S XIELICH
1,10 : “Sena Technologies, Inc."E A& LICt
ATIn [CRI[LF] 13: @Y HISZ TAISLICH <=
CtE &2 “OK'E EAIELICH
HIES EHOIDIE n2o2 HFELICH ERROR [CRI[LF] or
AT [CR][LF] \TA\TO: HIZE EIOIHE A5HN 2aUC (CEE) OK [CRI[LF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
0, 0,
ATO6Cn, AT%EN, AT&BN, [ o o OK [CRILLF]

AT&Gn, AT&In, AT&Qn,
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn

ATS?, ATSn=x

LHE 2l S-register 22 HHUL MIJF IJbs@LITH  S-
register 2| CIZ2E gt2 E 44 2 ZSLICH &, A0
ool HEE 22 A OFF Al X EX &&Lch

AT&Cn, AT&Wn, AT&Zn=x

CIZE S22 ERROR LICH,
AEX ZF0l 2Aoh 0l Bl e SES oK
JHSELICL (O 4-8)

Hu
g
0
e

ERROR [CRI[LF]
or
OK [CRI[LF]

ATFn [CR][LF]

o
BA

0lo

nO| 10|™

OK [CRI[LF]
CHE Zd=ectd,
ERROR [CRI[LF]

n0| 00|2tH
- OK [CR][LF]
ATWn %S CHe Aot
ERROR [CR][LF]
Mot AlZ2ts HAELICH
AT+DATE 0ll) AT+DATE=2007.01.01-14:30:30
20073 1% 12 14Al 302 30E2 AlZtS HZAELICH
IP2t NetmaskE H& L= =QIgLICH
AT+NET 0fl) AT+NET= 192.168.17.9/255.255.0.0
IP= 192.168.17.9, Netmask= 255.255.0.022 S &fLICH
AT+ CATEWAY Default gatewayS 2 £ 20I8HLICH, d30otd
(AT+GW) 0l) AT+GATEWAY=192.168.1.1 (BIK_[C;R[]j[LF]
Default gatewayS 192.168.1.12 HZ & LICH. = IH ot
ERROR[CR][LF]
Domain Name Serverg H& £ &= &0IgLICH
AT+DNS 0l )AT+DNS=168.126.63.1/168.126.63.2

Domain Name ServerE 168.126.63.1, 168.126.63.2%
H A& LICh.

AT+NETINFO*
(AT+NI)

IP =4 2t 84X Z2 HAISHCH (IP address, subnet mask,
mode, gateway, dns)
e.g. AT+NETINFO
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*PS810 UIAM= XI&otXl

ZSLICH

18 47 28 vEdol8 2=9 FEIHO0IEH &89

53

X & & Of

— O 71—

Verbose Code Non-Verbose Code (Numeric Code) | &9
(“ATV1" G380l AdE %) (“‘ATVO” 0| AEiE &)
OK 0 FHO| A
CONNECT 1 SE0 gl HEE
RING 2 gl pMSIF 22X E
NO CARRIER 3 SE0| HelH MSE 84S
ERROR 4 MEothl 22 34
H 4-4 AT S-Regqister 9/ L/ZE gt
Index Default Value Index Default Value Index Default Value
0~1 0 2 43 3 13
4 10 5 8 6 2
7 30 8 2 9 6
10 14 11 100 12 50
13~24 0 24 5 25 1
26 ~ 37 0 38 20 39~99 0
HelloDevice | ATZ Serial A
SS100 ATZ > Device
OK > Command mode
TCP connection
LKequest TDT
ATDT >
TCP connection
Established.
| CONNECT \ 4
» Ll A
ATA.... DATA.... TCP mode
DATA.... > DATA.... o
\4
+++
Request TCP
,_disconnection palle
-~ ATH >
T,CP . Command mode
disconnection
»| OK >
NO CARRIER

ol




MBS SAE FA HEH (Phone number to host address mapping table)

0
Ol ZEO0AM ALZXIH S8 H3BHSE S8 SAE HEd AL port HS2 B
2

4-8 Ut 20| AFEXIF M3 HSH HE S&3 SAE HEHA/EZE HS HE HIO
Sdlold R2EUA atdt25737772 P H0U 2ol Pro Series= &
.168.0.100 2| 6001 & ZEZ HAES AIESHH ELICH

2 HZH0l& 2R=0M Pro Series= AIE XD &8 AT 2EU UGt JI=2H2=2 H 4-
3 0t 22 Sg2S LG, dHLr EX0 et SAE AZAQ 8§ 2EI TUE B2t
AUSLICE S =0 ATDT S0 Sl SAE AZ HAS O Pro Series JI2H2=2 1
(ATVO 30| HFT0 US B) E= CONNECT(ATVI HHO0| FIN UAS A) 2t=
Sg£ gL 22U 0 220 12(ATV0 ZE0l HdEEHNH US B) L= CONNECT
9600 (ATV1 YO0l H3L0 US ER) ct= SEO s J=20 1 48 ot 20l
HFoIH |Adt= HES SE2 Pro Series22H 22 = UASLIGCH

AT&Cn, AT&Wn 2 AT&Zn 8 Y (Respond to AT&Cn, AT&Wn and AT&Zn with)
AT&Cn, AT&Wn £ AT&Zn ZZ 0 gt €& OK £= ERROR = otLIZ AIEXIH XIE

g =+ AsUICh

Command echo delay(ms)
MEXIE 4Est AT HEE 0l HisHA XIEE Al 82 XAHE
LICt Ol Oimes 28 OIEd0old 255 RS485 2E0AM ALE6HD

g2 4+ UsLL

Default command echo

AZRH= RHAO0I Y&EH AT EHO0I 2 (echo) ZIAHLE ZIX & XNEE &= UASLICH
J

(Ol Olil'== ATEn Z& 1 St
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Default data mode

TCP H&Z0l 0IR0 X1 LM DataE =1 22 W, o™ Az F0 ZH2XE
K& &= SLICH Default data modedt ‘Raw TCP'2 H& L USAl0l= HIOIEM Ot
II82 otAl 22 AHZ OO0IEeE =1 gLt

Default data modeJt ‘Telnet binary'2 X &EEZI 0 USAI0I=, Modem emulation modeil A &4t
CcCoM IZE HOH sS&= XNIALC. I 0 s&2 RFC221758 COM =EE
cICtOIZ B (Redirector) 2t &M  AFE2EH MEX= 209 Alelgd ZE OEc23old
T2 S ALEG6H Pro Series® Al2lg ZE O BH+E HOHEY = USLICH

Host mode configuration : /serial/+1/hostmode/

Enable/Disable this port
Port title
Host mode configuration
Host mode
Phone number to host address mapping table
COMMECT string in non-verbose model{ATVD)
COMNMECT string in verbose mode{ATY1)
Respond to AT&CnH with
Respond to ATaMWn with
Respond to ATa&Zn with
Command echao delay {ms)
Default command echa
Default data mode
Cryptography configuration
Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

Ernahble

Fort #1

Modem emulation

1

COMMECT
ERROR
ERROR «
ERROR «

a

Enable «
Raw TCF w

[Save ] [ Save & Apply ] [ Cancel ]

J8 4-8 SAE ZE aF4

424 3AF S AE BHLEZ

04

2% SAE

5 (2

g ogdosd 2

HE0l AZS M Pro Seriesl A2l ZEZE2H HOIEHE #AE SAEQ U E

TCP 2E0IA, Pro SeriesJt 1xt 23 SAEN HX0HA RE HE UHISHH Alelg ZEZ2H
HIOIHE =dlg 2X A SAEE 438 & USLULILCH DAL 11X A3 SAEZ HZE0|
OIR20&ICtH, Pro Series= 1x 223 SAEZ9 A0 AME WIXles 2x A SAE=Z
CIOIEIE EWXl &Z&LICh D2l 1 |28 SAEZ d¥g fqe =k 2l 402
HIStel o UASLICH



UDP ZE0iM=, UDPIJI H&ZZ2 JlBtez ot EZ=E£=0| OtLIJl =0, 2t & SAEE
KN2ASHA ZSLICH 0Oter BHIGt)| st 8 SAEIN ERoiUH, g€&2 11X SAEZ
SEotH AIEE = USLICL
Pro SeriesOlAM At JtsS8 23 SAES XU =Xte= 402 MESHELICH J& 492 & AZXt
OIHHOIANM A2 SAE S#FLHEZ EWHSLICHL (TCP 25)
SAE IP HEd A= mest E0Q U (Domain Name)S AEE =% UsLICH
Remote host: /serial/+1hostrmoderemotehost/
Enable/Disable this port
Port title Part #1 |
Host mode configuration
Host mode | TCP v|
Port number §1024-65535, 0 for only outgoing connections) |?DD] |
User authentication
Telnet support
Max, allowed connection (1-8 |E| |
Cyclic connection {sec. 0 : disable) |D |
Inactivity timeout (sec, 0 unlimited) |1DE| |
Socket D tfor outgoing connection) | |
TCP Magle algarithrn Enable/Disable
Rernote host
Mo, Host address Host port nurmber Backup host address Backup port
T 1921681001 7001 (1921681001 | 7002 [ REMOVE |
2 [1sz1eB1002 | 700 [192.168.100.2 7002 [ REMOVE |
3 |rethe.dDmain.u:Dm ||EEIEII ||rethe.dc:main.u:Dm ||EEII32 ” REROVE ]
NEW 192.168.100.3 | 7001 [192.168.100.3 7002 | (ADD]
Cryptography configuration
Modern configuration
Serial port parameters
Port logging configuration
Port event handling configuration
Copy port configuration
[Save ][ Save & Apply ” Cancel ]
18 49 & S AE 3L LF
425 2¢353 &3
Pro Series= 28 0IEd0/& 2S(UDP 2 OtE)E EZES TCP 2EUHAL AdSeE MAS

Kl & gL Ch.
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Cryptography configuration : /serial/=1/hostmodesssl/

Enable/Disable this port Enable
Port title Port #1
Hast mode configuration
Host mode TCR v
Port nurnber (1024-85535, 0 for anly outgoing 2001
connections)
User authentication Disable s
Telnet support Disable
Max, allowed connection (1-8) g
Cyclic connection {sec, 0 disable) 0
Inactivity timeout (sec, 0 unlimited) 0

Socket D {for outgoing connection)
TCP Magle algorithr Enable/Disable Disahle
Rermote host
Cryptography configuration
Encryption method

FModern configuration

Serial port parameters
Port logaing configuration
Part event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

& 4-10 &=3 £F

4.2.5.1. Secure Sockets Layer(SSL) &&3} J|8

Cryptography configuration® SSL enable = enable ot Pro Series2 o Al
ASsE NEWAM SSLv3 253 J|¥He Xdotse CI2 EXEW SaE & ASLICH

SSLE2 Netscapell SJoHA ZctOIHERX MBI AFSSHIl KM JHEE/[ASLICH SSL
diol0(layern= RE 25 ZZEZ2L2C0H A0 UL HTTPE 22 Of

= 2 2 sds
SHZ otd USLICH sSSL2 UIE/IAN Z2HAM S4&ldtes HE2AHO0EN OIoIEH 2ots
NI Z gL Ch. SsLe2 0 Z2/3H0l EZ20 TCP/IP ALOIOI U= &S dIolo =2et

4
0
g
c
o
(9)]
n
—

B
|H
HU

SSL MI&E Al&GtAEH AMNH2 2ct0IHE AOI0 SSL sHE4 012 (Handshake)etl =el=

HAIK W20l ZERELICH SSL Z2EZE2 3F Jl(public-key)2t & Jl(symmetric  key)
2539 X2 MEELICL. A Il(symmetric key) 2S53t= 3F Il(public-key) 23S 32t

=3 = =
|nloh A X WSLIC o2t & Il s3I s g8 Hilde S0 ZsUCh
 —

HEHOIAE MBI 5 JIE AIEoHA eSS ScH0IHENA ISotd MBiet SctolHEDt



]

N s HMEWA AFEE #E S8t ¥s ofs el 2ol

=
(==} =} =
XS olEoil sSUCH 2eE s=4ol32 &A A2 Osi 200 2<fE =+

EFSEel i J
UASLICH :

1. SctoIHEDIL Muiol SetoI¢ESl SSL HE BS, ALOITH(cipher) &, A2 HEE
CIOIE!, J2l2 MBIt SSL 2 Al&cts Z240IHEQ S4lcts ol 2RE UE FEE
SYLIC

2. MBIJt SCHOIUEN MBiel SSL & 215, AtOIH(cipher) €%, &2 d4&E OO0

oM 8 XHAQl QIEAME
H AEsS FSUE 22401HES ASHE QAESLICL

3. 220IHE= MHE eISot)l AdhAM MBIt 2 22 H2E 0SS LICH HE MOt
OIEE = QUUH AMSBXHH SHES Zodi=10 2S3ED ASE HAZ0 U= 2
= Qb= e UL MHI 83H2=2 QIEEH Ze0IHEE US HHE A

4. Zc0IHE= S MMA &K

In
o

HOIF0NAM MEE 2= OOIHE MEWNM oY MES <ol

M premaster secret2 CHE1D 0|22 MHE S II(SH 204 2EWHE AHL S A0
N Z2HENE AMEBdlA 2Satoti 0l 2S3tE premaster secret2 MHZ SELICH Of M
ol AHEE ALOIHH(chipher)Oil [tetAd Zet0IHES MHIL &S &~ JUSLICH SSL = b
2 0 “BR=E" 0tAH Ao MM 200 M2t ZetELc

5. MBIt 220IHE 258 276t ZREEHOIY S& HAHNM= e Sct0IdE
Jb O HEAOIZME A S2U0IHERF A 2 telgrLICt. Ol

ol &

t
A0 Scl0IHAE= AMRIE OIOIEH2 Se0IHES AISME 2S3tE premaster secret

W
kK
=

ot

2 =
2 = g2l 1 NeE2 S=ELIC 2ct0lgE

e
Ol
o
O O
4
ol
rr
(O
10
%
on
x
&
rr
1
o
=)
e
im
i
e
2
0

J

i
[(private key)E Al20oil A premaster secrets

J
IOIHE L5t 22 premaster secretOllA AlZoH A A SliGHsE)

0x

ol
=

> Jn o oy
9'j
J

ol (2 E2 sl
M BtAE! A3 (master secret)S A& &HLICEH

7. Z2C0|HER M= 0l OtAE AMIHES AIEdHA SSL AE Sotol n&tE §28 235
HAS oiscte ol AHZE= tHE J1el A& Jl(session key)E MASLICH Est Set
OIHES M= Ol OtAH Al E AMEdHA SSL HEBE Soll S48 AIS0 B&

= HO0IHS2 RZH(integrity)2 ZZ&HLIC

8. Z2c0IHE= Z0IHEZRHS HAMXKE €22 0 A& JIE MENAN 33t 2 A
Olgtl ZdAF= HAKNE AHZ SYLICH £8F Set0IHEE= #HEH 0TS SeloIHE
FE22 SHUUs RE LdF= SEE = HAKNE LT

9. MBl= AHZRHS HAIX= 222 0l M&E II1E MEHAM =3 2 A0lct) L=
= HAIXE AMHHE 2YLICH E£8 AHesE EHOITS A FE2 SESEHJUL=E AS



gdedFes SgEE 2= UHAIXE
2

10. SSL HEHOIZ0 2= E AL Ol M SSL

SYLICH
N&EOI Al EHE A

HN&E JIE AMEolM MEZ2H0ll =418 OI0IHE S3sioty) 25 =
SZHg 23U
Client Server
Client Hello
>
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text P ServerHelloDone
al
Certificate

ClientKeyExchange

Certificate Verify

ChangeCiperSpec ChangeCiperSpec

v Handshake
Finished

Cipher |

Application Dat < > Application Data
Text pplication Data < pp

g 4-11 2BIE QI SSL HEH0/T ZZ2 A4

Pro Series= TCP 2% AEH0I W2t SSL A H
tol TCP HZ0| 2 SAENM HXY AIXE
MNHZM =S8 LICH BtiiZ, SSL 19
AMEECHH  Pro Series= SSL S

e Z2I0|HE QIE (Client Authentication by certificate) (AH Z2E &E)
o e

Cw—
o iy —

CteH,

Pro Series?
ZSC20|HEZ M EHSEHLICH

SC0IHEZN HSE =
Pro Series= SSL SH=410
TCP HZO0
#0132 =+l SSL

Alelg

E2 M= 0
ot Ol GIole el

. SSL

OHOIl SSL

RPN

AMNEXIL Z2H0/HE o/Z SHEN “Enable’0l2t) o3, Pro Series= SSL SHE2013 ZT2AIA
(SHH 2)5 ZSC2I0IMEZSl QASME QIPELICL BHUHEZ AEXIF Z2H0/9E ZZS SH
“Disable”0l2t) ot™, Pro Series= SSL SHE4013 T2 AIA (SHAH 2)F 2201 IEME

=
L7otK &E&LIth
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42511 QBN ¥=E (Upload certificate)

Upload Certificate : /serial/=1 fhostmodesssl/sslvIoanf

Cemflcate file wew

B

Sarial Number (Ox]) |
Signature Algorithm: mddWithBs4Encrvetion
lssuer: C=KR, ST=Secul, 0=Sena Techrnologies, Inc.
Validity
Mot Before! Maw 13 09:46:54 2003 GMT
Mot After @ Maw 13 09:46:54 2013 GMT
Subject: C=KR, 5T=Seoul, U=Sena Technologies, |nc.. CN=Hel|oDevice

Subject Public Key Info!
Public Key Algorithm: rsaEncryvetion

REA Puklic Kew: (1024 kit e
Upload Cerificate file ;
[ Upload file || Cancel |
Key file
Upload key file [ Browse... |

[ Upload file ][ Cancel ]

Ca cemflcate f||e wew

(M1 | Dk zCC&nugdw | Bhg | BADANBgkahk | GBWOBACCFADA/ MOswCOYDYOOGEW] LU ED
MAwGATLECEMFLIZ Vel | DAeBoNYBACTF 1N | brEaYGY | 2G5 vhGanal=zL CB. b
MEADTAzMOUxMz 820z | N | oRDTEZMOUxMDAIMZ | 5N | owPzELMak GATLEBRMCST 13
D AMBaMYBAaTBYN | b3YsMSAwHa YDYOOKExdTZWah IFR 1 Y2hubZxvZ2 | | cywasWa |

[ LvaSbR1 sA3houEawiaXuMLVELK IHSOBraT+dYHAEBE ImfodIkmla ¥ | Gdmh(+e
[t IVRSaY 070/ +wNw03 1 sVLFS+FSRrHon3snGxCewy 2CvwdUdeBu 3 twh3bk (DM
151 jtwY i+oPZtugsagdWodFk 7 Jhf 7 oD dbSW+YYEPLANL EoR/ 9L [ FytHRohwCOt
[patddFaivsalepkEwed050CPMAWIFRAT vk LOG | aw | 0109 JsaFkff [ Xnakcxdy0
ECmOf]ZTBFFQ]bDMTEGQrJkwMJJN01hDRCtPHEVEIthDbWIKSDdAmeﬁsaHDEB!K ¥

Upload C4& cedificate file |

[ Upload file || Cancel |

18 4-12 Q2ISAH ZZ2E

Certificate(2! & M), Certificate Authority certificate(CA 2! S Al), Private key(OHRIINIILE SZ2E
F=UAS LT

Pro seriestl M= PEMEA!Q| QIS ACH AIS

o

]

= UASUILCH
4252 RC4 2353 J1Y

RC4 25 Z2E0AM Pro Series= AMEX & I 2 AMEBNHM RE TCP AEE(stream)2

2dSseltl]) osELt. 2s3 JY RC4Z &&35IH PC4 2353 HNESCZ OE Pro
Series& X2t S4&l & %= USLICH
SSL 2 RC4 £ 0|28t OMl Z2030| 2R AR 2A Il X220l 29 6FAID| dHHELICH.
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Cryptography configuration : /serial/=1/hostmode/ssl/

Enable/Disable this part

Fort title Port #1 |
Host mode configuration
Host mode |TCF' v|

Port number {1024-65535, 0 for only outgoing |?DDI |
connections)

User authentication

Telnet support Disable

Mazx, allowed connection (1-8) |8 |

Cyclic connection {sec, 0! disable) |D |

Inactivity timeout (sec, 0@ unlimited) |D |
|

Socket |D {for outgoing connection) |

TCP Magle algorithrm Enable/Disable

Femote host

Cryptography configuration
Encryption rethod RC4  w

Key string

Modern confiquration
Serial port parameters
Fort logging configuration
Fort event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

J& 4-13RC4 @53 &5

4.2.6. AMelg ZE DiHH=
Aelg ZEN Alelg EXE HZotHdM HY Pro Series? Al2lg ZEQS| MHHSE A
Alelg  ZXIol A ZFGHoF ELICH AR 438 = Ue

H& =T (baud rate), OIOIE HIE, IHElEl, A& BIE, S8MO, DTR/IDSR &S E 0|S&t
2l 2XF2H(inter-character) EI 0t S

$ =

rT

4

rr

C

>

)

_|
o 2
2 o

©
-
o

e UART type
Pro Series? S A2l EXe= Alclg S& HA0| LXIoH0F &LICH Pro SeriestlA XI&
ot= Al2ld S& EAl0lE RS232 25, RS422(RS485 Ful) 2= 2 RS485 Half 2= Aot

=
KO JASLICH PS110/4102 E< Al2lg S4l A2 AI2IEZE 20l A= EA2AXI(DIP
switch)E SollA 1% 4-14 It 20 B3 == ASLICHL PS8102 d< Al2lg S& 42
8 417 & 20 24 HwE Sot H3Eg = UsLIth
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8 0] oo

R5-232 Mode R5-422/485 Full Mode F5-485 Half Mode

8 414 Al2|Y & 84D DIP ALX & F(PS110/410)

Aelg Sal9

F9| :

e

T A0l et KtAlst Atet2 2512 g8 A8 S FXoHYAIL.

1. PS110/410 OIA Al2lY S4l Al BHAGHLN ot ZR0= IS XHEet A
AN EARAXIE Aot Aoz HFE =0 CAl M2 S50tAID| btgEUt &
20 CIDtEl MEHUIN EARXE &Gt A DEQ |20l € 5 ASLIC
(EARKIXIDF & 2 2350 JAs ES Ul 40 UART type Ol InvalidZ HAl €L
Ct)

2. PS810° AL Al2lg S4l Al ATZEY( &S Sot HPELICL DMz
PS8102 A% R0 AlelZ S& A HHES A8t GAXII s

Serial port configuration : /serial/

Mo, Title Mode  Paor# Setial-Hettings
1 Part #1 TCP 7o RS_485 9600 M &1 Mone
2 Part #2 TCP ooz RS_485 9600 M &1 Mone
3 Port #3 TCP 7003 R5_232 9600 M 8 1 Mane
4 Port #4 ME 7004 Invalid 9600 M 8 1 Mane
& 415 A2IZ S4 HA0 B2 HF o UAs FR Al EE SF 50

&&= T (Baud rate)

Pro SeriesOil Al AIZ2E == U= d&E58E= O3 25LUI0H

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, 12|11 230400
FI| AFE Jl2at2 9600 LICtH

OOl HIE(Data bits)
HIOIH BIE= 7bits £= 8bits2 LICH. =J| &&= JI2dt2 8 bits LICH.

IH 2| El (Parity)

IH2lEl= none, even == odd2LICH =D &&3& J|2 22 none LICH.

A& HIE(Stop bits)
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AS HIE= 1bit £= 2bitLICH =J] &FE Jl& g2 1bit&LIC

Serial port parameters : /seral/=1/parameter/

Enable/Disable this port

Port fitle |F'Drt #1

Host mode configuration

Serial port parameters

UART type RS _485
Baudrate 9600
Diata bit B hits
Stop bit 1 hit
Parity bit Mone

Flawcontrol Naone

Inter character time-out (0-10000 msec)

=[]
b

]

-

0

=

[}

T <

DTR option W
D5R behavior |Nc:ne w
Part logging configuration
Port event handling configuration
Copy port configuration
[Save ] [ Save & Apply ] [ Cancel ]
1&g 4-16 Serial H=+ &Z&(PS110/PS410°/ &%
Serial port parameters : sserial/+1/parameter/
Enable/Disable this port
Port title [Port #1
Host mode configuration
Serial port parameters
LART tvpe
Baudrate HS
Data bit
Stop bit bt v
Parity bit
Flowecantral
Inter character time-out {0-10000 msec) |Ij
DTR option | Always HIGH v
D5R behavior |N|3ne w

Fort logging configuration
Fort event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

1&g 4-17 Serial #H+ 4&(PS8102/ FR)

&8 MO (Flow control)
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64

ZJ| d8E JI2 22 None(SENUHE MEGHA 2£3)YLICEH. Pro Series= XON/XOFFE
AMESte 2ZERIN S4& MUt RTSICTSE AMEsSt= oIEANH S8 HMOUHE XA ELICH
LATENH S& MO YAZ2 S4=2XH(XON/XOFF(0x11/0x13))E S Mo AZE EHXIS2H0
HEHA OIOIEH S¢ SS= HMOHELILH otEAH S8 Mo ZA0AMsE & W2 g2
XE AMOINIA A2 =1 2HS2OZM HI0IE S4& 552 MO ELICH
&1
RS232 & RS422 200 S8 HO 2al=2 XS LICH RS485 E5= e ]2 S8
HAHE XI2GHA &SLICH
DTR/DSR St
DTR/DSR &2 E5= Al2l2 ZE NS E MEA TCP HZ &EHE HMOGHAL 28 &
S HMAHE 0l=cl0l&(Emulation) ot= OO ASULICH DTRE MI| & E(write-only) 3 &S
ol BtH0 DSR= D& E(read-only) &3 AISLICH.
DTR S&2 US M 2 €4 & ot galez 4838 = UsUb
Always high
gal =2 MHBE |RXAELILHL
Always low
gal F2 MEE |RXAELILH
High when TCP/UDP is opened
TCP HZMENAE =2 NMEHE SXAELLCL UDP 2E0 M= UDP 2E0IA
A SAE(Remote Host)Jl SE&ZI0 AHU, =20 HOIHE EYH AASAE
b = B0 DTR &ESIt =28 &EE |AELICH
DSR 28 s&=2 U3 & He s& = otttz €832 = UsUIt
None
DSRAISII HAlHetE Ot S&& oAl 2sLicth
Allow TCP/UDP communication only by high
DSR AISIt WS AHOUNAN =2 &dEiZ2 Bigg O, TCPIt HZELICH £&t
DSR &ISJt =2 AHLMW 2 A SAEZEREHS TCP HZZ2 51&6t2
UDPZ OIOIHE Z&LILCH DSR A1SI =2 AEUM RS A2 BHatg O,
2= TCP HZ0l Z2HILICHL &, 28 oEdiold 2ENNM=E 3 SAE
et 222 DSR &3 &2 4& ol &2 810l DSR &2 &) =2 &
EHOIA 2 AEHZ Bstg I 2 20HXA SLt
Pro SeriesOl HZE JbHl= X&l2l DTR ASE NHE2SZM, Pro Series2
TCP HZ = Mg = UASLICH
F9



1. DTR/DSR & £32 2E0| 243 ZHHUS ZR0AM msotk ZsULCL
2. DTR/IDSR =% £&&2 RS422 2 RS485 2ElM= |RE0otA 2L

e 2XI2K(Inter-character) EFYOIR

Ol OiHBis== HxS= Alelg CIOIEE TCP/UDP M2l22 LS| fIol AFSELICH Pro
Series= Al2IZ CIOIEE 22 M, SXAt2t EIZ 02232 Al2tso HEE H0IHE JIUE
LICE. 3 A2t o0l CIOIEDt SOHRX 22 OOIEI SZE A2 b5, G2
TCP/UDPIZI 22 SUHAM MESELICEH 2teF 2Xt2h EFA 001429 AlZEXE 2101 Alelg dlol
EiDt 1024 bytesOl& HZE M 1024bytesE otLIS] T2 SZ TCP/UDPE X &6HH & LUICH
S2A2F Bt 0LR0l ‘022 SFHEH Pro Seriese ChS OI0IHE JIC2lXNED Jissh el
CIOIEE &SELICH

A 2X2 B0t 2 AL XS S0l Eu et & UICH SHRIgH =Aast XEE A
SECHAS 22X otLtel SAIZEE 0= HOF ELICH S &9 Alelg ZEDJF 1200 bps,
8 OIOIH BIE, 1 A8 BIE ¥« IH2IEl S3(no parity)22 SFHEUS JL, oL 2XE
M&oted 28t A bite 2= 10bit0l D BtLIS 2XE HE6te Ol ZRst Al
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 msALICt. [etM AIEX= 2Xt2F EIA0I2E2

Ja
om oe
o
C
a

8.3ms2CH AH A HdH0F &LICH 8.3msOlolE EXg2, 092 £FsH 241 20
FA2E B0t ¢Hele dE2 LE(ms) LICH

AEXIL 2K SeriesE ot THAI2=2 ElHedd SHCHH Pro SeriesOl A& & Alelg EX
= 27X} A0I9 ZXH2F EHUOHR0| X AZEDH M2 2XE MEai0F 5t2 dIoIEHS &M
Z0l= Pro Seriesli® HIH ZJI2CH &AL 20t0F &LICH Pro Series2 Alel
ol 3J|= 256 bytes& LILCt.

e
Of
B
&£
L:_I

427.28 &4
Pro Series= Alelg ZEZ9 XE 24 HA
Zold & Molse 28 &3 HOIXINA DCD

=
Series= SAE R2EJ TCP 222 £33 T

o IHE EH3WHIEHES
Pro Series2 Alclg ZE§ SZgs A g FR AZELULLO. Pro Series=
DTR/DSR/DCD &S & Z2H0 HEZNH U=
e & init-string
MEXt= Modem init-string OHOHH 0N 2& =013 Y& K(initialization string)2 At4&lQl 2
2ol =M &8 5= /JUSLICEH Enable/Disable modem OHIHBI~E & & (Enabled)2 &
SCZM AcIE ZEJ 28 22 ZHE/US HOl= Pro Series= DTR &30t ¥2 &
2

FALE Al2l2 2E ZdF0 2EE HoHE==It &2& 2 [MOtcH

0

=2
x
Hi
ro
0x
a2
Hu
(£
for
ol
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Pl
tol

Jlet BEOE i Al2lE ZEZ ZHLICH

Modem configuration : /seral/«1/hostrnode /modem,

Enable/Disable this port

Part title Part #1 |
Host mode configuration
Host rmode |TCF' v|

Port number (1024-65535, 0 for anly outgaing |?EIEII |
connectionsy

User authentication
Telnet support

Max, allowed connection (1-8) |B |
Cyclic connection (sec, 0@ disable) |D |
Inactivity timeout (sec, 0 unlimited) |D |

Socket ID {for outgoing connection)

TCP Magle algorithm Enable/Disable

Femote host

Cryptography configuration

Modem configuration

Enable/Disable modem

badem init-string |qleDsD=2

DCD behavior |Nc:ne v

Autornatic release modem connection Disable

Setial port parameters

Fart logaing configuration
FPort event handling configuration

Copy port configuration

[Save ” Save & Apply ” Cancel ]

J& 4-18 25 &F%
DCD s&
DCD =

0l =2 MEHLMOICH “TCP HZ 3 E(Allow TCP connection only by HIGHY 22 &

HZ™, Pro Series= Alelg EZEQ| DCD &HiJt =2 A LS 22 SAEZRHC

Z2 o EELICL MEXIE Alelg ZEE 0|2 22 E(dial-in modem mode)Z 8 ALS
o

Ol 0|0 HA&ZE 2AE0| STHH Pro Series= TCPS

o
OE SAtH CO0lY Ot=(dial-out) JIS= AtEot= &2, AlLEX= DCD =& Z Nonelz 4
&ollOF ELICH CHolg Ol g9ds 290 HM 2UDl fdiMe A2 2490 82 &
%= QU0 5t =L LICH

2
2
-
X
o
w
D
=
®
7]
rr



& JR MHES BEF O AUSLICH Pro Series= DTR AIS(2E2Q| &A= DSR)
E 2 MHZ HIANA2ZHN 20| M3HZES BES §LICL 0l JIs2 TCPII &g
X 42 AMEHOIA 2101 20l MaHZ AHII QAEE XNEde HE2 )| At AMEE
= ASLICH

4.2.8. ZE ZZ(Port Logging)

TE 22 JIs2S AME20IH Al2lg ZEE SdlA EWHE HO0IeH= MEMORY £= NFS MBI

XN ZHELICE

o XE 2 #43/H &4 3HEnable/disable)
0 IWHH=+= EE =22 43 = HZHTIE JFAELICHL = 32 [HE24F
(disabled)] 2 LI C}.

o ITZE 22 H&E AX
ZE 27 HOIeH= Pro SeriesllF 22l £= NFS MHUH H&EZE = USLICH WHE HEZ
2l AIEolA ZE 21 HOoIHE MEdls ER0 = Pro Seriesdt JHE WOl 0] Z£E 1)
HIOIEHE AZELICH M&E /AXIE NFS AHZ ZF6H, Pro Series® HXIHZIE ZEZ]
b BE=ELICH NFS AHE ZEZ] NERAXZ AISot)| floiME= 3.8 NFS AH AU M
NFS &2 &43t oifoF &LICh.

e IE 227 HIHY 3D

A

[EE N R —

Ol DHOH g8 XE 21 dlolHY
J] OIOIHE M&EE Mol

£ HOIHE MEE o=

—
= ZE

HIHS &K 2710t 10 Kbytes2 LICH. NFS AHHE
ZE HIHS =0 IJI=

zitigs oLt W HZ2eE AS

Mgt Xl &2&LICH

oA =2

AHE o M

Port logging configuration : /seral/«1/og/

Enable/Disable this port

Port title

Host mode configuration

Serial port parameters

Port logging configuration
Enable/Disable port logging
Port log storage location
Port log wiew

Port event handling configuration

Copy port configuration

Enahle
Port #1

Enable
Hakd disk (10 Khyte)

[Save || Save & Apply || Cancel |

g 419 ZE 22 &%
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429 1ZE O|HE =8 43
Pro Series= AMIEXIJH ZE OIHIE =2 &S SoiA Al ZEZ AZE AlclE EX0A
HIOIHE ZLIHEAU OOl gEag =+ Y= =S HMIEUL. 018 QU2 AMEXs
email/SNMP & (notification) £= ZE QIHE SHed dFH2 SoiA AM2lg ZEZ E 2U
& HEE EclHE 2 Alclg ZEE JI/FEE Y = UsUt £8 0l JIs=2 ALZXIH A
ZE EXNE SoAd HOIHE ZLIHEGHLE AHX HOE IIKED X HUS Mo AZE &
NE AHE 2cl/Ho g == AN st
2r2to| OIBIEN et =S8 BtES0l €82 == USLUICH OII0A BtES(reaction)2 email &5,
SNMP E¥ &5, 88 A5 = 2E BISE2 T80l & &= USLICh
e IE OIHE BisE
MNERIL ZE O/HE HEE JIsE 018G6teH, ZE O/HE 522 & 3t(enable)dH O
EILICH 01d2 229 HHH=01D] H20 0l J1s0| B2 d3t(disable)=l™ Y Pro Series
IZE O|HEN 28t 8 (S LT StAl LSLICH
o 28 2EA(Notification interval)
Pro Series= 28 2t20ICH €8 email £= SNMP E®S HLICH JIRED ZHAE WMot
Ct email £= SNMP EgE BUAZH, UEotA Z2 emailll SNMP EZ0| ZMs Jis
S0l UA2EZ, Pro Series= L 2tAC| Al2tS0H O|HIEE 20tAM, &0l LedsLICh O OH
=9 L0l SR HHOH AIAE XS R0l M ELICH AFSXIOE 20t 2 = A= It
& 2 a2 25010 AIAE TR A2 XA g £ USLICHL
=9 JIFE0 e B EF oILI0 ZE FEE2 0/ W+ J&s &I &SI XEEY
g2 JIFED 2ALHE SA WS EEZ ASELIC
e Email & (Email notification)
Pro Series® Email €& Jls2 43 L= U243 6l= JlsLICH Pro Series= Email
adS 24 M 0lXE SMTP M HEUA &&FE SMTP AHE ALE&LIC. SMTP MH
ot ZEGHH AEEXN AUAU HIZgHs Z JACHH Email IS0l & S6HA Z&LICH
SMTP A 43 L KAst &Y2 3.4SMTP = EFXAOINAIL.
e Email XI=(Subject of Email)
Ol == At HolE IIRA=It X HAS [ Pro SeriesOil 2loi A 2WHE Email2l Xl
s £FELICh
o 4IXICl Email =2 (Recipient's Email address)
Ol == AME FHolE JIRED EXNEHUS I €8 NS ¢S H4ANE £F LI



0l

SNMP E@9| X (Subject of SNMP trap)

8 Zold JI/FE BRIE

0l

O ==

OHoHE ==

o M== £€d¢eLIth

SNMP trap 2'&(SNMP trap notification)
Pr

0 Series® SNMP &2 JIsS

(o7

AN

[}
0x
ton
A
rr
(=
gk
0x
o
oo
C
w]

= [ Pro SeriesOll 2/ £WHE SNMP E&

Event keywords : /serial/+1/event/port_event_keyword/

Enable/Disable this port

Fart title

Host mode configuration

Serial port parameters

Port logging configuration

Port event handling configuration
Enable/Disable port event handling
Enable/Disable E-mail notification
Subject of E-mail
Recipient's E-mail address
Enable/Disable SNMMP notification
Subject of SMMP trap
SHMP trap receiver’s IP address

Enahble
Part #1

Enable

Enable «

Fort event natification m
admin@mycompany, col
Enable

FPort event natification tr:
192,168,141

SMMP trap cornmmunity public

SMMP trap version 7 I

Matification interval an

Event keywords
Mo,  Ewvent keyword E;'lc-i?iii;tinn Ey{m&:{snﬂ Port cormnmand
1 keywaord Disable Disable reaction [ REMOVE
MEM Disable Disable + [ ADD

Copy port configuration

[Save || Save & &pply || Cancel

18 4-20 ZE 0/HE =g £

SNMP E& £410]2] IP address(SNMP trap receiver’s IP address)

Ol OB == AIX HE JIKFASIF Xl ZIAS M SNMP EE 28 S 4l6te
g 248019 1P =AE HFELICL

SNMP E& HSFLIEI(SNMP trap community)

Ol OHIHH== AtE HOE IS Xl Z/AS I SNMP EE HAIXIO Z&E
% /\'lI‘Iéll-L| EI;
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e SNMP E8 H & (SNMP trap version)
Ol OHIHH == AHE HOE IIRFEI EXl ZUS I 2HE SNMP E&o HEs &%
Ct.

]

L

OIHE I E(Event keyword)

MNEX= OIHE IJIKFAEE XFGHH XNEE IIKFASIH Alelgd ZENA L2A0] ZlH e-mail, SNMP
trap 2 2BUIDILE Y Aleld ZE 0/2] XIS command & EUHESE A& 4= JUCH
e OIHE JIYE ZE(Event keyword)
MNEX= &80t ote IIRNEZ A HHE MEE = USLITH
e Email 2&(Email notification)
AZXIH HEIE JIRAER Email 28 HsS 2435 L= HIEHs & = USLICH
e SNMP E@ & (SNMP trap notification)
AZXIE HEIE JIRAEZ SNMP EE 28 As28 843 = dlg4ds € & AsUCH

e Port @Z0{(Port command)
Pro Series= A& FHo&E JIR/ED BX ZAS I Al ZEZ AZE X2 AF g2
=
=

= KNZEULL MEX= 0 Hi=0A AldlE ZEZ 2UHE FE

4210. L€ 43 =AM

= &&0ot: HEN =SAtotH #t2H L& 232 28+ UsUICH S8 =2
Eo 32 UE ZEN SAes YL, U2 ZES HdF¥2 8 ZE0 SAMHE 2JtX 2
M35t ASLIt

Copy port configuration : /seral/=1/copy_port_config

() Copy current port configuration to

Port 1 ClPart 2 CIPart 3 CJPart 4
) Copy current port configuration from
Port 1 O Part 2 CiPart 3 O Part 4

(Copy [ Copy & Apply | Reset

g 4-21 ZE & SA}
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Pro Series= &Ef CIAZd0|
BHE=H 22lE fol AF=2E LI
Pro Series® W E® 3

FHeloA emailz 22 OHIOIHE

ESPN

3} ™ (Status Display Screen)2 Soll AlAE
AAE AE OOIHE 2¢

23 S0l YAsLIth

0I5, Alcle

£ &t Pro Series= system logging J1s

NEoE MYSHH H¥E 4 AUsLCH

AMEZX= Pro Series2 &XI 0I5, M2 Al2t, & Z0tAl JIE2gte2 MAEE =& USLICH
st AIEX= & CHBOoIA, 3 22 % Al2lgd Z£2 MESIH Pro Series BRIWHE
gadolee =% USLICH
5.1. AIAE! ALE)

System status : /svstem/sysstatus

Systern information

Device name © ProSeries

Serial Mo, PS410-20060624J0.

F/' Bew, vl 1.0

Current time @ 03/02/2005 09:43:27

Systern logging ¢ Enable

Send systern log by email Disable

IP information

IP mode : Static

IP address : 192 168, 4,41

Subnetrmask 205, 266,0,0

Gateway ! 192 168,11

Receive/Transmit errors ¢ 0134

Primary DMNS : 168, 126,63, 1

Secondary DMS ¢ 168, 126,63.2

18 5-1 AIAE 4E CJAE50]

52. AlA"l 2] &3

Pro Series= system logging Jls3t AIAE 27 AEH ZAl JIsS H3&LICL
logging Z2ZMIAE enable E£= disable &EHDL & R

 —
L AAE 270 HI 20|IE 88g = JUSLICH

M&ots Xl

System log storage location
ANAE 2=

Pro Series LHE 0I2el,

MEXt= system
AAEE 28

NFS MHHS &X K& L= SYSLOG AB0 M&EE
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= UASLICH AIAE 27 OI0IHE MESt=0 W2 M2 E MEdt= 2%, 21 OOIEH=
Pro SeriesJt JH& M AtHMELICH. AMAE 27 OOIHE E&06tH

fixed disk card, SYSLOG MH L= NFS AHZ &A&FHOF &LICE. 0IE =%
AEZXR=E SH 2212 IHME AtEdt)| fI8t MetlleHS

SFGX %S PR, ASK

F21 I ol
M= HHE NE 42 AEE &= 8lsLIth

Pro Series= 2&CX 22 27 OAIX JH2DF 0121 XI&Est =

X
Asez BUESE 4F8g = JUSLICH MEXE emals HEGHI| I8t M2OIHE BHEA
= o=

emailS d&ol=0 228t 27 M=, £=F Q2 email &4 S0|
EatE £ USLICH 8 5-2= AA8 2] &8 stHES 20 SLICH
System logging : /systemy/log/
Enable/Disable system logging Enable
System log starage location Rakd disk (10 Khyte) “
Enable/Disable E-mail logging Enable

Murnber of E-rmail Logs 5

Recipient's E-mail Logs admin@yourcompany. c|

Systern log view

| Save || Sak_ﬂg_'& fpply || Cancel

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

g 52 AlAE 27 £F 2 2]

AAE 22X ASE BHE £ USLICHL (EE AMEXQ ASHALS 59 TE AESK 22l
ZX) 08 6-4= MARE HA SHS Z20SLICH S AISXS HARKEE BHZoHAH, M
WARIEE 2¥otD, M HARKEE e = M WMAREES Q)| <o &% O M
WAREE ASEoH0F &LICHE Ol INAREE=E AEXIE Pro Series| Al2lg 22, Telnet/SSH
= U ol 560K & o 7 €Lt

Change password : /systerm/changepasswd

User root

Current Passward |

Mew Password | |

Confirm Passward | |

78 53 WAFE H
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5.4. & Xl 0|S(Device name) &3

Pro Series2| 22|E ?loil MHMELZ HHl 0182 €8 = UAsUC 8 5-5= &1l 0|8 &

S SFHYLICH AMZXIE Device name=2 HZSHH =™ Pro Series® hostname S8t HHE & LICH

Device Name : /system/device_nams/

Device Mame PS410_Device

[Bave || Save & Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

Jg 54 &x/ 0|18 &8

Device name &&0| 2% 2X= &6l&0l DX ESLICH. L£& Device name2 HelloDevice

Manager?t €2 22| ZZ2H0H AN HHl AEE ol AFEELICH
55. &M 2 A2t £33

Pro Series= &M €Mt ¥ Al2t E2E 22/ LICH PS410/8102 AlHl & €35 432 WR &X
M0l 2o =X LCH

(PS1100i= WS AIHE <t &XIF fSS F2IotAlJl BHELICH AAE THAIY =0l &
g 2 AIE AF01 RANEX LSLLCL OHE2E=Z2 PS110 2L0HAM HEtst I L AIZS
=Xotol fAHM=E NTP ABHE AISE AE AT ELICh

J8 5-5 2 20l MEX= 8l ENR

=
>
ry
njo
s
N
ol

2g &+ UsLIth

Date and time : /systern/date_time/

Date [mm/dd/yyyv] |05/25/2005 |
Time [hhimm:ss] 130842 |
[Save ] [ Save & Apply ] [ Cancel ]

18 55 ZHe A2t £F

fw)

= 2 A HAF0 & 5-6 3 20l NTP(Network Time Protocol) AHE 0128 =& UASLI
£ HHFGIH, Pro Series= AIAEIS MAIZSE MHOICH NTPMEHUA R
A2 B E JIRASLUICH NTP ABE 0.0002 &£A6IH, Pro Series= CIZE NTP u)]

)

W

x

ArZELICE 0l E=20 Pro Series= UWERIAE SoiAd YN HZZ0 JA00F &LICH
MNEX= AFX A et =1 =& AZHUTC: Universal Time Coordinated) 2] Al2t @ETAS
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Date and time : /system/date_time/

oo TP
MTP server (0,0,0,0 for Auta) |D.D.D.D |
Tirne offset from UTC (UTC + [x,x1hours)

00 |

[Save ] [ Save & Apply ] [ Cancel ]

J& 5-6NTP &£&

56. &8 =J|3} (Factory Reset)

ANEX= 0l H=E 0lE0ot: i Pro Series® 232 3& =0t A2 &H=z H=ESE =+
USLICH (A2l 22 F2ol el ARIXIE 0I26tH E3s

et g =& UAsLth)

Factory reset: /system/factory

Except IP configuration

Factory reset || Cancel |

&/ 5-7 && =73} (Factory Reset)

57. £8 &l

AEXH=E Bl 83 EEE 22 HACZ MYEHZ B (Export) = AL, 2Z HAl, FTPAH
T = HTTPAMBOA 248 F25 S0 Ad(mport) X &8 22 UE =& USLICH

MEXE S0H2|(Impor)E & M AKX =40 M "Factory default"E SEGHM HHctE =
g 882 =78 =+ UsUbh 08 5-80AM &F 22l stHs BHELC 83 FBEE
2

LHD1(Export)otA Lt S0 2 JI(Import)oted ChS I20IEHSS HE6tH & ol 0F & LICH

HFFE SUDI(Configuration export)
(e]3

FS 3l(Encrypt) : Yes == No.

2 H(File name)

=l

ANNE
=2c o

£0{ 2J|(Configuration import)
A Xl(Location) : =W 2J|(Impor)E <X
S7g = UsLICL

. Factory defaultE &EictH

P

jl jl% ESPN

=2 o

o

HMAE HE(Configuration selection) : (HH ZFF2

HdEFEEE S0 I(Impor)E XS
Z & &L

74



2 S 3H(Encrypt)
& LICH

URL : ®IXIJt FTPor HTTP2 [ I+E

£Z DA (Local path)
22 &2 ELICh

S0 2I((Import) &

=2
L FIXI 2 AL

I Xt

Factory defaultO|® Of

o =2 H0O SLIC.
A

i 22 HAWA 2UII(Export)=l TH

Configuration management : /svstern/confiauration_manaaerment

Configuration Export

Encrypt IND v

Flename:  [onis | [Fara |

Configuration Import

Locatian ¢ & Local machine

Configuration selection

O select all

O FTP or HTTP

) Factory default

[ Metwork configuration ¢ [ include IP configuration )

[ Serial port configuration
O Systern Configuration

Encrypted : [

URL &
g 5-8 &4& 22/
SN E3EE2E BUDI(Export)oted X O XS WHELICH
1. 2338 @S HEELIC
2. Me¥Es LEggUL
3. [Export] HHES 2 &LIC
S| (Export)e &EEEE S0 22JI(Import)s s E2XE Us
1. E02(Import)E |AXIE HEELICH
2. SUH2I(Impor)e dHEEE HEHELIC
3. Y53 SES HEELICL
4., =0 2J|(Import) IXIJF FTPor HTTP2IH EFTYS F=A
5. =W 2J|(Import) |IXIJt 2& 0{&l0letH 02| (browse) H

S0{20|(Impor) & IS & EHELICH

6. [Import] HES S &LICL

75
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E=2 A2l As
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40 gdlol=

HA LOd0IEE Alelg 2%, 823 248 e @ OHHOIAE =Edi JlssLth x4l
A0l E&= http://lwww.sena.com/support/downloads/ Sena &/ AIOIENA 0I2E £ USLICH

Jg 5-92 EAI d0lE & AHHOIAE EWSLICH

g2 Soil HAWE L00IEstdAY thse EXE WUSLIH
1. ZOt2J| HES 2ot =& AN BOIH2IE A= LITH
2. JEYE HEe=z H4Od01E gLt
3. YOdOIEE Ot& = HIAMES HESH| RAHA AIAEO0l THAIZE ALLICH

Firmware upgrade : : /system/firmware_up

File Upload CEE )

[ Upload || Cancel |

Copyright 2005 Sena Technologies, Inc, All rights reserved,

18 5-9 B0l Idol=

BAOE SO I &3 2 L= M2 2£= ME0H)| M= TELENT/SSH L=
HOIE OlEdiold Z2030l z28 d&s Z2EZS XJoH0oret &LICH AN fd01E

S0& o8 #ELE2 =Xt LIt

o
2

M
>
njo

== 080l BANE a0l oI flid= TS EXE GELICL

1. =& HAWHE A&LICH

2. TELENT/SSH = Al2lg 2Z2£ ZEE AIEot HOIE MlSdiolE Z20™s
HAZ LI

(A2l 2£& ZEE 0188 Z &dol 22 Zel2=2, Telnet L= SSHE

3. 0% 510 0l 20l= XM BAN Ld0IE HwE HHELICH

4. 24 TAIALES 210 08 511 ol 20l AME 228 Z2EZSS ALZ0H0
B0 Hioldel mes &

5. A0S0 Z2UHE HA A2 HEZ06HD| ol AIAE0l MAIEE AL

6. BERO SIHOIESE A IHGIH, Pro Series= 18 5-12K 0led HAIXKIE ZHA

AALICH EFH Pro Series= M AW HE=S KXIGHAH ELICH

ol
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| ogi n: root
Passwor d:
# edit conf

0

1. Network configuration
2. Serial port configuration
3. System admi ni stration

COWAND (Di spl ay HELP : hel p)>3

System admi ni stration [

Syst em st at us

Syst em | oggi ng

Devi ce Name : PS110
Date and tine
Change password
User Adm nistration
Factory reset

Fi r mnar e upgr ade

oo s wN e

COWAND (Di spl ay HELP : hel p)>8

1 Firnware upgrade [

Do you want to upgrade firmware? [yes/no] yes

Transfer firmvare by znodem using your terminal application.
To escape, press Cirl +X

**B0f f 000005b157

18 5-10 & L= Alclg Z2£= A8t B0/ 214/0/1=

COMMAND (Display HELF : help)>3

_1 System administration [

1. System status g % =
2. System logging
3. Device Mame P E0:  DDownload
4. Date and time L Dimthl ——
5. Change password D Download®Ps,img [ =02 (B, |
6. User administrat| Z=EESE"
7. Factory reset Zmadem >
8. Firmware upgrade

_=UE) J[ e R

COMMAND {Display HELP : help)=8

_]1 Firmware upgrade [

Do vou want to upgrade firmware? [ves/no] ves

Transfer firmware by zmodem using your terminal application,
To escape, press Ctrl+x

7 CCCCCOO00023beble ive. »+xB000000023heb]

W0l | RS A | TRP HUM

& 5-11 72 & (HyperTerminal)£ 0/&3t Hi0/H2] Itg &
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1 Firnware upgrade [

Do you want to upgrade firmware? [yes/no] yes
Transfer firnmvare by znodem using your ternmninal
To escape, press Crl +X
**B0f f 000005b157
**B0Of f 000005b157
**B0f f 000005b157
**B0f f 000005b157
Fi rmnar e upgrade failed !

Now r eboot

appl i cation.

5-12 B30/ Zd0/1= &0 OIAIX

PS Series® 2

=
[==} [=}
ANAE 22 Biwole 2 = gl dEe ZENE 21

User administration : /systern/user_auth/

User list
Mo, User 1D Port 1 Port 2 Port 3 Port 4
. & o o o
. [ O O
S e
ME'W | | Fl Fl [l ] ADD
[Save ] [ Save & Apply | [ Cancel J
& 5-13 ZE AtE2X &2 U~
FOI. JIE HTONAH AAE ZEIANE ZE MENZE 55 N UAX ZSLICL AIAE 22X}

HEEO 20152 #, Al

Hl

E MNEXNE
Oi=0A oHE
g £33

o USLICH

Ol 52 LtEF

A EI

—_— 0

e AtEX2l & S (password

INE=PNRS]

78

=

S & 24 gLt Odd% 18 5-14 X E
C

Qi
> 9
010
R

ry
Ql
0R

0=
x

rr

ol
nx
0

Hl

Im

22/ ID(root) E ZE AIEX 22 U0k S=ofoF gLt

TEMER 22
22 TE A
s 23 By



User list — 1 : feystem/user_auth/user_list/=1/

User 1D |user1

Password

Password(confirm)

Port 1
Port 2
Port 3
Port 4

Ooo0o0®

[Save ] [ Save & Apply ] [ Cancel ]

g 5-14 ZE A &F
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6. AIAE! SH

Pro Series & QIHHOIA= AIAE SH SHZ HM3ELICH At
HAGHH Pro Series HIZ2e2I0l MEE SH OOIHE g =
2L Al2lg ZE SH <= link layer, lo, eth 2+ Al2l A

J

TCP ¥ UDP S3l= TCP/IP ZE2& 22| 4019

EXt= AAE SH stEsS
A
=

6.1. UERK 3 CIEH O0IA(Network Interfaces) Sl

HWESRA 2 HOlA SH = Pro Series®l local loop back interface ©! lo 2 Pro Series2 J|2 U

EAD AHHOIAQ etho et D=2 UERAZ AEHMBIOIA AHES UEHSLICH

Network interfaces statistics :

Interface lo ethl

FReceive Bytes 0 B0386
Packets 0 583
Errars 0 0
Drop 0 1]
FIFQ 0 o
Frame 0 0
Compressed ] i]
Multicast 0 0

Transmit Bytes ] GR0Z2A
Packets 0 102
Errars 0 e
Drop 0 I
FIFO I o
Collisions 0 0
Carrier 0 1
Compressed ] i]

g 6-1 WERZF CIHHOIA SH
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6.2. Alcl€ ZE S

=
U

|2 EE SHE 32002 A2l EEC| AE SH, Baud rate AF ¥ 2 TEO| B A

EFHLICH ( @ :On @ :Off)

Serial ports statistics

Port Baud Rate Tx Fix RTS CTS DTR DSR Ch
1 9600 0 0 Q 5y Q 5y 5y
2 9600 0 0 Q 5 Y Q 5 Y 5 Y
3 9500 1] i Q . Q . s ]
4 9600 0 0 Q &> Q &> &

18 6-2 Alclg EZE &t

Forwarding :
IP forwarding0O| enable &= disable &EHQIX| O &
DefaultTTL :
JI2 TTL(Time To Live)
InReceives :
4oE HOoIHO™
InHdrErrors :
oltd 2FJt JUCHD =4l HOIHO#S ~(ZRE XN A& (checksum),& Xl %= HHE
JIEH 2% Olled, TTL = )
InAddrErrors :
=2 2FIF UALOHD =4I OOIHOES =
ForwDatagrams :

Forwarding & GIOIEH&S| =

81



InUnknownProtos :
OIAMG X 21 = X
A
T

Ol

X %2 Z2EZE0J] B0 SAIEJXN L d3H22 =4 O

0
e

InDiscard :
IZ2EZS &9 8 2lMe €H5X
g IP oIS =

InDelivers :

HEE =4 OoIeHdge =

el
0
>
ra
10
>
il
=
]
un
=2
[==
E
0B
S
10
el
1M
10
10
o
°

OutRequests :
MEoIEE RFE £ O0IHO-2 == Forwarding € OIOIEHIO&S == X< &
OutDiscards :
fAlE =8 OO0IHIO#2 = HHEHES RS £20 SHIZ &0 e = AXISH
Mz 8= HOoleHade =8 20/&. 0l &= Forwarding & HOIHH2Z 2t T AKX

Olet 22 g22 fAl &S U=ote UO0IHIOES =2 288,

HO

4
2

o

ok

OutNoRoutes :
destination IP =201 8&0k)| g 2IF ALK &2 COIEHI#2 . 0l& HIOIHIE
2 Hol H=2&E.

ReasmTimeout :
giolded L5t &8 F, LIHX HIOIHO# =0l S &olOftot= ol & Al2t, &2IF ot
AZHO =6HX 22 E2, UoIeHd=2 Hol H=2E.

ReasmReqds :

a0l 2

ol

OO =

r

ReasmOKs :

d43HCZ A= o8l =

ReasmFails :
M= £~ Q= OOl =
FragOKs :

HEHOZ fragmentation & HIOIE{ &2 %

FragFails :
IP oll40il no fragmentationOl HAIEIUI| HZ0l fragmentaion0] ZR6HXIEH & = = 0Ol0I
EOge £, 0248 diolgfadeS HIl MEE.

FragCreates :

MSE fragment
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IP statistics:

Forwarding
DefaultTTL
InReceives
InHdrErrars
In&ddrErrors
ForwDatagrams
InUnknownProtas
InDiscard
InDelivers
OutRequests
QutDiscards
CQuttoRoutes
ReasmTimeout
ReasmAeqds
ReasmOKs
FeasmFails
FragQkKs
FragFails

FragCreates

Gd
2e2

e Y e Y e [ s [ s

2 2
= —
oo

a2 oo o o o o o o O

6.4. ICMP S

ICMP Sl 33 ICMP Z2& =2

2 s €sLith

InMsgs, OutMsgs :

AN L Mg

= AT o T

LIPAPN

InErrors, OutErrors :

A
=4 = dSE

LIPAPN

InDestUnreachs, OutDestUnreachs :
A = dASESE 2R EE6HA 28 HAIXS %= =
X

OIH&0l 2=st SHX0 =

A

A

RPN

g 6-3I1P &H

AHZ SH EE2E MUt A

2

_

83
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=

X0l =EotX 28t HAIXI=
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InTimeExcds, OutTimeExcds :
time-to-live(TTL)E =Wtot= =4 L= HEE HAIKIS ==, time-to-live(TTL)2 =20t &

b time-to-live(TTL)E =8t HAIXl= HAIXIE &

o
{0
o
4>
i
O
1]
A s
SRS
==}
HO
=
&
n
b
rr
Ay
N

InParmProbs, OutParmProbs :
=4 = ASE HAIX = H20IE0 FIF S5 HIAIXISl ==, 2t
A

HIOY IP ol BE20HAM JRI LAE= &2 HAIXNE BH

InSrcQuenchs, OutSrcQuenchs :
240 = BEE AA Quench HIAIXISl &= AA Quench RELS M3 S HIES 22 A
=2
=

L6 ?oh 2UHE.

InRedirects, OutRedirects :
24l E= M55 = Redirection HIAIXIS £, O

MHs AREHZ BEUE.

O
ro
O
H
J

P2AZE Ol HIAIXIE HAIXIE

InEchos, OutEchos :

[0
0%
10
1

SQ L= 2=4E echo

NEchoReps, OutEchoReps :

S8l L= F=4lE echo SES

1

InTimestamps, OutTimestamps :

=4 = MEE time-stamp &89 =+

InTimestampReps, OutTimestampReps :

=4 = MEE time-stamp S92 =

InAddrMasks, OutAddrMasks :

=8 e d&E F4 0tA3e =+

InAddrMaskReps, OutAddrMaskReps :

S4 £= BEE F4 0tAD SHO &
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ICMP statistics

Inkdsgs

InErrars
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InFedirects
InEchas
InEchoReps
InTimestamps
InTirmestarmpReps
InAddrMasks
InAddrMaskReps
Quttsgs
DutErrors
DutDestlUnreachs
DutTimeExcds
OutParmProbs
DutzreQuenchs
DutRedirects
DutEchos
QutEchoReps
OutTimestamps
OutTimestampReps
DutdddrMasks
OutéddrdaskReps

o o o o o o o oo o o o o o oo o o oo o oo oo o0 o O

& 6-4ICMP &7

6.5. TCP S|

_|
9]
T
OH
X
o
|'D
ro
_|
9]
T
I=
HU
Hm
My
10
=
0io
O
=
0
HT
i
é
g
o9
°
o
-
El

tetOle el &9

RtoAlgorithm :

ol
=
[
Ok
ne
J
o
o
o
w]
0lo
10
g

ME &2 retransmission time-out (RTO) £ 12|
DIESH

0: CONSTANT - Constant Time-out

1: RSRE - MIL-STD-1778 £5 B

2: VANJ - Van Jacobson's Algorithm

3: OTHER - Other
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RtoMin :
Zl A& RTO gt (ms).

RtoMax :
ZI0 RTO gt (ms)

MaxConn :
O HZ2 A& =

ActiveOpens :

SSHO HZE9 = 5SSO HZE2 Zct0IHEL
PassiveOpens :
F=SHO HEO = =ZHOl HE2 AHS H=2.

AttemptFails :

ATHS HAZ A0l CHSE =

EstabResets :

WEHo2 Sy ozl &

CurrEstab :

OutSegs :

HEl
o
t

HMSEE segment &=, MESE segment=

RetransSegs :

MHESE MIATHE =

RetransSegs :

MESE MOME 5 272 M=

OutRsts :

Reset 210t €& EH0 85 MIAHES =

86
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TCP statistics:

RtoAlgorithrn 1
Rtokdin 200
Rtokdax 120000
MaxConn -1
ActiveOpens ]
PassiveOpens a0
AttermnptFails 0
EstabResets 3
CurrEstab 1
InSegs 194
OutSegs 273
Fetrans5egs 0
InErrs 0
DutRsts 0
72 6-5TCP S
6.6. UDP SH|
UDP S 332 UDP Z2&EZEE MEots A L= AZ0 28
choll 2 DHoHE =2 #ol & A0l U2k ASLICH

InDatagrams :

F=4&lE OoIHId-ge =

NoPorts :

NEE TEJN S551X Lot Bl H2E +4 GHOIEIZ =

InErrors :

ol 2F Oolgagel =

OutDatagrams :

d&E oleIdgel =

UDP statistics:

InDatagrams
MoPorts

InErrors

[ R s Y e [ s |

OutDatagrams

&g 6-6 UDP &7
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7.CLI 2t A

71. A&

root AFSXt= AMAE 22L& £ = Telnet/SSH |2 &2 Sdll Pro Series® Linux 2 HWMEC)

ol OIE{H Ol A(CLO &z

Pro Series &EHE 2fAlotL, 882 HEGLD HE

e
I

7.2. 2cHAl 74

lSLICH CLI OiIM 1S At
e

At S

J2

=St
S

=<

Z Linux 282 Sot¢

S LIC.

Pro Series WS ZciAl= Otciel Het 201 2dE UL ALEXs /var CHES &0l U=

ool 2 = AsLCL HREs = 0le ot

FX LSLCH DL, 2t Al X Y S0 222 ot saveconf H
e HADO WE EcAl H2e 9992 MELM, MEEs
LetA, S0tk 2H HABIH Pro Series)t SHIZ2H S&6lX

Pro SeriesJ)t & &otAl 22 =& USLILCH

= 202 Pro Seriesll &=
X

SICHO A

Block Type Mount point Size (KB)

MtdblockO Bios None 128

Mtdblockl Kernel & ROM file system / 1024

Mtdblock2 CRAMFS (Read only) /mtd 2880

Mtdblock3 EXT2 (R/W) /enf (normally 64
unmounted)

Total 4096

7.3. XI¥ 5= Linux S € 2lE|

7.3.1. Shell ¥ shell utilities:
cat, echo, nore, pwd

7.3.2. File & disk utils:

I's, cp, mv, rm nkdir, rmdir, touch, gunzip,

mount, unount

7.3.3. AIAEN RELIE:

date, free, hostnane, kill, killall, ps,

88

r eboot

gzip,

df, du, vi, e2fsck,



7.34. UERZA RECIE:
ifconfig, iptables, route, ping

7.4. CLI &=0lb)|

Aelg 2s:
1) PC2 Al2lg ZESQ2 Pro Series? 2& ZEE AZELICH
2) PCZ HOIE O=Sdiol@ T2 s A-dg LIt
3) PCY Alclg ZEE S &0 €& &LICH 9600-8-N-1 No flow control
4) <enter>2 SELICHL
5) Pro Seriesroot H&E2=2 ZQI8LICH
Telnet 2=
1) telnet Pro_Series_ip_address
SSH 2 £
1) ssh -2 Pro_Series_ip_address

%9 : Pro Al2l== SSHv2 protocol 8t XI& &LICH
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Ol
&l

T
IF

At

=

=

N/

[

Ethernet H4Y &
1L

-

2r

xr
o0
Kk

2l
o)

-

=
20
RO

£

Hr

2l
o)

-

=

nl

2l
U

A-1. Ethernet& RJ45 F/Y/E{9 ZI

g A-1.RJ45 Y EH S

Tx+
Tx-

Rx+
NC
NC
Rx-

NC
NC

vy
rars

AT&T 258 +1

[—

A 1.1 Ethernet Pin outs

Pro Series

I Alelg EZE Pin out

Aclg ZEE DB9 H49H

£ AMSELL

DB9 H4lH

0l

PS110/410/810

Ol AsLICH

—

(=]}

Y,

[

1L

12345
00000
0000
6 7 8 9
& A-2DB-9 F/YEH9
90



H A2 2= 2 A2l ZE&E RIM5 JYEH & g4

Pin RS232 RS422 RS485
(console and (serial ports only) (serial ports only)
serial ports)

1 DCD Tx+ Tx+
2 RXx RX+ RX+
3 TX RTS+ -
4 DTR CTS+ -
5 GND GND GND
6 DSR TX- TX-
7 RTS RTS- -
8 CTS RX- RX-
9 - CTS- -

Alelg S& g4z Aldlg ZE ¢
C

AUSUICH(PS110 & PS410 0lSt cHEE) AlclE S4& FAS HHotHAH OteHet
A X(DIP switch) 2 ?IXIE BdotH LI &, € AAXS AXNE HEE
HEAS XEE MEHOIA BHEOEAID BHELICH

| [B8] [B%

1 2 3

R5-232 Mode R5-422/485 Full Mode F5-485 Half Mode

& A-1 Serial communication type and DIP switch configuration

Al13 0|4 EHE

HelloDevice Remote Host

JEg A3 =244 014 Fjolg

ﬂIIO

/ ‘oi O/C{L‘// J_C'/I-/ o 24

=H =

91
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HelloDevice Hub

ol s oz

Al4 ANclg HidE=

A14.1RS232 Al2lg HHd&

HelloDevice Serial Device
TX(3) »I— Rx
Rx(2) < TX

RTS(7) pt— CTS

CTS(8) —i«¢ RTS

DTR(4) pl— DSR

DSR(6) —¢ DTR

GND(5) —j« P1— GND
RS232

&g A-5RS232 Al2lg &=

92



A 1.4.2 RS422/485 Ale|l€ HHE &

93

Ct(Termination) M &2

Jg A-7TRS422 Al2lg

“Data- RS485(Half) *Data-
* g Device
H
PS1 'Isiﬁlgmm 1200 120 O
N=max 31
“Data+ *Data+
Data- Data+ Data- Data+
Device, . Device ;4
* Data+= HOIE EHASZE THH 112 RE+20] M2 FECH ¢l= AEHE 2|0|Et
* Data-= HOIZE E2HLCE TH-(6) 2 Rx-(3)0H ME TZ2EH 2= 2EHE 2|0]E
18 A-6 RS485 A/2/Z Hi A Z(PS110/PS410E)
TH () RS422/485(FULL) -
¥ *
? 120 0 120 O
. ¥ .
PS110/410/810] T*+1) Rit | Devicey
series Rx-(8) . . Tx | N=max31
120 O 120 O
R+ 2] Tu+
R Rs+ Tr- Te+ Fx- R+ Tx- Tr+
Device, Device ;4
ERDE B2 A2 Tx ©9 Bo




S 2 2 Pro Series &4 0¥

A 2.1 portl.conf

/serial /*1/ par anet er / baudr at e=9600

/serial /*1/ paranet er/ dat abi t =0

/serial/*1/ paraneter/stopbit=0

/serial/*1/ paraneter/parity=0

/serial/*1/ paranmeter/fl owcontrol =0
/serial/*1/ paraneter/interchar_to=0
/serial/*1/ paraneter/dtr_opti on=0
/serial/*1/ paraneter/dsr_opti on=0
/serial/*1/ modem nodem i nit_string=gle0s0=2
/serial/*1/ nodem nodem dcd_opti on=0

/serial /*1/ nodenml modem aut o_di sconnect i on_enabl e=0
/serial /*1/ nodenm nodem enabl e=0
/serial/*1/event/event _email _enabl e=0
/serial/*1/ event/ event _snnp_enabl e=0
/serial /*1/ event/event _notification_interval =30
/serial/*1/ event/event _enabl e=0

/serial /*1/ host node/ accept _unli sted=1
/serial/*1/ host node/ send_unl i st ed=1
/serial /*1/ enabl e=1

/serial/*1/title=Port #1
/serial /*1/ host node/ node=0

[ serial /*1/ host node/ port =7001

/ serial /*1/ host node/ user aut h=0

/serial /*1/ host node/t el net =0

/serial /*1/ host node/ max_connecti on=8
/serial/*1/ host node/ cyclic_tine=0

/serial /*1/ host node/ i nacti ve_ti me=0

A 2.2 filter.conf

I network/filter/specification/tel net=1
/network/filter/specification/ssh=1

I network/filter/specification/http=1

/I network/filter/specification/https=1
/I network/filter/specification/portil=1
/I network/filter/specification/port2=1
/I network/filter/specification/port3=1
I network/filter/specification/port4=1

A 2.3 snmp.conf

/ net wor k/ snnp/ syscont act =admi ni strat or

/ net wor k/ snnp/ sysname=Pr oSeri es

/ net wor k/ snnp/ sysl ocati on=ny | ocati on

/ net wor k/ snnp/ sysser vi ce=7

/ net wor k/ snnp/ power ont r apenabl e=0

/ net wor k/ snnp/ aut ht r apenabl e=1

/ net wor k/ snnp/ | i nkupt r apenabl e=0

/ net wor k/ snnp/ | ogi nt r apenabl e=0

/ net wor k/ snnp/ nns/ *1=0. 0. 0. 0 public O
/ net wor k/ snnp/ nns/ *2=0. 0. 0. 0 public O
/ net wor k/ snnp/ nns/ *3=0. 0. 0. 0 public O
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£5 3. & 24& LE HS
IE Hos= O3S 22 3JHA g2 & 2HE ZE(Well Known Port), S&& X E(registered
port), SZ&(Dynamic) F= AlE ZEE(private port)] L= %= USLICH & LHE ZEE=
0~1023H Al OI0H, 0101 SE]E ZE= 10242H 491510tK12 ZEALICL. & L A4
ZE = 491525 F 655357HK2] ELELICE
& 2HA EEE= IANADE X Est ZA, HEZ2 AAEUHA= AIAE ZZ2MALE SE3
SlotEl AFEXIF Agst Tz 280 SIoiACH AFZEE = UASLUCH E D-12 & 248 EE
s =9 2RE BOHSLICH XHME LHE2 IANA RIAIOIEE 2 E20HAID| dHELICH
http://www.iana.org/assignments/port-numbers
H A3 & 2N HE HS
Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UbP
49 TACACS, TACACS+ UDP
53 DNS ubP
67 BOOTP server UbDP
68 BOOTP client UDP
69 TFTP ubP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP
161/162 SNMP ubP
443 HTTPS TCP
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4.Bios Ol T2 QA
A4l R

, 27 SHOZ TFTPE AIE06I0 Pro SeriesE 230l AAE SIEANHE
Nctole gtg S MEB&LICH Pro Series &X0 &0 22
[m;

< 3= OlUol ArE2 Xt <ESC>
7 ZZ2OHCZRH, AENE

JIE %2WH, Bios His Eads s = QUSLICH 0 U
SRS , OIS0 AAE HAE 2 fimware 1Y 0IEE

PS110 2/ &S Data/Console A2?IXIJt Console XU U= 220

O+ Bios OI=IF EAl
EILICH

A4.2 0 Ol

Bios Ui/ ZZ &0 SO0IIH, AIZXs US4 20| HOIXNE 2 = U

Sel ect nmenu
1. RTC Configuration
Har dwar e t est

2
3. Firmmvare upgrade [S/W Version : v1.0.0]
4, Exit and boot from fl ash
5. Exit and reboot

<ESC> Back, <ENTER> Refresh

& A-10 Bios B9/ T2 129 B9 O HOIX
A43RTC & Ul

RTC €& 0I=E At

2SO Z M, AFZ2Xl= Pro Series® Al A8 Al2H
(PS110 o Z=0l= RT

C && 0=t 8lsLUth)
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Sel ect Menu

1. Data(mm dd/yy) : 05/19/05
2. Tinme(hh:mmss) : 15:02: 28
<ESC> Back, <ENTER> Refresh

Enter Current Data(nm dd/yy) : 05/20/05
Press the ENTER key to continue!!

Sel ect Menu

1. Data(nmm dd/yy) : 05/20/05
2. Tinme(hh:mmss) : 15:02:41
<ESC> Back, <ENTER> Refresh

Enter Current Data(hh: mmss) : 15:03:40
Press the ENTER key to continue!!

Sel ect Menu

1. Data(nmm dd/yy) : 05/20/05
2. Tinme(hh:mmss) : 15:03:41
<ESC> Back, <ENTER> Refresh

& A-11Bios O+ ZZJ& Lf° RTC &&

A4.4 ot=F0 HIAE b=

AETHS SIS0l HIAE HIsE ANR50f SISSI0 24 QASS HAEE® 4 USLICH
OIS 22 301X19 SS90 HIAE 20 UBLICH

- 13

- 2L(KES HAENA AR HAE 0| 2aEh

. 2L(KES HAENA AR HAES A2 238
MBI} 1812 MEsls 2, IE HIAE T= 2 24 QA HAED} 8 BiDb 284S LC Of
DEOA, 22 SAEMB IP 4)9 ping HIAES UART BIAED} 8 81 & Asigl|C},
MNERD 2E(RHE HASHA 902 HAE 20l £#8)S Meisls 2, ASXIF <ctrlc

o e
JE S2J| MKl s HAED g=EHCz alEFHLICH 0 2E0HAM, 23 SAEMY IP
=A)9 ping HIAESQ UART EHIAED
MNEXIF 2E (IS HAENM AR i =)= Hd8idtle d2, AFEXIt <ctrl-c>
JE 2D EMAN Ns HAED gt5sXMoz £eidL|Ch deld, 33 SAEKNY IP F=4)2

ping BIAE 9 UART HIAED} BHExO2 AME LT}
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F9:
Ethernet Z' UARTOA HIA L5/ 0, AFEZXF= Pro SeriesS Ethernet ZE0
Ethernet F/0/ES BIEA] A FHEEHE Pro Series® ZE A2l HEEH HZ6H0F

Z5
siLICt. HE3l, REE IP FAE XE FF SAEJL BIEAl QOIOF gL JIE ABS P

Im
My
d
J
\ll

A

F4£& 192.168.0.128 0/F 0/= [Firmware Upgrade] 0= AIE0t0 H#HIE =+ QJUSLICL

JEX &ed, HAEZ HE6 +dg + Szl

& A-12Bios U7 ZZJ& LHS ot=RI01 HAE Ul
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At

A
e

X0 [Auto test]2 HEiEH AR, RE SIEHAH FH A0 & HAEIN s

HELICH

*xxx%%k% Hardwar e aut o-detect and auto-test *xxx***

[ DRAM

DRAM L= e e [ PASSED]

[ FLASH|

FLASH = TeSt ------mmmmmmmm oo [ PASSED

[ EEPROM

EEPROM TSt ------mmmmmmmmm oo [ PASSED|

[ ETHERNET]

ETHERNET TeSt -------------------mm - - [ PASSED]

[ UART]

<--Internal Loop Test-->

Port # 1 test in progressing(MODE)------------------------ [ RS232]

(Read/ WRite)------------------ [ SUCCESS]

Port # 2 test in progressing(MODE)------------------------ [ RS232]
(Read/ WRite)------------------ [ SUCCESS]

Port # 3 test in progressing(MODE)------------------------ [ RS232]
(Read/ WRite)------------------ [ SUCCESS]

Port # 4 test in progressing(MODE)------------------------ [ RS232]

(Read/ WRite)------------------ [ SUCCESS]
<--External Uart Test-->

Port # 1 test in progressing(MODE)------------------------ [ RS232]

(Read/ WRite)------------------ [ SUCCESS]
(RTS/ICTS)--------------------- [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]

Port # 2 test in progressing(MODE)------------------------ [ RS232]

(Read/ WRite)------------------ [ SUCCESS]
(RTS/ICTS)--------------------- [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]

Port # 3 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]
(RTS/ICTS)--------------mm - - - [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]

Port # 4 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]
(RTS/ICTS)---------------mmm--- [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]

*xxkkkk Hardwar e aut o-detect and auto-test SUMVARY ***x*x*

1. DRAM L= S e [ PASSED

2. FLASH LI S e [ PASSED]

3. EEPROM TSt -----mi [ PASSED

4. ETHERNET TeSt ------------mmmm oo [ PASSED

5. UART Test Summary

Port Nunber | Port Mbde | Data Communication Test | RTS/CIS | DIR/ DSR |

Port # 1(Internal) | UNKNOM | FAI LED | SKIPPED | SKI PPED

Port # 1(External) | UNKNOM | FAl LED | FAILED | FAILED |

Port # 2(Internal) | UNKNOM | FAl LED | SKIPPED | SKI PPED

Port # 2(External) | UNKNOM | FAI LED | FAILED | FAILED |

Port # 3(Internal) | UNKNOM | FAl LED | SKIPPED | SKI PPED

Port # 3(External) | UNKNOM | FAI LED | FAILED | FAILED |



Port # 4(Internal) | UNKNOWN | FAI LED | SKI PPED | SKI PPED |
Port # 4(External) | UNKNOWN | FAI LED | FAILED | FAILED |

Hardware test is end. Press any key to return the test nmenu!!
& A-12Bios Ulw =208 W2 o=/ HAE 3tH

2t OtERI0 e R4 HAEES 2o, AlBX= <ESC> J|E =d HAEE 2U4E = UsLICH

Sel ect nenu

Test Mbde - One Tine
Aut o t est

DRAM t est

FLASH t est

EEPROM t est

Et her net test

UART Mode test

<ES(> Back, <ENTER> Refresh

@@ >@NES

**xxxx%  Hardwar e aut o-detect and auto-test *x****x

[ DRAM

DRAM ~ T@St === s mm oo ommm ool [ SKI PPED]
[ FLASH]

T s oY S [ SKI PPED]

J& A-13ESC J/& At&Eot0H && HAE 2457/

A 4.5 Firmware upgrade 0%

0

Firmware upgrade BI=E AIEE2ZM AIEA= X2 firmwareE ZdI0IEY = USLICL
EH

d, MEX=E OI2 Oi= mHOolXe bw &€= 38 o

firmwareE Y 1d0IE36lD

firmware H& S &0olgf USLICH firmware upgrade Ol= Z20#2 &R firmware G2
LICH. AtS A TFTPE OlEotN firmwareE LE22ZE of

AL

L

== NEE s

HEst HXQ P F=AE AFoH0F LICHL X2 J= IP F

Firmware upgrade 2| Z <, [Server's IP address]2 &&E&E MU Wl EBtE Al [Firmware File Name]2

A= firmware OO0l BFE Al EMolOF & LICH

Sel ect menu
1. Protocol [TFTP]
2. I P address assigned to Ethernet interface [192.168. 161. 5]
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3. Server's |IP address [192.168. 0. 128]
4. Firmmvare File Nane [ps.ing]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

J& A-14 Bios O+ ZZ 728 {2 firmware upgrade 0+

AFEXIL [Start firmware upgrade]S &&iotE Z<R, & HAIXIOH 2HO LIEFELICH AFZ Xt

y £ 25lH, Firmware upgrade =2 HIAJF AIZELICEH Ol2fist Z2HA= 222 UK
(]

Sel ect menu

Prot ocol [TFTP]

| P address assigned to Ethernet interface [192.168. 6. 6]
Server's | P address [192. 168. 6. 1]

Firmvare File Name [psl10a.i ng]

. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Grwne

Fi rmnvar e upgrade cannot be stopped until finished.
And all configuration paraneters are restored to default val ues.
Do you really want to start firmvare upgrade(y/n)?y

net trying to | oad inage....
TFTP Boot inmage(psll0a.ing) |oading at O0xb00000.. 3019495 Bytes
3019495 bytes receive done.

kernel upgrade start.

Kernel Block : Wite to Flash... done

kernel upgrade conpl et e.

Cranfs upgrade start.

Cranfs Block : Wite to Flash... done

Cranfs upgrade conpl et e.

Configuration upgrade start.

Configuration Block : Wite to Flash... done
Configuration upgrade conpl ete.

Fi rmnar e upgrade is finished successfully..

Sel ect menu

Prot ocol [TFTP]

| P address assigned to Ethernet interface [192.168.161.5]
Server's | P address [192.168. 0. 128]

Firmmare File Nanme [ps.ing]

. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

P> EON =

12! A-15 firmware upgrade ZZA/A

firmware upgrade ZZAIAJ 22 & H, Z20#2 43 HAIKIZ EH H=E CHAl LIEFELICEH
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SE2 5, Serial/lPZ Pro Series AIZ0%D]

A 5.1 Pro Series® Serial/lP2] S8 Hl
H A-4 Pro Series vs. SerialllP &4 =24 &g HO0/E
Serial Port Configuration of Pro Series Serial/IP Configuration
Cryptography
Host mode Configuration ) ) ) Connection _
Configuration Credentials Security
Protocol
Host mode Telnet Protocol SSL
No login Raw TCP
TCP Disabled None ] ) Disable
required connection
No login )
TCP Enabled None ] Telnet Disable
required
No login Raw TCP Negotiate
TCP Disabled Enabled ] )
required connection SSLv3/SSLv3
No login Negotiate
TCP Enabled Enabled ] Telnet
required SSLv3/SSLv3
Pro Series= SSLv3 Bt= X& olEZ Serial/llP= “SSLv3 or TSLvl” £= “SSLv3 only” S8 22

23X 0{0F LICH
2! SSLv3 encryption

A52 A& UMl - Telnet

H
Im
i
fol

A 1. OS2t 20| 18 AlelE
Host mode = TCP,

Port number = 7001,

Telnet support= Enabled
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Host mode configuration : /serial/+1/hostrmode/

Enable/Disable this port

Part title Port#1
Host mode configuration
Host mode [TCP s
Fort number (1024-65535. 0 for only outgoing T
connections) L
User authentication [@%b@g
Telnet support |EEBIE_|\_:}
Mazx, allowed connection (1-8) EI
Cyclic connection (sec. 0 disable) ::Ei
Inactivity timeout (sec, 0@ unlimited) D

Socket 1D Cfor outgoing connection)
TCP Magle algorithrn Enable/Disable

Rernote host

|'Disab|e"'E}"

Croptoaraphy configlration
Fodemn configuration

seral port pararmneters

Part logaing configuration

Fort evant handling configuration

Copy port-configuration

(Eave | Save &Apply | [ Cancel |

Jg A-16 5AE 22 HF

A 2. 20l 1%

configuration) & L| Ct.

Cts Alelg HE

un
02
fol

SSL enable = Enable

(Cryptography

Cryptography configuration : /serial/=1/5sl/

Enable/Disable this port

Port title |F'Dr1 #1

Host mode configuration
Cryptography configuration
550 enable

Serial port parameters

todern configuration
Port logging configuration

Port event handling configuration

[Save ] [ Save & Apply ] [ Cancel ]

Jg A-17 25 7/8 & Z&( Cryptography configuration)
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S| 3. Open Serial/IP Control Panel2

=

(2]
=
2dol= COM L EE “Select Ports” H

IP-Address of Servar:

Tac et S
'-_L'Jl'lwarem it

oM | Settings for COMI18-

Paort Murnber:

192,168,411

[0

Configuration Wizard, .,

(=5 | N P L0

select Ports

Please selectthe COM
ports you wauld like 1o
redirect to Seral/AP?

X

ICOMS
CICOMIO
WICOM! 1
WICOM12
WICOM13
WICOM14
WICOM15
WICOMIE

Select Pors... I @CQMI?
WCOMIB
Part Monitor,,, |

Cancel.‘ Help... ]

[

w

I~ DSR always high
[~ DCD always high

Advanced... |

UCEnSan,.. I = | LTTrT TIUOETNT Eal.apeE.

[~ Restore Failed Connections

--'Eecur‘ity :
i Enable |55L Version 3(55Lv3) =]
Close | Help,.. | &hout,

1&/ A-18 Serial/lP Control Panel Al ZESZS &

H 4. Enter MBS IP =2 (Pro Series IP =2)% XE

HH)E ot 2ot 02y &0 G2
Credentials = No Login Required,

Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
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— Serial/IP?Control Panel 4.2.3

T30 1A I— Settings for COMIG-
IP-Address of Servar: Part Murnber:

o
camia |192,168.4,18 {7001
COMIGE

Configuration Wizard, .,

COMIE -Credentials
t+ Mo Login Required
¢ Use Windows Credentials
" Prompt on COM Port Open
¢ Prompt at Login

" Use Credentials Below:

Cnnnectlon Pratocol
o Telnet

Select Ports... © Telnet with CR-Padding

" Raw TCP Connection

Fort Manitar, . ] =
-COM Port Options
Licensing,.. [~ DTR is modem escape

I~ DSR always high
M I~ DCD always high

[~ Restore Failed Connections

Security
¥ Enable |SEL Version 3(55Lv3) =] |

Close | Help, .. ] Shout,;, I

12! A-19 Serial/IP Control Panel Al I}t2tOIEH & &

S 5. HOIE Olgdiold Z20Egs 1 &4386t= COM SERELICH Oed®
MEXt= OHXl Xtale) PCOl A= COM EENAM HOIE HEdold Z20EsS

ArE 350l Pro Series2| A2l LEE AEE o= JUSLICH

Hl

E

i
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E 32 - [disconnected] VT

| .: 111 TLr Qe LA |__:.-.

T
Tera Term: New connection @ =

~ TCPAP Host:  [192 |

Senvice: TCE porils |22
+ Serial Port: COMIb R
OK I Can[:ell Help |

X

18/ A-20 Serial/lPZ Pro series2 Al2/Z EZE0 HZ617/

6. AFE2X= Serial/lP2

Serial/l

P Port MonitorOlLI Trace windowZ & AEHE

USLICH

—_ Serial/IP?Port Monitor 4.2.3

WEE

File Edit Help
TAcTiCAL D
'1<J|'tw.-u'\—'

Activity Trace |

23:06:46.140 COMia :
23:06:496.140 COM1o :
23:06:46.140 COM1ae :
23:06:46.171 COMiG @
23:06:46.640 COM1a :
23:06:46.640 COMia :
23:06:46.640 COM1o :
23:06:46.640 COM1e :
23:06:46.640 COMiG @
23:06:46.640 COM1a :
23:06:46.656 COMia :

33L initialization proceeding

253L initialization proceeding

B3L initialization proceeding

S5L initialization proceeding

35L: BC4-3HA at 125 bits

COM Port Control negotiated (RFC—ZZI?J
Server connection negotiated

FlushTx
FlushRX

DTE: 1 RTS: 1
CTS: 0 DER: O

LClear | ¥ Enahle Trace

|

4

v Hex Display v futo Boroll T Always On Tap

& A-21 Serial/lP Trace Window
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