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1. A&

1.1. R

=2 £ A/ & HelloDevice Pro Series, PS110WR10W £ F/&F 24 &/LILC}.

HelloDevice Pro Series= &EEZE OIHY WERIAZ Aot Al2lg HHIE 22 & = UHA
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DHCP, =% DNS(DDNS: Dynamic DNS) &2 S8& 2% HERI 2 Z2E=SS 0|EotH
DSL £= 20l 28 HZ2 ZUY QU sS Soil Alelg HHIE gl 2elg = USLICH
HelloDevice Pro SeriesOll LIEE =X DNS ZZ2EZ2S MESIH THQ 01822 Al2lg &ulo
g2 = AsUbh

8t HelloDevice Pro Series= Telnet, SSH, Al2lg 2£ ZE, £= 8 39 st ¢gHe=z
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oM HIOIH wWEts Rote IR =28 HE2IAHI0IE S <IdH, HelloDevice Pro Series= 0l 0l &
2S3tE fst SSLvd = XNAELICH FIt JIs2Z, HelloDevice Pro SeriesOl 2/&6HA &=
QOB 8EEH SHRE RS 24| Ad IPFA ZHE IS0l MEZH USLICH

HelloDevice Pro Series)t LEI8 O 2 MNEL = Z0k= G &&LICH
- MY XS
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1.2. W3IXl M3 2AE

-DC && OEH

- CHOIZ QHHEILE

- Al2lg dolgd oIS
-0y 3=2A Aol
- 2 AEE JH0lE

- Serial/IP Com Port Redirector, HelloDevice Manager & At Xt &2 ME Z &S CD-ROM

1.3. IS AL

PS110W PS210W

A2l QIE{HIOIA 1 ZE 2 ZE

Aelg =% 75bps ~230Kbps

S8 M.
StERI O RTSICTS, &ZEH 0 Xon/Xoff

RJ45 HHH

=
fol

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

2% X0i:DTR,DSR % DCD

HIE<S 3 lEH 0l A RJ45 Ethernet HEEHE & &t 10/100 Base Ethernet

8 2 RS IP =2 N&

WiFi WEP, WPAPSK-TKIP, WPAPSK-AES, WPA2PSK-TKIP, WPA2PSK-AES X|&
OZ2ES - ARP, IP/ICMP, TCP, UDP, Telnet, SSH v2,
- SSLv3

- DNS, Dynamic DNS, HTTP, HTTPS, NFS
- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, SNMP v1 & v2

ok AMEX ID 2 &S

HTTPS

2ot Holg AHMOlA: SSH

OO0l &==f SSLv3, TLSvl, 3DES & RC4

P =4 ZEZ

SCP

el Aele 2£ ZE Telnet, SSH, &, HelloDevice Manager

S MM X &: Windows 98/ME/NT/2000/XP

AlAE 22
2 2)E Us2& email &Y

AIAE AFER
CIB AIAE B HAlJIS

B0

Telnet, A2l 25 £= & QHMHOIAE S8 UR2E Jis JIs




&S LED Power

Status

Ethernet

Wireless Link

Serial 1

Serial 2 (PS210W 2+ ai E)

Sensitivity
o] &=s 2&:0C~50C

22 2&5&:-20C~66'C

=5 :90% (Non-condensing)
HA 5VDC, 5VDC,

0.90A @ 5VDC 0.90A @ 5vVDC
301 128 x92 x 26 (mm) 128 x 92 x 26 (mm)
L x Wx H (mm) 5.04 x3.62 x 1.02 (in.) 5.04 x 3.62 x 1.02 (in.)
DIN-rail mount

23 (kg) 0.390 | 0.400
S FCC(A), CE(A), Telec
=& ©3 J|z2t 54
1.4. 820 & 20
Ol e 2 LM 2etEC2 A= EHE E2ELICH 0l =2 AHY W 2 0]
A2D Pro Series2| AFZ 20830 2SO AUSLICH
MAC F4
LAN L= JlEF UWERIAANM MAC(Media Access Control) A= ZEECS 188t ot=90
S E LIEEYLICE (Ethernet LAN & 0IAl Ol= Ethernet =42k =2 &LICL)

MAC 4= 6Atel OUl(Organization Unique Identifier) H1S2 6Kkl SIEAN AlYE HSZ

12Xtel St= HSALICH Pro Series2 MAC F=A& 00-01-95-xx-xx-xx0| 0, 2/ &
BFAQ| HIEH N 2tE0l 0 [USLICH

Al

S o1 D2 SO & Ol S4 BEF AOINA LojLis Lo A5 XE

oz Gtliol ZHES [12 ST SHE( ¢ZS LFUC. 92 S0 SEL
Q0| 42ATs YR BZHFS NER LHE T L CIOIEE DESUCHEAS B 2E
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S50 012 M2lots Mt T2 A0S 2HE LatLICH

0
3
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He
T2 )SBYLICL SH0IHEE= ScHOIHE/ME 2H0 Ase 2F Z208 L= AAESXSLUCH
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FYLICHL EeteM NAdle ZFEAL 2AH0AM 2 HTML Ites 20 BHEto
o
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10



H 11, YO0l HE

ISP Internet Service Provider
PC Personal Computer

NIC Network Interface Card
MAC Media Access Control
LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line

ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol
DNS Domain Name Service
DDNS Dynamic Domain Name Service

SNMP Simple Network Management Protocol

RADIUS Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

11




2. AN &S|

2 H0lAM= ProSeriesE HS 4AXI6t] dF™ol=s 2N ot AHEHLICH
-21 HE X AMeE THE BHXI L LED EAl S &YHEHLICH
-2.2 StEF0 HZEH/0 M= ProSeries? EE, WERZAR Y X o2 HEHS EYELICH
- 23 AAE 20 &%F6t7/= MNAE 25 = telnet = & HEE AISot0 Pro
Series?| 2L ZE} &E=ote LS 98LICH
AN&ESHAH 382 &X=0l 2 ELICH
- otLtel & H OIS MK Z&E)
- otLtel 2= AHOIZMIIXI Z&E)
- Ethernet 0|2
- WE<SIZ 2HHOIA IE(0IGH NIC)IE U= otLtel PC = GHLES| RS232 Al2lg ZE
2.1. I dIO|0ot=
2.1.1.PS110W IHY diO|0t=
PS110W= AMEH HEAIS 8 5012 LED2 2= HEAIE 8 612 LEDIF USLICH
PS110W 2 2H0= Factory Reset AXIOt ASLICH AMBRAE 0 ARIXE 0/86HH
PS110W 2| 832 3& E0olA2 &tz HE & &= UASLICHL

H 2-1PS1U0OWZS LED X/A/ &Z

2 s
ALEfi(Status) Power HRA0| S=5 0 W2t ELICH

Status Sast Pl 2T HST 0l Al 2= LICH (5= OiCH 44D
Ethernet Ethernet2 Sofl HIOIEHIt EHLLD L2 0 ZLICH
Wireless Wifiot AZEH BSELICH (20= OHCH 24l
Alelgd ZE Serial PS110W2| Al2lZ ZEE Soll HOIEI EHLD LhZ M

Z e LICEH

Sensitivity & E WIiFi AP ZI=DF EAIELICH (20 OICH 4D
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Power
Status
Ethernet
Wireless
Serial1

Factory Reset Button

Sensitivity

Serial Interface

Ethernet
Interface
Console
Interface

g 2-1PSUIOW S IHE 400tz
2.1.2. PS210W Y diO|0t=
PS210W= AMEH2t 25 HAIE o 212 6J12] LEDJF /USLIC
PS210wW 2| 2'H0l= Factory Reset AIXIJb JASLICHL AHEXsE 0 AKAXE 086t
PS210W 2 &&8Z2 =& Z=0tAIQ AEiz BE & = JUSLICH

H 2-2 PS210W S/ LED X/Al EZ
2= Jls
&L E(Status) Power MO 22 WOHAQ| =L}

Status SEst IPIt EEEH BSEH oled Al Z2LICH (X OtCH A4l
Ethernet Ethernet2 Sadll HIOIEIJI EH2D L2 [ ZELICH
Wireless Wifiol HZ&H BSELICH (20 OtCH 4D
N2le ZE Serial 1 PS210WS| Al2lZ EE(1)E Eofl CI0IEI SHRD L2 O
2 L|CE.
Serial 2 PS210W2| Al2l2 ZE(22)Z Eofl GI0IEI SO0 UZ O
222 LICE.

Sensitivity HZ & WiFi AP 2&DF EAIELICH (20x OtCH Al
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Power

Status

Ethernet

Wireless

Seriall

Serial2 | Factory Reset Button

Sensitivity

Serial Interface
Ethernet

Interface
Console
Interface

g 2-2Ps210w e IHE l0/0F=Z

2.2. ot=F0I H&E0HI

2 Hilld= =J| HIAEEZE fdl, Pro SeriesE X0 A
- Pro SeriesE Ethernet 512 L= AIX 0 HA2ELICH
-oie X0 HZELICHL

S

- Pro Series?| &3 =2 &XE AZELICH

Y
Qﬂ
rr
oL
0z
2
o
Qi
=
B
02
il
C
o

Ethernet HOI22l &Z& ZZ2 Pro Series Ethernet ZE0 HZdt, WO A G2  Ethernet
HOIE2 BHHZS UHERI ZEN HZELICEH AHO0IS0l SHtEHN HZE 22, Pro Series2t
Ethernet HIER 32t2] HAHAl= TS0 20| LIEHELICH

- [Ethernet] EAIS2 HISBHAM ZEH2IHA Ethernet THA 2] &4 R E LIEHHLICE.

10

ro
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18 2-3PSXIOW 0| LUIERFZ A0/ &HZ ot/

Pro Series2| Alcl€ ZEN 2& JHO0I=S HZELICH ASAIH EX2 2 ZEN HEotH
X KHOUA M3 2 ZEQ KRES 1Nde ZRI ASLICL A HE=2 ££ 1

PSX1I0W E A/C/E Z£= Sk E&E H0/2HE, R4 AMEX ZFEC Al2Ig ZE0] Al2lE
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Serial Device

& 24 ZHIE PSXI0W 0l & Z 5]

2.2.3. 830 H&50|

Pro Series0fl && HOIE2 HZELICH. 830 HES| === Z2 [Power] EAIS0| ¥tMHo 2

85 ¢dHE =AU

Sy

& 2-5PSx1I0W 0 && AZ o]

2.2.4. NAE 2&0 =611

gdEHE O JHXDE USLILH 0ls, SRS AXIIE 88Xl £= FAHO0ILE

Pro Seriestfl &%0ot= Y
G20 et & LICH S8 Pro Series= 81AE %, GUI(Graphic User Interface) 0ls E&=

M&otd JASLICH.

i

CLI(Command Line Interface)
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ANAE BE:
2 AEXE HEE= AelZ 2= HOI=S2 ArEdH Pro Seriesl AlAE 22 ZEN 2E
g = UAsut
gz 2s:
BAE s CHHOIAE RFdt= A AMEXN= HOIE HZOIHE AESdH Pro Series
telnet(TCP ZE 23) L= SSHTCP ZE 22)0 =38 £ USLICh
=9/ : Pro Series= SSH v2 2t X/& &lLICt 2 EBZ AEA= SSH & 0/&05t0 Pro Series
Oof &=t 02X & ZR0| SSHv2 & X/& 5= SSH Z210/9E TZ 8= 0/&5IH0F &LICH.
al:
2 BetRME ALE0IH Pro SeriesE &38old= & AlEXt= Internet Explorer = Netscape
Navigator?t 22 & E2tRME AIE3t0 Pro Seriestl HAZ & 2= UASLICH
o YHES 2F AIZX 2SS RFELICL
225 . AlIAE 25 AFESLDI
1) 2= 022 8t= ZZ ProSeriesl 2 ZEN AZ&LICH
T Serial Device
J& 2-6 PSXIOW Ol AIAE Z2Z£ F0/EE AZ 517/
2) AEX ZREHS A2ZE ZEN AHOIZEQ &5 Z2 HZELICHL
3) OlOIHEOIE (HyperTerminal)2t 22 EHOIE NEd 06 Z2082 AMSLICH O3S0
20l HOIE =dIolE E208o| Alelgd &3 HE 4FELICHL

B 9600 Baud rate
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B Data bits 8
B Parity None
B Stop bits 1
®m No flow control
4) [ENTER] 2|E€ S&LICHL
5) AIEX Ol Y HSE 22010 Pro SeriesOl 2191 &LICH G813 &0l U=ZE
st MEX £F2 ELILL
Login: root Password: root
ProSeries |ogin: root
Passwor d:
#
6) 212 =0l AMEX= CLI (Command Line Interface) &0IA 02d JIXl & YHES
012e = USLICL.CLI Ol THEE XIS LHE2 7.CLI SHAAHE FEGHYAL.
7) CLI &0IlAl ‘editconf” @S HE A&otH, T8 2-701 A= Oim 22H0| LIEFELICH
# edi t conf
|
1. Network configuration

2. Serial port configuration

3. System admi ni stration

COWAND (D splay HELP : hel p) >save
COWAND (D splay HELP : hel p) >apply
COWAND ( Di spl ay HELP : hel p) >hel p
1 HELP [

[ Ent er] refresh

[ ESC] cancel or go to upper

/ go to root

.. go to upper

cl ear cl ear screen

pwd di spl ay path to current menu
save save current configuration
appl y apply current configuration
hel p di splay this

exit exit

COMVAND ( Di splay HELP :

hel p) >[ Enter]

S

1. Network configuration
2. Serial port configuration
3. System adnini stration

COWAND ( Di splay HELP :

hel p) >

g 2-7 08 b= 3tE

Mol Ol BHBiol AFSXHs Ol MBE 221510 [ENTER] 12 =2 Pro Series ¥4 &F0
oSt Hir B2 Mg & ASLICHL o9 N S0 A AISXE 2t 880 Ze #4SS
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bl

]
4
30
i
-
o
0
fn
e
i

i) = Pro SeriesQ HIZZA W22l S2t0 MEZO, 0l A= XL
FAU Asave” HHES AMEOZM OIF0 HLICL “apply” HES AlsH AI9IH OIXMIXIS
= o

| H8g = AsUIL

MNEI= 2122 22

[ L i —

ﬂJIO

FOd Pro SeriesOfl &=a6tJ1 &80l BtEA|l Pro Series2 IP =AE 20

-

HERT £F2 EXol&A2). Pro Series® S&EGIHAl J12 IP =

w O||

OF &UICH (KHMIE a2
= 192.168.161.5 LI C}.

SAE 5 SHOA disable 2 == JASUICLAIME WES A& 36. IP

Cts2 XIE0l [t Pro Series@ 2 250 HZ & LICH

1) TelnetZ2 )8 L= telnet)|sS(0l, TeraTermPro L£= Hyper Terminal)2 Xl&3dl=
DTS AdAIZLICH SHXA IP =4 % port number= Pro Series?t =2 of OF
ELICH. ZR§ &EL, port numberE 2322 XHELICL MEX FFH HFE 2ol

(mZ]

CIHHIOIAN TS EEHE LHELILL

telnet 192.168.161.5

Elle Edlt Eetup antrul ﬂlnduw Help

Tera Terrn: Mew connection

& TCPIP S[-Y 1 92.168.161.5 j

v Telnet TCP porté#: |23

C Serial Port: ICOM1 v|
(0] 4 | Cancell Help |

J& 2-8Telnet ZZ 72 &% 0 Xl (TeraTerm Pro)

19



2) AMEXE BtZAl Pro Series2 Z1Q210H0F Gt0, Ol AFEXH OIS =S LHELICH
AZEX 0I8 € &s2 UZ2E &2 = C root YLICH
3) HEE MEX 018U FSE HE R CLI ZSZEDL LIEtELICH

23. 8 Ect2XA &l AHHOIAN &E50t)|

Pro Series= HTTP 2t HTTPS(HTTP over SSL) Z2E22 25 XIJ&LICH E£8t Pro Series=
XAl & 2tel HOIKNIE M3&LICH Pro Series & 2cl HIOIXO &5+, Pro Series?
IPFEALE =4 E40] JIs8t SAE ¥2 8 E2t2XM2 URL/Location ZE0 LSASHAAIL .
At= Pro Series? 20! stHS 2 2 ALYLICH AISX= BHEAl SHt tEX

(@]

=
I S E MEoHH AIAEN =210 & A

>_

0K

)

o iy
x
0%

o
[—

EM =0 =S 2ISoH0F SLICL =] &

Login: root Password: root

=£9| . AEXE Pro Series & 22/ HOIXIO &=ot7] &0 BI=Al Pro Series® IPFAM&EE
FA BN s SAEDS HEYH 04T 72 ZALLAID] HFELILE.

SENA Pro series PSZTOW Management

User authentication required. Login please,

Usger D : |

Password :

Copyright 2007 Sena Technologies. Inc, All rights reserved,

_1& 29 Pro Series & &2/° £2! 5tHH

J& 2-9 = Pro Series & 22|29 20! StHLICH
_J& 2-10= Pro Series & 22|l 2IHHIOIAS EHH
Jt MIBELICH Ol Oiw biile &9 S#2EF M =
SEIGHH 28 O80M AHE Jtstt 2 ot Uit Ecl EE2 L
= H¥s HEE £+ UASLILL MEXN= 2E HO
KNOA HE AES [EAIN dE(Save)], [ME 2 X E(Save &
= BtEAl [2HAIO NE(Save)]S & EGHN

ZE =S HIRgd JIAEX0 MEHOF &fLICH 2= HEAES HE0H)| PloiM ALS
< El

SHOIXIZLICH 3tHS| Z=01 Ol bt
. Ol BHOIAM &t &§==
FELICH  AtEXt= of 9

L ox
il
o
H
o
foa
C
[wl

m

o
apply)] £= [ 4 (Cancel)]g =
i

0
ro
o
2

2 HHg==gtE ¢

i

A= BFEA [HBAME HE(Apply Changes)]S & &oi0F &LICE 0l s&2 Ol Ht2l Ot B=

O ASLICH. AFS XL [HE AL HE(Apply Changes)]|S &&= [MHOIEH A OHOHEI==gt0l Pro

Series SFEF0 HESLILL Lt AASK= BN HHE=+E NEotD HBAEES HE0t
X

S
d0
%
=
0
He
otO

(Save & Apply)|2 &g = ASLICH
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FIb A OHOHEH ==t

=P st= JotA Z=0H [F(Cancel)]S HEi6HOF & LICE Ol otH 2=
HAALZO0l FHAELD 0l 22 =3ELUCLC &, 0101 M 2 HEE HE A2 FHALAX
& LICH

SENA Pro series PS210W Management
Network configuration System status ; /system/syestatus

IF configuration | ;

WiFi configuration System information

SMMP configuration Dewvice name ! ProSeries

Dynamic DNS configuration ; ; i

SMTP canfiguration Serial Mo, ¢ PS2100W-001221

| filtering configuration F/W Rew,

SY35LOG configuration
Locating server configuration
MFS configuration

TCP configuration

Serial port configuration

Configuration

System administration

Systemn status

Systemn logging

Device name

Date and time

Change password

User administration
Factory reset
Configuration management
Firmweare upgrade

System statistics

MNetwaork interfaces
Serial ports

IP

ICHP

TCP

upp

Apply Changes
Logout
Reboot

Current time :

Systemn logging ¢

Send systern log by email
IP information

IP mode

IP address

Subnetmask

Gateway !
Feceive/Transmit erars :
Pritnary DNS
Secondary DNS ¢

W2 abcdefghijkimnopgrstuwvwsyz! @
01,/01/1970 00:02:42

Enable

Digable

Static

192, 168.8. 11
255,255,0,0
192, 168,11
0/

168, 126.63.10
168, 126,63.2

Copyright 2007 Sena Technologies, Inc, All rights reserved,
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.UHERZD 2%

31. 1P &3

AEX UERKT EHOUA Pro SeriesS AlEc6tedH™ I
FHIC X 22 HL, AAE ZXOH S2/6t0H Pro SeriesE fst 858 IP =48 Y
SELICH WEKIN Pro SeriesE (262, D8 IP =ADF QAO0I0F SHllE AMAIS

efLIC.

10
ol
o

o
1
i
A
e
[0
i
-
o
5
1
>
A=

Pro Series IP =4 23 Al, AIZ2Xe U3l 22 212 2 HHY Z2EZ2 S otLUE d8E =
USLIC

e Static IP
e DHCP (Dynamic Host Configuration Protocol)

Pro Series= =J| JI=2gt0| 192.168.161.5¢! IP =S = Static IP 252 d& &N USLILCH
H 312 32 2= Ip €8 BHx=2 20HSLIO. J& 312 IP €822

JIBt GUIE 20 sLICH

H31IP &5 g

Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

Pro series PS5210W Managemenit

IP configuration : /netwark/ip/

Interface

IP mode | |
IP address 192, 168.8.11
Subnet mask 2EE.255.0.0
Default gateway 192.168.1.1
Primary DNS 168.126.63.10
Secondary DNS Coptional) 168.126.63.2
[Save ] [ Save & Apply ] [ Cancel ]

Copyright 2007 Sena Technologies, Inc, All rights reserved,

Jg 3-1Ip £&

22



3.1.1. Interface & EH AIZEID|
PSx10WE= WIFi2t Ethernet2 S A0 XI&6HK ZSLICH AIE2E I HIOIAZE A=A ot
2L CF.

3.1.2. Static IP =4 AIE56}0|

AEXI} static IP =AE AIBE B2, Pro Series® IP =42 28 Us LE 88 HESES
=522 XHWMOF ELICL 0148 H=a0l= IP =2, Subnet mask, gateway2? DNS serverJt
ZEELIOL 2 d&80lM= 0l 20 RHMISHA THE 24 LICH

&t 17 Pro Series= AIAE0] AIZE [, &&& ZF20 et WEFIE =73t &L/Ch

e |P address

Static IP= DEEO0IHA FREQl AlE 959 dAss gLICL 0 Bs= FAFHN 2O
UHERZ &9 X F=ALZAM AgsS LICL FFE= 028 IP =45 AIEot UERA
AMUA A AYstD UEE £ USLICL OetM, d8E 1P F4= UWEH3 F0A
HUXNCZ DRot] SEoH0F2H LI

&7 192.168.1.x A9l IP A& ISP (Internet Service Provider)Jt BI&EGHA 2=Cl= E0lA
A& (private) F=ALICH. Pro SeriesE &AZ6td™ 20 T2k HY L 22 3522 S
HOIHE =1 2= £ A0 5t0H, 0 B =56t e IP FAE HoioF &LICL 32 1P
FAhE YUINOZ XY ISPERH PUotHL LUE = USLICH

e Subnet mask

MEUlz 22 Xel&E X, & A= L= & LANY0 U= 2= UERZD SAEES
SELIO UWER/KZIE Sol UWIits 20l U= B, Pro Series= A0l X&EE TCP/IP
SAED 22 UERID A0 A=Kl ABY OtAZIE Soil &AELICH F=AIF Pro Series 2t
SAs HERKD AN JACHH, 22182 F=A(Physical address)E SollA & AZELICH
X 2o F0HE JI2 HOIEROIE Soi AZELICH

e Default gateway

HOIEROl= OE UWERIAZ S0t HERZ2 FFYLICL Lerdoz
UHERZ WUHM E£= XS ISPOHAM EciEES MOlols dFE= HOERO =EYULC 222
UHERI 28 Ho SAEQ S&ot)l fHM= Pro Seriesdt Jl2 HOIERO ZFEH2 IP

F=AE 2O0toF UL HOIEROl 1P =201 et H&Ee H2= UERID 2l X0l

rr
i
4
12
o
o
on
rr
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e Primary and Secondary DNS

AMEXIH EZ EAOIEE Z=26t04 o, dARBHE AAMOIES HEEH IP =20 CHot

HOlH 21, O €= 0180t & MU0l E=8LICH. DNS=

AEGIH IP A2 BEAHAFE ZAYULC M2 U2 sena.com 1t
(@)

Z JlYoetlIor O &d&UCH DNS Ml

22 242k =Xt ot &l S SIS

st EAE DJIBtel el WIZE TCPIPO AHZGH| Qo =Xt IP =42 BHEIAIPAF
SAEQALICH

Pro Series2 DNS J|IsS£& AtEotd® Z0Q U2 SAEN &EX(E = JUAESE 0l DNS

ABHS IP =AE &&oH0t &LICH Pro Series= Primary DNS servert Secondary DNS server
22 DNS AHS IP =48 &3

KNHE MEE = BlE I AIS3dt

0z
I3
o
=
R
o
-
i_l
%
@D
o
o
>
Q
]
<
@)
=Z
w
x
&
rr
9
3
D
<
)
=z
w

3.1.3. DHCP At&otJ|

S8 SAE H4F 4 RYDOHCP)2 UWESRZA 22Xt IP =42 2SS XX UWERKZV

AN S 22t Usse = N ol S Z2ESYLUICL. DHCP= UER A el kot IP
= SN 2=ot) 2Hiot==E ot ZFFEIE OE UWERIT AXN S22 & 3=

Static IP 2= 2
HERZ |Xlz Ol
DE0AM Z2EDH IP =24, MEY O0tA3, HOIEHO0l, DNS MHE ZE&dte ZRE H=0t
AAsez SFELICL DHCP= 229 IP =40t otutel ZFEO CHolto |RS8H Al

“‘HO(lease)” JHE= AISEILICL IP =AE gHYot=l ERe B
= 2

0y

AAsez #3-0 P F=aJF 2E 5 2S DHCP Z2ci0I¢E HARH= 0ld& FEE
&I g L Ch

DHCPE AIEotEE I3 TUS ESR, Pro Series= AIAEOl AIXE [ OCH UWERKZ &0
DHCP I = ZSELULIO. DHCP Ao SHUl= 1P =22 HIRotH A2 OtA3,

HOIEHAOl =2, DNS M Z “CHO” AIZ2t0I Z&E 0 [ASLICE Pro Series= Al 0l EEE
XAl HiL2elof MEELUCH ‘"It 2t2 5= B<S, Pro Series= DHCP MHZ2H "HO" Al2t2
HES QRFELICL. DHCP AHI U HEES 52g AR, Pro Series= HEZoHAM &M IP
FAZ2 A5Y = USLICH DHCP MBI L0 HEES S0I6H %= ES, Pro Series= DHCP
NHZEEH MZE IP =4 QF EXE AEELIC

&1l DHCP ZZ0/A DNS AHHE HE&s5 ZE HERT 22 Pro Series H+= I&ECZE
&I LI

=20 =

DHCP MH= WESRK3A 2l Xt 2eldtd U= IP =4 ENAN IP TAE SHOo=z Y&
Ol= DHCP Z:2I0IHE, WE =0 Pro Series)t &2 MOICH T2 IP =AE $£UES
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FSE Pro Series FAE &4 QlAE £ AT
t. DHCP UWIERIANM IP ==
C

O|0|&LICt. DHCP AHOIA AFZXIIE MEXA
PNy )
Xt= Pro Series?| otH 220 U= ¥ AEIHU U= Pro Series2 MA
Ct.

| 2ohA 1P F=AE OIfotH0F &

O moll

3.2. WiFi &3

==

PSx10WE 802.11b, 802.11gE XI&ots P& & JtEE WHotD USLICH

3.2.1. Network type &3

5a]
¥

Ol AZdt= il At=E
Ol EHIQ #=2 UEELUC. 2& AFH UEKINAM ‘Adhoc
mode'= ‘peer-to-peer mode'ctlE LA &ELICH 0 ZEWHA= PSxI0WJIt APS2L0l, CHE

PSx10WE Ethernet0il 2Za6h=0I, APJL AtEELICH. U, ¢

2= USLICE Infra mode

M

PSx10W2 S4lg £ ASLICH Adhoc mode= SIH2 devicell cablel0] 2HOZ SAlS & £

=2 =2 T

Fro series PS210W Management

IP configuration : /netwark/ip/

Interface ETHERMET ||
IP mode

IP address

Subnet mask 255,255.0.0
Default gateway 1582168.1.1
Prirnary DNS 1B8.126.63.1

Secondary DMS (optional} 168.126.63.2

[Saue ] [ Save & Apply ] [ Cancel ]

78 3-2 Network type &&
3.2.2. Operation mode & &

0l Ol = Network typeO| Infraz & US M2 243 ELICH Operation mode= 3JHX|l &
B

=
—
= YEs AL
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WiFi configuration : /network/wlan/

Metwork type

(Operation mode
List of APs

. Dnnect in the order of registration :
Mo, ESSID Auth-Encryption |Connect in the order of signal strength
1 ISENA_USCO IODEH System-WER 'I I]ZSﬂEE?BQD]ZSﬂEE?BQD] REMOVE |
2 [EENA_ADSL_CON [Open System-WEP =]  [1Z3d56709012346670001 | REMOVE |
3 |M00nl 1a |Open System-Mone (x| | REMOVE
MEW | |Open System-None = | | ADD

Meighborhood APs

Savel Save & Apply | Cancel |

_1&/ 3-3 Operation mode &'&

e Connect to any
List of APs =SSt & 28101 =2 Z4

LICE. O i 2M =AUZ 58 Al

o
4
02
%
hi
o
x
04
(=}
m
<
50
P
50
0
>
o
Hy
sl
I
o
=
i
il

il
C
o

e Connect in the order of registraion
Listof APs 252 =AMUZ = ANEE &LICHL

e Connectin the order of signal strength
Listof APs 252 AP & HISIt & d =A2 =5 AIEE LG &85 Al &8ME 280l

s NJle 85 =9 WE0l oiLls 30 =92 HAlELICh

rr

F9O . RRL FFJ/9 JlZ SSIDE HJFotA &1 AESAE FR, 28 SSIDE = LE
=0 FZ L0l P& FZO0ILF £ HoF 2o 010/ 2 + AUSLICH

3.2.3. List of APs

List of APs= Network typeO| Infra 2= [+ 243 FLICH Operation modeJt “Connect any”
b Otd 3=, PSxXIOWJt &£ APE listlll S=oi0F &LICH. ADDZ ZFJtotHLE REMOVEZ
AHl & SaveE HF=0{0f ot Save & ApplyE otH HitE HZ&LICH
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WiFi configuration : /netwark/wlan/

Metwark type m
Operation mode Connect to any [v]
List of APs
Mo,  ESSID Auth-Encryption Key
‘ ASUS_&P_MOON | Shared Key-WEP ||  [12345676901 2345675901
2 [DLINK_AP_MOON [WPAZ-PSK-TKIP  [v| 12345678901 2345675901
3 moon |Open Systerm-None [v]
MEW |Open System-None [v]
Meighborhood APs
Wil Status
[Save ] [ Save & Apply ] [ Cancel ]

J&! 3-4Listof APs &%
e ESSID
AP2| ESSIDE & &&HL|Cl.

e Auth-Encryption
2ot 482 Open System, Open System-WEP, Shared Key-WEP, WPA-PSK-TKIP, WPA-PSK-AES,
WPA2-PSK-TKIP, WPA2-PSK-AESE RXI2&LICt. &% & APL sgst 2o 882 KEIGHAID]

grefLICH

e Key

Open System= M 2I&t 20t SXUH AME2EY KeyE LEELICHL
3.2.4. Neighborhood APs
B0 M Jtsst APE 20sLICH

Pro series PS210W Management

Neighborhood APS : /network/wlan/neigh_ap

Mo, ESSID Mode Channel Encryption
I} SEMA_CISCO Managed 1 an

18 3-5 Neighborhood APs & &

3.2.5. WiFi Status

S WiFi 32 &HE 20 SLICH

27



WiFi Status : /network/wlan/wlan_status

Status ESSID
Connect ASUS_AP_MOON

J&' 3-6 WiFi Status

3.2.6. Adhoc &3
0l Ol%+= Network typeOl Adhoc2 [H2t & A&3tELICE. Adhoc EEE AEGH)| fldiM=E &5

A= 202l deviceJt channel number, security configuration(Auth-Encryption), keyS = 50l Of
Ct. (DHCP MBI =& UK %2 BR0= Static IPE ALZoH0F & LICEH)

WiFi configuration : /network/wlan/

Metwork type
Adhoc configuration
Country US4, Canada [v]
Channel 1_[:]
Metwork (D (53100 PS210W
Auth-Encryption | Open System-None [v]
Kay
Meighborhood &Ps
WiFi Status
[Save ] [ Save & Apply ] [ Cancel ]

72 37 Adhoc &%

e Country
M A2 Se F0HE A= E LI

e Channel

Adhoc APJI ME S¢el 2= L ELICHL

e Network ID (SSID)
Adhoc AP2| SSIDE 2 & &fLICt.

e Auth-Encryption
Adhoc APJF ALE S0l 20t HZ

o

1
o
rx
Jo
il
C
o

e Key
Adhoc APOILAl AtE S¢el 2¢F JIE S HELICH
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3.3. SNMP & &

_U
5]
w
@
@
[72)
§
9]
Z
<
o
<
'—\
p=)
<
N
[H
Hu
HTl
IIJIO
-
o

1ot= SNMP(2t01 & 22| Z2&EE) W0oIdED;
USLICE NMS £= SNMP Ect2AMet 22 UIERZD 2elXt= Pro Series2 2= JIs0l &85
o

g = AS &Y Ot E2E wate = USLICH

SNMP Z=2Z&EZE GET, SET, GET-Next, 12l TRAP= IZ&&LICH 0Old Jlss SoiA
Zelte SUet OlfE 28 SXE 22 = UL(TRAPs), XtAMlet BEE 28 EXE X3
2 QUODI(GET) Xl AEHE BHEE = USLICKSET). SNMP w20l 88 2 2ot JIsS
=7 = U= GET-Buk IS0l FILE O JASLICH

SNMP 2& IHEES Sol AlEXt= MIB-Il AIAE JHAH, 85 WO 2F 2 TRAP =410 £F0
o €8s & = UAsUC 0 H=uA 28 2dles 2 @ € ¥ HMHE 2%
e > USLICH T8 3-82 & CIHHIOIAE S8t SNMP 83 stHE S0 SLICH

SNMP configuration : /network/snmpy/

3MMP enable/disable Enable

sysContact administrator

syshame ProSeries

sysLocation my location

SYsSEMVICE 7

PowerOnTrapEnable Disable

AuthTrapEnable Disable

LoginTrapEnable Disable

Configure the access control sefings
Mo, IP address Caornmunity Permission
! 0.0.0.0 public Fead Only  +
2 0000 public Read Only  «
3 0.0.0.0 public Fead Only v
4 0.0.0.0 public Fead Only

Configure the trap receiver settings

Ma, IP address Carnmunity Version

1 0.0.00 public vl v

2 0.0.0.0 puhlic vl

3 0000 public wl

4 0000 public vl
[Save ] [ Save & Apply ] [ Cancel ]

&g 3-8SNMP &&

3.3.1. MIB-Il Al2 8! 24Xl (MIB-Il system objects) & &

MIB-Il AIAEY 20X &S Soll AA"E A, 018, ?IX ¥ Pro Series® SNMP 0|0 & EJt

ME6le o1& A & 2(Authentication-failure traps)E & & & £ QUSLICLH 0lfst 4FE MIB-II
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sysName, sysContact, sysLocation, sysService Z12|1] enableAuthenTrap Z{il &1Z8 &Y (0OID)Jt

AtESote gt= MSall &SLICH

® sysContact: 2t2| AIAEI(Pro Series)Ol CHeH &AL A2 & oY 2elX0 2SS Fotes
gHsS dHELICH.

® sysName: AIAE AEN AISE
Domain Name) & LICt.
sysLocation: AIAEIS| AN S2l& X (0, & 3
sysService(HIINE) : SOIZ 2LlE LE2 gESE2 M Al

LIEFHLICEH JI128t2 2 Pro Series= 28 Z

rr
=)
ofu
0
HU
12
e
1
0
HU
H
N
lo
m
Q
g
=
m
=
<
Q
o
s
o
o

AE0l Mot MHIA NMESS

I-FU
L_J

MP trap OIIAIXIE Z&AIZILICH

EnablePoweronTraps: Pro SeriseJt A &&EZ &2l= SN
E AIHE 22l= SNMP trap HIAIXIE

EnableAuthenTrap: SNMP OO M E ZZ M At
S AIZILICE.
® EnableLoginTrap: Pro Series0Ol &, 2£& L= Y4 o2 SZIH)

SNMP trap BIAIXIS A AI2ILICH

HU

el

=2
=)

el

12
o
"

AFEXOE MIB =04 £ =30l e X301 2Re 2, MU Jlzs XNFRNZ HEGHAIDI
gt LICH MIB2 SNMP2| XHAlgH 2= RFC2l 1066, 1067, 1098, 117, 1318 12l1) 1213 =AE
Loty AL

3.3.2. HAIA MO &€& (Access control settings)

HANA MOI= Pro Series SNMP QIO ME0 CHEE 22| Xtel &% JisdsE Holotd JUSLICH O]
B A0 &8 221X2H01 Pro Series SNMP MOIMEN &£0t0d 82E W&ot 52
Mg = ASLLCH NEE IP =240t 8l Z22(E2= IP =2& 0.0.0.0 0 JIE2d), B SAE
22| Xt Pro Series SNMP QIO ME N & K& o USLICH

3.3.3. EE& =40 €& (Trap receiver settings)

Ed =41J|= Pro Series SNMP OI0|MEZREH SR8 OIHE(TRAP) M At=ts 22| X0l A
SEE = AEE FAFUC
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3.3.4.SNMPE 0|E8&+ 2l
NMS(UIERIZ 22l AlA") L= SNMP EB2IRME MEdtl= SNMP Zz=&EZZ2 S0l Pro
SeriesE 2|8 4= USLICH Pro SeriesJt NMS £= SNMP EctXNIF Alsig D A= SAE
852 GI26ldH NMS = SNMP HeltRME AIS6HI &0, HAA HH 4832 HEG
HANOF &LICH & 3-9= Pro Series SNMP OO0|MES2 MIB-Il OIDEES EAlgtl U=
QEtE Ol SNMP E2tRM 3 AMEIE 20 SLICH

sentflet MibEra _lolx

File Edit ¥iew Operations Help

eI TR

HLE ABe 29

Bt Loaded MibModules
© TE RFC1213-MB
® 32 org
® =5 dod
@ & internat

192168410 ﬂ Camrmunity i
Setalue ﬂ Write Community

Haost

directory
= Ohject ID |.i50.Urg.dDd.imernet.mgmt.mih—z.system.sysDescr |
Sentget requestto 192.168.4.10 ;161
g sysObjectiD sysContact.D:—-=administratar
syslpTime
gg:ﬁﬁ:”mtaeﬂ Sentgetrequestto 192.168.4.10 1 161
@ sysLocation sysMame. 0--=HelloDevice 55100 .=
@ sysServices i
§ &3 interfaces Sentgetrequestto 192168410 2161 i
@ iMumber sysLocation.0--=Linknown it
& [H iTable i
e [ at Sentgetrequestto 182 168.4.10 ;161 b
z % 0 sysSenices.0—-=T it
icmp i
Log t e
il g ucgp Sent get requesttn 192.168.4.10 161 i
o (] egp ifumber.0--»2 i
transmission ||
@ (1 shmp = : , 2
expetimentsl Syntax ;DlsplavStrlng {BIZE (0O .. | Status mandatony |
& [_] private Access Iread-only Reference | |
Q@ m TRAFS i
egpheighborLoss . ot |
@ ] TEXTUAL CONVENTIONS OpjectiD . 1.3.6.1.2.1.11 |
PhysAddrass Atexual description of the entity. This value i
!. s Descripti.. should include the full name and versian £§
= identification ofthe system's hardware trpe, —i
Glohal Yiew b s o i Tt =
18 3-9 SNMP E2t2HE Al&8t Pro Series SNMP 0/ 0/& E2/ MIB-Il OID FH A/
(AdventNet MIB Z 2t 2 4)
3.4. & DNS(Dynamic DNS) & &
MEXIL Pro SeriesE€ DHCP & & AIEE Z<2, U0 AI2t0l ZtotH, IP =40 HAE A
ZLICH Oldst HEE IP =20 s FE2E g4 BRotd U= A R =2 LALICH



SX DNSe= RI0A o328 2HES oHZ5tIl st AMUIA0I0, 02 ISP = SHOUA
MSELICL SX DNS ANUIAE MEEZM, AMEX=E IP =42 HFW A280 S& DNS
MBlo S8& SAE 0|82 Sl Pro Seriesl &8 4 UASLICH

2EtM o2 Pro Series= Dynamic DNS Network Services (www.dyndns.org)0lilAd XM33dt1 Ues
SZX DNS MBIADHES XIAELICL JlEt S& DNS AUlA MEZXe 28 U= HES MU
JlE X& 2MUl HESGHAID] BHELICE

Dynamic DNS Network ServicesJt H&=0ol= =& DNS MHIAE AtEct®, AA2Xe =9
3|3 NIC(Network Information Center-http://members.dyndns.org)til HES &&GHOF &HLICH
M&Xt= Dynamic DNS Network Services Members NICO| £71¢0! & & MZ2 S& DNS A E

2AE FIE == USLICH
=X DNS & M0 A, == DNS AMUIADI JiIsotEE & &, AI2Xl= S2% Domain name,
User name % PasswordE g 2olji0F ELICH A& B1A AES HZ2F F, AMEA= Domain
nameCtsS AIE56I0 Pro Seriesfl &%& £ USLIC

b

18 3-10= =& DNs &€& & QIHHO0IAE 20HSLICH

Dynamic DNS configuration : /netwark/ddns/

Dynamic DNS [Enable [v]
Domain name ps.dyndns.org
User name username
Password

Pazswordiconfirm)

[Save ] [ Save & Apply ] [ Cancel ]

_1& 3-10 =& DNS &%

3.5.SMTP & &

S8 M O3 BIALE Ul 210 HAIKIIE £ME AL Pro Series =
E Z2IK0H LH = £ ASLICH 012 A=, K58 SMTP M9
2 3JIX SMTP AW |8sS K& L

]

o

| el= SMTP
A= SMTP
e POP-before-SMTP
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J& 3-122 SMTP E& 82

2t SMTP €3 0lAM 2R Hx52 UsSh 25U
e SMTP server IP address
e  SMTP user name

e  SMTP user password

e Device mail address

Device mail address= 2&
X & ELICE. SMTP Server=
ctM, EXI0 et email =4 &3F
anybody@sena.com)2 2t= 222 user name2 AIEE & USLICH

2150 J= SMTP &= POP-before-SMTP modedt SMEiE= HL, SMTP AIEX 0|8 & SMTP
password)t & R8rLIC.

SMTP configuration : /netwark/smtp/

SMTR [Enable [v]
SMTP server 192.168.1.1
Made [POP betore SMTP I
Account name 'pro T

Passward

Password{confirm}

E-Mdail .pro@yourcompany.corrl

| Save ] [ Save & Apply ] [ Cancel |

&g 3-11 SMTP &&

SMTP configuration : /netwark/smtp/

SMTP [Enable [v]
SMTP server [192.168.1.1
Mode POP hefare SMTP [w]
A t P Before SRTE

Lt SMTP without authentication
Password SMTF with authentication

Password{canfirm)

E-tail |pro@yourcampany, com

[Save ] [ Save & Apply ] [ Cancel ]

18 3-12 SWTP £& 0 A SHTP 2= L
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3.6.

P 2EH

Pro Series= IP 4 J|8t ZHE S SolM &S0l S8l SAEJL Pro Series2 Telnet, SSH,
2 H

HTTP, HTTPS, NFS, 2 Alcl

ooy
nn ox

T Mg

AMEXt= OI2t0IHS 838 =HECEM U3 22 AES s &= USLICL
H

HH SAESZ ProSeries? Y MBIANH &2 =

EXH IP =TAE JIE &t BHLISl SAEDSHO| Pro Series® oS AHIAN E2& £ ULH
EH UHEHIN Us SAELH| Pro Series®| oS AMHIAN E2& £ UL

o=

P —

SAED}L Pro Series2| oY MBIAN &2 = UCH

E0tAl IP 2HE RENE OIRAT LHHU AKX EsU. (2= SAEWAN Pro Series
MEIA &2 Al2lg ZE 20| Jts gLIth)

IP 2Hd 23 &2 2 g2 2l Usi €sLIth

Interface

Pro Series® 2/20AMH SH2= IH2!0l CHoll #&S HZ&LICHL eth02 T/ /}ULD &I &

2 LICH

Optiont IP address/mask & &

EH UERIAE ZAIGH|2IE LS ELIC 2H2F 192.168.1.xxx& LIEIL D A CHH,

Option2 Normal, I[P address/maskii= 192.168.1.0/255.255.255.0= &= &LICt.

192.168.1.xxxJt OtY 2 B2& SAEE FEFLH D AICHYH, Option2  Invert, IP

address/mask0fl= 192.168.1.0/255.255.255.08 2 &otal & USLICL

Service 2 &

IP 2HEY A2ES HEotIA
Z

= t= MUIAE LIEFHLICH Telnet, SSH, NFS, HTTP, HTTPS,
2t Alelg ZE o

o
MEIA = SHUHE S8 = USLICH
Chainrule &%
& & E Optiondt IP address/mask =20 HE &= SAEIJL 4&E ServiceOll E2ot10 A

g [, 822 o Z(Accept)e ARl Z X (Drop, Reject)2 XNIE A& & LILCH

—_
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IP filtering configuration : /metwork/ilter/

IF filtering policy

Polcy [Ffect v
IF filtering list
Mo, Interface Oiption IP address/mask Service Chain rule
Nothing
NEW [sthO[s| [Normal [« [NFS  [«| [DROF [v] A00
Service
MNFS Drop all |«
Telnet console Accept all |
S5H console Drop all |+
HTTP Accept all |
HTTPS accept all [+
Port 1 Accept all |
Port 2 Accept all s
Port 3 Accept all |
Port 4 Accept all |
[Save][ Save & Apply ][ Cancel ]
Jg 313 IP EHE &F
Pro series= IP filtering & #(Policy)0l 28t S&& M3&LICH 0l SE2 IP 2HEY 73
ZRE= WSS HEA Mg A LN 28t HMALICH HE SH, IP 2HEY #3
HE LEN UK &0 2E MHIAE “Accept al’'2 ZF0] &0 US M, &= (Policy)
“Drop” OILt “Reject’z &8 0| T JUCHH IP ZHE A0 HE8 2Xx= A=A OH
& (Response)2 okl 22 21 &LICH
IP filtering policy
J&/ 3-14 IP filtering policy
Pro Series= ST AHIA0 (i3 UERAS S8 F22 2Wsl B 2T 42
MZ=¢gLICt. “Drop all” OILt “Reject al's &EHGIAH SIS A0AM &EFe Eu 2380
MHIZ00 e H20l 2&5l HESLICH “Accept all'S S5t A0IA SFE S0
A=ZELICL
Service
MNFS Drop all |«
Telnet console sccept all |
5EH console Drop all |«
HTTP sccept all |
HTTPS Accept all |«
Port 1 Sccept all |
Port 2 Accept all |«
Port 3 Sccept all [«
Port 4 Accept all |«
& 3-15 2! service 2 A/2/& port O CH&H 1P EEHE &F
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H 32 Option Z' IP address/mask X&'°/ 2/& o

Allowable Hosts Input format Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except 192.168.1.120/255.255.255.255 Invert
192.168.1.120 168.1. 255.255.
192.168.1.1 ~
102 168 1.954 192.168.1.0/255.255.255.0 Normal
192.168.0.1 ~
192 168 955.954 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
191681126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
09166 1954 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

3.7.SYSLOG AH &3

Pro Series= &2 HAIX & MUlA, AIA® Y ZE [{HOIEH 22 #st SYSLOG serviceE
|

aQ
NESLICL #H SYSLOG serviceE AtEoAH, AIEX= SYSLOG ABI2 IPF42 AIESE

facilityS B'= Al XIEGHOF &LICL 28 3-162 & CHHOIALl SYSLOG server configuration
StHgs BSLICH

SYSLOG configuration : /network/syslog,
SYSLOG server service

‘Enable |v]
SY5L0G server IP address 192.168.1.1
SYSLOG facility Lacal? ]
[Save | [ Save & Apply ] [ Cancel ]

_1& 3-26 SYSLOG A/t &&

22 WAIXIE Pro Series22H =4I6ted™ Pro Series S&F0AM X&EE SYSLOG ANH
“remote reception allowed”" 22 & & T HOF &LICt Pro Series ¥ SYSLOG M AHOIOI &
U= 22, MEX=E Ut S0H2E= UDP W20l MHRSH Olsg = U= 7S BIEA
Z=JtolOF &LICH

Pro Series= local00l Al local7 7t Xl SYSLOG Facility==2 XI&&LICL AtEX= 0ledst Facility
AE3BH0, SYSLOG UIAIXIS] SHEHZ Pro Series HIAIXIE MEE == USLICH

SYSLOG servicedl Jls8&t AMEHOI 1D SYSLOG AW A&0| HE3 &S HLQWCH Al=2Xis
Pro Seriesh|2A8 27 &8 3HUAM 220 HE XE SYSLOG MHZ XEE == UsLICH

ANAE 270 NE SOl et TAIE E2= 52 A/IAE 277 £4F = Loty

[==) =

>
t0

36



3.8. Locating AlH

3.8.1. MR

Pro SeriesE AW (TCP £= UDP)Z AtEdoteli®™ 2c0IHE F&= ot SAED Pro Series?
IP =AE 20t0F SLICH DU DHCP & 22 RS IP =4 &30 A= Pro SeriesOl 222
IP =40t g22ELICL Ol Pro Series? S IP =20 &E256t)] foid= SE& =20t
ZQRotChs SALICH 0 2HE URI] fohM M2 IP =401 22 MOt £= FIHe=2
Pro Series)t Locating M2t Ecle S MHZ IP =4 FEE BEUEE 438 =
UsLItl. S SAEE Locating MBIZ 2&06HLE Z240/HE SAEE SAI0  Locating
M2 28 = USLICH

Locating AHH &0l SEs clolBdellt €212 M= LSLICH oo H3E
TZ2EZS AME8ot0 Z208S MF FEolAL AUHA=ZX Jls XNE0 H2otaAlL.

3.8.2. Locating Al &3

18 3-172 Locating M &8 FHZS LIEFHLICE. Locating MH IP =4, Locating Mt UDP
HLE BHS 2 HH AI2H 2H2A32 28 Locating MB Jls A& IR E EF6H0F &LICH Locating
MB J1s2 =710l "Disabled"'Z2 &30 USLICH

Locating server configuration : /netwark/locserver/

Locating server service

Enable

Locating server IP address

Port

Locating server Interval {second)

192,168.0.8
5000
30

[Save ] [ Save & Apply ] [ Cancel ]

18! 3-37 Locating A/tH & &

3.8.3. Locating AN S¢ Z2&2

Pro SeriesJ}t Locating AAIHZ IP =4

=

37

A2E 2E M2l ol g4A2 G &5LICHL
&9 OHE 23| GI0IE (0) GIOIE (1) Gl Ol E (n)
HIOIE 4 Variable Variable Variable
at F1-AA-AABC
0l (n) &A
&9 GIOIEl ID 20| G0l Ef
HIOIE 1 1 Variable
at 1-6 Variable Variable



GIOIEl ID

ID 3 20|

1 Device name Var

2 Model name Var

3 Serial number Var

4 MAC address 6

5 IP address 4

6 Local ports* 1 5E=4 5= 38

&
Local port: 2t 2HI0IE OIOIH= oY Alelg ZEQ &M 2E ZE &&= UEHULCH
PSx10We| £2Z X E HO0IH 20l= 2 HIOIEO0I0OF ELICH. 2 Al2lg X

2 TCP(£= UDP) EE BiS= Al2lY TE =A, = 1 B A2lg ZE

E BHS2H %M MAELICH Al2lZE EZED Disable & USE ES 22 HLE Bls=E 022

il

2t LICH

PS110W el Ofl:
TE B35 =7001 (1B59h)QI H<, 22 ZE OO0l =1Bh, 59h
A2lg ZED} disabled S0 UAS FR, 22 ZE H0IE =00h, 00h

PS210W2| Ofl:
ZE1 =7001 (1B59h), EE2 =7010 (1B62h), L E3 = disable, & E4 = 7004(1B5Ch)
22 ZE [ 0| = 1Bh, 59h, 1Bh, 62h, 00h, 00h, 1Bh, 5Ch

3.9.NFS A &4

Pro Series= AAE 271 £= ZE HOIHE NFS(Network File System) MHIAZ S NFS
MHO MEE &= UA ote Jls2 KAJAELICHL 08 AlSdtde AMEX= NFS MBSl IP =4
2 NFS MBie &X B2E BtEAl XNZoHOF &LICH. J& 3182 NFS Al £&& HOIXE

SO SLICHL

NFS configuration : /network/nfs/

MFZ server service Enable il
MFS server [P address 192 168, 8 a0
Mounting path on NFS server /tﬂpboot
MNFE timeout (sec, 5-3600) 5

MFS mount retrying interval (sec, 5-3600) 5

[Save ] [ Save & Apply | [ Cancel ]

J& 3-48 NFS AlHf &&

Pro Series 271 HIOIEHE NFS AWl M&oteiH, Pro Series &80 XI&EE NFS AHE “read
and write allowed” 22 &AoH0F &LICH. Pro Series 2 NFS Albi ALOIOI 2t&t=H0] Qs AL,
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AEX= LD S0H2E UDP W20l RS 0IsE = U=s #ES BIEAl =ItoliOF & LICH
NFS AMHIADJE AF2 Jls &EH0I2 NFS MH ZF0| HES 3<0e

S ANEX= Pro Series 2l
AMAE 27 = ZE HO0H 22 NFS AHZ HEE £ QUSLICH EEJAAE 27 H&E
IXI0 THst RtMet BE2= 4.28. ZE Z2 L 52 A|AE 2 £F MEZS E Lo AL.

3.10. TCP AHl& &3

TCP ME0l & SAE UM ddE=s B3R, S AE TCP EEQ| lock-up= ZXIotI| AoiAl,
C2 ZBITOOF EUCH 0l2fg lock-up2 Z=28o| HIZAXHQ BE= S22 2ol

F04, 0l248t lock-upE 2 XIokI| 2Iai M, Pro Series= TCP keep-alive Jls= HI3&LICEH Pro

0
0z
Jd

g
0z
ol

Series= UIERITJt (&S| keep aliveTlOl A=K &QIGH| Rlof FINHZ & SAE
H3lE MSELICH B30l 8% MU SAEN 0l&40] U= H2Z 2t=Fotld, NEE SZ ot
g LICH

Pro Series2 TCP “keepalive” J|S& AtEdtel®, AIEX= G20 20| 3042 H+E A&l 0F

efLIC.

® TCP keepalive time (sec):
N&E 2to] S410] gl= AEH0A Z0tLt J ot keepallve 3l &5 | &

22 ZEEUO JI=gt2 15 =228 4350 UsUICh

et
>y
ro
>

® TCP keepalive probes (times):
SSY A & &eielX] (R E =216t ?lol @3 SAEN keepalive

F BOILE 8&6t= JtE UEHEUCH Jl=gte 332 &350 UAsLICH

SEE

O|I

|O IIJI

IS,
® TCP keepalive intervals (sec):

Keepalive 3! M&2| A2t 2t S LHEFRLICH JlZ8i2 5 =2 2&E 0 UsLICH

& x=J| 48 [, Pro Series HI0IEDJI 4101 Sl= AEHREH 15 =t Nt & 5 % 2HHC=2
3 &l keepalive Ii3!lE &&ELICH

TCP configuration : /network/tep/

TCP keepalive time 15
TCP keepalive probes 3
TCP keepalive intervals 5

[Save” Save & Apply ][ Cancel ]

18/ 3-59 TCP keep-alive &&
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41. MR
AN2lg ZE &3 Jls8 Sl AF8XHs 2 EZEQ host mode, Al2lY S4Bl ZE 22 Y
JlEt 2@ gixsg 438 £ AsUT

Aleld ©| host mode= LISt &0 888 £ UASLIC

e TCP:
TCPE E0iA 22 HIOIEE digdts Alelg X2 WEWD, Alelg EXE SailAd &2
HIOIEHE TCPE SollAl LHEYLICE TCP AW, TCP 2210/ E, TCP AH & Z20/¢HE B

C2 A2 = UASUOL T8t U2 2= SoiA Alel2 ZXI0l GIoIeHE 2WAHLE Tiol

HE 20l AT JtsELICH

e UDP:

UDP 25 S&2 UDP Z=EZ0 JIEt oIl &2 HM2st TCP 2& S&1 25U
e Modem emulation :

0l 2E= AT BHUHE AtEotd &ol= AIEXLE JIEN Alclg EXIOF 28 AT HEOHE

port logging JIS22, Al2ld ZEE Sof 8&&= OOIEHE MEMORY =2 NFS server(
HE & = USLICEH port event JIS22Z, At ZE 82 JI/E HAXNSE S8 =
UM, Ol Pro Series= AlelZ EXZRH II/FAE HAIXNSS 2AH =S, Alelg EXI0 0/l
HFHIN As HAIXNE 2D, email L= SNMP trap 2 Soll 22 X0H SEotH & =
USLICH 012 Soll AZ2Xe AZE EXNZ2H2 HAIXNE ZAIE = UASLICH
MEMORY 0O M&& 27 dI0lE= Pro SeriesOl 80| S0{2t

AMelgd ZE 27 OOoIHE 2Z06tJ| fIcid= NFSserverE ALZ6t

pa

4-1 Al2IE HE &HF B
All serial Port Enable/Disable
ports Port title
setting Host mode Port number
or User authentication
Telnet support
Individual TCP Max allowed connection
serial port Cyclic connection
setting Inactivity timeout (0 for unlimited)
#1-#8(1/4) Socket ID (for outgoing connection)
TCP Nagle algorithm Enable/Disable
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Port number

Max allowed connection

Inactivity timeout (0 for unlimited)

UDP - -
Socket ID (for outgoing connection)

Accept unlisted

Send unlisted

Modem emulation

Remote host*

Add or Edit a remote host 2
Host IP address
Host port
Backup host IP address
Backup host port

Remove a remote host

Cryptography”

SSLv3

Serial port
parameters

Baud rate

Data bits

Parity

Stop bits

Flow control

Inter-character timeout (ms)

DTR behavior

DSR behavior

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Automatic release modem connection

Port logging

Enable/Disable Port logging

Port log storage location

Port event handling

Enable/Disable port event handling

Notification interval

. Enable/Disable Email notification
St Subject of Email

notification d J,e_c 0 mal.
Recipient's Email address
Enable/Disable SNMP notification

e trap receiver’s IP address
SNMP trap community
SNMP trap version

Add/Edit an event keyword
Event keyword
Email notification
SNMP trap notification
Port command

Remove a keyword

8 4-12 d-J|8t Al2lE ZE £F H=s 20sLC. Alelg ZE 23 0l
ZEO HEE <ot Z20SLICL ASX= 01 HOIXNMA ZE EOISE, SAE
ZE SH, Alclg LE BHeSS Y = UASLILHL

Aclg ZESE Mdeot) ZFotd XLE Bs L= E0IES UL

! TCP/UDP 2 E0F GliE.
2 TCP 2 E0il A Backup host
3 TCP 250 i,

MAN2
=2 o T

o 24

Host 2Z AIHAIO OI=ELICH
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Mo, Title Mode  Port# Serial-Settings
1 Port #1 TCP 7001 RS_232 9600 M & 1 Mane
2 Part #2 TCP 7002 RiS_232 9600 M &1 Mane
18 4-1 A2l ZE L& [jo g
42 ANelg ZE &3
Pro Series2| Al2l2 ZE X2 O 20| 8 Q522 EF & LICH
1. Port enable/disable
2. Port title
3. Host mode
4. Cryptography
5. Serial port parameters
6. Modem configuration
7. Port logging
8. Port event handling
4.2.1. £ E Enable/Disable
2t Al2ld EZE= enable £= disable 2 = USLICH OreF Al2|Y ZED} disable &FEHIF &
S AlelZ ZEZ =& £ QISLILH J& 4-2= Alel¥ LE enable/disable &2

Serial port configuration : /serialy

Serial port configuration — 1: /serial/+1/

Enable/Disable this port Enable

Port title Port #1

Host mode configuration

Serial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

[Save || Save & Apply | Cancel |

_1&/ 42 Serial port enable/disable
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422 . 2 E Title

MEX=E 228 ZEN HZE X0 g £ dag = JSLICH Holll= EXe RS
g3 gl £= fX 38 S0l Z8E = AsLIGH

Serial port configuration — 1 /serial/«1/

Enable/Disable this port Enable

Port title Port #1

Host mode configuration

Serial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

[Save || Save & apply || Cancel |

_1&' 4-3 Port title configuration

423.3AE 2

In
ton
o
x
0

Pro Series? &5 EEE "SAE BE'et LI SAE ZEl= TCP 25, UDP 2&5, 28

OlEdiolE 2= Al JHXIDF JASLICH

TCP 2E

TCPE SoiM S0 & OI0IEHE AlclZ ZEZ WEWD, AMeZZEEZ SH& HOIHE TCP=Z2
LHEELICL TCP HZ2 &Z&& TCP 2&2 X SHZ Pro Series2 S0 S22 Pro
Seriestil 2&& 3F SAEZ e g2 25 AMEE = UsULL £
SR8 Bl

HZS 0IZ2oiM Alcl2 ZEZ O0IH gHs =& UsLICH

ol

b Ch==2 TCP

r

u i

UbP 2E

UDP 2 S&=2 UDP Z2EZS 2E8tles 8= MotE TCP 222 S& 1 HI==&LIC.

28 tl=dolE 2=

Alelg X0t 0101 28 AT Z2d= X&otHL AEXDE AT ZEE AIEolM HES
MOfot Xt & M O 2EE HdEELICL TCP A& X&ELICH
J8 4-4= SAE BE SZLEF0 st HQ /A3 AHOIA FHYLICH
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Host mode configuration : /zerial/+1/hostmode/

Enable/Disable this port Enakle
Part title Fort #1
Host mode configuration
Host mode TCF w
Port nunjber (1024-65535, O for only outgoing 200
connections)
User authentication Disable
Telnet support Disable
Max, allowed connection (1-8) g
Cyclic connection (sec, 0 disable) 0
Inactivity imeout {sec, 0@ unlimited) 100

Socket ID (for outgoing connection)
TCP Magle algorithrm Enable/Disable Disable +
Remote host
Cryptography configuration
Modern configuration
Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

423.1.TCP EE

TCPEEE O & Olaliot)l fIHM SHE&stE MEHMO0| & (State Transition Diagram)E At&06t=
2SIt @EsUCH el o ol ol thet AF=2Xtel OlHE =21 fIHM Pro Series2
AEE O30 20| 2+atH dYstASLICH

[E](Listen)]

"SEE ¥ SAE F AHOMAI AZ EO0 IIE JItell US"S UER-LICL
TCPEE=z dFIUZS M CIZE AIE 2= LICH

[E&!(Closed)]

"HEOl Sl dE"E

L=

SEULO. #3 SAEQ Pro Series2t2l OIOIE 8501 2= EHH, A
SAE = Pro Series & GtLJH EH AZoiM FS 23 0l 482 BH#A EUCh 1

cz detgLth

o
>

o

0 rlr
H1

0

HU
-

N

=

%]

o

2

2 SAE F ollIt HZ ES BWOH [EDI(Listen)] AEHUHA [&3-+3(Sync-
Received)]Z HtELICt. Pro Series)t Q&S Z0tS0/H, [+~ E(Established)] &EiZ2 HHELICE
[&l 3-2 H(Sync-Sent)]

Pro Series)} 12 QAEZS A SAEN ERXCIH [ZE/(Closed)] AEHNAM [& 3-2H(Sync-
Sent)]2 HHELICH O AEHE 212 SAED}



[#=& (Established)]

"HZ 0| =g =(open connection)'S LIEIEHLICH B&A SAE S = Pro Series &2 otLiJt
CtEg %o HZ QFZ Y00/ HZ0| &1 [+~E (Established)] AEiZ HrELICE

[ClI Ol &l (Data)]

[+~ & (Established)] AEHY O & SAECS OOIH=E O SAEZ M&E AQLICL TCP
N& sZ2 20 Al Olchotdl fIGHA, OIZH &X CIOIEH &&0l 0IRHX= AHE
[CIOIE{(Data)] 2t 2 ELICH. &HMZ, [UOIE (Data)] 2&= RFC 793 [TCP: Transmission
Control Protocol]ilM &HZ&= UK [El(Established)] &EHSl LR=ZLICL HEQ
IoIe &d& SHAHUM= 0l &EiDoF LEHELICH

cC
4

LI

IL
ol

Im

rr

n ne

Pro Series= && 0l 2k TCP AL ZS20IHEZ SHELICH Pro Series= Alcl
TCP ZEZ2H OOIEHE &&6t22 HREE2 HS2A0/E0 CHol LegrEel 2

ol ot
CIZE TCP AEHs TCP Ab 2E9 S22 [EDI(Listen)] LICH

[

fwl

1) 8%

09.

HOl &Ef &0l

[E7I(Listen)] --> [&3-2Z(Sync-Received)] --> [+&l(Established)] --> [OIO|E{(Data)] -->
[& & (Closed)] --> [ V|(Listen)]

Or

[E 7] (Listen)] --> [& 3-8t S(Sync-Sent)] --> [== & (Established)] --=> [0l 0| E{(Data)] --> [E & (Closed)] --
> [=Jl(Listen)]

20| MEHE [S)IUsten)LIC Al2lY =
SPl0IIERN 92 SAEN AM=Z2 50 TCPEEZ =5iM CIOIHE FM&ELCH
SOIQAClE 012 RIS A2 ABI2LEH 2OH TCPAHRZA SHHS 228 = A2l

E= e

A SAEZRSH9 HA
Pro SeriesOil 22 ZE YH{Jl 00| OtH gtez HEAHI Eﬂ, A SAEUHA Pro
USLICH 223 SAEE Pro Series® oG Al2lg ZEON OIOIEHS

AL, g¢= =& UASUICH Pro Series= ofLt2] ZEN Ch2 A SAE HES

0
10

XL Ct==2 AAX0A H2 SAI0 GIOIEHE Z2WH = H, Pro Series)t CIOIEHE
g2 =AUZ Alclg ZEZ WHEWH ELICH Pro Series= Al2lg ZEZ 22 OI0IHE
2= ¥F SAEZ MESELT
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A SAERO HA
Alelg HEXIJb Pro Series? Alcl2 ZEESE Sofl COIEHE =2¢ WOICH CIOIEH= Pro
Series®| Al2lg ZE HIHO &0IH &LICH Pro Series2 HIHIF DS Xto{LE Al2+ Xi(time-
gap)t S2At2h Bt Ot= (intercharacter timeout) 0l =E0otH (22t B0t 0l 2t8H XtHAIEH
HHs 2d8 426 A2/ EZE WHE+E2= FXot /\'/\IQ) Pro Series= S
SAES O HZEX @2 SAED JUH, 1X A SAEN HZSLICH Bref A
AToIA TH 1 SAEQ 2% A SAE( 2
SAEN Al2IE OOIEJt M&SELICH 220 &I &
10= SO PAIT0 COIHE E&2X R6tA ELICH
A

e
N
o

°

o
2
M

=
2

0
o

HO

fn

0

A3 SAENAN HZolk RS ZUHLE LEE Al S AlelZ ZENA GI0IH
501 €O0UX @28 M&E AZ01 oHMELICH Olf 0 Hold AlZts "HIZS
Et Ot=(Inactivity timeout)"'Olct) & LICH. (BIZ2S EfHO0t=Z0 28 THAIgt 8H=2 Ofch 3)
OHHE 5 FXGHAIDl BHELICH. Alelg€ ZE HIHO E0tAE 2= OoleHs &¢Z20l
o MIE [H AMELICH

3) DR ==

TCP 2lAY(Listening) £ E

olxe JZ SZAEDJ TCPHIEES HZotd OOIHE &
HSLICH TCP 2lAd ZEE M2t ZEN ol S0H= A2
Pro Series= 1024%Ef 666350 ZE WS E HistollH oteF 022 &AF0|
™ Z (outgoing connection)2t0| 1 E&LICH (TCP AH 2%)

AEXR 21T

AEXH ID2t HAREE S8 AMELN US5S AMEE = UsLIt. F&s AIZX D%

HASEE
o

IDet THA

HU ZZ2EZR
TCP2E=0lM, Pro Series= 24 COM ZE MO S&E(RFC2217 s&h= X2s2=2

MEX=E 8& £S(baud rate), HIOIH HIE el S& MO SEU &2 AlelZ 0HH
B2 AIZX=2 RFC2217s8 24U Z20IHE T2 JH82 2 MOUE = AsLITh (Melg
OHOHEH =0l 2t8t O &fAlet 2= 4.26. A/lC/Z ZE HIE+E EXotAID| BIELICEH)

CHOH Ol S4& RFC2217% 8 COM ZE 2|Ct0I2E (Redirector)2t &M AMEEZO AIZ A=

2019 Alelg ZE OoEc2H0lE Z2IHS AtE0t0 Pro Series? Al2lg ZE  OHOH
HE MOE = UAsUILCL

£ </5t0d, Tactical SoftwareZ2=E Serial/lPS] SENA OEM HH&Ql LLCII Pro Series2
HEZ MIELICL COM ZE 2ICHOI2E ALE0 2toff O &ME ZEEE 2HY SeriallP2
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SAME EXGHAIDl BHELICH (O &AMe &
AtEoIJ] 2= ZFXLGHAIDl BEHELICH

I
i
10
Q'E
>
e
it
I

5. Serial/llPZ Pro Series

olE&e= HZ2 x|iat

Pro Series= 21% SAEZRH Alcl¥ ZE=ZO Us dx52 2 8MIX XIJAELICH
L | SAE 2|AE 8Z &S (remote host list configuration) 0l 2I6H 0/0] | SAE
01 JACHY, AZ Jts == (d8Hs AZ2 2 - 010 HBE AR SAEQ
)2 ZAEUL HE S0 MEXIE d8e = Us 2B zlUsS 82 &£&Fotn, A
SAE 2IAENAM HFE 2ol etk Pro SeriesilAd &2 SAEZ 3049 HZ0| JACHH,
2R SAEZRH Alclg ZEN E&g = A= HZ9 EUEE 5(=8 - 3)0l ELICH. JF
SAE 2IAE EZLEHN 28 O TAME EEE 2B 424 &F SAE SFLF:S
ZXGHAID| BHEFLICH

FIH &

FIJ|® HZH(Cyclic Connection) JISS AMESIEE HAFEUUDH Pro Series= oY Alel
ZEW HZE EXZ2RH S0H2e Al2lg OOIEIt dets, & AIZI0ICH AL F9
227 SAEN HHELICL 22 SAEN Alcg &AX2 2Y HOIEIF JACHH, HAQ|
=8 & = Pro Series? Al2lg ZEE SoHA Aleld X2 888 &= UASLICHL 2HY Pro
SeriesJt 23 LHR20 UAAHM, @A SAENA Pro Series2 & & = QUUH, 0| JIsS
OlZoHA Pro SeriesIt &3 SAEZ HZGHH &= USLICH A = Pro SeriesJt &=

SAEN E=< [HOICH A SAED Alelg H3E8s 2EWHEE &

FXeIXNE 2XE g 2RI US = UsUOL 0 F=R0 LA

ID(Socket ID)M S&8 2XAEES X EGtH Pro Series)t @23 SAEN =g ZR00 XNEE

ENhEs BN &HE6t Data &0 AIEENA SLICH AISXs dote 2AES 23 ID2
bS

=
NEg =

so I
oy
[
~
o
mv)
H
n
2
>
b
by
o
fr
_|
o
)
e
1y
o
o
Slil
=)
I
2
ron
[
o
P
T
o
C
o

TCP Nagle 2¢1¢2l&

TCP ZZ2EZ0l= Nagle 21cl& Oldte 400 F& H0 AsLIC 0 Zlels2
SZRe E2 =2 A2 WA dES YXo| Ao DAHULH st 3! FotE
g Xlot=0 =EELICL daU 0 212Es HE0l 0 F=R0lse dsSHIE 0PIEI &
SLICH Nagle Z212IS0 TCP 2| XHE ACK S& 2401 ZAIEQ MSHIZ o246
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HI &S EFYOIR (Inactivity Timeout)
HIZS Et20t=2(Inactivity Timeout) Jls2 ME0ESE IS W, HIES B2
BHILTFUAM Hoi& g Set ol d&E0 LoHUX (e P SAEQ

SeriesAl0|2] HZ 2 AsS22 EWELILC

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conprection request accepted

Inactivity time-out

Incoming data via serial port

Established

Incoming data
from remote host

Accept

=

Incoming TCP connection request

Incoming data via serial port

8 A5 TCPEES MHNOIE
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423.2.UDP EE

Host mode configuration : /zerial/+1/hostmode/

Enable/Disable this port Enable
Port title Port #1
Host mode configuration
Host mode UDP L
Part nunjber {1024-65535, 0 for only outgoing 2001
connections)
Masx, allowed connection {1-8) g
Inactivity tirmeout (sec, 10-3600) 100
Socket ID (for outgoing connection)
Accept unlisted Yes
Send unlisted Yes w

Remate host
Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

=
~

S&

SAEDJH UDP OIOIEH &S Pro Series@ UDP £Z EE 9 StU0l 22U, S X Pro
Series= Ol OIOIEHO&0l A SAE SFLFHUNM 8" SAE 9 otUUA 2 HelX
o] o&tLie2tH, Pro
2= UDP

10
Iy

SHOIELICH oY &3 SAED 28 SAE BIALTNMN &FE SAE S
Series= Al2|g ZEE SolA GIOIHE &&SELICL OZX Z0UY® Pro Series
QOIS HOIFLUC. ddU AZ2X= 2lAEN 8l A3 SAE 2
= EtD|(Accept UDP datagram from unlisted remote host)' OHIHEI=E 'Oii(Yes)Z2 & &GN
BEATN A2201 LE S0H2= UDP OIOIEH&Z Pro Series)t &5 2tE =

=

Al2lg ZEZRH S02E C0IEIE JAL2H, Pro Series= 0l OIOIHE & 24
A

uin

Q.
Q
—
QD
«Q
=
%

1

fol
[>
Im

A

$0
o oOr M
c

ror
X

221 SAEZ MBBULL D 2= 9= H2 A S

— _l—ll_ [ |

C

ol ZoE of 2
& E38HJ1(Send to recent unlisted remote host)' JIS0| '0li(Yes)g & UCIHH, 20 HI2S
Bt O 2tE2l A0l ZUE X %£2) Pro Seriesll HIOIEHE 2YW |12 SAEZS HOIHE &
&S EHLICH
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2) DHOHE &

TCP clAd ZEQ 22 HEYLICH AMEH AlE2 4.23.1. TCP ZE2 X0 AIL.

2d
CPSA&It Z25LICH KHAIEH Atet2 4.23.1. TCP ZEE EAGIYAIL.

=50 8l 83 SAEZ2H UDP GIOIEHOE 2|

2IAEN gle A SAEZRH 2 UDP datagram= EHJ[(Accept unlisted : Accept UDP
datagram from unlisted remote host)' J|=0| 'OtLI2(No)'2 HEEIH, Pro Series= & SAE
BTN HEE FASAEZRH S0H2= UDP OO0IHIOders 2H5LICE BHUH=Z
2IAEN gl ¥R ZSAEZREH 2 UDP datagram= EHD|(Accept unlisted) IS0l
'Ol(Yes)2 HEEH, Pro Series= 3 SAE SHILEN H280 BE= =H2= UDP

ol aess & ELIC

'SR Sle =2 ¥@F SAE=Z MSB6H(Send unlisted : Send to recent unlisted remote host)’

IS0l 'Oli(Yes) 3 , Pro Series= ZI20 Pro Seriestl &858 223 SAE=Z

HIOIEHHE ®SBELIO. S50 2= 22 @3 SAES Pro Series® oY Al2lg ZE=Z
=

— o
BRLAFUN SHUN Y2 VA SAEES Us

HU
iz

bl
0
e

CIOIHE &KL 3 S AE & s USBLICH 28
Pro Series= &3 SAE SIEFUAN 23 SAENZ OOIHE dEELIL 'SZ00

e =2 A SAEZ HMSEGHII(Send unlisted) IS0l '0OtLI2(No)E &&EH Pro
Seriese= 22 SAE SHALSHY HA¥= SAENC HIOIEE 2YLICH Pro Series= HI&S

EF2! OFR(Inactivity Timeout) SOt =0 9= 220 A SAES QIELICH

H&S Bt ot

UDP ZEUAM, =0 8l= =29 A3 SAEE SXot)l <o HIES EZ0I=2S
ALZELICH Bl2S EZ0tz s S=0l 8l 323 SAEQ Pro Series? Alclg XE

ALOIOIl GIOIEl &&01 8l2HY, Pro Series= Al2l€2 ZEZRH =0 e =29
SAEZ ChAl OI0IE HAYLICH =, UDP 2E0M HIZS EF2I0FZ0IE Pro

Series)t S50 = =22 A SAEE KRG ol 2clct= Al LI

0
Iy

i
HI
s
baa
2
o

=9 : UDP ZE0IA AIEAIF bIZ& EIY0IZEE 02F &85t FR, &F aAE9 HZ0/
E/} 5/& &Z+(Max. allowed connection) £ /

X ZLEZ AEA F2ot0{0F LI

B
&y
Qﬂ
=
|
e
S
o0
Hu
fr
=
Hu
Ho
e
My
(=)
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220 D
Pro Series)t 323 SAEN N FEols BR 8 SAE= HZE Pro SeriesJt O
AXCXNE 2SS A g 28Il JAS = UsUCh 0 =0 230
ID(Socket ID)0l EXet ZAUES X &EotH Pro SeriesIt 223 SAEN &
EXNZES UM MEotD Data S0l AIEEH ELICH At 5
XNEg £ USLICL UDP 2EUAM A3 ID = 2 TH20l =2+ ELICH

-

4233. 28 OI=2d0ld 2&

Y B0 RE0A, Al2lY ZE DRAALS OIX A2 FX0 2EHE 20 AHEY
= QUM B AME, AT 28 HFS 2D Yo
2= O3

ct SEELICL £& 28 dMsE &6 XMelgLIth. 28 oi=dold

0101 Akt Al2IE EXI0 2&E 280l AS 32,
AEX Alelg EXI0 datd HAZE 20| 0101 JACHH, 01 &&dl olHY! HEE Pro

Series2 WHME == USULCL AEXIE oo & 22 ATAATDT FE2 HIHE =

S50 3F SAEZ AlCIE UIOIHE 28 2RIt US B2

Alelg  EXIoA ==2 sSAEZ O0IHE 2o sttdE 28 olsdold 220t
ZRELICL HE S0 Alelg EXI2 H BN OOH=E R BM OOIH &S MBZ, &
Bl OOIE= & Bl MHZ 22 = JASLICL ASXH X0t ool & 22 EXI0A

!
ATD(T) XXX HES 2Y MOICH IP TA(TE THO ) TE BISE2 HiRs AHALICH

Pro Series® 28 0Sd0l& 2= AME6t0, AISX= AllZ CB0IAE OlHY UHIES IO

gl gZg = ULH,

Seriestl Al X &dt=

Ol d3td Z2Es AtZots HEO MZELICL H 42= Pro
QoUAE AT ZHOU HIALUICL Z& 4-70M= OIHY UWESIZN HZ5H|
?loi ATDA 2= AIS= W
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I 4-2 Pro SeriesOlAl JI&LE AT &0/

oy We s =1=
(verbose code)
+++ g8 g4 2tz =4 AS
TCP Z2EE TCP 2C0IHE REZ XS =, GAE
ATD(T) AH SAEZ HEE AMEELILL
[BZ 1P £= S0Q 9]

[BZ EZE][CR]LF]
ATB(T)
EENG EERAS
[CRI[LF]

0ll) atdt192.168.1.9:1002

0ll) atdt1921680010091002

IP =4 192.168.1.9, X E 10022 HZ&LICH
(ZEHS= XXX FHE)

0ll) atdtps.sena.com:1002

COlQ F4 ps.senacom 2 EZE 10022 HZELICH

A

ATDR

EA 1P L= EHe &

[212 EE][CR]LF]

ATD(M JI2Ec=z =Y gLICH J2iLt ATDR Z¥g
Cryptography & &t Default Data mode =& t= S 25t
Raw TCP modeE &2 A& &HLICH

ATDS

EA 1P L= EHe &

[E&A EE][CR]LF]

ATD(M JlE2X8ez 5 otXIEH ATDS @32 SSLv3z
8% AMSZEUCO. ©, Cryptography &ZXO0| SSLv3Z

SHEASAINNE AZSLICH.

d30tH,

CONNECT [CR][LF]

HZ 0l AIHoHH,

NO CARRIER [CR][LF]

CIE OlefdF &5t
ERROR [CR][LF

AT&Tn [CR][LF]

Default data model SHZN &M &&HE Default data
modeE EO0I&t4 UASLICH

AT&T : & Default datamodeE &0l
AT&TO : Default data modeE Raw TCP mode & H&
AT&T1 : Default data modeE Telnetbinary mode 2 #3&

AT&T

& Data modeJt
Raw TCPQ! &=

0 [CR][LF]

& Data modeJ}
Telnet binary?! &<
1 [CR][LF]

AT&Tn
&84
OK[CR][LF]

& Tj
ERROR[CR][LF]

AT S = ATZ[CR][LF]

ATA/ [CRI[LF] OIXIS e Br=stlc
ATA TCP ZEE TCP MY RE=Z &HEEH =, TCP &EHE
= i o4 X 5
22 TS vig] st e et o o oo
[ el TCP A& OiJfEs, 22 ZED} Al2E LT
ATAR ATAZE L JI28ez 2 UG, L ATAR gg2
[EZ ZE #3] Cryptography & & 1t Default Data mode & 1= 2245t
[CR][LF] Raw TCP modeZ &== JICHELUICH.
ATAS ATAZEE D D280z S GFAIBH ATAS E S SSLv3iz
[EZ ZE WG] 852 JIOELICH. &, Cryptography &&0| SSLv3Z
[CR][LF] HFEASAACH AZELICE.
E,EO0: 02 &&= oHAMELICH
ATEN [CRIILF] El: 0122 &FSLIC
ATON [CR][LF] 0,00: GIOIEf RS2 ®atatLC

HEote,
OK [CRIILF]
ATHEHD,

ERROR [CR][LF]
OK [CRI[LF]

4
S0l SWHELIC
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ATOnN [CR][LF]

Q,Q0: EES HEAIZLILL (LEE)
Q1l: SE2 ZAIGHA &Lt

ATVn [CR][LF]

V,V0: & = <numeric code> [CR][LF]
V1 (CIZ2E): 8 = <verbose code> [CR][LF]

AT&Fn [CR][LF]

F,FO,Fl1: LIZ2E 28 £FHg2 SHEULCL

ATHN [CR][LF]

H, HO: & TCP HZ S ol M LICH
2= OIOIEJF ArMIELICH
H1: & TCP &8 S XI&LICH.

ATIn [CRI[LF]

[,10: “SenaTechnologies, Inc."E HAI&LIC}
13: 22 HMSE HAISLICH

CHE ZS :"OK'E HEAIELIC.

AT\Tn [CRI[LF]

H&s EOIHE n222 &&e LIt
\T,\TO: HI&= EIOIHE AISotAl %sLUILH (LE2E)

ERROR [CR][LF]
or

OK [CRIILF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, ATEBN, | oo
AT&Gn, AT&In, AT&Qn, | % OK [CRIILF]
AT&V, ATMn, AT\An,
ATBn, AT\NN, ATXn
LHE2 2l S-register a2 4{LE X010t Jt=g&iLICH
i O LIEE gE H 4- 2 &LICH
ATS?, ATSn=x Segister 2| Cl ak 4-4% [ C -

B, AFEX0I 2ol HHE gt
2 SLICH

ro

&3 OFF Al |X ZX

i

AT&Cn, AT&Wn, AT&ZNn=X

CIZE SE2 ERROR gLICL
AZX ZFO0I 2ol 0 FHE0 CHst S ES OK 2 §HH0

ERROR [CR][LF]
or

IISELICH (28 4-8) OK [CR]LF]
n0l 10|19
o OK [CR][LF
ATFn [CR][LF] ole a%[ g]EOE ]ﬂ
ERROR [CR][LF]
n0l 00l2tH
o OK [CR][LF]
=
ATWn S 0 @<z
ERROR [CR][LF]
22 AlZEES HAELICH
AT+DATE 0ll) AT+DATE=2007.01.01-14:30:30
20074 18 12 14A] 302 30x2 Al2t=2 HAEELICH
IP2t NetmaskE HAEHLICE.
AT+NET 0ll) AT+NET= 192.168.17.9/255.255.0.0 P
IP= 192.168.17.9, Netmask= 255.255.0.02 2 ®HAHELIC. SEotH
OK[CR][LF]
Default gatewayS & & LICt. 2 IHotH
AT+GATEWAY 0ll) AT+GATEWAY=192.168.1.1 ERROR[CR][LF]
Default gatewayE 192.168.1.1% HZ&tLILCH
Domain Name Server& B & &LICH
OINAT+DNS=168.126.63.1/168.126.63.2
AT+DNS

Domain Name ServerE 168.126.63.1, 168.126.63.2%
HASLIC.
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Verbose Code Non-Verbose Code (Numeric Code) | &Y
(“ATV1" ZE0| aldE =F) (“ATVO" ZH0| e =)
OK 0 FHO A=
CONNECT 1 S0 &0 HZE
RING 2 g AsSIF 2XE
NO CARRIER 3 Q0| M2l AMSE 63
ERROR 4 MEoHAl 22 ¥34
H 4-4 AT S-Register 9/ [/EZE gt
Index Default Value Index Default Value Index Default Value
0~1 0 2 43 3 13
4 10 5 8 6 2
7 30 8 2 9 6
10 14 11 100 12 50
13~24 0 24 5 25 1
26 ~ 37 0 38 20 39 ~99 0
HelloDevice |q—ATZ Serial
SS100 ATZ Device
OK > Command mode
TCP connection
&Kequest | ATDT
| l
ATDT >
TCP connection
Established.
| CONNECT | \4
A
JIAIA“._._ QATA.... TCP mode
DATA... ] DATA I
\ 4
&+t
Request TCP ATH
¢ disconnection < €
ATH >
T_CP . Command mode
disconnection
- OK >
NO CARRIER

18 471 28 0/2d0/18 2=2 FEIH0IH 59
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D dsdold ZENME E£8 AIZXF S8 MBS E S SAE HEdAL port B2
Bi2ol= HIOIES H4GH0 MBSO e SAE HES AN 8838 =% UAsLIcL 2g
4-81F 20| AIEXDF Mg HS 0 2 S8 SAE HEYA/EZE BHE HHE HolES d8d =

28 0l=dlol OlM atdts737772 ZE 0l 2o Pro Series= SAE 192.168.1.1 2

2) DK
HEHS SAE F4 HET (Phone number to host address mapping table)
24 HESdolE 2LEUM AFEIDE S8 MBS E EH SAE HEH ALY port HES2
Elot= HIOIES HAHGIH MBS e SAE HZS MEN 88 =& USLICL T
g 4-81t 20| AHEXIt M3t BiSl [HE S8 SAE HEYA/ZEE s HE HOISS 4
Old Z2E0AM atdt25737772 B0 2o Pro Series= SAE

=]
| 6001 ¥ ZEZ AZS Aot ELICH

CONNECT string in non-verbose mode (ATV0O) 2 CONNECT string in verbose mode
(ATV1)

2¢ o=dlol S0lM Pro Series= AFEX0F &8 AT ZHU UotH JI2HL 2 H 4
3 22 SYS SLICh DU ZXIo et SAE HZEAIL J

E =0 ATDT HHOH 2ol SAE HZ SHUZ2 [ Pro Series JIZSH2Z 1

I'ﬁ

AUsUICH ol
(ATVO ZE0| 2EE0 US ZBR) L= CONNECT(ATV1 A0l dFEHNA US L) ct=
Sg= gUth detk 0 Z<0l 12(ATV0 ZEE0l €350 US EF) = CONNECT

9600 (ATV1 ZHO0| HEZNH US J=R) cl= SEO ZERs J=0 2& 4-81 20

[==}
HAXoH 25l EEHC SHYH S Pro Series22H 2SS 4= USLICH

AT&Cn, AT&Wn & AT&Zn HZ EY (Respond to AT&Cn, AT&Wn and AT&Zn with)
] =5

AT&Cn, AT&Wn ¥ AT&Zn H
g = UASLICH

= T

Command echo delay(ms)

AEXOL YE AT S Ol BiS0M KZE Al B2 NS 0N BASN & & US
LIC Ol Dl 28 022018 22 RS485 2E0IM AFSSHDR & 220 2851 0
g2 4+ USLILL

MEX=E X0l =& AT BHO0| H2ZS(echo) T HLE ZIXI & XEE == UASLICH
J

(Ol Mi== ATEn FE 1 Lt
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Default data mode

TCP &Z0| OIF0 X2 UA DataE F1 &2 M, O™ gaoz F=D YUsSIE
KNEH&E2=QASLICH Default data modelt ‘Raw TCP'2 A& T 0 USAlI0= GIOIEI0 OFR2l
28 oKl &2 A2 HI0IEE =1 2&LIC

Default data modeJt ‘Telnet binary’'2 XIEEZH USAl0l=, Modem emulation mode Ol A &Sl
CoOM XE HO S&& XIAELICH. I 0 SHL RFC221758 COM XE
c|CtOl&H (Redirecton) 2t &H  AIZ2EI0H  AIEX=E =2

T2)HES AME6IH Pro Series@ A2l ZE I HE-E HOHE = U

Host mode configuration : /serial/+1/hostmode/

Enable/Disable this port Enshle

Part title Paort #1

Host mode configuration
Host rmode tModem emulation
Phone number to host address mapping table
COMMECT string in non-verbose model ATV0) 1

CONMECT string in verbose mode(ATY1) CONMECT
Respond to AT&CH with ERROR
Respond to AT&WR with ERROR «
Respond to AT&Zn with ERROR «
Cammand echo delay (ms) 0

Default command echo Enable |«
Default data mode Raw TCF v

Cryptography configuration
Serial port parameters
Port logging configuration
Part event handling configuration

Copy pott configuration

[Save ] [ Save & Apply ] [ Cancel

18 48 S£E PE AFEFY (24 vsdold 2

424 A SAE BHHLEZ

S
2 SAE BFHLZF(Remote Host Configuration)Ol2t Pro Series2 Alclg ZE=Z2H O0lH
HE0| AUS [ Pro Series? Alelgd ZEZLRH OIO0IEHE 0& SAES S22 LELIG

TCP Z2E0IA, Pro SeriesJt 1X &2 SAEN 0K RE HE UHIGHAE Al2lg ZEZSH
HOIHE &g 2X ZF SAEE 38 =& JUSUILCL DdHU 1 |F SAEZ HAO
OI20&ICHH, Pro Series= 1xt A SAE=ZO AHZO0| AIHE MMtKl= 2x #ZF SAE=R
HIOIEHHE 2UWX &sUC el 11X |23 SAEZ 38 £ Us =he= 2l 4002



UDP Z2E0lA=E, UDPJH HZ S JIBICZ ot ZZEZ0| OtLIDl 20, 2x &3 SAEES
K2GHA &sLICH 2rer ssh)| gt &3 S AEJN ERottd, X9 11X SAE=R

st 3 SAEQ U =Xes 402 MetEUT. J& 49 & MEX
AE BFEFEES 2E0sSLIL (TCP 2E

= 788 THe! Ul (Domain Name)2 XI&E =% UASLICH

CIEHHIOIANA & =
SAE IP HEAAN

Remote host : fseral/«1hostrmode fremotehost/

Enable/Disable this port

Port title [Part #1 |

Host mode configuration

Host mode TCP -

Port number (1024-65535, 0 for only outgoing connections) |?DD] |

User authentication Disahkle

Telnet support Disakle w

Mazx, allowed connection (1-8) |8 |

Cyelic connection (sec. 0 disable) |D |

Inactivity timeout (sec. 05 unlimited) |IDD |
|

Socket 1D (for outgoing connection) |

TCP Magle algorithm Enable/Disable

Femate host

Mo, Host address Host port number Backup host address Backup port

I [isz1ss.1001 [[70m [192.188.100.1 [ 700z |[ REMOVE |
2 [192.168.100.2 (7001 152,168, 100.2 [[ 7002 |[ REMOVE |
3 |rem0te.domain.com ||EDD1 ||rem0te.d0main.com ||EDDE |[ REMOVE ]
NEW|192. 168,100.3 [[7o01 152 168.100.3 [ 7002 | (40D

Cryptography configuration
FModem configuration

Serial port parameters

Fort logging configuration

Part event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

T8 49 82 SAE

f
0y
I
02
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Pro Series= 28 OZ0/48 RE(UDP 2& OtE)E EESH TCP SEUHAL LSFE NES
K& g LICh
Cryptography configuration : /seral/=1/hostmode/ssl/
Enable/Dizable this port Ernable
Port title Port #1
Host mode configuration
Host mode TCR v
Port nunjher {1024-65535, 0 for only outgoing Tl
connections}
User authentication Disable «
Telnet support Dizable «
Max, allowed connection (1-8) g
Cyclic connection (gec, 0 disable) 0
Inactivity timeout (sec, 0 unlimited) ]

Socket ID (for outgoing connection)
TCP Magle algorithm Enable/Disable Disable +
Remote host
Cryptography configuration
Encryption method

tModemn configuration

Serial port parameters
Port lngging configuration
Port event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

18 4410 =3 £&

4.25.1. Secure Sockets Layer(SSL) 253} I8

Cryptography configuration? SSL enable 2 enable St™ Pro Series® GHY Al2lZE ZE= It
AS3IE MEWAM SSLv3 2535t JIHE Xdots T2 EXEN S4E 5= UASLICH

SSL2 Netscapelil 2loiA ZSctOIHE2F AUH2H0l AFESHI 9 SSL
diolN(layens 2 25 ZZEZE0 &%0 AL HTTPZ 22 AHE2AH0E Z2=EZ0AM

TS 2 & UBUCHL SSLS AF4, WE &%, 12D U2 ¥ DT2E229 X8Is

-
Z
E?
m
$Q

a>
-
0

N2

SHZ otd UsLIt. ssLe UERIDN Z2HA Sdlcts HSclA0EN GIoIE 2es
M ZeLlCh SSLE2 OSc2AH0ld ZZ2ESIW TCP/IP AOI0 U= S dlol 2ot
ZT2ESYU

SSL M&ES Al&otedH AHF Z2H0IME A0l SSL 81 =40l 3(Handshake)2t) E=E2l=
HAIX w20l ERELICL SSL ZZ2EZ2 32F Jli(public-key)2t HE  Il(symmetric key)

n
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2S5 &S MESLICH & Il(symmetric key) 2S53t= 3F Il(public-key) 2532t
HlwohAM & WSLICH SRR 3= 31 238t s &Y HilMsE 30 ZESLICh
HEHOIZ2= MBI 35 JIE MEHM XIS 22U0IHENM SE5tD AH2E 2240] ot
N TS NENAM AMSE e 23535, 25 dis 2l 2ol X Sol Ar2E UE IIE
MHESl= NS ol88ol SLICL 2FE SHEHOIZL &M A2 OsS 20l 29%E =+
USLICH

1. ZSctOIHEIL A0l S2H0IHES] SSL HE 815, ALOIIH cipher) €&, SAAZ d4&
GIOIE, 2l MBI SSL S AlSot= Sct0IES S4lct= ool 2Re OE BEE

SELICH
2. MBIt 220IHEN M2 SSL HAE Bls, AtOlH(cipher) €&, &2 MdE G0I

B, Jdcld 22H0IHEIL SSLE SoiAl A2t Selote Olol 28 OHE 28 2-U
Ch. At 8t Jalo QISME 2D oiled ScH0IHEIL ScH0IHE 2150] 228 A
H AasS QFSUE SCH0IHES ASHE QEEYLICH

3. Z2H0IHEE NHE ISol)| RIoHAM MBI 2H L2F HEE 0ISELICH HE MBIt
oISE = QlUH ASBXUA 2HES JAd=10 2353tE) SE HA0| U= &
& b= NS UL MBIt E3H2e=2 2EEHH Se0IdEE U8 HHE ddd
LICH.

4. ScH0IHE= S HEHOIDNAM HEd= 2= CIOIHE MEdiAM oie NMEsS 2l

M premaster secretE 2t=10 O0lXE MHE 2= (A 20 2EUHE A2 S MO
N Z2UENE MEBNM 2S3ctH 0l &S 3= premaster secret2 MHZ EELICH O [
Ol AbZE ALOITH (chipher) Ol [tetA Set0IHERL AHIE &g = JUSLICH SSL = i

2 0 "ZRE" OIAH AIT3C &8 020l e LU
5. it 2

clOIPE Q1528 R+cts FREEHINIAY S4 EU4I)01IE e 220l E
Jb O SHEHOIZOS UL SeloIHE}F A X0l A& HIOIHE AtQIELICH 0
20 Sct0IHE= MRE OOIES Sct0IHES USMHE 2SstE premaster secret
ot M MHZ EYLICH
6. MHII Zc0IHE 52 RFols R, Y M= Zc0IgES o

LICH oie ScH0IPED 2SE = 2B 1 ME=2 SSELILL Scet0l¢E

N
K
=

ot

o o

A=)
0x
o H

Z B H NAHe Xalel AbE l(private key)E ALSolA premaster secretS ol ot
2Ol CHH(2CI0IAHE T8t 22 premaster secretOll A AIZGHA ASsI=)SS Al
N OFAE Al (master secret)2 M A& &HLICH

7. Z20IMEQ AHE 0Ol OIAH AIHS AME0HM SSL M&E Sotol wstsl 3852 245
HAS of=ot= ol AHZ2&= & 12! M& Jlsession key)E MASLICH £&F Sct
OIMER MHE Ol OtAE A2 2 AIE0HA SSL HZS Sl S48 AlZFS0 HA

= OIoIe2 RZ4(integrity) S 2SS & LICH
8. SciOIUEE= SclOIHEZRHS HAIXE 222 0l A& JIE AIZoilN =3 & A
=

Olctl] == HAIXNE M2 2YLICH £8t SctolgEs HE=4H0132
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222 S2EUL=E NS 2T s2HE 23S HAIKNE 2LICL
9. Nz MBHZ=RH2 HAIXes 222 0] A& IIE AtSBoilA 2ss 2 2A0/2t] L=
= HAIXNE AHZ Z2YLICL £8 Az =032 A 222 S2EUL=E HS
dgiz= SEE 235 HAINE YU
10. SSL SHEHOI2Dt =S OIH SSL ME0l AIEEZASLICH SE0IHEA AH= Ol
M& IE AMBlA MZ2H0 S48t HI0IH Solotd €5 ofl=otlH 0l GIoIES
2L HdSELIG
Client Server
Client Hello
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
T ServerHelloDone
ext <
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
. Cipher o
 Text Application Data < Application Data
& 411 28X QI SSL H=EH0/F ZEHA
Pro Series= TCP 2 & AEH0l M2t SSL A = Z2C0IHEZM H=SE &= USLICH SSL
4o TCP HZO| ¥ SAENAM HAM AIEECHH, Pro Series= SSL sH=4013 S02H0l SSL
NHEN ZHS2LICL BHHE, SSL M2l TCP HZO0| Pro Series Al2lg EZEWHM HA
ANZEECHH Pro Series= SSL HE40/3 s02H0l SSL 2ct0IHEZ M & SELICH
o Z2cl0IHE Q9IF (Client Authentication by certificate) (AH Z2E & &)
MNEXL 22i0/9E o015 SHE0l “Enable’0l2t]) olH, Pro Seriese= SSL SiE=4013 ZZ2MA
(A 2)= ZSCl0IHES OQESKHE QPELICLE EHHE AISXIF 221019 FZ S8
“Disable”0l2t1) o™, Pro Seriese= SSL SH=4013 Z2AMIA (HH 205 Z20/HEQ ISNE

¢
L7oHAl @EsLICh
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42511 ©QOIEAN YZE (Upload certificate)

Upload Certificate : /serial/=1 fhostmode/ssl/ssivacont

Cemﬂcate f||e wew

e

Serlal Number 1 (0x1) i)
Signature Algorithm: mdaWithRsAEncryetion
|zzuer: C=KR, ST=Secul, 0=Sena Technolocgies, Inc.
Yal idity
Mot Before: May 13 09:46:54 2003 GMT
Mot After @ May 13 09046:54 2013 GMT
Subject: C=KR, 5T=Secul, O=Sena Technologies, Inc.. CN=HelloDevice

e
Subject Public Key Info:

Public Key Alagorithm' rsaEncryetion

REA Pkl ic Kew: (1074 hit) |
Upload Certificate file j

[ Upload file || Cancel ]

Key file
Upload key file [ Browse... ]

[ Upload file | [ Cancel |

CA cemﬂcate f||e wew

M1 |DkzCCAnugAw| BAg | BADANBak ahk | GIwOBAUOFADA/ M
[MiwGA 1 UECBMFLUZ Yyl | DAeBaNYBAGTF 1M bmEgVGY | al
[MEARDT AzMDLxMz 45Mz 2N | oRDTEZMDLMDASMz | N | owPzEL MAKGATUEBRMEST |
i AMBaMYBAaTBYN | b3VsMSAwHaYDVOOKExdTZWEh IFR 1 Y2hub2xwZ2 | | cywgSHE |

[1UvaShR] s A3houEqu j aXuMYALK IHSOBraT+dYHABEE | mFaddkmla 1¥1 | GdnhO+e
1T IWREaY 0T 0/ +Nwl31 = YLFSHSRr KonSsn GxCewy 20ywwdldeBu3 twN3bKODeN2
IxpatdiFa] veallpokEweI0SoCPMAw3FRXT vk LOB | ow| 0108F ) saFKFF | HngkexBy0
Cn0f 12 TBFFaTboMTSG0r i kM) iNoTheRCEPHBYE | hFDoM | X3DdAnt TAsaHOBE/K ¥

Upload CA cerdificate file |

[ Upload file || Cancel ]

18 4-12 OI5AH 22

Certificate(2! & M), Certificate Authority certificate(CA 21 S Al), Private key(PHRIINIIY S HZ2 S

2=ASLICH
Pro seriestlAl= PEME4AI9| QIS A0 Al

o

= UASLICH

It}

RC4 25 Z2E0IAM Pro Series= AMEA & I E= AMEolM 2= TCP AEE(stream)=

oS3lotd i=ssiLict. 2453 Iy
Series& X2t S4l & £ USLICH

SSL ¥ RC4

61

% (M Z200l 228t 22 At Jiz= X0 22 StAIDI BHELICH
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Cryptography configuration : /serial/+1/hostmode/ssl/

Enable/Disable this port
Port title
Host mode configuration

Host mode

Port nurnber (1024-65535, 0 for only outgoing

connections)
User authentication

Telnet support
azx, allowed connection (1-8)
Cyclic connection {sec, 0 disable)
Inactivity timeout {sec, 0 unlimited)
Socket ID (for outgoing connection)
TCP Magle algorithm Enable/Disable
Remote host
Cryptography configuration
Encryption method
Key string
Modem configuration
Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

[Part #1

TCF

7001

Disahle

Disable

]

[

0]

RC4 v

[Save ] [ Save & Apply ] [ Cancel ]

& 413 RC4 2=3t £&

4.26. AcIE EE OHHEH=

Alel
Alel

AT

[

e e

ZE0

ZXIol

Aclg EXE HZotedd
Sl ZFoHoF & LICH

(baud rate), CIOIEH BIE, WCIEl, A5 HIE,

HE Pro Series®

MBI 4F

el 2X2H(inter-character) EFY 0t SLICE.

St
=

A2l
& 8

H
=
=
—

SEMO, DTR/DSR ¢!

Serial port parameters ! /sedal/1/parameter/

Enable/Disable this port
Fort title

Host mode configuration
Serlal port parameters
UART type

Baudrate

Data bit

Stop bit

Parity bit

Flowcontrol

Inter character time-out (0-10000 msec)

Fort logging configuration
Port event handling configuration

Copy port configuration

[Save][ Save & Apply ][ Cancel ]

& 4-14 Serial 8=
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M &£ T (Baud rate)
Pro SeriesOllA AIEE = U= dE82E= S0 2s5LICE
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 12|12
230400
ZI| S&E Jl=2gt2 96002 LICt

GIOIE HIE (Data bits)
CIOIH BIEE= 7 bits &= 8 bits2LICEH =J| &FE J|=gt2 8 hitsLICH.

IH 2l El(Parity)

IH2lEl= none,even £= odd 2 LICH =D &&& J|I2 2t none & LILCH.

A& HIE(Stop bits)

AE HIEE 1bit £ 2bit2LICH &I &FE J|2 22 1bitQ LICH.

&8 HIO(Flow control)

ZI| EFE Jl2 22 Nong(EEMOUHE AI=Z26HA Z3)2LICL Pro Series= XON/XOFFES
MNEdte AZE N SA& MO RTSICTSE AlEots GIEAH 58 MO E XIAELICH
ATEQN SE MO HA2 S+=2XH(XONXOFF(0x11/0x13)E F JHel &= X S2H
HEHM OIOIEH S& SES MOHELICH SIEAH S8 MO ZadMdeE & i HZE &
XIE AOIOIA ASE =10 LSOZM HOIH sS& S8 MO ELICH

&

RS232 & RS422 2ECH0| S8 MO &als XRELICH RS485 2E= e 72 S8
MO & XI&otAl s

DTR/DSR &2 EL= Alclg &

Im

USE MENAM TCP HZ HEHE MOotHU 28 4
A =}

=]
NS

—

-
fwl
o)
_|
Py
ro
b=
E
OFO

(write-only) =
| Bt 0l DSRE 218 E(read-only) & &S LICH

DTR s&2 US M 2 g4 S ot g4z 4838 = JSU

o =2 H4HE RANELICH
Always low
o Z2 4EHE RANELICH

High when TCP/UDP is opened

TCP HZMEHUAME =2 AEBE RXIELICH UDP 2E0AM= UDP 2E0IM &
S2AE(Remote Host))t SEEHO AJALE, =20 HIOIHE 2W AASAEI U=



None
DSRA&IS I HotHeIE O S& & oFAl 2&LICH

DSR &I3JF 2 AHOUAMN =2 AEHZ B3E M, TCPOI HZELICL S8 DSR
M3 =2 HEM B 28 SAEZRHS TCP H&E 2 G1&56t2 UDPZ Ol0]
BHE ZSLICHL DSR &SI =2 dHiAMd 2 &Hz Hatg i, 2 TCP A&
Of ZOH&ELICL E, 2 H2dIolE 2E0lM= 3 SAEN 8t AZ2 DSR &
S SHO ZF g0l 42 810l DSR E 2 &HEHIt =2 &AM 22 AdHZ BHEt
g M fxH FHXA SLICH

Pro SeriesOl HZE &HHl= Aalel DTR IS E HOUHE22M, Pro Series@ TCP &
ZS MHE = UASLICH

=9 .
1. DTR/IDSR && &%
2. DTR/IDSR S& £&£&

k

g0/ 883 H0I%Us SR R&olX &sLICH
RS422 Z' RS485 ZEOIAE R&0lA &L

& Xt2K(Inter-character ) E+ Ot

Ol O =+E= AXE= Alele OOIEHE TCP/UDP M2l 2 LS| <o AFEELICH Pro
Seriese= Al2lg OOIEE 22 M, X2t EtAOIR 22 Al2tSeH 38 HI0IHE JICHE
LICL. 2O AIZE otOll OIOIEHIJt SHRA %2 OOIEI SZE 222 2tF56t1, otLe
TCP/UDPIiZ2!22 SUHAM MEELICL 202 X2t ErA 020142 AIZERE 2101 Alelg ol
Ei1JF 1024 bytesOlA&t A= M 1024bytesS oILISI T2 Z TCP/UDPZ & &E6HH &LICH
S22 EY0tR0] ‘022 HFEMH Pro Series= CHE OIOIEE JIC2IXIZ D Jtssh ¢el
CIOIHE &&SELICH

&O

ZH 22 BZ 022 AFS X tEclAoIEo Met ety ULICH SHRIgH FAst XEE &
SECU M 22X GHLEel MSAIZEECH= 2H0F ELICH 6 &2 Alelg EEDJ| 1200 bps,
8 UIOIE BIE, 1 A8 HIE & IH2IEl SlS(no parity) 22 AFIUS Z22L, otLte 2XUE
d&Eot=0 2Lsh MM bite = 10bit0l) otLtel E2AE ME6t= ol 2RSSt AlZt2
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 msLICt [WetA AIEX= 22t EFL OIS
8.3ms=2Ct AN HHoHOF &LICL 83msOlotE HFgt2, 022 HA&E A0 20| HSELIC

EA2H EtYotR e HRlE 22 Z=E(ms)LICH

MEXIL 22X SeriesE otLE2l 222 ElHA L] SCHH Pro Seriestl HZE Alelg X
= =& ALOIS] X2 EtY 020l X A2 B2 2AE HMS0H0F 6t HIoOIEH2 &K
Z0l= Pro SerieslHS BIIH FJI2CH AO{LE 20t0F & LICH Pro Series@ AlclZ S4l HIH
ol 3J|= 256 bytes2 LICt.
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427 .28 &4

Pro Series= Al2lg ZE=Z9 XNF [E HAAS XIJAESLICHL AFSXDL A2l ZE) REs o
Zold g Mol=s 28 £& HOIXWA DCD S& 28 init-stringS & &6t 0F2F & LICH Pro
Series= SAE REII TCP 22 &3 A28 JR00 2 AZAS X 2EHLICH
o HE EH3HIELS
Pro Series® Al2lg2 ZE0N ZZES AE A2g FSR AZELILL Pro Series=
DTR/DSR/DCD ¢ISE 2E0] HAZN A= A2 JHESHD MO ELICH

e 2HEl init-string
AMNZX= Modem init-string OHOHE =0 22 =Jlst B A (initialization string)S At&l2l 2
f 2= AELICE Enable/Disable modem O~ & & (Enabled)2 &F
Qe Rz HFLUS Mol= Pro Series= DTR AISI E2 &
SIHLE Al2lg ZTE SAF0 2&E HE=SIF HE 2 ot 2¢
Aelg ZEZ SYLICH

e DCD S=#
DCD =&0| =2 &Lt TCP HZ & Z(Allow TCP connection only by HIGH)' 22 &

HE™, Pro Series= Al2lZ ZEQ| DCD AEHJI =2 AMEHL NG | SAEZLRH A

22 SIZEELICH AR Alelg ZEE (olgel 2E 2 E (dialkin modem mode) 22 ALE
oted g Mol !=st JIseLICL 0 B<0 0101 HZEE 20| UCHH Pro Series= TCP=
HZBES oZotAl RSLICH

AEXE HSHAZA0l TIX LS HEHOHAN TCPHZ 2 SoHA 2EE OS2 ot 3=,
OE SXtH CHolY Ot=2(dial-out) JISsS AEdte B2, At2Xt= DCD &&= Nonelz &
ZofoF ELICH OO0l Ol YEs 2E0 2M 22U M= AFEXDF 280 32 &

o XS ol 2 H&
s oM 28 HZ0| EnableZ2 3T H, 2= TCP HZ0| £& = MUl Pro Series= 2 &
Of MatHds BESE MSE SBYLUICH LRl [E 2 DSR YHASIH 2 A2 Bt
g F MEHZEE B2 0 USLICH Pro Series= DTR AI5(2E 2l LE0 A= DSR)
E 2 dH=Z BHIANZ2ZH 20| MatdZBS ZES ELILL 0l JIs& TCPIt H&AE
X e AEHUIAM 20l 20l &SHAZ MBI QAEE XEdHe HE UI| AGHM AIZRE
= ASLICHL
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Modem configuration : /serial/+1 /hostmode/modem/

Enable/Disable this port
Port title
Host mode configuration

Host mode

Port nurber (1024-65635, O for only outgoing
connections)

User authentication
Telnet support
Maz, allowed connection (1-8)
Cyclic connection (sec, 0 disable)
Inactivity timeout {sec. 0 unlimited)
Socket ID (for outgoing connection)
TCP Magle algorithrm Enable/Disable
Remate host
Cryptography configuration
Modern configuration
Enable/Disable modem
Modern init-string
DCD behavior
Auotomnatic release modem connection
Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

Enable

Port #1

TCP v
7001

Disable

Disable

g

a

a

Disahle

Enable +
glels0=2
MNone L

Disahle

[Save ] [ Save & Apply ] [ Cancel ]

&g 4-15 28 &%

4.2.8. ZE Z 2 (Port Logging)

ZE 22 J|IsS AMEBotH Aclgd ZEE S0

MEELCH

o IE Z2| E43HH|& 3t (Enable/disable)
= LE 229 MHE L=

o IE 22 NF fIX
ZE =27 HOIe= Pro Seriesli® 022l &£
clE AIZ2oiA ZE 271 HOoIHE M3
HIOIEHE AZELICH MNE RAXS
b BEEELILL

&3}t oflOF SfLIC.

e IZE Z7] HIHE 3|
of == 212

HA 2L

fol= A20= Pro SeriesJt JTHE
NFS NHZ & AGIH, Pro Series HXIH2E ZEZ
NFS AIHE ZEZ] HERXZ AISd)| fohMd=E

2ZE 27 HOIHS zHES

HOleHl= MEMORY L= NFS MBI

[==
nfor
0x
ton
11
04
10
o
[
a
P
S
x
0
o
=
nfor
0x
ton

£ NFS NHHOl NEE =

USLICL U2 N2

ol o =& &1

3.9 NFS A/H £Z0IA

ZoAgUICH WHR HZ2E AZ2oiAM 2
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1 OOIHE MNEE Mol=s Z2& e &M 2J10t 10 KbytesZ LICH. NFS AHE AtZoH A
£ HOoIHE M&EE o= ZE B2 = IJI= Metel Xl &sUCh

Port logging configuration : /serial/«1/0g/

Enable/Disable this port Enshle
Part title Port #1
Host mode configuration
Serial port parameters
Part logging configuration
Enable/Dizable port logaing Enable
Part log storage location Féak disk (10 Khyte]

Port log wiew
Port event handling configuration

Copy pott configuration

| Save || Save & Apply || Cancel |

Jg 416 ZE £ &%

4.29.XE O|HE

2
i

2 2%

Pro Series= AFEXIH ZE O|HIE BHSE S SolA Alclg ZEZ HEE Al2lg XA
HOIHE Z2UHEAHL OI0IHN S = Js =S HIELO. 01§ U2 ASX=
email/SNMP & &l(notification) £= ZE O|BHE =52 HEF= SoiM Al2lg ZEZ &HE S
& HHAS EclNHE 2 Alelg ZEZ JIYEE FAY =+ JUSLICL L8 0l JIs2 AEXIL ¢
Z= FX LIEfRGSEHLE AFE HolE IS Xl ZUS Mol HZE &

30
o
°
0

b, O4D10M BtS(reaction)2 email &3,

A
= T
SNMP E3 MZ, 3z M& £= QS SS9 T80l 2 4 USLICH

MEIDIL ZE O/HIE #HS5g8 J|ls2 0|E0tdH, EE /HE H=58S 2435 (enable)diOf
ELICH Olde 22Y =202 W&l 0l JIs0l HI&43H(disable)=l ™ S Pro Series
LE QIHEQN 2tst 8 st L= GHX ZSLICH

e ¥ 2tA(Notification interval)
Pro Series= & 2tADICH 28 emall £= SNMP EZE S2HLICH IIRED &AE Mot
Ct email £= SNMP Eg 2 SWAHES™, ot It
A0l A28 =, Pro Series=
=9 L0l SR ZHoP AAE RS 0l M LICO. AAEXOF 2ot 2 = U= It
=

JéF = DI-C’ /\—|J<SIOHO|; |

FO: JIF=0] et BlSS ofLtel ZE FZEE 0/ WHH+9 gt & &Ll ZEY
g2 IIFEI 2ALE SA WS ZEZ HSFLICH



Email 2 & (Email notification)

Pro Series® Email €8 JlsS 43t L= HI243t ot= JIsYLICE Pro Series= Email

ades B M 01X SMTP M & 0IAM A&E&E SMTP MHE AZELICH SMTP AMH

b HEGHH HAFEX RUALE HIEHES D0 JACHH Email IS0l HS06HK 2LSLICH
A

SMTP A 28 & KtMlet £Z=2 35.SMTP £&= F oY AIL.

Email &= (Subject of Email)
O DB === AtE HOE JIR/|EIF 88Xl HAS [ Pro SeriesOl 2lolA ZWHE Email2l Xl

S£ €3gLth

28X Email =24 (Recipient's Email address)

Ol BB == AIE E2olE JI/AEI BAEHUE I €8 Hegs 2= =8N E 258U

SNMP trap 2'&(SNMP trap notification)
0l DHHH == Pro Series® SNMP 2 J|s2

ok
0%
ton
)
rr
[==
]
0%
ton
o
C
a

SNMP E& 2| HI=(Subject of SNMP trap)

Ol Do == A& EOlE IIFEI BXNEHAS W Pro SeriesOil 2loiA ZLHE SNMP E&
o M== £d¢gLIth

Event keywords : /serial/+1/event/port_event_keyword/

Enable/Disable this port Enshle «
Port title Fort #1
Host rmode configuration

Serial port parameters

Port logging configuration

Fort event handling configuration

Enable/Disable port event handling Enakble «
Enable/Disable E-mail notification Enahle

Subject of E-mail Port event notification m
Recipient's E-mail address admin@mycompany.col
Enable/Disable SMMP notification Enakble «

Subject of SNMP trap Port event notification tr:
SMMP trap receiver’s [P address 192, 168.14.1

SMMP trap community public

SHMP trap version Wl

Matification interval 30

Event keywords

E-rnail SMMP trap
Mo, Event keywaord notification notification Port command
! keyword Disahle Disable reaction | REMONVE
MEW Disahle Disable | 00

Copy port configuration

([Save || Save & &pply | Cancel

8 417 ZE O/HE #H52 S5
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19|l JIREDI EX ZUS [H SNMP EE LS 4lotk= SNMP E

HSLIEI(SNMP trap community)
= A ZOE JI/FED X ZUS [ SNMP EZ HIAIXIO Z&&E HRLIE

e SNMP E& H&(SNMP trap version)

Ol DB === AtE HOE JIRFEDF EAl ZIUS I 2WHE SNMP EC HHEsS £d3eU
Ch.

OIHIE 3|9 E(Event keyword)

AEX

t= OIMIE JIREE XEGHH XNEE IFASI Alelg ZEUNAM ZAH0l &S e-mail, SNMP

trap & SEUWALL SHE A2l ZE0| 012l X&E=E command SUHEE d483& = UL

o O|YHE IIKE <& (Event keyword)
MEX= 880K ot IIRMEZ M HHE AIEE &= USLITCH
e Email £& (Email notification)
AMEXL HdE8E JIRIEZ Email €8 =S 435 L= HE2ds & = ASLICHL
e SNMP E& 2 &(SNMP trap notification)
MEXIL HEE JIFIEZ SNMP EE 28 =SS 243 L= dlg2ds € = UAsUh

e Port HHO(Port command)
Pro Series= At& H2lE IR EAl ZIAS W Al2lg ZEZ A
2 X

= KNZELICL AEXs 0 HiFUA Al2lE ZEZ 2UHE ZE

4210.2E &3 SA

Eo 3= UUE 2
£ M35t USLICH

FO. HEE HJFES ESAME [, ZE EI0ISH TCP 2/|AY EE, UDP 4 ZEE SAEA &
L/ LY.
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Copy port configuration : /serial/=1/copy_port_config

(&) Copy current port configuration to

Port 1 Cpart 2 Clpart 3 CIPort 4
) Copy current port configuration fram
Port 1 OPort2 O Port 3 OPart 4

[Copy || Copy & Apply | Reset |

& 418 ZE & SA}
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5. AIAE 2t

—

[]l'n

Pro Series= &HEf CIAZdI0l gH(Status Display Screen)2 Soil AIAE AEIQ 21 OOIHE
(=31

SOIEN RS A% AIBELICHL AIAE ME HOIEE 2 015, Al2IY B3, B0 BE ¥
Pro Series2| WER3I & S0 JUSLICH L£8t Pro Series= system logging Jls= Soff XI&E
=FHUAH email2 27 HOIHE AN=22 MEotH &8 = ASLICH
MEXE Pro Series? Xl 01, €Mt AlZ2t, B2& E6tAl JIZ822 MAEEY =& JUSLICH

Lt Al2Xis @ QEHOIA, A 2L LU A2lE 2£EE2 AI256t0 Pro Series TANE
gOdolEE =& ASLICH
5.1. AIAEN AFER

System status : fsystemyssysstatus

Systern information

Device name : ProSeries

Seral Mo, @ P5410-20060624J00

F/ Rew, @ w1, 1.0

Current time : 03/02/,2005 09:43:27

System logging © Enable

Send systern log by email ¢ Disahle

IP information

IP mode : Static

IP address : 192, 168,4,41

Subnetmask : 255,255,0,0

Gateway 192,168, 1,1

Receive/Transmit errors & 07134

Primary OMNS @ 168,126,631

Secondary DNS @ 168,126,63,2

18 5-1 AILE & CIAE8/0]

52 N8 =10 &3

Pro Series= system logging Jls1t AAE 27 A ZAl JIs2 MSBELICL AFE XK= system
logging Z2AMAE enable £= disable &EHJI & AS L OtLICH AMAE 28

M&Eots 9 & AIAE 27 Hi 3D

System log storage location

AMAE 2= Pro Series WS HI22l, NFS MHS X XI&E L= SYSLOG MH Ol MEZ
= USLUICHL AAE 27 HO0IHE M&Eot=0 R H22E AME8cte 8%, 21 U0oldH=
Pro SeriesJt H& M 2rMELICH AIAE 27 OIOIHE Z2&06tdd®, H&E AXIE ATAIDE
fixed disk card, SYSLOG AW L= NFS ANtz &FaHOF &LICH OIE #=&3dtJ| <ol
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2t2H0| DHXIE At=oH)| st Wet0IeHE2 &&FoioF &LICH At HES
HEHCX 22 82, ASkhe e WHME HE E4A2 AMAE2E = ASLC

Pro Series= 2SS X 22 220 OAIX Ji=Jt 02l XN&st =X0 0l2™ 21 OHOIHE
sz BEUEE &3 = USUL. AMEXN=E email2 &SoH)| |8 HI2OIHE BHEA
AFol0F &LICH Ol Wel0Ie M= email2 8&ot=0 228 21 Mz, =F 2 email =2 S0|
IatE £ USLICH J& 5-22 AlAE 271 848 3tHZE 20 SLICL

System logging : /system/log/

Enable/Tisable systern logging Enable «

System log storage location

Enable/Disable E-mail logging

Murnber of E-rmail Logs

Recipient's E-mail Logs

System log view

Rém disk (10 Khyte)

Enakle
5

admin@yourcompany. c

(Save || Save &#Apply [ Cancel )

Copyright 2005 Sena Technologies, Inc, All rights reserved,

g 52 AIAE 27 8% 2 27/

53. HARE BEH

AMAE 22| Xte ASE HAE £ USLICHL (RE MBI LdSHHP2 5.9. ZE AEX &2/
EX) & 5-32 WAL BH slHES BHSLICH S MEXS MARYEE HPolH, X
HARIEE HEot), M IHWAKEE LS = M IHARKAEE &0Iot)| <o 8t O M
HWAREES 2oliOF &LICH O AR E= AEXIE Pro Series2| Alelg 22, Telnet/SSH 2=
=48 U ol 860X g i 7 €Lt

Change password :

User

Fevstern/changepasswed

Current Fassward
MNew Pagssword

Confirmn Password

root
|.

5.4. Xl 0|&(Device

Pro Series® 2t2|E <ol MME2S=Z &H| 0

& SHALICH AF=Z2XJI Device names

78 53 WAYE B

name) &3

MAE 4 JUSLICHL T8 5-452 HX 0|18 &
HAGIH T Pro Series2l hostname S5t HAELICH



Device Name : /svstem/device_name/

Device Mame PS410_Device

[Save || Save & Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, All rights reserved,

18 5-4 &X 0|18 £&

Device name &3&d0| &% 2X= A0l X ESLICE £ Device name2 HelloDevice
Manager?t 22 2tel ZZ2020lA EHl AE =S ol AF=SELICH
55. &M & A2t £

Pro Series= M ZM& X A2t 22 2 2/&LICL PSxIOW AlH & €8 &£F
S0 2o =AU

18 552t Z0l AAEXs B En & AlZES BEg =+

Date and time : /system/date_time/

Date [mm/dd/yyyy] |05/25/2008 |
[130842 |

Time [hh:mm:ss]

[Save ] [ Save & Apply ] [ Cancel ]

18 55 et A2t £&

Z 0l NTP(Network Time Protocol) AIHE 0|2 :
S THAIZE MOHCH NTPABHOIA SR/ &

SXGIH, Pro Series= AMAES g
AHHBIH, Pro Series= CIZ2E NTP MHE
==

A2 ZE2E JtASLICH NTP AMBIE 0.0.00=2

SHLICEH 0] &JR20l Pro Series= UWIERI3IE oAl Q1Y HZEZO U0 ELICEH

AZHUTC: Universal Time Coordinated)lt2| Al2t QETAS

Date and time : fsystern/date _tims/

Use TP Enatle )

NTP server (0,0,0,0 for Auto) 0.0.0.0

0.0

Time offset from UTC (UTC + [x,x1hours)
MTP Manual Restart

[Save ] [ Save & Apply ] [ Cancel ]

J8 5-6NTP &&
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5.6. &8 =J|3} (Factory Reset)

MEXt= 0l HIwE 0180t &M Pro Series® &A&EE =& =0t A2 MH=2 HsE =+
USLICH A ARIXE 0180t0 €82 =JI8 &€ =& UAsUILH)

Factory reset : /system/factory

Except IP configuration O

Factary reset || Cancel |
& 57 && =J/3} (Factory Reset)

57. 44 &
MEX= 8l 83 H2E 22 HAUSZ I EHZ B (Export) = U1, 2 Hal, FTPAUH
L= HTTPAMHOUA & EF2E SOHA(mport) X & 22 s =& JUSLIT
MEBBX=E SH2(mpor)E & M fIX H4H0lA "Factory default"E SEioHA AM2E =DI
2 #23s =78 = UsLd. A £3 22 sHsS 20sut. 28 FEES
ELUHII(Export)at HLF S0IR0| (Impor)3H2i @ CH2 TI2I0IEISS HESIH HXGH0F &LICH

Configuration management : /system/configuration_management
Configuration Export

Encrypt : | No o~ |

File name : 'CanIQ :i.-i:‘i-lr-’.-ag_-i

Configuration Impaort

Location ® Local machine O FTP or HTTP O Factory default

Configuration selection

[ select all

[ Metwark configuration ¢ [ include IP configuration )
[ Serial part configuration

O Systemn Configuration

Encrypted : [
URL : [ |

18 58 £& &2/

HFFE EUII(Configuration export)
&4 S3HEncrypt) : Yes &&= No.
o

T H(File name)
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HANN B

£ 0 27| (Configuration import)

PN
(=)

nio

? Xl(Location) : S0 2J|(Import)& < Xl. Factory default® &E&i5tH xJ| JIE2 &
=72g = YASLICL
H&8JE =(Configuration selection) : HH EEF2 HSFFEE S0 (Import) &
ZE g LICHL
&4 S 3HEncrypt) E02|(Import)&  IXIJt Factory default0l®™ O &2
2 SLICH
URL : IXIJF FTPor HTTPL M Tl =AE HO SLICH.
23 MA(Local path) : |IXIJF 22 HALY M 22 HANM Z2UWII(Export)E It S
As & SLICH
SN dFEEE EUDI|(Export)otedi™ e EXE HELICL
1. 233 sES HEELICH
2. s g=EgUC
3. [Export] HHES ZS=&LICH
SUII(Export)s EFFHEE =W |(Import)atedi™ OIS EXE TOELICH
1. SH2I/(mport) & RAXIE SEAELILCL
2. SUHI(Import) & SEFHEE HEHELICEH
3. ¥S3 sHsS HEHELICL
4. SOUHX2I|(Import) | XIJt FTP or HTTP2tH A& OISl =AE URLO &0 SLICH
5. S0 2J|(Import) RIXIJF 22 H{AlOI2tH HO2 Jl(browse) HES 2 5t0H
SH2I((Import) & TS SHEEHLICH
6. [Import] HHES 2= &LICL
2R/ Hd0IE
A 2d0IE=E Alelg 2%, 83 2 £= 8 HHOAE Soil JtsgLIth
2 a0lE= http://www.sena.com/support/downloads/ Sena ZIAIOIENAM OIEE = JUSLICH
Jg 5-92 EHAO 2dolE & AHHOIASE EWSLICH
42 Soll EAIE YdolEotdd Cisel ExE WSLICh
1. HO0I2J| HES 26t =4 BN BIOILCIE HEHELICH
2. dEYE HECez gd01S &LICH
3. Y1C0IEE Otel & HAMESEES HEoSHD| oA AAEOl MAIRE 2dLICH



HOg oEdolE Z2080 288 885 E2&

T

0

Firmware upgrade : : fsystern/firmware _up

File Upload (0D

Upload || Cancel

Copyright 2005 Sena Technologies, Inc, All rights reserved,

18 59 &0 d0l=

= XI3oH0ret gLt

S0 0l8e #3482 =AJt SUh

=G

A Z£2 0120t EAIME A0l ot fIdiMd=E 22 EXE HELICH
1. =& HANWHE LELICH
2. TELENT/SSH E£= Al2lg 2£& ZEE AIEot HOE d=2d0l8 ZZ2 0
HZELICL (AM2lY 225 ZEE 0188 Z2 &YYol 2 Ze2=, Telnet £
SSHE ArE35HII1E HEELICEH.)
3. J& 5-1000 20l X MY BAON L0 HwE HEELIC
| ogi n: root
Passwor d:
# edi t conf
1 /1
1. Network configuration
2. Serial port configuration
3. System adm ni stration
COWAND (D splay HELP : hel p) >3
] Systemadministration |
1. System st atus
2. System | oggi ng
3. Device Nanme : P10W
4. Date and tine
5. Change password
6. User Admi nistration
7. Factory reset
8. Firnware upgrade
COWAND ( Di splay HELP : hel p) >8
] Firmnare upgrade [
Do you want to upgrade firmaare? [yes/ no] yes
Transfer firmmare by znmodem using your termnal application.
To escape, press Crl +X
**B0f f 000005b157
g 510 &FZ KL= Al2lg ZES AtEs ZRI01 40/
4. 2t XAIAE S 210 T8 510 20l M8 z28 = 22 AE0
g doldel s MSELIC
5. €d0IEJF Z2UH HE AI2ES HEGH| flol AIAEO0l THAIRE 24 LICH

BAOE Sc0IEE I #F 25 L= AclE &S MEoH| PloiA= TELENT/SSH £=
= g elol=

tOd



6. HAN LIOHOIEE AIHSHH, Pro Series= J& 5-12X 0llcd OAIXKES

RJYUICH E£8 Pro Series= M B0 B18S S XIotA ELICH

COMMAND (Display HELP @ help)>3

_1 System administration |

L

1. System status e ui ; T
2. System logging |ees=iell
3. Device Name : py SO DDownload
4. Date and time Le LIS
5. Change password D Download WPS, img [ ZOIEI|B)., |
6. User Administraty ZE2ESE:
7. Factory reset Zmodem id
8. Firmware upgrade

e T

COMMAND (Display HELP @ help)»8

_1 Firmware upgrade [

Do vou want to upgrade firmware? [ves/no] ves

Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+x

? CCCCCO000023bebleive . »«BO00000023beb0

HdE sz | AHE B TP NUM

g 511Z2& (HyperTerminal) £ 0/&s5t HI0/H 2] I &HZ

_] Firmaare upgrade [

HAIE

Do you want to upgrade firmaare? [yes/no] yes

Transfer firmamare by znodem using your termnal application.
To escape, press CQrl +X

**B0f f 000005b157

**BOf f 000005b157

**B0f f 000005b157

**B0f f 000005b157

Fi rmwar e upgrade fail ed !

Now r eboot

& 5-12 ZRI0/ Id4/01= & OIAIX]

59. LE AISX 2¢l

PS Series® 2t ZE= AIZEXA D2 IHARAEE S8t ¢

ANAE 2t Hiwole 21

o
ol

77



User administration : /system/user_auth/

User list

Mo, User ID Part 1 Part 2 Part 3 Part 4

b Jusert | O O O
Z [userzs | ¥ I
3 [user_all |
NEW | |

O
O
O
O
E

[Save ] [ Save & Apply ] [ Cancel ]

&g 5-13 ZE AEX 22 Ol

FO. JlE 0N AlLE 22/AE ZE MEINZE S5 L0l JAX ZSLICL AL 22| X
HEE 220t H, AIAE 22/ Xt ID(root)E ZE AIEX 22| W=k S=olOF gL/}

ZE MEUNE FIt
Ol=0lA oHE AFE A2
X 28 =t UEEL

&= UAsLICHL

re
ol

o

HS

==

0

i

g AIEXS 2 S(password)E E&EGH)| fIHM= ZEAESL 22

EER=A|
=

SefUCH Od® J& 5-14 ZE AEA 8% &

>

i

A

4

=)
. HOI0A SHE AFE XS 22 & B2 o8 ZEE &£F

User list — 1 : /systernfuser_authfuser_list/+1/
Uszer ID

=
n
o
=

Password

Password{confirm)

Port 1
Part 2
Part 3
Part 4

ooo®™

[Save ] [ Save & Apply ] [ Cancel ]

&g 5-14 ZE AEX &F

78



6. AIAE] S|

Pro Series & CQIHHOIA= AIAE SH SHZS HI3ELULCL AIEXesE AIAE SH HS
XG0 Pro Series HI22I0 H&E SH GOIEHE Zolg £ USLICH UWERZ CIEHBIOIA
2 Alelg ZE S3H = link layer, lo, eth 2 A2l ZE0 et AAZ SHE UEHELICH IP, ICMP,
TCP £ UDP SHl= TCP/IP Z2& 29 4J12 Jle 83 A= e AHS SHE LIELIC

6.1. UER 3 2 HOIA(Network Interfaces) S|

ol
=<

UIE<K A 2EHOIA SHE= Pro Seriesl local loop back interface 2! lo Pro Series2| J|& Ul

EAD AEHHOIAQ etho THE Jl= UERZA IEHHOIA AFESS LIEHELICH

Network interfaces statistics :

Interface

Receive

Transmit

Bytes
Packets
Errars

Crop

FIFO

Frame
Compressed

Multicast

Eytes
Packets
Errors
Drop

FIFO
Caollisions
Carrier

Compressed

ethl

=3

B0386
583

o Y e N Y e N e Y e Y e R e
o o o o o O

63026
102

o S e Y e Y e N Y e R e R
[ == S == T e B OV

6.2. Alclg EE S

Alelg ZE SHE 3

EFHLICE (@ :On 2 :Off)

32042 Al

g 6-1 LIESR

TLE

= CIHHOIL S

ol ArE A,

Baud rate &8 &

79
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Serial ports statistics

Port Baud Rate T« Rx RTS CTS DTR DSR ch
1 9500 0 0 Qo > Qo > @
2 9500 0 0 Q > Q > @
3 9500 0 0 Q > Q > ?
4 9500 0 0 Q @ Q @ @

18 6-2 Al2Ig ZE LEY

6.3. IP Sl
IP S 2H2 IP ZZ2EZSS AE0H W2/AZ0 Oist & 28 HSgUt XN3AZ= 2
2tol  Itet0IE ol CHE Zo & 482 Usd £sUCh
Forwarding :
IP forwardingO| enable = disable AE{QIX GHE
DefaultTTL :

J|I&2 TTL(Time To Live)
InReceives :
=4AE OO =
InHdrErrors :
i 2FIF Ut =4 OIS (2= M3AHE (checksum), X
JIEH Z8 0lld, TTL =3t S)
InAddrErrors :

F4 F0F AT =4 ol ade =

b2
rr
T
L

n
=

ForwDatagrams :

Forwarding = OIOIEH&2 =

InUnknownProtos :
QIAEX 210 L= XNADK 22 ZZ2E20/J] 20 RAIZAXNS S83HOZ2 4 [
olef 1ol =

InDiscard :

DZEZ &9 &€ ZA UKXCH 2AIEHE =0, HH 32t2 X2 &0 ¢
AP OIS £
InDelivers:

dEE =4 OolgHdge =

—
= Z2aq

N

-
62

OutRequests :
HEOIEE QEE & Mo 32 . Forwarding & OIOIH &2 == M2UE.

OutDiscards :

80



SAIE £ GO 4 HHBZO XS 20| XX
M el= GOl Qe +5 208, o
(u]

Olet 22 2o 2Al JI&S &=ots HOIHIOES =8 X8,

4
rir
-
o)
o
o
=
«Q
il
o

OutNoRoutes :
destination IP =201 M&ot)| ?Igt ZFE2IH ALK #2 GOIEHIOZES =~ 0l GO
2 HJl "d=E.

ReasmTimeout :
HOIEHd& 22It &6t =, UHHA OIS0l &&oiOlot= of& Al2t. &2t
AZHO E&0tX 2 <, o8 HIl M2E.

[]]]
_=

ReasmReqds :

Mol 2st Holgddel =
ReasmOKs :

Hd3HCZ Ml OoleHadel =+
ReasmFails :

MaE =~ gl= OoIHOdde =
FragOKs :

HBMOZ fragmentation & OI0IE{ Q22| %=
FragFails :

IP ol 0l no fragmentation0l FBAIZII| 20 fragmentaion0] Z RotXICH & = A= OIO

HIOo| . 0lefet QOIS HIlI HEE.
FragCreates :

MAE fragment ==

IP =tatistics:

Farwarding 2
DefaultTTL i
InReceives 222
InHdrErrars 0
InaddrErrars 0
ForwDatagrams 0
InUnknownProtos 0
InDiscard i}
InDelivers 213
Outhequests 203
OutDiscards 0
OutMaRoutes 0
ReasmTimeout 0
ReasmBeqds 0
FeasmOKs i
FeasmFails i}
FragOKs 0
FragFails 0

i

FragCreates

&g 6-3IP &4
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6.4. ICMP SH|

ICMP Sl 3tH2 ICMP Z2&E 22 AtE SH E2E HNI&LIth =

2 Us ZsLith

=

tetOIE el 82 & &9

InMsgs, OutMsgs :
=4 = 8SE HAIK =
InErrors, OutErrors :
=4 = 8SE HAIK =
InDestUnreachs, OutDestUnreachs :
=4 = dsE SHXUH otk & MAIXIS =~ SHX0 =&gotk & OAlIXI= G0l
801 2=st S2HX 0 =Lt 2 ot =28 HAIXNE B FFHZ 2UE.
InTimeExcds, OutTimeExcds :
= dEE HAIXK2 ==, time-to-live(TTL)2| 2Lt E2
ctRH =5 S| =20 HAXl= =2t time-to-live(TTL)E =8t OIAIXI= OIAIXIE &

H ZFEHE EWHE.

rJ

InParmProbs, OutParmProbs :
o = 8EE HAIX = Oet0le 0 230 LAsH HIAIXIS £
HIOgo IP ol E20HAM JII LAR= =28 HAKNE EH FREHZ SULHE.
InSrcQuenchs, OutSrcQuenchs :
=4 L= 8= AA Quench BIAIXISl == &AA Quench RE2 M2 85 HEs =2 A
= R0 ol 2UE.
InRedirects, OutRedirects :
& &&= Redirection HIAIXIS 2. O
FHZ EUWHA.
InEchos, OutEchos :
S8 = #4E echo RE =
NEchoReps, OutEchoReps :
S8 = #4E echo SEH2 =

InTimestamps, OutTimestamps :

cc
4

=

it
ro

20 2ALE 0l HAIXIE HAIXIS

0z 4>

0x
ro
o orr

48 L= MSE time-stamp QLA
InTimestampReps, OutTimestampReps :

48 L= MSE time-stamp SE2 &
InAddrMasks, OutAddrMasks :

=4 = 88E =4 0tATY +
InAddrMaskReps, OutAddrMaskReps :

=4 e 8s8E =4 0tA3 SE2 +=
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ICMP statistics :

Inkdsgs

InErrars
InDestUnreachs
InTimeExcds
InParmPrabs
InSrcfuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddriasks
In&ddriaskReps
Outhsgs
OutErrars
OutDestUnreachs
DutTimeExcds
OutParmProbs
OutSretiuenchs
DutRedirects
DutEchas
QutEchoReps
QutTimestamps
OutTimestampReps
Outaddridasks
OutgddrtaskReps

[ = R e N e Y = Y e T s R s R e Y s Y e Y e Y e Y e Y e Y e Y e Y e Y e T e Y e R e Y e Y e Y

&g 6-4ICMP ZH/

6.5. TCP S|

RtoAlgorithm :
AME =0l

.

w N —, O

RtoMin :

Zl A& RTO
RtoMax :

ZI RTO

retransmission time-out (RTO) &1

: CONSTANT - Constant Time-out
: RSRE - MIL-STD-1778 &= B

: VANJ - Van Jacobson's Algorithm
: OTHER - Other

2t (ms).

2t (ms)

83

clE. M

o

=
=]

ot
=

2F

—/

ni

I

el

ol
ro

tetOlEf 2l

alo

~ Ol
= =

10

£
oA

He

ux
02
ro

ol
°
Il



MaxConn :

ZI0 HE ME =
ActiveOpens :

ss&Q AH9 = s=Hol A
PassiveOpens :

SN0l HAO £ X=HQOl A
AttemptFails :

alTfst A& A0l Oist =
EstabResets :

MEECZ e HE2 =+
CurrEstab :

S dEE od =
InSegs :

=4lE segment &=
OutSegs :

M= segment = MES
RetransSegs :

MESE MOAHE =
RetransSegs :

MESE MOAHE 5 2F2 N
OutRsts :

Reset EciJt 83 &SE

=l segment=

NIOHES =

TCP statistics :

Rta&lgatithm
Ftatin
Ftakdax
MaxConn
ActiveOpens
PassiveQOpens
AttemnptFails
EstabResets
CurEstab
InSegs
Outsegs
RetransSegs
InErrs
OutRsts

1
200
120000
-1

]
20
]

3

1
154
213

1&g 6-5TCP &4/
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6.6. UDP S|

UDP S} 3tHE2 UDP Z=&E22 ME5t= I
cHOl 2F DHOHE =2 H2 & HHO0l U2 JASLICH
InDatagrams :

=4IE OOoIeHOge =
NoPorts :

NEE ZEIL FEotAl &0t HIl M2 =4 HOIHIO~e =
InErrors :

=¢E 2F HOIHI#S =
OutDatagrams :

dMae GolEHI™el &

UDP statistics :

InDiatagrams
MoPaorts

InErrors

[ == i )

OutDatagrams

] 6-6 UDP &JH/
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7.CLI CHUH A

7.1. ME

root AIEZXt=

ol QIHHoIACLYM &S & =
=

Pro Series &EHE 2FAl

7.2. 2AdAl 74

Pro Series W&
oo 82
=N &

Li £

PN
=

1o
e

Ol

otl, &

grd AFE XL M S0l
SciAl HIR22 922

Telnet/'SSH &A= 222 Soil Pro Series® Linux
USLICH CLI OIA &= Al
P B2

LM, HEE

2lte 25
AtEtE 28 £ USLICL
SILICH A2XesE /var CIHEZ 20 Us
| &&=3dl 8206t A2 Pro Seriestl &2

Block Type Mount point Size (KB)
MtdblockO Bios None 128
Mtdblockl Kernel & ROM file system / 1024
Mtdblock2 CRAMES (Read only) /mtd 2880
Mtdblock3 EXT2 (RW) /enf (normally 64
unmounted)

Total 4096

7.3. XI&% = Linux SE¢clEl

7.3.1. Shell & shell utilities:

cat, echo, nore, pwd

7.3.2. File & disk utils:

I's, cp, nv, rm nkdir, rndir, touch, gunzip, gzip, tar, df, du, vi, e2fsck,

nount, unount

7.3.3. AlI2 8 RECIEl:

date, free, hostnane, kill, killall, r eboot



7.3.4. HESRD SEItl:

i fconfig, iptables, route, ping

7.4. CLI &=506}D]

Alelg Z&:

1) PCS Al2l¥ EEZ2t Pro Series®|

==)
2) PCE HOIE GISdiold 22 )8s AdgLICh
3) PC2 Alclg ZEE Us &0 £F&U

4) <enter>E SELICL

5) Pro Seriesroot HEL 2 ZQI&LIC
Telnet 2=:

1) telnet Pro_Series_ip_address
SSH 2=

1) ssh -2 Pro_Series_ip_address

a
O
(o2}
o
?
®
<
LY
p
o
="
(]
=
(@]
o
>
-
=
=2

9/ : Pro Al2/ZXE& SSHv2 protocol 2+ & &HLILCE
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=
F5 1

o

—

A
=

A 1.1 Ethernet Pin outs

Pro Series= AT&T 258 ++

StCH al

=

Al2 2

PSx10W=

=
=

NE2 H A-20

A

—/

o = AS
2 &=t

&

A

[y

dd Mas 2EHSLICH

-/

&

Ol

[y

& A-1.RJM5 FHYE9 & tix/

I A-1. Ethernet2 RJ45 HYE/ 9 &I &5

T ] Sy

1 Txcr T

2 Tx- T2

3 Rt = A A

4 NC = A

5 NC EEIEE

6 Rx- =4

7 NC ETRETT

8 NC 2HAH
2 A2l EZE Pin out
2L Al2lg ZE 2 RJM45 HYEHE AMASELIC Al2lg ZEE R4
QALY USLICH 2 Eil= Alelg SA 230 U2 JIsol YU

1

& A2 RJ45 FHYE9 & x|

88

HZ Ethernet HYLHE AFSELICH

N

>
o
1o

re

o
—



H A2 £ 2 A2/ ZEZ RIS HEEH B g5
o &9
1 CTS
2 DSR
3 RxD
4 GND
5 DCD
6 TxD
7 DTR
8 RTS
ALl3 0L ZHE
HelloDevice Remote Host

RxH3)

Fx-(6)

TH+(1)

Tr-(2)

&g A3 ZZA2H 0/ F01E

Mo

ArEsH 0l S XHE AZ

HelloDevice Hub

18 A4 AE0IE 0/ Fl0IE

Mo

AEE 0IL 21

89



Al4d ANelg tidE

A14.1RS232 Al2|g HiHd=

HelloD) evice Serial Device
Tx=(E) — R
Fx(3) +# T

RTSiE M— CTS
CT=Si00 % RT=
DTRIT — DSR
DSRIZ) — DTR
GRD4) -+ — GHD

J& A-5RS232 AlZIg H&H T
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£ =2 2 Pro Series &8 It

A 2.1 portl.conf

/ seri al /*1/ paranet er/ baudr at e=9600

/ seri al /*1/ par anet er/ dat abi t =0

/seri al / *1/ paranet er/ st opbi t =0
/serial/*1/parameter/ parity=0

/seri al/*1/ paranmeter/fl owcontrol =0

/seri al /*1/parameter/interchar_to=0
/serial/*1/ paranmeter/dtr_opti on=0

/ seri al /*1/ paranet er/ dsr_opti on=0
/serial/*1/ modend nodem.init_string=qle0s0=2
[ seri al /*1/ nodem nodem dcd_opti on=0

/ seri al /*1/ nodeni nodem aut o_di sconnecti on_enabl e=0
/seri al /*1/ nodem nodem enabl e=0
/serial/*1/ event/ event _enmi |l _enabl e=0
/serial/*1/event/event_snnp_enabl e=0
/serial/*1/event/ event_notification_i nterval =30
/serial/*1/event/ event enabl e=0

/seri al /*1/ host node/ accept _unli st ed=1

/seri al/*1/hostnode/ send_unli st ed=1

/seri al /*1/ enabl e=1

[serial/*1/title=Port #1

/ seri al /*1/ host node/ node=0

/seri al /*1/ host node/ port=7001

/ seri al / *1/ host node/ user aut h=0

/seri al /*1/ host node/ t el net =0

/ seri al /*1/ host node/ max_connect i on=8

/seri al /*1/ host node/ cyclic_ti me=0
/serial/*1/ hostnode/i nactive_tine=0

A 2.2 filter.conf

/network/filter/specification/tel net=1
/I network/ filter/specification/ssh=1

/I network/ filter/specification/http=1
/network/filter/specification/https=1
/network/filter/specification/portl=1
/network/ filter/specification/port2=1
/I network/ filter/specification/port3=1
/network/filter/specification/port4=1
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A 2.3 snmp.conf
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25 3 & 248 ZLE HS

LE HS = OSh 22 3K g2 & 2HE ZEWell Known Port), SE& IZE(registered

port), S&(Dynamic) L£= A& X E(private port)) L= == USLICHL & L&l ZE=

0~1023HIXl 0|0, OI0] S=8& ZEE 102426 491510tK2 ZEQLICH S&H %L Ald
[e]

HEE= 491522 H 655350 K12 LEQLICEH

& 2l ZEE= IANAJE XIEE RCZAN, HE=2 AMABUAME AIAE ZZ2AMALE SE0
oot AMMEXIE &gt Z2 80 oM AlEE = UASUILL Z A32 & il ZE Bs
S 222 20sLL. TAIE WE2 IANA EAMOIEE 2Z26HAID] BHELITH

http://www.iana.org/assignments/port-numbers

H A3 & 2HMN ZE Ho

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UubP
53 DNS UubP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UbP
443 HTTPS TCP
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£= 4.Bios U7 Z=_18 CtUA

Ad4.1 IR
Bios Olx= HIA Al, =27 S®22 TFTPE AIE6t0 Pro SeriesE€ =70t AMAE GIENHE
Lol 2SS MBELICH Pro Series X0 M0 222 = 3% OILHO A= XHDF <ESC>

Ctfst AIAES M0IEE 2&8E = U, ot=A

Bios il Z2 0 SOHIIHE, ALZ2Xs US4 20| HOoIXE =2

BICS v1.0.0 (c) 1998- 2005 Sena Technol ogi es, Inc.

Sel ect nmenu

1. RTC Configuration

2. Hardware test

3. Firmmare upgrade [S/W Version : v1.0.0]
4, Exit and boot from fl ash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

=
, Bios limw Z2 8= YHE = JUASLICL O O
A

S2OHEHOZRH, AEX=

o AlAE HAE 2 firmware Z20IEE

18 A-6 Bios 0o/ ZZ77&° o Ul H Ol

A43RTC &€& Ui

RTC €& HI=E ASESH2ZM, ALEXt= Pro Series2] AIAEN A2
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Sel ect Menu

1. Data(nmm dd/yy) : 05/19/05
2. Tine(hh:mmss) : 15:02:28
<ESC> Back, <ENTER> Refresh

Enter Current Data(nm dd/yy) : 05/20/05
Press the ENTER key to continue!!

Sel ect Menu

1. Data(nmm dd/yy) : 05/ 20/05

2. Tine(hh:mmss) : 15:02:41

<ESC> Back, <ENTER> Refresh

----- >2

Enter Current Data(hh:mmss) : 15:03: 40
Press the ENTER key to conti nue!!

Sel ect Menu

1. Data(nmm dd/yy) : 05/20/05
2. Tine(hh:mmss) : 15:03:41
<ESC> Back, <ENTER> Refresh

& A-7Bios O+ ZZ2J& L9 RTC &&

A 4.4 otE=EHO HIAE Dl

ol

=0 HIAE BIwE AI2otd of=RI0 24 Qass HAE
[}

5
ot 22 30tXA2 o= HAE 220 JASLICK

)

- 2LE HAENM AR HAE Q0] 28
2L (s HAEWHM 2L HAEZ AR

4 o
02
0

AFBXIIL 1812 HEisls A2, IS HAE £= 28 248 4 HIAED} 8 #o 28T O
DEUAM, 22 SAEKY IP =£)9 pin =

AZXIE SIS HAENA AR HAE B0l =d8g)S dE=ots

«Q
@
|>
Im
[xe)
c
>
Py
—
m
|>
Im
NS
re
:
I
a

JE S2I MK NS HAED} BH=ENO2 AMELCL 0 2S0AM, 22 SAEME IP
Z=4)9| ping BIAEQH UART BIAED} 85X &&LIC

MBI 2HXE HAENA 22 HAES AR +3E)S Mdetsts 22, AR} <ctrkc>
IE F2J| 8MA NS HAED dt=sXoz £ #ELICH 21, 3F SAEMY IP =24)2

ing HIAE®H UART HIAEDL BISXHO 2 = FLICH

o
=
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=9 .

Ethernet 2 UARTOA HAEE XFEo

Ethernet H0/E2 BtEAl HFZ ol SIXZ8 FIEE/E Pro SeriesS Z&E A2/ HEEQ HZo6H0F
ZH SAEJL BIEAl QIOI0F ELICE D& AHC P

& sl

SHoleiH, AFEAFE Pro Series® Ethernet ZE 0

gL/t s, Fagt P+

FAE= 192.168.0.128 0/ 0/= [Firmware Upgrade] H=Z AIES6IH HZE

T

X geH, HAEZ HES +d8g + AL

& A-8Bios U7 ZZJ& LHe ot=F0 HAE =
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MEXIL [Auto test]S &Est 2L, 2 OIE/NH & A0 8 HAEI Us22
=& LICL

*rkkxk%  Har dwar e aut o-detect and auto-test *xx**xx

[ DRAM

DRAM TeSt -------miiii [ PASSED|

[ FLASH

FLASH Test -----------ommmmmm oo [ PASSED|

[ EEPROM

EEPROM  TeSt =--- - cmm oo e ecee oo ecee e [ PASSED]

[ ETHERNET]

ETHERNET TeSt ----------cmmocm e e e e e e ce e e oo [ PASSED]

[ UART]

<--Internal Loop Test-->

Port # 1 test in progressing(MODE)------------------------ [ RS232]

(Read/ WRite) ------------------ [ SUCCESS]

Port # 2 test in progressing(MXDE)------------------------ [ RS232]
(Read/ WRite)------------------ [ SUCCESS]

Port # 3 test in progressing(MDE)------------------------ [ RS232]
(Read/ WRite) ------------------ [ SUCCESS]

Port # 4 test in progressing(MODE)------------------------ [ RS232]

(Read/ WRite)------------------ [ SUCCESS]
<--External Uart Test-->

Port # 1 test in progressing(MDE)------------------------ [ RS232]
(Read/WRitE) ------------------ [ SUCCESS]
(RTS/ICTS)--------------amm- - [ SUGCCESS]
(DTRFDSR)--------------------- [ SUCCESS]

Port # 2 test in progressing(MDE)------------------------ [ RS232]
(Read/WRitE) ------------------ [ SUCCESS]
(RTS/ICTS)--------------om-- - [ SUCCESS]
(DTIRFDSR)--------------------- [ SUGCCESS]

Port # 3 test in progressing(MDE)------------------------ [ RS232]
(Read/WRitE)------------------ [ SUGCCESS]
(RTS/ICTS)--------------------- [ SUCCESS]
(DIRFDSR)--------------------- [ SUCCESS]

Port # 4 test in progressing(MDE)------------------------ [ RS232]

(Read/ WRite)------------------ [ SUCCESS]

(RTS/ICTS)--------------------- [ SUCCESS]

(DTR/DSR)--=----ccccccnncnaanann [ SUCCESS]
*kkxkkk Hardware aut o- detect and aut o-test SUMVARY ****xxx*

1. DRAM L= A R [ PASSED|

2. FLASH =5 S T T [ PASSED|

3. EEPROM  TeSt -------------ommmm oo [ PASSED|

A, [ETHEINET TESH =-cccccccccsccsccscsscsccscoscoccocsoooos [ PASSED|

5. UART Test Summary

Port Nunber | Port Mode | Data Communi cation Test | RTS/CTS | DTR/ DSR |

Port # 1(Internal) | UNKNOWN | FAI LED | SKIPPED | SKI PPED |

Port # 1(External) | UNKNOAN | FAI LED | FAILED | FAI LED |

Port # 2(Internal) | UNKNOWN | FAI LED | SKIPPED | SKI PPED |

Port # 2(External) | UNKNOAN | FAI LED | FAILED | FAl LED |

Port # 3(Internal) | UNKNOAN | FAI LED | SKIPPED | SKI PPED |

Port # 3(External) | UNKNOAN | FAI LED | FAILED | FAILED |



Port # 4(Internal) | UNKNOAN | FAI LED | SKIPPED | SKI PPED |
Port # 4(External) | UNKNOAN | FAI LED | FAILED | FAILED |

Hardware test is end. Press any key to return the test nmenu!!
J& A9Bios U= Z28 W2 tEAN HAE 3HH

2t OLERO PE QA HAEE Ao, MEXAE <ESC> JI€ =2 HAEES HUE = USLICH

Sel ect menu

Test Mbde - One Tine
Aut o test

DRAM t est

FLASH t est

EEPROM t est

Et her net test

. UART Mode test

<ESC> Back, <ENTER> Refresh

Qo kWNEO

**x*xxx%  Har dwar € aut o- detect and auto-test ****x**

[ DRAM

CRAG]  TEEL —mmmmmm e e e e e [ SKI PPED]
[ FLASH]

FLAGH TSl —o= === m = — oo oo oo oae [ SKI PPED]

18 A-10ESC J/E At&ot0H §& HAE 2571

A 4.5 Firmware upgrade Ol %=

Firmware upgrade OI=E AMES2ZM AtEX= XS firmwareE ZH01EE = USLICH

firmwareE & 1cl0l=0J1 &, MEX= Ol Ols HOIXS 0w &= 35 &=010 &

firmware H&ES 018 %= USLICH firmware upgrade Ul ZZ2 1S A firmware CHRZ =
E <ol TFTP Z2E22 XNJAELICL AIZ2XIF TFTPE 0I256tN firmwareE CI2Z S ot
& A2, MEl=e HFst #EXo IP F=AE AHFGH0oF ELICH XS JI2 IP F4AE

192.168.161.5. &/ LI Ct.

Firmware upgrade 2| &<, [Server's IP address]2 & & MBH O BIE Al [Firmware File Name]2

SHFE firmware WA 0| BtE Al =THoHOF &LICH
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Sel ect nenu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168.161. 5]
3. Server's |IP address [192.168.0.128]

4. Firnware File Name [ ps.i ng]

5. Start firnware upgrade

<ESC> Back, <ENTER> Refresh

J& A-11 Bios 07 ZZJ& Lf9 firmware upgrade O+~

MEXDL [Start firmware upgrade]E &dEot= Z2, &0 HAIXIOF SHHU LIEFEL
y' £ 25tH, Firmware upgrade Z2 M A I AZELICEH 0|28t Z2M A= 222 WUNX H
[e]

Sel ect menu

1. Protocol [TFTP]

2. I P address assigned to Ethernet interface [192. 168. 6. 6]
3. Server's |P address [192.168. 6. 1]

4. Firnware File Nanme [ psx10W i ng]

5. Start firmare upgrade

<ESC> Back, <ENTER> Refresh

Fi rnwar e upgr ade cannot be stopped until finished.
And all configuration parameters are restored to default val ues.
Do you really want to start firnware upgrade(y/n)?y

net trying to | oad inmage....

TFTP Boot inmage(psX10Wing) | oadi ng at 0xb00000.. 3019495 Bytes

3019495 bytes recei ve done.

kernel upgrade start.

Kernel Block : Wite to Flash... done

kernel upgrade conpl ete.

Cranfs upgrade start.

Canfs Block : Wite to Flash... done

Cranfs upgrade conpl ete.

Confi guration upgrade start.

Configuration Block : Wite to Fl ash... done
Confi guration upgrade conpl et e.

Fi rnware upgrade is finished successfully..

Sel ect nenu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168.0.128]
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& A-12 firmware upgrade ZZ A4

firmware upgrade ZZMAJL 22 E W, Z2 )82 43 HAIX M U= CtAl LIEHHLICL
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25 5. Serial/IP2 Pro Series AIZ36}D]

A 5.1 Pro Series2 Serial/lP2 & Hlw
H A-4 Pro Series vs. Serial/lP 24 s34 & H0/Z
Serial Port Configuration of Pro Series Serial/lP Configuration
Cryptography
Host mode Configuration i ) . Connection ]
Configuration Credentials Security
Protocol
Host mode Telnet Protocol SSL
. No login Raw TCP .
TCP Disabled None . . Disable
required connection
No login ,
TCP Enabled None . Telnet Disable
required
. No login Raw TCP Negotiate
TCP Disabled Enabled _ _
required connection SSLv3/SSLv3
No login Negotiate
TCP Enabled Enabled Telnet
required SSLv3/SSLv3
Pro Series= SSLv3 2t2 XI& oI2 2 Serial/lP= “SSLv3 or TSLvl” £= “SSLv3 only” &2 =2

&F TI00F LI

SSLv3 encryption

p =

A5.2 HZ WA -Telnet

0l 181 A2l ZEEE SAE BEZ

S 1. OsSW
Host mode = TCP,

Port number = 7001,
Telnet support= Enabled
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Host mode configuration : /seral/+1hostmode/

Enable/Disable this port I:Enable |vl

Port title Port#1
Host mode canfiguration
Host rmode TCP |_\3

Port nurnber {1024-65535, 0 for only outgoing
connections)

User authentication L : Ejﬁ
Telnet support I_Enable_[:_ﬂ
Max, allowed connection (1-8) |G
Cyclic connection (sec, 0 : disable) '-'D-
Inactivity timeout {sec, 0 unlimited) EI

Socket ID (for outgoing connection)
TCP Nagle algatithm Enable/Disable im:ﬁ'i
Rermote host
Cryptography configuration
Moderm ‘configuration
Serial port pardmeters
Part lngging configuration
Part event handling configuration

Copy portconfiguration

[Save | [ Save & Apply | [ Cancel |

Jg A-13 2 E

N

— A X
—=2co

SAH 2. OS3H Z0 1" Al2lg ZEE 25 Jlgez &3 (Cryptography

configuration) & L| Ct.

SSL enable = Enable

Cryptography configuration : /serial/+1/ssl/

Enable/Disable this port

Port title [Port #1

Host mode configuration

Cryptography configuration
5SL enable
Serial port parameters
FModem configuration
Port logging configuration

Port event handling configuration

[ Save ] [ Save & Apply ] [ Cancel ]

g A-14 2r57/8 & &( Cryptography configuration)

S 3. Open Serial/lP Control Panel2 Z 11, Pro Seriesl 1% Al2lg ZEQL S&lot2
H

25t= COM LEE “SelectPorts” HES =2 HdEHELICH
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,:-;_:1-__S_ﬂ.r_lal_.n{IP'_l‘CuntrDI Panel 4.2.3

Tac A =
'-'_E]FlWEIFP_m il

Pr—— Seftings for COMIE-

IP-Address of Server: Paort Murnber:

192,766,411 [0

Canfiguration Wizard,,,

=5 | T TR LT

select Poris rz|

Please selectthe COM
ports you wauld like to
redirect to Seral/IP?

RICOMIT

[CICOME Al
[Com1d == —I

WICOMI2
WICOM13
WICOM14
WICOM15
WICOMIE

Select Pors... | MICOMIT
WICOMI1B
P4|°“ Manitor.. CTURT Caneel.l HelD...]
U_Censiﬁg..- I O e B LAl E

I~ DSR always high

Advanced.., | I~ DCD always high

[~ Restore Failed Connections

e

--:Secun'ty :

W Enable |SSL Yersion 3 (5503}

= _

Close | Help,.. | &hout,,,

&/ A-15 Serial/lP Control PanelOf/Al ZESS A&

&H 4. Enter MHS IP =24(Pro Series IP F=2)2t ZE

HH)E ZEotH =0t G2 20 OE oetold
Credentials = No Login Required,

Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
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_ Serial/IP?Control Panel 4.2.3

Taciqos - I TS

(570" 1A I— Settings for COMI1G-
IP-Address of Server: Paort Murnber:

EOMI3
camia |192,168,4,18 {7001
COmM1G

Configuration Wizard, .,

comia -Credentials
t+ Mo Login Required
¢ Use Windows Credentials
" Prompt on COM Paort Open
¢ Prompt at Login

 Use Credentials Below:

Cnnnectlon Protocal
o i1

Select Ports... © Telnet with CH-Padding

" Raw TCP Connection

Fort Manitar, . ] =
-COM Paort Options
Licensing,.. [~ DTR is modem escape

I~ DSR always high
m I~ DCD always high

[~ Restore Failed Connections

Security
¥ Enable |SSL Version 3(55Lv3) | |

Close | Help, .. ] Shout,;, I

12! A-16 Serial/IP Control PanelOj Al If2tOlEH & ZF

SH 5. BHOIE 0ES0lE Z2Ids 21 AS6=E COM ZEE HEsL|Ch O3 Y,
AMNEXE ORI XIS PCOl = COM ZEONA BHOE o2yold =z
AZ3I=0| Pro Series® Al2l g ArEE = USLICH

ru|o .

HJIHJ
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B 32 - [discannected] VT

& =i BT artrn U T O HEd

M
Tera Term: New connection [?‘ =1
~ TCPHP Host:  [192.168.4.11 |
cernvice: Telnet TGP E:-_;H.'i"_' |:;,':;_'
= SSH

 Other

& Serial Y COM16 Rd
Ok I Can[:t:ll Help |

s

Ev
& A-17 Serial/lPZ Pro series® Al2/Z ZEO HZ6H0]
SH 6. AMSX= Serial/lP2l Serial/lP Port MonitorOlLI Trace windowZ &

QUIHSIALE =5E &~ ASLICL

— Serial/IP?Port Monitor 4.2.3
File Edit Help

TAacricAaL ADG
sicaFhuwwa |'l=

Activity Trace |

23:06:46.140 CoOMig
23:06:46.140 COM1a
23:06:46.140 COMia :

| 253L initialization proceeding
| 33L initialization proceeding
| 33L initiali=zation proceeding
23:06:46.171 COM1e @ | 33L initialization proceeding
23:06:46.640 COM1g : | 28L: RC4-3HL at 128 bits
23:06:46.640 COM1G @ | COM Port Control negotiated (RFC-2217)

|

|

|

|

|

23:06:460.640 COM1G derver connection negotiated
23:06:46.640 COM1g FlushTX
23:06:490.6490 COM1G ¢ FlushRX

23:06:46.640 COM1a
23:06:46.656 COMiag :

DTRE: 1 RTS: 1
CTS: 0 DSR: O

Llear | v Enable Trace v Hex Display W Auto Soroll T Always On Tap

|

4

_1&/ A-18 Serial/IP Trace Window
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