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- Y XSE
- UESIZ =2
- A0H/EOH AIE 22l(POS: Point of Sale)
- 23 2
- A EA
- g2d us3
- BEoNEZ el AAH-
- dBt IS ES o E2old
- ostz oEeorA
HelloDevice Pro Series= RS232 Al2lg HHIE Saff 2tel, 2Al, &, 02l HoleH &8s &
= UAes olaFol 2 22| Jls2 MSELICH



E W2 0/o16t3F AENE CIHY ZZEZ Z Al2/g SHH 8 WSS o/l FF
=X/ot2 L0o/0F BILICY.
« (M4 Ug: H= 2, S0{a#7]: 2% 0cm
(M4 dg: 22l 7|5 & W3 of7|7]
1.2. WIIX M3 elAE ‘
IR 2 elae
« (M4 UAS: HS 2, So{#7]: &% 0cm
PS110W/210W QI & Bt A
- e el AT (PSIIOW/PS210WIDC M2 & E “« (M4 US: Soi#7]: & =: 0.71 cm
- CIOIE OMF|LII0V- L= 230V &el 2
- Alelg diolg 2Hol=
- oyl AZA Aol
- 2 AEE J10| EQuick-Start Guide
- Serial/lP Com Port Redirector, HelloDevice Manager & AtEX A ME &S CD-ROM
MAL UZ: CHEA 815 of7|7] + 52 + 815 AEt:
&Hlaﬂ LkOtX-"% /\}%I: h \1or’712’ ?J%’é;g?/lklg_l‘;??c;: HEAZ + E R0
PS110W PS210W - (MY UAE =
A2l QIE{HolA 1 2ZE 2 LE

ANelg £&

75bps ~ 230Kbps

S8 HMoi:

SIEY RTS/CTS, AZERI0 Xon/Xoff

RJ45 H4YH

>
]

RS232 Rx, T, RTS, CTS, DTR, DSR, DCD, GND

22 HMO0f: DTR, DSR % DCD

HIER3 2AEBI0IA

RJ45 Ethernet HYIE S & & &F 10/100 Base Ethernet

D & RS IP =4 NH

WiFi

WEP, WPAPSK-TKIP, WPAPSK-AES, WPA2PSK-TKIP, WPA2PSK-AES X &

oz2E32

- ARP, IP/ICMP, TCP, UDP, Telnet, SSH v2,

- SSLv3

- DNS, Dynamic DNS, HTTP, HTTPS, NFS

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, SNMP v1 & v2

sot

AMEXID & 2SS

HTTPS

2ot BHOlE 2AEHOIA: SSH

HolEel 2S5t SSLv2/iv3, TLS vl, 3DES ¥ RC4

P x4 BHY

SCP

17



e Aleld &5 IZE, Ttelnet, SSH, -8, HelloDevice Manager

=M M X2 Windows 98/ME/NT/2000/XP

ANAY 22

27 215 US2Z2 emall 8
AAE ALEH
CHSH AIAEN MEl HAl DS

A

_ telnetTelnet, Al2|® 225 £= & QIHHIOAE S8 URI2E Jis JIs
A LED Power

Status

Ethernet

Wireless Link

Serial 1

Serial 2 (PS210W 2 dHE)

Sensitivity
= =] s 2&:0C~50C

g2 2&:-20C~66C

=& 1 90% (Non-condensing)
R 59~30VDC, 5VDC

0.900-35A @ 9V/bC5VDC 0.90A @ 5VDC 9=~306VDbC—
0.4A-@ 9VDC
100 — 240VAC
D
32| 114-128 x 82-92 x 26 (mm) 128 x 92 X 26 119-%227 x27-{ram)
L X W x H(mm) 5.044-.48 x 3.622 x 1.02 (in.) 4.68%-8.94%x-1.06-(in-)
119%-437-%x-44-(mm)
5.04 x 3.62 x 1.02 4:69-%1720-%1+3-
(in.)
DIN-rail mount-eptien
S (kg) 0.39000 0.750
0.4001.56

oIS FCC(A), CE(A), TelecMic
=& £3 Jl2t 54

(MA| UAS: T WS o7

(=3 o orE20 3 oty b 1,2,8, - + A2 S
1.4. oO‘I = —|O'| Lcm + S0{A47] 2{X: 1 cm
0] MEZ2 2 MH=L0M LBECOZ MEEE=E EUHE HoFLILHL 0 E0HES2 elgull 20l
UM Pro Series2 AIE1 235t 2T USLICH

MAC =24

LAN £= JlEF WERKIANA MAC(Media Access Control) =4 ZFEES DRst 5H=AN
1S E LIEtELICE (Ethernet LAN &/ 0IlA Ol = Ethernet =242k S & LICEH)

MAC 4= 6Xt2] OUl(Organization Unique Identifier) $H5 2 6Xi2l oI=R/0 AlYg HS=2
PAE NS 12X2] =AU HSLICH Pro Series® MAC A= 00-01-95-xx-xx-xx0| 04, 2| &
SEAO HISHO 2teol 80 USLICH
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=
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HIOIXIS A8 0l

ctOIHE/MH 2
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=

clOIHE=
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=

FIEYLICH

I
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2
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2ct0l1e

SHOd
HTML
FH= MdLICH
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2FE 2%
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Z1-1. g0l E

ISP Internet Service Provider
PC Personal Computer

NIC Network Interface Card
MAC Media Access Control
LAN Local Area Network
UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line

ARP Address Resolution Protocol

P Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol

RADIUS | Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

20




2. ANl &3t

= H0lM= ProSeriesE XS &Xlot] £&dot=s L

-—21 g HA0M=E HE BIXI ¥ LED HA

—22 olERO

- 23 A2E ZZ£0

SeriesQ 2 ZE

FLHS|
Ltol

[e]]

ol

2.1.

ANZGtEHH Ose XS0

S AOIS(WIIXIO =
2 AOISIIXI0 =
_Ethernet H 0|2
HERZR IHHOIA IHE(0ISH NIC)IH A= ot PC £= oLl RS232 Al2lg ZE

IH< clolor=

o2/ MN =

RIS

=
_ -
yaols yus

2L

Pro Series?l HE®3 ¥

Ha,

|>
o

B O

I 22L& L= telnet £=

HErLICh

Al

I

il

=)
=}

)
)

o
o

2.1.1. PS110W € cl0l0tz

g Hl=E ArS56t0 Pro

PS110W= &EH HAIE I8 542 LEDS 2% HAIE <8t 6012 LEDIt USLICH
PS110W 2 ¢M0l= Factory Reset ASIXIJF USLICH AEXsE 01 A/IXNE 0/E6H0
PS110W o 8FES =& =GHAIQ &M=z BHE & = UASLICH
H 2-1PS 110W9 LED A/ &Z
EE Jls
AEN(Status) Power A0 SZEH WMo gLICH
Status SFast Pt 295 HEL ol Al Z28LICH (5= OtCH 24l)
Ethernet EthernetS Sofl CIOIEJI SEHD Ltz I ZLICH
Wieireless Wifiot A28 F§SELIC
Aelg ZE Serial PS110wel Al2led ZEESE Soff HI0IEHIt SHD L2 [
28t LICH
Sensitivity o2 & WIiFi APS 2&DF HAIELICH (20 OHCH 4l
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Power
Status
Ethernet
Wireless
Serial1

Power

Input
Serial Interface

Ethernet
Interface

Console

Interface

78/ 2-1PS11I0W S HE 2/0/0t=

2.1.2. PS210W IHi¥ diolot=2

PS210W= &EH2 2= HEAIE <ol 22 6012 LEDIH _USLICH
PS210W 2 B0l=s 22X AL

PS210W o MEZ ZH Z5IAIQ MM BHE & & UL

Factory Reset

0 b

Ct.

H 2-2PS210W S/ LED X/A/ &E

Factory Reset Button

Sensitivity

. ARSI

B Jls
AbEHi(Status) Power M0l Z= I WM gLICH
Status Sas IPJF YL HBSCH 0led Al ZEHLICH (5x OtCH A4l
Ethernet EthernetS ol OO0l E0HR1D L2 I ZErLICH
Weireless Wifiol A2 EH HESELICH
Alelg ZE Serial 1 PS210W2o Aleld X E(1)E Soll HOoIEI S0 L2
2skel LTt

22

ball
i
=]
0
el
2




Serial 2 PS2I0WS] Al2IZ ZE(Q)= Sof HOIEJ S0190 L2 0
et O,

Sensitivity o2 & WIiFi APS| 2t=DF HAIELICH (20 DOHCH 441)

Power
Status
Ethernet
Wireless

Serial1
Serial2 Factory Reset Button

Sensitivity

Serial Interface
Ethernet
Interface
Console
Interface

& 2:22PS210W S IHE dJ0/0F=

N

2.2.5tE9I0 22381

2 Z2ilM= =] HAEE <Idll, Pro Series& &X Z
- Pro SeriesE Ethernet 5|8 L= ALAXI0 HZELICH
- ofe X0 HZELICH

32 ¥XE AZELItH

o
o

- Pro Series2|

221 UESI0 HAGDI

Ethernet H 0|22 &t%

2 Pro Series Ethernet ZEN ™Zdt1, LIHXA CtE Ethernet
A0S EHHE UHIES !

2
3 ZEN HZELICL A0S0l SHIEN HZE F2, Pro Series2t
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Ethernet UIER 32t A&

- [Ethernet] ZAISS H XD

]

Ale GS 20l LIEtELICH
AN el A Ethernet TH2! 2

=

S48 RS UE-LICH

J& 2-3PSXIOW W HIERZ F0/E HZoH/

222 . 01E EXI0 HZ5H]

Pro Series®l Al2IZ ZEN 2Bz HOISS ATELICL AISKIL BRI 2L ZEQ ALt
X KON MBS @z ZEo RS DAY LRI USLICL [HE use 251 (M g 2B VI2AB
giZs BXGHAAR
T (M4 g 2B 7I2dB
_ _ _ _ MAlola: 22 7|2z
PSXIOWE A/2/Q Z2S SoiH SFE 20/218, R4 N8I} ZEEHI AL EEW A2 M =2 /lsd3
, (Ml aus: 22 29, 7z
HOIEE 2514/ A2 [A-[A Qe 21 J|euzm

24
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Serial Device

& 2-4 ZH/E PSXIOW 0] & Z617/

2.2.3. B0 HZ5HII

Pro SeriesOl && H OIS HAELICH M0 HBF| BSSE 22 [Power] HAISO| WtMo =z
HE HHHE SXNELICH

J& 2-5 PSx10W 0y &

Yo

2 012517
224. N2 2&0 5610

Pro SeriesOil &£6t= 22 0 JHXIJH U}SLICH

Ol =20l et et LICH £8 Pro Seriess A E 0%, GUI(Graphic User Interface) Ol £=

TT LT
CLI(Command Line Interface)E M35t USLICEH.

. Ole, AHERY 2IXIDF 88X £= 201U

25



ANAE” 2&:

22 MNEX= dEEHE=E AMelg€ 2= HO0ISS ArSdl Pro Series2 AAE 2£ ZEN AE
Az = AL

2 2&:

HAE M QHHOIASE 2756t A3 AZXEs HOIZ OHSd0IHE A3l Pro Series?l

telnet(TCP ZE 23) £= SSH(TCP ZE 22)0l &g = UASLICH
59/ —: Pro Series= SSH v2 &2/£ X/8 EL/L}. J2/EZ AETE SSH Z
O &=0t 21} & R0 SSHv2 & A/&olE SSH EC/0/9E EZ2 7842

0/&5}0/ Pro Series
0/&510/0t &tL/C}

&:
2 BetRME ME0I0H Pro SeriesE A&0dld= &2 AIEXt= Internet Explorer L=

Navigator?l 22 €& S2l2XME AE0I0 Pro SeriesOfl ¢HZ2& 4= USLICH

Netscape

?lo HPE2 ZF MEXN 2O0E

2.25. AIAEL & AIE38HD]
1) 2z Aol

— Serial Device

& 2-66 PSXIOW O A/AE Z2Z H0/E

o
e
My
Qu
N

2) ASX ZFREQ Alelg ZEO o= 8F 2

3) OGlO0IHEOIE (HyperTerminal) 1t 22 EOlE ol
20| B0/ dSaold 22082 Allg &8
B 9600 Baud rate

i

26




4)
5)

Data bits 8

Parity None

Stop bits 1

B No flow control

[ENTER] 2I1E S&ULICH

MEXF 0SS HIY BSE A5G0 Pro SeriesOl 2101 &LICH TS 201 OZE
s A EL €32 UL

Login: root Password: root

279 =0 At2Xt= CLI (Command Line Interface) A0IA O] DXl & HHS
% UASLICL CLI o T8t XMIst W88 778 . CLI QHAACLL LA

SHAAIR. i?w s
M AS:

< [Ma s ke
s
= M4 Slg: 2 #, 7|2lE
23 2, 7|2l
28 3, 7|2B

CLI &0IM “editconf” FHENHE &AdMGH, J2 2-7=2=270 JUs O S0

5 St AEXeE Ui HSE 26t [ENTER] 1€ =21 Pro Series Bl &

& 2-71 o Ol 8o

0
2



ZRF Hin &S5 d8E &= ASLICH ot His SHUA AERs 2 &2 2e HssSs
HFE > UASLILL RLE Pa= Pro Series? HIFHZA HZe2l 3200 MEZM, Ol AFEXOt
Hs&0lMsave” HES AHSC2ZM 0IR0 ZLICL “apply” HES && AIJIH OIMIXL
2E HZE AEE Pro SeriesOl H2g = USLICH

MNEXE A 2252 0I856t0 Pro SeriesOl 8=3tJ] M0l Bt Al Pro Seriesl IP =4S 20

OF BILICH (KIMIEH LIRS 3. JEFT L£FS EX5HIAIR). Pro Series® ZES5HAl JI=2 IP = (MA olg: 28 3, Jl2dB

A= 192.168.161.52 LICE.

22 22 J|SS @2 SAE Ha SE0AM disable € & USUCL(IME HES M4 3659, (MM U 2B 3, 7|2as
P ZEES EEGAAR)
Cts2l XIZ0l et Pro Series® 2 2&0 AZ&LICH
T 2 Ce = _ [wge i = o|El = MAlQE2: HS 7|7 + &1 + HS AE}
1) TelnetZ218 L= telnet)|S(0, TeraTerm-Pro S£= Hyper Terminal)& XI& o= 3’—_§_¢A|&ﬂ§:1+¥%%%+¥§ o %
D2OMs AMAIZYLC. ==X IP 4 2 port numbers Pro Series®t S0k cm + 9 2bA: 1.41 om + S0127] #I: 1.41 cm
- R _ = MAlQlg: 2ME| 7|5 2 WS of7|7
BUD. B2 29, pot number® 2322 NEELD. ASX ZEE o o A UE S0 2 ws o))
CIEIHIOIA0 TS ZHOIS YABILICHL
telnet 192.168.161.5 “« (M4l 21s: Jh2ol, S0ix7: 2% 0.71 cm
Ce OIS 20| ANE telnet TS AMAIZLIC < [MA RS somT fI%: 141 om

28



W Tera Term - [ = |

File Edit Setup Control  MWindow Help

Tera Term:

« TCPHIP Host: |[EFETTRIEES =

 Telnet TCP port#: |23

 Serial Port: ICOM1 vl
0K I Cancell Help |

& 2-8Telnet ZZ 78 && Of4 (TeraTerm Pro)
& BIEAl Pro Series2 Z2110I5H0F ot04, Ol AFEXt OI8L 2SS AHAFLICL
X

2 259 CIZE €32 = U root YLICH

0ls
2)3) et MEA 0151 F=E e R CLU ZEEZEDL LIEHELICH

23. 8 EctA el AHHO0IAN EX06t)

Pro Series= HTTP2 HTTPS(HTTP over SSL) Z2&E22 25 KIJ&LICL £8 Pro Seriese=
KAl & 22|l HOoIXIZE HMB8LICH. Pro Series & 22| HOIXI0 &6, Pro Series®l
IPFALE A 240l IS8 SAE s & Eet*XM2 URL/Location ZE0 LASHAUAIR .
Jed® AFEX= Pro Series2 ¢ SHHE 2 2 AJYLICH MEX=E BtEAl SHIE MEX
G0t ASE AESIH AAEN 2100 M 2elYsS QSoior U x| F £FH2
Ctel 2&UCh
Login: root Password: root - [A'M A& Tt

F9 . AFEXFE Pro Series & 22/ HO/IX0 &Z6/7 &0f BF=A/ Pro Series9 IPFAMEE
T BN IS SAEDG HEY OIAT EFZ2 ZAIGIAII] HIELILCH

(MA g 28 0l2dE

SENA Pro series PSZ210W Management

User authentication required. Login please.

User D : |

Password :

Copyright 2007 Sena Technologies, Inc, &ll rights reserved,
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& 2-9 Pro Series & Z2/9 £70/ g5

J& 2-972-2-9 = Pro Series & 22|2 2190 stELICH
/& 2-10-/&/-2-10= Pro Series & Zc| QIEHHOIAS SFHEE SHOIXNSLICH 2HH IHF0
Jb MSELUICh Ol O dtoile =42 23LF Hiw 2801 ZSELICL Ui HIOIAM & 52
SEGHH 2 OF0M ALS JtsE 2 of9l st Edl @82 UEHELICL MEX=E 69 O
7 =S HEolA oiE =0l e el €82 IS = UASLICL AEXsE 22 HIO|
KoM HE AES [EcHAIN HE(Save)], [ME L X Z(Save & apply)] £= [F2A(Cancel)]g =
USLICH MEXE 2 Mg =gtS BH3E =0 Et=Al [SHAIN ME(Save)|lS SH=H6t0 H
ZE =S HIFZd JIAEXN0 HEoHOF ELICH 2= HIAMSES HEGH)| fIHM AFE
K= BHSAl [HZAIE X 2(Apply Changes)|S SE4aH0F BILICH 0] SH2 O HI ofgh 2=
Ol USLICH AIEXIL [HBAE N E(Apply Changes)]2 SEIZHE OIS A OHIHEBI2=2L0] Pro
Series SFLEF0 HEFLICH L8t AEXs SAHBO0 OOHES MEotl] HIMSES HEot
Il SIS [HE L =Z(Save & Apply)|S HE#s & UBSLICH
MEXOE M S &GN Z=08 [FA(Cancel)]S SEHoiOF &LICH. Ol ot 2=
HIAAMEO0 HALD 0/d ez S3ELUCH &, 010 M& & HEE ¢HE A2 FHALX
2SLICH
SENA Pro series PS210W Management
Network configuration System status : /syste
'\5‘;0?::3' “tri‘on System information
SNMP configuration Device name : ProSeries
Dynamic DNS configuration Serial No, PS210W-001221
F/W Rev, : WXYZabcdefghijkimnopgrstuvwsyz! @
Current time 01/01/1970 00:02:42
Systern logging : Enable
TCP configuration Send system log by email : Disable
Serial port configuration IP information
Configuration IP mode : Static
System administration IP address : 192,168,8.11
ToudsTieEme: Subnetmask : 256,255,0.0
Gateway : 192,168.1.1
Receive/Transmit errors @ 0/0
" Primary DNS : 168,126.63.10
User administration Secondary DNS : 168,126,63.2

Factary reset
Configuration managerment
Firmware upgrade

System statistics

Netwark interfaces
Serial ports
IP
ICMP
TCP
upp
Apply Changes
Logout
Reboot

Copyright 2007 Sena Technologies, Inc, &ll rights reserved,

_7&/ 2-10 Pro Series & Z2/ 3t
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.UERI &3

3.1. 1P &4

MEX UWERT SZ0AM Pro SeriesE AISotHd®, |R&8H IP A0t ELELICH IP FA0t

ZHIDX @22 F2, AAH 22X0H 225t Pro SeriesE I8t |R&8 IP =45 2F
Z2SLICH UESRIA0N Pro SeriesE HZoted®, 1R IP =40t AOOF Stl= AHEE SEH0F

ELICH
Pro Series IP =4 ZF Al, AASXts USH 22 202 HY Z2EZ 9 StUE d¥9E =

USLICH

e Static IP
e DHCP (Dynamic Host Configuration Protocol)

Pro Series= xJ| J|23gt0l 192.168.161.52! IP =AE Z= Static IP S=2 d&F &0 USLICH
312 3o RE IP £F BS2 BE0SLIC J& 312 ASA-IP #8388 BHG)| (&
A

AN & JlIE GUIE 2N SLICH

H31IP &F =
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

Pro series PS210W Management

IP configuration : /network/ip/

Interface ETHERNET [v|
IP mode static IP ‘v[

IP address 182.158‘817171
Subnet mask 255,255.0.0
Default gateway 192.168.1.1
Primary DNS 168.126.63.10
Secondary DNS (optional) 168.126.63.2

Copyright 2007 Sena Technologies, Inc., All rights reserved,

J& 3-11P £&
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3.1.1. Interface &8 AtE0}D|
PSx10W& WIFi2t EthernetS SAI0 XI2G6HK ZLSLICH A2 OIHHIOIAE MEHGHZ=AID| bt
LI C.

3.1.2. Static IP =4 AFE6}H)|

Mt static IP FASE ASE H2, Pro Series? IP FAQ 2@ Ys RE HF H=S
=22 XZEoHOF ELICH Old8 H=0l= IP =2, Subnet mask, gateway®?t DNS serverJt
EZEELICL 2 d80Md= 012 20+ XtMSHAH CE A LICh

&1 ProSeriesE A/AE0/ AIZE [, £F& Z20) B2 WEFIE =I/3 &LIC

e [P address

Static IP= DEH0IHA FRHQ AE 8BS Ags gLICL 0 Hs= FFEH 220
UESRD 42 AX FAZANQ Ags L BFEE 028 IP =4S AMESIH UWERA
UM &S AEED USE = UASLICHL Metd, de8E 1P == UWERKZA S#Z0AM
EUHECZ 1Kot FSoHO SLICH

&7 192.168.1.x EAISl IP =4A= ISP (Internet Service Provider)Jt BHEGHA 2=Ct= E0lA
A& (private) F=ALICEH. Pro SeriesE &6t 20 et AHYY 22 35US Sl
Zol P

OIOIHE =1 2= = AOCOF ot0H, 0l 2 =s8 S IP F=AE 2Eoior LIt
[=] =S A A
-/ e

zas o ISPREE TUGHHLE AThE

= =24

e Subnet mask

AEUZ 22 Xel&E X, & A2 L= SLE LANYN U= BE UHESRA SAEE
SELICH UERIAE Soil L= W20l A= B, Pro Series= 30l XI&ES TCP/IP
SAED 2Z UESRIA JY0l U=Xl MEY OtAAE Soff &lLICH =4It Pro Series@t
S8 HERID 930 JUCtH, SclXel =LA (Physical address)& SollM & HZELICH
J8X 22H =& JIZ AOIEAOE Solf HZELIC

e Default gateway

HOIEROlE TOE UESRIAZ S0t &7 IS ot UHERZD EIYLL. LptEez
UERAI WA E= XY ISPOIN EciZS MOolcts BREH= AOIERO ==Lt 22
HERI & 52 SAEY SA6h) fIiME Pro Seriesdt Jl2 AOIERO ZHFRES2 IP
=AE  2O00F ELUICH HOIEROl IP =0 Ot H&s FE= UESRII 22 X0l

22t AI2.
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e Primary and Secondary DNS

MEXDIE ST YAMOIEE ZEot0X o, BRE= AAOES FH&Es 1P =240 WSHH

DNS(Domain Name System) MHOH &1, 1 &2 080t & AMH0O &E=&LICH DNSe=
[¢]

&
I 422 sena.comt

QIEY SOl WYS AEGHH IP A2 BHEAHAFE LAALICH S0
22 2N =ANHE ZEE A9 010K Let™o2 J|A5tI|ot O E&LICL DNS AbisE
Jdejet 8IAE JIEte] ZOel WS TCPNPOI HZGHI| I ==Xt IP F=AZ BEAAFE

Pro Series2 DNS JISE£ ASdteid Z0e U2z SAEN A = JAZ= 0l DNS
MAel 1P =45 ZFdi0F &LICH Pro Series= Primary DNS server2 Secondary DNS server
22 DNS MH2 IP =4S £Fot= 28 S MSELICH (Secondary DNS A= Primary DNS

=
NHE AI2E == 8IS [ AIE5tI] ol XIEELICH)

3.1.3. DHCP A+E3dlJI

o
I
fol
[>
Im
x
2
om
>
4
12
©)
T
o
3
o
-
Im
40
[
s}
Jat]
=
o

FAE SHEUAN 2ot 2GS ol ZFEIE OE UWERKD /X0 S22 & FL

MZ2 IP FAE US22 dSHES L

Static IP 259 F2, IP =As 2t ZFREUH =522 HLO0F SLICH & AREDI OE

HESRA /X2 OlstH=s 2, MZ22 IP 401 BtEAl 2YEW0F LICH IP =2AJt DHCP
=

2C0A 2EEHE IP F4, AEY OtAF, HOIESRIO, DNS AHE Z&dte ZE B0t

Asez SFELCL DHCPs= 229 IP =40t GtLtel ZFEOM ot 258 A2t =,

“HOi(lease)” HES ALSELICLH IP FASE 2Eol=0 E2F 2
2

Asez ZF3EHM IP =40t 2E€&HEsE 23S DHCP Z2C20IgE FFRHE Oldds EEE

DHCPE AIEdot=S EEEUAS FS, Pro Series= AIAE0l AIXE [ OHCH UWERZ &0
DHCP RIS ZSELICH DHCP AMuiel SEHO= IP =42 HIZRSHH AES 0tA3,
HOIEROI =2, DNS MH 2 “CHO” AI2F0I ZEE 0 USLICE Pro Series= SAl 018 EEE
AH G220 MESLICH “0o"It et 2ElE 32, Pro Series= DHCP A ZFE "IH0" Al2tS

HEZ QAEELICH. DHCP MBIt U &S 018 HL, Pro Series= AHlSoiA &M IP
FAE2 NS £ USLICL DHCP MBI U HES SQI6HA &= &<, Pro Series= DHCP
NHZSH MZ2 IP =4 F EXE AFELICH

&1 DHCP ZEZ0/A DNS AUHE Eget ZE LEST Z& Pro Series H+& I&ELE

7
&FELICH

DHCP A= UERZ 22Xt 2te

o
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Ol= DHCP Z220IE, ME =0 Pro Series)t &ZSE MOt GE IP FAE
O|0IELICL. DHCP MHOIA AFSEXOF MEH Y& Pro Series A4S &ab 0lAlE
S2HoHI MM 1P =ASE HASHHOF ELICH DHCP UWERIWM IP FAES

ZelXt= Pro Series® olEt 220 U= 2t AEIHU U= Pro Series@ MAC =4S

LICH

4
>
0

Qﬂ
4>
0

&

=2
i)
ol
= oo

ue
o
o

3.2. WiFi &

PSx10W& 802.11b, 802.11gE Xl

o
Q'L
fr
{0
>
]
u
In
]
=
0
_Ol
kJ
30
oy
[
jml

3.2.1. Network type &%

PSX10WZE EthernetOfil AZdt=0, APJF AFZELICH de2iu, QB YN HZsts HUE AISE
= ASLICL Infra mode= 0l &EH2 E=2 UEEUO R4 ZRH UESIIWAM ‘Adhoc
mode’= ‘peer-to-peer mode’2t D& LA ZLICL 0 Z2E0AM= PSx10WJt APgIO0l, CHE
PSx10Wet S41g = USLICH Adhoc mode= SIH2l devicelt cablel0] S22 SAE & =+

A S2ELICH

rir

=
=8

o

Pro series FS210W Management

IP configuration : /metworksip/

Interface ETHEANET [« |
IP rmode
IP address

Subnet mask 255.256,0.0
Default gateway 192.168.1.1
Primary DNS 168.126.63.1
Secondary DNS (optional) 166, 126.63.2

A

7&/ 3-2 Network type &&

3.2.2. Operation mode €3

0l Bl== Network typeOl Infra2 A& US [ 243t FLICL Operation mode= 3tX &
= 9SS XAELICH
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(M AS
Wik configuration : /networkfwlan/ [A‘IM e
Network type Infra =
Operation mode |Cnnnect to any j
List of APs Connect to any f
; Connect in the order of registration
Mo, ESSID Auth-Encryption |Connect in the arder of signal strength
1 |SENA,CIBCO IODEH Systemn-WEP 'I 12345678901 2345673901 REMOVE -
2 |SENA_ADSL_CON IODEH Systern-WEP j |]23455?890|2345578901 REMOVE
3 |Mnang |Open System-None =] | REMOVE |
MEW | |Opem System-Nons =] | ADD
MNeighbothood APs
Save Save & Apply | Cancall
A
7& 3-3 Operation mode &'&
e Connect to any
List of APs S0t &2810] = ZMS dol 22 £F0l HOHUXN E2 APZ = AEE
LICH Ol T &34 =XNUZ 5= ASELID
e Connectin the order of registraion
Listof APs S=2| =AUZ &% AISE SLICH
e Connectin the order of signal strength
Listof APs S=2 AP & 4SSt JtE 4l =NZ2 B8 AEE UL 8% AME =4S ZEol=
ds NDIE 85 =38 2E0| 0Lt 30= SHAZ daEU
F9 , 224 B2/9 J/= SSIDE HFoIN D MNEGINE ZR S8 SSIDE 2E [E (M4 Ug: 2T A7, 712E
) o - ) ) ) _ MAl Qe o A 7%o|m
0 PN ZZOIL SE Ko HMY H0I0] 8+ sl uu U o= %lol S-ed
™ MTE 2= ==

3.2.3. List of APs

List of APs= Network typeOl Infra 2= [}
Jb ot PSx10WJt APE listOll
AHHI SaveS ol F=0i0F ot Save & ApplyS

ot

fu}

How

=
2=, pSER-13

B=2

k=1
=

ot Ht2

&4 3t ELICH Operation modedt “Connect any
SSoliloF &LICt. ADD2 FIt6tH L REMOVEZ

HEgFLICH
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WiFi configuration : /netwark/wlan/

(M4 Az Tte

Metwark type Infra

Operation mode ‘Cunmect toany M

List of APs

Mo, ESSID Auth-Encryption Key

! ASUS_AP_MOON 12345578301 2345678301

2 DLINK_AP_MOON WPAZ-PSK-TKIP  [w|  [12346678301 2395678301 b

3 [meon

MEW QOpen System-None |«

Meighborhood APs

WiFi Status

(M UAg: 2210

WiFi configuration : /network/wlan/
Network type WE]
Operation mode [Connect to any [v]

List of APs

Mo,  ESSID Auth-Encryption Key

1

2 SENA_ADSL_CON [WPAZ-PSK-TKIP [v] [123456789012345678901 REMOVE
3 Maonlig [Open System-None [v] FEMOVE
NEW | Open System-Nane E’ ADD

Neighborhood &Ps

A

72/ 3-4 List of APs & &

ESSID
AP2| ESSIDE

ol
=

SLICH

A

2ot 42 HEGHAID]

e Auth-Encryption

2ot 42 Open System, Open System-WEP, Shared Key-WEP, WPA-PSK-TKIP, WPA-PSK-AES,
WPA2-PSK-TKIP, WPA2-PSK-AESE XIRIBLICH. &z 8 AP S8

HE&rLICH

e Key

Open SystemS HI2/&t 2ot E&F0 AISE KeyE HSUT

3.2.4. Neighborhood APs

=t

T

Ol 24 Jis8 APE 20 SLICH
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Pro series PS210W Management

Neighborhood APS : /network/wlan/neigh_ap

Mo, ESSID Mode Channel Encryption
0 SENA_CISCO Managed 1 an

7&/ 3-5 Neighborhood APs &'Z&

3.2.5. WiFi Status

ST WiFi HZ AMEHE 2 SLICH

WiFi Status : metworkfwlan/wian_status

Status ESSID
Connect ASUS_AP_MOON

/& 3-6 WiFi Status

3.2.5.3.2.6. Adhoc &3

Ol Oll== Network typeOl AdhocZ [HE+ E&SHELICE. Adhoc 2EE ALZdlI]l AGHA

&= 2912 devicedt channel number, security configuration(Auth-Encryption), keyE 3 = ol

Ct. (DHCP MHIt RSEHO UK @2 R0 = Static IPE AtSaHO0F ELICH)

Wil configuration : /etwork/fwlan/

Metwork type

Adhoc configuration
Counry
Channel m
Metwork D (351D} PS210W
Auth-Encryption _
Key

Meighborhood &4Ps

WiFl Status

37
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WiFi configuration : /network/wian/

Network type lAHhuc JEJ

Adhoc configuration
Country [Korea, EU, Australiaa
Channel if EJ
Metwork ID (SSID) ABCD

Auth-Encryption ‘\Open System-None |+
Key

MNeighborhood &Ps

_78& 3-67 Adhoc &&

e Country

S AtE S =0t dEELItH

e Channel
Adhoc APJt AtE =0l X

[
=

=

L
o

)
I
il
c
o

=

e Network ID (SSID)
Adhoc AP2| SSIDE & &tLIC.

e Auth-Encryption

Adhoc APJ} A2 S¢el 20t 833 MdEgLICH

o Key
Adhoc APOIIAl AtS S0l 20t JI5 LAFLICH
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3.3.SNMP & &

Pro Series= SNMP vl % v2 Z2EZS X|R5t= SNMP(2t0] 2 22| Z2&3) N0oIdEDt
USLICH NMS £= SNMP Ect=2 E

g o AS T otLlet EEE WEE =+

HER3A 2elXte Pro Series2 24 JIs0l &%

2
to
m

2 flo

ly

c

Q

SNMP ZZE22 GET, SET, GET-Next, 122 TRAPS Z&sLICh 0@ JIS2 SlA
2ETE EOHE OMIE LM EXE 22 4 QUN(TRAPs), NAS HEE 98 IS X358
4+ QOH(GET) HX AHE #HZAE 2 USLICKSET). SNMP 20l I8 2 20 Jjs=
=38 2 9= GET-Bulk 7150l =JtEl0 USLICH

SNMP &% IHZS Sofl AFERS MBI AIAE WA, % MO & o TRAP £410] &0
ol 2F2 & 2 UYSLICL O MM £FE 22Xe FE D8 2L == HOE 25
288 & UsLCh T8 3-872=2 2 QHHOIAS S5 SNMP £F 310128 20SLICH
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SNMP configuration : /network/snmp/

SNMP enable/disable

sysContact
sysLocation
sysService 7

PowerOnTrapEnable Disable
AuthTrapEnable Disable
LoginTrapEnable Dizahle «

Confiqure the access control settings

MNa, IP address Cornmunity Permission
1 |I].EI‘D‘I] | ‘pub\ic | ‘Read Only v|
z [oooo | [public | [Read Only_ v
3 |D.D‘D‘D | ‘pub\ic | ‘Head Only vl
4 |I].EI‘D‘I] | ‘pub\ic | ‘Head Only v|
Confiqure the trap receiver settings
Mo, IP address Community Yersion
! [oooo | [public | v
z [nooo | [public | [v1 ¥
3 [no0o | [public | [v ¥
¢ [oooo | [public | v
78 3-78 SNMP &&
3.3.1. MIB-Il A|AE! HF[(MIB-Il system objects) &&
MIB-Il AIAEY 28X 23S Sd AIAE e, 018, ?AXI ¥ Pro Series® SNMP 00l & EJt
ANEdtE 215 AIH &E 2 (Authentication-failure traps)E A& & = USLICH 0leist EF 2 MIB-II

sysName, sysContact, sysLocation, sysService 12|

enableAuthenTrap 2{il Al¥ & E(OID)Jt

MNEot= 2 M3dil SLIC
2t OIDel 2tHtEt #Fe Usl €sLICh
® sysContact: 22| AIAEI(Pro Series)0fl CHEt SEA A2 & oHY 22lX0l HSHE Fotes
gHsS SHELICH.
® sysName: AlAE AYHH AS8EHe 018§2& 2oz L =° FQDN(Fully Qualified
Domain Name) & LIC}
sysLocation: AIAEICl AR 2cl& Xl (0, & 3845, AL, S5)
sysService(22|& &) : S0t FalE L& US2 M AAE0l MBdt= MUIA NESS
LIEtHLICE JI22t22Z Pro Seriese= 88 Z=218(7) dlgets XIJAELICH
® EnablePoweronTraps: Pro Serisedt A& &S 2e2l= SNMPtrap HIAIXIE L& AIZLICH



® EnableAuthenTrap: SNMP GIO|ME IZ=Z2 A ADL O1E AINE 22l= SNMP trap HIAIXIE
2 M AT LI CH
® EnableLoginTrap: Pro SeriesOl &, 2& L= 4oz S2IPIF 2AMSE2 Lele

SNMP trap BIAIXIE ZAIZLICEH

oo = o
ZRs I,

MHILE Jls XIJRNZ HEHGHA
1066, 1067, 1098, 117, 1318 121 1213 2A

J

MEXE MIB It £= =F0l st XI&0l
HH2FLICH MIB2E SNMP2| XHAISH 8= RFCS

=
RS AIL.

iy

3.3.2. HHIA HIO &F(Access control settings)

HAIA HMOl= Pro Series SNMP OOl M E0 Chist 22| Xtel % JtsdS dolotld AsLICH 0
PS

Oiw o0 &3& 22/ X80l Pro Series SNMP OO M E0 #5610 E2E weotld XSS
Mo = AsLC XNEE IP FA0 8l (2 IP F4E 0.0.00 0 JI2), 2 SAE

o
22| XtJF Pro Series SNMP QIO M E0 &g =~ USLICH

w

3.3. E®& £410] &3&(Trap receiver settings)

E@ #41Jl= Pro Series SNMP OI0IMEZFH S22 OIHE(TRAP) Z4 A&sS 2te|XHollH

ZogLIth.

3.3.4. SNMPE 0| S8t 22|
NMS(UIESIT 22l AIAE) T&= SNMP ZetlRME AI80te SNMP Z2EZZ Sal Pro

SeriesE 22|18 4= USLICEH Pro Series)t NMS = SNMP Bt Mot A3E 0 Aes SAE
=2 5I8ctHdE NMS = SNMP EctRXME AMEoH) &0, HMA W £82 HED
le]

Pro Series SNMP 00| E2] MIB-Il OIDES

N
u
@
|
¥
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—lojx|

File Edit ¥iew Operations Help

EERABe nney @ dUB XD 29

S Loaded MibModules
@ B RFC1213MIB | Host 192162410 |~ | Community m
? );‘Uargdnd Setvalue ﬂ Wwirite Carmmunity
9 oy internet Contextha w | ContextEnginelD -
directary
@ 23 mgmt Chject ID ‘.iSu.urg.dud.imemet.mgml mib-2.system.sysDescr ‘
9 oy ik
@ &3 system
# Sent get requestto 192.168.4.10: 161
g sysOhjectiD sysContact.0—=administrator
eyglipTime
g zyzﬁg”mt:“ Sent get requestto 192.168.4.10: 161
& S\VfSLUCaﬁUﬂ sysMame.0-—-=HelloDevice 55100
@ sysSenices
@ £y interfaces Sent get requestto 192.168.4.10: 161
Q ifumber sysLocation. 0--=Lnknown
Sentgetrequestio 192.168.4.10: 161
=sysSernices. 0--=7
Sent get requestto 192.168.4.10: 161
iMumber.0--=2
trangmission
@ [ shmp = =
experimental Syntax DigplayString (SIZE (0 .. Status mandatory
@ (1] private ACCEEE read-only Refarence
? i TRAPS Index
egnMeighborLoss _
© @ TEXTUAL CONVENTIONS OpjectlD |1.3.6.1.2.1.1.1
PhysAddress Atextual description of the entity. This value =
[ ™ Descripti.. | Should include the full name and version
o identification of the systerm's hardware type,
ohal View b

7& 3-89 SNMP EZ/RHE AtEE! Pro Series SNMP  0//0/&£S/ MIB-Il OID E A/
(AdventNet MIB £ 2/-2.4)
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3.4. & DNS(Dynamic DNS) &3

MEXIt Pro SeriesE DHCP &&ES MEE Z<2, HUH AlZt0l ZDotH, IP =40t HIEA
ELICH Oledst BHEE IP A0 e HE2E & ERotn /A= A M Hed=2 YL
ESH 22T telnet SO A 2ELUS Sol 1 ZAEN dZotde ER, IP FAD
HAZ/UCH TR LHS &I HESLICH

=X DNSE R0A A3 SHMAES HZo6H)l At MHIA0IH, 02 ISP E= SHHIOA
MSELICl. SX DNS MHIAE AISEHOZM, AFSXs IP =242 HAN A201 S& DNS
Mol S5& SAE 012 Soll Pro Seriesll 58 = JUSLICH

LBIE O 2 Pro Series= Dynamic DNS Network Services (www.dyndns.org)0ll Al HIE56tD U=
SX DNS AMUHlADHS XIJAESLICHL JIEF SX DNS MHlA MR 23 As SHES MU
JlE X 2M0l H&3EHAIDl BHEFLICH

Dynamic DNS Network Services)t M&Sdt= =& DNS MHIAE AIESteiH, AIEXte 19

3|&  NIC(Network

AMEXt= Dynamic DNS Network Services Members NICOl 220! &t

SEEIE ST

USLICH

=% DNS £33 biw0ilAl, S& DNS AMHIADJb

User name & PasswordS 225{0F &LICH
nameft=2 AtE5St0! Pro SeriesOfl &g = QU
& 3-104= SX DNS €3 & QEHOIAE

Information  Center-http://members.dyndns.org) 0il

HEs &FHoHor ELICh

s M22

ItsstEE st £, AEXl=s S2& Domain name,
A% Bg MES 88 F, AMEX= Domain
SLICH

S SLICL

Dynamic DNS configuration : /network/ddns/

Dynamic DNS
Domain name
User name
Passwaord

Passward{confirm)

Enable [v]
ps.dyndns.org

username

A
& 3-

&% DNS &&
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http://www.dyndns.org/

3.5.SMTP &%

ANAE 27 HAIKIDOE SE O 23 2L FH12 210 HAIXDOH 2d8E B2 Pro Series =

emaill S2S Soil 012 220 2 = = ASLICHL 01 RAHANE, RES SMTP A2l

230l SQELICH Pro Series= L8 22 3JHAl SMTP Nt |&2 XIRELICH

©

O

e QIE0l 8lE SMTP
0l A= SMTP

e POP-before-SMTP

e Ol

/& 3-12-7£/-3-6.2 SMTP 2E HdEs o= 8& LG
2t SMTP 230N 228 HeS2 USH Z2sLIth

e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address

Device mail address= 2 1 % H1 MY email ?Ist &I, =, Pro Series? g FAE
KIHELICH. SMTP Server= Ra482 ol emall A2 SAE THQ 0|S0S &OISLICH W
=1
2

2tA, EXIO CHSt emall =& &F (i.e. arbitrary_user@yahoo.com or
anybody@sena.com)S 2= 22/2| user namesS AISE & USLICH
O1E0l J}= SMTP KL= POP-before-SMTP modelt HEi%l= 2L, SMTP ALZX 018 & SMTP

passwordJt ZLgrLICt

SMTP configuration : /network/smip/

SMTP [Enable [v]

SMTP server 192.168.1.1

Mode [POP before SMTP vl
Account name pro

Passwaord

Passwaord{confirm})

E-Mail

pro@yourcompany.com

A

& 3- SMTP &%

<
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mailto:anybody@sena.com

SMTP configuration : /network/smtp/

SMTP [Enable [v]
SMTP server 192.168.1.1
Mode POP before SMTP v
Account name [POF Befare S

SMTP without authentication
Password SMTP with authentication
Password(confirm) i
E-Mail pro@yourcompany.cormr

& 31112 SHTP EZ0IA SWTP 2= L&

36.1P 2HE

Pro Series= IP =4 JIEt ZHYS

2 =
HTTP, HTTPS, NFS, 2t Al2lg ZE§ H&dt= A

IP filtering configuration : /metwark/filter/

IP filtering policy

IP filtering list
Mo, Intedface Option IP address/mask Service Chain rule
Nothing
NEW |ethl]v| [Mormal[v]| [NFS [v| [DROP [v] 40D
Service
MFS Drop all |«
Telnet console Accept all |»
55H console Drop all |«
HTTP Accept all |«
HTTPS Accept all |»
Port 1 Accept all |«
Port 2 Accept all |«
Port 3 Accept all |
Port 4 Accept all |«
[Save ] [ Save & Apply ] [ Cancel

MEXt= IIe0IEHS 23S TS CzZMN Sl 22 RnEs ¢sE = USLICH



HH SAES ProSeries? oY MHIAN E2E = QlCH

SH IP FAE I8 ¢ StLtel SAELHO| Pro Series? oile MHIAN E2& £ QUCH
S& UWE/IAN A= SAELH0l Pro Series? oie MUlAN H2& 2 UACH

2E SAED} ProSeries2 oY AHIAN 28 = UCH

Interface
Pro Series® 2A20M SH2= A0l Uiol #ES HEELICHL
gt LICH

eth02 =0l A1 &I &

Option1t IP address/mask & &
ST UESIAE HAGHIRIS YA LICH oref
address/maskOll=  192.

o=
=

92.168.1.xxx2 LIEILD ACHH
Option2 68.1.0/255.255.255.0& S &rLICt.
192.168.1.xxxIt Ot CH2 2 CHH, Option
address/mask0ll = 192.168.1.0/255.255.255.05 Y &otal == USLICEH

B

Normal, IP

SAEES Invert, IP

Service 2&

P ZH2 RIS MDA ot= MBIAS LIEELICH Telnet, SSH, NFS, HTTP, HTTPS,
2 AMelg EZE HZ MHlA Z GHUE d8g & AsUt

Chain rule &3
A AEE Optiondt IP address/mask £210ll oHEEl= SAEIL 8FE Servicell &20t0Xt

g M, §22 31S(Accept)2 121X & 2d(Drop, Reject) 2 XIE & F&LICH

IP filtering configuration : /netwarkAilter/

IP filtering palicy

Policy '
IP filtering list

Mo, Interface Option IP address/mask Service Chain rule
Nothing

MEW | ethO |« Mormal |« WNFE |« DROP |+ ADD
Service

MFS Drop all |«

Telnet console Accept all s

S5H console Drop all |«

HTTP Accept all |«

HTTPS Accept all s

Port 1 Accept all [w

Port 2 Accept all [w

Port 3 Accept all [

Port 4 Accept all [«

n

72 312

1P BEE &5
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Pro series= IP filtering & Z(Policy) 0l
=L Zol Melg A &
HE UGN UK 2D ZE AMHIAE= “Accept all’2 EF0| & QU

“Drop” OIL} “Reject’2 H &0l T JACHH 1P ZHE

TSN

C mio=o
A= WSS

&(Response)2 GtAl &2 24 YLICH

25 SEE HMSELICH 0l SE2 1P 2HE =0
OIXIO 25 MALICH GIE &9, IP ZHE A0/ OF
£ [, B(Policy) S&
o HE ¢XgsE HASuH toto

IP filteting palicy
Policy Locept s
] ElFigure 3- IP filtering policy
Pro Series= SX AHIA0 I8t HEYIS S8 23 2Ws U6 At 42 2
MIS&LICt. “Drop all” OILt “Reject all’S &&iohH =SH A0A ZF& S 2HSO0l of
MHIAO CHet 201 A3 XSHELICH “Accept all’S MEGHH 20AM £FE S0 OGetA
Z2eg0l HE3LICh
Service
MNFS Dropall |
Telnet console Accept all |+
55H console Drop all |
HTTP Accept all |+
HTTPS Accept all |w
Port 1 Accept all |+
Part 2 Accept all |w
Port 3 Accept all |+
Part 4 Accept all |w
A
78 3- 2t service 2 A/2/< port O L4Et 1P ZEE &F

# 3-2 Option Z' |P address/mask £&f9 2/& 0
Input format )
Allowable Hosts Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192.168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.1.254 192.168.1.0/255.255.255.0 Normal
192.168.0.1 ~
192 168.255.254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
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192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

3.7.SYSLOG AH &3

Pro Series= 22 HAIX 22 AHlA, AIAE L TE [HO0lH 22 <8t SYSLOG serviceE
KI2ELICH &2 SYSLOG serviceES AIE5IHT, AISX= SYSLOG MBSl IPFAQ AIE
facilityS Et=Al XIZoHOF &LICH 78 3-8156= 2 QB MOoIASl SYSLOG  server

w

configuration 3tHE 2 W SLICH

SYSLOG configuration : /network/syslog/

SYSLOG server service Enable |v|
SYSLOG server IP address 192.168.1.1
SYSLOG facility Local? v |

A

& 3-15-216 SYSLOG A/t &&

27 MAIXIE Pro Series2RE #4I6tHAH Pro Series Z&0A XI&EE SYSLOG AH
“remote reception allowed” 22 HAEE {0F &LICL Pro Series ¥ SYSLOG At AtOIO 25t
UAs 2R, MEXN=E WD SHR=E UDP WA0l IKEN 0sE = Us A28 gE
ZFOtaliOF ELICH

Pro Series= local00l Al local7ltXl SYSLOG FacilitySS XI&&LICH. AlEXt= 0l218t FacilitySS
AHE0H0, SYSLOG MIAIXISl SEHZ Pro Series BIAIXIE MEE % USLICH

SYSLOG servicedt Jts8h AEH0l AL SYSLOG M X0l HE5| HFE FAR02, AEXE
Pro SerieshlA8 221 A% SHUAM 20 ME fIXIE SYSLOG ABIZ XHEE £ USLICH
ANAE 20 ME SOl st KMS BB 85.2 A/I28 20 &8 2 &=

p

3.8. Locating AlH

381K

Pro Series& AH(TCP L£= UDP)Z AtEotal™ Z2l0IHE o SAED} Pro Series?

o
o
ij
rr
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LICH.

Ole

Com

Pro SeriesJt
USLICH
NHZ 288
Locating AH

Z2EZS

Locating AMtietd E£el=
AEES Locating MHZ

Jm
0
fon

3.8.2. Locating Al &3

—E-3-11 JE 3-17-—=2 Locating MHbf &
ANH UDP ZE HS L &=

Locating e
& LICH Locating M JIs& =J10i

& HolOF

20t0F & LICH il DHCP 2 &2
Pro Series® &M
[Ct. O 2ME G| fAdhA

it

230 M= Pro Seriesl

206t71

oo™

b

A StHES LIEFYLICE. Locating AH IP =24,
A2t 2tA2 22 Locating A Jls AIE ORES
"Disabled"2 S&E 0 UASLICH

Locating server configuration : /network/locserver/

Locating server service
Locating server IP address
Port

Lacating server Interval (second)

Enable
192,168.0.8
3000

30

A
& 3-

3.8.3. Locating At S& ZZ2EZ

Pro SeriesJ} Locating AHZ IP =4 FEE

Locating A7t/ &&

2 e GOl gal2 Usd ZsLUth

&9 = 23| GI0IE1(0) GI0IE(2) 40l Ed(n)
HIOIE 4 Variable Variable Variable
)t F1-AA-AA-BC
OI0IEf(n) & A
&9 diole ID 20l GIoIE
HIOIE 1 1 Variable
ot 1~6 Variable Variable
HI0IE ID
ID &9 20|
1 Device name Var
2 Model name Var
3 Serial number \ar
4 MAC address 6
5 IP address 4
6 Local ports* 15=4%= 8
F= Nk
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Local port: 2t 2HIOIE HIOIEE #Y Al2lY EEo I 22 =
PSX10WS| 22 ZE [OIEf 20/ 2 BIOIEO0I0{0F SLICH 2 A2l
22 TCP(EE UDP) EE H5= A2iY EE &4, 5 1 8 A2lg = =

HE BS2E MM MAZLUIC, Al2lY EED| Disable & US A 2 HE #I5= 022

=g LU

2 H

Ps110wWel Of:
IE #35 =7001 (1B59h)Q! A2, 22 ZE HI0IEl =1Bh, 59h
Alelg Jt disabled TSl A2 R, 22 ZE {0l =00h, 00h
Ps210wel O

T E1=7001 (1B59h), EE2 = 7010 (1B62h), EE3 = disable, ZE4 = 7004(1B5Ch)
22 TE [ O0IE =1Bh, 59h, 1Bh, 62h, 00h, 00h, 1Bh, 5Ch

3.9.NFS AH{ &3F

Pro Series= AlAE 27 &= ZE [HOIHE NFS(Network File System) MUHIAE Soi NFS

MBI MEE &= UNA St JIssS KNFELICL Ol AISotei= AF2XH= NFS MHO IP =24
2 NFS Ao &X ZEE BISAl NFHOF SHLICHL 78 3-17802&= NFS At &X HOIXE (M4 28 287228
EHSLICH
(M4 e
NFS configuration : /network/nfs/
NFS server service Enable :|
NFS server IP address 192.168.8.40
Mounting path on NFS server /titnboot
NFS timeout (sec, 5-3600) 5
NFS mount retrying interval (sec, 5-3600) 5
& 3-17418 NFS A/H &&F
Pro Series 271 OI0IEIE NFS AMB0l MZ5H2 M, Pro Series €& 0l XM E NFS AMHE “read
and write allowed”22 &&HOF &LICH Pro Series & NFS A ALOIOI 2310l U F2L,
AMEXE UtD E0H2= UDP IHA0l XmEH 01sE &= U= AES BEAl FIoioF &L
NFS MHIADE AMZ Jts &EH0I) NFS MH &AF0l &S ZF<02, AHZX= Pro Series 2
AAE 27 £= ZE O0IH 202 NFS MHZ HEE = JUSULCL ZE/NAE 20 HE
SIZIO CHE RIMISH BP= 428428 XEE 22 9 562 AlAEH 227 HF Mds (MM ug: 2B
(MM g 28 F
CEEFEES
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3.10. TCP MHIA &3

0z

A MEEl=E 22, SAE TCP XEQ| lock-up

1o
0z
>
Qj
=
10
%
X

TCP H&0l & SAE

SZE{0F ELICH 0l248t lock-up2 IZ= 0ol HIFANC BBz S22 2ol
2HAGHO, Ol248H lock-up= XISt A, Pro Series= TCP keep-alive Jls2
Series= UIERIAJt 0HAG] keep aliveZl A=K EOIGH)| 2o =INEH2S2 AU SAE
{32 ASELICH S0l H AU SAEN 0140l A= N2Z2 246t A
ELICH

Pro Series2 TCP “keepalive” J|s2 AlSotedH, AEXte OS 20| 3042 Ha~E HFol0t
eLIC

® TCP keepalive time (sec):

N& 2te] S4101 e AEHOIA Z0tLt 215 keepalive TH3! &S AIEE AQX
2 ZHELIOL Jl=dt2 15 =2 ZFE0 UAsLT

® TCP keepalive probes (times):

HAEBE S8 MK & HEHRX R E =elot)| ol @2 SAEN keepalive
IH3l8 Z HOolL M&ote JtE UEH-LICH D222 332 8350 USLICH

® TCP keepalive intervals (sec):
Keepalive 2! &&2| Al2F 2tAS UEI-HLICH JI23t2 5 =2 &3 UASLICH

& =J| £3<2 M, Pro Series HIOIEIDOH S4I0I Sl= 4EHRHE 15 =Jt X

3 3| keepalive IH2lE & ESELICH

o
o
P
N
e
|0
HU

TCP configuration : /network/tcp/

TCP keepalive time 15
TCP keepalive probes 3
TCP keepalive intervals 5

A

& 3-18519 TCP keep-alive &&
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4101

ANelg ZE HF Jlsg2 S AH8Xt= 2 ZEQ host mode, Al2lg S4&l B, ZE 220 &

JIEH 2 HeEEE8 288 = UASLICHL

Aelg EZEZS| hostmodes LSt 201 &3 = ASLITH

e TCP:
TCPE SoiAl &2 OIOIEE ofigot=s Al2lg2 FXZ WELD, Alelg FXIE SoiM &2
GO0IEIE TCPE SoilAd WWEHLICL TCP AH, TCP Zct0IE, TCP A & Zct0IHE 2
E2 32 &+ UASULCL Eat T2 HES SoiA Aleld ZXI0l CIoIEE 2WAHLE GOl
HE 2ots A IIsELIC

e UDP:
UDP Z2E S&2 UDP ZZEZ0 JIEt otACts B2 Mot TCP 2 S0 25Ut

port logging J1s2&, Alelg

ME & £ ASLICH port event DI

A2, Ol Pro Series= Alelg &EXZ22H IIFME HIAIX

2340
ASLICH 018
MEMORY 0l

HIAIXIE 22U,
Sol AAEXeE 2Z=

H&E 21 Oo

ol =
M

>
0
on

u
0
ij
r
>
010
=
c
o
I
2
>
o
e
0
>
_\v__l

g
email £= SNMP trap € Soll 22X

E&= Pro SeriesOl
Alelg ZE 27 HOoIHE B&6t)| A= NFSservers

&= OIOIHHE MEMORY =& NFS server
e ZE 482 IIYE HAXES S8 =

2 &,

Alelg X0l olel

I S=2otH & =

i

2

FAZFH HAIKE ZAME = ASLICL

A0l

H 41 Al2/g FE &F B+

All ial Port Enable/Disable
pgretrsla Port title
setting Port number‘ :
User authentication
Or Telnet support
Max allowed connection
Individual Host mode cp Cyclic connection
serial port Inactivity timeout (0 for unlimited)
setting - -
#1~#8(L/4) Socket ID (for outgoing connection)
_TCP Nagle algorithm Enable/Disable
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Port number

Max allowed connection

Inactivity timeout (O for unlimited)
Socket ID (for outgoing connection)
Accept unlisted

Send unlisted

UDP

Modem emulation

Remote host?!

Add or Edit a remote host 2
Host IP address
Host port
Backup host IP address
Backup host port

Remove a remote host

Cryptography3

SSLv3

Serial port

Baud rate

Data bits

Parity

Stop bits

parameters

Flow control

Inter-character timeout (ms)

DTR behavior

DSR behavior

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Automatic release modem connection

Port logging

Enable/Disable Port logging

Port log storage location

Port event handling

Enable/Disable port event handling

Notification interval

. Enable/Disable Email notification
S Subject of Email
notification J - -
Recipient’'s Email address
Enable/Disable SNMP notification
SVE Subject of SNMP trap
o SNMP trap receiver’s IP address
notification -
SNMP trap community
SNMP trap version

Add/Edit an event keyword
Event keyword
J[Email notification
SNMP trap notification
Port command

Remove a keyword

& 412 E-IIEt Alele ZE £F
HEEO FEE 26t 20sLIT
EE SH, Alclg ZE BHxES =0l

1 TCP/UDP 2 &0t oig.
2 TCP 2= 0l Al Backup host
3 TCP 250 aig.

AN™2
=T

Host &

SHS EESULL Al2lg ZE £F 02 O st
ABXt= 0l HIOIXINA EZE EHOISE, SAE 25, =2
g &+ AsUh
E HS = BOIES S ELIC.

ATHAIO OIS & LICH

53

(MA g 22 M A
(M4 AB: Zetrof(ZEA)
(MM AUS: 2B 7128




x|
i
30
mlo
T
Ao

10, 28: (Fol) 2&IA, (2+2) 224

Serial port configuration : /serial/

Mo, Title Mode  Port# Serial-Settings
1 Port #1 TCP 7001 RS_232 9600 N 8 1 None
2 Port #2 TCP 7002 RS_232 9600 N 8 1 None

>

& 41 Alc/g ZE &F mjol 58

42 Alelgd ZE 4F
Pro Series2| Al2lg EZE HF2 23 20 8 A2z =F&LC

1. Port enable/disable
Port title

Host mode
Cryptography

Serial port parameters
Modem configuration

Port logging

© N o gk 0w b

Port event handling

4.2.1. £E Enable/Disable

2 Alelg EEE= enable £= disable 2 == USLICH B Al2IE EEDL disable &fEHIF &S

. J& 4-2= ANelg EE enable/disable 3™

I

X
1
30
o
mp
M
N
1Ho
Jiie)
U3

Serial port configuration — 1 : /serial/+1/

Enable/Disable this port Enahle +
Part title Port #1
Host mode configuration

Setial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

| Save || Save & Apply [ Cancel |

7&' 4-2 Serial port enable/disable
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422 XE Title

gt 285 25E &+ USLICH ooltl= EXI2 =,

Serial port configuration — 1 : fserial/+1/
Enable/Disable this port Enahle +
Pt title Port #1

Host mode configuration

Setial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

| Save || Save & Apply [ Cancel |

J& 4-3 Port title configuration

Ly

423.SAE RE 3A3LFH

Pro Series® HE REE "SAE Rt LILL SAE 2E0= TCP 25, UDP 2&, 2

OlEdiold 25 Al IJtXIJH ASLICH

TCP 2E

TCPE Salld S0I2 OIOIHE Al2lg
LIS HLICH TCP &2 &%
SeriesOl &8 & 2 SAEZ LIt

HPS 0I8HAM Aleld ZE=Z OOIHE

EZ WEUWD, AN2IEEZEZ S0 UIOIEIE TCPZ
HZ Pro Series2 =0{2= HZ 1 Pro

USLICH £8 Ch=2] TCP

al
_‘
e)
o
HU HH
Y

ubP 25
UDP 2 S&2 UDP ZZ2EES ZEeles 82 MstH TCP 2229 S& M dl==&LICh

24 osdiold 2&
Aleld  ZEXIJb ol0l 2E AT F¥HsS XJSHAHALE AMSXIt AT HES2 ASdAM MEs
Moot X & W o 22 C

e
1]
°
a

g 448 A4 SAE B SHLFH U N 3 ABOIA 3
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Host mode configuration : /zerial/+1 /hostmode/

Enable/Disable this port Enable
por e
Host mode configuration
Host mode
Port numnber (1024-65535, 0 for only outgoing
connections)
User authentication
Telnet support
Max. allowed connection (1-8)
Cyclic connection (sec, 0: disable) l:l
Inactivity imeout {sec. 0 : unlimited)
Socket D tfor outgoing connection) l:l
TCP Magle algorithm Enable/Disable

Remote host
Cryptagraphy configuration
Modemn configuration

Serial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

J& 4-4 54
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4.23.1.TCP 2E

CPREE O &l OIcHat)] RIoHAM S=stE AEfX 0l E(State Transition Diagram)E AtEot=
Jb @&ULCH 02 0 ool et ArsSXtel OlsHE s21 fIoHM Pro Series2

o
o
EBHE CSat 201 2t=ohn ZHotASLICH

[E2l(Listen)]
"SEE A SAE = oU0ad 9Z QA0 LIIE It UAS"S UERHELICH
oc

TCPR2E=Z HFCUS W TIZE AR LICH.

=

©

(L} ==

"HAO Y= AE"E SELIC BH SAEQ Pro Series2to| HIOIH &0 25&£H, A
= U

fol
[>
Im
&2
i
T
5]

wn
o

=
(]

i}

_O'ﬂ
;
N
T
T

HZGHM QES Z 0 &EHZ HHHA Ut 2
UHsog [ED|(Listen)|2=2 HM&tELICH

o
0z
ne &

oo r

(=
H

(Sync-Received)]

o
¥
fob
>
im

F OfLIDE ¢Z RIS BWUCH [EDI(Listen)] AEHMAM [&3-E+Z(Sync-
Received)]2 HtELILCH Pro Series £ 20IS0IH, [+=E(Established)] &Ei=E Hr&ELICH
[&43-2Y(Sync-Sent)]

Pro SeriesJ)t 212 QIS A SAEN EROY [EE(Closed)] &EHMAM [&3-2H(Sync-

S}
FO
U]

un



Sent)|2 BIELICH 0 &tls /8 SAED HE F
[#=& (Established)]

"HA0| =& & (open connection)'sS LIEHHLICH *ZE SAE L Pro Series 52| 6tLIDL
02 2o 91Z QXS YOIS0|M HHO0| T [22(Established)] AEHZ HFELICH

[CIOIEl (Data)]

[42!(Established)] AEHY @ & SAEQ CIOIHE 2 5AE2 ™= 2AYLICH TCP
H& S22 20 A 0laHatdl <ISHA, OIZH &AM OolE H&E0l 0IR0X= &HE
[HIOIE{(Data)] 2t} S£ELICH. AHM=Z, [CIOIE(Data)) 2= RFC 793 [TCP: Transmission
Control Protocol]0lA A% &E= 2dXE [~E(Established)] &fEH2l L2 LICH. HHQ

CIOIEl &5 SHAHIIM = O &EHDF LEFHLICH

o

2otSe2 MMA SXIESLICH

e

Im
A
rr

Pro Series= &0 W2t TCP MULI 220IMEZ S&ELICE Pro Series= Al2lg &
TCP ZEZ2H OOIHE M&6I22 WRE2 HSclH0I&A0 CHol LBrAQl REDJ}
CIZE TCP &EHs TCP AW ZEQ S22 [EDI(Listen)] LICH

i
o
[l

1) dEFQ Hef H0l

[E7I(Listen)] --> [&3-#&Z(Sync-Received)] --> [+&(Established)] --> [COIOIEl(Data)] -->
[£ &l (Closed)] --> [E7|(Listen)]

Or

[EDI(Listen)] --> [& 2-E-S(Sync-Sent)] --> [+~ &l (Established)] --> [Cll 0| E{(Data)] --> [ & (Closed)] --
> [EDI(Listen)]

£J| MEE [SDI(Listen)YULCL Al2lY HEERSE SO0Qc HOEI Yo TCP
Z2H0IMERN ®€2 SAE(N H&S 50 TCPEEE =AM GOIEE FSELUCH
SOQAME 0F RS2 A AU2SE 2On TCPABRA ZZ 423 = AR
HES S0 UOIES MABLICHL 0121 AlO2, AMRXHS B4 Pro Series)t S5 2121 SAE(
20l D0l ACHD HFEE & ASUCH

2) X

2" SAEZREH oZ

Pro SeriesOff 222 ZE YWI} 00l Ot 222 I ULH, A SAEUHAM Pro

Series® HZE £ USLICHL A SAE= Pro Series? igE Al2lg ZEO CIOIEE
gts & USLICH Pro Series= otLES| ZEN Ch2 22A SAE H2AZ
2AXUA He SAIN CIOIEHE BUAH =™, Pro Series)t GIOIEHE
2 =AUz Al2lgd ZEZ WEUWH ELICH Pro Seriese Al2lg ZEZ 22 H0IHE=

g pS
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ANelg HEXIJF Pro Seriesl Al2lg€ EZEE Soi OOIEHE 2& [0LCH GIOIEl= Pro
Series?| Al2lg ZE HHO 20IH ELICH Pro Series@ HIHII IS XtAHLE A2+ Xi(time-
gap)Jt X2t EF 0t (inter-character timeout)0l SEot® (X2t EFL OO

1]
o
=

E=
Tl

58

HYS WM 426 426, A/2/2 ZE [YHH+ES BESIAAIR), Pro Seriess S=d (MM g 28 A, JlseB
2% SASE O MUEN S SASH AW, 1% BA SAS( sBUC, oo AN US 3B N IS
GO AMGHH ©B 1 SAEQ 2% /A SAEQ HHSLICHL HAN HDE 2E A
SAEN A2l GOIEIF MESLICH HZ0| ANS 912 SAES AR, 1 AA SAES
10% SO RAIE0 CIOIHE S 25t SLICH
HiE =
A2 SAENAM GEMM RFS BUHL UFE A2 S Al2IZ ZEOAM COIH
HM&0l LOILIN 228 A& SO0l SHMELICL ol O FHE AleS HE=s
E+QI OF2 (Inactivity timeout)"0l2t ) BLICH (HIZS EFAOIR 0 28t XA 2YS Ore) 44Z (MM 2y 2B A, V2B
S4(0ptions)3), IIHE+== FEGIAIDI HIZUCH. Al2lg ZE HHO HOoIUE 2= (MA g 28 F0, 7ledE
HIOIE = S0l SHME O ATRISLICH
3) DHHES
TCP 2|AY(Listening) ZE
01212 @A SAED TCPHIMZS oZstD OHIOIEE 2448 2 Y= TCP EE
HSQLICH TCP 2lAY EEZ MOs ZEN o S0Q= 9 QS H2g AALT
Pro Series= 10245 E 666350t ZE HHSE H&otH 20k 022 &30l ¥ UWtes
o Z (outgoing connection)2t0| I EE LICH (TCP AMH 2E
AEX oIE
A2 D9 IHASIEE S8t ASX QUZSS AISE 4 USLICL Zs ASK DY
HASIES Q2ish AIBXIOI0| ZEW F5t0! HOIEE BUHL 22 & USLICL AFSR
DY HARIC HHS 5959, HE ASH HoRE MNET 220N & & USLIC
gy Z2Es
TCPR2EO0IA, Pro Series= &4 COM EE HO S&ERFC2217 s8hs XAs2=2
NEXe &2 =S(baud rate), GIOIEl HIE 121D 52 MOl & 22 Al2lY 04K
B2 AMZ XSO RFC221758 Y 2210/0E D202 MO & USLCHL (MalY
DHOHE A0l 2BH O AMISH BB 42965, A2/ ZE HIHHAZ BRGHAID HIZILICH) (MM g 28 F, 7I2YE
oW 0 S48 RFC221758 COM ZE Z2[CI0|2E (Redirector)2t & AIESE 0 AIEXes
2019l Alelg ZE oEcAH0lE Z= )2 ArE5t0 Pro Series? Al2lg EZE 0OHOH
BAZ HoE & ASUCH



£ <I5t0, Tactical SoftwareZ2 =& Serial/IP2] SENA OEM H&EQ! LLCIt Pro Series2|
S2 HMZIELIC. COM ZE 2|Ctol2E AtS0l 2o O &AME F2E 22dH SerialllP
2ME EXIGHAIDl HHELICL (O &AME HEE J6tAIY 25 56 Serial/lPL-2J/Z Pro
Series_At&6/7 B EXGHAIDl HHELICH

Pro Series= 2% SAEZRH Al2l2 ZEZO U= xS 20U 8MHIX X2 ELICH

Jeilr 28 SAE 2[AE A& T (remote host list configuration)0fl 26 010 2 SAE
H£0l JCH, 2B Its =Xe= (6E8-= HZ2 =zt - 010 HABE A SAEQ
)2 ZAELCHL HE SO AEXI 8 = U= HZ9 zUUS 82 HHotL, A
SAE C2IAENMN AAE 20l et Pro SeriesilAl &2 SAEZ 3012 HA0| UCHH,
2AF SAEZRH Allg ZEN EE5E = A= HZ9 zUU2 5(=8 - 3)0l LICH A
SA SRLFHN 2 O XME HEE B 424424 FFH SAE

o
e

4 (Cyclic Connection) JIs& ME0ct=S HEFEZJAUH Pro Series= i Al
HAZBE HXZLRH S0H= Alelg OO idets, 2& AIZ2I0ICH AFEXR
A SAEN HZEFLO 2 SAEW Alcg X2 2Y OOIEIt JUCHH
+8& = Pro Series? Al2lg ZEE SoiA Alclg X2 S 5 USLICH oreF
SeriesJt Z3tE R0l JA0AM, B3 A

O0lZ0oi A Pro SeriesI)t 221 SAEZ HAGHH &% USLICH Al
SAEN E5E MOC 22 SAED ALY FEE BEUHEE &

c

2
AXNE ZANE &= JUSLICH T2 4502 45=2 TCP ZE0UA M& SHO HEHHEIZE

o 1o

e
or o W ox
o

3
o
(%]
ol
Il
»
S
o
e Y o

=

"
=]
il
|0
H
=
o

g
»
o
[e]
Q
@
g
=2
Jim
04
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Ao
=
e
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TCP ZZEZ0l= Nagle 212lE Ol2t= A0l 28 D0 JASULHL 0 £els2
SERE %S 2 A2 WA dESS Ao fIof DALASH UES W3 RoE
gAst=0 REELICH d24L 0 202s W20 o™ FR0es dsSHIt 0IEI =
SLICH Nagle 12|83 TCP 2 XHE ACK S A0l ZAHQ MSHEXNZ 28t




SHE ZMAIIIIIE ELICE Nagle 212|&EE 0l optiong 0/8501 &4 L= HIEHF
A & ASLICH

HI&S EFAO0FR(Inactivity Timeout)

HIZS EfY0t=2(Inactivity Timeout) JIsS AEGIEE HFMS M, HIES EHLYOR
BASFHUM FOHE 2t SO OoIE FH&0 LOHUX %W A=A SAESL Pro

SeriesAt0|2] HZE2 s ZOELICH

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

ection request accepted .
Inactivity time-out

Incoming data via serial port

Established

N

Incoming data
from remote host

Incoming TCP connection request

Incoming data via serial port

J& 4-5TCPZ2ES HYHNOIZ
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4.2.3.2.UDP 2E

UDPZ2E S&H2 UDPOl D £
HelsteE TCPE2ESRt Z&LILH UDP= HIHZ Z2EZ0IJ] M0 At

¥ LRI ASLICH

o

Host mode configuration : /serial/s1/hostmode/

Enable/Disable this port Enable »
Host mode configuration
Host maode uorP -
Port nurlnher (102465535, O for only outgoing
connections)
Max, allowed connection {1-8)
Inactivity imeout {(sec, 10-3600)
Socket ID (for outgoing connection) —‘ N
Accept unlisted Yeg w
Send unlisted Yes v

Remate host
Setial port parameters
Part logging configuration
Port event handling configuration

Copy part configuration

8 46 5AE BC S#FSEX (UDP 25)

A SAED UDP OOIHI1#E Pro Series? UDP £Z

w
@
=
»
rr
p=4

CIOIH &0l 83 SAE S#ZEFHNAN 288 SAE F9 otu

SOIFLICL oY 2 SAED A SAE SIHHUWN ZFE SAE 59 oHU

SoilM CIOIEE &&SELICH DX ZOS Pro Series= E012= UDP

dlolgags  mWolguUth et AIEXeE 22E0 Sl ¥2 SAEZSH =2 UDP
UDP d &

datagram= 2tJ|(Accept UDP datagram from unlisted remote host)' O£ '0li(Yes)E & &5tN
0 S

A SAE SHLHN AZRI0 RE SE0LE UDP HIOIEI &S Pro Series)t &8 8IS
UASLICH Al2lE ZEZRH S02= OI0IEIt JA2H, Pro Series= 0 HIOIHE &3 SAE
LT Ho=E HAA SAER FMSELICL D 22N gl A2 A SAER
&M &36kJ1(Send to recent unlisted remote host)' 710! '0i(Yes)2 E&& &0 UACHH, ZZ20HIE2S
Er Ot 232 AlZ2H0l Z T Xl 22) Pro SeriesOfl CIOIEHS 24 &2 SAEZE HOIHE A
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2) DHHEA

TCP c2lad ZEQ Z2 JHIYLICL XHMIS AtgE 4.23.14231F9 TCP Z£

TCPSAIL ZSLICH XA A2 4.231. TCP ZES4231#9 TJCcp HC

SAERLH UDP G063 |

AH SAEZSRH 2 UDP datagram= £'J[(Accept unlisted : Accept UDP

datagram from unlisted remote host)' J|S0| 'OtLI2(No)'2 H & X, Pro Series= &2 SAE

SELHUN HEE FASAEZRH SH2E= UDP OOIHIOgRIS 2&LICH BHHE

CIAEN = ¥ZFE SAEZREH 2 UDP datagramS 2 J[(Accept unlisted) J1S0l

'0l(Yes))2 &HFEM, Pro Seriese 2 SAE SHEHF 4280 ZLE S0H2= UDP
=]

Glolet s € LICh

'SE0 gle X2 AH SAEZ MB0otJ[(Send unlisted : Send to recent unlisted remote host)'

JIs0l 'Oli(Yes)yz2 A&, Pro Series= =20 Pro SeriesOf &£8 A SAE=R

o= z2 28 SAER Pro Series? oY AlelE ZEZ
E SFEHUNAM 3N L2 FF SAEES LELICHL 2

Pro Series= &2 SAE BHILTNAM dFE SAENZ OOEHE

Sz 22 P SAEZ HMEGHI(Send unlisted) IS0l 'OLI(No)Z2 &EFEZPH Pro

Series= A& §A ol 48 SAENC HOIEHE LICt. Pro Series= H

24
Et Ot=2(Inactivity Timeout) st S50 8l= 229 A3 SAEE |RAELICH

Im
o
N
iz

HgS EtY0IR

UDP ZE0iA, S50 8l 229 2H 3SAESE KXo Fdl HES EE0tRS
AFZELICH HIEZ2S BY0tR S S50l 8l 323 SAEQ Pro Series2 Al2lg XE
ALOIOl GIOIEl &&01 8l2H, Pro Series= Alcl2 ZEZRH S50 s 222 23

SAER [CAl OIOIHE 2UX &2 AYLICH =, UDP 2E0iAM HIZ2S EtZO0ot=0lgt Pro

Series)t 2 S0 Sl= 222 A SAES KAGH)| Idh 22Ict= AP LICH

M
fio




SeriesOl A X2 5t=

F9 : UDP ZEOIA AEAI} HIEE EI0IRE 022 S5t FR &F SAES H20/
A 51& SZ+(Max. allowed connection) & ZJolH H5 0/ T2 ME2 S9Z0/
G ZLOE AEAl = 6t0/0F ELILCH

Q
Ol

231D
Pro Series)t &2 SAEN YN &EZctls B3R 2 SAEE= HAE Pro Series)t
XX E SXNLES S50 P2otUA g 2RI As = UsU
ID(Socket ID)0Il S&&t 2XAES XEGHHE Pro Series)t &

HE0l AZEZA ELICH A

HEdold 2E0AM, A2l ZE Z2AMA= OHX Alelg EX0 PHE 20l WM
{RLICH Aleld ZE Z2AhA= OtX 2 S0l

x

HOA BHe 2AME, AT 28 HY¥S 2D
oC Y
pcs

g
SYEUCL T8 29 ASE F=o6H HMelglth 28 olZeaold

0101 AFZRES Aleig ZXI0 2&d ZE0l AS J2L.

AR Alelg X0 d3td H@E 2F0| 001 ACHH, 01 =3l 0l HZE Pro
SeriesZ2 WHE = USLICL AEXIF o0 & €2 ATAATDT FZEo| ==
oS Hal IPFA(Es SHQ )2 ZE HSE AIEote AYLIh

S0 2 SAEZ ACIE HOIHE ¢ 2RIt A= IR

Aelg EXMMH =2 ZAEZ OO0IHE =2UWoF st 28 odsdold <
ZRELC. g S0 Al2lg X2 HR BN OOolEHs R 9N OO0IH &S5 NHEZ, &
B CIOIEH=E & Bl MHEZ 2< = UASLICL AEA X ofloF & €2 &
ATD(T) XXX EdE 2 MOICH IP =A(E= 0 F)e XE BSE HtR=E JLUICH

Pro Series?| Z8 H2dI0l& 258 AIE06t0, AISXE Alelg LIBIOIAE Ol WES IO

td 2EES MEote X200 MU Z 4-2= Pro

b T2 473247 M= oKy WIES 0

plze & Yo

2 cl
LI ATDA ZE S ASIS MY Aleld ZE HH 589 MEHQ E 2EHSLICH

MA g 22 7|2l B
HAE = 3=

MM AS: 2E:712dB
MA US: 2E: 7|2 E




H 4-2 ProSeries Al X2 5= AT Z&0/

g9y ue s 84 ¢
(verbose code)
+Ht 2y g 2z = s
TCP ZEE TCP Sc20IHE 2Ez HFE =, HAE
ATD(T) A SAEZ B2 ATHLULCL
[223 1P &= S0Q ¢
[22 ZE][CR][LF] 0ll) atdt192.168.1.9:1002
L= 0fl) atdt1921680010091002 SNzso
ATD(T) B IP ¥4 192168.1.9, ZE 10022 1ZsiLIC, CONNECT [CRILLF]
[22 P[22 ZE)] ZEWSE AKX o18)
-[CR][LF] 0ll) atdtps.sena.com:1002 CIZI0f AlTHGH,
SOIQl =4 ps.sena.com 2 ZE 10022 HZELICH NO CARRIER [CR][LF]
ATDR ATD(M Y Jl=dez &g UL OddL ATDR EH2 CI2 o240} 250
[E2A 1P £= Z0IQ E]: | Cryptography & & 1t Default Data mode S&It= LM | ErroR [CRILF]
[2& ZE][CR][LF] Raw TCP modeZ ¥ =S AIZ&LICHL
ATDS ATD(M)Zt JI2Xoz = ofXI2H ATDS ZHEE SSLv3z
[ 1P E£= ZHQ Z]: | ®&52 AZELCH ©, Cryptography &30 SSLv3Z
[22 ZE][CR][LF] HEASAIONCE AZELICH.
AT&T
& Data modeJt
Raw TCPQ! &=
Default data mode®| HZD X AFE Default data [ O [CRILF]

& X Data modeJt

£ solg s UASLICH A
mode v o Telnet binary?! &<
AT&Tn [CRI[LF] AT&T : &M Default data modeS &0l 1[CRI[LF]
AT&TO : Default data modeE Raw TCP modeZ2 £&
. AT&Tn
AT&T1 : Default data modeE Telnet binary modeZ2 & gz
OK[CR][LF]
AL TH
ERRORI[CR][LF]
AT €& ATZ[CR][LF] TCP 4311} Al2IY ZEZ ZJ|SELICH
ATA/ [CRI[LF] OiXIS H2S PH=ELICt
" A3,
=2 c MXE = =
ATA TCP REE TCP AHl 252 838 % TCP ¥HE o crLA
o2 me uis [E7I(Listen)]2 & & &LICH
e a . @E s, 22 Ee ws)l =AEN 2o | ayse
(CRIILA] CHAl TCP MIA DiJH®Z, 220 ZEJ} ARSLICH ERROR [CR][LF]
- — OK [CRI[LF]
ATAR ATAZZE I Doz =2 gLUICh OdLE ATAR E8g
[EZ ZE H35] Cryptography & & 1t Default Data mode =& t= 226t
[CR][LF] Raw TCP modeZ &g J|CHELIC.
402 2SOt ARG, OIY Y0l BEELCL JelD UM siZsts S20l USUCH 2 252 &F6HN 2o,
SEe0l SLHELICH
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ATAS ATAGE N J|28og 52 5HAI2H ATAS 282 SSLv3z
[22 ZE H3] 8= DJIUguUth. &, Cryptography &&0l SSLv3Z
[CRI[LF] Y ASAIOL HAHESLIC.
E,EO: 12 &&= SHHMELICH
ATER [CRIILF] EL IEE 238U
ATON [CR][LF] 0,00: HIOIEf 2E2 FEHELICH
Q.Qu: 2€2 FABULL (CIBE)
ATQn [CRILF] QL SEE EASX 2L
V, VO: €& = <numeric code> [CR][LF]
ATVn [CRIILF] V1 (CIZ2E): 8¢ = <verbose code> [CR][LF]
AT&Fn [CRI[LF] F, FO,F1: CIZE Q¢ &Xs =38 UL
H, HO: & TCP ¢& 2 GHHMIELICH
ATHnN [CR][LF] 2E dIolEJr AME LUt
H1: 8T TCP ¢1Z&8 |RXELIT
1,10: “Sena Technologies, Inc."S HEAI&LICH
ATIn [CRI[LF] 13: Y HSS TAISLICL <=
8 &2 “OK'E HZAIELICh
AT\ [CRILLF] HIZS EIOIHE nEoz &FEUC, ERROR [CRI[LF]
\T\TO: HIZS EHOIHE AIBSHRI &LICH (CIBE) OK [CRI[LF]
ATBnN, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | o, o
AT&Gn, AT&In, AT&QN, we OK [CRIILF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
LIS 2l S-register at2 HAHLE MI[IF Dbs&LICH
S-register 2| CIZE g2 HF 4-4-2 25LICL
2 = i -
ATS?, ATSI=x S, AZXI0I oo BiE gte HE OFF Al 2X X |°

L SLICH

AT&Cn, AT&Wn, AT&Zn=x

CIZ2E S8€2 ERROR gLICH
ALEXH £F0i 2o 0 B0l CHet SE= OK 2 HHO0l

ERROR [CRI[LF]
or

IHSEUCH (72 4-872 48) OK [CRI[LF]
nol 101%
- OK [CRI[LF
ATFn [CRI[LF] os mg[ g][ga]}g
ERROR [CRI[LF]
n0l 00l2t2H
- OK [CRI[LF]
ATWn @S OE zeee
ERROR [CR][LF]
S Al2tES BZELICH
AT+DATE 0ll) AT+DATE=2007.01.01-14:30:30 U
20071 18 1Y 14Al 308 30E2 AL BYSLICL OKICRI[LF]
IP9} NetmaskE B ELICH SISk
AT+NET Oll) AT+NET= 192.168.17.9/255.255.0.0 ERROR[CRI[LF]

IP= 192.168.17.9, Netmask= 255.255.0.022 HA§LICE.
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AT+GATEWAY

Default gatewayS & &HLICH
Oll) AT+GATEWAY=192.168.1.1
Default gatewayS 192.168.1.12 S Z&LICH

AT+DNS

Domain Name ServerE $H & & LICH
Oll)AT+DNS=168.126.63.1/168.126.63.2
Domain Name ServerE 168.126.63.1,
SHHELICH

168.126.63.22

g Ze

H 4-3AT &0

Olo

Verbose Code

Non-Verbose Code (Numeric Code)

("ATV1" ZE0| 2dE =) ("ATVO" E&0| &dE =)
OK 0 0| 4¥d
CONNECT 1 LEO FH Az2E
RING 2 g s 2XE
NO CARRIER 3 SEOl Helo MSE UAS
ERROR 4 Motk e 84
#H 4-4 AT S-Register o/ [/EE &
Index Default Value Index Default Value Index Default Value
0~1 0 2 43 3 13
4 10 5 8 6 2
7 30 8 2 9 6
10 14 11 100 12 50
13~24 0 24 5 25 1
26~ 37 0 38 20 39~ 99 0
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,_disconnection
<

TCP
disconnection
oK N

Y

»|

»

NO CARRIER

HelloDevice < ATZ Serial
SS100 ATZ > Device
oK
) >
TCP connection
JQequest _ATDT.
ATDT >
TCP connection
Established.
wl CONNECT
»> »
DATA. ... | DATA. ...
€ <
DATA.... N DATA.... »l
<&
Request TCP |

18 47 28 WE0IE 22 FEIG0/EH S

oH 28 oSaold 20l 2ol Pro Sel
7001 ¢ XEZ HES AZoHH SLUICH

HIHS SAE FaA H 0
A 2C0M ASIE S8 JBSE S8 A
£ Yol dHEESH OE SAE

g 4-812-4-8-1t 20|

82 (Phone numbert

MEXIL Het BHS0 [HE E&E 34
gdiold Z2E0 A atdt25737772
100 2 6001 & ZEZ AZS AITOHH ELICH

192.168.0.

CONNECT string in non-verbose mode (ATV0) %

Command mode

TCP mode

Command mode

host address mapping table)

E 0EalA2 port

s
ol
HU
]

CONNECT string in verbose mode

2E OEd0l&8 2=0M Pro Series= AFSXIE Y8t AT 00l LHoHH JI2RC 2 # 4-
33—t 22 SE2 SLUCH DL X0 et SAE AZAQ SE 2SI T2 BRIt
USLICH MIE SOl ATDT 0l 2o SAE A ZUS [ Pro Series JIE2XOZ 1

>
—
<
o
02
o
S)

x

010
i
o

JefLt o Z<0l 12(ATVO FE0l £&T0
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9600 (ATV1 Z&

FH0l €350 US ZBR) cle SEHO 2st &
H8otH dsts Cl

0 0l & 4-82&-4-8- 1t
SEfel SEE2 ProSeries22EH 2S £ USLICH

f

AT&Cn, AT&Wn &L AT&Zn ¥E SE (Respond to AT&Cn, AT&Wn and AT&Zn with)
AT&Cn, AT&Wn & 0l st S22 OK L= ERROR = olLUZ AIFEXIF XIE

g = AsLItL

Command echo delay(ms)
AP XL gEEt AT 282 0 His0lA XEE A
LICE O Hi==s 2 oigclold 2EE RS485 2E0A AtEdtD

=
g 2 & AsLith

E
e
oW
pa|
e
5l

Default command echo
MEXH= A0l LS8 AT HHEO0l 02 (echo) TIHLE &K 24AH X
)

(Ol Blss= ATEn 81 S28 JlsS &LIth)

02
o

Default data mode

TCP &0l 0IFNW X1 LA DataE =1 22 M, oY Az =1 SIS
XN&Eg+UASLICH Default data modeJt ‘Raw T g
JtS2 GtXl %2 A= OOoIHE =1 YsLICH

Default data modeJt ‘Telnet binary2 XI&ZI0 UASAlI0=, Modem emulation mode Ol A1 &4l
COM XE HO S&s XASLICL O 0 S&2 RFC221788 COM IZE
clCtOl 2B (Redirector) 2t &0 AMSE0 AMSX=s 22 Al2ld ZE oSelHold
Z2)HE AZ6L0] Pro Series® Al2lg ZE 010 B2 MOHE = US
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Host mode configuration : /serial/=1/hostmode/

Enable/Disahle this port

porte
Host mode configuration
Host mode Modem emulation «

Phone nurnber to host address mapping table
COMMECT string in non-verbose mode(ATV0)

CONMECT string in verbose mode(aTV1) CONMECT

Respond to AT&CH with ERROA «
Respond to ATaMWN with ERROR «
Respond to AT&Zn with ERROR «

Command echo delay {ms) ]
Default command echo Enable
Default data mods Raw TCP v

Cryptography configuration

Serial port parameters
Port logging configuration
Port event handling configuration

Capy port configuration

A

J& 48 22AE ZE

M

FEZ (2 W& 018 25)

iy

424 3H SAE HFLF

2/ &£ Z(Remote Host Configuration)Ol&t Pro Series® AlelZ ZEZSH OO0IH

IOIHE =dg 2X 32 SAESE 3
X
&

=2 ‘}l\i
, Pro SeriesE 1X} 2 SAEZO HZEO| AWE MNMXes

g 2x 3 3 2
HOIEHE 2WX Y&LCL delld 1 A SAEZ d3E = A= =ke 2l 40H4=2
Mgt ol ASLICH
UbP 2

ZENAME, UDPIE HZE JIBteZ St Z2&EZ0| OtLD| 20, 2X 2 SAES

2 J 2 SAEJ EottY, EXo 11X IAEZR
Pro SeriesOIAl AFE Jts8t 33 SAEQ 20 =Xts 402 MESEULL 72 4-9272-49
AE SHEFE 2HSLILL (TCP 25)

228 0o U (Domain Name)S XI&EE =& USLICH

« (M4 Ug: soi#7]: & & 0cm
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Al ol
Remote host: /zerial/=1/hostmode/remotehnst/ [k[ Y A=

Enable/Disable this port

o
<

Port title ort #1
Host mode configuration

Host mode TCP
Port number {1024-65535. Ofor only outgoing connections) ot

User authentication

Telnet support

I

Maz, allowed connection (1-8)
Cyclic connection (sec. 0 disable)
Inactivity imeout (sec. 0 : unlimited)

Socket D {for outgoing connection)

TCP Magle algorithr Enable/Disable

Remate host

Mo, Hostaddress Host port number Backup host address Backup port

! [t9z188.100.1 |[7o01 |13z 1881001 | 7002 |[ REMOVE |
2 [t192188.1002 |[7o01 |19z 7881002 | 7002 | REMOVE |
3 [remote.domain.com BO01 remote.domain.cam 6002 [ REMOVE ]
WEW|192.168.100.3 7001 192, 168,100.3 7002

Cryptography configuration
Modem configuration

Serial port parameters

Port logging configuration

Part event handling configuration

Copy port configuration

[ Save & Apply ][ Cancel ]

28 49 83 SAE 8 SF

A

425 255 43

Pro Series= 2% 0&c0/&8 2E(UDP 2E 0OtH)E ZE&E TCP 2EUHAME 2SstE MA
A 2Ll Ch.

o
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Cryptography configuration : /serial/~1/hostmode/ssl/
Enable/Disable this part
Port title

Host mode configuration
Host mode

Port number {1024-65535, 0 for only outgoing
connections)

User authentication

Telnet support

Mazx. allowed connection (1-8)

Cyclic connection {sec, 0 disable)

Inactivity imeout (gec, 0 unlimited)

Socket |D ifor outgoing connection)

TCP Magle algorithm Enable/Disable
Remote host

Cryptography configuration
Encryption method

Modern configuration

Serial part parameters

Port logging configuration
Port event handling configuration

Copy port configuration
S & Aosl

J& 410 =3t £F

4.2.5.1. Secure Sockets Layer(SSL) 253} J|¥

Cryptography configuration® SSL enable = enable St2 Pro Series2 oig Al
2SotE MAENAM SSLvd 253t JIEHE XIRdls UE EXSM S4UE = US
SSL2 Netscapelil 2laiAl Sc0IAEL MH2H0 AFE5H| AHA HEEJASLICH SSL
dioloi(layen= 2 28 Z=EZSS0 A0 JqAD HTTPY 22 HE
-5 2 = UASLICH ssLE oHE4d, iE =&, 02 U8 & Z2ES=29 gt
HZ dt0 /AsUC. ssL2 UWE/KIAN ZHMMHM Sddte oEciHold
MZeLICh SSL2 0 3cA0lE Z2EESH TCPIP A0l U= &S dol 2

=

SSL M&ES AlZCtHAE AH2 SctoIHE AOIU SSL sHE40I3(Handshake)2tl =cle=
HAIX W&ol ZRELIC ssL ZZ2E22 33 Il(public-key)2t HE  IJl(symmetric key)

= =
wolAd E&N  WESLICH oSt 3F I liM= &0 ZE&LIHL
|

253t s Y™
HEHOIIE MBI ST JIE AEHM XS S20IHENAMN Sct0 AMbiet Set0IHED:

BN e MENAM AISE e 258, ¢35 dis D2l 2ol X Sol AlgE UE I8
ddots AS oSiBol SLICL 2dE #EH0I32 A Alg2 OsSn 200 2%E =+
USLICH
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SUH0IHEIL MOl Sct0IPES SSL HE B1S, AtOIH(cipher) &%, R <
CIOIE, Odelll ABIJF SSL & AtEots Sct0IHER SAldte o 228 T
SHLICH

MBI Sct0IHEN MBSl SSL HE B1S, AtOITH(cipher) &, RAIZ2 MH&E OO0l
B, Jcl1) 2ct0IAUEDt ssLE SolM Aot Salots Ol st OE F2E 28U
Ch AH S8 Ttalo) ISAE 2D die ZS2H0IAEDI Set0IHE 21501 228 A
H NHEE QESHUY SH0IHES USNHE SLEFLICHL

Scl0IHEE MHE St fIchA MBI 2 28 HEE 0ISELICH HE MHIt
oIsE £ QUE ALEXNA 2MAES Zd=1 235E ASE HZ0| ¢Hs0 2
- Qllts AS LELICL Mt §8FC=2 ELH Ze0IHE= US SHHE THE
LICH

ScH0IHEE= SN HEHOIDUA dd= 2= CIOIHE AISaHA oile MES 2ol

A premaster secretS BtE1D 0/ 2 M2 2 II(EAH 20lA 2HE M2 S A
N Z2HE)E AMSBolM 2SatotH 0l 2S3tE premaster secretS AHZ EHHLICH Ol
Ol AL=El AFOITH(chipher)Oll [H2tAl 22H0IOTE S ABIJF E2i8 & USLICL SSL = i
2 0l "BRE" OtAH AT dd o0 met atELIC
Sct0IPE IEE R+7cts FREEAHNIAY S& SAH)ME=E g ZcH0HE
Jb O #EHoI302 AD S2AH0IHE} MH X0l LA™ CIOIEE AtIELICH O
ol

H
OIE 2t SU0IHES AEME LS3tE premaster secret

|
o
=]
e
Im
i
re

o>| r
U
n
c
o
L0
o
)
o o
m o
[
o M
>

i mn
[0

LICH oiY SH0IHEDL o1E5E =+ oW 1 Mag

2 ELH MHe XHalol AFE 3l(private key)ES AFE0H A premaster secret

Ol HAH(SHOIHE E5t 22 premaster secretOll A AIZGHA A& Gt
= H/\ é L| E|>

i
un
m o
1z Jn oW
g o
T

mU

ctOIHEQ AHE 0l OtAH AIZHE AISoHAM SSL Ml&E S
sHYS di=ct= OO0l At=2&l= & 2121 M&E Jl(session key)E
OIMER MHE 0l OtAH AIZXE AIEAH SSL dZs Sal
= HIoIE 2 2ZH(integrity)2 2 S &LICH

S0IHEZRHY HAKsE 222 0l M&E IIE MEBHAM LS

= HAIXIE MHZ Z2YLICH £8 Scl0lHdE= #HEH0ITS S2H0IHE
Ulls NS LdFes SEHE 25 HAIXNE 2YLICHL

SEHO HAIXI= 222 0 NE JIE MEHAM 253 2 2
NHZ ZYLIC £8 M= #iEH022 Al 222 B2

ge 23 HAIKNE 24Ut

e
2
El
o
fn
0%
T
i
fol

=
> 0z

o

C

)

o
g oW oo

ot

2

r
0

El
=

_'L_j .
o 1R

Ob
b 0

My
s

=}
juci

i

Ar
frrno K

U

nr =
= =S
>

e

. SSL HEAHIOIZIH 22 &AL OIM SSL ME0l AIFEZASLICH SH0IHAELL M= 0l

N& JIE ABalA MZ2H0l S48 OO0IHE 25355t &5 oi=stH 0 HloIe2

72



Client Server

Client Hello
e
Server Hello
Certificate
ServerKeyExchange
Phain CertificateRequest
Texi < ServerHelloDone
Certificate
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ‘ ChangeCiperSpec
Handshake
Finished
Application Data R Application Data

& 4-11 28F0I SSL HEA0/T ZEZH A

Pro Series= TCP Z2E &EH0l et SSL A E£= ZC0IHEZN ZAs< A
ol TCP S0l &2 SAENAM MM AFECHH, Pro Seriess SSL S1=40/13 SO0l SSL
NHZM HSEUCO B2, ssL el TCP HZ0l Pro Series® Al2lg xE
AMEECHH  Pro Series= SSL $HE40/3 S0t0ll SSL 2c20IHEZ M X SELICEH

o Z2l0IHE Q1= (Client Authentication by certificate) (Mt ZE &E&)

AN ZEI0/9E o/Z SH0 “Enable’0l2t] 6t2, Pro Series= SSL 8iE40|3 =2
(HAH 2)= ZU0IHES QSHE QIAELILCE BtHZ At Z20/9E ZFS SE0
“Disable”0l 2t 2 s

5
LTS ESUCLH

e}

I, Pro Series= SSL SiE4013 Z2AHA (SH 2)5 2ct0|HES 0l

]

42511 PQIEM Y2E (Upload certificate)
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Upload Certificate : /zerial/~1/hostmode/ssl/sshv3conf

Certificate file view

Serial Mumber: 1 (Ox1)
Signature Algorithm: mdSWithRSAEnCrvpt ion
Issuer: C=KR, ST=Seoul, 0=Sena Technologies.
Walidity

Mot Befare: May 13 03:46:54 2003 GMT

Mot After @ May 13 00:46:54 2013 GMT
Subject: C=KR, ST=Secul, O=Sena Technologies,

Inc.

Inc
EEe
Subject Public Kev Info
Public Key Algorithm' rsaEncryetion

ESA Puhlicr Kew: (1074 hit)
Upload Certificate file

Upload file
Key file
Upload key file

Ca cerificate file view

———BEGIN CERTIFICATE——

M1 1DkzCCAnugAw | BAg | BADANBak ahk i GwWOBADOF ADA MOswCAYDYOOGEW LUIEQ
MAwiATUECBHFL2 Yy dliwx | DAeBalYBAGTF TN bmEgYGY j aGEvbGInalvzL CBJbmtu
MEAADT AzMDLbMz Aoz | M | oRDTEZMDUxMDASMZ | M | owPzELMAKGATUEBRMCST 1%
D AMBaMYBASTEBYN | b3YsMSAwHa YDYQUKE=dTZ WS IFR 1Y 2hub2xvZ2 | | cywaSWE i
L jCCASIwDOY JKoZ |hvcMAQEBBOADagEPADCCANCCaEBAL sLLZ i tFOBLSFoS4+HG
| UvaSbR1sd3houEawaxuMUvLk IHS0BraT+dYHdEEB Imfad3kmlg 1Y | | GdmhOte
11V i 070/ +vNw03 1 sYLFSHSRrKon 9snGxGewt s 2CvwdldeGud twNIbKODeN2
151 JtwY i+oPZUtugsagIModFk 7 Jhf T8 dbSW+YYCPUAML EcR/ 981 IFytHRohvCOt
xpgtdiFa) veglppKEwe30ScCPMAWIFRATvkLOB | awl 0109F JsaFKEf | ¥ngkex3y0
GO 1ZTBFFa 1 bpMT3G0r ikwh) iMol hipRCEPHIYE [heFDbi | X3DdAmt TAsaH0BE/ K
Upload CA cerificate file

18 4-12 9ISA ZZ2E

Certificate(2! E Al), Certificate Authority certificate(CA 2!Z M), Private key(OHQIINIIYL E H=2E

+=ASLICH

Pro seriesOl A= PEMEAIQ] QIS NOH ALSE s USLICH
4.25.2.RC4 253} J|H

RC4 25 ZE0|AM Pro Seriese= AIZX &3 3| 22 AMEdA
2S3lot] oHsELICH 253 JIgHE2 RC4Z2 HFGHH PC4 &
Series&¥ X2t S4&l & = USLICH

SSL ¥ RC4 £ 0|28 OGN Z2O30| 2Rst 2 2A JIs X
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(M4 AS
Cryptography configuration : /serial/«1/hosimode/ss/

Enable/Disable this port Enahle «

Port title

Host mode configuration
Host mode

Part number (1024-65535, 0 for only outgoing
connections)

User authentication

Telnet support

Mazx. allowed connection (1-8)
Cyclic connection (sec, 0 : disable)
Inactivity imeout (sec, 0 unlimited)
Socket ID {for outgoing connection)
TCP Magle algotithm Enable/Disable
Fiemate host

Cryptography configuration
Encryption method
Key string

Modern configuration
Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

Save & Apply -

ey

728 4-13RC4 53l &5
426.Aelg ZE D=

Aleld ZEN Alelg

HRE LAY HY Pro Series? Al2lY EEQ IfHAE oA
A2lg ZXIO 9 SO EBUICL AIBXIIN 3 £ JA:s MHESE UART &4,
M&=T(baud rate), CIOIEI HIE, T2IEl, A5 HIE, SEM 0, DTRIDSR A5E5 0/88 4
el A2k (inter-character) EFY 0t S LICH
< (Mo usE= Az
o B &L = (Baudrate) - (M4 2lg: 2012] 712 2 415 o717
X SIS 229 ol
o EHOIEF HI=(Data bits) « (MM 28 20E 75 P ES ofr)Y
EIOIEH HIE= 7 bits = 8 bitsULICh = AR EL J=2t2 ghitsULILH
« (M4l lg: 202l 715 2 ¢35 7|7
CC < ol . S| 2 o ol
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oA = i « (MY U3 202 75 % ¥ 0|7

Serial port parameters : /serial/+1/parameter/

Enable/Disable this port Enable |v
Port title |Port #1

Host mode configuration

Serial port parameters

UART type RS_232
Baudrate 9600 |v
Data bit 8 bits |v

Stop bit 1 hit |v
Parity bit None v
Flowcontrol None [v
Inter character time-out (0-10000 msec) 0

Port logging configuration
Port event handling configuration

Copy port configuration

78 4-14 Serial 1+ &%

o H&E=£T(Baud rate) “ K

“|9

P =2ME| 7|3 % WS o7

Pro SeriesOlM AIEE = U= BSEE= USH 2SLICH

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 2|1}

o OIOIE HIE(Data bits) < (MM s 20z 71 2 US|

GIOIEl HIE= 7hbits £= 8bitsLICH. EJ| &FE Jl=42 8 bitsLICH

o THElEl(Parity) « (M4l als: 202l 713 2 #s 7|7

IH2lEl= none,even = odd&ILICH EJ| E&FE J|2 g2 none LICH.

e A& HIE(Stop bits) - (M4 U 2012 715 2 S of7|7]

AE HIEE 1bit £= 2bitLICH FI| SFE J|2 2 1bitLICH

e S& HO(Flow control)
Jl H8E Jl2 g8t2 None(SEHMOUE AMEotA £S)LICE Pro Series= XON/XOFFE
MNEotE ATZESON S4 MO RTSICTSE AIE6t=E GIEHNH &5 HMOHE XEELICH
2 S22 XH(XON/XOFF(0x11/0x13))E & JHel & &XIS2Hl
=S MOIELICH St/ S8 MO ZAUAME S e H2E &
=] (@)

M CIOIH S4& 588 MO ELICH

o

=}

HU
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&

oL L L L L JUJ

RS232 & RS422 2E=00] S8 MO €A 2 XJASLICH RS485 2E&= s E82 S8
HOHE XI2aHX &L
DTR/DSR S& [A‘lﬁl AS: 2He| 7|5 & S of7|7]
DTRIDSR T2 2T A2lY TE ASE AIBHA TCP 212 AHEZ MOGIHU 28 Al
3 MO E olEd0l&(Emulation) dt= OO JUSLICE DTRE M| M E(write-only) S AlS
ol BtAH0l DSR= 10|18 SE(read-only) 24 AMSLICH
DTR SH2 US Ml o Al = 5o HAO2 MHE 4 ASLUL (M4 2 S0i4T]: 1% 0cm
Always high_ (Mal Ug: So#T|: 2% 0 2R
Sa =2 MHE SXELUC. (M4 2lg: solaol @® 0 2R
Always low < (MY U S0 2F: 0.71 cm
Stal U2 MEE SXISUCH « (M4 UAS: S0i#7[: 2% 0 A, A 51 0 2A
High when TCP/UDP is opened <« (MM g soixd A% 0 X
TCP CIZAEHOAL =2 MEHE SXESLICL UDP 2S0AS UDP 2S0IA 2124« (M4 g sola| 1% 0 2R
SAE(Remote Host)ot SEE 0 UNLE, A 20 CIOIEHE 24U RASAEI} A
20 DTR 4150t =2 MEHE RXSLICH
DSR 22 SXe (+8 & WO =X = 52 HFE & UsLG < [MM B B0I2TI R 071 om, 8% 0 2K
None <« [MA s soi# 2% 0 27, A F: 0 2K
DSRAIZDI HBIHAIE OFR ST 51X 2L
Allow TCP/UDP communication only by high
DSR AISJI Y2 AEHOIM =2 AEH2 BH5te [, TCPJF HZELICL. £& DSR* (M4 g S0i4]: A% 0 27
ASJl =2 AEYN O, 2 SAERZEO TCP 9ZES 51850 UDP2 IO
BHZ 9'&LUCH DSR AlS0t =2 ARUAN &S A2 Bss I, S TCP I
0l ZOIRILICH ©, 28 }S0ld SSoHME AA SAEQ st HH2 DSR 2
2 SXOo| MM 0 AR 20l DSR EIO| AEIIL =2 AMEINAM Y2 A2 Bi5
S [ PER ZOIXIH SLICL
Pro Series0fl ®2E HHl= Xtélo] DTR 4SS HMOIBO2M, Pro Series® TCP 9+ (M4 2hg: Soi#l @1%: 212 0om
Zs HoE & A&
22 (Ma U8 387128
1. DTRIDSR &% && 2 D0 83 H0122 20N 2554 L&l - ﬁ?‘%}% e AT e e
2. DTR/IDSR &% &I 2 RS422 2 RS485 ZE A= 250/ Z&LIC “« lﬁ?\%c + 8 ZHH: 1,98 cm + S0{AT| 2|%|: 1.98
(MAl g 202/ 7|5 2 85 of7(7|
2R 2t(Inter-character ) Et2I0HR (M4 Ug: 2Hel 712 2 H3 07|17

e o U

Ol DN == &&= Alel2 OO0IEE TCP/UDP IH3!2Z USI| 2o Ar2ELICE Pro
SeriesE AlclE OIOIHE 2= [f, X2t Bt 0tR2So Al2tSe A& HI0IHE JIUE
LICE. 3O Al2E Qtoll CIOIEIJH SE0RX 228 dIoIEHIt BZE 2422 2tF56t1, dtLtel

TCP/UDPIHZI2Z2 KON HSELICH Sty SXt2t EBFS0FR0I&2l AIZERF 8101 Alel€ dlol

7



E1Jt 1024 bytesOl & H=EH 1024bytesE GHLESI IH2!2 2 TCP/UDPZ M &GHAH ELICH
S22t EtY 00l ‘022 ZF LM Pro Series= S OIOIEIE JIT2IXI@E D Jtssh el
OOIHE &SELICH

AN SR EIU0IR2 AR O E2IH0lA0 T2 L& LUCH BHXIQH HAS NS &
SECUMO 2R St FSAIZFECHS HOF BLICH S S® Al2I2 TED} 1200 bps,
8 CIOIE HIE, 1 AS HIE ¥ T2IEl 2S(no pariy)22 HHLIYS AL, L2 2XE
ME5H=0 TS MA bitel A= 10bit0ID SHLISl SXE M&sHs Il ZEs Al2S
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 msLICH. M2tA AFERHS 2X2t E12 022
8.3ms2Ch AN HHHOF SLICH 8.3ms0I5l2 HHS, 022 HFs A 20| RS

A2 EtYoteel 2= EE22 YE(ms)LICH
MEXOH 22Xt SeriesE GtLISl A2 2LHHALD SHHH Pro SeriesOl HZE Al2lg EX
= A AHOI2] 2Xt2H EF 020l KA AIED B2 2AE MESoH0F ot OIOIHS &l
20l Pro Seriesli® BITH 3AJI2CH HHL 20t0F & LICH Pro Series| Al2l2 S& B
o] AJl= 256 bytes LILCE.

427 29 &3

Pro Series= Al2lg XEZQ 2NF D& A&
Zotd & Mole 2% && HOIXWA DCD

Series= SAE REJ TCP Z£2 &3 g

=
2gs o

AFZREIE Aleld ZEO

= ZFSINOoFer SLICH

Pro

39

78

(MM us:

=Mz 7|5

=]

3
fol

oi2|7|

E2ME 71E

)

Iz
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2|

Modem configuration : /serial/~1/hostrmode/modemn/

Enable/Disable this port

Part title

Host mode configuration
Host mode cp

Part number (1024-65535, 0 for only outgoing
connections}

User authentication

Telnet support

Max, allowsd connection (1-6)
Cyclic connection (gec. 0 : disabla)
Inactivity timeout (sec, 0 unlimited)

Socket 1D (for outgoing connection)

TCP Nagle algorithr Enable/Disatie
Rernote host

Cryptography configuration

Modemn configuration

Enable/Disable modemn

Modem init-string qlels0=2

DCD behaviar

Automnatic telease modern connection
Setial port pararmeters
Port logging configuration
Port event handling configuration

Copy port canfiguration

Disable ~

A

odl AMdX

S8 SdeHIEdS)

Pro Series® Alelg XEW S2EsS Xy HZSE HL AIEZSILICE. Pro  Series=
DTR/DSR/DCD IS E 2E0| HETH U= Ao2 ItEGtY) MO SHLICH

e B8 init-string

A2 X= Modem init-string OHOHEHAE0IA 28 X=D13F 2 0(initialization_string) S XA 9

=~
=]

St A O]l A
= T M=

Ol ¥E0IM &

LICt. Enable/Disable modem OH Y

A=
HEE

St (Enabled)2 &

22 SFEUS Mol= Pro Series= DTR A&t &2

2pHEl

H2H =
a8 =

OH OH &4 =0t ((H Ot CH

A0l =2 S

AT ™, Pro Series= Alel2 ZEQS| DCD AtEHDt
SISELICL. AISXIIL Al2lg ZEE Colgel
ol &8 JIsLICh o Z2=0 olol o
HAE oISo6thl ESLICH

S0l ZX &S HEHOHAM TCPRZ
Ctolg Ot=(dial-out) JIsS

St

=)

-
s}
=2

o]

=

Honer ‘TCP A& & (Allow TCP connection only by HIGH)'22 &
=2 MHLMUE B SAEZLHY

T o

o
& 2 E(dial-in modem mode)Z 2+ ALS

20| glttH Pro Series= TCP=

é
=
9!
fJ
e
Ql
rr

(M4 U

(M4 Ug: 57
[A-Iél AS: 2He| 7|5 ¢ #S 7|7
[A-Iq AS: 2HE| 7|5 ¥ 5 oj7|7]

(MM AB: BE




ol
o
j=}
il

g LICE. Ctolg ot ¥EsS 280 SN 22Ul fdiMd= AFEXDL 20 32 &
= QA0I0F 5HI| 2L LICH
e XS OHXl 2@ oA
XS oM 28 HZ0| Enable2 EF L E, L TCP HZ0| EF S MOl Pro Series= 2
Ol MatiZS BEE ASE ZYLIG Lt ZEE DSR 2AMSIE K2 HHZ et
& AR MPHAS BEE O USUCLL Pro Seriess= DTR (G282 &M= DSR)
£ 42 dH=Z HIANZ2ZM 2F0 MBS S SLICL 0l JIs2 TCPIt HZY
A %2 AEHOIA 2101 101 M3tHZE eI QHEE XEEHE HE LI ol AHEE
= ASLICH
Modem configuration : fseral/~1/hostriode/modamm/
Enable/Disable this port
par e
Host mode configuration
st e
Part number (1024-65535, 0 for only outgoing 2001
connections} _
User authentication Disable «
Telnet support Disable «
Maz, allowed connection (1-8) |
Cyclic connection (sec, 0 : disable) l:l
Inactivity timeout (sec, 0 unlimited) l:l
Socket ID (for outgoing connection) l:l
TCP Magle algorithm Enable/Disable
Remote host
Cryptography configuration
Modemn configuration
Enable/Disable modem
Modern init-string
DCD behavior v
Autornatic release modem connection Disable w

Serial port parameters
Part logging configuration
Port event handling configuration

Copy pott configuration

2 415 99 &F
4.2.8. LE =2 (Port Logging)
ZIE 22 Jls2 ME0IH Alclg ZEE SN 2UE
XN &= LCh.
[ ]

ZE 22 #4shH &4-3SHEnable/disable)

80

Ol0Ie= MEMORY £= NFS Aol



A S

Ol OHH IE

==

210

gk
0x
@
A
fr
i

A= 22 232 [HZ4ds
(disabled)] 2/ LI C}.
o IE 22 NE ?IX
ZE 21 HO0lE= Pro Seriesli® H22l £= NFS M M&EE = USLICH W NS
clE AB3A ZE 27 OI0OIEE XMEdtsE FR0= Pro Series)t HE Mol 0f Z& 21
OOIEE AZELICH M& fAXIE NFS MHZ &AG6HH, Pro Series® HAIC2E ZEZ]
b EEELICH NFS AMBIE ZEZ27] MERXZ AIE6H)| A= 3.93.9 NFS A/4/ &&
NFS €3 = 435t oioF LIt
HE Ho “« MY AS: S0{4T]: 2IZ: 0 om, LHO{AT|: 4.04
£E =1 HHA 2] gx, ol sz s gl s BB slx 0y om 4 9
A g o | (Hat e st = =2 AlI2F 24A 1.41 cm + E{ AT X1 1.41 cm, Bf: 2.02
Ol I =+= 208 ZE 21 OOIHY ziHES FYSLICH WS HIRZ2lE MEHM 2 Sxow=e 44;”(31%*)
O CIOIHE MEE Mols ZE e &AM 3JIIt 10 KbytesYLICH. NFS NHE ArZal Al
27 OUoIEE MEE Mol EXE HIH 2 I0I= M= X $SLICH
. « (M4 dg: 202l 7|5 & WS of7|7]
MAl 9l=- %_E_ :EL% é 2|
Port logging configuration : /serial/«1/log/ [ 14 28 10 ( ) 22
Enable/Disable this port Enable
Part tile Port #1
Host mode configuration
Serial port parameters
Port logging configuration
Enable/Disable port logging Enable «
Port log storage location
Port log wiew
Port event handling configuration
Copy port configuration
(Save || Save & Apply [ Cancel |
e
& 4-16 ZE 22 &%
429 XE QIHE is3d 4%
Pro Series= AIEAJH ZE O|HIE HEE 28 = Solild Al ZEZ AZE AlclE EXI0IA
CIOIEE ZLUEEAL OOolEN BtSg = A= #EH= MSEUCO 08 AUz AMSke
email/SNMP & (notification) £&= ZE QO|HIE SHEZ NS SoiM Al2lg ZEZ XF™ 2U
& HEE EdIHE 2 AdE ZEEZ JIFEE g = AsLILL £8 0] JIs2 MEXIL A
Z& FXE SoHAM OO0IHE ZLIEHEGHHU AP HoE JI/E0 EX HAS WMol A2 &
g AE 2el/ A == AN SHSLICH
21210 OIHIEN et =8& 2S00l €88 += USUILCL OII0A EtS(reaction)2 email &,
SNMP E8 d&, 83Y A8 E= 2= ¢E8829 X80l 8 = AsLICh



H
Im
o
3
Im
I’%
i
o

NEIDIL ZE o/HE #58 JsS 0185tadH, ZE o/HE #5822 & X 3Henable)dlOF
BHLICH O1X2 22Y 00121 W20 0l JIs0l HI& & 3(disable)=l 2 Y Pro Series
HE O|HIEN &8 8t s L= otk ESLICH

2tel 2+A(Notification interval)

Pro Series= 22 2tA0ICH 28 email £= SNMP EE S SEYLICH IIKFASOt ZAHAE Ot
2 3

Ct email £= SNMP EES EUAHZY, BHE5HH 2 emailt SNMP EZ0| 2dE Jis
g0l AL, Pro Series= Z&2FAH2 Al2tS0oH O|HIES Z2O0tA, stei0l 2 SLICH Ol OH
WP =2 g0l US OB AAE UHES ZO0l M0 SLICH AFSXIt 2ot S2€ = As It
& 2 S 2FoloF AlAE X

gge ol Wnei+9 g&s 2i sl ZEY

2 JIFE0f BAGE SA WS EEZ HZELILL

Email & (Email notification)

Pro Series® Email 28 JlsS 43 L= HI24d3 o= JIsYUCLL Pro Series= Email
LS BY M 0IXA2 SMTP At EF0M Z&FE SMTP MHE ALEELICH SMTP MH
of ZESH ZFCX AJAAU HIE-gE =0l JACHH Email IS0l HSSHA fEsUICH

SMTP MH & L XMt 88 3.5SMTR 3.5 SMTP £&8 XN AIL.

Email XHIS(Subject of Email)
Ol OHIHB === ALE FE JIKFEDL BXl ZAS [ Pro SeriesOl 2AHA ZLLHE Email2l X

S £38"ULL

=AMt Email F2A(Recipient's Email address)

Ol Do == ALE ZoE JIR/CIt EXEAS I 28 HES 2= ANE eI

SNMP trap & (SNMP trap notification)

Ol DHOHE === Pro Series® SNMP 28 J|lsS 243 L= HI24dst LI

SNMP E&2| NS (Subject of SNMP trap)
Ol DI = M FHOE IIREDL EXEAS W Pro Seriestl 2AdHA ZLHE SNMP E

o M=s €8t

=o8
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Event keywords : /serial/+1/event/port_event_keyword/

Enable/Disable this port

Port title

Host mode configuration

Serial port parameters

Por logging configuration

Port event handling configuration
Enahle/Disable port event handling
Enable/Disable E-mail notification
Subject of E-mail

Recipient's E-rnail address
Enable/Disable SMMP notification
Subject of SNMP trap

SMMP trap receiver's [P address

Enable «
Port #1

Enable «

Enable

Part event notification m
admin@mycompany. ol
Enable ~

Part event notification tr:
192.168.14.1

SMMP trap community public
SMMP trap version vl
Notification interval 30
Event keywords
Mo, Ewent keyword Eo_{inﬂiltion Egjtmfa:{oals Port cormmand
1 keyword Disabla + Diszhle + reaction | REMOVE
NEW Dizahle v Digable + ADD
Copy port configuration
Save || Save & Apply || Cancel
J& 417 ZE 0/ E #HEg £F
e SNMP E& £410|29] IP address(SNMP trap receiver’s IP address)
Ol DoK== AFE FoE JIFEI EXl =US I SNMP EY 2EE #4156t SNMP E
g a9 IP F=AE Z£FELICH
e SNMP E# HRLIEI(SNMP trap community)
Ol === ALY Z2E /A= 8K SHAS I SNMP EE BIAIXIN ZSE HRLUIE
£ Z£3&8UCh
e SNMP E& H&(SNMP trap version)
Ol Do === At Z2E JI/FED EX HAS I 2HE SNMP EZS| HES ZFEU
Ch.
O[HIE 3|9 =(Event keyword)
MEX= OIIE JIFAEE XFGHH XNEE IIKFEI Aleld ZEUM 240 &¥ e-mail, SNMP
trap 8 2UALE Y Alele ZE0 02l XIEE command £ EUHES d3g &= UCH
e O|HIE 3|94= &(Event keyword)
AEXt= EF60N ote JIFER HE HOHE AZE = USULCH
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e Email 2&(Email notification)

AT HEE JIAEZ Email 28 XSS 243 = Hlgdst & = ASULH

e SNMP E& 2&l(SNMP trap notification)

AMEXL HEE JIYEZ SNMP EY 28 HESsS 243 L= HIgds & = AsLIt

e Port Y&0{(Port command)
Pro Series= AtM FOIE IS EXl HUS M Al ZEZ AFE Xz HE B8
= NFELICH At2Xt= 0 HiwuA AlelE ZEZ EHE Fds NEY = ASLT

4210 ZE 43 SA

Pro Series= S&&t ZES HFgE UE ZEN SAME = UASULL MEX= otutel ZED
S HF5I0, O s UE ZEN SAGHH 2 ZE 438 288+ UAsLT 8 =
Eol dFs UE ZEN SAt= 28I, U2 ZEQ £Fs &M ZEN SMH= 20tX &Y
£ M35t AsLIc

F9. FE &FES SNE [, ZE E/0/EH TCP E/AE EE, UDP 24/ EEE SALA &=
L/ict.

Copy port configuration : /serial/+1/copy_port_config

( Copy current port configuration to

Port 1 OPort2 [CJPort 3 CIPort 4
O Copy current port configuration from

Port 1 OPort2 OPort 3 OPort4

oy (uConyititoplvie) (Besel

& 4-18 ZE LT EA/
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5. AIAE 2

Pro Series= &El CIAZd0l 3P (Status Display Screen)= S0 AIAE AEH2t 223 GIO0IH
S0HFH 22E Aol ASE UL AIAE &E OOIEHE 22 018, AMelg ¥5, 80 8
Pro Series?| UIESRID & S0 JUSLICH L5 Pro Series= system logging Jls2 Sal A&

=F oA emailz2 22 HIOIHE
MEX= Pro Series? X 0I5, EMet Al2t, 2& £0tAl JIZ3422 MAFE =& UASsULCH
E5t AEXE @ CHHIoA, AA 2E
&

Jdioleg == AsLIch

(=R ]

FE o

sz Mgt €482 += UAsULH

lfs

«Q

0

i

| Aleld 2E2 AHSot0 Pro Series ERI0

i

System status : fsystem/sysstatus

Systern information

Device name ! ProSeries

Serial Mo, ¢ P5410-20060624J0.
F/ Rew, : vl 1.0

Current time : 03/02/2005 09:43:27
Systern logging Enable

Send systern log by email : Disable

IP infarmation

IP mode Static

IP address : 192,168.4.41
Subnetmask 255,255,0.0
Gateway 192.168.1.1
Receive/Transmit errors ¢ 0/134

Primary DNG 168,126,631

Secondary DNS @ 168,126,63.2

T 51 NAE NE CIAEH0
52. AIAE &0 4F

Pro Series= system logging Jls2t AIAE 27 A HAl JIsS M3ELICL AEXs system
o

logging Z2MAE enable £= disable &EHIF TI&S & £ US F0 OtLlet, AIAE 20E
M&sots fIX L AIAE 20 HIH 3018 de8g & ASLT

System log storage location

ANAE 2= Pro Series WS M22l, NFS AHQ &X XA L= SYSLOG AMHM MEE
= ASLICH AIA" 21 OO0IHE MESH=O WS 22 S At8dts 2%, 21 OolEE
Pro SeriesJt JHE M AMELICH AlAE 27 CIOIHE 2&otad®, M&E XIS ATA/IDE
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fixed disk card, SYSLOG AlH = NFS MWHZ &Adiot &LICH
MEXE HH 229 HME AMEdHI| I8 Tteto

=
ST U2 AL, MBI WIS HUE HE Z4AZ MBEY 2 aUL

Pro Series= Z3&ZX 22 221 OIAIXI JH=D

] mtetold EA
£&olioF &LICE O HIt0IEdlE emails d&ot=0 2R8 21 =, = email =2 SO0
ZEE & ABLILL J& 5208 525 AAY 20 88 HS EWHSLICH
AAl 92 212

System logging : /systern/log/ [ A AZ: 2E: 14 pt, FA

Enable/Disable system logging Enable v

System log storage location RaM disk (10 Kbyte) v

Enable/Disable E-mail logging Enable +

Murnber of E-mail Logs 5

Recipient's E-mail Logs admin@yourcompany.c

System log view

(Save) (_Save&spply ) (Cancel)

R Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

& 52 A28 270 &F 2 27/

o
53 ARIE #Y
AlAEL BEiXtel 252 HAE & USLDL (EE ALSRS LSHAS 5959, ZE NEX (MM g 28 #, 7I2dE
Xt X 2/ 2/ —o JHAQCE A S 8BS = 2 A= [HM AR 2L A, J1=2AL
X)) He6478 53== WARE BHF S 2O0HSULC. M AIEXS AR

_ I R ) o o _ (M g 2T 7|2dB
HEGHE, 8 IHARES AAdtD, M HARAES LS = M HAJAEESE =I5t RIoH
St O M MHAREESE 26H0F ELICH 0f HHARE= ALEXDF Pro Series® Al2lg 25,
Telnet/SSH 22 £= & Ul Ol X504 € M 2+ ELIC
(M4 s

Change password : /system/changepasswd

User root
Current Password [

New Password

O | | |

Confirm Password

N

28 53 HAFE HY

5.4. &X| 0|5 (Device name) &%
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Pro Series2 Z2|E o NME2=Z ZHH| 0I5

S A
ayg «

UAsLILH T& 5-54= #X 018

A FHALICE AFEXIE Device name2 1 E8HH ©/H Pro Seriesl hostname £5F HAE LI

Ct.

Device Name : /system/device_name/

Device Name

PS410_Device

Eae) GSarmitanplug)

Copyright 2005 Sena Technologies, Inc, All rights reserved,

g

Device name

230 3% 2X=

Manager?t 22 2t¢l T2 )0 M &l

Pro Series= &M 2 2 A2t HE2E

S0 ol = XIS LICH

/& 5-5-78/5-5-2

20l ArSXts M €

5-4 &1/ 0/1& &&

0l EIX &&LICH £8t Device name2 HelloDevice
AlEg o AISELICH

22| ELICHL PSx10W AlH & &3 HdF2 e &X

Date and time : /system/date time/

Use KTP
Date [mm/dd/yyyy] 05/26/2005
Time [hhimmiss] 130842

Save Save & Apply Cancel
A

18 55 EH A2t &F
9L AIZE EFO U2 5-6-72/5-6-1t 20| NTP(Network Time Protocol) AHE 018 =%
NTP JISE AI20t=E &Z&G6tH, Pro Series= AMAES THAIZE [HOICH NTPABOIA @R &
A2t BEZ2 JIMSLUIC NTP AMBIZ 0.0.002 &X5IH, Pro Series= LCIZE NTP AHE
AEEILICE. 0 Z0 Pro Series= WESIZE SollAd EHHMH HZBZO A0 SLICH
=P\ =

87

(M4 U




Date and time : /system/date_time/

Use NTF Enable vl
NTP server (0.0.0.0 for Auta) 0000
Time offset from UTC (UTC + [x.=]hours) oo

MTP Manual Restart

Date and time : fsysterm/date_time/

Use NTP
NTP-server (0.0, (Hor Auto)
Time offset from UTC (UTC + [ x1hours)

-0.0.0

ii

72/ 5-6 NTP &&
575.6. &8 =J|§ (Factory Reset)

t= 0l

=g

AHEX 0lZct0d & Pro Series? H&ES & &6t A2 &dHZ ZISE =
USLICH (A2l =& ol 2|Ml AQXIE 0l8ot0 882 =JIst & &5 USLICH)

Factory reset : /system/factory

Except IP configuration O

[ Factory reset || Cancel |
A

J& 5-71 &% £J/3} (Factory Reset)

5857 &43F zel

MNEXt=

HTTPAHOIA &3 3

= S 28 &
=

=
=PI
=

=

2Z O
U= =
2E =

cC
ot

o2 mMYsEEZ2 BH(Export) = UL

&l
Ol2t(Import) 8XH &8 FEZ2 2ts =
5

Hu

N
==}
>
n
—
T
x
T

X
i
<)
ojo

P

[Aw US: 7120, SOIMT|: Ljoj#T|: 5 BA}, Y= J
o : |-

A SH2I|(Impor)E & I fIXI =HO0AM "Factory default"'S SEGHA AHMUE =D
g HF¥2 =38 & UsUDL 22 580ld £F B2l U2 S0EUC0. 8% IEE (MA2g: 2B o2 B )
= - _ - - _ HZAS IE 3
BUIDI(Expor 3Lt S012 71 (Import)5H2 & 1S THI0IEISS MEGHH £FeH0F LICH LR EL )
« (M4 Udg: 50427 & & 0cm )
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Configuration management : /systerm/configuration_management

Configuration Export

Encrypt : Mo«
File name : ‘CUHﬁQ H.tar.gz |

Configuration Import

Location ® Local machine O FTP ar HTTP o Factory default

Configuration selection

O select all

O Metwork confiquration { O include IP configuration )
O serial port configuration
[ Systern Configuration

Encrypted : O
URL :‘ ‘
Local path :| |[ Browse... ]

< [MA US E0MI A B 0cm

S33SE BLUiJI(Configuration export)
2 S3SHEncrypt) : Yes £&= No.

2 YH(File name)

HFFE S0 2|(Configuration import)

fXl(Location) : =0 2J[(Import)& < Xl. Factory default& &EHotH =J| Jl2 &3
s = ASsLICL

HFHFY HEi(Configuration selection) : 0{EH ZR HFNHLBE

ZEELICH

o

0 2JI(Import) & XIS

un

2tS3HEncrypt) . SOH2II(Import)& <IXIJt Factory defaultOl® OI2 I&2 FX
2&LICh

URL : IXIJF FTPor HTTPY M I =AE M0 FLICH.
22 MA(Local path) : 9IXIJ 22 HAY [ 22 HAA 2LHII(Expor)s IUAS F=
%2 =9 BLCL

Configuration management : /system/configuration _management

Configuration Export = 5.8 X Z
Encrypt Mo«
config tar.gz

xport)otcA S TS EXE MELICH

s
2. [PEMEOrE st
3. [I_Eug(aggr!t] %L%al o ﬁ‘né"_ LICH O FTP at HTTP O Factory default

V) ) o
onfiguration-selection

O Select all

[ Wetwork configuration ¢ [ include IP canfiguration 3
O serial port configuration
[ systern Configuration

Encrypted : (]
URAL :‘ ‘
Lacal path :| |[ Browse... ]




SLHI|(Export)E E&FFEE S0 2)|(Import)otei® OIS EXE OELICH
1. S02JI(Impor)E RAXE HEELICH
2. S02J[(Import)e SHEZE SEAELICH
3. YSst @S dEELILL
4. S0 2J|(Import) Xt FTP or HTTPZHH SFIMAS] FAS URLM =0 SLICH
5. S0 2J[(Import) RAXIIt 2Z2 HAOI2H HOLE | (browse) HES S 6tNH

SWH2I|(Import) & IS MHENELICH
6. [Import] HES S &LILCL

5.9.5.8. HAO &e0I=

10

=
o el

g QIEHOIAE Soil JisgLICh xa&l

Uk

g0l gIdiolEs Al2lg 25, 83 2

geloles

&
o
n
11}
In
Rl
In

httpHwwwsena-comisuppertidewnloads/http://www.senaindustrial.com/support/downloads/ Sena [
HAOIENAM 01EEEY &= ASLICH

/& 5972598 B0 Sc0lE & AHMOIAE 20 SLICH

A2 Sol HANWE F0I&dtedH G282 EXE WSUtt
1. JO0tEI| HES SEGHH =& HANA HHOILH2IE SERELICH
2. dEE HAEOZ A0S SLICH
3. 2d0IEE Ot& = HAMEES HESH)| /AWM AMAEOl MHAIEE JLICH
[A-I&I AUAS: 2E: 2, (Intl) Times New Roman
Firmware upgrade : : /system/firmware_up
File Upload 1] b1

| Upload Cancel

Copyright 2005 Sena Technologies, Inc, All rights reserved,

& 59 &0l &50/=

LR

BAOE L0IEY I 3F 22 L= Alclg 22ES MBoH)| fIHME TELENT/SSH £=
HOIE oigdold Zzg0l z28 d&5 Z2EZSS KJAGH0oe SLICH /0 21d 0=
S0c olde SZBLE2 !Xt UL

A

=

{0
rH

£2 0/26t0 HANWE LolE &l M= T2 EXE GEUCLH
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http://www.senaindustrial.com/support/downloads/

z4 BAAHE FELICH

TELENT/SSH = Al2lZ 2 ZEES AE610f HOZ olgdold Zzius
C12BHLICL.

(A2l 2 ZEEZE 0l8g AL agsl 2 2222, Telnet F&= SSHE
AE5HIIE AFELICH)

75/ 5-107&-5-10-0 20l A AW L0IE BiwE LHELICH

se @me2p 2 541 0 2ol 2ide zoo meems gssiole — (MY U

Rd
s
30
mlo

t m=folof (5

Ale|g 2£E At8s BFol &340/

28/ 510 2% &

fr

< (My s EE
2810l MAIASS 2D 72 51172 5430 20/= MY 728 TD2ezs
H9I0f HrolL2l MUS FMASHLIC
IOYO0ISOE BUD BA ASS MR350 Sloh AIAE0l WAIRE 24eLICH
B0l HIY0IES A6, Pro Series= 78 5-12H3 olal HAIKNE HAIE MA AS: 2 7I2AE

HLICH S8t ProSeriese= S EHAIH HAES SXGHA ELICH
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COMMAND (Display HELP : help)>3

_] System administration [

. System status s

v

]
2. System logging et

3. Device Name @ P (F)?nwn\nad

g: Eﬁ;ﬁgi”ga;'sﬁgrd D:#Download#PS.ima (EEE)
6. User Administrat| ZEE2@:

7. Factory reset Zmodem

8

. Firmware upgrade

[ 2H2E ) =20 F

COMMAND (Display HELP : help)>8

_] Firmware upgrade [

Do you want to upgrade firmware? [yes/no] ves

Transfer firmware by zmodem using your terminal application.
To escape, press Ctril+x

? CCCCCRO00023bebleive. »+BO00000023be50

HZ 00153 | AHS AN | TCR/P

[num |

& 5-11 Z22& (HyperTerminal) £ 0/&8&* Hi0/H2] I} &
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1 Firmware upgrade [
Do you want to upgrade firmware? [yes/no] yes
Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X
**B0££f000005b157
**B0££f000005b157
**B0££f000005b157
**BO££000005b157
Firmware upgrade failed !
Now reboot ...

18 5-12 &F0 & Icd0/= AW HAIX

=
S S
AMAE 2e| Hi=0le 2328 = g4 d&e ZEWE 21

(M4 U

User administration : /system/user_auth/

User list

No, User ID Port 1 Port 2 Port 3 Port 4

1 |usert O O O

: @ ] @ O

3 |user_all [[REMOVE

NEW | i O O O O 20D

A

& 5-13 ZE MEX 22 O+

FY. J|E TN AILE ZE/IME ZE MENE SF L0 JAX SLICL AILE 2/ ATf
HEQ 2701518, AIAE Z2/XF ID(root) E ZE AEI 22/ =0k ESH0F &LICL

EE MEXNE FIE 20l g AMEX2 2S(password)S &
HSO0A GHE AIEXS HESE

0x

45H0] MM E ZEMER 22
SSELICL ¥ J& 514 ZE MEBN LTIE zE
J

X 28 biwJt UEtgUth o

& USLICHL

93



User list — 1 : /systemyuser_auth/user_list/+1/

User ID

Pazgword
Password{confirm;
Port 1

Port 2

Port 3

Port 4

DDD!HHi

(o) S ) (o)

8 514 BE NEXN ST
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6. AR SH

Pro Series & QIEHHOIA= AAE SH 3HHZS MSELICH A
fZ25t0d Pro Series HI22I0 MEE SH
Alelg ZE SH= link layer, lo, eth 2 AlelZ ZE

EH =
CP & UDP SJl= TCP/IP Z2EE2 442 D2 €8 QASH et AH8S SHE LEH-LICH

o

(]
o
2
m
i
Jo
o
]

A

—

6.1. UIEA I HOIA(Network Interfaces) Sl

HERZA HHIOIA EH = Pro Series?l local loop back interface 2! lo 2 Pro Series2 J|& Ul

E3 QUHMOIAQ etho et V2 UWESRZ AHMOIA AFSS LIEHHLICH

Network interfaces statistics:

Interface lo eth0

Receive Bytes 50386
Packets
Errors
Drop
FIFO
Frame

Compressed

o o o o o o o o

o o o o o o

Multicast

Transmit Bytes 68026
Packets
Enors
Drop

FIFO
Collisions

Carrier

o o o o o o o o
o - o o o™

Compressed

J&8 6-1 WIEFT CIHB O/ S
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6462 ANelg ZTE SH

Aclg LE SHe= 32942 Alelg ZEQ AIE S, Baud rate €3 & 2t ZEQ ¥ AEE U

EfRLICE (@ :On @ :Off)

Serial ports statistics

Port Baud Rate T« Ax  RTS cTs TR DER co
1 9600 ] 0 Qo J " &> E )
2 %00 i i Q 2 Q @ 2
3 9600 a a Q 3 Qo > 3
4 9600 0 0 Q ] [+ & P
78 6-2 Al2/IZ EE &
6.5.6.3.IP SH
IP SH 3HE IP ZZ2EZES AISoI0 /20 e A E2E HMI3LICH XNfE=s 2«
2ol mictoleol thet 2o 2 &892 s 25Ut
Forwarding :
IP forwardingOl enable S£= disable &EHQIXI O
DefaultTTL :

J|& TTL(Time To Live)
InReceives :
¢ E OolHOgy =
InHdrErrors :
I 2FIF UACHD ==41E CIOIHOES ERE
JIEF 2% 0ld, TTL =1 §)
InAddrErrors :

T QFIF AJACHD =4I COIEHOBS ==

X 24 (checksum), ¥ Xl 4= HE EH,

ForwDatagrams :
Forwarding & CIOIE &2 =+

96

LM

(M4 s

F
N

(Ma s

=]
A




InUnknownProtos :
QIAMGXl &1 E£= X
A
e

Ol 0gel

o
n
-
1)
o
I
Hu
HM
U]
(=1
N
2
Ho
2
{0
>
0
2%
b
e
0x
0d
i)
10
Hu
1
>
al
[l

InDiscard :
ZZ2EZ &2 2 Els 2AZX LAXL RAIEE(ME SAH, HHH 322 252 29l) &
2 IP oIHOEe =

InDelivers :
HEE =4 oI~ &

OutRequests :
HESIEE QAE =2 HOIHI#S £ Forwarding & HIOIHIO&#S = HMeE

OutDiscards :
SAE == OoIHO#2 =~ H
M= 2= OOoIeHIge =5 I
Olet 22 222 Al JIES 2U=F

OutNoRoutes :

=]

=2
S

o

on

o EXEN 20| SHIZ &0 X HAXG 2
0l =& Forwarding & CIOIE &Sz 2t AKX

te CIOIEH Q&9 =5 Z&E.

10
=)

o

[e]]

destination IP F=A0 XS5t <

2 HIl MeE.

]

Z2IF ¢ACX @Z2 Ooleagel . 0lgl tolg1d

ReasmTimeout :
OB 08 280

r
AIZHOI SEESHR] o

[=)
n
i
%
S
Q'E
rir
9!
0F0
>
=]
e
il
o
%

0

CEs =, LIHX ciole 0

Z2, HOoIHOd82 Il M=23.

tn

ReasmReqds :
M0l 28t oIS =

ReasmOKs :

43Xz MAE oolgagel +
ReasmFails :

HAE = gle OoleOge =
FragOKs :

H4ZBHCZ fragmentation & OIOIE{ &2 =

FragFails :
IP Sl 0l no fragmentation0l FAIEI A MHE0l fragmentaionOl Z RSHAISH & = gl= OO0
EOo . 0l24& ol OdE HIl H2&.

FragCreates :

MHE fragment &=
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[A'I’il AZ: 2&: 28, (Intl) Times New Roman

IP statistics :

Forwarding 2
DefaultTTL 64
InFeceives 222
InHdrErrors 0
InAddrErrors 0
ForwDatagrams 1]
InUnknownProtos 0
InDiscard 0
InDelivers 213
OutRequests 203
OutDiscards 0
OutNoRoutes 0
ReasmTimeout 0
ReasmReqds 0
ReasmOKs 0
ReasmFails 0
FragOKs 1]
FragFails 0
FragCreates 0

J8 6-31P &7/

6.8.6.4. ICMP S

ICMP S} 3tHE ICMP Z2E22 M8 SHl EEE M3

2 St Z2&LIth

el
c
o
N
=]

tetole el g9

He
iz
02

ton

InMsgs, OutMsgs :

28 E= HEE WA

—T s T

+

InErrors, OutErrors :
=4 = dESE AR %=
InDestUnreachs, OutDestUnreachs :
4 L= JSE SHX Lotk 28 HAIXIL = SHEXN Lot 28 HAIXI= dl

OB &0l /=8 SHX0 ZEdtA 2 ot =2+ Al

< (MM Us sAaTEE 0 32X

InTimeExcds, OutTimeExcds :
time-to-live(TTL)E Ztol= 4 L= HMSE HAIXIL 2. time-to-live(TTL)2l 2tZ2CH &

ctRE =2 SUFI| 20 HHAX= =2 time-to-live(TTL)E =18 BIAIXIE BIAIKIE 2
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H ZREHZ BEUHE.

InParmProbs, OutParmProbs :
=8 £= ASE HAIX S Oteto

HOgo 1P ot H20A 2F0F A= =2t DAl

m
=2
o
&l
N
ng
0=
ror
=2
>
bl
10
i
[a]
H0
@
[
oA fo
[>
Im
S
g
o

InSrcQuenchs, OutSrcQuenchs :

=8 = MEE AA Quench MAIXIS == AA Quench 2F2 WA &85 HIES 22 A
=

InRedirects, OutRedirects :
24 £ = MEE = Redirection HIAIXIS 2=,
Al

MASH AREHZ BUE.

a
it
o

2Ot 2ALE 0l HAIXE BAIXIE

InEchos, OutEchos :

S8 = 48 echo 239

1

NEchoReps, OutEchoReps :

S8 L= 418 echo SE2

il
4

InTimestamps, OutTimestamps :

w4l L= 8SE time-stamp RES| =

InTimestampReps, OutTimestampReps :
w4l L= 8SE time-stamp €2 =

InAddrMasks, OutAddrMasks :

48 E= MEE F 0pAI9 £

InAddrMaskReps, OutAddrMaskReps :

=4 E= dESE =2 0tA3 SES

A
-
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(M4l lg: 22: 28, (ntl) Times New Roman

ICMP statistics :

InMsgs

InErrars
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrvasks
InAddrMaskReps
OutMsgs
OutErrors
OutDestUnreachs
OutTimeExcds
OutParmProbs
OutSrcQuenchs
OutRedirects
OutEchos
OutEchoReps
OutTimestamps
OutTimestampReps
OutAddrMasks
OutAddrMaskReps

O 0 o0 00000000000 000000000 oOoO o

J& 6-4I1CMP &7/

TCP S stE2 TCP Z2EZ22 A8 S E=2E MSELUICh 2 mietolige 3o & 8%
ChSt &Lt
RtoAlgorithm :
A& Z0! retransmission time-out (RTO) 210e2l&. MAS 20e&E2 U3 & & otUE
JHE.
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 £5 B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Zl4 RTO 8t (ms).
< (MM Us EE S0~ 2
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RtoMax :
Z|CH RTO 2t (ms)

MaxConn :
Z0 A2 NE >

ActiveOpens :

i
SEXol A9

ST

PassiveOpens :

A
LEmol o129

AttemptFails :

2jet H& A=

EstabResets :

Hazdoz dgd

=)

CurrEstab :
Sl dEgE od

InSegs :

#=AlE segment &=

OutSegs :

HEE segment = M

RetransSegs :
MHESE MOHE

RetransSegs :
HESE MIAHE

OutRsts :

Reset Sci It €3 EH0 dEE AIAHES

i
10

i

&E segments Z& &K

4

(M4 A

Fo
i

(M4 2

W

T

o

X
i
<)
ojo

o

Ao

x
i
32
Ojo

T

Ao

(4

30
oo

T

Ao

LR

w0
Tt

Ao

(Ma s

T

Ao

(M4 A

T

Ho

BEEES

T

o

(M4 2t

o
r

Ao




TCP statistics :

Rtoalgorithm 1
RtoMin 200
RtoMax 120000
MaxConn -1
ActiveOpens a
PassiveOpens 20
AtternptFails a
EstabResets 3
CurrEstab 1
InSegs 194
OutSegs 213
RetransSegs 0
InErrs 0
OutRsts 0

A

& 6-5TCP &J/

6.10.6.6. UDP SH

UDP SHl 32 UDP Z2ESES MEot=s 3! £= HA0 28 SH EE2E MBELICH O
cHOll 2+ OHOHB =2 o & &ZYHO0| L ASUITH
InDatagrams :

=4IE HoleHOge =

NoPorts :

AN&8&E LEJ |KEoHA 20t Bl M2E =4 HOoe82 =

InErrors :

F4lE QF CoIHOge +=

OutDatagrams :

H&SE Oolgadel =

UDP statistics :

InDatagrams
NoPorts

InErrars

o o o o

OutDatagrams

A

& 6-6 UDP &H/
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7.CLI CtHUHA

71 N8
root AtXt= AIAE & L= Telnet/'SSH 22 LS Sdi Pro Series®l Linux 22 HMEet
ol SIEHHOIA(CL)N &= & £ USLICE CL MM USE ALEX= EE Linux 2SS S50
Pro Series & EHE ZIAIGtLD, &FS HEGSILD HE AMEsS HEE = USLICH
7.2. SdiAl 4
Pro Series WS ZSciAls Ot ZEQt 201 FAELICH MEX= /var CHEel 2Ol Us
ool 2 = JASLICHL WRESs = 0ld MU SH=dl §20t= A E Pro SeriesOl &=
=X ¥SLICH DL, 2t X MLSH 822 ot1) savecont FHEES AYMSHUIH, &3
o2 HEEN WS SHAl Hi2e S¥9ez MEZH, MREsH 0 WE0l H#EEAH Lt
[tetM, RSSOt 2H HZEGHH Pro SeriesIt SHIE2H SXGHA %22 = USLICH =AY B2,
Pro Series)t 2 S5tA 2 =& JUSLICH

Block Type Mount point Size (KB)

MtdblockO Bios None 128

Mtdblock1 Kernel & ROM file system / 1024

Mtdblock2 CRAMFS (Read only) /mtd 2880

Mtdblock3 EXT2 (R/W) /enf (normally 64

unmounted)
Total 4096

7.3. XN = Linux |EclEl

7.3.1. Shell ¥ shell utilities:

cat, echo, more, pwd

7.3.2. File ¥ disk utils:
ls, cp, mv, rm, mkdir, rmdir, touch, gunzip, gzip, tar, df, du, vi, e2fsck,

mount, umount

7.3.3. AIAEl RE2IEl:
date, free, hostname, kill, killall, ps, reboot

103



7.34. U ER3 RECIE:

ifconfig, iptables, route, ping

7.4.CLI 561D]

Aelg 25

1) PCOl Al2l¥ ZEQ Pro Series? 2&

2) PCE HOIE dlsdiold Z2OHES £

3) PC2 Alelg ZEE

4) <enter>& S&LICL

5) Pro Seriesroot HE2=2 Z QI LICH
Telnet 2:

1) telnet Pro Series ip address
SSH 2%

1) ssh -2 Pro Series ip address

T : Pro Al2/ZX& SSHv2 protocol 8¢ X/ BILILT

104

oo

"

Ul




B 1 o

—

A 1.1 Ethernet Pin outs

Pro Series= AT&T 258 R#&AS T8 HYUHQ EE Ethernet HUHE MEELICH H A1

g e Mas 20SLICH

o
e

g
(8]

A

& A-1.R)5 F/ElE9 B I

HZ A-1. Ethernet& RJ45 FHEES ZI g5

o = A
1 Tx+ e Sl
2 Tx- =2
3 Rx+ =A7 Bl
4 NC A
5 NC Ea N
6 Rx- = A
7 NC ZAHE BT
8 NC 2HAH

diHo B XE2

LICH

12345
00000

\ cooo /

6 7 89

J& A2 FHEES B I
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A2 ZL 2 AC/g ZFEE RIS FIYH B g5

MY UE B

M4 AZ: EF, ohF et2tnte] Atolof B o|X| L+

| MA e E
A1l3 OlHY ZHE
HellaDevice Remote Host
R3] 4 p F+(T)
Fx-(6) 4 p R-(6]
THH1) 4 p TuH(1)
Te(2) 4 p L(2)

& A3 IZ2A2H 015 FHO0IEE AtE: 0/1L% FHE FZ
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HelloDevice Hub

R+(3) Rx+(3)
Ry-() R¥-(8)
Tr+(1) Tr+(1)
Tw-(2) Tw-(2)
Remote Host
R+ 3) Rx+3)
Ry-(6) R¥-(E)
TrH{1) TrH(1)
TH-(2) Tw(2)

JE A4 £AECJJOIE OILS FO0IEE AtESt 0/1L5 HAZ

Al4d ANelg tid =

A14.1RS232 AlEIg HHHE

HelloDevice Serial Device HelloD evice Serial Device
Tx(3) »— Rx Tx(E) » R
Rx(2) < Tx R3] —t T

RTS(7) pl— CTS RTS8 M— CTS

CTS(8) < RTS  CTS(1) -+ RTS

DTR(4) $— DSR [LCTR(T) DSR

DSR(6) —{« DTR DSR(Z) —14% DR

GND(5) —« pl— GND GHD(4) —# GHD
RS232

J& A-5RS232 A/Z/& HLE
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S22 2 Pro Series &3 I

A 2.1 portl.conf

A 2.2 filter.conf

108



A 2.3 snmp.conf
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At

g3 2

g

Hl

E Bs

rr
O

2l ZTE

S 22 30tK HZ2 & Ll

il

fob

ZE(Well Known Port), S5& =ZE(registered

port), S&(Dynamic) F£= A& ZE(private port)d L= £ USLICH & LW ZEE=
0~1023EtXl OIH, 0I01 SEE ZEE&= 1024%2H 491510tKI2 ZELLICH S&H 2 A4
ZE= 491522 H 655350 K12 ZELYLICH
& 2d ZEE IANADE XIEE A2, HREE2 AAHEUAME AMAE Z2AHAL EE0
SiJtEl AFSXOF st T2 0 QoM AFSE = JASLICH E Ab-132 & i XE
HS 2 LS B0 SLICH XMIE LHES IANA ZIAIOIES L E6HAID] BHELICH
http://www.iana.org/assignments/port-numbers
HZ A3 & 2HN FE Ha
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UDP

49 TACACS, TACACS+ UDP

53 DNS UDP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP UDP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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http://www.iana.org/assignments/port-numbers

22 4 Bios Ml T22 OHHA

Adl iR

Hl& Al, 7 SE22 TFTPE AIE6tH Pro SeriesE =76t AlAHE GIEANHE
LEol=s 2HS MBELICH Pro Series X0 &0l 22& % 3% OILHM ArEXIt <ESC>
F I )BOZERH, MEXs=E
A

E 2 firmware Z1I0IEE

Select menu

1 RTC Configuration

2. Hardware test

3. Firmware upgrade [S/W Version : v1.0.0]
4 Exit and boot from flash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

8 A-6Bios B9/ T2 K2 Bt HOIX
A43RTC &3 U=

RTC €3 DHI=E MEE2ZM, AFEXHE Pro Series2| AIAHE AIIE 238 = UASLICH
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& A-TBios U7 ZZ23& f°/ RTC &&

A4.4 StERIN HAE %

FERIO HIAE BwE AMS0H0 ot=90 78 45 HAEZ = ASUCLCL
A

5
Z2 3JHA2 SIEAN HAE 2201 ASLICH

(S HAENAM A2 HAE 8
(

ol
NS HAENAM AR HAESE AIEdH &)

DENAM, B SAEMY IP F4)9 ping HIAES}

MBI 2E(NE HASWAM T HAE 90| +MEhs Heisis AL, AN <dr-c>
JE w20 ENK KNS HAED p=Exoz AHIUC. 0 RSN, 2= SAEMH IP
Z=4)9| ping BIAE® UART HIAED} +#EX 2&LIG

MBI 2E(UHS HASNA 2 HAES AIRS 2382 Msls 22, AT} <cri-c>
IIE £2I| MIA KNE HAED} B=EHOZ UL, 121D, 82 SAEKH P F4)
ping BIAESQ UART BHIAED} BHEROZ 480
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9

Ethernet 2 UARTU/AI EIAEE FES =+

Ethernet H0/E& Bt=A| S1Zo/0 XY /9 HE
A 5

gotdf, AIEAHE Pro Series Ethernet ZE0
Pro Series® ZE& A/C/g& ZEO SZ0/0F
gIL/C). &35, 2:5 1P F4 Jb BFEAL 2lOj0F EBLICE JIE AHS 1P
FAE 192.168.0.128 0/0/ 0/ [Firmware Upgrade] O£ Al&ot0f #Z& + QZL/ICH

-

DX o8, HAEZ FHES g + ASL/ICL

& A-8Bios U7 ZZEIZ {9 ol=R0 HAE O
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AZXIL [Auto test]S HEIE BR, ZE SIE/ANH FE QA0 OE HAEI S22
+=dFLICH
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Port # 4 (Internal) | UNKNOWN | FAILED | SKIPPED | SKIPPED
Port # 4 (External) | UNKNOWN | FAILED | FAILED | FAILED

Hardware test is end. Press any key to return the test menu!!

7& A-9Bios Ui Z=208 LHS SIERAN HIAE 3H

2t OIERIN 24 24 HAEE fIdh, AHEXH= <ESC> J|E =2 HAEESE 2UHE =+ USLICHL

Select menu

Test Mode - One Time
Auto test

DRAM test

FLASH test

EEPROM test

Ethernet test

UART Mode test

<ESC> Back, <ENTER> Refresh

mm»wwpo

**xx*kx*x Hardware auto-detect and auto-test ***x**xx

[DRAM]
DRAM TESt —mmmm e [SKIPPED]
[FLASH]

FLASH = TeSt —= == == [SKIPPED]

& A-10ESC J/& AtE310f S& HI2E 25/

A 4.5 Firmware upgrade 0%

Firmware upgrade =& AME&82=2M AMEX= EXIQ firmwareE SdI0IEE = USLICH

&, AL2X= 0ie Ol HOIXIS e &= 32 ME5te &X
USLICH firmware upgrade 0 Z282 A firmware 22 E
LICH AFEXIL TFTPE 0I836t0 firmwareE U22E

st X2 IP FAE EFoi0F gUO. EXI2 JlE IP

N
pal
=

firmwareE & cll0l =06t

firmware HH&S &tolg
o TFTP Z2EZ2

42, AE2les

192.168.161.5.2 LICt.

un

ol
pal

=l
2
i
EN

L ) +>
>
0
©

w
Mo
1
fr

Firmware upgrade 2| Z<, [Server’s IP address]2 £&&& MHOU BtEAl [Firmware File Name]=

AAFE firmware DY 0l BFEAl ETHGHOF & LICH
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& A-11Bios U+ ZE£72 Lf< firmware upgrade &+

AMEXIb [Start firmware upgrade]E S&ict= B, & HAIXIDL SSHM LIEFELICH AFE XDt
£ Y HotH, Firmware upgrade T2 AIAJE AIFELICH Ol2ist Z2AA= 222 MMA B

‘yv'S

=X @sUCh

(18]
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&' A-12 firmware upgrade ZZ A4

firmware upgrade Z2MAJL 22 ¢ H, T2 02 43 HAIXI MW OIS CHAl LIEFELICH
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22 5 Serial/lP2 Pro Series AIE056}7]

A 5.1 Pro Series® Serial/lP2] & Hl1

I A-4 Pro Series vs. SerialllP &4 s34 #Z HO/IE

Serial Port Configuration of Pro Series Serial/lP Configuration
Cryptography
Host mode Configuration i . ) Connection )
Configuration Credentials Security
Protocol
Host mode Telnet Protocol SSL
No login Raw TCP
TCP Disabled None ) ) Disable
required connection
No login
TCP Enabled None ) Telnet Disable
required
No login Raw TCP Negotiate
TCP Disabled Enabled ) )
required connection SSLv3/SSLv3
No login Negotiate
TCP Enabled Enabled . Telnet
required SSLv3/SSLv3

Pro Series= SSLv3 2t2 XI& S22 Serial/lP= “SSLv3 or TSLv1” £= “SSLv3 only” &892
&3 Z|0foF &LICH

A52 HZ OlAl - Telnet ¥ SSLv3 encryption

Sl 1. CHSDF 20l 18 Alelg
JHost mode = TCP,
Port number = 7001,

IE

u
fol
[>
Im
3]
In
Hu
iz
0
el
c
=

Telnet support= Enabled
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Host mode configuration : /serial/+1/hostmade/

Enable/Disable this port iEnabIe e
Port title Port #1
Host mode configuration
Host mode TCP E
Port number (1024-65535, 0 for only outgoing 2001
connections)
User authentication E@a
Telnet support fEEBIé |»
Max, allowed connection (1-8) g
Cyclic connection (sec, 0 : disable) 1]
Inactivity timeout (sec, 0 unlimited) 1]
Socket ID {for outgoing connection)
TCP Nagle algorithm Enable/Disable Disable [v|

Remote host
Cryptography configuration
Modemn configuration

Serial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

J&8 A-13 24AE P& FF

@A 2. OsSH Z0ol 18 Aeg EE

£ <5 Jlggez HAE  (Cryptography
configuration) & L|Ct.
SSL enable = Enable
Cryptography configuration : /serial/«|/ssl/
Enable/Disable this port Enable

Host mode configuration

Cryptography configuration

35L enable

Serlal port parameters
Modemn configuration
Part logging confiquration

Part event handling configuration
& A-14 &37/5 & Z( Cryptography configuration)

= 3. Open Serial/IP Control Panel2

Im
o
O
[
ol
NS

1), Pro SeriesQ 181 Al2lg X
=

o
25t= COM ZEE “Select Ports” HES =2 SMEELICH

119



ct

)

A 4.
HH)=s

— Serial/IP?Cantrol Panel 4.2.3

Tacca ===
car, IR

Select Ports...
Part Monitor. .,
Licensing,..
Advanced..,

— Settings for COM18
IP &ddress of Server: Port Number:
1192,168,4,11 {7001

Caonfiguration Wizard, ., I
O

Please selectthe COM
ports you would like to
redirect to Serial/IP?

CICOMS
TICOMID
©ICOMI 1
VICOMI2
VICOMI3
ICOMId
VICOMIS
VICOMIB
VICOMIT
VICOMIB

v

Cancel | Help...

1) LT Tnoueiirestape

I~ DSR always high

I~ DCD always high

I~ Restore Failed Connections

- Becurity
v Enable

|SSL Version 3(S5Lv3) v | ‘

Close I Help... I Bbout,.. |

Enter A2

72/ A-15 Serial/IP Control Panel 0/41 Z&E

IP
ZEGHA

ol
=S

Z=2(Pro Series IP

Fa)Q EE

Aot s 201 T

Credentials = No Login Required,

Connection Protocol =

Telnet,

Security = SSL Version 3 (SSLv3)
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_ Serial/IP2Control Panel 4.2.3 X
—
Tacricat A

1670] 1) — Settings for COMI16-

COM!% IP &ddress of Server: Port Number:
COMI

COM14 1192,168,4,18 a1

o Canfiguration Wizard,,,

COMI18 -Credentials

@ Mo Login Required

¢ Use Windows Credentials
< Prompt on COM Port Open
~ Prompt at Login

¢ Use Credentials Below:
A [
Paseintd I
Connection Protocol ————————————————
Select Ports. ., ¢ Telnet with CR-Padding
" Raw TCP Cannection
Port Monitor...
-COM Port Options
Licensing,.. [~ DTR is modem escape
I~ DSR always high

M [~ DCD always high

I~ Restore Failed Connections

-~ Becurity
[ Enable  [SSL Version 3(SSLv3)  v| ‘

Close | Help... ] Abaout... |

72/ A-16 Serial/IP Control Panel 0/ A1 It2t0/EH &&F

S 5 HOE NS08 Z20¥s 210 ASole COM ZEESE WEELICH DY,
MEXt= OrXl XHAl9] PCOl U= COM ZEWAM HOIE ogdold Z2#8s
ArE38HX 0l Pro Series2 Alel

e
Hl
Im
1]
>
0
g
I

USLICH
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\LMHJ

A
Tera Term: New connectio =5

" TCPAP

Semvice

Host:  [192.168.4.11

: € Telnet TGP pont#:
(ol |
€ Other

Help l

s

& A-17 Serial/lP £ Pro series 9 A/2/& HZE0Q| HZ o7/

A 6. ALEXts

ZUESHAHU =H

Serial/lIP2] Serial/lP Port MonitorO|L} Trace windowZ &2&

SF A
Mg 5

O] £
ME

_. Serial/IP?Port Monitor 4.2.3

File Edit Help
TAc 1/CAL

Activity  Trace |

software

III!RFI

LICH

23:06:46.140
23:06:46.140
23:06:46.140
23:06:46.171
23:06:46.640
23:06:46.640
23:06:46.640
23:06:46.640
23:06:46.640
23:06:46.640
23:06:46.656

Clear

CON16
COM16
COM16
COM16
COM16
CON16
CON16
CON16
COM16
COM16
COM16

v Enable Trace

S5L
S5L
S5L
35L
S5L:
COHN

DTR:
CTS:

initialization proceeding
initialization proceeding
initialization proceeding
initialization proceeding

RC4-SHA at 128 bits

Port Control negotiated (RFC-2217)

[2.

Server connection negotiated
FlushTX
FlushRX

1 RTS: 1
0 DSR: O

E3]

v Hex Display v Auto Scroll T Always On Top

72/ A-18 Serial/IP Trace Window
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