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otMet HIOIEH w&s Rote MR =K8t HE2AH0IEsS fiol, STS Alel== dolH

gsstE @8 SSLv2, SSLv3, 2l TLSviS XNJELICH FIb JIs22Z, STS AlelX0
OI&otAl = OO0 8EH0 S0eE A= Ul 2o IP =2 E2HE JIs0l M3 0
USLICH
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STS Al2lXJt YeINoz Negs 20fs CSD ZSLUICH
- MY XSE
- AR E(POS)
- R AT L CAZY O
- 99 AU=s3 ¥ 2o A|AHE
- 2Bt CI0IE & HZ2IH0lA
- oEE E2lHoIM

STS AlelZ&= RS232 Alelg HHIE Sofl 2cl, Z2Al, 8, 12ll ol =838 & = Us
OlgtH el & 22l JlsS MLt

2 WrEE 0/ofotdE AI8Ats CIHY ZEEZ 2 Alclg S40 U HEE 0l F
=5t 200k EILICH.



1.2. 21X M3 elAE

- STS Mg = o) ¥
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- Quick Start Guide
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1.3. NS AL

STS800 STS1600

Alelg QIEHolA 8- E 16-£E

A2l =% 75bps ~ 230Kbps

[ol

g HOo:
SIERINH RTSICTS, 2ZEO Xon/Xoff

RJ45 74l E]

>
o

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

28 HMI0: DTR/DSR and RTS/CTS

Network Interface RJ45 Ethernet HYHE & =St 10/100 Base Ethernet
18 24 S IP =4 X
I2EE - ARP, IP/ICMP, TCP, UDP, Telnet, SSH vl & v2,

-SSLv2&v3, TLSv1

- DNS, Dynamic DNS, HTTP, HTTPS,

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoE, SNMP v1 & v2

PCMCIA CIS PC 2tE XI&:

ATA Zdi= 22l 3=
802.11b 24 & 3=
10/100 Base-TX & JIE

2 =
-Rel AMEX ID 2 2S5
HTTPS

2ot B0l AEHMHOIA: SSH

OOl &3 SSLv2/v3, TLSvl, 3DES ¥ RC4

P EE

SCP
Modem emulation AT H3O N&
=z AMelg 22& EE, telnet, &, HelloDevice Manager

MM X2 Windows 98/ME/NT/2000/XP

NAE 22

8 2718 I=s2=2 emaill 8

0o
telnet, 2= £= & 2HHOIAE Sst UR2Z2E Jts Jls

&S LED Power

Ready

10/100 Base Link, Act

2t L E : Serial InUse / Rx/ Tx

PC Jt&E
] &5 2%:5C~50C

g2 25:-40C~66C
&2l 5VDC, 1.5A @ 5VDC 110 ~ 240VAC
37| 245 x 153 x 30 (mm) 432 x 193 x 44.5

L x Wx H (mm) DIN-rail mount option 19 in. rack mountable

2 (kg) 1.5 2.8
=S FCC(A), CE(A), MIC
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Of ME2 =2 IH=Z0A LEHEC2 AIZSE = 80HE ZELILL 0 E0HSE2 AHAUDY 2&H0|
USO STS Al2I=2] ArEDt 2Edt0 HZ o USLICH

MAC =2

LAN E£= JlEF WERIAAWA MAC(Media Access Control) F4A= EEES 1Ks ot=A
HSE UEHELICH (Ethernet LAN & 0lM Ol= Ethernet =42 =2 &fLICt)

MAC =4= 6Xtel OUl(Organization Unique Identifier) 1S 2t 6Xte|l o= AlE HS =2
IHE DR 12X2] o=/ HSALICH STS Al2lZ2 MAC FAE 00-01-95-xx-xx-xx0| 4,
QA BtAQ| HIEHO 2tEOl 20 USLICH

SAE

HEAIDN AZ2& ASX BFH

CIHY Z2&E=E AAUA “SAER E0s UHUHYUHAM OE FREY 28 e =0
Jlset S8 FFHE LU sA2EN=s UWERD BHaYd H=20 LRe IP =AE Fd8ot=e
S ‘2" L= “SAE HI"I ASLICH

A&

g2 o9& D2t Se & e S SEHE MOINA 20lts 2o o435 B

gEtd o2 ofLte] SHE=2 UE S8 SHIN H2ZEZ=S FELICL @2 SHI0 SEotw
HZ0 ==EHeE 2 IHE2 Az Wiz ZE % UO0HE uweELtCds Uat). &5
SCE2H0 220l 0OIF0 &2 I MEO0l ARSI D &0l SE=2E M 2L LIC

Sc0IHE/MH

Sct0IHE/MHE SO ZRH Z208, & HHIASE RFES= Scl0IHE Z2 08 REV
SE0ot O0IE Xclot= M =208 At0|9) 2HHE ZELICH

MHE ot E= 0l ZRE &2 OE ZxHEH D280 AMHIASE H3otse S
T2 HYLICH 220IHE= Z2U0IHE/AMGE 2H0 Us 2F 2208 = ASIHSLIT
HE S0, & 22N AESXs May & HOIXS A0l ot ZS2H0IHE QS ot1
As AFYUC EcteMd Mdes ZIREAS 2HUHA 2Fet HTML Igds &0 gtetele
SclOIHELYLILH RES HMelotd HTML It S Sddx= ZRHEE AHYLID
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UbDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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2. Al &otJ|

= HUlM= STS Al2l2E XS &Xlotl £Hot=s 20l ot £t

- 2.1 IHE HXHAME THE BIXI & LED HA

- 2.2 olEF0 SAZoI/lME SIS Al2lZe M, UWERZ ¥ X ¢ Y-S
SHELICH

- 2.3 N2l Z2Z0] &%5ol= ANAE 2L E£= telnet £= & UH=E AIE0t0 STS

AlelXe 2 ZEN E%ctls 2gsS 4L

AR S (120 BXS0| 2RELICH

- BtLIQl 22 /Ethernet HIOIS (I X0 EZ&HE)
- AolE IIE(IIIX0 Z&e)
- HEKZ CIHHIOIA JIE(0IaF NIC)IE Y= dtLel PC £= dlLEel RS232 Alelg ZE

2.1. IHE diolot=

2.1.1. STS800 M<E clOIOF=

8 24101 20XEsE 2AXHE STS8000l= AEf ZEAIZE {8 M 1189 LED XAl &I}
AUSLICH (0l: System, Ethernet 12l1) Serial Ports). =0 X HS M e SHZes

& & (Power), =H| AtEi(Ready) 112I12 PC IS QIHHOIA(PC Card Interface)S LIEFRHLICH 1
s M JHel & XZ= Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l1 =
AEH(Ac)LLICEH DFXIE == Al2lg EZEQ #4l(Receive)dt &&E(Transmit)S £ SLICH
2 2-10ld 2 LED XAl &Zo Jis2 HIELCLCL § IHE0= RI45 HUYHE Alclg ZE,
Ethernet ILE, STS400 2 ZE, 12l 83 4310 SLLICH

ok

@ rower ) 10ombps @ Link  Serial
@ Ready @ PCcard @ Act ®
[ ]

STS Series 2838 STS800

LEE

1&g 2-1STS8009 HE 2|0/0t=
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I 2-1 STS A]g]=2] LED X]A] #=

== Jls
System Power A0 == HELICH
Ready AMNAEO S&E ZHIJF &% HELICH
PC card PCMCIA ZXIJt &= S0/ HELICH
Ethernet 100Mbps 100Base-TX HZ0| 2 X & ™H HAFLICH
LINK Ethernet UIERI 0 A& H HAELICH
Act STS Al2l= Ethernet ZEZ SailA W0l SHL2HLF LIDtsE 24
22 830 US [[HDP Ct ZreriLICt
Serial port InUse Aol ZEJ AL S0 AZLIGH
Rx/Tx STS Al2IZS Aleld EE% SoilA IOIEIt SH2HLE L= MOLCH
2erel LI LY.

2.1.2. STS1600 Panel Layout

08 2200 20XesE 2X™ME STS16000l= AEH HAIE <8 M 1182 LED XAl &It
AUSLICH (0l: System, Ethernet 12l1) Serial Ports). =0 X HS M e SHZE=
& & (Power), =H| AtEi(Ready) 112I12 PC 2t COIHHOIA(PC Card Interface)S LIEFRHLICH 1O
&S M JHel & XZ= Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l &S
AEH(Ac)LICH OHXIY &HZ= A2l ZEQ =2Al(Receive)dt I (Transmit)S 20 SLICH

H 2-10lM 2f LED XAl &EZ2 JIsS £ &L

STS Series

1&g 2-2 STS1600° IHE cl0/0t=

2.2. ot=HI0 HZE o)
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2.2.1. J&0M HZE5HI

STS Al2IX0 & JAol=S 2L, 30l HEol =& Z2R [Power] HAISOI

TEMOZ BS H4HE KRAELICHL

1&g 2-3STS8000 && AZ 5t/

& 2-4 STS16000 && AZ 517/

2.2.2. HIERAN HEdH|

o gtx& 2 STS Al2lEX Ethernet ZE0N ™2Zdtl], UG X CFE Ethernet

Ethernet H 0|22 =
HOIES ECHE HERZI ZLEN HASLICH OIS0l SHI2H HAE= AL, STS Al2lXg

Ethernet LIERIA2t2] HZHAl= TSt 201 LIEFELICH

-[Link] BAISS =& ®ES MEE SXELIC

J[Act] EAISES HEGHAl 221 A Ethernet TR 2l £2410] {22 LIEFLICH

- STS AI2I=Dt 100Base-TX WIEI0 HHE= ZS [100Mbps] TAISS =4 HS AEHE
SXIBLICH

- Bo WESI 0| 10Base-TO! ZS [100Mbps] EAISS HXIX L&LICH
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—J&/ 2-5STS800/16000] WERFHT H0IE HZ oI/

223. 18 X0 HZot)

STS Al2lZS Al2lg ZEEN 2Z£ J02S AZUC. AEXI EXe 25 ZE0
HZoted®  EX NAHOUA M3 2L EZES RE¥sS 1d
AlelZA0IE2 JIE WIIX Wel 2ed-e0 0 EH

X&ot)| 2ol MSELICH XtAlst L 1

00
ro

g e r:;.‘_ — £ ]

o

Equipenent

Equipment

78 26 &ZH/Z STS800(2Z)/ STS1600(LEX) 0 ©Z 517

2.24. ANAE 20 E=610
STS Al2IZ0l =6t e o JHXJF ASULCHL Ols, AR fIRIE B8R E=

AA0ILF 20 T2t Let&8LICH E£8, STS AelE= 8AE M5, GUI(Graphic User Interface)

0% %£= CLI(Command Line Interface)E KNl&Sot) UA&SLICEH.
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22 AEXeE dHeEe= HOIZ HEH Y

2L ZEN Y HZE > USLICH

-3 22

BIAE B CHHOIAE R+6t= &2 AMEX= HOE HSAHO0IHE
telnet(TCP ZE 23)0 &%& 5 USLICH

- &

g EdRME MESIH STS AlelXE dotedle A3 AMEle
Netscape Navigator2t 22 & B2tRME Aol STS Alel=0 HZ2E

HS2 25 SUPER Al2|ZAIAECO RO 2018 RFELICH

2.2.5. AIAEN & AE6H]

1)

2)
3)
4)

5)
6)

2 & [Ethernet H 0| =9

8tZ &#2 STS AM2lXe 25

18 2-7 STS Al2|ZX0l Z2& F0/1E HZ o]

1Y
]
c
o

RJ45-DB9 O & H (female adaptenNE AIEX FFEHOH A
AMNEX ZEHS Al2IE ZEN HOI=2 S HZELICH

ol

=

I'

AHZ

A
e

2
OtOIIHE 01 E (HyperTerminal)2t 22 HOIE OSd0I6H Z2 &S

20| BH0IE oEdi0ld T8 Alclg €3 MetlleHE 838l

9600 Baud rate
Data bits 8
Parity None
Stop bits 1

B No flow control

[ENTER] 212 S&LICH
AEX 0l St
st MEX EFS ELICH

b1 STS Al2l=0 23¢1 &L

=
ne
T
fol
1]
°
Je
Ol

Login: root Password: root
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Internet
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USLICEH.
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Login: admin Password: admin

192. 168. 161.5 | ogi n: root

Passwor d: ****
root @92. 168. 161.5: ~#

7) CLIZE OlZ0otd =) &&= & = UsULCh CLo e KAs WE=2 8% CLl

d& B20 “ssedit” BE0E d™otH, J& 2-8

S
Mt
e
o
=
=}

N
S
JZ
|-
Im
=2
ar
HU
nx

8)

Wel come to STS 800 configuration page

Current tinme: 08/22/2003 21:52: 36 F/WREV.: v1.0.1
Serial No.: STS800438349-42944 MAC addr ess: 00- 01-95-04-19-5a
| P node: DHCP | P address: 192.168.14.7

Sel ect nenu:

1. Network configuration

2. Serial port configuration

3. PC Card configuration

4, System adm ni stration

5. Save changes

6. Exit w thout saving

7. Exit and apply changes

8. Exit and reboot

<Ent er> Refresh

----- >

g 2-8 2 W& 3 (STS800)

gl Ois stHel MIEXie Hs BHESE 2ol HU [ENTER] 212 =21 STS Al2lZ= miet0l f
A0 2R HE 2SS d98 £~ JASLICHE ol s stdHol Us AI=le 2202 892
soff H=& 2= Oc0IHE 438 £ USLICH 2= Wt2t0IEH= STS Al2l2Q dHldgd
HZcl S2t0 MEEZOH, Ol= AHEXIF 0= 5 Save ChangesES &Eiot0 MEE =+ JUSLICH
M+ 7. Exit and Apply Changes L= 8. Exit and Reboot & &EEt (IS RE B8P AIstS 83%
&= UASLICH

b= STS Al2lX0 B=0t)] &0l BE=Al STS Al2l X2 IP =48 &
AHAIE 22 3. WERT 848 = FXLotYAIRL). STS AlelX22 & =otAl JI2

>
0l
>
rr
o
N
rH
18
o
z
OII

22 Bz Jls2 ¥ SAE FE ZENAM dsable 2 & USLCLKAE WS A4
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a/E
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359 Ip ZE HXSIAAIR).

The following instructions will assist in setting up the Remote Console functionality:

1) telnetd| s (0l

. =8

TeraTerm-Pro

P =4 U

=

2322 X

ZTz0ds
SrLICh.
CIE{ HI O

, port numberE

HE HSLITH

tel net 192. 168.

[
a4

=

=

o=

c2H
= —

=

A

rr

CtS Wehole telnet =27

=2
=

port number= STS Al2lE=2

Al

cc

—
o N —

Hyper Terminal) X

o
o

op  OM

ZELICH ALEX

THH

21

=

File Edit Setup Control Window  Help

Tera Term: MNew connection

« TCP/IP AT 192.168.161.5

¥ Telnet

TCP porti: |23

[

" Serial Eort:

ICOM1 'I

[ox |

Cancel |

Help |

& 2-9Telnet ZZ27& &F QA (TeraTerm Pro)

2) | STS Alel=2 Z¢elai0F otH, 0

< X
STS Al2l =0t

admin

cC

o Bl A

—/ —

3)

K

2L, CLI ZE8XZE

rr

2.3. & Bt AN

STS AlelZ2= HTTP2t HTTPS(HTTP over SSL) Z2EZ2=
KHA 2l HOIXIE ME&LICH STS Al2lZ &

2t

(=]
& oz

i E|

e

18

o LIZE EX2 AMAH rootE & root

I HIOIA0 &6t

ol
=

el

%‘:’F

[ ArZ X OIS

Al

un

=]
=

[
o

2=

ol &l
=

(=]

A

]

tE

0

E

Ol 3t Ol LIEHELICEH

25 XNJELICH K8 STS AlelE
HIOIXIO &H£5ted®™, STS Alel=

o

rr

S



IP=aLE =4 240 Jtsst SAE H2 8 SetRXME URL/Location Z2E0 LETHAARL
™ ALZXE STS Al2lZ22 27921 stHsS B 2 JLLICH MEX=E BEA SHE AEX
I ASE ALECH AIAEIN 210 SHeZM 22s SBoHor LT =J| 38 dE32
Chst Z&LUt

Login: root Password: root

Login: admin Password: admin

=9 MEBUNHAME STS Alelx & 2tel HOoIXO &EE56HI &0l BtEAl STS Al2lX<

T4 B4 Jts SAEE)Y MEY OtA3 £F S ZAGHAIDl BHELICH

User 1D ; [l

Password : |

& 2-10 STS A/2/= & &2/9 270! 315

_J& 2-100 STS Alel= & 22|29
So6t0A ote HIOIKNE HEHE £ USLICH AEXDF 88 &3 WOl Xl(Configuration page)S
SEistHE, 8" 2-1801 20l STS Al2l= & 22| CIHHOIAS SHALEH EHOXKE 2 = U

SLICH

rr

2701 StHEYLICH 0 stHUA AIEX=E 2 =0l 0l

g 2-111= STS AlelXx & 2tel IemolAS sZLE SHOIXNSLCH 22l =00 Ol
7 B MU 0 O Biole &9 ZEd 0w 2800 =SS LI Ols BHOIA &
=S MdEoH 2 JS0M A2 Jts8t 2= ot Ni=Jt Ecl 82 LEELIO. AEks

_>d
0
ML
00

HERGHA oHE & =0l st metlle 885 HEg = JUASUL. AEX=E 2
| (Save & apply)] £= [F

A(Cancel)]& == USLICH MEXE &2 I0IEH@S HES 0l BtEAl [EHAIN HE(Save
to Flash)]S MEiGt0] B1ZE 2t0IE 2 BIES A0 HEMHOF ELICH 2LE BHBA
gt HMEotI| fIohA ArEXsE BIEAl [HB ALY HE(Apply Changes)]S & &al0F &LICH O S
A2 0w P [HEAE &E(Apply Changes)|2 SEiZHS T Ol

A SALHN HRELICHL T3 AIBAS B0l DIZI0IEHE NE
5lD HAAES ®251D| A [ME L H2(Save & Apply)|2 A& & USLICH
AEXF M DeHIE 22 25HK 2SO [3A(Cancel)]2 A E45H0F BHLICH Ol 5HE

2= HIAME0 FHAZD 0l g2 s LICH
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SENA

TECHNOLOGIES

Network
IP configuration
SHMP configuration
Dynaric ONS configuration
SMTP configuration
1F filtering
SYSLOG servar configuration
MFS server configuration
\Web server configuration
Ethernet configuration
TCP service configuration

Serial port
PC card
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboat

IP configuration

IP mode

IP address .

Subnet mask :

Default gateway

Primary DS (0.0.0.0 for auto) ;
Secondary DMS (optional)
PPPOE user name :

PPPOE password :

Confirm PPPoOE password

IStatic: vl

|192.158.151.5

|255. 255.0.0

|192.158.l.l

|l 68,126,631

|l 68 126.63.2

|whoever

|ﬂﬂﬂﬂ

|********

Save to flash Save & apply

Cancel |

Copyright © 2003 Sena Technalogies, Inc. all rights reserved

g 2-11STS Al2l= & &2 o5
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3. UERA &4

3.1.1p &3

AMEX UERZT SZ0AM STS AEIEE MEoSIHAY, R&& IP =40t BRELICHL IP =240t
THIZA 22 32, AAE
2SLICH UWERIN ST
FLICEH.

STS Al2lZ IP =& &EF Al, AIZX= O3S 22 302 Y Z2&EZ2 Z2 GtUE
8g = AsUt.

e Static IP

(0]
z D

on

x

e DHCP (Dynamic Host Configuration Protocol)

e PPPOE (Point-to-Point Protocol over Ethernet)
The STS Series is initially defaulted to STATIC mode, with a static IP address of 192.168.161.5. &
3-1 shows the configuration parameters for all three IP configurations. /&' 3-1 shows the actual

web-based GUI to change the user’s IP configuration.

H31IP &F Lt2t0lH
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPoE Username
PPPoE Password
Primary DNS/ Secondary DNS (Optional)

21



IP configuration

IP mode . Im
IP address : [192.168.16.1
Subnet mask |255.255.0.0
Default gateway [192.168.1.1
Prirmary DMS (0.0.0.0 for autao) : |1 B8, 126,631
Secondary DNS (optional) |1EB.125.ES.2
PPPoE user name ; [whoever
PPPOE password : |H**HH
Confirmn PPPoE password : |n*ﬂ***
Save to flash Save & apply Cancel |

Jg 3-11P &%

3.1.1. Static IP =2 AIE56H)|

ISP
=o

rr

[wm}
-

rn

MEXIL static IP FAE AIZEY H=2, STS Alel=2S IP =A% 23
L2t E S22 X&oH0oF &LICH Oledst wWel0le 0= IP =4, Subnet mask, gateway@2
DNS serverdt ZatELIC & MEAWA= 018 20 KAMSHAH TE A LICH

&1 :STS AlelZ= AIAE0l AIEE [, €83 E20 et WERIAE =Dt UL

e |P address

Static IPE DEHOIBEA FRHEQ A8 Bso Ags gLt 0 Bs=s AFHUH 2EEO
HER &2 X F=ALZAN AZE UL FRE= 0lde IP =AE AIE0l0 UERA

o
= SEEN

MOIA AB AEED a4 USUC. WA, M= p ZiAs= WEYD SAOA
o

RS2

fol
ol
0=
=}
K=
oo
[
o

&1 192.168.1.x A2 IP =A== ISP (Internet Service Provider)Jt HBi&GHA &=l E0IM

A& (private) =AALICH STS Al2lE Al2l2E HEotcd® Z20 WMet el 22 25YS

Sofl OOIHE =10 2= = JUC0F otHH, 0l B3R |RES 22 IP =AE YoH0F LI 3¢
X~ O }

IP =as EHECZ XY ISPERRH 2ot HL 2UE = USLICH

MEdlz Z2 X2H X, 8 A= L= S2e LANYN fe 2 UERITD SAEESE
SELICH UWERKIZIE So WUIteE A0l U= B STS Al2E Al A
TCP/IP SAEDJ 2Z UHERA A0 A=k HME E Soil =QELICH =20t STS

AMelZ2et =28 UHE/Za IS0 UCHH, 22182 F2A(Physical address

i
O
%
x
A
bl



AZFUCH 88X €28 =08 Jl= HOIEAOIE Soif HZELIC

e Default gateway

HOIERIOl= OE UWERIZ S0Its ¢ dgtE ot UESRIZ 3L, gBEoZ
UHER WM £= XA ISPHA EHEES Hocte ZFH=E AHOERMO =EYLICH 2&
HERT & %o SAEQ} S8ot)| fIsHAd= STS Alel=Jt JI2 HOIESO ZFE2 IP
SILICE JAIOIESIOIS 1P =40 Ot Hetet ZE= UWERZ 22l X0l

4

>
i
ne
=}
o

I
1o
on
S
o

e Primary and Secondary DNS

MEXIE EF HAMOIEE ZERotA otH, BFREH= FAOIES H&& IP =20 OHotA
DNS(Domain Name System) AHOIH &1, 1 &2 0lst0d & MBiol &£ELICH DNSe
OIEY SO UYEES AEotH IP =45 BEAHAF= 2AALICH S0 Y2 sena.comdt
22 92N =NE S0I0f gt oZ J|YA5t10F O &&LICH DNS A=

=
Jdejst HAE Jjgtel ZHel uZES TCPIPO HZot)l ol <Xt IP =AZ BHEAIAHAFE

STS Al2l= Al2IZ2] DNS Jls= AMEotdd el Hgez s o

DNS AH2 IP =4AE &HHFOHO0F &LICH. STS Alelx Alel== Primary DNS server2t

Secondary DNS server 22 DNS AH2 IP =4AE &HFol=e 2= HSELICH Secondary
X

DNS MBi= Primary DNS ABIE ALEE == S [ ALE5tI| ol XI&E &L

I
Im
I

=5 A ol = OI
= T ML~/

13

3.1.2. DHCP A&dtD|

o
P
i
1o
.

m
10
L
=2

SN SAE HF SA FAADHCP)2 WEHI 22X IP A9 &g
N EY 2250 NESE 4 UMH st= S4 Z2E2QLICH. DHCPE WIEKIA 2A2IXJt IP

BiGt=S= ot FFEIH OE UERZD |AX0 241 & B2

Static IP 2592 &
HEK3A <
SN YT IP =4, AEY 0tA3, HOIEHO0l, DN

“tH0d(lease)” HHE= AISELILL IP F=AE gdotsl 228 2= Itet0l6l= DHCP AH
SHUA S22 28EHH IP =20t AISEH= 3% DHCP 22012 E HARE= 0lcis 322
= ASHLIC.

DHCPE AISotESE ZFTUS FR, STS AlelZs AAEO0l AIE ZMOtCH UWERZ &0l
DHCP RIS ZSFLUICH DHCP AHS SEHols IP F=AZ2 HIXRSHH AEY 0OtA3,
HOIERIOl =2, DNS MH & “CHO” AIHOI 2 & USLICH STS Al2lEE SA 0l B3EE
Al 2ol MEUC “tHo"t 2t2dHEsE ES, STS AlelX2E= DHCP AMHZFRH "UHO”

23



s01g R, STS AelE= HSolA S
x 0

t= SQotkl e 8%, STS AMlelZxs

I
-

: DHCP Z2E0lAl DNS A E Egst 2 UWESRD && STS AlelX IetliE=s sl
A

)
=~
(=)
EN

M wx oo

= SX &2 ER, AH2X= primary ¥ secondary DNS IP
g Hstozi 5202 HFE £ USLICE DNS F=AE NS HEFotHAH, primary &

secondary DNS IP =AE 0.0.0.0 (*&&)22 &FELICH

DHCP AMH= UIERZ 2|t 2elotn Y= IP =4 S0M IP FAE SHSZ
Ol= DHCP Z2ci0IHE, HE &0 STS Al2lZ2Jt =2 Mottt GE IP =48
DHCP MHOIA IP =4S Mot ALZXIOE MEH Y& STS AelE =4S &y
E EHoH0F ELICH. DHCP UWERKIWAM IP = =

O A= et AEIH0 A= STS Al2lE22 MA

0
il

C -
o

4
~ 0

e
1z o
1]

Gl

m 4

0
|
(0]
=
o
A
10
Qﬂ

3.1.3. PPPoE AtE3dlJ|

PPPoE= 28 L= /At HXIE Soll Ethernet LAN(Z2HEl S4IZH) &S Hdd BRE MEXNE
22 MOIEN ¢HZotdl fAst AALYLICH 6 ZFE AIEX= PPPoEE ALEoH 2AEHYLON
ADSL, JI0lE 28 L= 24 A2 & = UsUIL
PPPoE 2 E0M STS Al =3 5 AMEX= PPPoE HE % ADSL 21 22 PPPoE
=52 It JA00F ELICE STS Al2lZ2= PPPoE Z2&E=S XI&0H)| &0 ADSL HZ S
Sol e &2 FH SAEN EHE = UAsUU. ASX= STS AlelX0l et PPPoE
HES AZX 0I5 & &2 ZFoH0ret &LIC.
ANSE [MOCH STS AlelX2= PPPoE ABi2t PPPoE HZS AIMELICH HZS Al

Seh STS Alelx2= IP =24, HOIEHO, MEYW OtA3 L DNS A el

Rt 2E 4gUD. 220l TH STS A= AHZ

=4

TH STS AMlel2=E ME22 228 QFGH M2

o "

H U
e
0
0
o
S
e
Yy
Mo
>
H
o
[
[wl

cC

HE Z &gt STS Alelx29 2E UESA 2 wellife
oz HXFELICH. DNS MHIt Riseg 88CX 22 E2, MEXE primary 2 secondary
ICZN =SHo=z HFE 4 USLILL. DNS FAE s &EFHoldHH,

0

0@ =0z HHELIC

Z1: PPPoE Z2ZE=0IM= DNS A
RS

DNS IP F2AE 2

oo

primary & secondary DNSIP =AE 0.0.
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3.2. SNMP Configurations

STS A2lZ= SNMP vl 2 v2 Z2EZE X&6t= SNMP(Simple Network Management
Protocol) OIOIXME Jls2 WESILD USLICE NMS E£= SNMP BN 22 UERA

SelAE 0186t STS Al =0 E5E = JAS =22 Ol §2E Wa&g = USLICL

SNMP IZ=ZEZE GET, SET, GET-Next, 12l TRAPZ IZ&&LICt Olgd JlsE2 SoiAM

2ellts SUE OlHE 2 SXE 2= = UAL(TRAPs), AME E2E st EXE X3g
= 32 ¥ 2o JIsS

4 UBLICHSET). SNMP v20]
= H JA&LIC

SNMP A& g2 Sl AIEXt= MIB-Il AIAE I, 85 MO &F L TRAP #4lD|
30 Ciol 832 & = USUCLCL 0 HsHA 438 22kh=s 88 & 2 23 HUHE
2 3

= -/
2 @ QHMHOIAS S8 SNMP £33 stHsE 20 SLICH

i

SKMP configuration

MIB-II system objects

sysiContact |admini5tratu:ur
sysMame ! |SSBEIEI
sysLocation ; |my location
SysService "
EnablesuthenTrap Iﬁ
EnablelLoginTrap : Mo =

EnableLlinkUpTrap : IND v|

Access control settings (WMS)

IP Address Carmrunity Permission

[0.000 [public [Read only =]
[0.000 [public [Fead only =]
[0.000 [public [Feadonly =]
[00.00 [public [Read only =]

Trap receiver settings

IP &ddress Commmunity Wersion

[0.000 [public vl =
[0.000 [public W =
[00.00 [public e
[0.000 [public W =

Save to flash Save & apply | Cancel |

& 3-2SNMP &&
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m

_IU

3.2.1. MIB-Il AIAE 24 H(MIB-Il system objects) & &

MIB-Il AIAEN X H2FS Sofl AIAE A, 018, /X 2 STS AlelX22 SNMP Ol 0l & EJt

S
H&g = USLICH olcdst &EE2 MIB-II

sysName, sysContact, sysLocation, sysService 12| enableAuthenTrap 24il &g & Z(OID)Jt
AMEdt= g2 M3Boi SLICH.
2t OID2l ztHst 4z O3S 2sUt
® sysContact: 22| A|AEN(STS Al2lX)0 et SEA A2 2 oY 22 X0l HSS FHol=
2eHs JHELIC
® sysName: AIAE A AMERdHe 01§22 Moz L =9 FQDN(Fully Qualified

Domain Name) & L|C}.

sysLocation: A|AEICS] AH S2I& X (0, & 3845, algd, S8)
sysService(HIIME) : S0tz ZelE L2 UAS2 M AIAEO0l HMEdt=E MUlA NESS
LIEFEHLICEH. J12gt22 STS A2 88 T2 08(7) digers XIJELIC

® EnableAuthenTrap: SNMP OI0IME EZAAJ O1Z AIHN 2HE 2 MES GIEZ
WA S E LIEtYLICH 0 HA 2 S8 4% 25 20 BLIh 012z BE
ols Alfet 2EE HEE 24 A2 = A= LS ML

® EnableLinkUpTraps: SNMP OI0I®E ZZANIAJL Ethernet HZ 0| EHA=X0 28 HFE
MES I8 NoX HHRE LIEFEHLICH

® EnableLoginTrap: SNMP OIOIME ZZ HIADJE AJAEIN 201 =Ko 26 38 MHS
slgg WX RS LIEHELICH

AMEXIE MIB =0t £= &0l e XN&0 B A2, MU Jlzs XNFREAZ HEHOHAID]
HtefLICH. MIB2t SNMP2| XtAIst 2= RFCSl 1066, 1067, 1098, 117, 1318 12| 1213 EME

IO AIL.
3.2.2. WAHIA MO &E(Access control settings)

HMA HMOl= STS Al2lX SNMP OO E0 et 22lke 8= o5& HRE F2otw
U_SLICH. O D= &0 £3& 22[AeH0l STS Al2lX SNMP OI0OIMEN &E=0t0d HE2EE
weEotl HsS Mg = AsLIt NEE IP =20t e EREE IP =2= 0.0.0.

22| Kb STS AlelX SNMP OOl EE0 B = JASLICH

o
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3.2.3. E® =410 €& (Trap receiver settings)

T
0z
>

0
0

b

m

i
4
z
S
rr
wn

I.

fot

TS Al2lZ= SNMP MOl MEZREH SR8 0| E(TRAP)

2 =
S9s & QT= HOELC.

]

2| KHOI Al

I

(@)

3.2.4. SNMPE

| =
S

ror
1

el

NMS(HWIEST 22l AlAE) £= SNMP E2SME A5t SNMP Z2E=2Z2 =6 STS
AMRIZE 2lst 4 USLICL STS Al2IXJF NMS E= SNMP E2t2WIb AsgD Q=
SAE) EEZS 5251243 NMS E= SNMP S22ME AIE5 Mo, AUAMA MO &F

o

2 =
MAES 800 LIt 08 3-3 2 STS Alel= SNMP Hl0| M E2] MIB-Il OIDE B2t & ot
Uies LEHEOl SNMP E2tRM StHE B0 ESLICH
: , =10] x|
File Edit \iew Operations Help
SEEa HE BBy B B XEe 29
[P Loaded MibMadules - _
% % RFC1213-MIB :':: Huost 182.168.4.10 ﬂ Community e
@ %{Dargdod EZ: Setalue ﬂ Wirite Community
? (ﬂdirjtertnet EE Contestha i ComedEngineld -
irectory [ 1
S5 mgmt 5:: i Object D |.i5u.nrg.dnd.internet.mgmt.mib—z.system.sysDescr |
§ &y mik-2 I B
@ =5 svstem e | P
IesCr 2 |Sent get request to 683410
) j_: Sentget tto 192168410161
g sysOhjectiD | |svsContact D--= administrator
sysllpTime o i
g E:gﬁ;”m‘a;t - | lsent getrequestto 192.168.4.10 : 161
e i i B
@S\;SLDcatiDn E: sysMame. D--=HelloDevice 55100 i
@ sysServices ;Z— ;5“
@ S5 interfaces 5 Sentget requestto 192,168,410 161 0
@ ifMumber | | |sysLocation. 0--=Unknawn ;5;‘
o [ iTable v ‘ﬁ
& (7 at | |sentget requestto 192.168.4.10: 161 ﬁ
g 8 I il |sysServices. D=7 3§
iemp A - &
e (] tcp F 7
& (] udp i Sentgetrequestto 192168410161 :&
& (] egp | fimurnberi-=2 iﬁ
[ 8 —
transmission i -
@ (] shmp e = - -
experirental ::::: Synta ;Dlsplavstnng (SIZE (0 | Status mandatory |
@ (] private ;Z: Access [read-only | Reference | |
P m TRAPS i Index | |
egphleighborloss il ; -
¢ @] TEXTUAL CORVENTIONS =k ObjectlD 13612111 |
PhysAddress - 5_ Atextual description of the entity. This walue [
[ N §§ Descripti... | Should include the full hatme and varsion %]
i identification ofthe system's hardware type, —
Global Yiew E[ [ i = L ootk i St

& 3-3SNP ECIRHE AFEZEF STS Al2IZ SNMP 00| HES] MIB-I] 010 B2tRLE
(AdventNet MIBEZIRH)
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3.3. & DNS(Dynamic DNS) &%

AMEXIL STS Al2l|=E DSL 2ol HAZGtHUL DHCP &3S A8 F22, o  Al2t0l
ZUSHH, IP =40 HACA ELICH 0ledst HZE IP =40 st E2E &4 BER6tD Y=
H2 e ode LYLUCh. &8 22X telnet S2 A 2E42 Sol 1 SAE
d5otde 2, IP A0 HIZUSH HEs YHE )| (@ SLUIChL
=X DNS MHIAE RA0AM A=S8 2HMES &6 {8t MEIAOIL, 02 ISP £&= SHHI0lA
MBELICH. S& DNS ANHIAE ANSEO=ZM, AIZ2XE IP =42 BHHN A2100 S& DNS
ABol S5 SAE 015 Soll STS A2l X0l 858 &= USLICH
getd oz STS Al2l== Dynamic DNS Network Services (www.dyndns.org)l A XH&S6tD Us
SX DNS MHIADHS XIRAELICH JIEF S& DNS AUlA Mg 28l e 2HE S MU
Il XN MU ASISHAID| BFELICH
Dynamic DNS Network ServicesJ)t M &=0t= =& DNS MHIAE AtEctHAH, ArEX=E 252
3l& NIC(Network Information Center-http://members.dyndns.org)0ll H&ES 4AAol0F &LICH
M&Xt= Dynamic DNS Network Services Members NICO 210! &t & MZ2 S& DNS SAE
d3E Fitg = USLICH

SX DNS &3 H%0A, S& DNS MBIADL JtsolESE & &, AlX= S=E Domain
name, User name % PasswordE 6H0F ELICH A& Bh AMES HES & AME8lHs
Domain name2tS AFEot0 STS Al2l =0 858 = UASLICH

= =X

— o

g 34

ONS &3 & QIHHOIAE 20SLITH

Dynamic DNS configuration

Dynamic DMS
Domain Mame :
User Name :
Password :

Confirm password

|Enab|ed vI

|55E|EIEI.dyndns.bi2

|55EiEIEI—user

I**********

I**********

Save to flash Save & apply

Cancel'

18 3-4 & ONS £F
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3.4. SMTP &%

Lb Bl 310 HAIXDIL 2dE 3L STS AlelE
£ emall S22 Soll 012 22l X0 €A = = USLILH 0IE AMM=E, 758 SMTP AH
o €30I SQEYLILL. STS AlelE2E US 22 3JtA SMTP AMH RS X &LICHL
. o=
o« OE

e POP-before-SMTP

& 3-6.2 SMTP 2& HEZS 5t= €3 3tHY

L
2t SMTP X 0N ZR8 mtet0le= U383 &5LICh

e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address

Device mail address= 2= =L

XN &EELICt. SMTP Server= R4

etAd, EXI0 CHE emall =24 HEE2 S8 SAE 0l& (ie. arbitrary_user@yahoo.com or

anybody@sena.com)2 2= 22|2] user names =
I50l A= SMTP L= POP-before-SMTP modedt HE8&= ZL, SMTP ALEX 018

SMTP passwordJ)t 2 2 8tLICt

SMTP configuration

[u]

bl

SMTP enablefdisable : Im

SMTP server name |5mtp.yuurcumpany.cum

SMTP mode : |SMTF‘ without authenticatiunj

SMTP user name : [admin

SMTP password |H*H

Canfirm SMTP passwaord —

Device mail address ; ISSBDD@'_-,-'DUI’EDI‘I‘IDEI‘I[J.EDI‘H
=ave to flash Save & apply Cancel |

g 3-5sMTP &%
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SMTP configuration

SMTP enable/disable ;
SMTR server name .
SMTP mode :

SMTR user name .

SMTP password
Confirm SMTP password

Device mail address

IEnabIed vI

|5mtp.yu:uuru:u:umpany.u:u:um

SMTP without authentication =]
F'DF'_befDre SHTP

(kA TF without authentication
SMTF‘ authentication

I*****

|SSBDD@yDurCDmpany.cum

=ave to flash | Save & apply

Cancel'

18 3-6 SWTP SZ A SHTP 2= L&

35. 1P EHE
STS Al IP =2 JI8F ZHZ AE0ILL 22 2 0186t &0 S0l el SAEDL
STS Al2l=0 &E26te A8 2= = USLICHL MEXN=E Di2t0IEHS SF3s ~JEo=ZM
Sl 22 AAs 2t = UsL

- S8 IP FAE I SAEQ| STS Al2I =0 &2 £ UL,

- E8 ABYN Ys SAELH STS Alel=0 E28 = UL

- RBE SAEDL STS Al2l=0l &2 =+ QUL

Telnet 2£, SSH 2 L= @ MHOH E2£ HS6)l i 1P ZHE RES
&8 251 Z(enabled) L= &2 A &H(disabled)2 = 0t &= USLICH & Eot Al IP E2HE A2
“H 206l E(Enabled)” &Ei2 =0 UYSLICH

A= STS Al2lZ2E 438 £ Us SAEL SAEQ Q2 0t £ USLICH Lt
ArBTte BIEAl H201 I8 IP =42 MEUYS 26102 SLICH 23 SAEMS ZE
ArEXt= STS Alel =0 E206k0] fIchA BEEAl L3 HEUiSl g2l otofl QU0 0FRH 8LICH

S& Z A0 STS AelZ20 HI26EE A2 HAGHHH, S SAEQ IP =42
255.255.255.2552 A BUY'ES =002 &FLICH

BE ZAEDJ STS AMel=20 HEI26tEE #E2 HAGHHH, IP F4A% HABUE 2F
0.0.0022 HHELICL. KME MES H 328 FXoIAR2. 250 U AR SAEQ MH=
“Any(2€ SAE)'Z2 O JASLICH
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IP filtering

Telnet IP filtering

Configuration via telnet |Enab|ed vI

Allowed base host IP . |EI.EI.EI.EI

Subnet mask to be applied : |EI.EI.EI.EI
SSH IP filtering

Configuration via ssh IEnabIed vI

Allowed base host IP |EI.EI.EI.EI

Subnet mask to be applied : |EI.EI.EI.EI
Weh IP filtering

Configuration via web |Enab|ed vI

Allowed base host IP . [0.0.0.0
Subnet mask to be applied : |D.EI.EI.EI
Save to flash Save & apply Cancel |

Jg 3-711P ZHE &&

I 32 5188 8% SAESY g

Allowable Hosts Input format
Base Host IP address Subnet mask
Any host 0.0.0.0 0.0.0.0

192.168.1.120 192.168.1.120 255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0

192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0

192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128

2 5t M2 HEtE fIoiM “Enabled”t " Disabled™2 IP 2HE JIsS AEEUC MS &ot
Al JI2gt2 “Enabled” 2LICH “E 261 E(Enabled)” &EHOHIA AIEXt= E&GHI| fIoHAM STS Alcl

X0l 2ot S ¥ SAE(S)E NFE = USLUILCH

3.6. SYSLOG AMH &3

STS AlelZ2= 23 HAIK 22 MEIA, AIA" 2 ZE [HOIE 2AE I8 SYSLOG serviceE
KIZELICH. &2 SYSLOG serviceE AtEoted™H, ALEXt= SYSLOG AMHQ IPFAS ALE
facilityS StS Al XI&EGHOF &LICH. 08 3-82 & 2HHOIAS SYSLOG server configuration
te LICt.

[mild

b

o

o

=
o

=)
ithi

tol
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SYSLOG server configuration

SYSLOG service |Disabled vI

SYSLOG server IP address |192.1EB.2EIEI.1EIEI

SYSLOG facility |L|:u:aIEI vl

Save to flash Save & apply Cancel |

18 3-8 SYSLOG A/H &&

£ HIAIXIE STS Al2lZ22RH =4lotdH STS Alel= 2F0lAM XEE SYSLOG MHE
“remote reception allowed” 22 &H&ET Ot &LICI. STS Al2lZ= 2 SYSLOG MH ALOIO
LHE0l Y= EBR, AIBXe UItD S0H2= UDP IHA0l X=EH 0S8 = U= A=E2
BEE Al Z=DtollOF &LICEH,

STS AlelZ== local0 WA local7tXI SYSLOG FaciltySS RXI&&LICH AtEX= 0Olefst
FacilitySS ALZot0, SYSLOG HIAIXISl HEHZ STS Al2l= HAIXE HEE = JASLICH
SYSLOG servicedt Jtsst &EH0 A0 SYSLOG A AFO0l HAED HEHE JR0 2, AIZXt=
STS AlglE AlIAE 270 £= Al2lg ZESQ HO0IeH 23 43 stHiM 20 ME /AXE
SYSLOG AMHZ X&EE =+ USLICHL ZE/AAY 27 H&E SOl U XAMs 82 43.10

¥E ZZ Y 62 AAE 20 L4F S FXoIYAIL.

i

3.7.NFS A{ &€&

STS AlelZ2= AlAE 270 = ZE H0IEHE NFS(Network File System) ABIAE Soil NFS
MU HEE = AAH ot= 2 KIJAELICE. OIE AI26tde AI2X= NFS MBS IP =4
2 NFS MHS &Xl B=2E Bt Al XI&oH0F &LICH 8 3-9= NFS AW && HOIXE

MNFS server configuration

MFS service @ |Disab|ed vI

MFS server IP address : |1EI2.1EB.2EID.1EID

Mounting path on NFS server : |x’

Save to flash Save & apply Cancel |

& 3-9NFS A &£&F
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STS Al2l= 21 HIOIEHE NFS MU0l MEGSHHAM, STS Alelx #F0 XEE NFS MU
“read and write allowed” 2% AXoH0F &LICH STS Al2lX 2 NFS AH pe
2, AAZXt= Ut S0 = UDP IH2!0I XM=EH OlsE = JUs #AS BEAl FIH6H0k
FLICY.

o

NFS AMHIADJE AF2 Jts &EH0lD NFS Al &Z&0l HEg ZR0E, MEXN= STS
Aelxol AMAE" 27 = ZE OO0IH 202 NFS MHZ HEE = USLICH ZE/AIAE
£ M&E X0 et KA FE= 42110 ZE 22 2 6.2 ALE 22 HAEAS

S XoIYAIL.

3.8. Ethernet &%

STS AMel=z= s &

ro

0l 22 Ethernet modeE XI& &LICH

- Auto Negotiation

- 100 BaseT Half Duplex

- 100 BaseT Full Duplex

- 10 BaseT Half Duplex

- 10 BaseT Full Duplex
Ethernet modeE HAS =, AIEX= AAEES MHEEWOF &LICH Ethernet mode2l =& Z0tAl
JlE2gt2 Auto Negotiation@Z &8 LICH. HR=22 UESRZ &30 A, Auto Negotiation
L= JHE RUsiH HEE= Z2SLLULICH Ethernet mode&E &2 &AM CEH HEoHH, STS
AMelZJF HERA 20N S&GHA 22 = USLICHL

§
%0
0 0

Ethernet configuration

Ethernet mode ; |F—‘-.utD Megotiation j

Save to flash Save & apply Cancel |

72! 3-10 Ethernet 2 &%

3.9. Web server configuration
STS Al2IZ9 & MU= HTTP 2 HTTPS(HTTP Over SSL) AHIAS 2% RIZELICH AIRRHE

22 JHEXH 22 Enabled £= Disabled2 &#&g = USLICHL 18 312 & A4 £33
HOIXIE E0SLICH
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Web server configuration

HTTP service : |Enab|ed vI
HTTPS service |Enab|ed vI

Weh page refresh rate for statistics data Im— d

display (0-1800, 0 for no refresh) seconas

Default web page : |C|:|nfigurati|:|n page |

Customer web start page | & HTML (index.htmly € CGI (cgi-hin/default)
Save to flash Save & apply Cancel |

28 3-11 & AHb £F

2 &3 HOIKuA & HOoIXl YHOIE FJl(web page refresh rate)= X&=E £ USLICH
HOO0IE FIle Al2lg ZE 2 HOIXt WERID CIEHHIOIA, Al2lg ZE,IP, ICMP, TCP &
UDPZI 22 AIAE AE HOIXO AHSELUC 2 292 & HOoXNMsE XMHsS2z2 M=2
D& (Refresh)0| =2 T X LSLICH KHME WE2 AHE 7. A/AE SHE EXSIAA..

3.10. TCP MHIA &F

TCP M&E0 & &4 A MAS e 3R, SAE TCP XEQ lock-ups YXIotI] fAGHA,
JANOZ ZZEO0F ELICH 0248 lock-up2 IZ=2 ol HIFAXNQ ZFEZ S22z 2ldl
S MSHH, 0248t lock-up2 2 XIotI| oA, STS Alel== TCP keep-alive J|ls
STS AlelZ2= UWERII &Sl keep aliveZl0 U=Xl #olotI| 2o = af
SAEN 2SS MSELICH BrS0l 2d Al SAEN OlA0 U= A2z 2HF6H1D, AE

S=otAH SUt.

0>

EOH

STS Al2IZZ2 TCP “keepalive” JIsS ME0otHAY, AAEX= OSW &0 3042 IIetOIHE
S Zoi0F SLIC.

® TCP keepalive time (sec):
N& 22l S&I0l = MEHOIA L0l ZDtoHS keepalive THA! & &

HEE UL Jl=gt2 15 =2 &0 AsUCh

Z
J
[
ot
e
=

® TCP keepalive probes (times):

s E2¢ MK 3¢ X HRE &02lot)| Aol &2 SAEN keepalive
Hals £ B0l 8&ct= JtE LIEHHLUIOH JI=dt2 322 2350 ASLIC

® TCP keepalive intervals (sec):
Keepalive 3! &M&2 Al2H 2tAS LIEFELICH JlEgt2 5 =2 88 E 0 USLICH
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& xJ| 3L W, STS Alel== OI0IEHII S4l0l gle MEISRH 15 It X & 5
2H2HOZ 33| keepalive TH2!'2 &HSEHLILCH

TCP service configuration
IIE
: IS
IE

TCP keepalive timelsec)

TCP keepalive probes(times)
TCP keepalive intervals(sec)
Cancel|

Save & apply |
J& 3-12 TCP keep-alive &€&

Save to flash |
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e
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Im

9| host mode, Al2lg S& Liet0lH, 2

Im
HU
o

Alelg ZEQ hostmode= LIS 20| &&E £ USLICKL

e TCP:
TCPE SaliM 22 HIOIEHE digdl= Al2lg &X2 WELWLD, Alelg EXE SoiA &2
CIOIEHE TCPE SallAl WHEHLICEL TCP AW, TCP Z2I0|HE, TCP MH &L S2I0|HE 2
=

-

2 A2 & JUSLOH L8 2 HBS SoilMd Al2lg EXI0 CIoIeHE 2UWHLE Tl
HE 20t2= AT JtsELILL
e UDP
UDP E2E =%& UDP Z=&EZ20 JItt o= 2 HM2Ast) TCP 2&E =&t 25LICH
e Modem emulation :
0l 2= AT HE0HE AMEctZ &dt= AU JIE0 AlelZg EXIJF 28 AT 280 E

=
1°
He
Im
i
=l
o

*
tn

r
__(T!_
=)
m

port logging 2IS2=2 £ MEMORY, SYSLOG server, NFS

server £= PC JtE &2 SollA ATA/IDE fixed disk carddil M& & £ USLICH port event

sz, MLt ZE 82 JIRE HAINSS S5 = U2H, Ol STS Al2lZ= AlelE

BXNZ2H IIKFE HAXSS LA D, Aleld X0 0lel 830 A=z UHAIXKE 2U,

email £= SNMP trap £ Sol ZelXoH SESHH & = JUSLICL 01 Soll AEXe=E HEE
Z

FXNZLFEHS HAIXE ZAE = USLICH

MEMORY O M&EE Z1 HOIEl= STS Al2l=0 &80l HX= =28 XNAXI| W20, Alelg
ZE 27 UO0IEE EZol)|l fdlAd= SYSLOG server, NFS server £= £ = PC IlE &£
Eol A ATA/IDE fixed disk card& AI=Z06+A0F & LILCH

Al ZE= JEXHCz &= SHHHN 2F 838 = USLICH E 412 Al2lg ZE &850
2edst A8 m2t0IeHE %ot USLICH
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H 41 Alelg 2E £F IfetilH

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Host mode UDP listening port

Max allowed connection

Accept UDP datagram from unlisted remote
UDP
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host®
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host!

Remove a remote host

Allowed host IP

Port IP filtering3 -
Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography* Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Type

Baud rate

Data bits

Parity

Serial Port -
Stop bits

Parameters
Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port logging Port log storage location

Port log buffer size

Display port log

Port event handling | Enable/Disable port event handling

Notification interval

Enable/Disable Email notification

Email

notncanon Title of Email

Recipients Email address

A W N

TCP/UDP mode only.
A secondary remote host is available for connection-fail backup in TCP mode
TCP/UDP mode only.

TCP mode only
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Enable/Disable SNMP notification
SNMP Title of SNMP trgp
notification SNMP trap receiver’s |IP address
SNMP trap community
SNMP trap version
Add/Edit a keyword

Keyword string

Email notification
SNMP trap notification
Port command

Remove a keyword

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

Host mode

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

UDP listening port

Max allowed connection

Accept UDP datagram from unlisted remote
host or not

UDP

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Remote host®

Add or Edit a remote host®
Primary host address
Primary host port
Secondary host address
Secondary host port

Remove a remote host

Port IP filtering’

Allowed host IP

Subnet mask to be applied

Cryptography®

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application arguments

Serial Port
Parameters

Type

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Modem

Enable/Disable modem

Modem init-string

~

TCP/UDP 2E 8t

%4

Bk

a

TCP Z2E0llM secondary remote host= &2 AIHAIC HHS RAHM FSELICL
TCP/UDP 2 EDt &

TCP 20




DCD behavior

Enable/Disable Port logging
Port log storage location
Port log buffer size

Display port log

Port logging

Enable/Disable port event handling

Notification interval
. Enable/Disable Email notification
Email Title of Email
notification jteotEmail
Recipients Email address
Enable/Disable SNMP notification
SNMP Title of SNMP trgp :
Port event handling notification -SNMP trap receiver's IP address
SNMP trap community
SNMP trap version

Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

8 4-12 3-J|E Aleld ZE &3 SHZ2 20 SLICH Aledld ZE &3 X8 FH=2 2
ZTEZSO HEBE %06t BHSLICH AFEXt= 0l HOIXIWM SAE RE, 2535 &8, 22
ZE HHO st 8828 2 == USLILHL U382 SAE 2EQ E0It 20lcte HS dHst
ALICEH.
Description
Host mode 5 — "
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP *12 *
Modem )
Modem Emulation * *
Emulation
HEHC=Z A2l LEE ME6t) H80iddH ZE HS = EOIE2 ZHELUICH Al2ld
LEE SHHN RS & FolHAH, [All port configuration] 2t Of2HOl XISt [All &= [Port
Title] 2 2= &LICH
P MIN 424 SAE RC BE HF FX
0 MM 427 253 R EX,
B X
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Serial port configuration

Al port configuration
Port# Title Host maode Local port Serial-settings
all Port # TCZP FO01 RSZSZ-QE-DEI-N-B-l-ND

Indiyidual port configuration

Portd Title Host mode Local port Serial-settings
1 Port #1 TCP FO01 RZ232-9600-M-8-1-Ma
2 Port#2 TCPs Fo0z2 RS232-9600-M-8-1-Mo
3 Port #3 TEL FO03 RS232-9600-N-8-1-ND
e FPort &4 UDP 7004 RE5232-9600-M-8-1-Mo
5 Port#5 Moderm emulation 7005 RES232-9600-MN-8-1-No
=] Port #6 TCP J006 R5232-9600-M-8-1-Mo
¥ Port #7 TP FO07F RZ232-9600-M-8-1-Ma
a8 Paort #8 TEL=s Foos RZ232-9600-M-8-1-Mo

Jg 41 A2lg ZE &F 0o ot

42. 18 XE &F

wn
_|
wn
>
[af]
[
1o
>
[af]
ue
He
Im
rr
=
g
o
|0
HU
A
rr
o
=
e
=2
>
04
o
4>
0
rr
&
=
g
Ho
o
fn
H
Im

NE ZE 32 3w 20| 1204 O8ez EF&LICHL

1. Port enable/disable

2. Porttitle

3. Apply all port settings

4. Host mode

5. Remote host: Available only when the host mode is set to TCP or UDP mode

6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode

7. Cryptography: Available only when the host mode is set to TCP mode and Modem

Emulation mode

8. Serial port parameters

9. Modem configuration

10. Port logging

11. Port event handling: Available only when the port-logging feature of the port is enabled
2210l g ZE HdESHO = AU U= [-- Move to -] 2IAE HANMN OlsE Aot=
LEE HE5 OE ZES HESHCZ HIH Olsg &= USLICHL
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Serial port configuration - 1 : Port title #1 -—- Move o ———j

EnablefDisable this port

Enahle/Disahble this port IEnabIe vl
Save to flash Save & apply | Cancel |
Reset this port Reset |
Set this port as factory default et
Port title

Lpply all ports settings
Host mode configuration
Remote host configuration
Part IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

_1&/ 4-2 Serial port enable/disable

4.2.1. Port Enable/Disable

2t Alelg EZE= enable £= disable 2 = JUSLICEH. OreF A2l ZED} disable &EHIF &I
AMNEXsE I Aleld ZEZ B8 £ QSLICH 08 42= Al2l€ ZE enable/disable &S
HEHSLICH

2t stuckE Al2lY EZE &= [Reset this port] 22| [Reset] HES = MAEE == UL, [Set this
@]

port as factory default] 2 =2l [Set] HES =d & ZotAIQ &HZ £&Fg = USLICH

4.2.2. Port Title

AR 2212l ZEN g2 X0 et €8s g8 = USLICL oolo FXe =, &
g gH = AKX 2 S= LHoto, 2 LES AES ok ASE &= UsLIC
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Serial port configuration - 1 : Port #1 --- Move to ———j

EnablefDisable this port
Port title

Port fitle |F'|:|r1 #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Femote host configuration
Paort IP filtering
Cryptography configuration
Serial port parameters
Modem configuration

Port logging

Port event handling

12/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

H
W

Eol 3= SHHH0 +=otCiot, HPHAM= ot

2= o
USS TJIstcts RS Y| fIoH, STS Alelx= HE ZE ZF0UAM 0l
A |[:

Gl =P UA ELICH 2+ HHFHO| disable AEfQI B2, J|&EQ ZE &
& gt2 all ports settingE =dotHets |AEA ELICL 108 44= apply all ports settings &
& 3HE8 B SLIC.
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Serial port configuration - 1 : Port #1

Enable/Disakle this port
Port title
Apply all ports settings

Apply all ports settings

Save o flash

|Enab|e vI

Save & apply | Caru:ell

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Serial port parameters
Modem configuration

Part logging

Part event handling

--- Move to --- =

1&g/ 4-4 Apply all port setting configuration.

SAE BEl= TCP 25, UDP &

C 04l

Ol2dol& 2= Al JHXIOt }A—sLICH
TCP 2E

TCPE SoAd S0& OOIEHE Al2lg ZE=Z WEWL, AMeIEEEZ S OOIHE
TCPZ UEHLICH TCP ¢HZ2 &#&E TCP 2Z EE HHZ STS AMclx22 S0Hs HZ
STS AlelZ0l €8 283 SAEZ Wite &S 25 ASE = UsLIth E£8 G2 TCP
HZS 0I8ollA AlelZ2 ZEZ OOIEHE 2l &2 =% ASsLI
UubrP 2=

UDP 2= SH2 UDP ZZEES 2S&tese = MAotH TCP ZE2 SXH
Bl==&LICH
28 tsdolE 2=

Alelg &XIob 0101 28 AT FE=S X&otAHAU ALEXIF AT ZEE AIZoHAM NMES
NIOIotD A & [ Of 2EE HEHSLICH TCP AlE2 XI&SELICH
& 455 S AE 2L SFELEF XS tHYLICHL
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Serial port configuration - 1 : Port #1 -—- Move o -—- «

Enable/Disable this port
Pott: title
Spply:all ports settings

Host mode configuration

Host mode ¢ [ TR w |

TCP listening port (1024-65535, O for anly I?Dm |
autgoing connections)

Telnet protocal | | Disabled |

Mawx, allowed connection (1-32) ¢ |32 |
Cyclic connection to remote hosts (sec, 0 |D |
disakle)

Inactivity disconnection timeout (sec, O [ |
urlimited) |

Socket IDIfor outgoing connections) | | |

TCP Magle algorthm | Disabled -

Save to flash ][ Sava & appaly H Cancel J

Remote host configuration
Port IR filtering

Fitter application

Seral port parameters
Fort logaging

Port event handling

424.1. TCP 2E

TCP ZEE O &l Oloistol AcHA &
ZIt @EsUth deln o Coloi ™

SdEHE OSW 20| 2ot 480t

TotE AEi ™0l = (State Transition Diagram)E AlE0ot=
Ol CHEF AtEX2 OIHE =21 fIHM STS Alel=9
LICH.

- [EI(Listen)]
"SEE A SAE F AUOMAIN HZ QIO 2IIE Jltield UAS"2 LIEFYHLICL
oc

TCPEEZ HFEUS M CIZE AR LICH

ICt. &2 SAEQ STS Alel=2t2 OI0IH &&0| =% H,
A |~ = ot B AZGHM ALl ZW 0 AEHZ HHHA

SLICH O & AEs ISo2 [S)I(Listen)| 252 M LICH

223 SAE F GILUIN g2 QEES BWOY [EDI(Listen)] AEHOIA [Al3-2S(Sync-
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Received)|2 HtELICH STS AlelZJF QE S &0t
- [A2-EH(Sync-Sent)]

STS AlelZJF HE QEZ 33 SAEY
Sent)]2 HHELICLH 0] &= &3 SAEDL
- [==& (Established)]

"HZ0| &= (open connection)'S LIEIEHLICH & SAE = STS Alel= =2 oLt
ChE X9 HZ RAS YO0/ HZ0| &1 [+E(Established)] &EHZ HHELICH

- [HIOIEl(Data)]

[ & (Established)] AEHY [ SAEQ [OIEE 2 SAE2 M= 2YLIC TCP
NE S&=S 20 g OloHoldl oA, OIEH &AM OIoIE &&01 OIF0HX=s &HHE
[CIOIE (Data)] 2t 2 ELICH. & HMEZ, [OOlE(Data))] 2= RFC 793 [TCP: Transmission
Control Protocol]l(lAl &Y &= AHE [+E(Established)] AE Sl LRZALICH HZ2
IO && SAHOAME 0l AEiDr LEHALICH.

uin
o
2

[2 & (Established)] AtEH2 HIE LICH.

_IH
HI
2

CtH [ & (Closed)] MEHUIA [&2-2 Y (Sync-
Z £ 2otEY WAl |XIELICH

=

e
FO
0]

o

STS Al2IZ== A0l met TCP AHILF 2210I9ER SRELICL STS Al2lx= A2l
F= TCP ZE2LE H0IEE MZ522 E=20 HZ2IHoI&0 CHeH Lur=ol
ELICH CIZEE TCP ABlE TCP A 259 S22 [SDI(Listen) LICH

1) HEXHO S|

r

ol

[E7I(Listen)] --> [&3-23(Sync-Received)] --> [==Z(Established)] --> [OI0IE (Data)] -->
[E &l (Closed)] - - > [E 7 (Listen)]

Or

[E7I(Listen)] --> [&3-23(Sync-Sent)] --> [+E(Established)] --> [OI0OIE(Data)] -->
[E &l (Closed)] - - > [E 7] (Listen)]

=l HHE= [EI(Listen)]2LICH. Al2lg ZEZRH S0H2Ee OOHI UALHH  TCP
SCc0IHEZN A SZAEN ¥ES ot TCPEEE SdiM  OI0IHE &SELUICHL
SHACesE g2 RFS A AHZRH 228 TCPHMHBZAN HZS =& = Aldg
ZEE Sol UOIHE dSELICH 0l Aoz, AZXte &4 STS Al2lZJ §3 |3
SAEN =00 ©0 AT HEE = USLICH

2) &

Alclg OoleH &5

STS Al2lZ29l Al Sofl Alelg ClHtolAJE CIOIHE EWY, Oole= STS
Aelx2l Alelg ZE BOIAH SLICH BIIHIE JISXIAHUL 2F Altset o™
HE0l OHUX 2B STS AMelz= S5 |F SAER . Oly oI HoHd

AZFS "HI2#S Bt O0t=Z(Inactivity timeout)'Olctl) SLICH (HIZs EZ0t=0l 28 XtAlIS

H
Im
I

=
L:_I
=

K%
Uy
o9
c
Qo
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Ho2 44X SHOptions)2 EZSHAIDl BIZLICH. TCP M&0l SHZEX D STS
AN2IZJ} 212 BAEQ 10| T9, A2lY ZE HHN &0 HOEHE 22 AW

ME gLt OZX A0, HHH M&EE 2= Oo0IH= AMELICH

H& A

A SAENAM HZoiH F=sS EUALE LESH Al s Alelg ZEUAM OoIH
HME0l LOUR @ZeEH HM&A AZ0l SHMELICH Ol o HoH& A4S "HIgs
Et& Ot 2 (Inactivity timeout)"OIED_ LICH (H&gs EtLot20l 28 XtMe 432 44F
Z(Options) S & XGHAID| BIZILICH. Al2lg ZE HIH0 L0l 2E HO0IEHE HZO0|
SHAMIE [H APHMIELICH

A SAEZRHO AHH

= SH2= TCP ¢& K= TCPclient 2E0HA HRELILCH

o

o

3) WetolH
TCP 2lAd ZE
Olxd2 &8 3AEJL TCPAIEES HZotl OIOIHE =

O#;E AN Z
SYUICH TCP clAd ZEE N8t ZEN ol S0e HZ RE=2 HRE AL
STS Al2IZ2= 1024%H 666350t ZE BISE RM&tolH Btef 022 &AF0| TI® U=

gy ZZ2E=

TCPZ2E0A, STS Al2lZ= €4 COM ZE MO SH&E(RFC2217 S8Hs Xdot2=z
MNEX= &5 =HT(baud rate), CIOIEH HIE 12l & MO sS04 &
HI2tOIEE AFBXE2 RFC221758 Y Sel0IPE Zzdez Mg = USLICH
(A2l Tetolefol 28t O AMset 8B= 429& A/2/1g ZE OI2t0/EH & EZEGHAID
HFEELICH)

OIoH 0l S8 RFC221758 COM EE Z2ICH0IEEHS2 M AMELN AIEXsE =209

=

Aelg ZE OHEcA0E Z2 s ALE0t0 STS Al2l=2l Alelg ZE met0lHE
Hog = AsLt

OlE <I5t0d, Tactical Software2 S E Serial/lP Jt HE&LICt. COM ZE 2|CHOISE ALS 0l
2ol O &dANs §2E 2HYH SeriallP2l 2AHE EXGHAIJl BIZLICH (O MASt B32E

2OotA S F= 6 SerialllP 2 & STS AlC/IZAFESII] BS FHZXOIAID| HHELICH

AR SAEZRH Alclg ZEZQ U= X2 X0 324X X2 &LICH
E

[U)‘

I & (remote host list configuration)l /o 0|0l & SAE

AUCHH, A2 = (ol2Hes 222 zUgt - 0l0] HZ&E #H SAEQ
F)E JALOH S S0 MMEXIF A8 == Us HBQ zUsS 328 £Fot1, &4
SAE 2IAENM ZFE g0l ek STS Al2lZ0A &3 SAEZ 3042 H301 UCHH,
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A
Z(Cyclic Connection) JISsE2 ME0IES A& EUCIH STS AM2lE2sE Y Al2ld
HZEW AZE AXNZRH SH2e Alalg dOolEHIE sldets, €& AIZHOICH AFE X &2

=
E0l Z=LUO 23

o
il

2A sA &= SAEN Al2lg EXZ 2Y OOoIHIt JATE, HZ0
+=8&E = STS Al2lX2 Al ZEE SoiM Aldlg EX2 885 == JASLICH &
STS Al2IZ0F &t WSRO0 UANAM, FH SAENAM STS Al2IZ22 H& & =+ QIUY, 0l

JlsE O0IZoHM STS AlelZ2Jt &8 SAEZ AZGHH &=+ USLICL AMEX= STS
AelZJt &3 SAEN ¥%2 Mot 33 sSAEI Al2lg HES
FIHCZ A2lg EXE ZAE = UsUCLL J8 462 TCP ZEUAM HME SH2

SHE0IEE EWSLICH

231D

Super SeriesJ)t 23 SAEN M HHole
HE EXXE EXEsS SotH =6t Xt
ID(Socket ID)0Il S&& 2HES XNE
ol Data M&E0| AIZZA ELICH AF=2Xs O 49X DX

2= =5
ol EXNES 232 D2 NEE == USLICH TCP 2E0HAM 430 ID = TCP HZ0)

o
10
0

A SAEE HZE Super Series It
b AS #= JUSLICH 0 B0 430

g A0

ol
el
0

0
on
2
[92]
o
e
[¢)
=
v
o
o
%]
J
o
I
fob
I
Im
=2

ANEE 2Ags BHHd &

TCP ZZEZ0l= Nagle 212I& Olcts A0 28 D0 JAsUC 0 2elE2
SERE 2 2 M2 W22 dssS LXot)|l Aol DeHULH wT=s | 2ot
gXot=0 wSELICL deiltt 0 ¢1elsd Mol oE &

SILICH. Nagle Z21cl&10 TCP 2 XNHE ACK Y 24101 ZAIHQ MEZFXNZ 426

SHME LMAIIINE ELICI Nagle 21252 0| option

mjo
(=]
00
Qﬂ
(=]
1]
0x
A
rr
=
ok
0x
ol
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted S
Inactivity time-out

Incoming data via serial port

Established

YN

Incoming data
from remote host

Accept
Incoming TCP connection request

Incoming data via serial port

& 46 TCPZES &M=

HIES Bl O0l=2(Inactivity Timeout)

H&S Et2O0t=2(Inactivity Timeout) JIs2 AIEotES AFIMS M, Hl2S EIY0I=2
SHALFHUAM FHoid g Sot OOolH AE0 LHUX s A SAERL STS
ANelZA0IS e MHs2ez ZuALICH

4242 UDP 2=
UDPEE =&& UDPZEN JIBtEs 1 A0 & otUe AIM FoE JAA SAEDQl STS

S
AelZet Sag = JAbs A8 HelotH

CPZ2E2 HI=&LICt. UDP= HIgZ ZZEZ0/D|

—
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4

HE0 ALSXE =018 33

o
4
0x
[}
ug!
F0
S|
Q
>
c
[l

1) s&

3 SAEJH UDP OIOIEH &S STS Al2lX22 UDP 22 ZE Z°o otUtol 2WY, 2 STS
AlelZ= 0l OO0l 38 SAE SFLFHUA 288 SAE 2 otUA 2 22X
SOISLICH oY &3 SAEI 3 SAE SIEFWNAN 2dE S AE S9 otLiet®, STS

NelZ= AMeld ZEE SoiA dI0IEE MSELUICH DX 2CH STS AelZxs s0es
UDP OIOIHIO™ES HOIELICH il ArZ2Xi= 2lAEN Sl 3 SAEZSRH & UDP
datagram = ED|(Accept UDP datagram from unlisted remote host)' Ut2t0IE{E '0li(Yes)'Z2 & &6t
A SAE SAHF A220 RLE S0{2= UDP OO &S STS Al2l=IF &S

= USLICH Aelg ZEZRH S0H2es OO0IEHI JA2H, STS Al2lx= 0 I0IHE

SAE FLFN B A SAEZ MSFUO. 2t =0 gle =2 3 IAE=Z
bS

2
o 2

0

otJ1(Send to recent unlisted remote host)’ IS0l '0ll(Yes)2 A& ACHH, =200 S
EIAOIR 222l AIZ2H0] F UK £2) STS Alel=0l HIOIHE B |2 SAEZST HOIHE

ZEQ 22 MHEZLCH XAME Atgt2 424122 TCP ZL IICHOIEZ

LICt. XtMIEH AtEt2 424182 TCP 2L II2HIIHE E X0 AL,

S50 el 83 SAEZRH UDP H0IHIO™ Y|

2IAEN Sl ¥H SAEZRH 2 UDP datagram= EHJ|(Accept UDP datagram from
unlisted remote host) J|s0l 'OtLI2(No)E2 &AJHETH, STS Aldlxzs= FAHA SAE
BEHETUAM PRHE FBASAEZRH S0HL= UDP OOIEHIPts 2&5LICH BHU=Z
CIAEN Sl ¥H SAEZSRH 2 UDP datagram= EHJ|(Accept UDP datagram from
unlisted remote host)' IS0l 'Ol(Yes)2 H&EEH, STS AMelxs A3 SAE SHFLFH

o220 2= S0H2= UDP OIOIEHO&#S 2 EUC

-|-

==l 22 A2 SAEZ MSEDHII(Send to recent unlisted remote host) J| S0l
‘Oi(Yes)2 HFEM, STS Alel=2= Z=IZ20U STS Alel=20 =58 33 SAEZ HOIHE
HEELICH S50 gle 22 /A SAER STS AM2lZ2 oYy A2lgd ZE=Z HOoIHE

SgL
HE[RX L A SAE SIHEZUAM FEEHXN @2 33 SAESE LELIC. =& STS
= =
=} -/

ANelZe &8 SAE SFLF0AM FHdeE SAENS COIHE &5 ol 8t

BA
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=2 A SAEZ MESHII(Send to recent unlisted remote host)' J|s0] '0tL 2(No)'&
HEEMH STS Nelxzes 38 SAE S34F0 24dE SAENR HOIHE SBYLICH STS

2lZ= HIE=S Et20t=2(Inactivity Timeout) =2t ==0 Sl z222 F FAEES

HES EI0t=
UDP ZE0AM, S0 8l z22 A3 SAEE SX6t)|l <ol HIES E0ZS
ALZELICH HIZ2#S B0tz S =0 Sl 33 s4 E

ALOIONl CIIOIEl &&0]  i®™, STS Al2lX

SAEZ [OAl HOIHE EWX %S AJLYLICL =, UDP 2E0IAM BIZ2S EIZ 0208 STS
AlelZJt S50 Sl 222 3 3AEE |XotJl <ol 22lots AlZFYLICH. UDP

SE0A AMEXDIL HIES
S50 8l B2 SAEZ U OOIHE 2EWX @#S AU

231 1D
Super Series)t & SAEN MM &E=0le 32 BF SAE= HZE Super Series It
Hd EXQXNE BANES Sot¢ PEotAA & ZERI U2 += USLICH 0 =20 a3

AEN B85 S0

H

ID(Socket ID)0l S&& 2ANEES XNESHH Super SeriesIt 23
m;

k=)
NEE 2ANES UM ME6t) Data 8501 AIEEZ LT AAEX=E F

CH 49X X
ot= 2XAES A3 IDE NEE = JSLUCL UDP 2E0AM A3 ID = 2= HAM =0t

g LICH

4243 28 Gigd0l& 2=

2 dsScolE ZE0A, A2l ZE Z2AAE 0K AlelE EX0 22 280l XME
SHELIC Al2lg ZE Z2AA= 0K ZE0A ot XXM, AT 22 Fds 20 S0
Met SEELIC. £8 28 dsE FEotH M2gLth 28 oEdold 2= s &2

a4

MEX Aleld ZX0l dstd AZ2E ZSE0l 0101 ACHH, 0l &35l Ethernet H&EE STS
AelZ2 WHg = UAsUC. AF=ZXIt oo & 22 ATA/ATDT FESel MetlleH=Zz

C =L
Hatels Al IPF=A(EsE S0 E)E AtEdts RYLICH

EZ Al2Ig HIOIHE B 2RIl YS =
XN =2 ZSAEZ OOHE EZUOF StOHE 2E olgdiold 20t
O Alelg &XIel ® Bl OOolE= R BN OO &85 AMBZ, &

3
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B OOIEH=E & YM AHZ 2 = JUASULCL AFEX EXIDOF oior & 22 EXI0A
ATD(T) XXX HHS 29 MOICH IP =A(ES SOOI ¥)S HIRE 2ALICH
STS AlelZz2 2E o=diold ZREE AIESHN, AIEX= Alelgl ClHIOIAE  Ethernet
HERANH HH HZ2E £ U220, Ol MHd ZES AIEdle HE0 HEELUCL ® 42=
STS Al2lZ0M XI&dt= o=l AT Y3 HLICH O 4-70 M= Ethernet WIE<S AW
HZ3tI| /o ATDA FH2 AISHE e A2l ZE Y S8 MEXQol E 20 SLICL
H A4-2STS AI2IZ0A XEE=E AT HE0
ag us s= og B3
(verbose code)
o oy g Rz = =
TCP 2CEZ TCP 220|0E ZEZ2 ANE 3 A
ATD(T 2N SAEZ FH&EZ2 ATELULC B}
[%34( e Te ool d=oid,
H][® A EE][CR][LF] 0ll) atdt192.168.1.9:1002 gqngol:llEg}H[gFD]:'[LF]
e 0l) atdt1921680010091002 NG CARRIER ICRILE
ATD(T) IP =4 192.168.1.9, ZE 10022 &ZELICH R ]
[ IP[RA ZE]|(ZESS AKX 6E) ERROR [CR][fFT =
[CRI[LF] 0ll) atdtss.sena.com:1002
SOIQl =4 ss.sena.com 2 ZE 10022 HZAEESLIC).
AT E£= ATZ [CRI[LF] TCP A} Al2lY ZEEZ XD|5H8LICH
ATA/ [CR][LF] 0N B S BHSELICH H25H,
i TcP 2C8 Tcp MH 2cz &ms 2 Tep ags | OFCRILF
22 EE w5 e 22 52 wao anan sow, |SHEE
[CRI[LF] - 3G _LL|'E|'D|E_:|, gd ZE _\_'IQDP HAEX L2, ERROR [CR][LF]
CHal TCP Hi& Met0lE, 22 ZEJL AMZE LT
E,E0: OI2 &&2 sHAELICt S Sote,
. 2 =38= 0 =3 .
' OK [CRI[LF
ATEN [CRILLF] EL: 0I2E AFEUL (CRILA
ATON [CRI[LF] 0.00: HI0IE 2C2 s I 5H,
L — ERROR [CRI[LF]
Q,Q0: SHS HAISLICHL (CIBE
ATQN [CRILLF] Ol SHS HAISI LICh
V,V0: & = <numeric code> [CR][LF]
ATV [CRIILF] V1 (CIZE): Y = <verbose code> [CR][LF]
D, DO: DTR(PC) Al&Z R AIELICH
AT&Dn [CRI[LF] D2(CIZE): TCP M& 91ZS ShRIELICH
AT&Fn [CRI[LF] FFO,Fl: IZE Q8 AXgs 23§ LICH
K, KO: 85 MOIJt aASLIC
AT&Kn [CR][LF] K3: RTS/CTS 52 H0f (CIZE)
K4: Xon/Xoff (XI&& )

H
=

SLICH

I 20 H4FEH, U HEOI
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S, S0: DSR(PC)= 2 AMILE =&LICH

AT&SN [CRILLF] S1: DSR(PC)J} TCP 1Z2 HOoIZLICH
H, HO: & X TCP A& =2 ol MELICt.
ATHn [CR][LF] 2= MO0 ARIELICH OK [CRI[LF]
H1: &M TCP HZZ2 SXIELIC
1,10 : “Sena Technologies, Inc."E Al & LIC}.
ATIn [CR][LF] 3: 2Y BISZ HAISLICH <=
2 22 :“OK'Z HEAILICH
Hes EIOIHE nE22eaE E&XFELIC
AT\TN [CRI[LF] \TATO: HIZHE ELOIDIE AFRSIA LSLICH (CIEE) OK [CRILF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | oj=
AT&Gn, AT&In, AT&Qn, e OK [CR][LF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
ATS?, ATSn=x, AT&Cn, oo
AT&Wn, AT&ZNn=x “e ERROR [CR][LF]
nOl 10/™
o OK [CR][LF]
H=
ATFn [CR][LF] HS e Z=eHd,
ERROR [CR][LF]
no0l 00|2+™
ATWn e OK [CR][LF]

e Z2ete

ERROR [CRI[LF]

H 43AT 850/ 88 ZE
HEA IE(Verbose Code) =Xt ZE(Numeric Code) 49
(“ATV1” ZE0| AdE F) (“ATVO” HZE0| A8E F)
OK 0 HHE0l AHE
CONNECT 1 SEO0l sl H&ZE
RING 2 2 NS 2ZXE
NO CARRIER 3 SEO0| el MSE S
ERROR 4 ESR=insi N 2 9g
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A

HelloDevice |[g ATZ Serial
SS100 ATZ Y Device
OK > Command mode
TCP connection
JQequest ATDT
ATDT Y

TCP connection

Established.
—> | CONNECT \ 4
| Ll A

ATA.... OATA. ... TCP mode
DATA.... > DATA.... »
g+t
Request TCP
,_disconnection <!
- ATH »
T_CP . Command mode
disconnection
p| OK >
NO CARRIER
\/
Jg 47 28 g0/ ZE9 FHIGI0IH S8 HEFZo 0f
425 A SAE SFLF
2Z S AE FZHLF(Remote Host Configuration)Ol2t STS Al2lX2 Al2lg ZEZL2H O0lIH
I|_-|$ M=

&S0l AS M STS AlelZ22 Al ZEZRH HOIHE =4g SAES =55 YELICH
TCP ZE0IA, STS Al2IXJF 1x &2 SAEN EH6HN € ME

LZEZEH OOHE =#4g 2x FAA ISAEE &Fg =& UsUC ddu 1x A
= 2:

SAEZ AZ0| OIFUHACHH, STS Alelx=E 11X 2 SAEZO HZEO0l 24E Wt 2Xt
A SAEZ OOHE EUWA &L d2l 1X 2 SAER 488 = UAs =k=s U
1602 HMIetEl O UASLICH
UDP ZEUM= STS Al2IZDL 1XF 23 SAES AHE ZAE YOl A2B=2 AEX=E
1 33 S AEQH 238 &= AsUC Obetd 2x 83 SAEE 2010t &Lt
PSS
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Serial port configuration - 1 : Port #1

--- Move to --- =

EnablefDisakble this port
Port title

Anply all ports settings
Host mode configuration
Remote host configuration

Check Host#  Primary remote host IP Port # Secondary remote host IR Port #

r 1 192.168.14.1 G001 192.,1658.13.1 001
r 2 192.168.14.1 a00z 192.,1658.13.1 002
Action on remote host & add ©C Edit © Remove

Primary host address ¢

Primary host port @ |
Secondary host address |

Secondary host port |

Save to flash Save & apply | Cancel |
Port IP filtering
Cryptography configuration
Sernal port parameters
Modem configuration

Port logging
Port event handling

T8 48 HZ SAE

o
0y
W
0

4.2.6. Port IP filtering &3

P =2 filtering 720 JI=56t0 Xl

STS Alel= Al2lg ZEN 852 dlZ8dls 22 SAEE= |
= 2&8 IP =A 2 subnet maskE M36tH S8 SAEJF STS Al
(o]

g &= AUSLICL MEX

=
—
X AMelg ZE0 85 +

s
=

-/

UALSE ASEULC. TAE WES ME 358 FIoHYAIL.

[SSRy
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Serial port configuration - 1 : Port #1 --- Move to --- =

EnablefDisakble this port
Port title

Anply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering

Allowed host IP |EI.EI.EI.EI
Subnet mask to be applied : |EI.EI.EI.EI
Save to flash Save & apply | Cancel |

Cryptography configuration
Serial port parameters
Modem configuration

Port logging

Port event handling

&/ 4-9 Port IP filtering for serial ports

4.2.7. 4353t 4

o
_|
0
)
o
In
2
x
e
02
fo
ton
[l
=
[
o

STS Al2IXE Q8 (S 0/d REWUDP 25 OlL)S T3
X 2IBHLICH

4.2.7.1. Secure Sockets Layer(SSL) ¥ Transport Layer Security(TLS) 2&3 J|¥

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the STS
AMel=Jb 233stE MEWA SSUTLS 258t JIg8E X&octe O sHg =
USLICH

SSL=2 Netscapelil 2loiAl Sct0IHESLL M 2HOl AFESH] KA HZEASLICH SSL

0
>
fuin
[

=
diolois B 28 Z2ESEN &40 AL HTTP 22 WHS2AH0lE Z2ES0AM s 2
= JASLICH SSLe otE Y, e =&, Delld U8 & Z2ESZ9 HEIIs88 SH=Z ol
R SELICH ssL2

=

ASLICH SSLE UWIEHIN Z2HA S&lcte OHEelAOIE0 CIOIH 2ot Hl

OHS2IAH0lE ZZ2&EZ 1 TCP/IP ALOIOI A= ME cllol 2o T2 &S LICH

TLS2 SSLO HHIO0IEE HEYLICLH 0l Z2 E22 Internet Engineering Task Force (IETF)2

X0 oA JHEE Internet RFCLHOIA XIEELICH TLS2 SSLO| ZlgtE SENOID Zel0IHE

N & 3 StLUIt ME2 Z2ESS XNJ6H 2= Z2, SSLE UWdlt= YH-s
o

XNEELIC Oetd TLSZ Oldols X2 d4UAE2S2 OEgA g2 YLt

cC
4

rr

H

ol

N
>

SSUTLS MI&ES AXGHAM MBiet Sct0IHE AOIO SSL 10/13etD =cl= AKX

‘
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A

EHReLICH SSUTLS Z2EZ22 323 Il(public-key)2t THE Il(symmetric key) 2532l
= o

SLICH. CHE 2Jl(symmetric key) ¥S3t= EF IJl(public-key) & <=3t2t HIWoHA &
015 g8 Bilds B0 ZsLUL. =A== MBIt

clOIHEONA 1St AMuiet Zct0IHEI M OS HEA

E
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U
10
0z
x
>
0o
Mo
[
alo
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my
=}
0]
12
un
1>
0
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[
o

u

FOIREDE M0l 2ct0IHES SSL/TLS H&E
ot

HS, ALOITH(cipher) &F, 2&2Z M
GIOIE, el MHIL SSL/ITLSE AtE 2

ctOIHERt Sdlote O

0x My
m

=
=

ue!
0
on
[wl

!
0
HL

£ 2-ULC

MBIt 220IHEN MBSl SSL/TLS BIE 815, ALOIIH(cipher) €&, 2% <
Giolel, el 2ct0lHEJL SSLITLSS SoltA A2t Sdlots Ol 228t Ct
SELIOL AB T8t el ISHAE 2L ofe 2ct0IHEI 220l

3 MM NS 2SN Z20IAE2 o

H
02
0x
rn

i
| rn
o w
o4 0x
S K

x

0
Okt

0o M2
el
0
HL o
m
o &
0t
il
-
o
%
0Q
x
&
N

fol
ol
Ll
N
e
fr ol
M
e
Uy
=}
e
in
2
A

NHE @150t ?lohA MBI 2H

= =
SLLHH ALS X0 2EMES BloiF1
=

= ZELUL MBIt d8382=2 28k

e e

=
1]
o
S
Q
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Sct0IHE= SMINMA HEHOIZUNA HHE 2= OIOIHE ALEZoHA HE HMES 2lok
N premaster secretS 2t=1 0IXS AMH2 & JI(HAH 200 Z2WHE AHS IS A0
N ZHENE MEWNM 2S3ctH 0l 2 S3E premaster secret2 MHE 2 LICH Ol
Ol AtEE ALOIIH(chipher)Oll [2tA ZSctOIER} AHI S8 = UASLICH SSUTLS
= HtZ2 0] “BRE" 0tAH A2 M4 W20l Ot SetELc

MHEIt 220/ E 52 A%t ZREIEH0IAS s& )= Y Sel0ldE
Jb Ol HEHOIZNE UL SctOIHEE MB X0l LA CIOIHE AFRIELICH Ol
0l ScH0IPEE= AMelE OOIE2 2240IHES QIS

ot 8N AHZ 2ELICH

x
M
0o
foi
kOII

= premaster secret

MBI 2210l E o152 QPote 2, Y MBle 2ScCHEE oZstd ] A& L
Ct. oY Sct0IHED AIEE = QM O NE2 S=ELICL 220IHEI 3Rz
OIZEH MBl= Xalel AFE Jl(private key)E AEGHAM premaster secretES =56t L
gol CHAH(S20IHE L5t 22 premaster secretfil A AlI&OHA A8ioi=)SS AHHA

OFAE Al2 (master secret)S MAEHLICH

ot A= 0l OtAH A2HE MEdAM SSLTLS M&E S0l watE &

20| E B8
2dsoH/es oisole Ol AHE2&= HE 2121 A& IJl(session key) E MASLICH L&t
Sct0IHESY A= 0 OtAH AMIAXS AMEoHAM SSLITLS HZBES S 418 A2t
S0l HEE O0IH2 fZH(integrity)S Z2S&LICH

SCH0IHEE= SeH0AEZRHL HAIXE=E 222 0 ME JIE MEHAM £33 & A
Olctl) edixz= HAIKNE AHZ EYLICH £8 Zel0IHdE= HEHN0ITL SetoldE
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222 SSHUUEsE XS 2= SEE 2= HAXNE 2ELICHL
£ AOZ 0l M@ IIE AMEoiA 233t 2 20
MHZ EYLUC. £8 AMHesE HEHOIZS MY F22 SEH

=
=
gddF= SEHE €3 HAIKNE 2-LICH

2

0137 =2 A OIM SSL/TLS ME&EO0l AMEFEAUSLICH 2
MHeE 0 & I8 MEAAM MZ2t0 S48 HOIHE 2S35td 25 ai=dtH 0l
oIS f2ds HdSELIL
Client Server
Client Hello
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text P ServerHelloDone
Certificate
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
icati < > Application Data
Text Application Data < > pp

& 4-10 28801 SSLITLS AHE#H0/I2 ZZAHA

STS AlelZ2= TCP Z2E AEH0 [t SSL/TLS MH £= ZScl0IHEZN s =+

SSL/TLSIte TCP HZEO0l & SAENAM M AF=CEH, STS Alel2= SSL

USLICH
=403

SO0l SSL/TLS AMHHEZM AHSELUICH BHHE, SSL/TLSWS| TCP HZE 0| STS Al2IX2 AlelE
ZEOUAM OIM BM AMEEOEHE STS AlelE= SSL HEHOIZ S0l SSL/TLS 2ct0IHEZM

A SeLCh
AFEXIE SSLITLS &= JIEHE AIEE M, AlEikte USH €2 I2d0lHESS
USLICH

e ALOIH #E(Cipher suites) E43l/HI &4 3}
Cipher suites= SSL/TLS && Z20HHl AIE &

ofl+l(hash) 21252 X&Eot= G0l AIEE

=

[
=
[

HHMYLICH HIHE gocise
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SciOIgE(S48)2 At OtOIEIEIEl(identity)2l 2SS HIY I E2E HMGHH wetots

b OHE 210elE2 SSUTLS HZEE SolAd d&E UEe HoIeHE 2338t

ot= ool AFZSEUC. sl gnelse dsE oI 385 &5 gdtbs AS
X

t=0 AFESELICH D BIHE 202S0 Ar=2=E J12 Z20l% X

XI5 &

Sct0IHEIN MBE SSL/TLS HZE Mol AtE Jtsdtd AtEdted St cipher suite2
E52 2YLULO. MH=E 0 52 NHdl XD = cipher suite?t HIWHA 0 S5 =00
MBIE AFBE £ AN AEdtd ot H® B cipher suiteE SEELICH. 220IAER
M= OIM Ol ciphersuiteE AMEcHM HZ2S Z2terLIC

cipher suite2 HEH2 =& &Z 1 2ot QPALE0 et Zet&LICH RSAN JIgtg &
cipher suite 0| Jt& 0| AI2E0H 5% HUME e &9 2AHOl ASLICH

STS AlelZ== st cipher suiteE XI&otD A Xt= olEol= cipher suiteE &4 3}
C= HEZ2HE S22 M 2 ciphersuiteS S EHE = QUSLICH

Sd0|HE S (MW 2= EE)

AMNEXIL ZCH0/9E ZZ SEO “0l"et) ot¥H, STS AlelX= SSL HEH 03 ZZ2MA
(A 2)= ZSU0IHES ASAHE LPELICL BHHZ AMEXIL Z2M0/9E ZZS S48
“OtLI2"etd otH, STS AlelX= SSL BHEHOIZ Z=ZAA (EH 205 Z20IHEQ

PISNME R+otAl E&LICH

0l

OIS M HMel & A(certificate chain depth) 25

AIEAM HMolE oY Helel ASAHIE Sl e AUSAHO SohHAd ARlEl=E H2ZF,
OEMHES HOULICL 0 AEA MO 2 XH(LEs SS(peer) ASAOA AlZE
& Az CAASKNNMX AZE = A= Hels 2teE= NYULITH CA= SS(peer) IS A0
ArCIStO 2 M OFOIHIEIEIS ESELICH 2t AIZXIF Y CAS AlZSHTH, 5 AI=XS
SE OSM UHELN oY S A2 AF=20l JCHH, 01X AIEXDIE AlQlE SS 2SN
ot ARE 4 QCHe AS 20IELICH STS Al2IZ0A AFEXE IS A HQ BAS 5

eISA CN BZ
AZXIE OIZA CN &Z SE0 “0I"E H=G6HE, STS Alelxes e SAE 0150l
s t=XIE H3gLth 2t 0l S0l 2XIoHK §£2% STS

“OlLIR"E HEiotEH, STS Al
2xiot=XNE HZotkl &L

STS Al2IX= SSLTLS2M =8 D02 CN(LEH 0/2)2 =2 sHLICH
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Serial port configuration - 1 : Port #1 --- Move o ———j

Enahlef/Disable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port 1P filtering
Cryptography configuration

Encryption method ; S5LvE |
Enable/Disable cipher suites ;

W S5L_Ck_RC4_128 WITH_MDS

W S5L_Ck_RC4_ 128 ExXPORT40_MWITH_MDS

I~ SSL_Ck_RCZ_128 CBC_'WITH_MDS

W S5L_CK_RCZ_128_CBC_EXPORT40_WITH_MDS

W S5L_CK_IDEA_128 WITH_MDS

W S5L_CK_DES_g<4_CBC_WITH_MDS

W 55L_cCk_DES_192 EDE_CBC_WITH_MDS

werify client (server mode anly) MO =

werify certificate chain depth |3

Check the certificate CH MO =
Save to flash Save & apply Cancel |

Serial port parameters
Modemn configuration
Port logging

Port event handling

18 4-11 =3 74

4.2.7.2. 3DES ¢S5t I

253 JIEHZ2 3DESE &FoIH STS Al2lX== 3DES(168 bits) 2S3tE M&EWM CE STS
NelZ=&X £ = HelloDevice STS AlelZ2t SA&IE 2 USLICH

T8 4.12 3DES M2!9 HRE EUsS B0 JUSLICH KII0AM 2 229 90ls T3
ZSLIC

20l GOl IHE (RH

18 4-123DES /9 2= =%
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8-bits =X LICH 0l 20/= LIZ(CIOIEl 2 TY)2 20/= |0IELICH 3DES = 64
HIE 2= XITH(cipher) ZD21Z012 01JI0IAS 20l= 8(64/8) &2 01201 ALICH

Mee EE 22 X MH(ciphenLICH HE 2t2 MY (1-8)MIA2 HA IHE BIOIELICH
STS Al2|X9 3DES 2D2IZE0NA L33 GI0IE I MM AIRE 319 XI| HEs

SE0A SZELICL dell I 252 ASL 7d I 25 MEdA ddaut. J& 413 2

Il R WES 2010 USLICHL

W

Key Block(32-byte)

Key (24-byte) IV(8-byte)

Jg 413 7] &

Jl 252 UsH 201 Z2AELDH
Key Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key= 9| 222 X & 24bytes
IV(Initial Vector) = J| 52| OtXI2f Bytes

42.7.3. RC4 ¥S5t JIH

gsst JHES RC4Z HEHGIH STS AlelX= RC4 253tE MEWAM STS Al2ZIZE X2 S

= USLICH RC4 2= ZE0AM STS AMelxsE MEX 24 Il €2 MEdM 2= TCP

AEEE dSEtotl =g LICH RC4 D82 AtEctH od £= Y S AMEGHA ZSLICH
3 g

Ct =%=DF kS LICH

ml_o

4.2.8. Serial port parameters

4.29. AMlelg tetol e

Alelg ZEN Alelg FXE HZotdE ofle STS Al2lX22 Alelg EES HMetlleHE HZ=
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Aelg EXIo 2LH SFGHOF ELUICH AEXdr 4388 = Use Oet0lHeE UART 84
HM&E= S (baud rate), OIOIE HIE, THEIEl, 28 HIE, SEHMO, DTR/IDSR &SE 0|88 =4
el 2Xk2H(inter-character) EF 02 S LICH

oh

BN STS AlelZ2 e Alelg EX= Alelg S& A0l RS2322 L XIoH0F &LICH Alel
2 Sao B A4 A0l et THAlet et 519 o3 AdlEs FXotAIL

o A2l d&=5T(Baud rate)
STS A2IZ0A AIEE & /Uese A2IE Es55ce Ush 28LIcH
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 12|11
230400
Tl £3E Jl=d2 9600 LICH

e 0OIOIH HIE(Data bits)
CIOIE HIEE= 7bits £= 8hitsLICH =J| S&E J|=28t2 8 bits LICH

Serial port configuration - 1 : Port #1 --- hove to ———j

Enable/Disable this port
Port fitle
Apply all ports settings

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Serial port parameters

Baud rate : Im
Data bits ¢ Im
Parity . Im
Stop bits m

Flow control IHardware vl
DTR behaviar |.f3.lways High =]
DSR behavior |N|:|r|e =]
Inter character time-out (0-10000 msec) @ |1 aa
Save to flash | Save & apply | Cancel |

Modem configuration
Port logging
Part event handling

g 4-14 UART &&
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IH2lEl(Parity)

IH2IEl= none, even == oddQLICH =D &8& J|

gl
&l
Mo
>
o
>
D
c
o

AE HIE(Stop bits)
AE HIEE 1bit E= 2bitQLICH =J| &FE Il g2 1bit2LICH.

S & Wl (Flow control)
Jl &8 JI2 22 NoneLICt STS Al2lZ== XON/XOFFE Al8dts AZEY O Sal
M2t RTS/ICTSE AtEdt= GIEANH S8 MOUHE X2 LI

L2TEQN SE MO ZAS EEZXH(XON/XOFF(0x11/0x13))E & Mol AZE HXIS
2ol MEOHAM CIOIE S& S&2 MOELICH StERAIH S8 M ZANM=E S Hel A2

Pl

U

= AXE MOIUHAM AlSE =1 2U4SO2M UIOIE S4l S5 MOIELLC

FS N

RS232 2E010] S8 MO &als X&ESLICH RS422 2E2F RS485 == s 82
ATEQYN E= SIEYNH S2 HOHE XIREHA LsSLICH

DTR/DSR S&

DTR/DSR EIo 2= AlelZ ZE ASE MEWM TCP A& AEHE NMOHHL 2& Al

S HMUHE N2AIOIE dt= O

DSR= & J|ME(read-only) &= AlISLICE.

DTR =& s&2 U2 A HY A =

& =5), always low(&4 ©S) £ & hi

open ©Z HFE AL DTR & 324 &Eie TCP ¢Z0| H8& Z=0 high2 |XI&LICh

DSR 28 s&2 U3 & M = otltz2 88 & = USLICH None(H&S) ZE= allow

TCP connection only by high(=Z2 L§0j2t TCP &Z &5/&). DSR 22 SZ0| allow TCP

connection only by high 2 &0 T DSR ASII L24AEHUHA =2 AEHZ BHIE [

TCPOt HAZELICH 8t DSR 4130t =2 AHLY, A SAEZLEHS TCP H&S o

0ot UDPZ OIOIEHHE 2&LICH DSR AlSIE =2 AMEHUIN 2 ez BHatE o, 2

TCP HZ0l EHELICH. Super Seriestl HZE Fbl= A2 DTR &S E HUHE2=ZM,

Super Pro Series2| TCP H&Z 2 MO == USLICH

o, 24 Zd0ld RENAM= DSR 28 S& & T30 A2
A

£ HotE 23 SAEN e AZ01 UK

£
(=)
O
92}
Py

>
a
>
<}
=

FS N
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4.2.

STS Al2IZ= AlelE
C

AN
(=)

DTR/DSR &% Hi== Z2&0I

ok

FE0AsE dEi0A=E 201X Z&LICH

tol

2X2HInter-character ) EF0IR

Ol Iiet0leE HxEE Alelg HO0IEE TCP/UDP IH2loZ2 LDl <ol AF=ELICH STS
NelZ= Alelg CIOIHE 22 M, X2t Ef0t2 2229 Al2tSe AXE HO0IHE JICHE
LICH. 2O AI2b ot dIOIE It SHLX Z28 OI0IED = b1, atLkel
TCP/UDP IHA2=2 KU AM MSELICH 2t 2Xt2F EFot2

OlE It 1024 bytesOl & H =S ™ 1024bytesE StLIS| 22 Z TCP/UDPZ N &

A2 EtYOot20l ‘022 ZFEH STS Alel2= U3 dI0IHE JIteXe] Jtss el
CIOIHE &S LICH

& X2t Etdot2E AFEXSl OiEcIAHol&0 et et
HEETUME 22X GtLel MSAIZIECh=E {0k ELICH g &% Al
bps, 8 HIOIE HIE, 1 A5 HIE % IH2IEl AS(noparity) 22 &3
MEct=dol 28t &Xl bite] = 10bit0l D otLISl 2AE MSdte O
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 msLICt. [etM AIE A= 22t EHAO0I2 S
3msE2CH 2H HHFH0F &LICH 8.3msOlolE &2, 022 SF&H 24 20| HSELICH

A2 Bt otze &#ls 22 ZxE(ms)LICH

b

Ik}
c
[w)
on
=
e
ual
k>
o
pal

M

n

rno

e}

Rl

10. 2 4

E2o NI 2 o

IT =
74 HOIXINA DCD S&1 2 init-stringS 4 ot0{0F2F &LICH STS

A= SAE ZEIHTCP 2E2 HF SN

28 243HEgds
STS Al2lZS Alelg ZEo =ZEs A

x 2
DTR/DSR/IDCD 4152 20| HZE0f Y= 2022 IHE5tD KOS

X

2 init-string
ZXt= Modem init-string Tt2t0IEH A 2 =13 Y& 0 (initialization string)S X+H&l 2
ol

PN 83E = USLICH Enable/Disable modem It2t0IEHE &4 (Enabled) 2

HD
x
0z 0 0

ZEJ 28 Rt HdEE/US Mol= STS AlelZ= DTR &30 &2
2 SHZ BH3otAHLE Alel2 ZE -0 2etE Oiet0Ieor 88 2 Mot 2

BN = (o) =]
ZI|3F HHOE olg AMelg ZEZ BHLIC

DCD &%

DCD =&0| =& &t Lmoe TCP A& & E(Allow TCP connection only by HIGH)'22 &
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ZL®, STS AlelZ= Al2l€ EZES DCD &HI =2 AL 2 SAEZRHS
HZES EELICH MBI Al2ld ZEE O01gel 2EZ2E(dial-in modem mode) =22t At
ot g Mol |38 JIsYLIT 0 Z0 010 AZ& ZEOI SCH STS AlelExs
TCP= HZ = ol E0HAl EsLICH
o XIS ofldl 28 &

s ofldl @& AZ0| Enable2 EFEH 2= TCP HA0| &S M STS Alel=z= 2E
HZsS &L Us ol 28 HZ0| DisableZ2 £FTH 2= TCP HE0| E€ROUHE
STS ANelZ2= 28 HZEES 2R ESLICH 0 JIs2 430 &4280 24 HZ0] 20K
M &3k HB0 BUHECE RS FoHHAIL. =, 0| S82 STS A2lEE 080t 2
= TCP HZ0| &% I 282 HE=S B2 = USLICL

AEXIL dialout JIsS AMEotcA®, HAH Z2&O0I dial out ZEAHE 2| <IcHA Alel
g2 EIEN 22 280 5 = JA00F ot 20 AFZ2X= DCD & &EiE Nonel
£ ZHoH0Fet &LICH
Serial port configuration -1 : Port #1 -—- bove to ———j

Enable/Disable this port
Faoit title
Spply all ports

sethings
Host mode conflguration
Remote host canfiguration
Pott IP filtering
Cryptography eonfiguration
Filtter application

Senal part parameters
Modem configuration

Enable/Disable modeam ;

|Disable vl

Fort event handling

Modem init-string |quIJSD="_‘
DCD behaviar [ MONE |
Automatic release modem connection | |Di55hie 'l
Save to flash Save & apply | Cancel |
Port logging

J8 415 24 74

4.2.11. E ZZ(Port Logging)

2]
(=]

==

ol

ZE Jl

or
jo

AtS

e Al2lE ZEES

SolAd 2UW& Ol0IeH= MEMORY, ATA/IDE D& C
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A3 JtE, SYSLOG MBI £= NFS A E& Xl S0l dEELICH

o IZE Z2Z E43lH|I&dSl(Enable/disable)
Ol melfleHeE ZE =232 #2435 = HEgds3sE FAgLth x| 4

(disabled)] 2 LIC}.

0
o
=
o
0x
for

e Portlog storage location
EZE 27 HI0IH= STS Al2IZWR 0I=2el, ATAIDE 10 & ClA3 IE(PCMCIA £ U 8),
NFS AMH2 E&E X L= SYSLOG MU MEEZE =+ JUSLICH R HZ2E AZAHA
ZE 27 HOIEHE M&ESt=e 0= STS Alel=Jt HE Mol 0f ZE &1 HIoIH:E A
ZELC Alelgd ZE 27 HO0IHE E=xodtel®™ ME @XIE ATAIDE & ClA3 I,
SYSLOG AH E£= NFS MHZ E2AAIL. OIZAH oted™H ASXIF AAEN Y HAE
T&oOF ELICH O OHXMOt HESHH HEDX L2H AEX= AHHOIANMM ME RAXE
HEig =~ SLICH

e IZE Z7] HIHS 3|
Ol metdlee 28 ZE 27 O0IHSY xtiEgs F2LILh W2 H2elE
J OOIHE MEEY Mole & HIHS &M 2710t 3200 KbytesE €2 = ASLICH(Z
el ZEQ PE ZE HIHSS 2712 &0l 3200 Kbytes OIGtH0FRH & LICE) =D

4 Kbytes2 LI Ct.

ATA/IDE D& ClA=3 JIEE MEWHA 21 HOIHE M&EE M ZE HHS =0 A

o JtES EE0 et et UL

NFS MHE AIEdiA 21 HO0IHE MEE Mols ZE HH2 =0 2= HEEX

ESLICH AFEXDE oile ZE 22 AIAE0 XF0A NFS MHE 24oH0F &LICH
SYSLOG MHE AMEoiA =21 HIOIHE MEEZ Mol= AZXIL ZE 21 HHS 2

g #¥e 4 gsUC

=2o =2

ro

rr
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Serial port configuration - 1 : Port #1 -—- hdove to -—- j

Enable/Disable this port:
Port title
Spply all ports settings

Host mode configuration
Femote host configuration
Port IP filtering
Cryptography configuration
Serial port pararmeters
Modern configuration

Port logging

Port logaing |Disable vI
Port log storage location IMemDry vI

Port log buffer size (KB, 200 max.) |5EI
Save to flash | Save & apply | Cancel |
Port log :

0 [ EHetresh

Port event handling

712/ 4-16 Port logging configuration

4.2.12. Port event handling configurations

STS Al2lZ2= MEXIE ZE O|HE is5E FHS S Alelg ZEZ HAE Al EX
N OOIHE ZUEZENLE COIHM EISE = JU=s == MIELO. 018 Uz MEXN=
email/SNMP 2 &l (notification) = ZE O|HE SiS2 FHES SoiM Alclg ZEZ HE 2
& HFHS ECINY 2 AldlY ZEE JIFEESE FAY £ USLICH £8 0] JIsE MEXIH A
ZE HXE SoHM OIOIHE ZLIHESHHLE AFE FoE IIRAEIL X ZAS Mol HZE &
XNE &g 2el/Mo & == AN HSLICH E£8F STS Alel=2t oY Alelg EHXI2tel HZ A
Jdelld STS Al2I2Q A SAERIS TCP HZ AEHE ZE JI/FE AISHNY 22 Zdgoe=z
2telotd 2UEE g = UASLICHL

28210 OIMIEN O =g&E 2380l 2dE = USLICH HIINAM BHES(reaction)2 email
HE,SNMP Eg &, 68 85 L= ZE BISE9 X80l € = UASLICH
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H
Im
o
Z
Im
l'?.':'

In
o

MEXIL ZE O/HIE HS5g JlsS 0I18otddY, ZE O/HE #HSE = 23t (enable)dl Of
SILICH OlXE 22¢ met0leo0lJ] &0l 0l J1s0l Hi&d3t(disable) Tl & & STS Al
AEE OIHEN 28t & oet L& otXl ESLICH

2@ 2k (Notification interval)

STS AlelZ2= 28 2tAOICH 28 emall £= SNMP EE#S

OICH email £&= SNMP Eg2 2UH =H, UEotH 2 emaillt SNMP E A
Jbs H0l U2T 2, STS AlelXE 2 2tH9 AI2HESQoH O|HEZE 20tA, Sl LHSL
Ct. Ol metOlE e 20l U &=HoH AIAE KUHAS 2ol MH Eul

Cl
= s Y 2 d4S T30 AIAE TR AES ZAs & = ASLICHL

Email 2&(Email notification)

STS Al2lZ9| Email 28 JlsS 435t £= H&4ds ot JIseLIth STS Al2lX Emall
28s 22 [ 0lX=2 SMTP At #d0ld &EE SMTP A E AISELICH. SMTP A

Email Jls Al Hlg4d3s ELICH
A2,

Jb ol PHEEX #pAAU H
SMTP At 71d % TtMlet €82 34

I
0%
fon
m
2

F

n <2
)
(W}

1]
FA
ol

92}
<
5
o

Email X2
Ol WetbIeH=E AME FH2lE /S X HUAS M STS AMl2I=0 A 2LHE Email2l

== £38¢&LIth

A2 Email =4

Ol metlle= At o2& JI/FEIt BAEHAS I €8 Hegs 2= =0 AE 88Ut
SNMP &
Ol met0lel= STS Al2lX2] SNMP 28 Jlss gdat = Hlgds gut

SNMP EZ2 NS
Ol mtetile=s AFE J2lE JI/FEI BRAEUS M STS Al2l =0 2lohA 2LHE SNMP E

gol M=ss 288Ut

SNMP E& £AlD| IP(SNMP trap receiver IP)
Ol met0lel= APE HolE /=D 8X HUS I SNMP E& 2ES ==4I6t= SNMP &

O
g =012 IP =25 Z£FELICH
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Serial port configuration - 1 : Port #1

EnablefDisakble this port
Port title

Anply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Serial port parameters
Modem configuration

Port logging

Port event handling

Port event handling .

Motification interval (30-2600 sec)
Email notification :

Title of Email :

Fecipient's Email address :

SMMP notification @

Title of SNMP trap :

SHMP trap receiver IP

SHMP trap commmunity

Disahle =

J

--- Move to --- =

o
—

Disahle &

Disable &

SHMP trap version : W1
Save to flash Save & apply | Cancel |
Check Key word # Key word Feaction

r 1 test

Action an key word
kKeyword string :

Ernail notification :
SHMP trap notification :
Port command :

Port command string

Save to flash Save & apply

Ermail/SMMP/Command  reboot

& add O Edit € Remove

JRENE

-

Port command

Disahle =
Disahle =

Dizahle =

| Cancel |

Ji)

g 4-17 ZE O/HE

SNMP E& HSFLIEI(SNMP trap community)
Ol metble= AME EoE IIYEDL X o

£ &Zd&LIth
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e SNMP E& H&(SNMP trap version)

Ol metlleHe= AFE EQE /S X ZUS M 2HE SNMP EZQl HAEg &
Ct.
[&EH OIHE E&]
o ITX HZE/=d
Aelg X H2Z = =2clo OIMENAM FHolloF & 4 s&H2 M3 HASE M
e TCP H&/Z¢l
A SAEZRH TCP & L= 2|2 OlHEWAM FoHor & 24 S&2 32
M AELIC.
[PIRE =S8 BE]
o IJIRE &
MEX= A& IAS0 CHE SHLZ “FI" E= “MHE Hd9E &= JAsLIT
e IJ|fE Z(Keyword string)
MEX= 886t ot IIRNEZ HY HHE AIEE &= USLICH
e Email &3
AMERIL dEE JIRAEZ Email 28 HSS 243 L= HIg4ds g = UsULCL
e SNMP E& 2E(SNMP trap notification)
MERIL HEHE JIFAEZ SNMP EE 28 N2 2435 L= U245 & = US
e Port ¥¥
MERIL HEE JIRAEZ LE HE NES 243t L= HIg4s & = /UsLICH
e Port 3380 (Port command string)
STS AMelZ2= AFE HE II|ED EX EHAS M Alelgd ZEZ HZE EX=Z2
S22 NIAELICL AIEX= 0l HRHA Al2lg ZEZ BEUE 932 N3E = US
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43. B=

O=
[ w—
configuration

20N AKX

Alelg ZEJt
ALEH Ol
oo

2= A

At

jel]
g
p———
°

10

S
—

==
x

x
oo

+

[E=gyw—

£
Im o w

| 2]
=

“all port configuration” Tt2t0IEf= OteHel 1

1. Port enable/disable

Port title

Host mode

Remote host configuration
Port IP filtering

o o M w N

Emulation mode)

7. Serial port parameters

g22 UHAA

o
%:‘_l_

:Ol

“apply all port setting” =& 0l

[ )
o =2

Ol8atH &ELICH. All port
disable2

XA
= T

A& LICH

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem

8. Modem configuration (Only valid and visible if host mode set to TCP mode)

9. Portlogging
10. Port event handling

Serial port configuration - &ll ports ;: Port #

EnablefDisable this port
EnablefDisahle this port

Save to flash

Enahle =

Save & apply | Cancel'

Port title

Host mode configuration
Remote host configuration
Paort IP filtering
Cryptography configuration
Serial port parameters
Modem configuration

Port logging

Port event handling

--- Move to --- =

g 4-18

Port enable/disable
Ol Ilet0leH= ZEQ Jls AMEHEE &

U
fn

g

M
0z



Port title

[u]

IHet0IE D S S22 d3E dL, 2 Al2lg ZEN st ZE E0IE=2 O = ¢
ILE 5o o=z HAAMELICI. HE =0, ZE EOIS0l “my server” 2 A&8L= &
L, LE #1° ZE EIOIES “my server#l” 2 AL HZEH2O ZE EIOIEES “my

X

SAE ZEJH TCP £= UDP 2E2 HEEHE E2, 2 Al2lg ZE= SD|(listening) &

(listening port number + serial port number - 1)

2b Al2lg ZEQ| [tE Let0le S “all port configuration"?t 22 value sete2 A& ELICH.

Remote host configuration, Port IP filtering, Cryptography configuration, Serial port
parameters, Modem configuration, Port logging, Port event handling
AJ] O8s 2 Wet0IeHE <dl, “all port configuration” 2| values set2 ZE Al2lg ZEWA

SZotH €& ELIC.
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5 PC JI= &€&

STS AMelx= JIs2 Rod & &SFHHE fol PC It XS MEotd JASLICH TS 49X
SE9 PC =D NI ELICH

- LAN 3tE

- 24 AN JtE

- 28 JtE

- ATA/IDE fixed disk card

AEZX= LAN £= 28 LAN JtEE 0IE6tH £ OE UERZD H&2= Soll STS Al2l X0
&g > USM, ATA/IDE fixed disk cardE Ol8o AIAE 2 Al2lg ZE 21 OIOIHE
Mg = AsUD. 28 JHEE MESH2EZN A 20 HAZote Alelg ZE g0l STS
Alel=0l 22 (out-of-band) &S & =& USLICH

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | EhEE e SerEE
Save to flash Save & apply | Cancel |

28 51 =J/ PC 7lE && U= 2t

PC IS 222 AR5 9 AFBRE CH2ol SIS 285)0F BHLICH
CHl 1.PC 9= 20| PC 1SS & BLICH
Sl 2. SelectPC I A oM L Decowranewcad | o gensi gy,
CHHl 3. STS Al2IX= JI=E M50 Sish Z240 o Zad0l(plug & play) JISS AIRE
2010, €3 0% 3201 LIENY HQLICL AIBIHs B JISE SHAIII| st
TI2I0IEE e = AL

Save to flash | A

o]

Bt 28 dHE

o

CtHl 4. Save the configuration settings by selecting
M&ELIC.
S 5. B2 [Apply changes]E &80l M2 2 32 HEAZLUICH

STS Al2l=JF PC JtE

ﬂJIﬂJ
rr
o)
E:I
Qj

, b8 257 OIAIXIOF LIEFELICH
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STS AlelZJt XI&sct= PC JIE2 2lAEE 22 JAotAIYH F= B. I/&LHE PC JIEE

SHYAIR.

PC JtE2 A#SS =L MSBO0UA MAGHAE, Arl2Xts C

Microsoft Internet Explaret

1&g 5-2 20l AW o2 HAIX

- 00
&
m
110
B
>
i
N
P
(@]

Step 1. [(Ban- show the actual button) Stop card service] & & EIGHA Al 2.
Step 2. [Save to flash]E S EIGIH HAE A WSS MESHYAIRL.
Step 3. HI=0A [Apply changes]E & &GN B8 HEZS HEAIINAIL.
Step 4. PC IS =X UM PC JIEE HMH SHAAIL.

2t
=«

IXE HIIX &1 sR0OUAM PC tEE MG AAE XS

1k}

51. & 3t &3

LAN Jt&

E

PC JIE =X0l &XIotH STS AlelZE= 29He UWERZA CIHBHIOIAL IP

HEA R=8 XS NZaH0F LI

PC card configuration

Currently configured PC card

Card type @ Metwork Card

Linksys EtherFast 10/100 Integrated PC Card

Model (PCM100) Wer 1.0

Metwork configuration

IP mode IDHCF‘ vl

1P address ; |192.165.1.254
Subnet mask | 255.265.285.0
Default gateway : |1 92168.1.1
Primary DMS : 168.126.63.1
Secondary DMS 168.126.63.2
PPPaE user name : |whoeuer
FPPPOE password : | ********
Confirm PPPoE password @ |********

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancell

& 5-3PCLAN 7tE &%
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AMEX= BtEAl PC & JIEES

NHE 4&dFoHoF LIt 2E

52. 24 LAN 2t €3

LAN JIEE PC JtE =X

& Xlot

=
25otAH SLICH oI, IP F=A=

t2D primary

=
HFo HAHsSes HE 31 IP £F0 KNS 2FEA

2 secondary DNS

PC JIE CIlAEE EdY £= B. STS A/l2/XJ} X&ot=

STS AlelZE 22 UWIERA IEHOoIAL IP F=AE

==8t 2= XEoioF LIt

PC card configuration

Currently configured PC card

Card type :
Model :

Metwork configuration
IP mode :
IP address :
Subnet mask :

Default gateway .

Primary DMS
Secondary DMS

PPPoE user name :
PPPoE password :

Confirm PPPOE password

S5I1D

Use WEP key :

WEP mode :

WEP key length :

WEP key string :
PC card service

Discover a new card

Wireless network card configuration

Wireless Network Card

Cisco Systems 350 Series Wireless LaMN Adapter

[

|1EI2.1EB.1.25£1

|255. 255, 285.0

|IEIZ.IEB.I.I

158.126.62.1
168.126.63.2

|Wh|:|ever

I********

I********

|

|Disab|ed vI
|En|:r5.'pt vI
I-'-IIII hits vI

Stop card service |

Save & apply | Cancel

& 54 24 LAN JlE &F

Save to flash

MEX= BIEAl PC & JIEE £&3e M f& & JtEE HEGD primary £ secondary DNS
= IS

e £&2 =ZHHsS=2 &d 31 IP £&0] TtAlsl £FE 0



STS AlelZ= 24 LAN 832 <ol SSID(Service Set ldentifier)2t WEP(Wired Equivalent
Privacy) | JIs2 XJELICH. AIZ2Xt= AP (Access Poin)E X&) fIoi SSIDE &8 &
UM & encypted L= sharedZ2 WEP R2EE &£&E & USLICH WEP 3| 20l= BIEA
40 £ = 128 bit 040F BLICH 40-bit WEP J101H, At2Xt= ZelXt 2&()01 8l= 59 168+

Ho
»

IS MEZS UEHOF BLICH 128-bit WEP /013, 22/X 22()0l 9= 1342 16X4 2
HEZ Qeisie= & LICt.

MZ S0i, 128bit WEP J| SHZS AIR3I0| 2o AISXHs CHSDF 20| 13049 1684 2
HEZ BHEAl 2ia)0F &LICH

000F25E4C2000F25E4C2000F24

STS Al2IZDJt XI&ot=s R4 & PC JIE 2lAE

un

S2cAM 25 B. STS A/2/XT} X2 o=

JIIEE AMNSECEZEMN AFHE REN HZols Alelg ZE g0l AIEXIF 22 &2
x L

[Ct. STS Alel=Dt

PC card configuration

Currently configured PC card

Card type : Serial Moderm Card Serial Modem Card
Model PCMCLA CARD S6KFaxModem FMSAC-MFS 5,41

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel

72! 5-5PC serial modem 7tE &%

5.4. ATA/IDE Fixed Disk Card Configuration

e AMAE R A2l ZE 212 ME6H)| o PC ATA/IDE fixed disk cardE AtE 6=
£ ofOF ELICH. STS A2 &M HE 2
(@)

£ &3

Ay
]
c
o
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STS Aelx2 AMAE HAHZ export L import 22 M, STS Alel= &3 It

=2
==

PC card configuration

Currently configured PC card

Card type : ATASDE Fized Disk Card
mModel ; TOSHIBA THHCFOG4HMBA
Size &4 MB

File system ! ext?

ATAMDE Fized Disk Card canfiguration

Total data size to be used (0~64 MB) |E-t1
Delete all files in ATA/IDE Fixed Disk Card Delete
Format ATA/IDE Fiked Disk Card : |E><T2 W] Faormat.

PC card service

Discoverameweard |  Siop cardservice |

Savetofiash | Sawesepply | Cancel |

_1&/ 5-6 PC ATAV/IDE fixed disk card &€&
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6. System Administration

STS Al2lZ== &Ef CIAZH 0l 3tH(Status Display Screen)S Soll AIAE AEIQF 21 GI0IEE
SBOHFH 22E o AAZELICH AIAE &E C0IE=E 22 018, Alelg Bs, A0 HE
STS Al2lZ9 HERA £&& S0| USLICH E£8 STS A2lE== system logging JIs2 S
KNEE =FHloHA emailz2 £ CIOIHE U=s2=2 Yot dF3E & USLICL

AZ2XH=E STS Al2lZ9l &XI 015, €Me A2t B& ZolAl JI2e2 MAFE =%
UASLICH. T8t A2 Xte CIHHIOIA, 22 22& 2L Al2lg 22E2 ME0t0 STS Alel=
HAOE gaol=g =& ASLICH

[u]

bl

on
=

10
Mk
u)

6.1. AIAE oEH

System status

System infarmation

Model Na. : SSB00 Dewice

Serial No. S5B800-0307995499

Fi'W Rey. ! w40

MAC address 00-01-95-04-19-5a

Current time : 07/23/2003 13:40:42

System lagaing ¢ Enabled

Send system log by eamail ; Disablad

PC card type: NONE

PC card model : NOME
iFpfatmation

IR mode | i lalles

1P expiration ; MiA

IP address 192.168.14.7

Subnetmask : £33.253.0.0

Gateway @ 192.168.1.1

Receive/Transmit errors AR

Primary DNS | 168.126.63.1

Secondary DNS . 168.126°63.2

g 6-1 Al2E &H CIAZ40]
6.2. A|IAEl 2] &3
STS Alel== system logging 2lsit AIAE 270 &AEf HEAl JIs2 H3&LIC AIEX=
o

system logging ZZ HIAE enable £= disable &EiJt SI&F & = UAS 0 OtLict AlAE
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i
>
02
el
rr
40
pal
He

ANAE 270 HI 2718 88g = JASLICH

System log storage location
ANAE 2= STS Al2lX WE BI2e2l, PC IS 20| & & ATA/IDE fixed disk card,
NFS MH2 &Xl XI&E L= SYSLOG AMHO M&EE == JUSLICH AMAE 27 OOIHE
HESt=H R HIZ2E ME6te 2%, 221 HO0IEH=E STS AM2IZJt THE W A HE LIC
ANAE Z27) HI0IEHE 2&6tel™, M& XIS ATA/IDE fixed disk card, SYSLOG MH F=
NFS MHZ &&oH0oF ELICH 0IE =H

otol floll AtEX= M 222 HME ALSot)|
?let WetllelSS £doi0F LIt Jb HE0l 2HEX €2 3%, MEXNE ddHE

OH &I
Ct.

L
HHME M&E E4A2 £33 = AsU

System log buffer size

Ol ItetleHe 228 £ U= AMAE 27 Mol xS H2ELICH HOoIHE MASH
Jl ol e U228 AI8dte 22, A28 27 JAM 2Jl= 300 KbytesE =g = ol
SLICH

£ UIOIHE M&®BHI| <ol ATA/IDE fixed disk cardE At&dt= 22, = U HIH AJl= St
C E0 ek getdLIC

27 UOIHE M&EoIIl ol NFS AHE AMEdte B2, 20 H StOH LICH.
MEX= NFS MHE 360 AIAE 21 JIs0l BE =l < b &LICH
27 UOoIHE M&ESDHI fdi SYSLOG AW ZIAE MEdte &2, MEX= HH AJIE

=
LU
-
rr
10

]
Qb
o

STS AM2lZs Y- X €2 22 HAIX it 012l XA&Es =X ol23 21 H0IEeE
NECZ BUHEE &AFS 4 USLICH AMEBXE emailS HE£6HD| s H2IOIEE BHEA
AFHOF &LICH Ol mel0IE = email2 M&ct=0 228 21 iz, =F 2 emaill =2

=
S0l ZgE = AsUU. 1O8 62 €8 & AAE 21 2] stHE 20 sLICh
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System logging

System logging IEnabIed vI
System log storage location |N1erru:ur5.I v|

System log buffer size (KB, 300 max.) |£1
Send system log by Email : IDisabled vI
Humber of log messages to send a mail (1- |5
1007
System log recipient's mail address @ |admin@ynurcnmpany.cum
Save to flash Save & apply Cancel |
System log
07-2353-2003 11:25:21 = Boot up System Start ﬂ

07-23-2003 11:258:21 = Start with Static IP by 192.168.14.7
07-23-2003 11:25:21 = Start with PPPOE by 192.168.14.7

Clear Refresh

Jg 62 A28 270 88 & 2]

6.3. AIZA 2= 5=

ASRHE AIAES S 2 UA2 AEXL B85S =218 = USLICH.

=

Users logged on list

sername Terminal Login Drate and Time From

root console Jul 23 11:27

Jg 63 AEXN 202 22

Users logged on list= AIAEIN 2101 8t AIZXE ol US2 25 B SLICH
User name(AtE X 01 )
Terminal type for the session (MI& 0 CHSt EHOIE S&)
Time connected (HZ & AlZ)

IP address of the remote host (& SAEQ IP =4)
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1M
10

I

Solf &ots AL EN=E SF0 LIEHLIA ZSUCL HTTPHTTPS Z2EES Sol g4

e
o
0
rr
by
)
=)
c
QO

S =Z20sLI0 8 AISHe WARAESE HZotddd, &N
o

E Y=8 = M HAREE =olsh)l o st O M

Change password

Current username : admin

Enter current pawwsord |

Enter new password |

Confirm new password ; |

Submit Cancel

78 6-4 AHE #1Y

6.5. Device Name Configuration

STS Al2lZ=2 22|E ol NHECZ HH| 0|82 4FHE £ USLICH O 6-5= HX 0
S &3 FHALICEH AFEXIF Device name=2 B &GHH &™H STS Al2lZ=2| hostname 0] HE G

H =D CLI &2 ZSZE E8F Ot 20l sHE &= hostname 22 HZ0| ELICH

r oot @TS800_Devi ce: ~#

Device name

Device name | |SSBEIEI_Devi|:e

Save to flash Save & apply Cancel |

Jg 65 &x 018 £&

STS AlelZ2| Device name £&0| &8 ZXt= 51801 T F20 AHEXIH Device name
8 22 XNEGHH ZH STS A2lX2| hostname 2 STS Al2lZ22 IP =42 sz K&
ZLICEH S8 Device name2 HelloDevice Manageret 22 22|l T2 1S A & AEE ¢

AMEELICEH.

njo
rr
|

=)

[e]]]
=
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6.6. Date and Time Settings

STS AlclZE= M EM X Al2t ZE2E 2elgLICh STS AlelZ2 AlA & €8 232 UR
SX M0 2o wASLICH O 6-61 201 AIZXs 8 EM 2 AlZsS BH3EE =+
USLICH

M 2 A HE30le S Ot 20l /JASLIOL ® Blile NTPAHE AMESHH EM
A2t 282 =Xcts RYLICH. NTP JIsS AIEotES &H&EotH, STS AlelZ= AAES
MHAIZE HOICH NTPAMBOIA € 2 AlZE B22 JHASLICH NTP AHE 0.0.002 &£ &E06HH,
STS AlelZ= CUZ2E NTP AMBIE MEELO. 0 <0 STS Alelt= UHERIAE SoiA

QIHYN HZBEOH UOUOF SLICH AEXeE HFXNSo et =81 =& AIZHUTC: Universal
Time Coordinated) 3t2| Al2t QEAES HFHOHOF ELICH & HI ZHEHE NTP MHE AE5HA

20 2R AME =22 Z3Fot= RYLICHL 0 ZHS AEotH WE HEXE 016N

ESt ARSI AIAES El & AIZIS &6t £dot)|l AM=  Al2tUi(timezone) 2t
UTC2tO| Al QEA SFH0| 2R =& JASLICH ASXIE MHEIYS ALEE8HTE, AHEHY
AZHCH, UTC2t2l Al @IA AR @0 2 Al2E, S8 @/ 2 Al2t) 22 AOES Y 2ed
=d2 232 2RIt USLLCL 02 Soil STS Aleli= HE&et AIA"E AFS AHMg =
o

ASLICH

Date and time
se NTP : |Disabled vI

MWTP server (0.0.0.0 for Auto) |192.1EB.2EID.1EID
Date [mm,/dd/ vy |EIL-’EIH#'2EIEI£1
Tirne [hh:mm:ss] |11:EIEI:2EI
[Standard time]

Timezone : jutc

Time offset from UTC (UTC + [x.x]hours) |EI.EI

[Daylight saving time]
Enablef/Disable daylight saving time : |Disabled vI

Daylight saving timezone |

Time offset from UTC (UTC + [x.x]hours) |III.EI

Start date [mm/dd] : |EIIKEID

Start time [hh:mm:ss] 00:00:00

End date [mmmfdd] : |EIIKEID

End time [hh:mm:ss] 00 00:00
Save to flash | Save & apply Cancel |

18 6-6 Mt A2t 7&
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6.7. £48 2|

MEX= 8l 88 H2E CF IS, NFS MB, AIE2Xt S2h(user space) S= 2& HAl 22
X0 DL Z 2Y(Export) = UL, CF IIE, NFS A, MEX 28 £= 22 HAUHNM &3
FEE S0HA(mport) M &8 FE2= ot =& USLICH

MEXHE S0H2II(mpor)E & M X H40lA "Factory default'S &EiGHAHLE STS
AelZel & mge 3& &6t I8 88 AXE =4 dH2E X)) JI2 84828 8378
A_sUb. T8 670Md & 22 HS 2uHSUCL FEE EUWII(Export)StHLE
E02(Import)otei® CiS mWet0IHES HESHH SEoH0t | Ct.

nx
— oo

]

AFFE BUD|(Configuration export)
2| Xl (Location) : 2 LHII(Export)& < XI.
23S 3t (Encrypt) : Yes £&= No.

It (File name)

HAFFE S0 2I|(Configuration import)
f Xl(Location) : =W 2I|(Import)g <RI Xl. Factory defaultE &€
s7g = ASUCH
HHE M (Configuration selection) : HH ZHFO HAHFHEE

Z2 3 LICH.

J Jle &%

gg
ol
o

B
fin
=)
to
o
3
©
S
o

FS3HEncrypt) : Yes £= No. E0 2J|(Import)& < X0t Factory defaultO|™ Ot &S
=X ¥sLICH

UO

e Mdei(File selection) : CF 9IS, NFS AW, 12l AIEX 328 32 HdeiE XA
253 2 UEGtE BUDI(Export)E IS |52 BHSLILH

Z3(Local) : AAXIIt 2 HAY [If 2 HAIWA 2UII(Export)= ILS = HE &2
SLICH
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Configuration management

Configuration export

Location : © CcFcard 7 MFS server © User space(fusr2) ¢ Local machine
Encrypt I‘v’es vI
File name : | |.5y5cm

Export |

Configuration import

Location © CcFcard © NFS server ¢ User space(fusr2) € Local machine

" Factory default
Configuration selection

I select all
I system configuration { 7 Including IP configuration )

[T serial port configuration

Encrypt I‘-r’es vI
File selection : [---—- Select file -—-—- =l Local : ZokE 2., |

Irmport |

18 6-7 £& 2c/

SN 2EEEE EUWII(Export)otd® O EXE WGELICH

SUII(Export) & AXIE HESLICEH
0]

A W N
El
o
2
o
o T
1o
Qﬂ
c
o

02 JI(Import)oted™ OIS EXE GELICH
1. %0193I(Import)aa’ PIXE HEBLICEH
2. €0 g
3. €5 :
4, S0 20|(Import) |IXIJF 2& O{A&I& 0tLIL] Factory default® OfL|ct®H M A
AE BIANAM SO 2I(Impor)E W2 S EHSHLICH.
5. S0 2J|(Import) X0 2& H{Al0l2tH FHO0LED|(browse) HES 2& 610

SO0 (Import) e WAS HEELICH

6. [Import] HE=S S &LICH
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BHAON gdol=

o LIOdolEs AMelg 25, 83 25 £= & QAHHOIAE Sof JisELUc zal
A0l E= http://www.sena.com/support/downloads/ Sena &IAIOIENW M 0ISE = USLICH

& 6-82 AN Yol & LEHHOIAS 2HSLICH

ds Sofl BAWE LY0IESHAYE TS BXE WHELICH
1. O0I2J HES 2ot =& EAN HolH2IE AL
2. dE8E HECSZ HOd01E LIt
3. Yd0IEE Ot = HBAES HEot)| AAcHAM AIAE0l THAIAE R LICH

Firmware upgrade

Select the new firmware hinary file
This will take 5 minutes mazimum

| _ o=l |

pgrade | Reset

&8 68 &R0/ Y clol=

BAAOE cl0lEe I &F 225 L= AdE £ AEot)| fIolA= TELENT/SSH £&
HOIE Oolgadold Z2080l z88 885 Z2E3s XIJoi0et SLCH A Ld01=
S0le oMo #BLE2 IP £8 €= Mot =J| Jl2 €322 a8 AgLth

A ZS52 086t BAWE FdI0lE 6t RiohiAdE G352 EXE MHEUC

1. zld BANHE F&LUILCHL
2. TELENT/SSH HE£= Alelg 2£& ZEESE AME6H HOlE oSdold Z2)HS

A Z g LIC.

ZEE 0I2g &322 4ol 2 Zel2=z, Telnet £ = SSHE
C

]

& )
I8 6-901 20l HME BN Fd0IE HxE SAGLICH
4. =2ctgl AAAtES 2D O 61000 20l XME z28
B0 BiolHel S dSELICH
5. &c0l=0 2UY HE AtgtS HE6H)| ol AIARO0l THAIZE R LICH
6. A0 FOdOIEE AIHSHH, STS Alelx= 108 6-11HME 0icd HAIKNE EAE
JYLICH E£8 STS Alelx= &M EAI0 HES |XISHH &ELICH

[El

2&E

I
i

AHZoH0d

0R0
ol
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18 69 FF L& Al2lg 2£= ArEs BP0 &40/ =
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i el
[
-y g

| % 8w

LN > LI

e, Ll

& 6-10 ZZ2E (HyperTerminal)2 0/&3t HI0/H2] Tt HZ)

--->90
Do you want to upgrade firmware? (y/n): y
Transfer firmnare by znodem using your term nal application.
To escape, press Crl +X
**B0Of f 000005b157
**B0f f 000005b157
**B0Of f 000005b157
**B0Of f 000005b157
Fi rmnar e upgrade failed !
Now r eboot

Jg 611 &0/ I5/0/= &I HAIX

6.9. AH S X W HZEoLD]

AZEXE RHelel W
2 =AM XJAEL
> 6.

System administration

£ STS Al2l=0 HEREE £ JSLICHL DLt ItY HeE Jis2
Ch. It 22E UHwe 18 6-12 =

User file upload”0il 2 XIoi U=LILCH

MNEXIL 2& H=E AEHAM STS Alel=0 oS
&5 ZZEBZ XIA6t= TELNET/SSH £= HOIE Hl2a0 =3

U2 HEXt= U3 20 25 U= 2 EANHE Ld0IES= A ==& LICH



2. TELNET/SSH HE£= Alelg 2£& ZEESE AEoiM HOIE olsdolE
8L

=
o
Q
H
k>
H
Im

E 0|l2g 22 &™sl o ZelZ2Z2, Telnet
C|

78 6-129 20l AISTH 'Y H2E MM SSS SLCH
4. 08 61001 20l= 2HE 2210 MAIAE T2t Z28 T2E2S AR
mte S MEBLICH

5. UG QRCEJ BT AIAHS I 6-129 20l S4B HAKNE ZAE

6. U2CSEZ ATHGHY STS Al2iZE 18 61320/ Ol HAIKNES TAI 2
=]
ANBTH THY RS QF AIBX 22 (usr2) CIMERINALY HEELCL STS A2ZXUR
O AIAEIO 28t Of B2 H2E 220,82 SHA IEH BS BI5HAIl BHEILICH

Wel conme to STS 800 configuration page

Current tinme: 08/14/2003 11:56:13 F/ W REV. : v1.0.0
Serial No. : STS800438349-42944 MAC address: 00-01- 95 04-d3-03
| P npde . DHCP | P address : 192.168. 222. 206

Sel ect menu:

Net wor k confi guration

Serial port configuration

PC Card configuration

System admi ni stration

Save changes

Exit w thout saving

Exit and apply changes

Exit and reboot
<Enter> Ref resh

coo D 4

PN ORwWNE

Sel ect menu:
Syst em st at us
System | oggi ng
Devi ce name: STS800 Device
Date and tinme
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except |IP settings
Fi r mnvar e upgr ade
<ESC> Back, <Enter> Refresh
---> 6
Do you want to upload a file to user space? (y/n): y
Enter a filenane: test.txt
The file will be saved as /usr2/test.txt.
Transfer a file by znodem usi ng your term nal application.
To escape, press Crl +X
**B01f f 000005b157

© 69 = @n @ g @90 (=

Upl oading a file is conpl et ed.
g 612 AtESA It YZE UlF2 &F UlIAIX
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7. ANAED S

STS Alel= & QIHHOIA= AAHE SH 3HES MIBELICHL AMEX=E A28 SH sHS
E X5t STS Al2l= 220 MES SH HOoIHE &g 4 USLICH WERAT EHHOoIA
2L Al2lZ ZE SIHE link layer, lo, eth @F Alelg ZEW OIS A L

CP % UDP SHl= TCP/IIP Z2E39| 449 J|2 43 A4S0 s Ar2 SHESE LIEELICH

—

7.1. HERK 3 2IEHIO|A(Network Interfaces) S

UHESRZ 2HHOIA SH= STS Al2lZ2| local loop back interface 2 lo 2 STS Al2lX2| J|&
HER 2AHHOIALQ etho THEt JI2 HWERIA AHHOIA AAZS LIEHHLICEH

Metwork interfaces statistics

Interface lo ethO
Receive Bytes G0 7448861
Packets a 8057
Errors a ]
Drop ] ]
FIFD ] 0
Frame a ]
Compressed ] 0
Multicast 0 0
Transmit Bytes G20 Jaa794
Packets 2 3991
Errors a ]
Drop 0 ]
FIFO ] 0
Frame a 220
Compressed ] 0
Multicast 0 0

J8 7-1 LIEF3 2HH O S

7.2. Nelg Z2E SH

He 32042 Alele ZES| At S, Baud rate €8 X 2

1=
= LErYLCH (@ on @ :Off)

He
Im
10
re
0
fual
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Serial ports statistics

Paort Baud Rate Tx R RTS CTS ©OTR DSR CD
1 38400 0 0 > Q ] Q Q
2 38400 0 0 > Q 5 Q Q
3 38400 0 0 > Q ] Qo Q
4 38400 0 0 > Q d Q Q
5 38400 0 0 > Q > Q Q
& 38400 0 0 > Q ] Q Q
7 38400 0 0 > Q d Q Q
g 38400 0 0 > Q > Q Q
& 7-2 Al2lg ZE AEY

7.3. 1P E A

IP SH SH2S IP ZZ2EE2 AISot Ha/AHAZ0 e Ael 322 MBS ELICH

N T = 222 metole ol et 82 & 892 s &sLt.

Forwarding :

IP forwardingOl enable &= disable
DefaultTTL :
J|2 TTL(Time To Live)

BN K=

InReceives :
A8 Holg2d &
InHdrErrors :
ol @JOb JACHD =4l diolefade ~&EXR= MA&(checksum), XXl &= HE EH,

JIEF HECH O, TTL =t &)
InAddrErrors :

FA F0F AL Al

ForwDatagrams :
Forwarding & COIOIE{ &2 =
InUnknownProtos :
QINGIX 0 £= X
OlHg e =
InDiscard :
I=Z2E

=]

—/

OoF

LS

=2
=

IP ClOl

InDelivers :

A

Motel PN

clolgt el =

Z2EZ0 20 AIZRXNE d83He=2 A& O

=

=/

&l

—

ol

JF ol

o
of he

[und

iy

SAE(OIZ S0, B 2o B=9 A0l

=
e
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OutRequests :
HEGIEE QFE &2 H0I6 32 £, Forwarding E OIOIE &S == NM2E.
OutDiscards :
FAE =4 dolHOde =, H FESH 20l SHN=Z &40 M /AKX 2
M= 8= HOoIHOge =5 20I&. 0l == Forwarding & OOIEHO#2=Z 2t AL
Ol 22 2o Al JI=s 2t=ot= HIOIHIO™S =& EZEE.
OutNoRoutes :
destination IP =40l M&0t)| 918 220t ALK &2 GOIEHIO&2 =~ 0l CIoIHI
2 Hol d=ZE Lt
ReasmTimeout :
OO LIt &6t =, UHXl HIOIHIO#ES0l =&oioict=e g At M2t oY
=3

A2HOI ==GHX 22, doligage HIl d2=E.

(0]

ReasmReqds :
M0l 2R

ol

FOOIHOES ==

‘

ReasmOKs :

S22 MAME HOoIHIO#Y =
ReasmpFails :

MME = = oI =
FragOKs :

HBMOZ fragmentation E CGI0IE{ Q&2 %
FragFails :

fragmentation & ISt IO &S =~
FragCreates :

M= fragment 2=
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IP statistics

Faorwarding 2
DefaultTTL ks
InReceives 22082
InHdrErrars 0
InAaddrErrors 0
ForwDatagrams 1]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
QutRequests 4073
QutDiscards 1]
DuytMoRoutes ]
ReasmTimeout 1]
ReasmReqds 4054
Reaszmoks 1667
FeasmFails 0
Fragoks 21
FragFails 0
FragCreates 115

Jg 7-3I1P &7

7.4. ICMP SH|

ICMP SH 3tH2 ICMP Z2E=°| AIE SH E2E ML 2 Wt 3o & &8

2 st £sLith.

InMsgs, OutMsgs :

apl T= dBE HAX 2

— T otT

InErrors, OutErrors :

=& L= dEE UAIX =
InDestUnreachs, OutDestUnreachs :

b L= d&E SEXNH SEotA =8t HAIXI2 =
InTimeExcds, OutTimeExcds :

time-tolive(TTL)E Z=ot= 4 £= ASE HAIXKS =
InParmProbs, OutParmProbs :

=0 = MNSE HAIK = Li20IEHN 2FO0F LM HAIXS =
InSrcQuenchs, OutSrcQuenchs :

48 = ®EE AA Quench HIAIXIS =
InRedirects, OutRedirects :

4 L= MEE = Redirection BIAIXISl ==

InEchos, OutEchos :

92



=&IE echo 82 =
s, OutTimestamps :
HMEE time-stamp RF 2
InTimestampReps, OutTimestampReps :
b L= MEE time-stamp S92 =
InAddrMasks, OutAddrMasks :

=4 b= & =4 0tATe #

InAddrMaskReps, OutAddrMaskReps :

=4 e 8SE =4 0tA3 SEH2 +=

ICMP statistics

Ink=gs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
Insrcduenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAaddrMasks
InaddrMaskReps
Quthl=gs
DutErrors
QutDestlnreachs
CutTimeExcds
CutParmProbs
CutSroQuenchs
CutRedirects
QutEchos
DutEchoReps
CutTimestamps
CutTimestampReps
CutaddrMasks
OutaddrMaskRepns

O o oo oooo oo fo oo oo oo0fp O

g 7-41CMP &7
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7.5. TCP S|

TCP S S22 TCP EZ2EEZE2 A2 SH FEE HSF
Chst &L
RtoAlgorithm :

M =0l retransmission time-out (RTO) 2 12I&. MH

A
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 £5 B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Zl A& RTO gt (ms).
RtoMax :

Zf RTO gt (ms)
MaxConn :
O A& HE =

ActiveOpens :

r
in
A
o

e
N

10

¥

olr

0

%
o

K%
N

Mo

1]

O ESl &R

>
1
bl
)
Q
Y
o]
4

S H0 AZE2 A ER.
AttemptFails :

AIHEE HAZ A0 CHEE %=
EstabResets :

WaNoE SyYE ez 4

CurrEstab :
Sl dgE Hz >
InSegs :
48l segment ==
OutSegs :
& &EE segment &=, MESE segment= ZET A 22,

RetransSegs :

MESE MOBME =
RetransSegs :

MESE MIAYHE S 272 M=+
OutRsts :

Reset EcJF &8 dSE MIOAHES =
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TCP statistics

Rtodlgorithm
RtoMin
FroMax
MaxCann
Activelpens
Passivelpens
AttemptFails
EstabResets
CurrEstab
InSegs 1051
outSegs 1486
FetransSeaqs ]
InErrs ]
DutRsts 2

i T T T s Y s Y o T s Y o Y o

Jg 75TCP &4

7.6. UDP S|

UDP SJ 3tH2 UDP Z2EZ2 AlZols I3 L= HAN 26 SH d22 MI3ELICh
90

OfcHOll 2 Ht0IHS e & &Y

InDatagrams :

=4IE OoleHOdge =+
NoPorts :

NEE ZEI SE6HAI 20t HII M2 =4 QOIS =
InErrors :

=HE 2F dolgHOde =
OutDatagrams :

d&E ool =

UDP statistics

InDatagrams 28359
MoPorts 4
InErrors 0
CutDatagrams 2863

1&g 7-6 UDP &JH
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8. CLI CtLHA

8.1. N2

root £= System admin 2 AlAE 2L L= Telnet/SSH &2 2£&2 Soll STS Alel=2
Linux 2& HME=2el CIHHOIA(CLYN B &
Gt0i STS Alel= AEE ZAIGHD
ASGIH 22 SAEQ STS Al2lE A

Linux 282

==
[=]
A &l scriptg
S

STS Al2l LIS ZScHAl HIZeloM HAD/E = JASS Jusr2 0l 1024 KB2 AtEX S2+S
HSELICH AFS X S2H0lA, At Xb= KHAO0I MIZSE shell scripts Al &iE =~ JUSM, HLE &
SOYE g =& AsLI

root AtEXt= AMAE 2Z£E = Telnet/SSH 2210/HEE AESIH CLI Ol 858 = US
LICt.

>

System admin2 CLI} &% & £ gl&LICH 228 83 el &2 sSoiMdet 58 &~

S LICH.

l

8.2. SdiAl 74

STS AlclZ WE SdiAle otaiel =2 20 R*AELICH AIHSX= Mtdblocks 0l XA SH
&g 4 Asd, 0= fusr2 Of DI2EL0l UASLICL AIBXE fetc, var € /temp IF0]
H2g = JUSLICH MREES = 0l D0 S=3dl 8206t X2 STS Al2l=0 22 =X
2SLICH dU, ot AFZ2X0F MY S0 822 6110 saveconf HE S AGMSIOIH, &8 W=
HACOl WS ZHAl HZ2l YHo2 NI, MRS ol =0l M= SLICh DetAl,
K EOtAl A HBDH STS Alel= JF 2HIEHN S&EGHA 22 = USLICH =22 BL, STS
AelZIJt #SoHA 22 =& AsLT

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblock1 Kernel None 768

Mtdblock2 CRAMEFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, /var, tmp 64

Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (R/W) lusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. XNI¥ &= Linux SE2|E]

8.3.1. Shell ¥ shell utilities:
sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

8.3.2. File & disk utils:
Is, cp, mv, rm, mkdir, rmdir, In, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tall,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

8.3.3. AIAE! RECIE:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, Ismod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

8.3.4. UIER A RECIE

ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4. root £= system admin2 & CLI E56H)|

Aelg 25
1) PC2 Al2lg ZEQ STS Alel=2
2) PCZ HOIE O
3) PC2 Al2Ig =
4) <enter>2 S&SLILCL

5) STS Alel= root HAOILI admin HAE2Z Z]0CIEHLICT.

r
Mk
Hl
Im
U
K%
il
-
[w

Telnet 2&
1) telnet STS A/2/Z ip_address
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8.5. Gl Al

8.5.1. &Xl9 telnet disable 3}7|

STS Al2|= EIs, 22 2L ZESSH E TCP ZE 22 T telnet® TCP ZE 23)SS
HEROZ HIE#AHS ot JIsS2 KNGS LSULCHL AIZXE 2/Telnet/SSH 2 E8 STS Al
2lX AF HHE SoiMs B 2 22 HIBH T 24 AHI G52 8 0 YUSLIC

MNEX=E AIEXE scriptrc. user £ =3 &2ZM, &Xl otLESl A 25(telnet £= SSH)

2E HlZ2d dEIt IS g = ASLICH s=ddots L2 UsSW 201 29t oAt AsU

Examplel. 'i netd. conf' I}22 +=F&LIC
1 ©H /etc/inetd. conf (telnet AHIAS commentout &L= 4HH)S =& ELICH
2 &l inetd.conf £ /usr2/inetd.conf & SA&HLICEH.

3 ©H Jusr2/rc.user scriptE CtSt 201 HESLIC.

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tinme
#

#PATH=/ bi n: /usr/ bi n:/sbi n:/usr/sbin

# Add shell conmand to execute from here
# Add shell command to execute from here

cp -a /usr2/inetd.conf /etc/inetd.conf
ps -ef

whi le killall inetd 2>/ dev/null;

do sleep 1;

ps -ef

done

[usr/sbin/inetd

ps -ef

exit O

cC= =Xt
A/ [ |

Ol otH, AFEXt= OHEN Al

>
L
o

FEe MOD telnet AHIADN HIEA &AEOt &

Gl Xl 2.iptables rule &3

1 SH CHS O 2001 /fusr2/rc.user scripts &=&§HLICH

#!1/ bi n/ bash
#
# rc.user : Sanple script file for running user prograns at boot tine
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#

#! / bi n/ bash

#

# rc.user : Sanple script file for running user progranms at boot tine
#

#PATH=/ bi n: /usr/ bi n:/shi n:/usr/sbhin
# Add shell command to execute from here

# if user wants to disable telnet service fromall host
iptables -A INPUT -p tcp -s --dport 23 -j DROP

# if user wants to enable telnet service only fromspecific hosts(192.168.0.0 ~
192. 168. 0. 255)
#iptables -A INPUT -p tcp -s ! 192.168.0. 1/ 255. 255. 255. 0 --dport 23 -j DROP

exit 0

AEX= AMAEHES 2EE MOHCH telnet MHIAE disable &EHIt &= & = JUSLICH AFS X
Jb Factory Reset J|S& 0IE0t0H, STS AMcCIAE & €&&8X U SA6HH, /usr2/rc. user
script 22l 0|52 /usr2/rc.user.old# MYE MEZMH eH rc.user L0l SLEL

Ct.

8.5.2. FI|X0l T2 A

AMEZX=E crontab2 0IE0I0H FIIHEez &8 IZEz2 )2 Aldg = JUSLICHE crontab3
olgstd =JI1& =2 Jisol otedd Ose SAHES 22 F A0l dHELICH

CH 1 /usr2 CIZE2|0l crontab It
A

=
Cl2&E2] 20 current-date IS MA3ILD

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two ninutes

* x % % * gcho “date’ > /tnp/current_date

HH 2 OS2 HES 0lEA crontab ItY=S SS&LICH
r oot @sTS800_Devi ce: / usr2# crontab sanpl ecrontab_file

CH 3 AMAES Y THAIRE MOWZ cron &Y

rc.user AJEEE AtEZotH & LICH

fujo

APNoR O

nin
El_l_
2
[
0o
3]
my
=}

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n:/sbin:/usr/sbin
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# Add shell conmand to execute from here
crontab /usr/ sanpl ecrontab file

exit O

10

STSOHANE —-e SE(UHCIEHE MESIH B crontabs #E) 0l XI& X
SHAIDI BFELICE. M2tM AMEXE BFEAl vi OICIEHE AFZ6I crontab I
off OF & LICH.

crontab IIF2 2l ZESHY|

mo Mo
& M
oY

e
10
&=

e
rr
[m]
rr
0 ¥

1]
ro

At

x
ro
0

=
=

rr

el=24 crontab IH=g2ES FXZGHYAIZ. (man 5

cront ab).
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o4

—

=1 1 L]
T T/ . =

A 1.1 Ethernet Pin outs

HUHQ!

& A-1RJM5 F14E 9 & BHXI

I A-1. Ethernet& RJ45 F/4/E/9] B &&

g S8 A A}
1 Tx+ ZstM L 5 M
2 Tx T
3 Rx+ =MD Sl
4 NC = A
5 NC EEnIER
6 Rx- =M
7 NC 2 AT Bl A
8 NC Z A
Al2 2 2 A2l ZE Pin out
STS Al2lZs 222 L Al2lY ZTE 2 RJ45 HUEHE AMEELICH A2lYd ZTEE RJ
O Tl XNE2 E A30 UL ASLICH 2 o= Al2lY S4 &F0 2 J|s0l

7] SFCH

g HEEZE RM5 FEH

RS232
(console and
serial ports)

CTS
DSR
RxD
GND
DCD
TxD
DTR
RTS

s

0N |R|WIN |-
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A 1.3 Ethernet Z24& &%

HelloDevice

Remote Host

_1&! A-2 Ethernet direct connection using crossover Ethernet cable

HelloDevice

Remote Host

Rx+(1)

Rx-(2)

Tx+(3)
Tx-(6)

Hub

Rx+(1)
Rx+2)
Tx+(3)
Tx+6)

_J&' A-3 Ethernet connection using straight through Ethernet cable

A1.4RS232 Al2lE HiHdT

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 Gt 3 TXD
GND Red 4 > 5 GND
DCD Green —> 5 1 = DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 1> 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 g 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 D 20 DTR
RXD Black 3 Gt 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 D 6 DSR
RXD Black 3 Gt 3 RXD
GND Red 4 > 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 <> 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 > 4 RTS
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£5 2.STS Al2l2Jt AI&#dt= PC JtE

STS AlelE Alel2= U39 PC JIEE A& ELULCH

H A2 UERF JIE

Manufacturer Model/Name STS probed Model name Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card

FA411

Ethernet

H# A-3

P4 HERF FIE

Manufacturer

Model/Name

STS probed Model name

Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WavelLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-4 ATA/IDE Fixed /AT FtE
Manufacturer Model/Name STS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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H A5 Alg/lg 28 JiE

Manufacturer Model/Name STS probed Model name Specification
- PCMCIA CARD :

Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§r21FM56C-NFS FAX/MODEM PC Card
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card

CIRRUS LOGIC
KIT PCMCIA 56K
KINGMAX Fax/Modem Card 56K MO DEé\/I4C1:L-MD56XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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= 3.STS Alel£2 €8 1t

A 3.1 System.cnf

syst em cnf

HHH HH

system configurati on which exist only one place on this file.

# kind of IP configuration node
# 1 - static ip, 2 - dhcp , 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192.168.161.5

# system subnet nask
subnet = 255.255.0.0

# system gat eway
gateway = 192.168.1.1

# dns configuration
# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,
# you can set 'bmanual _dns' to O.

p_dns 168. 126.63. 1

s_dns 168. 126. 63. 2

# pppoe configuration

# 'ppp_usr' is pppoe account nanme and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai | |oggi ng configuration

# if you want to send log via E-mail, set 'emaillog’ to 1

# 'emaill og_num trigger sending enail.

# The nunber of logs are greater than 'emaillog_num', then send it.
emaillog = 0

emai | | og_num = 5

SMTP confi guration

‘smtpsvr' is a SMIP server

'sysmail addr' is a sender address.

‘recvmai l addr' is a receiver address.

'snt p_node' neans a SMIP server authenticati on node.

1 - smp wo authentication , 2 - pop before sntp, 3 - snip wW
aut henti cati on

# If '"sntp_nobde" is 2 or 3, you need SMIP account i nformation.

# '"snmtp_user' is a SMIP account nane and 'snmtp_pwd" is a password.
bsmp = 0

snt psvr = snt p. your conpany. com

sysnai | addr = STS800@our conpany. com

recvmai | addr = adm n@our company. com

smt p_node 1

snt p_user adm n

sntp_pwd = adnmin

HHHHH

# 'device_nane' nean a unit nane assigned. A unit nane will be a identifier
anong PS products.
devi ce_name = STS800 Devi ce

# IP filtering configuration
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# By setting 'btelnet' to 1, you can use renpte consol e.
# Simlarly by setting 'bweb' to 1, you can use renote consol e.
# 0 neans that protect any access.

# 'enable_ip', 'enable netmask' pair is a source rule specification for renote
console filtering

# 'enabl e_webi p', 'enabl e_webnetnmask' pair is for web filtering.

btelnet = 1

bweb = 1

enable_ip = 0.0.0.0

enabl e netmask = 0.0.0
enabl e_webip = 0.0.0.0
enabl e_webnet mask = 0.0.0.0

0

# dynam c DNS(DDNS) configuration

# dynami c dns can be enabl ed by setting 'bdyndns' to 1. 0 for disable.

# 'dyn_dn' is a domain nane for your DDNS.

# '"dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |IP address of NTP server and 'ntp_offset' is a your

of fset from UTC.

# If you don't know any NTP server IP, then set 'ntp_auto_conf' to 1

ntp_enable = 0

ntp auto conf =1

ntp_offset = 0.0
1

ntp_serverip = 192. 168. 200. 100

# Log configuration

# systemlogging is enabled by 'l og_enable to 1.

# 'l ogbuf _size' is a variable for representing |og buffer size by KB

# 'log_stoloc' is a location to save |og.

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# |f you choose log |ocation to SYSLOGD, '|ogbuf_size' you've set will |oose his
role - limting log file size

|l og enable = 1
| ogbuf _size = 4
log_stoloc =1

# syslog configuration

# You can run or kill syslogd by setting 'bsyslog_service' to 1 or O

# 'syslog_ip' is a |IP addresss of a renote syslog server.

# 'syslog_2ndip' is a |IP address of a secondary syslogd server which will get
the sanme | ogs

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_i p = 192. 168. 200. 100

syslog facility = 0

# NFS configuration

# You can nount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs_ip = 192. 168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb_http' to 1. If not, set tot O

# 'bweb_https' is for HITPS

# 'web refresh rate' is for refresh the changi ng page when you see the system
st at us page.

bweb_http = 1
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bweb_https = 1
web_refresh_rate = 10

# TCP configuration

# 'keepalive_tine' is a tinme before keep alive takes place

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a time interval between keep alive probes
keepal ive_tinme = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Ethernet configuration

# 'ethernet _node' is a ethernet node

# 0 = Auto Negotiation, 1 = 100BaseT Half Duplex, 2 = 100BaseT Full Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Full Dupl ex

et hernet _node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card
# 3 for Wreless Network card, 4 for Serial Mdemcard

pcnti a_card_type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i prode = 2

pcntia_ip = 192.168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcntia _gateway = 192.168.1.1
pcnti a_ppp_usr = whoever
pcrei a_ppp_pwd = pppoepwd

pcnti a_bmanual _dns = 0

# In case of serial nmbdem card, 'pcntia _nbdeminitstr' neans a nobdeminit string
pcnti a_nbdeminitstr = gqle0s0=2

# Wrel ess network card configuration

# To enable or disable Wred Equival ent Privacy(WEP), set 'pcntia_wep_enb' to 1
or O.

# 'pcntia_web _node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcntia wep_length' is a length for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcntia_wep_key _str' is a key string for WEP

pcnti a_wep_enb = 0
pcnti a_wep_node

=1
pcnci a_wep_l ength =

1

# 'pcntia_cf_conf_max' is a maxi mum size to use in case of CF card
pcnti a_cf_conf_max = 0

A 3.2 Redirect.cnf

redirect. cnf

Port configuration is placed on this file
Basical |y keys foll owed by 'port' key are data for those port.
Port nunber is zero base index and the naxi num val ue for port is used as all
ort configuration
Data followed by all port are default val ues and will NOT be applied
"port' key notify the port data foll ow
If you want to activate the port, set 'benable' to 1. If not, set to O
If you set 'brmanset' to 1, you don't want to change the port data by changi ng

HHHF HOHHHFHHH
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all port configuration
# | f you want to change the port data by changing all port configuration, set to
0

port =0
benable = 0
bmanset = 0
port =1
benable = 0
bmanset = 0
port = 2
benable = 0
bmanset = 0
port = 3
benable = 0
bmanset = 0
port = 4
benable = 0
bmanset = 0
port =5
benable = 0
bmanset = 0
benable = 0
port = 6
bmanset = 0
benable = 0
port =7
bmanset = 0
benable = 0

# As refered, maxi numport (in case 8 port nachine ,8) represents the

# defaults values for all port configuration.

port = 8

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uarttype' is for UART type. But PS only support RS232

# So set 'uarttype' to 0 and DO NOT CHANGE

# 'baudrate' is for baudrate. From 1200 to 230400 is avail abl e.

# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# '"parity' is for parity. O for none, 1 for even , 2 for odd parity.
# 'flowcontrol” is for flow control. O for none, 1 for XOV XOFF

# 2 for hardware flow contro

# 'dtropt' is for DTR pin option.

# 1 = Always HGH 2 = Always LON 3 = Hi gh when open

# '"dsropt' is for DSR pin option.

# 0 = None, 1 = Allow TCP connection only by H GH 2 = open/cl ose TCP connecti on
# 'interchartineout' is for inter-character tineout. It works ONLY FOR RAWICP
# node.

uarttype = 0

baudrate = 9600

stopbits = 1

databits = 8

parity = 0

flowcontrol = 0

dtropt =0

dsropt = 0

interchartinmeout = 100

# Host nobde configuration
# ' host nbde' neans a host node.

# 0 = TCP npde, 1 = UDP node, 2 = Mbde enul ati on
host mode = 0
# In TCP node, 'localport' is a listening port.

| ocal port = 0

# ' max_connection' is a maxi mum al | oned nunber of renobte host
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max_connecti on = 32

# 'renotehost’ is a renote host |ist

# (Primary | P address: port Secondary |P address: port)
renot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictime ' is a cyclic connection tinme in seconds

cyclictime = 10

# '"inactivitytineout' is a inactivity timeout in seconds
inactivitytimeout = 100

Crypt ogr aphy Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 rollback v2, 4 = TLSv1l
"encryptionkey' is encryption key file nanme

'key_password' is password for encryption key file

'ci pher_suite' represents a conbination of cipher suite.
‘verify client' is Verify client(server node only) option

0 = No, 1 = Yes

"verify_chain_depth' is a nunber of chain depth to be searched
'verify cn' is Conpare the certificate CN and host nane option
0 = No, 1 = Yes

encrypti onnode = 2

encrypti onkey =

key_password = testing

ci pher _suite = 524287

verify_client =1

verify chain_depth = 3

verify cn =1

HH HFHHFHHHHHR

# In UDP npde

# 'accept_unlisted is Accept UDP datagram fromunlisted renpte host option
# 0 = No, 1 = Yes

# 'send_to_unlisted Send to recent unlisted renote host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to unlisted = 1

# IP filtering configuration

# 'allow.ip', 'allow netmask' pair is a source rule specification for seria
port access filtering.

allowip =0.0.0.0

all ow_netmask = 0.0.0.0

# 'porttitle' is a port title.
porttitle = Port Title

Mbde configuration option

' modem node' is nobdem nobde option

0 =Di sabl e, 1 =Enabl e

‘"nmodeminitstr' is a nodeminitialization string
' modem dcd_option' is nodem DCD pin option

0 = None, 1 = Allow TCP connection only by H GH
nmodem node = 0

nmodem initstr =

nmodem dcd_option = 0

HHH HHH

Event notification configuration

Enabl e of disable Event notification by setting 'event_enable' to 1 or O.
‘"notification_interval' is interval of event notification.
"brmai | _handle' is a Enable/Disable E-mail notification option
0 = Disable, 1 = Enable

‘"mai | _title' is atitle of email notification.

‘"mai | _address' is a mail recipient’s address

"bsnnp_handl e' is a Enabl e/ D sabl e SNVMP notification option

0 = Disable, 1 = Enable

"snmp_title' is atitle of SNVMP trap notification.
"snnp_trap_receiver_ip' is a |IP address of SNWP Trap receiver

HHHFHHHHFH HEHR
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S22 4 B UAYA LE HS
ILE BHSE=E U3 22 30tA g2 & 22 & ZE(Well Known Port), SS& I E(registered
port), SZ&(Dynamic) L= A& ZEE(private port)) Li=s == USLICH & LA ZEE=
0~10232HtAl OI0H, 0101 S=& EE= 10242H 49151tK12 ZEQLICHL S8 Y A&
EZE= 491522 H 65535/HK12 EEQLILC.
& 2Hdl ZE= IANADL XIEE 22 A, HHRE2Y AAHUMAME AIAE ZZAALL S99l
GIotEl AFSXOF Adst T2 0 Qo MEt AHEE = USLICH H D128 & 28 ZE
B 5o 2d2E 2HSLICH A HEE IANA EAI0IEE Y EGHAID] bHELICH
http://www.iana.org/assignments/port-numbers
H A-6 Well-known port numbers
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UbP

49 TACACS, TACACS+ UbP

53 DNS UbP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP ubP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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S22 5 Guide to the Bootloader Ml E&8 OHUHAM

A51 i

Bootloader Ol = & A, =7 SE2Z BOOTP/TFTPE ALE0HH STS Al2IZE =+06t1
ANAE SIEANHE &Ktote YEHES MBELICL STS Al2lZ X M0l 338 & 3%
OILHOI AFEXIF <ESC> JIE 2, bootloader Ol TS e £ JSLICH 0 U
T2)YHOZ2H, AHEXt= Chst AIAE Hel0IEHE 838 = /U1

2 firmware € J0IEE £+aHE = USLILCH

ol
N
0
=
=
>
0z

HAE

A5.2 DI D=

Bootloader Ol Z2 20 SHIIH, AI2X= CS 20| HIOIKIE 2 &= USLICL

Boot | oader 1.1.0 (May 23 2003 - 22:48: 25)

CcPU :  XPCB55xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO NEGOTI ATI ON
Aut oboot Start: O

Sel ect nmenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]
2. Hardware test

3. Firmmare upgrade [S/W Version : v1.0.0]

4, Exit and boot from fl ash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

& A-4 Bootloader o/ ZZJ]28o] ol b= H Ol X

A53RTC &£& 0w

RTC 2€&8 NS AMEE2ZEM, MEX= STS Alel X2 AIAE A2t

o
nx
0x
!
1
50
I
-
O



RTC confi guration

Sel ect nenu

1. Date(mm dd/yy) : 02/14/03
2. Tinme(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mm dd/yy) : 02/15/03
press the ENTER key to continue

Sel ect menu

1. Date(mm dd/yy) : 02/15/03
2. Tine(hh:mmss) : 13:27:20
<ESC> Back, <ENTER> Refresh

Enter Current Tinme (hh:mmss) : 13:25:00
press the ENTER key to continue

Sel ect nenu

1. Date(mm dd/yy) : 02/15/03
2. Tine(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

18 A-5 Bootloader = ZZJ& LHQ RTC &&
A54 oI=/IH HIAE =

FERIO HIAE H=E AMEG6HH ofEAN 2d RASS HAE

X <
o 22 30tKIS ofE/0 HAE 220 AUSLICH

o

HAENA 2

- RS HAEWA ©
YRS

I
0
U
1
02
i
°
fw)
°

Pl
e
ilfs
-
O

= ==}
=2)°| ping HHAER2H UART HIAED =35

AZXIE 2E (RS HAEWM A HAE
<ctrl-c> 2|1€ SEJ| 8K XS HAED} BH =

Z=A)9| ping HIAE S UART EIAED} BH=E=O

I
|0
H =
0
o 2
m 4
o
S
L o
u
A S |’>~
Moo
Ol
40 =
i
o O
|> 0
Im .
S
*
T ¥

HU
4
02
i
C
fw)



FO|:

Ethernet & UARTOIAl HIAEE HED 3ot H, AFEX= STS Al2l=2l Ethernet EZE

Ethernet H 0|22 BIEA ot ZHBH HUEE STS Al2IX9 BE Alelg ZEN HZaH0t
H SAEDL BIEA QAOO0F BLICH 212 AU IP

[Firmware Upgrade] Bl=E AIEol0 BHIE £ USLILCL

=
—
X QOB HAES MEo 43T & §SLIL
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& A-6 Bootloader O+ ZZ2 & LIS t=RI0 HAE Ol

ALZXIE [Auto test]lS HEist 2, 2= ot=A0 74 240 e HAEI S22
Ck.




Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]

(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRFDSR)------------- [ SUCCESS]

[ PCMCI A]

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN/ | EEE Versi on 01. 01
Net wor k Adapter Card

[ Et her net]

Ethernet chip test--------------mmmm o [ SUCCESS]
PI NG 192. 168. 0. 135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192.168.0.135 : seq=0 ttl =255 tinmestanp=11172879 ( ns)

64 bytes from 192.168.0.135 : seqg=1 ttl =255 timestanp=11173874 ( s)

64 bytes from 192.168.0.135 : seq=2 ttl =255 tinestanp=11174875 (ns)

64 bytes from 192.168.0. 135 : seq=3 ttl =255 tinmestanp=11175876 ( ns)

**xxxx%  Hardware auto-detect and auto-test SUMVARY **#**x*x

1. DRAMTESt ---------mm oo [ SUCCESS]
2. FLASH Test ---------mmmee e [ SUCCESS]
3. FAN TesSt  -----mmmmii o [ SUCCESS]
4., EEPROM TeSt----------mmmmm oo [ SUCCESS]
5. UART Test Summary
Port NO | exist status | exist status | exist status | exist status
Port 01- 04] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

6. PC CARD Test Summary
5V CARD
5.0V card found: Lucent Technol ogi es WaveLAN/ | EEE Versi on 01. 01
Net wor k Adapter Card
7. PING TSt m--mmmmmm s o e o e [ SUCCESS]

PRESS any key to continue!!

J& A-7 Bootloader Ol =202 Wel dI=EAN HAE 3HH

Sel ect nmenu

0. Test Mode - One tine
Aut 0 t est

DRAM t est

FLASH t est

LED t est

EEPROM t est

UART t est

PC card test

. Ethernet test

<ESC> Back, <ENTER> Refresh

0 =1 @p O 55 @9 [N =
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x*xx%xx%  Hardware auto- detect and auto-test **x****

[ DRAM

DRAM TesSt in progress ----------m oo oo oo [ 640KB]
BRI TESTE 95505055060 05000 CEC 0 s UE 00 oEE 05 5000055000 0E ook [ SKI PPED]
[ FLASH|

Fl ash Test StatUus----------cmmmm oo [ 2 9%
ELASH TESE cccococonoconoocnnoononooonooon0cononononoo0n0c00ns [ SKI PPED]

18 A8 ESC J|E AtESIH S& HAE 2 FH ]

£d ZEE 2= IS HAED #=8E= S 2HMIF 2ddots B2, HAEI EXTH AlelE
D Cl =

InUse LE ARG 22l ol ZWYLICH. 0 2R, MEX
<ctrl-c> 1€ =d 0Ol HIOIXIZ S0tJt0ret & LIC

A 5.5 Firmware upgrade 0%

Firmware upgrade =S AMESE2ZMN AMAEX=E EXI2 firmwareE J 0SS = AUASLICH
frmwareES &2cl0IEGHII &, AtEX= 0! O HOIXY O &5 32 S5t &M
firmware H&E S =0 £ USLICLH firmware upgrade 0y Z2 S 2=
£ <ol BOOTP % TFTP 2JHel Z2&E32g XIAELICH. DHCP &S <& I

BOOTPLICH. AIEXIIt TFTPE MBS B, AIZXt= ZES X2 IP =45 £Foi0F &L

Ct. X8 JI2 IP =2&= 192.168.161.5.2 LI Ct.

3
=
Q
®
Q
Mo
Hu
N

Firmware upgrade 2| &<, [Server’s IP address]2 &&= AU BEAl [Firmware File Name]

£ A& firmware I 0| BFE Al =RHoHOF &HLICH

Sel ect menu

Pr ot ocol [BOOTP]

| P address assigned to Ethernet interface [192.168.161. 5]
Server's | P address [192.168. 0. 128]

Firmnare File Nanme [sts800. bin]

Start firnmware upgrade

<ESC> Back, <ENTER> Refresh

EAEN

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu

Prot ocol [TFTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Firmnare Fil e Name [sts800. bin]

N[>
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5. St

art firmware upgrade

<ESC> Back, <ENTER> Refresh

18! A9 Bootloader U= ZZ12 LHC firmware upgrade 0+

A EXEOF [Start firmware upgrade]E & 8iote 2, &0 HAIXIOF SHO LIEFELICE.
0 =

E AHGIH, Firmware upgrade T Z A AL AIEELICH. 0|28 Z2MAE=E 25

Sel ect nenu

Pr

F
St

G123 @9 b [=

ot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

rmvar e File Nane [sts800. bin]
art firmwvare upgrade
> 5

Fi rmnvar e upgrade cannot be stopped until finished

And al

| configuration paraneters are restored to default val ues

Do you really want to start firmware upgrade(y/n)?y

BOOTP

broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our |P address is 192.168.161.5
Fi | enane ' sts800. bin'.

Load address: 0x100000

Loadi ng: ######HEHIHIHIHIH IR

done
Byt es

Er ase
BLOCK
Er ase
BLOCK
Er ase
BLOCK
BLOCK

BHAABHHBHHHBH AR AR R HHBHHARBHHRHHHBH AR HHBHHBRH AR AR H AR H AR H BRI
HEHHHHHH R H R R H R R H R R R R H R R H R
B T R B R R B R R TR T R
BHAABHHBHHHBH AR AR R HHBHHARBHHRHHHBH AR HHBHHBRH AR AR H AR H AR H BRI
HEHHHHHH R H R R H R R H R R R R H R R H R
HHAHBH AR HHHHH AR AR R R R R AR R R R R R R R R
BRI R TR R R R R R R R TR R R AT
RHHHBHHHHHHBH AR HH R H AR R H AR R R H R
RHAHBH AR HHHHH AR AR R R R AR R R R R R R R
BHAH R R R R R R R R TR T
RHHHBHHHHHHBH AR H TR H AR R H AR R R H R
HEHHHHH B H R R H R R H R R R R H R R H R R
B T R R R R R B T T R
BHAABHHBHHHBH AR AR R HHBHHARBHHRHHHBH AR HHBHHBRH AR AR H AR H AR H BRI
HEHHHHH B H A R H R R H R R R R R R H R
B R T R R R I R R T R T
BRI AR R R R AR

transferred = 5838194 (591572 hex)

Fl ash Sectors 9-20 in Bank # 1

1 : Copy to Flash... done

Fl ash Sectors 21- 115 in Bank # 1

2 : Copy to Flash... done

Fl ash Sectors 116-116 in Bank # 1

3 : Copy to Flash... done

4 : Erase Flash Sectors 117-117 in Bank # 1

Fi rmnar e upgrade is finished successfully.



18 A-10 firmware upgrade == Al

firmware upgrade ZZ2MAJL 22 E|H, T2 )2 AF HAIXL &H O=E CHAl LIEFELICH
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22 6. Serial/lP2 STS Alel= AHE3ID]

223t Hla=0t

A 6.1 STS Al2|A2t Serial/lP2] & Hlw
H A7 STS Al2|=X vs. SerialllP & s34 dZ HOIE
Serial Port Configuration of STS Series Serial/lP Configuration
Cryptography
Host mode Configuration ] ) )
Configuration ) Connection )
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
. No login Raw TCP .
TCP Disabled None _ ) Disable
required connection
No login .
TCP Enabled None _ Telnet Disable
required
“SSLv2" or . )
_ No login Raw TCP Negotiate
TCP Disabled “SSLv3 . )
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3” or
. No login Raw TCP
TCP Disabled “SSLv3 _ ) SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 TSLvl
required connection
rollback to v2”
“SSLv2” or _ )
No login Negotiate
TCP Enabled “SSLv3 _ Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3” or _
No login
TCP Enabled “SSLv3 _ Telnet SSLv3
required
rollback to v2”
“TLSv1” or _
No login
TCP Enabled “SSLv3 _ Telnet TSLvl
required
rollback to v2”
STS Al2l =0 “SSLv3 rollback to v2" Z& 2 Serial/IPHl “Negotiate SSLv3/TSLv1"1t &2 A LILC
HYEULHH, Serial/IP= “Negotiate SSLv3/TSLv1”

“SSLv3"Z STS AlelX2
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SHE2Z= STS Al2l22 HAE 5 AUSLICHL

A6.2 HZ 0Nl - Telnet ¥ SSLv3 encryption

S 1. S 20| 18 Alelg ZEE SAE =2 AFELICL
Host mode = TCP,
TCP listening port = 7001,

Telnet protocol = Enabled

Serial port configuration - 1 ; Port #1 -——bove to ——— =

Enabla/Disable this part
Port: title
Apply all ports-settings

Host mode configuration

Host mode | TCP v

TCP listening port (1024-65535; 0 for only |?EIEI1 |
outgoing connections)

Telnet pratocal | | Enshled u|

Max, allowed connection (1-32) |32 |
Cyclic connection to remote hosts (sec, 0 |-III |
disable)

Inactivity disconnection timeout (sec, 0 |EI |
drlirnited) |

| Savetoflash || Save&apply || Cancel |

Femote host configuration
Port IR filtering
Cryptography configuration
Filter application

Serial pott parameaters
Modem configuration

Part logging

Port event landling

Jg A1l S2AE BE &F

EAH 2. OS 20 1¥ Aclg ZEE 2353 Jis
LI

nx

8(Cryptography configuration)

Encryption method = SSLv3

LIKA s&2 0& EotAle JlZ 22 HFHAL.
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Serial port configuration -1 : Port #1 -— Moveto ———

Enable/Disakle this port
Part fitle
Apply all ports settings

Host mode configuration
ramote host configuration
Part IP filtaring
Cryptography configuration

Encryption method |55Lv3 w
Enable/Disable cipher suites ;
55L_DHE_DSS WITH_RC4_128_SHA
S5L_DHE_RSA_WITH_3DES_CBC_SHA
S5L_DHE_RSa&a WITH_DES_CBC_SHA
S5L_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA

g A-12 2t57/8 & Z( Cryptography configuration)

S 3. Open Serial/lP Control Panel& &1, STS Alel=2Ql 18 Alglg X
2ol= COM ZEE “Select Ports” HES =2 A&HELICH

Im
[
O
[P
ol

_ Serial/IP?Cantrol Panel 4.2.3

g i | |
Tacricat RS
{ IP-Address of Server: Paort Murnber:

[152, 766,411 [0

Configuration Wizard,,.

=% | O TR LT

select Poris rz|

Please selectthe COM
ports you wauld like to
redirect to Seral/IP?

CICOME Al 1.

CICOMID == —I
WICOM11
WICOM12
WICOMI13
WICOM14
WICOM15
WICOMIE

Select Pors... | wICOMI7
WICOMIE b
Put Manitar... TR Cancel.l Help... ]
UCEnSing,.. I 11 illl 1 MIUOETTT e L.-ﬂ|_|l:-

I~ DER always high

Advanced, ., | [~ DCD always high

[~ Restore Failed Connections

--'Secun'ty : :
¥ Enable |S5L Version 3(55Lv3) x|

Close | Help, . | About,,, |
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1&! A-13 Serial/IP Control PanelOj/Al ZESS A&

S 4. Enter AHS IP =2(ISuper Al2IE IP FA)2F ZE HHAY Al2lg ZEQ
HH)E FE6HH €stn 3w 201 CE mM2toleHSS JEE LI

H

Credentials = No Login Required,
Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)

— Serial/IP?Control Panel 4.2.3

oy | =
Tacrcar. - I N

T30 1A I— Settings for COMI1G-
IP-Address of Server: Paort Murnber:

EOMI3
ComMid [192,168.4,18 70T
COMIG

Configurstion Wizard,,,

comia -Credentials
t+ Mo Login Required
© Use Windows Credentials
" Prompt on COM Paort Open
" Prompt at Login

 Use Credentials Below:

Connection Protocal
o Telnet

Select Ports... © Telnet with CH-Padding

" Raw TCP Connection

Fort Manitar, ,, =
COM Paort Options
Licensing,., [~ DTR is modem escape

I~ DSR always high
M I~ DCD always high

[~ Restore Failed Connections

.éecu.rit'y
i Enable |S5L Version 3(55Lv3 =]

Close | Help, .. ] Shout,;, I

72! A-14 Serial/IP Control Panel 0 A1 I}2IO/EH & &

& 5 HOIE O2diold TS 1) 430l COM ZEE HEELIO JHH
AMEX= ORI XH&lQl PCOl U= COM EENAM EHOIE oSdold T3S

AEot=0l STS Al2lX2 Al2lE ZEE AIEE = UsLIT
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& 32 - [disconnected]) VT

e .: 111 AN Qe ':'-|:..f| .'__:.--i'
it
Tera Term: New connection =
~ TCPIP Host:  [192.166.4.11
Service: © Telnet TCP 5':-_}Fh'|".'
 Other
@+ Serial Port: COMH:': "i
OK I Can[:ell Help |
b a

&' A-15 Serial/IPZ STS series® Al2/E ZEO SZ 617/

SH 6. AI2Xt= Serial/lP2l Serial/lP Port MonitorO|Lt Trace window=® & AHE
SLIHGIAHLE =& = USLICH

— Serial/IP?Port Monitor 4.2.3
File Edit Help

TacricaL Ao
'.(iJ Ftuwa |'L—'

Activity Trace |

23:06:46.140 COM1E : | 53L initialization proceeding -~

23:06:46.140 COM1e @ | 33L initialization proceeding =

23:06:46.140 COM1g : | 83L initialization proceeding

23:06:46.171 COMig : | 53L initialization proceeding

23:06:46.640 COM1G6 : | S3L: RC4-3HA at 128 hbits

23:06:46.640 COM1E : | COM Port Control negotiaced (RFC-2217)

23:06:460.640 COM1e @ | Server connection negotiated

23:06:46,640 COM1E : | FlushTZ

23:06:46.640 COMig : | FlushRE

23:06:46.640 COM1G6 : | DTE: 1 RT3: 1

23:06:46.656 COM1E : | CTS: O DSR: O =
Clear | ¥ Enable Trace ¥ Hex Display i Auto Seroll T Always On Tap

_1& A-16 Serial/IP Trace Window
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A 7.1 OpenSSL IHI|Xl &XI

Step 1. Download the latest OpenSSL package. (http://www.openssl.org)

Step 2. Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.

(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>
Download OpenSSL source code and compile it.
# cd /work/
# tar —xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d
# .Iconfig
# make
# make test

# make install

A 7.2 root CA (for Self-signed) 2t=J|

Step 1. Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\Program Files\OpenSSL \bin
< Linux >

lusr/share/ssl/openssl.cnf

Modify [req_distinguished_name] section as follows,
count r yNane Country Nane (2 letter code)

count r yNane_def aul t = KR

countryNanme_m n =2

count r yName_max =2

st at eOr Provi nceName = State or Province Nanme (full nane)
#st at eOr Provi nceNane_def aul t = Sone-State

| ocal i t yNane = Locality Nane(eg, city)

| ocal i t yNanme_def aul t = Seoul
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0. organi zat i onName = Organi zati on Name (eg, conpany)
0. organi zati onNanme_default = Sena Technol ogi es | nc.

# we can do this but it is not needed nornmally : -)
#1. or gani zat i onNane = Second Organi zati on Nane (eg, conpany)
#1. organi zati onNane_default = Wrld Wde Wb Pty Ltd

or gani zat i onal Uni t Nane = Organi zational Unit Nane (eg, section)
#or gani zat i onal Uni t Nane_def aul t =

conmonNanme = Common Name (eg, your nane or your server\'s hostnane)
comonNane_def aul t Sena Technol ogi es
comonNane_max 64

Emai | Address
40

emai | Addr ess
emuai | Addr ess_nax

Modify [req_attributes] section as follows,

chal | engePassword_nin =0
chal | engePassword_max =0

Step 2. Making self-signed Root CA(Certificate Authority)
< Windows >

# cd /work/openss|-0.9.7d/

< Linux >
# cd /work/openss|-0.9.7d/
# mkdir CA
#cd CA

# sh /usr/local/ssl/misc/CA.sh —newca

CA certificate filename (or enter to create)
;(Press Enter to use default val ue)
Maki ng CA certificate ...
; openssl is called here as follow from CA sh
; openssl req -new -x509 -keyout ./denoCA/private/./cakey. pem\
;  -out ./denpCA/./cacert.pem -days 365
Using configuration from/usr/local/ssl/|ib/ssleay.cnf
Generating a 1024 bit RSA private key
,,,,,,,, ++++++
...................... ++++++
witing new private key to './demCA/ private/./cakey. pen
Ent er PEM pass phrase: ; CA Password (Enter password and renenber this)
Verifying password - Enter PEM pass phrase: ; CA Password
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Nanme or a DN
There are quite a few fields but you can | eave some bl ank
For sone fields there will be a default val ue,
If you enter '.', the field will be |left blank.
----- : CA's Information
Country Name (2 letter code) [AU: KR
State or Province Nane (full name) [ Some- State](Enter)
Locality Nanme (eg, city) []: Seoul
Organi zation Nanme (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
O gani zati onal Unit Name (eg, section) [](Enter)
Conmon Nane (eg, YOUR nane) []: Sena Technol ogi es
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Enmai | Address []: (Enter)
#

2-3. Check whether CA key file(demoCA/private/cakey.pem) and CA certificate
(demoCA/cacert.pem) is generated

# s demoCA/
cacert.pem certs crl index.txt newcerts
private seri al

# Is demoCA/private
cakey. pem

A7.3 21E QA M(certificate request) S|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem -out req.pem
(It is assumed that you are using sample configuration file

- “openssl.conf.sena”)

Usi ng configuration from/usr/share/ssl/openssl|.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can | eave sonme bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be |eft blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Nane (full nane) [M nnesota]: (Enter)

Locality Name (eg, city) [M nneapolis]: (Enter)

Organi zati on Nanme (eg, conpany) [Digi International]: (Enter)

Organi zational Unit Nane (eg, section) []:(Enter)

Conmon Nane (eg, your name or your server's hostnane) []: Sena VTS

Emai| Address []: (Enter)

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal I enge password []:(Press Enter — Do not enter any other characters)
An optional conpany nane []: (Press Enter — Do not enter any other characters)

A7.4 °21F QA AM(certificate request)0il A St

4-1. Signing a certificate request
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# cd /work/openssl-0.9.7c/CA
# cp req.pem newreg.pem

# sh /usr/local/ssl/misc/CA.sh -sign

Usi ng configuration from/usr/share/ssl/openssl|.cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)
Check that the request matches the signature

Si gnat ure ok

The Subj ects Distinguished Nane is as follows

count r yNane : PRI NTABLE: ' US'

stateOr Provi nceNane : PRI NTABLE: ' M nnesot a'

| ocal i t yNane : PRI NTABLE: ' M nneapol i s'

or gani zat i onNane : PRINTABLE: ' Di gi International'
commonName : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Ot 6 09:39:59 2013 GV (3653 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, comit? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 1 (0x1)
Si gnature Al gorithm nd5W thRSAEncryption
| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi International, CN=D gi
I nt er nat i onal
Validity
Not Before: COct 6 09:39:59 2003 GV
Not After : Oct 6 09:39:59 2013 GMVI
Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=Digi International, CN=Di gi
Port Server CM
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)

_ .- END CERTI FI CATE- - - - -
Signed certificate is in newcert.pem

4-2. Check whether signed certificate(newcert.pem) is generated.

#ls
denmpCA key. pem newcert. pem newr eq. pem req. pem

A75STS E QI8N 2SI

5-1. Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem

# vi server.pem
Certificate:

129



5-2. Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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