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1. A&

1.1. R

STS AMelZ= AAEZE Ethernet UIERIZZ G2 A2l HHIE 22lg = UN HFs HE
BHOIE MH(E= ClUtolA MH)LICH STS Alel=&= TCP/IP2t UDPR 22 2 UES3 =
ZESO JIEt2 S0 Aot Aleld U0 X&) RHHdS M3 2A4LICH STS Alel=2
PPPoE(PPP-over-Ethernet) 2 S4Z AIE5tH DOSLIIBHS 20U UHESKIE SdiA RS232
Aelg ZHIES 228 = USLICHL

DHCP, PPPoE, SZ DNS(DDNS: Dynamic DNS) S92 =28 ZUY UERIZ A
Z2EZSS 0/20tH DSL = AHol2 28 HZ2 2D U s Soil Alelg HHIE &

2elg = [UsLICH. STS Alel=0l WEE =X DNS Z2EZE AMEotd T 01822
Alele HBlol 858 &= UAsLICH
L8 STS Al2lXE= Telnet, AlelE 25 EE, £

HAIL 800 €cl0ls, &3 e, AIA"E 270 HA

NS,

g2 23 Jls2 XNES Z2UA TelnetOlU Al2lE & ZEE 0|88 &t A, &34
clAl, Olel 22 ZAl, B S0l S 2=He &2l JIs22 STS AlclZ2E &l
4ot 2elg = UAsLIt

OHMSH OIOIE wWEsS Rote R SRE MHSclA0ES o, STS Al2lE2= O0IH
gS3tE QI8 SSLv2, SSLv3, el TLSvliS XZELILh FIb JIs2&, STS Alel X0l
S|ZotXl g OoIEIt EEEH0 S02se Xs I fol IP =4 Z2HE JIs0l MSEHO
UsLIt

.o HE 2 AZY o
- g [sSs Y 8ok AlAH
- 2Bt OOl & Z2olA

- oEkE HScelAolE

o]
U

0
rr

STS AlelA= RS232 All€ HHIE Soff &cl, ZAl, &g, el ol =82 € =
OlafHQol & &2l JlsS ML

& =22 0/of6lciH AMEXE CIEHY EEZEZ L A2/ S40| Oer HEE 0/t 3¢
=Xlord 2L0/0F ELICH.



1.2. HIIX M2 clAE

-STS A= 97 uhe
-110V &= 230V MR 2E
- CAT5 AHIOl=

- 22 A0lE JIE

- Quick Start Guide

- Serial/IP Com Port Redirector, HelloDevice Manager
CD-ROM

oS El
T =

clEl

2 AER



1.3. IS At

STS400 STS800 STS1600

Al2lg QIE H 0l 4-X E 8-XE 16->XE

A2l =& 75bps ~ 230Kbps

S8 M.
StERI 0 RTS/CTS, 2AZE R0 Xon/Xoff

RJ45 7 4H

z
fol

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

28 XN : DTR/DSR and RTS/CTS

Network Interface | RJ45 Ethernet HEEHE & =St 10/100 Base Ethernet

08 & RS IP F=a XE

TZ2EZ -ARP, IP/ICMP, TCP, UDP, Telnet, SSHvV1 & v2,
-SSLv2 &v3, TLS vl

- DNS, Dynamic DNS, HTTP, HTTPS,

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoE, SNMP v1 & v2

PCMCIA CtS PC 2t& X&:

ATA i+ HZel ItE
802.11b 24 & 3=
10/100 Base-TX & Jt&

28 JIE

Hot AZXHID & 2S5

HTTPS

2ot gHilg B HOolA: SSH

Ol &&Z3t: SSLv2h3, TLS v1, 3DES & RC4

P T4 ZHY

SCP
Modem emulation | AT E&01 XI&
=g A2l 2= ELE telnet, 8, HelloDevice Manager

S22 MM X : Windows 98/ME/NT/2000/XP

AAE 22

2 2)E Us52&2 email 8

A A S AMEY
Ctatst AIAEN B HAl JlS
A
telnet, 22 £= 2 OIHHOIASE S8 U22C Jis Jls
& e LED Power
Ready
10/100 Base Link, Act
2t ILE :Serial InUse / Rx/ Tx
PC Jt&=
gz HZ 25:5C~50C
22 25:-40C~66'C
&2 5VDC, 1.5A @ 5VDC 110 ~ 240VAC
=D 245 x 153 x 30 (mm) 432 x193 x44.5
L x Wx H(mm) DIN-rail mount option 19 in. rack mountable
2 (kg) 1.5 2.8
o= FCC(A), CE(A), MIC
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTpP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

12




2. A&t

2 Z0lM= STS Al2I2E M8 &Xlot) £35te ¢

- 2.1 g XM= HE HIXl & LED =

- 2.2 olERO AZoHNME SIS Al2lE
Z2EELICH

- 2.3 AlAE ZE0 &E£ot/= NAE ZE EE= telnet £= & HwE ASot0 STS

AelZe 2 ZEN Ex5otes 2SS 2F LI

AlZ5te S Cheol &S0l ZHREHLICH

o ML IAHOoIS(WHIIXIo Zee)
o] 22 /Ethernet HOIE(MII X0 Z&tE)

- 012 IIE(WIIXI0 Z&e)

- WES3 2B HOIA SIS(0I5H NIC)IF e BHLICl PC E£& BHLES| RS232 Al2lg ZE

2.1. THE dlolor=

2.1.1. STS400/800 i< dlOIOt=

08 2-101 20X = 2™ME ST400/S8000= &EH HAIE s A 1SS LED XAl &
USLICH (ol: System, Ethernet 12|11 Serial Ports). &=0 2XIst S M e #HZs=
&2 (Power), =H| &Ei(Ready) 112l PC 3tE CIHHIO|A(PC Card Interface)S LIEFLICH.
8 M Jiel &XZE=  Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l &S
AEH(Ac)ALICEH OIS #HZ= A2l EZEQ2 #{4l(Receive)dt M E(Transmit)2 Z W =LICH
H 2-10lA 2t LED XAl &Zol Jls

= AIELICH F IHE0l= RJ45 HUYHE Al2ld ZE,
Ethernet X E,STS400 2 L E, 2l

SaLICH

= x
0
b
¥
o

@ Fower @) 100Mbps @ Link  Serial @
@ Ready ) PCeard @ Act [ ]
[ ]

STS Series $is¢ STSB0D

—1& 2-1STS800° HE Jl0/0t=

13



H 2-1 STS #A]g/=2°] LED XA &=

== s
System Power S0 B=CH HFLILCH
Ready AABIOl S&E Z819F 9™ HAZLICH
PC card PCMCIA Z&XIJt &S xOlm HELICH
Ethernet 100Mbps 100Base-TX 20| 2 K= HELICL
LINK Ethernet UIE S 30l @%EIUJ HELICHL
Act STS Al2l= Ethemet ZEE SEdiA 20l SHL2HLE LDte 240t
22 2850 US WOICH 2erlL|Cl,
Serial port InUse Aelg ZEJL AFE S01H AHELIC
RX/TX STS Al2I=2l Al2lg ZEZE SoilAl CIOIE It SHLAHLE LIES [HOHCH
2erelL| Lt

2.1.2. STS1600 Panel Layout

=

J

a8 2200 20X=s AXME STS16000l= & HAIE <8 M 182 LED XAl &#Z
=

USLICH (0l: System, Ethernet 12l Serial Ports). =0 2XIst S M el #HZs=
& 2 (Power), =8| &tEll(Ready) 12l PC 3= QIE{H OIA(PC Card Interface)S LIEFELICE 1O
8 M Jiel &Z= Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l &S

EH(Act)& LICt. OtXl HO= Al2lg ZEQS #4I(Receive)t &E(Transmit)2 =Z 0 SLICH

& ot
E 21004 2t LED XAl BZo| D52 Sl

J& 2-2 STS16009/ IHE dl0/0t=

2.2. ot=F0I H&E0H|

=2 H2ME =) HAEE fdll, STS AM2IEE EXI0 HZots &Yl ot " &hLIC
-STS Al2l=9 M3 232 &
-STS AlelXE Ethernet 518 £ = A9

- o= AlelE EXI0 2 LICH

il
N
i
e
[N
il
cn
[
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2.2.1. 830 HE5H|

STS AlelZ0l && JoI=S SHZLt. 30 HEol s ES [Power] HAISO

o

ZESMOZ HS MHE RNEBL

_1& 2-3 STS400/8000] && & Z o]

_J& 2-4 STS160000 && SAZ5t7]

222 . UIEKAI0 HZolJ|

Ethernet H 022 &t& = STS Al2l=X Ethermnet ZEO0W HZ5t1, LIHAI CE Ethernet

=
HOol=2 SHHS UWERD
Ethernet HIER 32t HABHEAl= TS 20| LIEHELICH

F

E0 HZELICHL A0S0l SHIE2H HZ2= B, STS Alelx2 %

=g

Hl

-[Link] EAlS2 =M 35 4HHE RAELICL

- [Act] HEAISZ2 HSHAM ZEH

- STS Al2IZ=Jt 100Base-TX Ul
= KIgkLICh

- e UWERZ HZ0| 10Base-T2! &AS [100Mbps] HEAlS2 HKXIXl &Z&LICH

15



—1& 2-5 STS400/800/160001 LIERZ FH0/= &HZ 517!

2.2.3.o1& X0 HZoHJ

STS AlelZel Alelg ZEN 2£ Hol=sS HZELOL AMEXIL EXI2 25

Z 8 S £ ZE
Aot EX XMUM HM38 2L ZEQ RKREs Ndg ZRI ASBLICH STS
AelZA0I2 JIE IHIIX el Sed-20 HEHSES AMEL EX0 Stes 02 HHE
XI&at| fIof MSELICL IMAE HEE £5 1. 92 22 FXotMAIR.

5]

Equipment

Equipment

& 2-6 &= STS400/800(2 Z) | STS1600(LE )0 12517

224, NAE 20 H2

[=)

fol]
e

STS AlclZ0l &=cte 282 0d JHIF AsUTH 0ls, ArEXel fAXJE Xl E£=
FAOILE W20 et EetEL

% £ = CLI(Command Line Interface)2 M35t UASLICE..

Ct. &£t STS AlelZ2= HIAE Bl&, GUI(Graphic User Interface)

16



= gEl= A0S HEH & Z=/Ethernet 0SS AFEdoH STS Al2IX2 AIAE
S L
BAE [flw QHHOIASE RFcte &3 MEXN= HOIE UHZAO0IHE MEol STS AlelX2

2 BetRME AIESIH STS Al2lE2E otd= &2 AMEX= Internet Explorer &=

Netscape Navigatoret 22 & E2tRNE AIE0ol0 STS Al2I=0 AZE & UASLICH

Oﬁ

o HHE=2 25 SUPER AlelZAIARSZ2 270!

o
fO
4
o
C
a

?
=t

225 AL 22& AESH|
1) 2=Z/Ethernet H0/22 8% ZS STS Al2|X2 2& ZEN HZELICL

18 2-7 STS Al2IZX0] 2& F|0IE SZ o]

2) RJ45-DB9 & E{(female adapter)E At&S Xt ZFEE 0O HZ&LICH
3) A= FBRHEHY Alelg ZEN A0S &%
4) OIOIHHOIE (HyperTerminal)t &2 HOIE OMEd016 Z208=S A&MeLICL TS
20l HOlE o=diold 2289 Alelg &8 Icet0IdE &3 LG
B 9600 Baud rate
B Data bits 8
B Parity None
B Stop bits 1
B No flow control
5) [ENTER] 9|12 SELICH
6) AtEA OlEW HIZ BISE &got] STS Al2lZ20 201 SLICH TS0 &0l CE2EE

et ALEX 23S LT

A

Login: root Password: root

17



Login: admin Password: admin

192.168.161.5 | ogi n: root
Passwor d; ****
root @92. 168. 161.5: ~#

7) CLIE OlE2dotH =J| 2= & = UslLIth. CLIol Oigt XtAet WE=2 8% CLI
CHHME FHEGHYAIR.

8) JlE Q2HHOIAI HAE w2 8= ZR0 ‘ss.edit” SEHE &dlotH, J& 2-8
Ct.

o A= 0= 20l LHEFEL

root @92. 168. 161.5: ~#ss. edi t

Vel cone to STS 800 configuration page

Current tine: 08/22/ 2003 21:52: 36 F/WREV.: v1.0.1
Seri al No.: STS800438349-42944 MAC address: 00-01- 95-04-19-5a
| P node: DHCP | P address: 192.168.14.7

Sel ect nenu:

1. Network configuration

2. Serial port configuration

3. PC Card configuration

4, System adm nistration

5. Save changes

6. Exit w thout saving

7. Exit and apply changes

8. Exit and reboot

<Enter > Refresh

----- >

g 2-8 0o U= 22 (STS800)

ool fi= 2o AMEX=E U HSE S0 HLE [ENTER] JI1E =2 STS Al2lE TetolH
AN 2R Uy 852 A48 £~ ASLICH ol s stHu Jes AIZXese 2210 892
Sol M3 2= O2H0IHE 438 =+ USLCL 2E Oi2t0IH= STS Al2lx2 HIFgd
H2c2 S2t0 HEZH, Ol MEXIE O/~ 5. Save Changes= &EGIH MEE = JUSLICE
O+ 7. Exit and Apply Changes == 8.Exit and Reboot 2 &&&t (IS 2= HE AIstS 838
== USLICH
226. 33 2& AE6H|
MBI 2 ZE2 ME0t= STS AMelZ20 &=506] &l BFEAl STS Al2lZ22 IP FAE &
OtOF ELICH (KHAIS LHE2 3. LHIER T £& & FXIGHYAIR). STS AlelX2 28l & E6tAl JI2

IP =A= 192.168.161.5 &LIC}.

4 =B j|i
= T = =)

0
o
0
1
joh

AE EE SHUA disable 2 =+ USUICH(AAME U2 A4
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359 IP ZEHZ S EXGHAAIQ).

The following instructions will assist in setting up the Remote Console functionality:

1) TelnetZ2 )& L= telnet?)|sS((Oll, TeraTermPro L£= Hyper Terminal)2 Xl&3dl=
TZ2OdsS AdAIZLCL SHX IP =4 2 port number= STS Al2l£22t =20k
ELICH. 2§ &EL, port numberE 2322 XEELICL MEX BBFH HHE 2ol
QIHHOIAN 8 HEUHE LdeLIC
telnet 192.168.161.5
= 02 WeH0IHE 2= telnet Z2 182 A AIZLICH

_1o].x
File Edit Setup Control  Window Help
Tera Term: Mew connection
& TCPHIP T H(192.168.161.5 j
¥ Telnet TCP porté#: |23
C Serial Port: ICOM1 v|
(0] 4 | Cancell Help |
||
& 29 Telnet ZZ72 &% O Xl (TeraTerm Pro)

2) AMEXE BEAl STS AlelZ2g2 221010 otH, Ol ArEXF OIS S E =& LIC.

MEX 018 ¥ 2359 CZ2E 482 AMAE rootE 9IS root & AIAE 2H2|IXNE S

3) STS AlelZJt 52l 2, CL 28ZE = A

—/ —

rr

Im

Ol 3tHO0I LIEHELICH

23. 8 Ect2XN &el AHHOIAN &5ot|

STS Al2lZ2= HTTP2t HTTPS(HTTP over SSL) Z2&2= 25 XA LICH £8t STS AldlEX=

XA & 22l HIOIXIE MSeLICh STS Alelx & 2tel HIOIXIo &E£6tedi®, STS Alel X2
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°

i

2401 Jisgt S AE HE & Ect®M2 URL/Location EE0 LEGHYAIL .
A= STS Alelx2l 2101 otHE 2 2 JYLICH AISXe BtEAl 24t

ArSot0 AIAEI0 Z2¢ o2 M =S AUSoior LIt =J && &

T

02 J

B oo A
e b
>

02 0o
-

ro

0
fol
o np 00 4y

Q
00
B
my
C
Q

Login: root Password: root

Login: admin  Password: admin

STS Alelx & 22| HOoIXIo &E=Ho6t) &0l BH=Al STS AlelX2

= J
= 24 Jls SAEH)Y ABU OtA3 &2 ZAIGHAID] BHELICE.

User authentication required. Login please.

Lzer ID ; |

Password @ |

Move to ;& Configuration page  © Customer page

18 2-10STS Alc|X & &2/e 20! o5

& 2-100 = STS Alcl= & 229 201 StHYLICE 0 3HHUMAM Ar2Xt= 212 =0l 0l
Sol0A ol HIOIXE Mg 4= UASLICH ASXOF 83 &3 H 0| Xl (Configuration page)S
SEGHH, 8 2-11 0l 20l= STS Alelx & 22l QIHHIoIAS 3 LEE SEHO0IXNE 28 = U
SLICH AFEXIF 228 IOl KI(Customer page)E S E{GHH STS Series & 22| AEHHIOIAL J|&
02 SHOIX = =212 EHOIXE 2 = USLICL & AMEX UEHBIOIAS] AFEXH HAEDE
OlZ 0 28 O &AE HB2E EdH 9. A8 HAHOIE J10/= BE EHAGHAID| BHEL

[l

1&g 2-11= STS Alelx & 22l QIeHmolAS 33 LH

1]

HOIXILUCH stEel =0 O

7 Bt MISELCH 0l Ois diolle 249 34 s 801 ZEE UL s oA &
52 MdEotH 2 S0 A AF2 Jts8 22 6tfl Uiwot E2l 882 UEELICH AMEXe=
ot?l Ol == HEOiA oilY &0l tish Oet0le 882 HEE &= ASLICL MEXeE 2
E HIOIXINAM HE AMES [EHAI0N XHE(Save to flash)], [M& L = EZ(Save & apply)] = [F
A(Cancel]l® = U &

SLICH AtEXs &F L2t g =S
to Flash)]S & =iot0f HE = Hiet0lE g2 BIfIEE JIAEX0 HEoHoF &LICL 2 HEA
=]

dst 20l BtEAl A0 K E(Save

£ = Z

HEE Al [BIFALE = E(Apply Changes)|S & Eiali 0F &
t

gt= HEob| AN AMEX= LICt. O &
A2 0w Htel otel 220 USLICH AHEXDE [HBALE HZ(Apply Changes)|2 S &S WOl
2t M TtCIOIE 80l STS Alelx StFEF0 RESLILL et AISXt= S8l L0IHE NE
ot HAAEIS HEGH| ol [M&E £ HE =183

F

(Save & Apply)|2 &HEE = U
:

M ItetOlE gtS &otkl E=UE [FH(Cancel)]S &EHoH0

stLICh Ol ofH
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2= BHIAE0 FHALD 0ld gtez S1ELICL

STS Series Management

Network

P configuration
SMMP configuration ih adE

Dynarmic DNS configuration

SMTR configuration 1P address [192.188.4.18 |

1P filkering o Subnet mask ; |’.255.-.255.'D.‘I]: |

SYSLOG server configuration e

NFS server configuration Dafault gateway | 19218811 |

Web server configuration Primary DNS (0.0.0.0 for auta) : |1EEL—1 26631 |

Ethernet configuration N e

TCP service configuration’ Secondary DNS (optional) | |158.126.63.2 |
Serial port PPPOE user name | [whosver |
o—— PPPOE password : [sesesess |
System administration Corfirm PPPOE password | [secsescs ]

System statistics

[ Savemnflash | [ Save&apply | [ Cancel |

Apply changes
Logout
Reboot

Customer page

& 2-11STS Al2/X & &2 o5
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.UHERZD 2%

31. 1P &3

AMEX UERZD SB0AM STS Al2IEE AMEotHY, R&8 IP At ERELUCHL IP =40t
ZHIZX @2 B2, A& 22
gLt WERKAZN STS
efLIC.

STS AlelX IP =4 & Al, AAEXs USH 22 342 ey Z2&E=2 Z2 otUE

z U
o
[
=
e
N
9'ﬂ
_QJL
|’D
kJ
10
T
4
>
_\'__l
0
=
o
o
[m)
rr
=
=
nio
02
0z
=Tl
(=)

rx

B = AsLb

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPoOE (Point-to-Point Protocol over Ethernet)
The STS Series is initially defaulted to STATIC mode, with a static IP address of 192.168.161.5.
3-1 shows the configuration parameters for all three IP configurations. /&' 3-1 shows the actual

web-based GUI to change the user’s IP configuration.

H 31IP £ It2t0lEH

Static IP IP address
Subnet mask
Default gateway

Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPoE Username

PPPoE Password
Primary DNS/ Secondary DNS (Optional)

22



IP configuration

IP mode . Im
IP address : [182.168.16.1
Subnet mask |255.255.0.0
Default gateway |192.1EE|.1.1
Primary DMS (0.0.0.0 for auto) |168.126.63.1
Secondary DMS (optional) |1EB.125.53.2
PPPOE user name [whoever
FPPoE password ! |H**H**
Confirm PPPOE password I*w*rr*wx

Save to flash Save & apply Cancel |

g 3-11Ip &%

3.1.1. Static IP =4 AIE351D|

A2 XL static IP FTAE AMEE B, STS AMalES IP FA% 23 JAses 2E &H
Iet0IHE =522 XAEo0oF ELICH. 0148 Wet0IE M= IP =4, Subnet mask, gateway<2t
DNS serverdt Z&ELICH 2 AHWME 018 ELCF X £ AYLICH
F1:STS AlelE2= AIA"”I0l AIEE M, 883 E20 et WERKRIE =3t LI
e |P address
Static IP= LD&EXHO0IHA JREQ AlH BHSo Az LG 0
HERZ &9 AAX = o C =S
AN &S AHEED HSE %

o

2UH2

HAOl IP 4= ISP (Internet Service Provider)Jt BH&EGHA 2=t EOA

A& (private) =AYLICH. STS Al2lX Al2|2E HE0tdE ZR0 ek AL 22 3

Sofl OIOIHE =10 2= = U0k otH, 0l B3R FE& 22 IP =A2E Hoi0F &LIC
X~ O

IS ISPEERH ?0ot)

e Subnet mask

AEdle 22 X X, & A=S2 = s2e LANYO U

rl

gLt UERZIE Soi LJtes a0l U =
TCP/IP S AEJ 2Z UIERZD EF0 U=sA HNEY OtADE Sol &LICH F=A20F STS

Aelxzet S8 HERKA ol UCHH, 22182l FA(Physical address)& SoilAM A&



HAZELICH DX 22H =& J|2 HOIENOE Soff HAZELILC.

e Default gateway

HOIEROl= OE UWERIAZ S0Ile g+ IS o= UERKZ ZIYLICHL LBEOZ
UHERKZ WUHAM L= XS ISPOHA EcHEHS MOlols HFE= HOERO =ELLICL 222
UHESRZD &8 2 SAES Sdlot)l fAiM= STS AlelX2JE JI= HOIERIO F=FE2 IP
20LOF BfLICH JHIOIESRIOIS 1P =40 st H&s 2= UWERZI Ztel X0l
AAIL.

_|\:|

Ao
s
i

1o
ol

e Primary and Secondary DNS

AMEXIE EZ EAOIEE %26t of¥, AREB= HAMOIES HEE IP =20 CHoH

DNS(Domain Name System) MBHUIAH 2212 2= 030t & Mo &E=&LICt. DNS=

COe UYEsS AEOH IP =AZ HEAATE HAYLICH &0 UWIZ 2 sena.comt
= ©Z JIA6tIIot O &sLICh DNS Mbl=

[grol S Oel WS TCPIPH HZGH| ol =it IP =AZ HEAHAF=

0

[
il

STS Al2IZ Al2l=2| DNS JIs2 AME5tdY Tl ez SAEN 5 = US

DNS ANBi2 IPp =4E &HFGHOF &LICL STS Alelx AlelZ2= Primary DNS server2t

Secondary DNS server 22 DNS AHSl IP =45 &HFot= 2SS HSELICH. Secondary
& C

DNS A= Primary DNS AMHE MEE =+ S [§ AAE5HI| Aol XNE &L

J
(=)

3.1.2. DHCP At&0alJ|

=4S
NMES P F22 HSC2 MEHEE LT

Stafic IP 2= 2, IP FAE 2% ABEHN +S02 YO0 BLICH Y HEEDIF U2
HWESI SAXZ 0ISHEs R, M2 IP T4 BIEAl 2L 0{0F BLICL IP 340 DHCP

“UHd (lease)” IHE= AIEELICEL IP F=AE gdot=0 28 2= Itet0lBH= DHCP AlH
SHUA ANs22 285HH IP =401 AISEH = 3% DHCP 220/ E FFB= 0ldiet 22
= LI CH

DHCPE AIEotEE dEEUAS ESR, STS AlelE= AAE0l Al ZMH0ICH WERZ &0l
DHCP RIS ZSEgLICH. DHCP Ao SHOlse 1P =aAE BIREStH KAEd! 0tA3,
HOIERAIOl =4, DNS MH & “CHO” Al2t0l E & & O STS AlelE= SAl 0l HEEE
KA o220l MEELICH “HIt 2= 3%, STS AlelX= DHCP MHZFEH "CHO”



AZ2tel HEE QEESLICL DHCP MBI TH H& S s2g B2, STS Al2lE2= AHHoHAM &
IP =42 HSE &= UASLICH. DHCP MBI U0 HES SCl6HA @& &<, STS Aldlxs
pNES]

DHCP MHZRH MZ22 IP =& & EXE AI&ELICH

&1 DHCP 2E0IA DNS AHE Z&ESH LE HERID &3 STS Alel= mtetllHE sl 2
S&EELICL. DNS MOt RS2 83X %2e 82, AAEX= primary ¥ secondary DNS IP
FTAE UASCEZN =22 HdFY o USLICH DNS FAE s &FoHHAY, primary &

secondary DNS IP =4 0.0.0.0 (#

DHCP MBl= UIERZ 22IXIt 2telot) JAs IP =2 =0 g
Ol= DHCP Z2I0IHE, MIE S0 STS Alel=Jt =2 WOICH GHE IP =AE g
DHCP MBIOIA IP =AE Mot AFZEXI M3 €Y & STS Al2lE

x
=
f
s
i
O
Jd
0
Hy

= A
UCSE ZHoHOF LICH DHCP UIERKANA IP =42 Olfold® 22[ = STS Al2lX 2l ote
20 U= 2t AEIHU U= STS Al2lES] MAC =LA 200k LT

3.1.3. PPPOE At&ot)|

0Q

PPPoEE 28 L= RAt ZXIE Soll Ethernet LAN(Z212l SAIZ)& Hd FRE MEXE
E >

2 AMOIEO QLICH. Ol BRE AIZX= PPPoEE AtEdH E SO
ADSL, #0lE 28 L= 24 HZ= & = UsLIC
PPPoE Z2Z0IA STS A EX= PPPoE H&E & ADSL 21t 22 PPPoE

&8 ZHIOF JHOF &

=
—
Sofl CIEY Ao A BAE(N HzE 4

PPPoE Z2&EE=E XI&ot)| W20l ADSL HZ S
USLICHL ArEXt= STS AlelX0 Hgt PPPoE
HES AHEX 018 & =2 ZFoH0FEH &LICH

ANSE [HOITH STS Al2lX= PPPoE AH2H PPPoE HHZ= AIZELICH HES AHG=
HOIEROl, MEW OtA3 L DNS AMBH2E 22 Y AZ0

O
2
(0]
_|
(0]
=
o
K

I
o
1
[

Z2est 32 MELICH HZ0] & STS Al2lX2E H&ES Jisst & 2o |RAXlotdd LICH
HZO0l BESEH STS AMelZes ME2 322 RECIH ME2 PPPoE HZ= A& LICH

—

&#1: PPPoE 2E0lAd= DNS MHE Z&st STS Al2l2S 2RE UHIERIA 2 Iet0lH=E
fs22 AFELICL DNS A AIse2 H3GHX %22 ¥R, AAEX= primary ¥ secondary

DNS IP =45 & CEM =H2Z HFE = USLILL DNS F=4LE IS &&FotdH,
0

1y
]

primary & secondary DNS IP =4Z 0.0.0.
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3.2. SNMP Configurations

STS Al2lZ2= SNMP vl & v2 =X

=2

Protocol) MIOIME JlsE& UWE

2HelXHE O0I86HH STS Alel =20l &
SNMP ZZ&EZ2 GET, SET, GET-
el Xt= Sek OIHE M S
AUS(GET), ZXl AEH
= A= GET-Buk JIs

.
PSP
=2 o

fot 1)

St
=

SNMP
ol

AL
T

Jr 4>

-

DS
o
o

0

o>
400X
o
%
Ll

02
o
oy N

AN

JH
o

MEXHE MIB-II AIAE
. 0l

o

=

HU
HN

a

o

il

-

0

0

[=15]

[

4
30

m|0_>,<+
J
[aUl

oz
s

ni
UL
LICtH
L

%0
0y

0

$0

Ol=0lA 2Z
I IOl A&

X &
—

=
=

2l
=

gt OtLlet E2E 1
TRAPS
(TRAPs), XAl
H(SET). SNMP v20il=

IHAI,

S8t SNVP &8

K& 3ct= SNMP(Simple Network Management
NMS &£ =

SNMP Ect2XMe 22 UESRA

gl—

Ll

X-I

st

8= Mo £F

delke 82

SKMP configuration

MIB-II system objects

sysContact
syshlame ;

sysLocation

SysSeryice
EnablesuthenTrap .

EnahbleLoginTrap :
EnahbleLinkUpTrap :
Access control settings (HMS)

IP &ddress
|EI.EI.EI.EI

[0000
[0000
[0O000

Trap receiver settings

IP &ddress
|III.III.III.III

[0000
[0000
[0.000

|admini5tratu:ur

|SSBDD

|my location
-

|‘-r’es v|

ko

|N|:| v|

-

Community

T

Commmunity

T
T

Permission
Read only

IFlead only vl
|F|ead arnly I
|F|ead anly l

WErsion
vl

w1
v

vl

Save to flash Save & apply

Cancel'

& 32 SNMP &%
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3.2.1. MIB-Il AlAE 24X (MIB-Il system objects) & &

i AAE ofzt

= 018

X L STS Al2l=2l SNMP 0|0l & EDt

A3 = USLICH 0lefst 83 E MIB-I

ol

MIB-1l AIAEN i HEES S
S (Authentication-failure traps)E
sysName, sysContact, sysLocation, sysService Z12|1] enableAuthenTrap 2 Xl &8 & L2(0ID)Jt

AtESote gt MSolil sLICh

2t OIDS| 2tEtet &9

ro

CtSdt 2sLICh

® sysContact: 22| AIAE(STS Al2IZ)0l Uist &<X A2 & ol
gEHsES 4L,

® sysName: AIAE AEN AIZ2S

g ZtelXtoll et

o
1
ol
rr

rr
=}
o
10
H
e
s
i
10
H
H
In
1o

FQDN(Fully Qualified
Domain Name) & LICt.

sysLocation: AIAEIC] AH S2l& AKX (0, & 3845, AEA, S3)
sysSerwvice(H1&E) : S0tz ZLIe L& =2 M Al

LIEHHLICH DI28t22 STS AlclZ2s S8 Z208(7) datts XL

® EnableAuthenTrap: SNMP OIOI8E ZZNADE 15 AINN 28E ZE dds 8L
ReIX HEE UEHELICH O A g2 S8 €3 F2E 80 sU; X2 2=
OIZ AIHet 2HE HFEE HEg84 M2 = U= dYHS MSELICH

® EnableLinkUpTraps: SNMP OO|ME Z2ZANADL Ethernet HZ0| ZIA=X0 28 38

MHES SIEEE dX GHRE LIEFHLICH
® EnableLoginTrap: SNMP O 0IXE ZZAMAIN AIAEN 200! X0 2e H3E MAS
SiEg 24X 6HEE LIEtELICL

AMNEXIE MIB = £= =80 O N30l 22t A2, ML Jls NIARAHZ HEOHAID|
Ch. MIB2t SNMP2| XtAI8H 2= RFCO 1066, 1067, 1098, 117, 1318 12|10 1213 2A S

3.2.2. MHIA MO &3 (Access control settings)

MANA HOHE=E STS Al2lE SNMP OIOIME0N CHist 22lie &% 38 HEE Footd

AUSLICE O O &0 2= 22/X2H0l STS AlelX SNMP OIOIMEN &E=0t0 EE2

AsLIth NEE P =40 gle E2(EE IP =2 0.0.00 0
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w

2.3. E® £=41D| 83 (Trap receiver settings)

EE #=4DJ|l= STS Al2IX SNMP HIOIMEZRH SR OIHE(TRAP) &2 MES 2| XA
S22 = UAEF AL,

3.2.4. SNMPZ 0|Est 2l

NMS(UERAZ 22l AMAE) £= SNMP EHel2XE AE0t=E SNMP Z2&EZE Soff STS
ANelZ2E 2elg = USLICH STS Al2lXJE NMS L= SNMP EctXMIt ™yl U=
SAEN H&HE2 51826t NMS £= SNMP EtRXME AtE6tIl &ol, HAA Mo 43S
X L 2 fd ot
ol

A fdventilet MibBr i =10l xI

Fila Edit View Operations Help

EEEaA P unny s JWUE SE0 29

™& Loaded MibModules - ’:I_ ’—
Q H-tg RFCY 21 3-MIB Host 1892168410 ﬂ Cummunit\,r
@ &5 internet ritexthia w | ContextEngifelD hd
directory
@ &3 mgmt Chject D |.i50.Urg.dDd.imernet.mgmt.mih—z.system.sysDescr |
@ &5 mib-2
® &3 eystem b
§ IeSCH Sentget requestto 192.168.4.10: 161
g sys0bjectiD sysContact D--=administrator
syslpTime
& sysContact Sent getrequestto 192.168.4.10 : 161
5 sysMame

@ sysLocation sysMame. 0--=HelloDevice 53100

@ sysSenices

@ &3 interfaces Sentdetrequestto 182.168.4.10 1161

i@ imlumber sysLocation.0i--=Unknown
& [ iTable
& ] at Sentget requestto 192.168.4.10 - 161
e[ sysSenices.0—-=T
@ [ icmp
g % chp Sentget requestto 192168410 : 161
@ [ egp iMumber.0--=2
transmission
@ [0 snmp — ; 1 [
experimentsl Syntax E,Dlsdpalavﬁ.trlng (SIZE (O Status lmandatnryr
@ (] private ACCESS :read—unly Reference
? M TRAF‘Sl il [ - '
egpheighborLoss
@ @ TEXTUAL CONVEMTIONS ObjectlD 11.361.21.11
Physaddrass = Atextual description of the entity. This value
!. y Descripti.. should include the full name and version
2 identification ofthe system's hardware type, —
Glokal Yiew [N E i T = o x

& 33SMIP E2IR2HE AtE&3F STS Al2IX SNUMP OO0/ HES MIB-11 010 B2IRE
(AdventNet MIBE2LLX)
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3.3. & DNS(Dynamic DNS) & &

AMEXIE STS AlelZ2E DSL ctelol HZSHHLE DHCP &3 AI2E Z2, W Al2H0l
Jdototd, IP =401 HEEN SLUICH Olelgt HEE IP =40 et 32 o ERotD U=
X2 e o2 LU 8, 22Xt telnet S2 A &S Sofl 1 S AE0
g&otde 4%, 1P =40 HEHULH 5 BEsS I HgsUt

=X DNS MBlAE= <I0A
HZ&LICt. =& DNS Al
Mol S5& SAE 0182
QBIM O Z STS Al2l=&= Dynamic
SZX DNS AMBlADHS
Jlzs X& 2A0

Dynamic DNS Network Services)t N&56t=

3|2 NIC(Network

M&Xt= Dynamic DNS Network Services Members NICOl 219! &t

A

Y32 FoHe &

USLICH

= XNJELICL JIE &
S EfotAID| BFELICEH

Information Center-http://members.dyndns.org) il

MBIAOIB, O] ISP = SHXHIOA

HEO0 28101 S& DNS

o] =
A

DNS Network Services (www.dyndns.org)l A Kl =3t10
2 M

DNS AHIA HIA2 2 U= 2HE

L

LI

==
[T

DNS MHBIAE AtSotdA ™, At

HE= EFolok

0t
>
fr
LJ
 un
10

O

i

fol
-
Im

=X DNS &#& HwUA, S& DNS MHIADI JDisolEE & =, AI2Xl= S2& Domain
name, User name % PasswordE & &oli0F &LICH. &8 BHE AME2 HE8 =, MESXe
Domain nameBtS AIE6I0 STS Aldl =0 E5& 4= ASLICH

J&8 3-4= =& ONS &8 & QIHHIOIAE 2B SLICH.

Dynamic DMNS configuration

Dyramic DMS
Domain Mame :
User Mame :
Password :

Confirm password

|Enab|ed vI

|5580D.dyndns.biz

|55EiDEI—user

I**********

I**********

Save to flash Save & apply

Cancel'

18 34 & ONS &€&
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3.4. SMTP & &

ANAE 27 HAIKIDO EE O 22 2L Zdl2l 210 HAIKDOF 2dE B2 STS Al

£ email S2E Soll 012 22l X0 2 = = USLILH 0IE AMN=E, R=8 SMTP AH

°f #E0| SREULILL STS AlelZ2es US4 €2 3JHA SMTP A RS XI&ELICh
e 0QIB0] %= SMTP

-

\_l

e 0150 U= SMTP
e POP-before-SMTP

18 3-6.2 SMTP 2t HES ot £ Y

L
2t SMTP 8&0IAM 2268 Itet0leHE O3S0 &5LICH

e SMTP server IP address
SMTP user name

e  SMTP user password

Device mail address

Device mail address= 2=
XIHELICH. SMTP Server= S84
2tM, EXI0 CHEt emall =4 HF2 SEEH SAE 08 (.e. arbitrary_user@yahoo.com or
AEE = UAsLIL
PIE0l A= SMTP &= POP-before-SMTP modedt S8 &= ZESL, SMTP AtEX 01&
SMTP passwordot 2 28 LICt.

o

anybody@sena.com2 2= 22|2| user name=

He

SMTP configuration

SMTP enable/disable ; Im

SMTF server name |smtp.yuurcumpany.cum

SMTP mode : |SMTF‘ without authenticatinnj

SMTP user name : [adrmin

SMTP password : |=rHH

Confirm SMTP password |*****

Device mail address |SSBDD@yDurcumpany.cum
Save to flash Save & apply Cancel |

& 3-5SMTP &&
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SMTP configuration

SMTP enablefdisable ;
SMTP server name :
SMTP mode :

SMTP Lser name :

SMTP password :
Confirm SMTP password @

Device mail address

IEnabIed vI

|smtp.yuurcumpany.cum

SMTP without authentication |

F'DF' bhefore SMTF
ishd TH waithout authentication
SMTF‘ authentication

I*****

|SSBDD@yDurcumpany.cum

Save to flash | Save & apply

Cancel'

18 3-6 SMTP S & 0|l Al SMTP 2=

/:/E/-/

35.1P EHE
STS AlelZ2= IP =2 JI8t Z2EHE #a0IU 22l &S 0I85t0 &e AEH0l Sl SAE
STS Al2lZ0l &E26ts WS LS 4 USLICH AMEXeE I20IHS 4F3g $IJggo=2
ks 22 n&Es ¢S = USLICL

-SHIP FAE JIE SAEDO| STS Al2l =0 E2& & UCH.

- S8 MBUN A= SAED0 STS Al2I=0 28 & ULH

-BE SAED STS Al2lZ0 &2 = RUCH

Telnet 2%, SSH £ L= & AU &322 HE6 fIchA 1P 2HE 3
&8 251 &(enabled) £= T2 M St(disabled)2 2 Bt == USLICHL & Eot Al IP 2HE 7=
“E 251 Z(Enabled)” &EHZ Z0f USLICH

MEX= STS AMElEE H8E = U= SAEL SAES I8 2t £ USLICH 1Y
MEXt= BIEAl E201 &8 IP F4A% MEBUZS U602 SLICL 23 SAEMS 2
AZIHE STS Al2I =0 E 261 oA BHEAl L= 4240l &2l otofl U0 0F2 &HLICH

S8 SADB0l STS Al2IZ0 EI2otEE A2 HAGHHAH, E8 SAEQ IP =&
255.255.255.2552 MEUY S 2o 0F2F &fLIC

SE SAED STS A2lZ0 HI2ot=E AEsS HEGHA IP =42 NEUWE 2
0.0.0.022 HXELICL KAME AMEE2 H 325 ZEAGHHR. 830 st 23 SAEQ AH
“Any(RE BAEYZ T0] YUSLICH
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IP filtering

Telnet IP filtering

Configuration via telnet |Enab|ed vI

Allowed base host IP |D.EI.EI.EI
Subret mask to be applied : |EI.EI.EI.EI

SSH IP filtering

Configuration via ssh IEnabled vI

Allowed base host IP . |EI.EI.EI.EI
Subret mask to be applied : |EI.EI.EI.EI

YWeh [P filtering

Configuration via web ; |Enab|ed vI

sllowed base hast IP . |EI.EI.EI.EI
Subnet mask to be applied : |EI.EI.EI.EI
Save to flash Save & apply Cancel |

Jg 3-71p EHE &£F

T 32 5188 2% 5AES59 20

Allowable Hosts Input format
Base Host IP address Subnet mask
Any host 0.0.00 0.0.0.0

192.168.1.120 192.168.1.120 255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0

192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0

192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128

2 5 M2 KBS FIGHM “Enabled’Dt " Disabled’el IP ZEIE JISS ABEUC. HE &8t
Al J123t2 “Enabled” /LICH “X 258 (Enabled)” AEHMA ALEXHS £F&tJl SIoHM STS Al2l

X M25ls EX AW SAE(SE NBE & USLICH

3.6. SYSLOG AHf &&

STS AlelZ= &2 HAIK 22 MUIA, AIAE 2 ZE HOIH S22 I8 SYSLOG serviceE
KNEASLICH &2 SYSLOG serviceE AtEctei®, AFZX= SYSLOG AH Sl IPFA% AIZE
facilityS PHE Al XIEGHOF SLICH 208 382 & CIHHOIALl SYSLOG server configuration

stHES BHSLICL
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SYSLOG server configuration

SYSLOG service . |Di5ab|ed vI

S¥SLOG server IP address |192.1EB.2EIEI.1EID

SYSLOG facility . |L|:u:aIEI vI

Save to flash Save & apply Cancel |

18 38 SYSLOG A/t &&F

27 HAIXIE STS AMelZ22H 46t STS Al2l= &AM XIEE SYSLOG AMH&E
“remote reception allowed” 22 AF L0 ELICH. STS Al2lX X SYSLOG AW ALOIGH
L0 A= BR, A= UtD SH2= UDP IH20l Is&SH 0lsg = U= 73
BEE Al Z=DtoH0F & LICH

STS Al2IZ&= locald OIA local7tXl SYSLOG FaciitySS XI2&LICH AtE
FacilityS S ALEGt0, SYSLOG HIAIXISl EEHZ STS Alel= HAIKIE HEE b
SYSLOG servicedt Jts8h &E 0 Q1D SYSLOG A AFO0l HEJ HFE Z<0 L
STS A2lE AAE 27 E£&= Al2lg ZEESQ HoleH 21 43 SHNA 220 HE
SYSLOG AHZ X&EE == JUSLICH ZE/ANAY 27 HE SOl Ut XAs 2=
HE Z2 L 6.2 AAEH 227 &8 2 FXoIAAIL.
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3.7.NFS A &3

STS AlelZ2= AIA” 270 = ZE [

o« OlE{E NFS(Network File System) MHIAE S0l NFS
MBIO MEE = U dt= Dl

s= ANJELILL 0l AtSotd= ALSX= NFS MBS IP =4
2 NFS AMBiel &X =22 BEAl XN&EooF &LICH. 8 39= NFS Al 23 HOIXE

MFS server configuration

MFS service . IDisabIed vI

MFS server IP address |1EI2.IEEE.EDD.1DEI

Mounting path on MFS server : |f

Save to flash Save & apply Cancel |

& 3-9NFS Al £&&
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STS Al2lZ2 21 HOIHE NFS MBi0l MEGHe®H, STS Al2l= ZF0l XI&EE NFS AH
“read and write allowed” 22 A&oH0F & LICH STS Al2lX 2 NFS At ALOIO Z3HEH0I U
42, MEXeE LIt S02= UDP W20l IH2EH 0lsg = U

SHLICt

r
4]
I
10
ra
N
>
A
)
&
o

NFS AHIADJE ALE Jts &Ei0l NFS Al 2301 HEs B=202, AZXes STS
ANelZe AlAE 27 = ZE OO0IH 202 NFS MHZ HEY &= USLICH ZE/AAE
23 M AAX st XMet 2= 4210 EZE ZZ % 62 AAE 22 HAEs

Loty AL,

3.8. Ethernet & &

STS AlclZ2= TS #€2 Hd RS2 Ethernet modeE X & & LICH

- Auto Negotiation

- 100 BaseT Half Duplex

- 100 BaseT Full Duplex

- 10 BaseT Half Duplex

- 10 BaseT Full Duplex
Ethernet modeE HZ 8 =, AIZXt= AMAES MEEHOF &LICH Ethernet mode2l & Z=0tAI
J|28t2 Auto Negotiation@Z AT USLICH HEE2 UWERIA &#HU A, Auto Negotiation

= Oty 4ol &&= Ct. Ethernet mode£ &= A M2 CUEH £&6tH, STS
AEIZEDJ HIERT SH0AM SHGHK %S = UsUICHL

ocC
0= —

Ethernet configuration

Ethernet mode : |.ﬁ.ut|:| MNegotiation j

Save to flash Save & apply Cancel |

J&! 3-10 Ethernet 2Z& &%

3.9. Web server configuration

STS Alcl22 & MBi= HTTP & HTTPS(HTTP Over SSL) MHIASE 25 XIFSULCH AIZEXt=

22t JHEXH S22 Enabled = Disabled2 282 = UsUO. 18 3-112 & AH £33

HOIXIE 20 sLICH
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Web server configuration

HTTP service : IEnabIed vI
HTTPS service @ |Enab|ed vI

YWeh page refresh rate for statistics data Im— d

display (0-1800, 0 for no refresh) seronds

Default web page : |CDrn‘igurati|:|n page |

Customer web start page & HTML (index.html) € CGI (cgi-bin/default)

Customer page authentication : IDisabIed vI

Save to flash Save & apply Cancel |

18 3-11 & AH &€&

2 43 HOIXINA & HOIXI HOOIE =Jl(web page refresh rate)= 28E £ USLICEH
HOO0IE FIl= AMelg ZE HZ HOIXS WERI IEHHOIA, Alelg ZE|IP, ICMP, TCP &
UDP2 22 AIAE AEf HOIXON HE&LICL 2O 22 & HOXME XHs22 M2
DE(Refresh)0l B& SIXl LSLICH KA LHEE2 AE 7. A/IAE SHE SIS AR..

Ol &8 0% HIOIXIOAM AFEXtE &0 2012 8 20 JI2 & HOIKE A8 = USLIC
ME ZotAl Jlegt2 &3 B olX(Configuration page)0l) AFZXIF AFE X H Ol Xl (Customer
page)Z #=AE& £ USLICL AFEX HOIXIZ Jl2 & HOoIXNE HdEs Z0 AMEXE Jusr2

Clel&Eel OteHOl HTML(index.html) Lt CGl(default)E AXIAIAM AFEXH & AIE HOIXIE 43
= JASULCH AFEXE Rl AFZ SH0 = 0 2SS =838 = USUICHL ALEX 1D
HYHS S0l AHEX HIOIXIN dF¥ez H2otES 6t fIcideE AHEXH HIOIXl 1E RES
“disable” AEHZ CHSH ELICL AIZ2X & HOIXI2 XHFFE st KAMES 2= A& 9.3
AMEA Z9 & HOIAIE FXotYAL.

3.10. TCP MHIA &3

TCP N&E0l & SAE HUAM MED=E B2, SAE TCP ZEZQ lock-upES XIS KA,
JAaNMozZ ZZE00F &LICHL 01248 lock-up2 IZE2 0ol HIZFANO ZEZ S22 2ol
MBI, 0148 lockup2 XISt fdiAM, STS A2lX& TCP keep-alive JIs2 M3&LICH
STS Al2lZ= UIERIAI &S|l keep alive=l UKl EOIot)| <o FIIHe=Z A
SAEN 2SS MSELICH BIS0l A2 A SAEN OIA0l U=sE A2 2HF6t0, MES

S=otAl Ut

STS AE2IZZ TCP ‘“keepalive” JIS= AIEotHH, AtEXte COS3 201 3JHS WetOIHE
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® TCP keepalive time (sec):
Ni& 2tel S4&101 = MEHUIA S0tLt B6HH keepalive THZ! &S AIAE 210X
HEE ZEELILCL JI2t2 156 =2 4850 ASLICH

® TCP keepalive probes (times):

HZ= SSE UK & dHeXl HRE =elot)] 2l @3 SAEN keepalive
IH2E & BOlLt &&6t= JHE LIEHRLICH D22 332 8850 USLICH

® TCP keepalive intervals (sec):
Keepalive T2l &&2l A2 2232 LIEIHLICE D22 5 =2 A3 UASLICH

o
I
rr
&
=]
o
=
o
(B
=)
£
rr
0z
o
1t
ol
-
6]
b
S
Pl

C
ol
(6]
b

& I 48 [, STS Al
2

o o
262302 33| keepalive T2!S M SELICH

TCP service configuration

TCP keepalive timelsec) : |15
TCP keepalive probesitimes) |3
TCP keepalive intervalsisec) : |5

Save to flash | Save & apply | Canc:el'

J& 3-12 TCP keep-alive &&
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41. 1R

Aelgd ZE 8 JsS Edl AI2Xs 28 ZEQ| host mode, AlelZ E4l TIH2t0IE, ZE 22
2 J|Et 23 mel0IeHE 83E 4 JASsLIC

Aleld O host mode= CIS1H 20| &&3& £ USLICH

e TCP:
TCPE SoilA 22 OIOIEHE didote Alcl2 EX2 WEWLD, Al2lE EXE SoiA 22
OIOIEHE TCPE SollA WEHLICEL TCP AMH, TCP Z22t0IHE, TCP AMBl ¥ 22H0IHE 2
C2 A2 = USUICH T8t U2 2= SoiA Alel2 EXI0l GIoIeHE Z2WAHLE Tiol
HE 20l AT JtsELICH

e UDP:

UDP 25 X2 UDP Z2EZ0 JIet stili= &

[

o

N[

td TCP 2= S&H I £ 5L

OII

em
= AT ZE0E AMEot2 &ot= ALEXRLE JIEN AlelZ EXIJt 28 AT HE0E

=
X&otl s i & = ASLICHL

port logging JIS2Z, Alelg ZEE Sof 83&H= OO0IE{E MEMORY, SYSLOG server, NFS

server &£= PC JtE £ 2 S M ATA/IDE fixed disk card0il M& & == USLICEH port event

Jseg, MEXs ZE E2 JI/FE NAIXNSS S8 = U2, Ol STS AlelZ2= AlelEg

FXNZRH JIRAE HAXNSS 2H ZH, A2l FX0l Dl 2850 U= HAIKNE 2L

email £= SNMP trap S Soff 22l X0IH SE0HH & = JASLICH 0l Sof ArEXt= 2B E
Z

ap
EXNZ2H2 HAIXE

MEMORYW M&EE 27 GI0IEl= STS Al2lZ0 830 HA= =28 XNRFXI| S0, AlelZ
LTE 27 U0IeHE E=5l)| /AdlAd= SYSLOG server, NFS server £= = PC 2IE &3
S0l M ATA/IDE fixed disk cardE AIZotAHO0F &LICE.

Aclg ZEE= HEHECZ L= B0 25 288 = UAsLT. HE 412 Al2lg ZE &30
st 23 Iiet0IeE oot JASLICH
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H 441 Al2lg ZE &£F ntct0lH

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Host mode UDP listening port

Max allowed connection

UDP Accept UDP datagram from unlisted remote
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host*
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host!

Remove a remote host

Allowed host IP

Port IP filtering® :
Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography* Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application path

Filter application - —
Filter application arguments

Type

Baud rate

Data bits

Parity

Serial Port

Parameters Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port logging Port log storage location

Port log buffer size

Display port log

Port event handling | Enable/Disable port event handling

Notification interval

Email | Enable/Disable Email notification

! TCP/UDP mode only.
2 A secondary remote host is available for connection-fail backup in TCP mode
® TCP/UDP mode only.

4 TCP mode only

38




notification Title of Email

Recipient's Email address

Enable/Disable SNMP notification

Title of SNMP trap

SNMP

B o SNMP trap receiver’s IP address

SNMP trap community

SNMP trap version

Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

All serial Port Enable/Disable
ports Port title
setting Apply all port settings (Individual serial port setting only)
or TCP listening port
Telnet protocol

Individual TCP Max allowed connection
serial port Cyclic connection

setting Inactivity timeout (0 for unlimited)
#1~#8(1/4) Host mode UDP listening port

Max allowed connection

Accept UDP datagram from unlisted remote

2 host or not

Send to recent unlisted remote host or not

Inactivity timeout (O for unlimited)

Modem emulation

Add or Edit a remote host®
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host®

Remove a remote host

Port IP filtering” Allowed host IP

Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cipher suite selection

8
CIEEEIrE i Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application arguments

Type

Baud rate

Data bits

Parity

Serial Port

Parameters Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

0 N o O

TCP/UDP 2E0F = E
TCP 2= 0l secondary remote host = HZ AIHAIN HAZS RAMA FESLILC
TCP/UDP 2EDF % E

TCP 2E0t ZE
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Enable/Disable modem

Modem Modem init-string
DCD behavior
Enable/Disable Port logging
Port logging Port log storage location

Port log buffer size
Display port log

Enable/Disable port event handling
Notification interval

Email Enable/Disable Email notification
notification | iue of Email

Recipient's Email address
Enable/Disable SNMP notification
Title of SNMP trap

SNMP ——

Port event handling notification |SNMP trap receiver’s IP address

SNMP trap community
SNMP trap version

Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

8 4-12 -l Alelg ZE A3 HZ2 20HSLICH Aldg ZE 43 M3 stH=2 2
ZEZSO HEBE RU0HH EWSLICH AFEA= 0 HOIXWAM SAE BE, 253 g4, 22
ZE YHO et 882 2 == USLICL OS2 3A2E BEQ S0It 20/dte S &Yst
23U CF
Description
Host mode 5 m "
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP #12 *
Modem ]
Modem Emulation * *
Emulation
HEHoZ Al LEE HMEG6tD) A86tdH ZE HS = EOIE2 S ELILH Al2lg
ZEE SHHN 25 &AFGte®, [Al port configuration] 2t Of2Hol fIXISt [All E£= [Port
Title]2 S &LICH
S MM 424 SAE DT A AN EX,
0 MM 427 255 2o EX,
1M 4241TCP 25 &X
2 X2 otX %2
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Serial port configuration

Sl port confiouration
Port# Title Host mode Local port Serial-settings
Al Part # TCP 7001 RE232-9600-N-8-1-No
Individual port configuration
Port# Title Host mode Local port Serial-settings
1 Port#l TP 7001 RE232-9600-N-5-1-Na
2 Port#2 TCPs 7002 RE232-9600-M-5-1-Na
3 Port #3 TEL 7003 RE232-9600-N-8-1-MNo
4 Port #4 LCP 7004 RE232-9600-N-8-1-No
5  Port #5 Moder ermulation 7005 RE232-9600-M-8-1-MNo
& Port #6 TP 7006 RS232-9600-N-5-1-Ma
7 Port #7 TCP 7007 RE232-9600-M-5-1-No
&  Port #8 TELs 7008 R5232-9600-N-8-1-Mao
g 41 Alclg ZE & 0ol ot
42. 18 ZE 43
STS Al2lZ2 Aldlg ZE= HEXHC=z L= sHHBN 4F3E = A=d, HE 2 BE EE
AF0 Chet Wet0leH= s Lt
g ZE 432 O30 201 120 g2z 5& LU
1. Port enable/disable
2. Port title
3. Apply all port settings
4. Host mode
5. Remote host: Available only when the host mode is setto TCP or UDP mode
6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode
7. Cryptography: Available only when the host mode is set to TCP mode and Modem

Emulation mode
8. Filter application
9. Serial port parameters
10. Modem configuration
11. Port logging

12. Port event handling: Available only when the port-logging feature of the port is enabled

2210l JHE EE ZF¥EHS 5 &=l A= [ Move to -] c|AE HANA 0SS Hots
HEES M6 OE ZES Z3HCZ gl 018 = USLICL
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Serial port configuration - 1 : Port title #1 --- Move to ———j

EnablefDisable this port

Enahle/Disable this port IEnabIe vl

Save to flash Save & apply | Cancel |
Reset this port Reset |
Set this port as factory default Set
Port title

Apply all porks settings
Host mode configuration
Remote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port pararneters
Moder configuration

Port logging

Port event handling

&/ 42 Serial port enable/disable
4.2.1. Port Enable/Disable
2t Alelg ZE= enable £= disable 2 == USLICHL 2t Alelg EEDL disable &'EHDF &I &
SLICHL O 4-2= Alelg EZE enable/disable 3tHS
2t stuckE Al2l¥ EE = [Reset this port] £ 22| [Reset] HES £ MEJE £ U1, [Set this

port as factory default]® =2 [Set] HES =2 8& =otAl2 HEHZ &8 = UASLICH

4.2.2. Port Title

ASAHE 222 ZEN H2& X0 et €8S 28 = UAsUICL oIl0 X2 =, &
g YHM L= ?IX B2 S= Y=Holo, 2 LE2 AEE oM MEE = JUsLI
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Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disable this port
Port title

Port title |F'|:|r‘t title #1

Save to flash Save & apply | Cancel'

Apply all ports settings
Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part logging

Part event handling

72/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

AMZXOL all ports settings 2 80t 2= ZEQ HAFES SHHHON =&dICHILH HEMAN= o
Tl & LE 3 tE2 XJIdote AS UI| o, STS Al2lZE g ZE ZFHHA 02
Sige X LX HRE 4 & U LG ¢ty AFO0| disable &EHQI B2, J|ES ZE &
& g2 all ports settingS =&otHct: |RAZAH ELICH. 28 4-4= apply all ports settings &
d 3lHE BUHSLICH
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Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disable this port
Paort title

Apply all ports settings

Apply all ports settings IEnabIe vl

Save to flash Save & apply | Cancel |

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part logging

Part event handling

12/ 4-4 Apply all port setting configuration.

424.3AE BE 2EH

0

STS Alel22 &5 BEE "sAE Bt gLt SAE RE0l= TCP 2&, UuDP 2E, 28

OlEdiolE 2= Al JHXIDF JASLICH

TCP &

TCPE SoiM =02 OO0IHE Alclg ZEZ UWEUWLD, AMEgEZE=Z =02 OO0IHE
TCPEZ UEHLILL TCP ¢Z2 #&& TCP 22 XE HHZ STS Al2lX22 SH=eE A2l
STS Al2l20 283 A3 SAEZ Wie ga3s B5 A

HBES 0I2BolM Al2lg ZEZ HOIHE 2l &8 =& UsLICH

0o
e

>

o

b
c
Q
A
ro
Q
I
10
—
0
0

28 tl=dolE 2=
Alelg ZXIJt 0101 28 AT EEE XAGHHLE AFZXIE AT BEES AIEdHAM HES
MOfot Xt & M O 2EE HdEELICL TCP A& XI&ELICH

JE 45= BAE RS BFEF HS HHYUC



Serial port configuration - 1 : Port #1

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration

Host mode

TCE listening port (1024-65535, 0 far anly
outgoing connections) |

User suthentication |

Telnet protocal

Mawx, allowed connection (1-32) ¢

disable) !

Inactivity disconnection timeout (sec, O
unlimited)

Socket 1D option ¢
Socket ID{for outgoing connections)

TCP Nagle algorithnm

Cyclic connection to remote hosts (sec, 0

--- Move to--- |«

TCP v

|D|sabled v |
@ |

L |

L |

Disablad v/

Disabled +|

| Savetoflash ][ Save &apply |[ Cancel |

RFamuote Host configuration
Part 1P filtaring
Cryptography corfiguration
Filter application

Seral port parameters
Modem configuratian

Fort logaing

Fort event handling

424.1.TCP EE

TCP 2EE O &l OloHotd| fIHM Sa3tE &A™ 0| < (State Transition Diagram)E AtE0ot=
It ¥SLULICH delln o GOl ol st ArEXel OIHE S21 I STS Alel=2
AHE O3S 20| 26 dHotAsLIt

- [E9I(Listen)]

"SEE A SAE F OMAEI ¢HZ2 0l QIIE Jitelll UAS"S LIEtELICL

TCPEE=Z HET/AS I CIZEE AME 2ELICL

- [ & (Closed)]

"0l = MEI'E SELUICH A SAEQ STS Al2lZ2t2 HO0lH &350 2=2%H,

A SAE L= STS Alel= & otLo Y AZGHM ALl 2 0 AEHZE B

45



[t
-

Ch. O & dH=s S22 [E)|(Listen)] 252 M StELICTH
8F=(Sync-Received)]

o”>

0
I

SAE I oOtLIL & FS 2BULOYE [SD|(Listen)] AEHUHIA [&3-2Z2(Sync-
Received)]2 HIELICH. STS Al2IXJF &S 2H0IS0|H, [2 8 (Established)] AEHZ2 HEE LICH.
- [ 2-BH (Sync-Sent)]

STS Al2I XDt 012 QES AA SAEN SBWCIY [ (Closed)] AEHMA [A 3-2 L (Sync-
Sent)]2 HHELICE O] dHls 32 SAEI HZ QFZ 202 WIK XS LICH

- [=& (Established)]

"HA0| =& E(open connection)"sS LIEIYLICH 2 SAE F£&= STS AM2lE 59 &Lt
ChEg %o HZ QFZ Y00/ HZ0| &1 [+~8 (Established)] AEiZ HrELICE

- [HI0l & (Data)]

[ 2l (Established)] AIEHY SAEQ [OIEl= 2 3AEZ M&Z AAULICK TCP
N& &2 20 Al Olchotdl fIGHA, OIZH &XH CIOIEH &&0l 0IRHX= AHE
[CIOIE{(Data)] 2t 2 ELICH. &HZ, [OOlE(Data))] 2= RFC 793 [TCP: Transmission
Control Protocol]ilM &HZ&E= UK [E(Established)] &EHSl LR=ZLICH HEQ
IoIe d& SHAHUM= 0 &EiDOF LEHELICH

re

-

E

STS AMclZ2= &0 et TCP AuLt Sc0IHEZ SHELICH STS AlelZ2= Alelg
0 Jt

T= TCP ZEZSE HOHE MS5C02 E=o WEZ2IA0IM0 e Lermol Q
SLICH CIZE TCP MEHE TCP MYl RS9 =22 [EJ|(Listen)]2 LICH.

N Hl

4l

1) 8%

09.

HOl &Ef &0l

[E7I(Listen)] --> [&3-23(Sync-Received)] --> [=+&l(Established)] --> [OIO|E(Data)] -->
[E & (Closed)] - - > [E|(Listen)]

Or

[E7I(Listen)] --> [&3-2Z(Sync-Sent)] --> [=& (Established)] --> [OIO|IE (Data)] -->
[E & (Closed)] - - > [E7|(Listen)]

27| MEs [SDIListen)2LICH Al2l2 ZEZSE S0 OOEHI YSW  TCP
SPH0IIERN 920 SAEN H&2 510 TCPEZEES E=6HA CIOIHES XML ELIC
SOIQAUCE o RES AR ABRPE 2OH TCPABRA SZS 22us & A2l
ZEES =3 HOIEHE MSBLICL 0@ AC=2, AIBIS 84 STS A=) =3 24
SAEN ES0l S0 ACHD HEE & USLICH

2) S&

AlclZ CIoIE &5
STS AlelZ9 Alelg

Hl
Im
i
Ot
ol

H o Al2lg ClIBt0IADE OIOIEHE 2, OI0IEH= STS

46



A2IZSl A2l ZE WHOI 201 SUCH BHI HSHAL UH AIZFSOH HI0IE
ME0| YOILIX 2OB STS ARlX= S=8 22 3AEQ AHELICH 0ol0f 0 HaHA
A2tS "HIZ'S EF2OF2(Inactivity timeout)" 02t BILICH (HIZHS EFOFR0I 28t XHAISH
HYS 44F SM(Optons)S EZXSHAIJ BIZLICH. TCP M&0l SZEX 4D STS
NRIZJb 2 SAEQ (0| T, Al2lY ZE B 20 HOIEHs 22 SAEN
& U0 DX 208, HH HEE 2 HO0IES AR LU

Hl& o ZaH Rl

A2 SAENA HFHM RES BUHL UFE A2 SOt Al2lY ZEOA HOIE
B0l LOILIX «£oP HM& ool SHMEUCH ol 0 H&#HE Al2S HES
EF2lOFR(Inactivity timeout)0l2tD BILICH (HIZS EHAOIR0l 28t KM HES 44F
24(Options)2 EZESHAIDl HIZLICH. Al2lY ZE BT HOIE 2= CIOIES S0
HAE W AHELICH

A SAEZRHY HZ
2= S0H2= TCP 8Z 2+= TCPclient Z=0IA HEELICHL
3) WetolA
TCP clAYd EE
OlIx2 &2 =AEJ TCPAIEES HZotld OOIHE sS==4g = U= TCP EE
BISYLICE TCP clAd ZEE HM2& ZE0 CHoll SA

ANEX 215 (User Authentication)
TCP 2E0AM STS A2lE = ZE AMEXN 2SS XNFELICL 0l 801 43t
H AMEXE ZE HIZAl AHEX ID 2 HAREE 0

= 6.6 AF2XH Z2l(user Administration) && 2 &1 GHA

N
==
i
[
0
N

g Z2E=2

TCPZEOIAM, STS AlelZ= "4l COM ZE MO SERFC2217 @)= KXNEotE=2
MEX=E &5 =X(baud rate), OIOIEH HIE el =S8 MO S8 22 Alclg
LI2I0IEHE AFSXES RFC2217s8 g4l ScH0IHE Z2 822 MHHE += UsLIChL

(M212 TIRHOIEol 28t Of AMBH BES 429F A2/ ZE DISHOIE = EESHAD
HHZELICH)

O 0l SMS RFC22175% COM LE 2ICIOIZMES B ASD0 ARXEs =019
A2l ZE HE2IH0I4 Z2IWS AFB5I0 STS AIZIXQ Al2lY ZE I2tIEE
Molg = UsLICH

(e]]
0lE <fIot0, Tactical Software2 28 Serial/lP JI MZELICH. COM ZE 2ICI0I2E A2
2t O AbAl HdEE BHH SerialllPQ EME EFXOHAID| BHELUICH (O AAME &2

s

ro
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2otAIH F= 6 SerialllP 2 & STS Al2IZALESHI] BS FAGHAIDl HHELILH

= AR SAEZRH Aldlg ZE=ZQ U= =2 ZIW 32I00tX K& &LICH
E 2|AE A A EH(remote host list configuration)tl 2/ 0|0 &2 SAE

=
=Ae (dEH= HESQ xUet - 001 HZE JAH SAES

= 2 &

)2 HALICHL HE S0 AFEIF S8 == U= HZ2 xS 322 £Fotd, &4
SAE CIAENAM ZEE g0l et STS Al2lZ0AM 23 SAER 3049 HE0| UACHH,
F SAEZRH Al2g ZEN 52 = Ys H#22 FUgt2 29(=32 - 3)0| =
NYLICH 23 SAE 2|AE SZLFHN 28 O XME E2E 2P 425 2F SAE
2 4% & EFXOAD| BrELItH

FH o2

FJ|® AHZA(Cyclic Connection) J|s2 AMEot=E HdFEULCIH STS Alel=2= oHEY Aleld
ZEW HZE EXZ2RH S0H2e Al2lg OOIEIt dets, & AIZI0ICH AFZ2 X F9
227 SAEN HHELICL 22 SAEN Alcg &AX2 2Y HOIEIF JACHH, HAQ|
+8E F STS AMelZ22 A2l ZEE Sdid Alelg Xz 888 = JUSLICH 2o
STS AlelZJF 23t W20 A0A, 223 SAENAN STS Alel=2 HZ & = QIUH, 0]
J| IZcHAM STS AlelZ2Jt &3 SAEZ HASHH g USLICL AMEXE=E STS
AMelZ=Jt &3 SAEN 52 WMOCH }F SAEI Aldlg HEES BUHESE SH2=2M
FIHoz Alelg HEXE ZANE = JUSLICH O 462 TCP ZE0AM M&E sSZQ

SEE0IEE 20sLICH

230 ID

Super Series)t 223 SAE(N 2N H=0ts 3% AZ8 SAE=E AHZE Super Series Jb
™ ZXXE 2XNES Sot0 PEotLA & ZERIt AS = USLICH 0 B0 A3
ID(Socket ID)0l S&st 2XAE=S XEotH Super Series)t 32 SAEN =58 =20
ANEE 2XHEs HNM NME0HD Data M0l AIRTH ELICL AISXts Aelg 8BS =
ZICH 49X+ DHXl ¥ote 2AES A3 ID2 KNEE = USLICHO0I SEES root AHEXIEH
HZO0| JFsELICL)TCP 2E0AM 430 ID = TCP HZ0| O|R0E M &8t Mg FLUICH

TCP Nagle 212|&

TCP ZZ2EZ0l= Nagle 21cl& Oldte 400 F& H0 AsLIC 0 Zlels2
SZRs E2 =2 A2 WA dES YXo| Ao DAL ULH st 3! FotE
g Xlot=0 =SELICHL daU 0 212E ME0l 0l FR0lse dsSHIE 0PIEI &
SLICH Nagle Z212IS0 TCP 2| XHE ACK S& 2401 ZAIEQ MSHIZ o246
SHE ZdAIZIIIE LI Nagle 21c|&2 0| options 0IE0t0 24 L= Hl2dst
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpfection request accepted

Inactivity time-out

Incoming data via serial port

Established @
YN
Incoming data
from remote host

Accept

= T S

Incoming TCP connection request

Incoming data via serial port

8 46 TCPZEES MHNOIE

HI &S EFYOIR (Inactivity Timeout)

HIZ=S Et2O0t=2(Inactivity Timeout) JIS2 AESEE HFMUES M, LIS EHHOR
BEAHATMNAM HoHE g = HOoIeH HS0l ZOHUX EeH A SAEQL STS
AElZA0IS e Hse=2 ZHALICH
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4242 .UDP 2=

& otuel

2l=2l ubP 2& LZE
NN A

HIEE

ol &
Aleld

UDP OIOIHOE S

o=

EI=}=
AL

MESELICH OZX

"eIAE

o

AHE Xt

=St
=

=
—

IH|
datagram2 &J[(Accept UD
SoE
Ei=w);

EZ dSEYLICH

;

I_

o] O 0

MM — L,

2 fon

(Send to recent unlisted remote host)' J|s 0l
22 AI2H0l BtEl X

oro
[E—pyw—

m

O 02 O

i

o

2) TH2OIE

KbAlst Akt

o
[—

5t
o

XEAIEE At

==}

[—

'0tLI 2 (No)'2
AEZRH S0{2= UDP
EZ2EH 2 UDP datagram3

JIS0l '0l(Yes)' 2 STS

UDP datagram=
unlisted
AEEUN FHE
2IAE

remote host)’

r o

Fﬂ

gl= A

MNA™C

255N,

unlisted remote host)'

AZQ0l 2E S0H2= UDP OOIHIO#ES A ELICH
S50 8le =2 83 SAER 56|
FE0 e 2 FFE IAER ot

50

AE EeolE

erLICt.

HAN PeE

o =

P da tagram from unlisted remote host)' T2
UDP 4Ol

) STS AI2I=0l CIoIEE

4241829

HELH,

A SA

EQr0l STS
T2EE0/7]

o2

UDP= HIgZ

E OHLIOI 2WE, 2 STS

SA FLEOIA = XX

oI Lol

FOIEHE ‘01I(Yes)‘§
STS Al2IZDI ¢EE
A= 0l OoIH

2=
(==

=
=

STS Al2l
SA
, E 20
SAEZE HOIHE

S

TCP ZE£ IICHIIHE

2 4241892 TCP ZE IICHIIHE XA,

gtJ[(Accept UDP datagram from
STS Alelzs= SAE
diolg 2 grSLICHE BHUH=Z
gtJ[(Accept UDP datagram from
AMelZ2s 23

2
2oL

O =2

SAE I EF

&35tJ1(Send to recent unlisted remote host)' J|S0l



‘Gl(Yes)y=2 H&EE, STS AlelZ= =20 STS AlclX0 E=58 23 S AEZ HOIEHE
HdEELICL =0 gle =2 88 SAE> STS AldlX2 diE Al2lg ZEZ OI0IEHE

(@]

i

HESHXC A SAE SAFALEFHUAN ALK L2 H SAEE LELILHL 28 STS
ANelZs 82 SAE SFEFHUM FHEE SAEWZ GOIEHE ESELICL 'SE0 e
2 A SAEZ HMB6HII(Send to recent unlisted remote host)' J1s0| '0tLI2(No)' &
HEEH STS NMelZ2= 238 SAE S840 248 SAENS HOIHE 2HLICH STS
ANMelz2= Hlgs Et0t=(Inactivity Timeout) =28 S50 2l =22 A3 SAEE

=Xl gLl Ch,

HIE#S E120I2

UDP 2S0iM, =201 g

ABELICH HIZES EIY0I2 SO 2=0 o= 2
W =

ALOIOIl GIOIEl &&01 i, STS Alelx

rr
[l
rJ
10
[0
14
fol
|-
Im
11
[> 30
ban}
9'ﬂ
S
0
=T}
o
nfor
O
m
o
=}
0
Im nio

SAEZ Al HOIHE 2WX &= HYLITH =, UDP 2E0A HIZS EH-JO0L=0I STS
AelZoF =0 gle 222 2 SAESE R®Aot)l Ao &celdt=s Al LICH UDP

COHA ALZXOF HIZS EY0IZES 022 &£F0otH, STS Al2lXEsE Aldl LTEZRH
S50 gle 28 SA2EZ Od OOIHE: 2UWX &= AUt

230 ID

Super Series)t &3 S &

™ HXQXNE BAESS SotH AEotd & 2RI UAS = USLICL

ID(Socket ID)0I E&s ZAEES XIEGIH Super SeriesIt AZ SAEN &g A0
ANEE 2XHEs HNM NME0HD Data &0l AIRZH ELICL AISXts Aelg 8ES =
Z O 49K DK @ste X 2

20| JISELICE) UDP 20

Y OIS0 RSO, AlRIZ ZE TN AS O A2I2 ZX0 2EHE 20| 2AH
ReLICh Al2lZ ZE DRAHAS O DHOIA st XM, AT 28 Z¥S 2D I
2l SgBULL T8 2¢ A5E Fas MASUD. 2€ fsdos 2C= UsY 2e

MEX Alelg EXI0 d3td AZg 2E0| 0101 U}UCHH, OIE =35l Ethernet HZE STS
o ol

Ael22 WAHE = UsUCL AEXIF ool € 22 ATAATDT &2 IietiIeZ2
oS Al IPFA (s ZHe H)E AtEdts JYLICH



- 222 3 SAEZ AlclE HOIHE EY 2RIt JE 3=
AMelgd EXOA ==+2 SAEZ HOHE =2WoF &CEH 2Z2E lZd018 ZE0t
HRELICHL MHE S Al EX2 = UM OolIeH= = UM OIOIH &5 MAYH=Z,
B OOIHE & Bl AHZ 2B == USLICL AEX EXIOF oo & =2 EXIUA
ATD(T) XXX ¥ =2 2 MOt IP =2(E= THQ ¥)2 b= AJ Lt
STS Al2lZe 28 o2d0l8 ZEE AEotM, AtEXt= Alelg ClBt0IAE  Ethernet
UEKIAN &H 22 = A2, Ol dstd 2HE AMtEote A20 HEELICH 2 4-2&=
STS AlelZ0lA XI&ote RYE AT 30 ZLLUC 18 470lM= Ethernet UWIER AW
HZGII| fIoH ATDA HH =S AMEI}HZS e Alclg ZE ¥y SE HMEHQ WE 2EHsLICH
H 4-2 STS AlI2IZ0A X&EHE AT S0/
g He sx sSg 13
(verbose code)
+Ht g8 28 22 5 NS
TCP 2CEE TCP Z2H0IME 252 HFs =, YA
ATD(T AR SAEZ HEZS AMTELICH _
[%Dq( )|p T= ool dSotd,
Y2 ZE]CR]LF] | Of) atdt192.168.1.9:1002 g#(gg\lolﬂEgT_&C;FD]}LF]
Te= 0ll) atdt1921680010091002 Y ARifE; LE
ATD(T) IP =4 102.168.1.9, LE 10022 S ZELICH A
[#2 P[RR EE]| (Esss OARNN BE8) - ——
[CR][LF] 0il) atdtss.sena.com:1002 ERROR [CRIILF]
SOQl =A ss.senacom 2 ZE 10022 HASHLICH.
AT &= ATZ [CR][LF] TCP A Al2I¥ ZEES XJ|5HEHLICH
ATA/[CR][LF] OIXI2 HE S BH=EEHLICH H3sie,
A TCP RS2 TCP MH 2c2 ams = Top aeis | OK CRILF
22 ZE v3) [E‘jjl(;lste_n)iiu ge*ga;*:u._g o sl o | 2TEE
[CRI[LF] - 83 et |_‘|, =z XE= _\_2 P HAIEA 220, ERROR [CR][LF]
Chal TCP A& Thel0le, 22 ZEJH AFZEE LU
o= &3 HAIELICE. a30h:,
E,E0: 12 &XS diME
ATEN [CRIILF] EL: 0IZE &FELCH OK[CRILLF]
ATON [CRI[LF] 0,00: CEIOIE RE2 MeHEHLICt S1iord,
ERROR [CR][LF]
Q,Q0: SE= HAIELICH (LIZE)
ATQN [CRIILF] QL S92 TAIGH 2aLick
. 2Ck = :
ATVn [CRI[LF] V,V0: SE —o<numer|c code> [CR][LF]
V1 (CIZE): Y =<verbose code> [CR][LF]
B2 25 4™, o 920] gt=UCh J21D UM dgsts 2201 USULL 02 252 SX6tX 229,

SYa0l 2WELICH
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D, DO: DTR(PC) &IS2 2AI& LIt
ATEDN [CRILLF] D2(CIZE). TCP MI& S1ZS shRIELIC
AT&Fn [CR][LF] FFO,F1: CIZE 24 &H3s 23§ LT
K,KO: 35 MO0{Jt &LICH
AT&Kn [CR][LF] K3:RTSICTS 82 MO [CIZE)
K4: Xon/Xoff (K12 )
S, S0: DSR(PC)= A RILE =&LICH
ATESN [CRILLF] S1:DSR(PC)Jf TCP &1ZS 2HSLICH
H, HO: 8 TCP 2= GHAIBLICH
ATHnN [CR][LF] 2E GIOIEJE AHMIELICH OK [CR][LF]
H1: 8% TCP S22 SXIELICt.
[,10: “SenaTechnologies, Inc."E HAI&LIC}
ATIn [CR][LF] 13: 29 B1SZ2 HAIBLICH <=
[t2 22 :“OK'S ZAIELICt.
HEZS EtOIHE nEC2 AAEHLICH
AT\Tn [CRI[LF] \TATO: HIZS EIOIDIZ AFE6HA 2aLICH (CEE) OK [CRI[LF]
ATBnN, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | o1 o
AT&Gn, AT&In, AT&QN, “= OKICRILLF]
AT&V, ATMn, AT\An,
AT\Bn, AT\NN, ATXn
ATS?, ATSn=x, AT&Chn, oo
ATEWN, AT&ZN=x gl ERROR [CR][LF]
n0| 10| ¢
OK [CR][LF]
H=
ATFn [CR][LF] = = 2900,
ERROR [CR][LF]
n0l 00|2tH
ATWn s OK [CRILLF]

CE et

ERROR [CR][LF]

HEA 3 E (Verbose Code)
(“ATV1” @Z0| aldHE F)

=X ZE(Numeric Code) &9
(“ATVO" ZE0| AsiEl 5)

OK

o
2
0
=}
>.

CONNECT

RING

NO CARRIER

ERROR

B w N
o
0
=
U
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HelloDevice < ATZ Serial A
SS100 ATZ > Device
OK > Command mode
TCP connection
fequest g | ATDT
ATDT '
TCP connection
Established.
»| CONNECT X
CATA QLATA TCP mode
_DATA... DATA >
&ttt
|
Request TCP ATH
a_disconnection <
- ATH -
TCP Command mode
disconnection
p OK >
>
NO CARRIER
v
& 4-71 B8 2018 B=29 FIFIHO0IEH &82° HEEFol g
425 A SAE SHHALEH
2 SAE S E(Remote Host Configuration)Olgt STS Al2lX2 Al2lg ZEZ2H O0lH

HE0l US M STS Al2lX2 Alcle2 ZEZ2H HOIHE =g SAES FE= ZELICL
TCP ZEO0IA, STS AlelXJot 1x &3 SAEN &H=otk 2 ME

B OIOIHE =4¢ 2X #F SAESE 43¢ =& UAsUc. i 1k &4

SAEZ GHZEO0 OIFO0ALEH, STS AlelZeE 1A &8 SAEZS HZ0| A4IHE WMItK= 2kt
22 sAE HEE £ s =RE A

2 =)
Z OOIHE 2WX &L deld 14 3 SAEZ
C

>
s
w0
_|
()]
>
ot
bl
.
=
pal
o
N
ol
[>
[m
o
0z
o
1
fr o2
_>':
uo
i
(8
=}
e}
|0
|0
HU
_>':
0
>
rr

1A 2 SAEQ 488 = AsUT. TetM 2X &3 SAE

18 482 & A CIHHIOIANAM R SAE S#FLEEES BEWHSU

0o
>
O 0
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Serial port configuration - 1 : Port Title #1

EnablefDisable this port
Port title

Anply all ports settings
Host mode configuration
Remote host configuration

Acfion on remote host
Primary host address
Primary host port
Secondary host address

Secondary host port

Check Host#  Primary remote host IP
r 1 192.165.14.1
r 2 192.165.14.2

Save to flash I Save & apply | Cancel |

--- Move to --- =]

Port # Secondary remote host IP Port #
a001 192.168.13.1 S001
ao0z2 192.168.13.2 S00z2

& add  C Edit  Remove

Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

8 48 2

4.2.6. Port IP filtering & &

STS Al2IEX Al2lg &=
g = JUSLICH AFE X

Im
2
it
I
nio
9_

o

P

= =8
Z Aclg ZEN E5E = USS oS

ZAE

f
0y
I
02

2ot A SAE= IP =24 filtering 720 D=5t Xl

2 subnet maskE H 3ot S8 SAEDIL STS Al

SLICH.
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Serial port configuration - 1 : Port title #1 --- Move to ———j

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Femote host configuration
Port IP filtering

Sllowed host IP [0.0.0.0
Subnet mask to be applied : |EI.EI.EI.EI
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

12/ 4-9 Port IP filtering for serial ports

4.2.7. 24535 74

STS AlelZ= 28 Oi=dlold 25(UDP 25 OtE)E 2
K &g LICh

re

TCP 2E0ME Ssotel MAE

nio

fol

4.2.7.1. Secure Sockets Layer(SSL) ¥ Transport Layer Security(TLS) 253t JI¥
By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the STS
AMelZ2Jb 2SstE MENA SSUTLS 2sst JIgsE Kol OE EXsEw sdg =
U LICH
SSLZ2 Netscapell 2IcHAl Z2H0IHEQF MHZ2H0 AtESHI] fIoHM IHEEIUSLICEH SSL
dioltie 2= 285 Z2ESEH Of AL HTTPRH 22 HECIAE ZZ2E20AH = =
= USLICHL ssL2 oHE Y, WE , el e & Z2EZ229 Mglisy
USLICE SSL2 WIERKAN Z2HA S4lot= HE2IAHO0IEN HIOIH Eets HE
ScA0lE Z2EZS TCP/IP MO0 U= &5 doI 2 T2ESLIC
TLS2 SSLO| HHOIEE HAELYLICH 0l Z2E22 Internet Engineering Task Force (IETF) 2l
Z0l 2oHAM JHEE Internet RFCLHOIA XKIEELICH TLSS SSLO| &3HE SEEN0I) Z2H0|AHE
= NMH 2 = oIl M2 ZZEZS KNJAoHK 2= &%, SSLE WdHIl= "HEES
ZeLICH [etd TLSZ Oldots A2 dUEeE HEX @22 LYLICH

40
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SSL/TLS A& ZS AlXGHHASE A2 2240IHE AOI0 SSL sH=40132t) =cl= OAIX

LRELICL SSUTLS ZZ2EZ22 23 Il(public-key) 2t & Ilymmetric key) 25352
(0]

MEELICH & Jl(symmetric key) &S 3t= =F Jl(public-key) 2S5t Hlwoi M &2
ik SLICH SHXIEH 25 I =30t
== JIE MEBWAM KtelS SctOIHENAM 21S6tD Mgt SctoIHEI &N

2 WE 233, 25 dis el dof X S0l AlSE UE 212 d48ots A= oISl

oI5 4H dHilMs U EsUC HEH0Id=E MBIt
ts M&EA

Zcl0IUEIL AH0I Sct0IAESl SSL/TLS A 815, ALOIIH(cipher) €&, SAAZ A
A& OO0, dell MHIE SSLITLSSE AMEst= 220IHER S4lct= Olol 228t C

g 422 EdLICL

NBiDo SciolHEN MBSl SSL/TLS & B1S, ALOIIH (cipher) €8, 242 dd=
iole, delld Sel0I¢UEDL SSLITLSE SoilAd MBiet S4lct=s diol 28 OE &
£ SBYLICH MB £& XHalo EME 2D Y SctoIHdEI Sel0IHE 2150
28t MH NS QESUHE Z220IHES AISHE QEELICH

Scl0IHE= MBHE 2S5t oM A 2 28 ZE2E 0IZELICH oiE MH It
oISE = QlUH ASBXUA 2HES JAd=10 2530 SE HA0 U= &
& b= NS UL MBIt E3H2e=2 2EEHH Se0IdEE U8 HHE ddd
LIC.

SA0IHE= SMMA HE=HOIZ0A dd=l 2= CIOIHE MEHA HE MES 2l

M premaster secretE 2t=10 O0lXE MHE 2= (A 20 2EUHE A2 S MO
N SHENE A=l 2S3lotH 0l 2¥SshE premaster secret2 MHZ EYLICH Of O
o AFZE Al OIJH(chipher)Oil Metd S2H0IPES M g2g & USLICH SSL/TLS

= HE 0l “BRE" OtAH A9 M4 20l et getELUch

NHIt Set0IgE 2158 R+cts FR(EMEHZY SE A= Y S2U0IHE
Jb O SHEHOIZOS UL SeloIHE}F A X0l A& HIOIHE AtQIELICH 0
220 220IHE= MOE HOIEH SC0IHES ASMHE 2 S3HE premaster secret
ot S MHZ 2YLICH

MBI 220l E oE8 70t
Ct. oile Zet0IHED}

OIZEH MHE XAl AFE Il(private key)E AFE0H Al premaster secretE i sSot)
2o I (220IHE £t 22 premaster secretOll A AIZIGHA ASSl=)=S AHMNM
OtAE Al2 & (master secret)S M A &HLICH

CtOIPES M= 0l OtAH AITX S AFSdiA SSLITLS A& Sl netE F2E
FSSHYS disote ol AFE2E = THE I121 A& Jl(session key) S

Scl0IHESY M= 0l OtAH AISS ALEHAM SSLITLS HZS Soll S48 Al
ol & & HOoIEH2 F& 4 (integrity) =
ZU0IHEE= SUOIHEZRHS HAIX

oy
HO
|0
HU
=
=
X
N
i
>
%
x
0Q
ol
tol
Ut
Y
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Olet geAF= HAINE MBIZ S-YLICH £8 Sct0IHEE=E HEH0ITS Sel0IHE
P22 SRHULE XE 2dF= SEE S= HAIKNE 2YLIC

9. MbBl= MBIZRHS2 HAIXIE 222 0 ME JIE AMSHA 223 2 H0I12t) A=
= HAIXNE AHZ 2YLICL £8 Mbls HEH032 A RFE2 SSEHUAL=E RS
2= SgEE 25 HAIXE 2L

o
9]
(9]
C
—
[
(0]
e
In
j_z

(30t 22/} D OlMl SSL/TLS MIE0I AIFEASLICH. 2

E ASBoM MZ2H0l S48 HOIHE ¥S3totl) 2S H=otH 0l
2

Client Server
Client Hello
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Tt < ServerHelloDone
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
i Cipher :
Application Dat < > Application Data
 Text pplication Data < pp

& 4-10 2EtZ Qo1 SSLITLS HEH 0/ EZAHA

STS Al2lZ2= TCP 2E &EH0l [t SSL/TLS A L= 2ct0IHEEZMNM HASE =

USLIC

SSL/TLSZtSl TCP HA0l H SAENA M AXHEOHE, STS AlelX= SSL sHEH0I3
SO0l SSL/TLS MHZM ZHS&LICH BHHZ, SSL/TLSIHSl TCP H&0| STS Al2lX2 AlelZ
ZEOAM OIA 2HMH AIHECH STS AlelX2= SSL HEAHI0I3 S0l SSUTLS Sct0IHEZMN

S UL
AFEXIIE SSLITLS 25 JIgHES AME
USLICH

Wi

M, ALEXts O

0lo

o 22 Ijet0IeSS

e AIOIH #E(Cipher suites) 4 3H/HI&4 3}

Cipher suites= SSL/TLS HZ 202t0l AtE&l= HICH& (asymmetric), CH& (symmetric) el
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Si#l(hash) Z21elE2 X&ste OOl AES= ZAMYLICHL HIKHE Z2oeld8eS MH £
ZC0IHE(EE)2 AW OFOIEIEIEl(identity)2] 2SI HIY I H2E OHNGHH W&ot
il Ak=2ELICH HE Z2NelE2 SSUTLS HZS SolAd dEE S HOoIHE 2338t
St= Oiol AL ELICH ol gnelse &EE olgi 35 &5 Hidde AS
grXict=00 AF=ZELICH HE D BItHE €Dels0 Al=E 212 Z201E XNE DO
Set0IHEIN MBHZE SSUTLS HZE Mol AHE Jisdot) AFE3dted ot cipher suite 2
£ BYLIC AHe 0 552 XAl X&& = cipher suite?t BlWdHA 0 S5 =0l
MBIOE AL2E &= U AFEotdd ol= R B cipher suiteE SEiSLICH. 2ct0IHER
A= OlHl Ol ciphersuiteE AIZEoiM HZS SOHeLICH

cipher suite 2| HdEH2 FO X 2Z 1 2ot QPAIEN et etELICH RSAN DBt &

o

J
J

—_

cipher suite=0| JI& 20| AI2E0H =& HUHME e 32 AHO| USLICH
STS Al2lZ= ChYEt cipher suiteE XI&ot1) AIZ2Xt= ol 6t= cipher suiteE &4 35t
= HZds 22 M 2 ciphersuiteE HEHE = USLICH
Zcl0IHE BE (MH 2E d8)
MEXIb 22I0/9E ZZ g8l “0i2tl &tH, STS Alel=&= SSL sHEH0l3 ZZAA

(A 2)Z ZPH0IUES QSME QIELIC BHHE AN Zof0/oE ZE =
“OFLIQ"2tD 5t3, STS Al2lX= SSL #HS#1012 TZAIA (BH 2)F Z2H0|EQ)
OIZME @SN %SLICH

QIEA Mol & A(certificate chain depth) 25

OISM HMe=2 g Aol ASAMIL FHol e ASAHU QSHM ARIZE HoeZ,
ISMES HMOIALICE O eIsM Moo SHE2 XiM(E= SS(peer) CUSMHUAM AlZE
£+ A= CA ot 2

A QISKAMA A2E = JY=s HelsS
F

AT 2 M OIOIHIEIEIE 2SELICH 2tef ALEXF oY CASE 8, =5 AEXE
FE oSA UZECIH e ASAL AI20l JACHH, 0IR2 AIEXIE AlelEl S5 2USAM
Eot dlggd = Ulls WS 2O0IFLICEL STS Al2IZ0AM AIEX= 2SAM HMQl Ao =5
Mstoi M STS AlelX=Jt 2

H=S= oH==010F &LICH

RIEAM CN B3
AMNEXIL OI5A CN &ZZ sE0 “"E &=6tH, STS Al2lXs e =AE 0150l
QIS A2 CN(ZEH 0I5 LXlot=eXE BBZELIOH 2 0l =01 ZXIotk §E2H STS

ANMelZ2eE 3B SAEZS HZE QES SZELICH BHHEZ ARt 2134 CN &2 sS4

“OtLIR"E HE6tH, STS Al2lx e =SAE 01501 eISA2 CNEEH 0I5
e Xlot=XIE BZotkl EsLIth
STS AlelX2= SSL/TLSEM HsSe [HOIE CN(ZEEH 018)S EHELICH
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Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disakle this port
Fort fitle
Apply all ports settings

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Engryption method ¢ |SSL'¢2 =]
Enable/Tisable cipher suites
W SsL_ck_RC4_ 128 WITH_MDS
¥ S5L_CK_RC4_ 128 EXPORT40_WITH_MDS
W S5L_cK_RC2_128_ CBC_WITH_MDS
W S5l _cK_RC2_128 CBC_EXPORT40_WITH_MDS
W SSL_cK_IDEA_128_ WITH_MDS
W S5L_CK_DES_f4 CRC_WITH_MDS
W S5L_cK _DES_192 EDE_CBC_WITH_MDS

werify client (int server mode only) MO

werify certificate chain depth |EI

Check the certificate CH : MO
Save to flash | Save & apply | Cancel |

Filter application
Serial port parameters
Modem configuration
Paort logging

Part event handling

18 411 =3 74

4.2.7.2.3DES 253t J|Y

2S3l JIHE 3DESZE & &FGHH STS Alel&2= 3DES(168 bits) &S 3t= MAWAM CHE STS
AMelZ=& Xl £ = HelloDevice STS Alel=2t SAIE £ UASLICH

8 4.12 3DES M2!Q HZEE EUE 2010 USLICL GIINAM 2 Z2=9 90le 3w
25U

20 CliloI & I (T

o
e

18 4-123DES IH2/° 2= Zo
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-bits =Xt LIC}
X IH(cipher)

STS Al2lZ2l 3DES

0l 20l= WE(HOIH € WE )2 Z0IE 20/ LICt. 3DES

20250110 KI10IAMe Z20l= 8(64/8) BH=== OIF 0 &LILCH

X HH(cipher) & LI Ct.

=

It

o
BATT

HE@~-8)HA2 B IHE BIOIE

LICH

2 IelS0A

2 SstE

CIOIE IH

21
N

AEE 212

)| HiHE

=SS0l REELICHL

el 3|

g4 74 Il

U2 ABHA MAZLCH

g 4-13

= 64

2l

7= HES 2010 UsUICL

Key Block(32-byte)

Key (24-byte) IV(8-byte)

18 4413 I 2%
Il 282 s &0 Z2AE UL
Key_Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Jl 282 M3 24bytes
IV(Initial Vector) = J| £52| OtXI2 Bytes

Key =

4273.RC4 £33t JIH

02
fol
]
112
io

py)
O
N
HU

ZolH STS AlelX2= RC4 2S3teEl MEUNAM STS Al2IZE X2
C0AM STS Alelxt= AHEX 24 I
FLICH RC4 JI¥E2 AtEot® dlld
=50 WELICH

=P

—

foi
nx
0

1>

$0
0

)3
-
[wl
!
Q
02
fol

|.

[z =2 I,

MNBHA DE TCP
AT LI

> e

Im

==
— 17l ()
= Y2

cC
4

fio

=t
Jn

ot

OF A
(=]

gyl
0
N
i
e
% fol
tol
o o
u K
113
HT
:l_

=)

4.2.8. 2ZH ofZcl3HolA

STS Series= A2

A

b Alelg
KI&erL T

FSE A ICC 2
= T ML=/



AFEXOF THAISl EEH OHSclolE D2 )HES AMEECOE STS Seriestl = =06t ZH
OHEcIHolE P4 H=E AMSolA Z282 0l8H ¢
OHScIAolE L0l et XAl AtgtE2 9.4 AMEXH Hele IS

EXOHE AL,

£

Z2Z =20 Ited g=2ds XLt g S2d0l e XAlet Atgt2 6.10 AIS A+ I
g2 Lol d4=s FXolHAIL

Serial port configuration - 1 : Port Title #1 --- Move to ———j

Enable/Disable this port
Port fitle
Apply all ports settings

Host mode configuration
Remote host configuration
Part IP filtering
Cryptography configuration
Filter application

Filter application path : |fusr2a"default_ﬁlter
Filter application arguments : |—pEI
Save to flash Save & apply | Cancel |

Serial port parameters
Modem configuration
Part logging

Part event handling

J8 4-14 Z2H OHS201&

4.2.9. Alelg ZE mtetold

Aelg ZEN Alelg BXE HZoted™ oiY STS Al2l=2 Alelg EZEQ Iiet0IHE H&E
Alelg EXI0 A ZHoHOoF ELICH AMESXIt 4F¥g = Use mtellleH= UART &4
& XS (baud rate), OIOIEH HIE, THEIEI, A5 HIE, SEMO, DTR/IDSR &S E 0|8 34
2l 2X2H(inter-character) EFY 0t S LICE.
B STS Alel22 e Alelg EXE Alclg S& &40 RS2322 L XIoi0F &fLICH Alcl
2 SAQ B 240 BHEZ0 et KA Atete 85812 HZ AEsS FXotdAIRL

o Alclg¥ dE&E=5T(Baud rate)

STS A2l Z0A AFZE == U=s Alelg dE52E= S 2sLIthE



75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 12|12
230400
ZI| SFE Jl28t2 9600 LIC
e [l0IH HIE(Data bits)
CIOIE HIEE= 7bits £= 8bits2LICEL =J| &XFE J|=23t2 8 bitsLICH

Serial port configuration - 1 : Port #1

--- Move to --- =|

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Serial port parameters

Baud rate . IW

Data bits : IW

Parity : IW

Stop bits 1 hit =

Flow control Im

DTR behaviar | Always High =]

DSR behaviar [Mone =]
Inter character time-out (0-10000 msec) |1 oa

Save to flash |

Save & apply | Caru:ell

Modem configuration
Part logging
Part event handling

J& 415 UART &&

IH clEl(Parity)

Ii2IEl= none, even &= oddLICH =J| && & JI2 32 none Y LIC
A& HIE(Stop bits)

AE HEE= 1hit £= 20t LICH =J| &&E& JIE2 g2 1bite LICt.
&8 HIO(Flow control)
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M2 RTS/ICTSE AFSo o)
ATZEQ0N 52 MO A2 S22 XH(XONXOFF(0x11/0x13)E2 & Mol 1R XIS
LICI SIEHN S8 HOH ZAHAMM=E & i HE

2ol M SollA OIOIE S& =82 MOE
= HXS MOIOA MsE =1 ZS2ZM HOIE S& =82 MO ELICHL

&1
RS232 2080 S8 MO HAS XNFELUCH RS422 252 RS485 2E= OHE SF S
ATEY0N L= o=/ S8 MO & XI&otAl 25U

DTR/DSR =%t
DTR/IDSR 2] E&= Al2dlg ZE ASE MEWM TCP H& AEHE HMOSHAHLE 2 &
S HMHE M2dI0OIE ot= Olol ASLICE DTRZ2 MI|MEZ(write-only) & g
DSR= 24J|& & (read-only) &3 AISLICEH
DTR £ s&& U
& =5), always low(&d &S5 E£E&
open CF H&HE AR DTR & & &th
DSR &€& s&2 U8 & M s¥ =5 5
TCP connection only by high(=Z2 L{0/2F TC
connection only by high & &&0| ™ DSR ¢
TCPIt AZELICH &8t DSR &I1SIF =2 MEHLMY, A SAEZRHS TCP H&EE o
& y

2 2= UASLICE always high(&f
n(ge I =5). DTR SZ0| high when
10 <20l high2 S XI&LICh

L2 d&2 2 UASLICH None(HS) Z£E allow

alo
=
=
10
oo
ks
=

80ot1 UDPZ OI0IEE Z&LICH DSR A1SIF =2 MENAM 2 MEizE HHSE M, 2
TCP AHAZO0| EH&ALICH Super SeriesOl HZE HHle X&l2l DTR AISE HMHE2ZM,
Super Pro Series2| TCP H& 2 MO = JUSLICH

t 22 0l=dold 2EE0AE DSR &8 & 6@ 2430 &2 810l DSR &EHJt low
Z HHoIH 228 SAEN st AZ0l ZU XA ELICH

&1

DTR/DSR S lims 20| CIHUAE EHlIAME 201X ESLUICH

i
ox
fon

& Xt2K(Inter-character ) E+ Ot

Ol mel0lHE Hx5= Alelg OO0IEfE TCP/UDP IH2l22 LDl <ol AF=2ELICH STS

ANelZ= Al2lg CIOIEE 22 M, 22t Ef 022229 Al2tSeH A& HI0IHE JICHE
==l

LICH. 2 A2t o+l GIOIE It SR @29 OI0IHIt BZE H2=Z 2t306t1, otLte
TCP/UDP IH2!22 KU A MSELICH GHef 22+ EtA0t20142] AlZ2E Xt 8101 Alelg O
OIE1DF 1024 bytesOl & H=E™H 1024bytesE SHLIS| TH2I2 2 TCP/UDPZ M &SHH &LUICH

A2t EtY0t=0l ‘022 ZEEHH STS AlelZ= O3 GI0IEHE JICel XL Jtss
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CIOIEE &&E LT

ZH 22 BHYotRE2 AEXS fScelAHol&ol Met Zet&LICH SHAIgH EAst K&
= 8SEZ0A2 24 ottel MSAIIE0E HOF ELICH HE % Alel€ ZEDJL 1200
AE B2, otktel 22X

bps, 8 GIOIE HIE, 1 A8 HIE ¥ TH2IEl &S (o parity)22 HHLUS
E dS&ot=0ol 228 MM bite = 10bit0l 1) otLIS| 2XNE ME6te
2 10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 msLLICt. [betA AIEX= 2X2E EFH0IRS
8.3msZ2 Lt AN & HolloF &LICL 8.3msOIotZ2 £&g=2, 022 £FE A 201 ASELICHL

A2 Beotxze H#Re &2 2x(ms)SLIC
42.10.2¢ 4
STS AlelZ2= Al2lg ZEZS ANE ZE HAES XJAESLICH ALEXIE Alelg ZEN ZE8sS o

Z2otd & ole 28 24 HIOIXIOA DCD s&Y 28 init-stringS & 6t0{0F2F ELICH STS
0

o IE SH3HIEHS
STS AlelZ2 AlelE ZEN s ¥ dZ2g &
2

DTR/DSR/DCD ¢S € EE0| HAZLN U= A2 ItE6t

e 2HEl init-string

AMNZX= Modem init-string THHOIEHOIAM 22 =J1st B A (initialization string) S At&l2l 2
B HFEHM &8 £ UASLICH Enable/Disable modem L2t0IEHE & & (Enabled)2 & &
At

SAOZM A2l ZED 2Y REz dFEJAS Mol= STS AMlel=2= DTR &SI &2
1L Alelg ZE 240 28 Oet0leot 82d 2 ot 2

2 5
Zolst BEUE oY Aeld ZEZ SYLILL

UQ

AEN Lmoiler TCP HZ ol &(Allow TCP connection only by HIGHy 22 &
A= Aclg EZEC| DCD &HIt =2 AHZHUHE 2 SAEZRHO

N
0
e
n
_|
n
=

HZ = SIESEYLICL ALSXE Al2le ZEE 0122 2E 2 =(dialin modem mode) 28+ At
ot & Mol ==e Jlsgut. 0 =20 0101 2Z& ZE0l StH STS AlelxEs
TCP= HZE S ol Eotkl EsUth

s ok 28 HZ0| Enable2 £&ESH Z= TCP (20l 3= [ STS AlelEt=s Z2E
2= EsUb. Ns ol 28 HZ0| Disable2 £FEH Z= TCP HZ0| EIOUHEZ
STS AMelZzs 28 &S &X ZSLICH 0 J1sS &30 4220 28 HA0] ZAHXH



Ol S&2 STS AlelXE 0I80t¢H 2
b

=
0
=
S
o
R
o

=4
E
oI
o
Z.._
0
ol
u
e
['D

1K 280 dial out &0 FIoH A Al

2 ZEN HEE 20 B85 = UAOCO0F otJ =0 AL=2X= DCD S% & EHE Nonel
A

Serial port configuration - 1 : Port #1 —--= hove to '"LI

Enable/Disable this port
Fort title
Apply all ports sethings

Host mode conflguration
Remote host configuration
Port IR filtering
Cryptography configuration
Filter application

senal port parametars
Modem configuration

EnablefDisakle maodem ; |Disab|e vI

Modem init-string ; |-::,|n=_-IZ|5E'="_'
DCD behavior [ MOME |
automatic release modem connection | |Di5€|bie vl
Save to flash Save &apply | Cancel |
Pott lagging

Fort event handling

78 416 24 P4
4.211. X E Z A (Port Logging)

2E 22 JIsS AMEotE Alelg ZEE SoiM 22U O0IEl= MEMORY, ATA/IIDE & C
A3 JtE,SYSLOG AMB £&= NFS Aol E= Xl S0l dEELUCH

o IE 22 BH3SHWH|EHS(Enable/disable)
Ol Wel0lee ZE 229 #4355 L£e= 4
(disabled)] 2! LI C}.

nfor
0x
o
1
04
10
o
C
a
P
A
x
0
ro
=
nfor
0x
ton

e Portlog storage location
EZE Z7] HOIH= STS Al2IELE H2el, ATAIDE &8 ClA3 tE(PCMCIA =& U E),
NFS A2 &= X L= SYSLOG AHH MEE = USLICH WHE HIZelE AtEHA

66



ZE 21 HOIHE M&¥dot= d=0= STS Alel=Jt HE Mol o ZE 21 O0IH: &

SgLICL Alelg ZE 27 OI0IHE 2X6td® ME fIXIE ATAIDE D& [CA3 JtE,

SYSLOG MH E£= NFS ANHZ E2MAIL2. OIZH ot AISXIF A& Y HXE

T&oiOF &LICH Of OHAIOF HEotH £EEX E2H ASK=s LEHHOIANAM ME XIS
El

aeg = glsUth

XZE 27 HIHE 30|

O Itet0ld=E 202 ZE 21 diolde ztHgsS HgULI WR HME2cE AZEdHA 2
1 OOIHE MNEE Mols Z& I &M 3J101 3200 KbytesE 8= = ASLICL(Z Al
clg ZES 2 XE HIHS2 3712 &0l 3200 Kbytes 0I5t 0F2F SILICH) =D && gt

2 4 Kbytes L|C}.

ATAIDE 1F A3 IIEE MEWMHAM 21 HOIHE MEE I ZE HHS =0 3D
£ ofe Jt=2 S0l Wet 28 LICH

NFS MHE AMEHAM 21 HOIHE MEE Mole XE HEHS O 20l HMStE Xl
LSLICH AFEXIE oY ZE 22 AIAEN XFHAM NFS MHE 2 AGH0F & LICH

SYSLOG AHE AMEoHA 21 OO0IHE MEE il MEXIL ZE 27 HIHS 3

_,_
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Serial port configuration - 1: port # #1 --- bove to --—-

Enable/Disable this port
Fort title

Spply all ports settings
Host mode configuration
Femote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port logaing IEnabIe vI
Port log storage location @ IMemDry vI

Port log buffer size (KB, 400 max.) |£1EIE1
Save to flash | Save & apply | Cancel |
Port log :

Clear Hefresh

Port event handling

12/ 4-17 Port logging configuration

4.2.12. Port event handling configurations

STS AlclZ2= AFEXIE ZE OIHE S8 S Solld AlelE ZEZ HAE Alclg EXI0
N OIOIEHE ZLIHENL OIoIHN B8g = A= «=HS MU 01§ dAUZE AEX=E
emaillSNMP 2 & (notification) &£= ZE O|HE si=52 FAHS SoiM Al2lE ZEZ HE 2L
& HHAS EclNHE 2 Alelg ZEZ JIYEE FAY & JUSLICL L8 0l JIs2 AEXIE ¢
ZE EXE SHA OOIEHE ZUIEHEGSHHLE AME HoE IIFEI Xl HUS Mo A2 &
XNE HE 22/ & = UA oHSLICH £8F STS Alel=22t oY Alelg EXI2tel HAZ ArEl
Jelld STS Al2l2e A SAERIY TCP HZ AHE ZE JI/FE AISEHL 22 gHge=z
Ztelotl) 2UEE g = ASLICH

2t2te] OIHEN et =ge ets0l 2dE = USULCH KII0A BrS(reaction)2 email
HdE,SNMP E &5, 98 M8 = B BIE8E9 X80l &2 = AsU



H
Im
=)
K2
Im
rgg
i
o

MNEIDL ZE 0/HE H=E JlssS 0IE6tddH, ZE O/HE =8 = ZH 3t (enable)dl O
SLICHL OlX2 =22 Het0le o121 =201 0 IS0l dl2d st (disable)=l™ oiE STS Alc
AEE QIHEN 28 & HHE €& otAl E&LUICH

28 2tA(Notification interval)

STS AlelZ2= €8 2tALC 28 email £= SNMP EY@ S SYLUICH IIREI ZAE [
OtCH email == SNMP E&= Z2ZUH &8, HE06HH 22 emaildt SNMP EE0] &4
Jts d01 JAL22, STS Aldlx= €8 22 A24Se OIHEES 20tM, &R0 2dsU
Ct. O IttO0IEHSl g0l US HSE AlAY NS =0l MAH ELICH A=A &0 =€
= s It 2 =S ZHl0F AIAE N3 AMES A g = UASLICL

Email 2 & (Email notification)

STS A2IZ2 Email 28 JIsS 43t = HIg4ds ot= JIsLICH STS Al2lX Email
Z2as 22 M 0122 SMTP MBl UM dE SMTP MHE AFZELICH SMTP AH
Jb HEoH PEEX EJAHU HIE2ds D JAOE Email Jls DAl dlgdst ELUICH
SMTP At 4 & XAMlet &FE2 3.4 SMTP S FXGHAAIL.

Email X<
Ol WeoleHe= AP J2oE IIKFAE X SAS M STS AM2IZ0 2IohM Z2WHE Emailel

N=ss £&d& LIt

A2 Email A

Ol Itet0IEH=E AFE Z2olE JI/AEIF BAEME I €8 tlgs 2= =0NE 28U
SNMP & &
Ol Iet0IEH= STS Al2IZ2] SNMP 28 Jls=s #4dst e Hlgd3s gLt

SNMP E&2ol M=
Ol WetbleH=E At dolE JIA=I BREUSE M STS Al 20 2loHA Z2LHE SNMP E

gol M=ss £d& LUt

SNMP E& £=41J] IP(SNMP trap receiver IP)
Ol tetOleHE AME HoE /= 8 HUS [ SNMP E& 28 S +4I6t= SNMP &

g a9 IP =48 dEELICH

=

4
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Serial port configuration - 1 : Port title #1 --- Move to —-- j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Femote host configuration
Port IF filtering
Cryptography configuration
Filter application

Seral port parameters
Modermn configuration

Port logaging

Port event handling

Port event handling IEnabIe vl

Motification interval (20-2600 sec) =]

Email notification : IEnabIe vl

Title of Email : |F'|:|r‘t event notification mail
Recipient's Email address ; |admin@my-cnmpany.cum
SHMP notification : Im

Title of SHMP trap : |F'|:|r‘t event notification SHEP trap
SMMP trap receiver IP |192.1EB.M.1

SHMP trap community |pub|i|:

SHMMP trap version : V1 F

[Status event edit]

Status event Ernail Moti,  SMMP trap Noti, Port command Pork command string
Device connection M~ = r |
Device disconnection M~ = r |
TCP connection V = r |
TCP disconnection V = r |
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port comrmand string
r 1 fest Ermail/ JCommand reboot

[Keyword list edit]

Action on key word & add  © Edit © Remove
Keyword string Ermail Moti,  SMMP trap Noti. Port command Port command string
| 3 r ra |

Save to flash Save & apply | Cancel |

18 4-18 & 0/9E =g F&
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e SNMP E& HSFLIEI(SNMP trap community)
Ol met0IHE MY HoE JI/KEDL X ZAS [ SNMP EE BIAIXI0 Z&E HFLIE

2F gLt

i

e SNMP E& H&(SNMP trap version)
Ol Itet0le=E At HOE JI/FE0F Xl ZIUS
Ct.

8
HI
=

N
n
Z
<
v
Im

¢
I
[==
o
o
nx
0
il
[

o TX AHZE/ZEc

Aelg X H&8 £= 22l OIHENAM HolloF & 24 S&H2 M3 HAE MIASLILCH

e TCP &E/=2cl
AH SAEZRH TCP HZ = =2l OIHEWAM Foior & 24 S&2

M3 g LICh

é
]
Iz
|>
i

HelE IS0l e SHOR “EI F= MH'E M 2 USLICH

e IJ|RE Z(Keyword string)

ot ol= JIRMEZ OE HOo=E ASE = UsLITH

e Email &&

AMEXIL HEE JIRIEZ Email 28 =SS 243 L= dgds € = JAsub
e SNMP E& & (SNMP trap notification)

AMEXIL HEE JIFIEZ SNMP EE 28 AsS 243 L= dg2ds € = Asubt
e Port HY

MEXIL HEE JIRIEZ ZIE HHE MZS 24t L= Hl2ds g = UsUt

e Port 30 (Port command string)
STS Al2lZ= AFE JOE IIRKED EX EHAS M Alelg ZEZ HEE EXNZ2 2E Bt
Hqd=s

S NEELO MEXE 0 H=0HA Al2IE ZEZ 2UHE
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SE AMelg ZEJ RAGIHU SLotH =8EH= &2, 0l JIs2 0l2dtH ELICH All port
HOlA AAEH 22 g EZEQ “apply all port setting” &4&0| disableZ
=

configuration A€
HFTN UK 2 LE A

“all port configuration” Ut2t0|E = Ot

clg ZEN HEELIth

| 822 UHN 2 = UAsUth

rn

|0

1. Port enable/disable

Port title

Host mode

Remote host configuration
Port IP filtering

2

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem
Emulation mode)

7. Filter application

8. Serial port parameters

9. Modem configuration (Only valid and visible if host mode setto TCP mode)

10. Port logging

11. Port event handling

Serial port configuration - All ports : Port title --- hove to ———j

EnablefDisable this port

Enable/Disable this port : IEnabIe vl

Save to flash Save & apply | Cancel'

Port title

Host mode configuration
Femote host configuration
Paort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

FPort logging

Port event handling




Port enable/disable
Ol el0lHeE ZEQ| Jls A E0EE &3&LIC

Port title

Ol II2t0IEDJE S8 U2 £8e 32, 2 Alelg ZEW Uist ZE E0IE2 1O & &
LE HS9o oz d8=ELUC. HE &0, ZE EIOIE0l “my server” 2 3% = &
f, #12 ELE EI0IE2 “my server#l” £ &L ZEH#2O HZE EHOE2 “my

i
server#2” & XAsez AHELICH

Host mode
SAE BEJITCP £= UDP 2Ez Hd3EH= E2, 2 Mg EZE= &Jl(listening) £E

gt OSd 201 sz g2 E L.

(listening port number + serial port number - 1)

2t AMeld ZEQ| 2 L2t0IeHES2 “all port configuration’?t 22 value set@& & & &LICE

Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
AJ|l QES2 UWet0IeHE <ol “all port configuration” 2| values set2 ZE A2l ZEOA

SZotH 28 ELIC
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5 PC JltE &£3F

STS AlRIZE D159 K04 o HFHS Aok PC IIE =TS MBotD USUCH TS 4IX
80| PC ISt NRELIC

- LM 3tE

- R LA IIE

- 28 e

- ATA/IDE fixed disk card

AMEX= NN £= 24 AN JH=EE 0I80t0d £ OE UERKZD AZ= Soil SIS Al2IX0l
&g &= U220, ATA/IDE fixed disk cardE Ol2oH AIAE 2 Al2lg ZE 21 OIOIHE
Mg = AsUb. 28 JIIEE ASE22ZM AEE 20 HZdot=s Alelg ZE L0l STS
Al =0l 22l (out-of-band) =2 & =& USLICH

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | ShEE EahE SerEe
Save to flash Save & apply | Cancel |

g 5-1 =J| PC FtE && U~ 3+

PC IS 2322 AZ5t)| 9ok AFZ RS SO SHHZ £8610F S LICH
S 1. PC 9IS Z20| PC IIS= AQIEHLICH
CH 2. Select PC IS AX 050l A Discoveraneweard | o mesriiry.

S 3. STS Al2lZz= JtEE ZMot)| floll S ¢ Zd0l(plug & play) JIsS AISE
2010, €& M st LEE JAYLLCL Ar2Xi= 8 IIEE SHAIZI0| st
oII2t0IHE €8 = UsLICL

Save to flash | MENBIO] AR AEHZ

njo

A 4. Save the configuration settings by selecting
M & LICh

Sl 5. Ol=2 [Apply changes]E MEGIH MZ22 &82 HEAL

a
°

Ct.

STS Al2lZDJF PC JtEE & AG6t=0l A4 otYH, s 2F UAIXIJF LIEHELICH
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Microsoft Internet Explorat

T,

18 52 =0l Al ol OIAIX

STS A2IZJt XI&ot= PC 2tEQ clAEE 24
O AIR.

o

GHAl

e

F= B. N/dFE PC JIEE EX

PC JIEQ HE2 HFHU MBUAM MASHAY, MEX= G 228 EXE HA™EOE &LICH
Step 1. [(Ban-show the actual button) Stop card service] & & EGHAAIL
Step 2. [Save to flash]E SEiGIH BHEE & HES MEGHHAIRL..

Step 3. HI=0I Al [Apply changes]ES &EHGI B LHIES HZAIIAAL.
Step 4. PC IS =X 0 A PC tEE HA ot

Fo: A% 22 BXNE AXXN £ =X0UAM PC HEE MAHGHH AIAE 2&=9] 010l 2

&= UAsLICHL

51.& 3t &4

LAN JI=E PC JtE ==X0l £XIctH STS AlelZ= 242 UIER D B HOIAR} IP FAE
2=otH ELICL Ol IP == AN mg8t 2= XZaH0F LIt

PC card configuration

Currently configured PC card

g C
I__

Card type @ Metwork Card
Linksys EtherFast 10/100 Integrated PC Card

Madel (PCM100) Wer 1.0

Metwork configuration

IP mode IDHCF‘ vl

IP address |192.165.1.254
Subnet mask | 255. 265, 285.0
Default gateway |1 92.168.1.1
Primary DMNS 168.126.63.1
Secondary DMS 168.126.63.2
PPPaE user name : |whoeuer
PPPCE password : | ********
Canfirm PPPoE password @ |********

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel I

J& 5-3 PCLAN 7tE &%
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STS Al2IZJt X

PC JIEE FXotAAIL.

5.

LAN JtEE
2 =otAH Ut

2. 24 LAN 3t& &3

PC JI= =X0ll
OlM, 1P

=
_T__Jl\_

PC card configuration

& Xlot

g C
I__

M PC e JIEE HEi5tL] primary 2 secondary DNS
HFo CHEES HE 31 IP &0 XAH3I HFEO

F= B. STS A/2/Z2JF X|&ot=

STS AlelZ2= 242 UWIERZD AHHOIAR IP FAE
ZolOF LI

== A= NE

Currently configured PC card

Card type :
Model

Metwork configuration
IP mode :
IP address :
Subnet mask

Default gateway .

Primary DRSS
Secondary DMS

PPPoE user name
PPPoE password :

Confirm PPPOE password
Wireless network card configuration

S5ID

Use WEP key :

WEP mode :

WEP key length :

WEP key string @
P card service

Discover a new card |

Wirgless Metwiork Card
Cisco Systems 2350 Series Wireless LaMN Adapter

[

|1 92 168.1.254
|255. 255, 255.0

|IEIZ.1EB.I.I

168.126.62.1
168.126.63.2

|wh|:|ever

I********

I********

|

|Disabled vI
|En|:r5.'pt vl
|£1III hits vl
|

Stop card service |

Save to flash

Save & apply |

Cancel'

ANEXE BE

M

18 5-4 24 LAN Jl= &F
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STS AlelZ= 2& LAN 32 <Iol SSID(Service Set Identifier)2t WEPWired Equivalent
Privacy) 7| Jls2 XI&&LICt. AFEXt= AP (Access Point)E Xl &otJ| fol SSIDE &H4&E
USM L& encypted L= sharedZ2 WEP 2=5 AX& 4 QUSLICH WEP 9| 20l BtEA

4

40 = 128 bit 010F ELICI 40-bit WEP 310/9, AFXH= 22X 22()01 2= 52 16% %
IS HEZS YsHOF BLICH 128-bit WEP 910191, 22/ X ;%()m 9= 13049 16X« I
HEE gaisti== &Lt

OIZ S0/, 128-bit WEP 3| S42 AI251D| 916 AI2X= CHS D 20| 13949 1684 RS
HIEZ BHEAl 22450 &LICH

000F25E4C2000F25E4C2000F24

STS AlelXDF XI&ots 24 & PC JtE 2IAE

i

SHH £= B. STS A/2/2IF X2 ot=

JIEE AMEECEM TS ZE0 HZots Al2lE EE 0l MEXDIL 22tell E2
bS

daotd 28 R et 28 JtE0 NFELCH. STS Alel X0t

Jo
i
o
HL
IR
e
oa
95}
%)
>
u
IH
@
Qu
rr
3
N
In
i
vl
P
ol
z
=
to

PC card configuration

Currently configured PC card

Card type Serial Modern Card Serial Modem Card
Model PCMCIA CARD SEKFaxModem FMSGC-NFS 5,41
PC card service
Discover a new card | Stop card service
Save to flash Save & apply | Cancel

12! 5-5 PC serial modem 7/& & &

5.4. ATA/IDE Fixed Disk Card Configuration

MEX=E AMAE 2 A2 ZE S MEGH| <ol PC ATA/IDE fixed disk cardE AE 6=
Z2est MM OOIe ZJIE BI=Al Z&FoHoF &LICH STS AldlZes &M H&E AJ &
CIAZ0A AL Jtsdt OAT 322 S22 2FE LI



=
0l
>
rr
=
o
m
\i
i
x
Ja
Ql
=3
A~
n
1o
o
rn
E_I
1o
fjo
z
é
ot
4
<)
ol
c
o

Format i o
ARt JFormat | o 00 Jle= moist & UBLICH STS Al2lX= AT JtE9]

STS AM2lZ2 AIAE HFZ export & import 822 M, STS Alel= &8 O

nio

PC card configuration

Currently configured PC card

Card type : ATASIDE Fixed Disk Card
Model TOSHIBES THNCFOS4MBA
Size . G4 MB

File system : ext?

ATASDE Fixed Disk Card configuration

Total data size to be used (0~64 MB) |64
Delete all files in ATAJIDE Fixed Disk Card : Delete |

Format ATA/IDE Fiked Disk Card : IEXTE *I Farmmat |

PC card service

Discover a new card | Stop card service |

‘Save to flash Save & apply | Cancell

_1&/ 5-6 PC ATA/IDE fixed disk card &€&
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6. System Administration

STS AlelZ= &EH CIAEd 0l 3tH(Status Display Screen)= ol AIAE MBI 27 HOIHE
E0F0H 2clE Aol AISELICH AIAE AH ColeHE 2€ 018, Al2lg B, Al HE &
STS AlelZ22 HWERZA 48 =01 USLICH Est STS Alel== system logging Jls2 Sol
NEE =HUAN email2 £ OHIOIHE NS22 MY 282 = /UsLICL

MEXt= STS AlelZ9l HXl 0I5, I A2, & ZG6tAl JI2%22 MIAFE =&
UsLICH st ArElts & HHBIoIA, &3 25 & Mg 2ES MEOIH STS Al2lE
HAOE gOa0lEe =5 AUSLICL
6.1. A|AE AMEH

System status

System informatioh

Device rnarme |

Serial Mo,

FiAN Rew, |

M&C address ¢

Current time ;

Systermn logging ¢

Send system log by emall |
PC card type:

PC card model

1P mfarmation

IP mode ¢

IP expiration ;

IF address ;
Subnetmask

Gateway
Receive/Transmit errars |
Prirmary DMS

Secondary DRNS |

STS400_Device
STS400-060500005
w141
00-01-95-04-00-01
06/09/2006 12:45:05
Enabled

Dizabled

MOME

MOME

STATIC

[FE

192,168 .4.18
255.255:0:0
192.1658.1.1
M
168.126.632.1
168.126.63.2

& 6-1 A/ E

6.2. A|IAERI 270 43

STS Al2lZE ni;

enable L= disable

INEA=

system logging Jls

=
=

system logging Z 2 Al A
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18 M&ots AKX £ AMAE 221 8 JIIE 4

o

= AsLICH

System log storage location

ANAE 270&= STS Al2lE WE HIRel, PC ItE &X0| &2 & ATA/IDE fixed disk card,
NFS AMHS &X X8 L= SYSLOG AMHO MEE = JUSLICH AIAE 21 COoIHE
H&Eot=0 W HIZ2E MEcte 2%, 221 HOIEH= STS AM2IZ2JF HE T A XM ELICH
AMAE 27 HI0IHE 2&otd™, & fIXIE ATAIDE fixed disk card, SYSLOG M E&=

NFS AHZ Z&EoHOoF &LICH 0l #=dot)| 2o AlEX= BH 222 HME AEob|
Flet WetlleH=S 28ai0F gL Mot HEol 285X @2 %, AASke ddt=

L
HHE H&E A2 S8g = g
System log buffer size
Ol Itet0leHE=E 22E = U= A2 27 OoIH xS HogLIC HoIHE HES
Jl o W2 HEelE AMEdte 2%, AlIA"” 27 MM 2Jl= 300 KbytesE =uteh == &
SLICH
27 UIOIHE M&EolJ| foil ATAIDE fixed disk cardE AtEot= &2, 2l HIH 3J|l= It
C S0 Ot et
27 HOoIHE M&EGHI| <ol NFS MBIE AtEote &
MEX= NFS AHE £&ot0H AIAE 21 JIs0l BES Ely <
27 HOIHE MAESHI| <ol SYSLOG AW 205 MEdte &%, A= BHI 3JIE

HFg 2RIt ASLICH

-

, E0 B 301 RS LICH

10

o
0

STS Aclxt=s E&EX &2 2221 WAIKX Ji==Jt 0/cl XI&Es =XI0 0l=2¥ 27 HOoIeHE
Aseg 2EHEE 43g = UsUL. AZX=E emaile 8&0t)| 8 M20IHE BIEA
23dol0 HOles email2 &d&ot=0l 228 21 =, =5 email =

=
S0l ZE = ASULL O8 622 €8 £ AAE 21 2| 3H= 20HSUIL

0

il
C
o
=
E
o

ﬂJIO
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System logging

System logging IEnabIed vI
System log storage location |rv1erru:|r5.I v|

System log buffer size (KB, 300 max.) |-f-1
Send system log by Email : |Disab|ed vI
mHurnber of log messages to send a mail (1- |5
1007
System log recipient's mail address |admin@ynurcnmpany.cum
Save to flash Save & apply Cancel |
System log
07-23-2003 11:28:21 = Boot up System Start ;I

07-23-2003 11:258:21 = Start with Static [P by 192,165,147
07-23-2003 11:25:21 = Start with PPPOE by 192.165.14.7

Clear Refresh

g 62 AlIAE 27 88 2 2]

Users logged on list

Lsername Terminal Login Date and Time From

root console Jul 23 11:27

18 6-3 ArBM} 212 5=

HCHS

ol
10
04
H
]
KT
2
iEh
-
jl

Users logged on list= AIAEI0 2021 8t AIZEXE <
User name(AtE X 01 8)
Terminal type for the session (MI& 0l CHE BHOIE ®|F)
Time connected (HZ = Al2})

IP address of the remote host (R SAEQ IP F=2)
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AS SGf Wots ABXHE 220 LEHLIX 2&UCLHTTP/HTTPS T2E2S Sof a4t
ClZE= A OHLIC

6.4 MARE HH

08 645 HAS HAF SHS SHOSLGL W ASHY HAUSES wHsAH, &N
HASIES U2ictD, M HAUCSE QA = A HAYCSES oo Sioh et o M
HASIES U2icH0F BHLICH

Change password

Current username : admin

Enter current pawwsord |

Enter new password |

Confirm new password |

Submit Cancel

78 64 HARE B

6.5. Device Name Configuration

STS Alel=2l 228 ol ANMESCZ HH| 0|82 83E £ USLICH. O 6-5= HXl 0]
g A& SHALICE A2 XIDF Device namesS B AGHH /™ STS Al2lx=2| hostname 0] HAL

H EI0 CLI 49 T=ETE L& OFeHet 20| sHEE= hostname 22 HZA0| € LICkL

r oot @TS800_Devi ce: ~#

Device name

Device name | |SSEHIIIIII_Deuic:e

Save to flash Save & apply Cancel |

&8 65 &x/ 0|18 &&

STS Al2l= 2| Device name &£&0l 22 2X= o1E0] =X Z2M AESXIF Device name
Bl 2X2 XIEGHH ©® STS Al2lX22] hostname 2 STS Al2lZ29] IP FA2 sz NE
ZLICH 38 Device name2 HelloDevice Manageret 22 22|l ZTZ 30N &H AEZ2 4
AEELIC.

S o

o
=

82



6.6. At Xt 2t2l(user Administration) & &

Ch. ZE 20
IIsSELICH. AIS
USLICH. ALEXt 2!
[0 UOCOF ot AIEX

1]

F
g

EX=s 8 66 Af

Al oie ALEXHoll CHEt
AMESH| RIiME 28 &

LEUAE BHEO]
LotAIDl BHELI

Xk
(==}

User administration

Lzar list
Mo, UserID #1 #2 #3 #4

1 [senadevce | O O

T

User ID ; |portZ_user |
pEscward | i"--"--" |

Coanfirm ¢ ||||||||||- -l

Part : 0«3 O #e [P
| Savetoflash | [ Save & apply ] [Cancelj
e 66 ALESA 22/

6.7.sTS Al2l=2o 2e2l2 sl xtDate and Time Settings
STS AlclZ= &M EM & A2t HE2E 2elgfUCh. STS Al2lZ2 AlAHl & &8 432 UWR
X MAM Slof =AELCH 8 6-61 201 AIZXeE 8 ER 2 AlZtE Hag =
USLICH

Sl 2 OAIZE 280l & ORI 2”0l J_SULILCE H BHMle NTPMHE AME0tH @ &
A2t 882 RXNots AYLICH. NTP JIsS MEotEE &£FotH, STS A= AAHS
THAIZ S HOICH NTPAEHOIA £ 2 Al2t E2E JIASLICH NTP MHHE 0.0.002 &&0otH,
STS AMelZ= CZE NTP MHE AMEELICE 0 R0 STS AldlZ= UWERIAE SoiA
CIHUO H2Z0 A0 SLICH MEX= HFXNG0 et =H =& AIZHUTC: Universal
Time Coordinated)dte| AlZ2t QEAlES HAEOHOF &LICH S S ZHEHS NTP MHE AtE0HAl
H0 I AltE =22 HFol= AYLICH 0 2HE Aot WS dXE 0I26HH
2ot A2t HE2E |AEY = UASLICH

L8t ASXOE AIAES Il & AIZtS HEotH ZEFol)| fIoHAE=E  AlZHH (timezone)t
UTC2t2| A2t QEA HAF0| ERE =% AUSLICHL AISXIL AHE S AESCEH, AHEHY



=

Date and time
se MTP IDisabIed vI

WTP server (0.0.0.0 for Auto) ; [1592.168.200.100
Date [mm/dd/yyyy] |EI1;’EIEF’2DEI-*-1
Time [hh:mm:s=s] |11IEI912EI
[Standard time]

Timezone : juTC

Time offset from UTC (UTC + [x.x]hours) |EI.D

[Daylight saving time]

Enable/Disable daylight saving time : IDisabIed vI

Daylight saving timezone |

Time offset from UTC (UTC + [x.x]hours) |EI.D

Start date [mm/dd] |EI1KEIEI

Start time [hh:mm:ss] {00:00:00

End date [mrmfdd] : |EI1KEIEI

End time [hh:mm:ss] 00:00:00
Save to flash | Save & apply Cancel |

18 6-7 EMet A2t 24

6.8. £ &

MEBX=E 8 48 E2E CF Jt5, NFS MW, AFEXH B2H(user space) L= 22 HAl 22

X0 M2 BY(Export) &= UL, CF IS, NFS AMH, AIEX 32t £= 22 HAOHM 23
HE2E S0A(Import) X 28 22 0t =& USLICH

==

= X =&0AM "Factory default"S &EGIHLE STS
ANelZo & WEe 8& &ot Jle 83 AIXNE =4 dNedE =) Je 4388 =378 »
USLICE T& 6-80M &F el HZS =20sUC. 43 JL2E  EUHII(Export)ot HLE
S0 20I(Import)dted ™ CtS Tiet0IE S22 HE SH™oH0F &LIC

MEX=E SH2I(mpor)E & [
t

#8332 SUWII(Configuration export)
? Xl(Location) : 2 LHI|(Export)& </ Xl.
&4 S3HEncrypt) : Yes == No

84



o2 H(File name)

HFE S02JI(Configuration import)

e
b

J JlE &3

nio

? Xl(Location) : SHX2I|(Import)& < Xl. Factory defaultE & Eict
=72g = YASLICL
AFE HE(Configuration selection) : HHE EEF2 SHFIFEE SHI|(Import) & XE
ZE g LICHL
is}(Encrypt) Yes = No. S0 2J|(Import)& <IXIJt Factory defaultO|™ OtF LSS
=X &&LCh
oty EH(File selection) : CF JIE, NFS AW, Jdcld AMEX 32t S8 A& XA
2AS3 sHZ2 2tEotE EWII(Export)E IHY Sl SE2 2 SLICL
ZZ(Local) : ®IXIJI 2Z MY I 22 HAWA EUII(Export)E LS He= A= &9
SLICH

nx

|]0

Configuration management

Configuration export

Location : © CcFcard 7 MFS server © User space(fusr2) ¢ Local machine
Encrypt I‘v’es vI
File name : | |.5y5cm

Export |

Configuration import

Location © CcFcard © NFS server ¢ User space(fusr2) € Local machine

" Factory default
Configuration selection

I select all

I system configuration { 7 Including IP configuration )
[T serial port configuration

Encrypt I‘-r’es vI
File selection : [---—- Select file -—-—- =l Local : ZokE 2., |

Irmport |

18 6-8 £& &2/

b 0
— 0
e g
J
=
m
X
e
o
=
=
o
10
bal
i
_>|_
EOI'
°
o

A W N P
=]
e
02
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SUII(Export)e HFFEE =0 2I[(Import)dt g EXE WM&EUCh
1. SH2I/(mport) & RAXIE SEAELIC
2. S020/(Impor) & HEHHEE HESLICH
3. ¥S3 S AL
4. S0 2J(Import) /Xt 22 HAZ OtLI L2 Factory default™ OfLI2tH I MEH
CIAE SEANA SO QDI(Impor)E IHUS AEHEHLICH
5. S0 2J|(Import) RIXIJF 22 HAlOI2tH HOZ Jl(browse) HES 2 6t(H
S0{20|(Import) & TS MEMELIC
6. [Import] HHES S &LICL
2R/ Hd0IE
A 2d0IE= Alelg 2%, 83 2 L= 8 CHHOAE Soil JtsgLIth =&l
2 d0lE= http://www.sena.com/support/downloads/ Sena ZIAIOIENAM OIEE = JUSLICH
78 6-92 EHAON 2d401E & 2AHHOAE E0SLICH
e Sol HANWE Leol&otHAH TS EXE WELIL
1. HO0IEI| HES 26t =4 HAYA BIOILCIE HEHELICH
2. dEYE HES=z gd0lE &Lt
3. Y1C0IEE Otel & HAMESEES HEoSHD| foiA AIAEO0l MAIRE 2JLICH

Firmware upgrade

Select the new firmware hinary file
This will take 5 minutes mazimum

o2, |

pgrade | Reset

molol2 ¥Iocg
HOlZ Hgo0ls
S0= o1&

18 69 &0 gdol=

fIoi M= TELENT/SSH £ =
c

SLICH BAG Edol

=
IP 2% 282 Melstn %) )2 &Fo2 2ME AL
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Logi n :

Z4 BAKE FAELILCH
TELENT/SSH E£= Al2ld L& EZEE AME
A B LICH

(AM2lg 2L ZEZ 0|2g FAR AUEUs Qo Z28=2, Telnet E= SSHE

. BI0IE Ol=cllE T3S

O|I

= J)
18 6901l 20l AXME BN 0= H=E HdLICH
2ctel XAIAIgE 210 18 6-1001 20l AXME ZZ28 Z2EZSS AIE0H(
bS

Sc0IE0 B2UY A Atets HEGH| flofl AIAE0l THAIEE A LICH
A ¥d0IEE AIHotH, STS AlclE= O 6-11XE old HAINE EAIZ

RYUICH E£8t STS Al2l2E M EAW HES |XotH ELICL

adm n

Password : **#***

Wl come to STS 800 configuration page

Current time: 07/23/2003 15:04: 07 F/' W REV. : v1.0.0

Seri al No.: STS800438349- 42944 MAC address: 00- 01-95-04-19-5a
| P mode: Static IP | P address: 192.168.14.7

Sel ect nmenu:

Seri

Syst
Exi t
Exi t
Exi t

EI = e @l N [=

Net wor k configurati on

al port configuration

PC Card configurati on

em adm ni strati on

Save changes

w t hout savi ng
and apply changes
and reboot

<Ent er> Refresh

---> 4

Sel ect nenu:

Syst
Syst
Devi

©eoRIEn @ G0N (=

em st at us
em | oggi ng
ce nane: STS800 Device

Date and ti ne

Change password

User file upload

Rel oad factory default settings

Rel oad factory default settings except IP settings
Fi r mmar e upgr ade

<ES(> Back, <Enter> Refresh

--->9

Do you want to upgrade firmware? (y/n): y

Tr ansf er

firmavare by znmodem using your term nal application.

To escape, press Crl +X
**BOf f 000005b157

18 610 & £= Al ZES AFEe B30l 401=
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“ ¢ Com_1 - HyperTerminal —=

File Edit Wiegw Call Transfer Help

7. Exit and apply changes _I

8. Exit and »eboot

{Enter> Refresh —

—3> 4 i send File 2 2]

System administrat Folder: D:\DownloadhSenakFimware

Select menu: Filename:

é: g;:z:; ig;;l;ﬁg ID:'\DDwnluad'\Sena'\Firmware'\SSSDD.img

3. Device name: §

4. Date and time  FProtocol

g' E:Zgggiggsﬁgig’ IZdeem with Crash Recovery j

g: Eeiuag ﬁactury

. Reloa actopy

9. Firmware upgra Send%J Cloze | Cancel |

{]:ESE} Back, <Ente

Do you want to wupgrade firmware? C(y/nd: y

Tranzfer firmware by zmodem using your terminal application.

To escape. press Grrl+i.

=*xHAf f AR5 h1 57
Connected 0:02:45 |.C\ut0 detect |9E.DE| B-M-1 |SCROLL |CP.F‘S |NUM |Capture |Print echo 4

& 6-11 ZZ2 & (HyperTerminal)E 0/&35t HI0/H 2] I &)
--->9
Do you want to upgrade firmware? (y/n): y
Transfer firmmare by znmodem using your termnal application.
To escape, press Crl +X
**BOf f 000005b157
**B0Of f 000005b157
**B0f f 000005b157
**BOf f 000005b157
Fi rnwar e upgrade failed !
Now r eboot
J& 6-12 ZF0 23401 &I UIAIX
6.10. AtE X+ It H=Z2E061D]

MNEX= KA MYUES STS AlelZ0 =258 = UASLICH HU Y H2E JlseS
ZZ HisuAMe XJAELCHL I 92 liss 8 6-1200d 20HXX0l 25 =2 4.
System administration --> 6. User file upload”0l <IXIaH USLICE

MEIL 22 H=E MSoHAM STS AlclX0l IYE HZEoH)| fIcHA=, BtEA z2HE

d&E ZZ2EZSS KIR06t= TELNET/SSH £= HOIE OE8diold T2 = AtEoi0F &LICH
Q2 EXts U3l 201 25 H=E MEdlM HAWE Ld0lEst= UE I HI==LIC



2. TELNET/SSH £= Al2lYd 2z TEE AIZ6AM HOlY ogdol&
SES-HNINY
(Melg 2£ ZEEZE 028 ¥ AUEsl 2o Z2l22, Telnet
C

AESotIIE HEEL

T2 0

L= SSHE

18 6-132+ Z0l AFEX It HZE Hi=UHAM &&= & LICH
4. 8 6-1001 20l= X HE 2t XIAIAte el Z28 Z2ESE AIE
ngs 8sgUt
5. 2t RO}t 2AILH AIAE2 08 6-12%2 201 &3 HAIXIE EAIE
6. BZEE AIotHE STS Al2lZ2= 18 6-13&0] 0idd HAIXNE ZEAIE A
=9
AMEX IIY H2E= LA ALEX 32t (lusr2) CIEECIHAL HASEELICHL STS AlelEWHRY
o AIAE0 2t O 2 28 2,82 EHA IE/H 2= EXIoHAID| BHELICH

VWl come to STS 800 configuration page

Current tinme: 08/ 14/2003 11:56:13 F/ W REV. : vl1.0.0
Serial No. : STS800438349-42944 MAC address: 00-01-95-04- d3- 03
| P node . DHCP | P address : 192.168. 222. 206

Sel ect nenu:
Net wor k configurati on
Serial port configuration
PC Card configurati on
System admi ni strati on
Save changes
Exit w t hout saving
Exit and apply changes
Exi t and reboot

<Ent er > Refresh
===

GIRIE O SN [=

Sel ect menu:
Syst em st at us
System | oggi ng
Devi ce nane: STS800 Device
Date and tine
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except |P settings
Fi r mnar e upgrade
<ESC> Back, <Enter> Refresh
---> 6
Do you want to upload a file to user space? (y/n): y
Enter a filenanme: test.txt
The file will be saved as /usr2/test.txt.
Transfer a file by znmodem using your term nal applicati on.
To escape, press Crl +X
**B01ff 000005b157

OIS

Upl oading a file is conpl et ed.
8 6-13 ALEA 1 YZ2E Ul &F UlIAIX
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18 6-14 ABX 0t Z=2= A OIAIX
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7. N AE SH

E

Hy

STS Aldlx & CQIHHOIA= AIAE SH sHS MISELILL AISHsE AIAE
ot STS Alelx BIZ2el0 M&E= SH CIoIHE #elg = ASLICH UWEHRA

>

] SH HES

& 3 2IEHMHOIA
2 AlelZ ZE SH<= link layer, lo, eth @ Al2lZ ZE0 st AtE SHE LIEHELICEH IP, ICMP,
TCP % UDP SH= TCP/IP Z2&EZ2| 4129 DIz €8 QA S0 e ME SHE UEHELICH

7.1. UHE<S 3 & HOIA(Network Interfaces) S|

HERZ 2HHOIA SHe= STS AlelZ=2 local loop back interface ©! lo 2 STS Al2lZ2l J|&
HESR AEHHOIAQH eth0 THEF JIE UWESRZ AHHOIA AHES LIEELICH

Metwork interfaces statistics

Interface [u] ethO
Receive Bytes G20 7448861
Packets 2 B0S7
Errors a ]
Drop 0 ]
FIFO ] 0
Frame a ]
Compressed ] 0
Multicast 0 0
Transmit Bytes G0 Jaa794
Packets a 3991
Errors a ]
Drop ] 0
FIFO ] 0
Frame ] 220
Compressed ] 0
Multicast 0 0

JE 71 HIERHF QIHEOIA SH

7.2. Nl2|g ZE S

ARIY TE SHE 32000 Al2IY TEO| A2 SJ, Baud rate B8 % 2 TEO| Tl A
= Letguch (@ con @ off)
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Serial ports statistics

Port Baud Rate Tx Ry RTS CTS DTR DSR  CD
1 38400 0 0 > Q > Q Q
2 38400 0 0 > Q 3 (* ] Q
3 38400 0 0 > Q > Q Q
4 38400 0 0 > Q > Qo Q
5 38400 0 0 > Q > Q Q
6 38400 0 0 > Q > Q Q
7 38400 0 0 > Q > 9 Q
g 38400 0 0 > Q > Q Q
g 7-2 Al2lg ZE AEY
7.3. 1P SH

IP SH StHES IP Z2EZSS ALE0HH W2/HZ20 e & E2E MSELIC
ANE&esE 222 mietolE o et 82 2

Forwarding :
IP forwardingO| enable = disable &EfCIX| O &
DefaultTTL :
J|&2 TTL(Time To Live)
InReceives :
AE oI =
InHdrErrors :
old @FIH At =4I GIoIHdde =(EXRE MAH (checksum), & X
JIEH ZS 0, TTL =2 §)
InAddrErrors :
Fa FIF JCLD =4 HOIHOES =
ForwDatagrams :
Forwarding & CIOIE{ &2 %
InUnknownProtos :
QIAMEXl 20 L= XNREK 22 EZ2EZ201J] 20 PAIEJAXN L X2 =4I 0
_J'k_

orgiage

b0
rr
==
L
i
=

InDiscard :
IZ2EE &9 8 2HMes ZHEX (AKX 2AIE(UE SH, HHIH B2+ 852 &) g
= IP HOIHO#S =

InDelivers:
deE =4 OoIH ™
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OutRequests :

HMesic= oe

=< HoHO#2

OutDiscards :
PAE £ MO = HHEHS BFS
M= 8l= dolgdage =5 20/g. 0l == Forwarding
012 22 2229 RAl JIE=S B=ot= Ololg e
OutNoRoutes :

destination IP =240 &%
2 HJl dEELICL

ReasmTimeout :

HOIEHd& d=2It &E&6 =, HHAI HOIEHO#S0 &
A0 =&6HA @2 22, o8 E Yl dEE.
ReasmReqds :

M40 2t
ReasmOKs:
HdB8HOZ MWAHE HOIE2#2

GOl 8ol ==

A

ReasmFails :

AL
T

TH 24 = gle dolgage =
FragOKs :
HBMOZ fragmentation = GI0IE 1882

FragFails :

A
e

fragmentation /I8 IOIEH Q&S =
FragCreates :

MAHE fragment %=
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IP statistics

Faorwarding 2
DefaultTTL G4
InReceives 2208
InHdrErrars 0
InaddrErrars 0
FarwDatagrams a
InUnknownProtos 0
InDiscard 0
InCelivers 4892
QutRequests 4073
CutDiscards 0
CutMoRoutes a
ReasmTimeout 0
ReasmReqds 4954
ReasmOks 1667
ReasmFails 0
Fragioks 21
FragFails ]
FragiCreates 118

Jg 7-31Pp &4

7.4.ICMP S

=

ICMP Sl 332 ICMP Z2E 22 AlE SH EE2E HIgLth =

2 sy st

letOIE 2l Fol o HY

InMsgs, OutMsgs :
=& L= dEE HAIK =
InErrors, OutErrors :
=& L= dEE HAIK =
InDestUnreachs, OutDestUnreachs :
=4 L= dSEH SHXW SEotkl =8 HAIXK2 =
InTimeExcds, OutTimeExcds :

time-to-live(TTL)E =6l =4 = &S

i
2
>
-
10
4

InParmProbs, OutParmProbs :

=4 L= dSE AKX S OO0 LF0F DAs HIAIXI2 2=
InSrcQuenchs, OutSrcQuenchs :

48 L= 8EE AA Quench BIAIXISl =
InRedirects, OutRedirects :

4 £= 8 &&= Redirection BIAIXIS =

InEchos, OutEchos :
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Al

—

OF
kA
rr

+4IE echo A =+
oReps, OutEchoReps :

& K= £41E echo SE2 =
InTimestamps, OutTimestamps :

=46 L= 8EE time-stamp RLEL =+

NEc

>

Ok
H

InTimestampReps, OutTimestampReps :

A
24 E

HEE time-stamp 22 &
InAddrMasks, OutAddrMasks :

=8 L= dEE =4 itATY =
InAddrMaskReps, OutAddrMaskReps :

S4 C= FEE FA01AT 229 %

rr

ICMP statistics

InkM=gs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InaddriMasks
In&ddrMaskReps
QuthMsgs
CytErrors
DOutDestUnreachs
OutTimeExcds
OutParmProbs
OutsrocQuenchs
DOutRedirects
OutEchos
DutEchoReps
OutTimestamps
OutTimestampReps
OutaddrMasks
OutaddrMaskReps

o T s T oY s Y e s s Y s O O s S s e s Y e o T e e N N s Y O s R 8

JEg 7-41CMP 7
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7.5.TCP 34

PN
(=]

TCP S SHE TCP Z2&EZ° AME S
CtsSt ZsLUICh
RtoAlgorithm :

A E

.

HI
i

Pl

0l retransmission time-out (RTO) £ 12l&. X
: CONSTANT - Constant Time-out

: RSRE - MIL-STD-1778 2= B

: VANJ - Van Jacobson's Algorithm

: OTHER - Other

w N —, O

RtoMin :

Zl A& RTO
RtoMax :

ZI RTO
MaxConn :

ZI0 HZ

2t (ms).

2t (ms)

(ks

e

ActiveOpens :

1
or
O
Ja
e
e
uy
1o

iy
o
=}
e
0y

10

1
4
o
Ja
e
e
uy
1o
x
=
10
0
10

AttemptFails :
Alllfst AZ AIZAHl O

EstabResets :
MeEdcoc=z d8

CurrEstab :

InSegs :
2 Al

T

=l segment
OutSegs :

=. MEEE segment=

&8 & E segment
RetransSegs :
MESE MOSHE
RetransSegs :
MESE MOSHE
OutRsts :
Reset S0t &3 &N

=

—

HEE NOBES =

96

Ok

=

He

OfA

nx

02
ro

ol
°
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TCP statistics

Rtoalgorithm
RtaMin
RtoMax
MaxiConn
Activelpens
Passivelpens
SttemptFails
EstabResets
CurrEstahb
InSegs 1051
outSegs 1486
FetransSeqs a
InErrs ]
DytRsts 3

RO oo oo ooda

g 7-5TCP &4

7.6. UDP S

UDP S} 3tHE2 UDP Z2EZS= AtEot= WA £
OtcHOll =+ metOlee #2 & Z4FH0| Lot JASLICH
InDatagrams :

=4IE Oolgadel =
NoPorts :

NEE ZEI Rgotkl &0t HII M2 =& HOoIHOZE2 =

rr
e
Y
=
3]
it
Om
X
0
H
i
=
0B
il
C
o

InErrors :

=¢E 2F HOIHIO~dS =
OutDatagrams :

dEE HOoIHO~S =

UDP statistics

InDatagrams 3259
MoPorts 4
InErrors a
CutDatagrams 2863

1&g 7-6 UDP &4/
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8. CLI CHUH A

8.1. A&

root £= System admin 2 A|AE 2& L= Telnet/SSH &H =2

Linux @& HMECIQ QIHHIOIACL)M B & = USLUICH CL HA eISE AZEXi=s BE

Linux 8 S S5t STS Al2lX AEHE ZAlotl, & i =

X HO| scripts AotH &2 SAEQ STS Al2l= AOIOIA HIYE MEE =
STS AMelZ= UWE ZdAl HR22l0AM H40/EZ 2= UASSE Jusr2 0l 1024 KB2| AISX 32t2

H =
HZELICH AFZ2 X S2H0lA, AlE Xt XHAIOI MIZAEE shell scriptE A&ig = UM, Zrdst &
3

3E Ay ~c AsLCH

root ALBHE AAE 22 T& Tehet/SSH 22A0IAES AI5H0I CLI O B2 + US
Lich,

System admin2 CLIOI &% & + &LICL 22 23 il B2 SHAD F58 =
SLIC

8.2. EcHAl 14

STS AlelZx We ZdAl= oreiel =22 201 HAHELC. AHZX= Mtdblocks 0l XARSH
d&5g = AzOl, 0l fusr2 Ol DI2EZN USLICH AMEBX= letc, var & ftemp TH Ol
d2g = ASLICH MREe = 014 IH20 &x=ol 2ot X2 STS M2 EEgs =X
2SLUICH LU, Ot AAEXDF Y S0 822 ot] saveconf = ASCH, &8 Oige
HEAENH WS EdA HE2el E2ez JELDH, MRESHH 0l W0l 25 LIt MetA,
FEotAl 2H HZBSHH STS A2l It SHIEHN S&EGHK 2 = JUASLLCH FHY2 JL, STS
AelZIJt &S6H 22 =& AsUTH

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblockl Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, Ivar, tmp 64

Mtdblock4 EXT2 (RW) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (RW) Jusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. XI¥ %= Linux S € ¢2lEl

8.3.1. Shell & shell utilities:

sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

8.3.2. File ¥ disk utils:
Is, cp, mv, rm, mkdir, rmdir, In, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

8.3.3. AIAH RELCIE!:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, Ismod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

8.34. UIER3 RELCIE:

ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4.root £= system admin@& CLI &%361D|

Aelg 2&:
1) PC2 Al2lg ZEQ STS AlelX2 25 ZEE HAELICH
2) PCE EHOIE HZd0ld T2 O3S AsHEHL
3) PCo Aeclg ZEE 31t &0l £&&LICH 9600-8-N-1 No flow control
4) <enter>E =ELILCL

5) STS Al2lZ root HAOIL} admin HAE 22 Z )0I&LIC

L

Telnet 2=:

1) telnet STS A/2/Z_ip_address

8.5. CLIOJIA STS Series & & m &S]

85.1. 43 Il NE/ZE S&:
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1) STS Series= 24 Al, /cenf/cenf.tar.gz WS /tnp/cenf/ Ol = 20 MEol
/cnf/ CIE2|E unmount & LICEH.

2) AEXIH 8HS HAGHH, /tnp/enf/ 0l A= IS HES HAGHH ELICH

3) AMEXIt &UA [Save to flash], &&= CLI WS saveconf ¥AHS 0/1&ot0, &3
Mol &2, SIS Series= /cnf £ ChAl mountotd /tnp/cnf/ O Y= HIE I

E /cenf/cenf.tar.gz 2 CHAl ESELICH.

adioliu sl 20| =22 ZdE LIt
1) vi BE= MEd digdes £ s HESLICH
(8F oo 2t HitolEol et XtME 882 25 C. STS Series &%
StNIR)

2) saveconf RECIEIE AMEol &4 M= Scix M2l MEELICH

3) applyconf RECIEIE Ao 2= HE MES ANLAEUH HE&LICH

root @92. 168. 0. 117: ~# confi gmenu

or

root @92. 168. 0. 117: ~# cd /tnp/cnf

root @92. 168. 0. 117: /tnp/ cnf# vi redirect. cnf

root @92. 168. 0. 117:/t np/ cnf# saveconf
root @92. 168. 0. 117: /t np/ cnf # appl yconf

8.6. ArE Xt script A &3}D|

Shell script /usr2/rc.user = Super Series)t SHEIH NS S5 &
2x= M2A HO script = Adl T2 s ASGH)| ol rc.user IHES
SLICH

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot time
#

#PATH=/ bi n: /usr/ bin:/sbin:/usr/shin

# Add shell command to execute from here

echo ‘This is the wel cone nessage defined by users exit O

100
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HEotAH, SAE J|gto il €3 =EclElQ confignmenu
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8.7. File & &

>
]
b
rr
o
s
OF
o
d0
=
5
iy
)
Q
Im
I5]
Hu
|
0w
o
>
]
o
4>
0
kJ
I5]
Hu
|
o
o
Q
Mo
ne
=}

root @92. 168. 0. 117: ~# cd /usr2

root @92. 168. 0. 117:/usr2# ftp 192.168.2.3

Connected to 192. 168. 2. 3.

220 | xt oo. senal ab. co. kr FTP server (Versi on wu-2.6.1-16) ready.
Narme (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renot e system type is UN X

Usi ng binary node to transfer fil es.

ftp> get test.tgz

local : test.tgz renote: test.tgz

200 PORT command successf ul

150 Openi ng BI NARY node data connection for test.tgz (350 bytes).
226 Transfer conplete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye
Est A EXE scp 220IHE Z2)&HE 01230 Encrypt & AHIZ OIYE2 SAIE = USLU
Ct. AbEXtS] PC OIA STS Series(192.168.0.120) 0l A= S&E MAS SAGHD A8 ZR0=
O3S 22 282 AMEA PCOIM A& Al =8 ELICH

[root @ocal host work] # scp root @92. 168. 0. 120:/usr 2/ rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established
RSA key fingerprint is cl:70: ab:52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanently added '192.168.0.120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s passwor d:

rc. user 100%|*****************************| 173 OOOO

[root @ocal host worKk] #

8.8. Oil Xl

8.8.1. & X 9] telnet disable 5}J|

STS A2IEx HXles, B33 2L ZE(SSH & TCP ZE 22 = telnet& TCP EE 23)=2
HEHCZ HZds ot JIsE XNEoHK= EsLIth Al EXts 8/Telnet/'SSH £ S8 STS Al
2lX 28 H=E SiiNs B 33 2£S HIZ2H £= 24 M &5 & e AsLt

MNEX= AIBXES scriptrc.user & =J &9 M, &K StLICl 22 2& (telnet L= SSH)
= HIZd AEIt &S & == JUSLICH ot Y2 O3S 201 29tX2 Mt USL
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Examplel.'i netd. conf' WYE =FELICH
1

S /etc/inetd. conf (telnet MHIAZ commentout L= AHH)S =3
2 ©H inetd.conf 2 /usr2/inetd.conf & SAI&LICE.
3 ©H Jusr2/rc.user scriptg Ct21d 20 2&

srLICH.

]

FLICEH.

=2 Jg S
g2 29

OIZJ ot3, AFZ2XE OB AIAE Sg IHOLCH telnet MBIADE HIE A

AR HIEE S&
Ol Xl 2.iptables rule &%

1 A CHSF 20| Jusr2/rc. user scripts £=&¢gLICH
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AMNEX=E AIAEE 2EE HOHCH telnet MHBIAE disable &HEHIF S5 & = UASLICH AIEX

Jb Factory Reset J|Ss2 0|20t0, STS Al2I2E |l 48X 2 =SJotH, /usr2/rc. user
script 22| 0IE& /usr2/rc.user.ol d# Wz HELZH ReHel rc.user WOl =L

Ct.

8.8.2. FJ|HQ ZIZ )& A

AMEZX= crontab2 0IE5tH FJ)|&Ecz & Zz s AHE o UASBLICEH crontab2S
0|20l FII&E XHHS JIsoHH ot LSS HHES 22T A0l gHELICH

EtH 1/usr2 CI2NE2|0 crontab IHY
Al

o=
=
Clgl&el 20l current-date IIYS MAGD

SHELL=/ bi n/ bash
# Sanpl e crontab job

# Run every two m nut es
* * % * * echo "date’ > /tnp/current_date

A 2 052 2282 0IEoiAM crontab P S SSELICL

r oot @TS800_Devi ce: /usr2# crontab sanmpl ecrontab_file

4

Sl 3 AIAES Y MHAIEE MOUZ cron Hgs IRz oHEdEH O3S 20l

—

rc.user A EE ASotH ELICHL

#1 / bi n/ bash
#
# rc.user : Sanple script file for running user prograns at boot tinme

#
#PATH=/ bi n: /usr/ bin:/ sbin:/usr/shin

# Add shell command to execute from here
cront ab /usr/sanpl ecrontab file

exit O
STSHAE -e SE(UHCIEHE AMESIH & crontab2 B&) 0l XNAK 2=slte A2 =2
GHAIDI BHEUICEL Metd AFEXHs BFEAl vi OICIEHE AFE0H0 crontab M2 UWES B
ol OF &fLICH.
crontab Ito| IIOHQY 25 XtMe E2= cls2A crontab 2SS EEOHAAIL. (man 5
crontab).
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9. A=A HAHOIOIE JI0IE

9.1. NE
STS Series= LYt HAEHDIOIE ZHEES HEot) 20 AHESXes =H0l XA STS SeriesE
HgZg &= USLICH Super Series= Cr210F 201 AFE2AH HAEOHOIE =HZ2 MSELICH
- FIINQ D20 A
- AEA Z2 & HOoIX
- AL RRNIe DEE Y L Ald,
9.2. FJ|HOol IZ]gH Aldl
MEZX= crontabs 0180t FINH2Z SFH Z2)ds Adg = UASLICH crontabsS
01235t FII& HHZS JIsotH otel™ G282 HHES2 = ol AlJ| HHELICH
SHH 1 fusr2 CI2EC|INl crontab MY S MAESLICH OS2 M2 crontab M2 /tmp CIE
E2 20l current-date IS MAHGtD 11 WES 220tCH HAIELICH
SHELL=/ bi n/ bash
# Sanpl e crontab job
# Run every two mi nutes
* % % * * echo "date’ > /tnp/current_date
SH 2 OS2 HE2 0I3dlA crontab Y S SSELICH
r oot @S800_Devi ce:/usr2# crontab sanplecrontab_file
SH 3 AMAEZ Y THAIEE HHZ cron Y2 PRz o540 s 20|
rc.user AJEEE ALEotH ELICH
#1/ bi n/ bash
#
# rc. user Sanpl e script file for running user prograns at boot time
#

#PATH=/ bi n: /usr/ bin:/ sbin:/usr/shin

# Add shell command to execute from here
cront ab / usr/ sanpl ecrontab_file

exit O
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STSHAE —e SE(UCIEHE AIE0IH &I crontabsS ®E)0| XX =0
JI BFELICH et AMEXt= BHEAl vi HICIEHE AFE6HN crontab I S| W
Ct.

crontab It 2| IZCH{|

1]
roh

b XM 38= 2lsA crontab =Y

1o
ﬂ&
9'ﬂ

>
>
to
3
QD
=)
(6]

crontab).

9.3. AEX &2 & HIOIX

STS Series= AFSXH H2 & HOIXNE XELICH MEX=E & AIEX CIHHIOIAZ 21016t
S0 AHEX O HOIXKIIE R ECZ HY HEE Z8g =+ UsLICh CU3E & HOoIK

HA0 28 RAMe 2= A& 3.9 & MB -4 (Web Server Configuration)S & &6 AIL.

2dct D2 & HOoIXIE 1224 HO|XI(Customer Page)Z HEED, AZXI & AESX
CIHHIOIAN 238t =0 12 HWOIXIIF e ELICH DX HOoIXI2 WES +FoteddH,
AMEXt= BIEAl index.html IHYOILt CIZE CGI Z20¥s 2FoH0F &LICH 0 & mYeS
STS Series2| /usr2 CISAE2|0 fIXIH ASLICEH

index.html 22l LHE +=HE index.html IIYLS WES +&Hote A2 Z2YLICHL DLt
CGl Z2g°| LHE8sS #HAGH| M=, AFSXIIE BtEAl CGl ZE28o A& A4 IDEES
=86 S0l AMUGHOF ELICL CGI Z2 0o AA DEE AMAGH| AAdHA AEX=E 2224

o
==

& A (cross development environment) &£ = SDK(Software Development Kit)Jt Z 2 &HLICEH.
STS Series& SDKE FotAHLE I2A JHY A0 &8 XMEE HEE  2GHAIH
MU =2 X&) Jl= K& 2(Sena Technical Support) 0l H2t3HAID| BEEFLICH.

tI1

I
s

redotl) A

0g
ol

9.4. AtEX XHalol 2E

AEX RHelel 28 Z28 DEE A4Ho)| fIids A2A WY &&F L= STS Series&
SDK(Software Development Kit)Jt Z 2&LICt. STS SeriesSDK= PC CF ItE S EiE HSELICH
(STS Series SDKEZE Fo6iiLE Z3=2A g sHH0 28t KTAHg dEE J6HAIH
NUHI=sZXE Il K20 HESHAIDL HHELICH.

STS Series SDKE ALEGHN, AtEXt= STS Series? CLINIA 2019 Z2AHS AHE o
USLICH

H XAe E2E RotAIH STS Series HAEDOIOIE JHOIS(STS Series customization
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A 1.1 Ethernet Pin outs

£ &8 HUHQ HE Ethernet HEUHE AIEELICL B Al2

(I

& A-1RJM5 F1EE Sl & BHXI

H Al Ethernet& RJ45 F/Y/E{o & &4
= &9 A AT

A4l
1 Tx+ ZFEM BIM
2 Tx- T2
3 Rx+ =M B
4 NC = A
S NC Z M Sl
6 RX- = A
7 NC ZA T Bl A
8 NC ETYN

STS AlelZ2= 25 & AlelE ZE & RJI45 HUHE AMEEULL AlclE ZEE RI45 HHEH
[ez]
=

s¢ 250 OE J1s0l ASLICH

A1 2 2 A2 ZEEZ R4S FHEEH & 2
Pin RS232
(console and
serial ports)
CTS
DSR
RxD
GND
DCD
XD
DTR
RTS

XN ]|B|WIN]F-
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A 1.3 Ethernet 24 &

HelloDevice Remote Host

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

Rx+(1)
Rx+«2)
Tx+(3)
Tx6)

_1&/ A-2 Ethernet direct connection using crossover Ethernet cable

HelloDevice Hub

Remote Host

Rx+(1) Rx+(1)

Rx-(2) Rx-(2)
Tx+(3) Tx+(3)
Tx-(6) Tx-(6)

_1&/ A-3 Ethernet connection using straight through Ethernet cable

A14RS232 Alelg BHEE

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 1> 7 RTS
DSR Orange = 2 G 4 DTR
RXD Black 3 <t 3 TXD
GND Red 4 1> 5 GND
DCD Green —> 5 1 < DCD
TXD Yellow 6 1> 2 RXD
DTR Brown 7 D - 6 = DSR
RTS White 8 1> 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) [ Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 4 RTS
DSR Orange > 2 G 20 DTR
RXD Black 3 <t 2 TXD
GND Red 4 1> 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 1> 3 RXD
DTR Brown 7 1> 6 DSR
RTS White 8 T 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 4 RTS
DSR Orange = 2 G 20 DTR
RXD Black 3 <t 2 TXD
GND Red 4 1> 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 1> 3 RXD
DTR Brown 7 1> 6 DSR
RTS White 8 T 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 5 CTS
DSR Orange 2 G 6 DSR
RXD Black 3 <t 3 RXD
GND Red 4 1> 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 1> 2 TXD
DTR Brown 7 1> 20 DTR
RTS White 8 T 4 RTS
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25 2.STS A2lZ2It XI&ot= PC JtE

STS AlelE AlelE2= Gse

PC JtEE XI&ELICH

2 A2 UERF FIE

Manufacturer Model/Name STS probed Model name Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H A3 P& HERT IE
Manufacturer Model/Name STS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent

PC24E-H-FC/Orinoco Gold

Lucent Technologies

11 Mbps Wireless LAN

Technologies WavelLAN/IEEE Version Adapter
01.01
Agere Systems Orinoco Classic Gold Lucent Technologies 11 Mbps Wireless LAN
(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version Adapter
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLIPCM-L11GP) Version 01.01 Adapter
H A-4ATA/IDE Fixed C/A3 FtE
Manufacturer Model/Name STS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCFO064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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I A5 Al2lg 28 It

Manufacturer Model/Name STS probed Model name Specification
- PCMCIA CARD .

Billionton . . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§r21FM56C NFS EAX/MODEM PC Card
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card

CIRRUS LOGIC
KIT PCMCIA 56K
KINGMAX Fax/Modem Card 56K MO DE5M4(iL-MD56XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . : NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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5 3.STS Aldl2 €4 It
A 3.1 System.cnf

#

# system cnf

#

# systemconfiguration which exist only one place on this file.
#

# kind of IP configuration node
# 1 - static ip, 2 - dhcp, 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192. 168. 161. 5

# system subnet mask
subnet = 255.255.0.0

# system gat enay
gateway = 192.168.1.1

# dns configuration
# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,
# you can set 'bmanual _dns' to O.

p_dns 168.126.63. 1

s_dns 168. 126. 63. 2

# pppoe confi guration

# 'ppp_usr' is pppoe account nane and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai |l | oggi ng confi guration

# if you want to send log via EEmail, set '"emaillog to 1

# '"emaill og num trigger sending email.

# The number of | ogs are greater than 'emmill og_nuni, then send it.
emaillog = 0

emai | log_num =5

SMIP confi guration

"smtpsvr' is a SMIP server

'sysnai | addr' is a sender address.

"recvnuil addr’ is a receiver address.

'smtp_node' neans a SMIP server aut hentication node.

1 - snmp wo authentication , 2 - pop before smp, 3 - snip w
aut hentication

# If '"smp_node" is 2 or 3, you need SMIP account information.

# 'smp_user' is a SMIP account nane and 'sntp_pwd" is a password.
bsmtp =0

snt psvr = snt p. your conpany. com

sysmai | addr = STS800@our conpany. com

recvmai | addr = adm n@our conpany. com

smp_node = 1

snmtp_user = admn

smp_pwd = adm n

H HHHHFEH

# 'device_name' mean a unit nanme assigned. A unit nane will be a identifier
anmong PS products.
devi ce_nane = STS800 Devi ce

# IP filtering configuration
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# By setting 'btelnet' to 1, you can use renbte consol e.
# Smlarly by setting 'bweb’ to 1, you can use renote consol e.
# 0 means that protect any access.

# 'enable_ip', 'enabl e netnask' pair is a source rul e specification for renote
console filtering.

# 'enabl e_webi p', 'enable_webnetmask' pair is for web filtering

btelnet = 1

bweb = 1

enable ip = 0.0.0.0
enabl e netmask = 0.0.
enabl e_webip = 0.0.0.
enabl e_webnet mask = 0.0.0.0

.0

o o

# dynam ¢ DNS(DDNS) confi guration

# dynam ¢ dns can be enabled by setting ' bdyndns' to 1. 0 for disabl e.

# 'dyn_dn' is a domai n nane for your DDNS.

# 'dyn_user' is a account nane for DDNS and ' dyn_pwd" is a password for it
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the | P address of NIP server and 'ntp_offset' is a your

of fset from UTC

# If you don't know any NTP server |IP, then set 'ntp_auto _conf' to 1.

ntp_enable = 0

ntp_auto conf =1

ntp offset = 0.0
1

ntp_serverip = 192.168. 200. 100

# Log configuration

# systemlogging is enabled by 'Il og enable' to 1.

# 'l ogbuf _size' is a variable for representing | og buffer size by KB

# 'log_stoloc' is a location to save |og.

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# |f you choose | og | ocation to SYSLOGD, 'l ogbuf_size' you' ve set will | oose his
role - limting log file size.

log _enable = 1
| ogbuf_si ze = 4
log_stoloc =1

# syslog configuration

# You can run or Kill syslogd by setting 'bsyslog_service' to 1 or O.

# 'syslog_ip' is a IP addresss of a renote syslog server.

# 'syslog_2ndip' is a |P address of a secondary sysl ogd server which will get
the same | ogs.

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_ip = 192.168. 200. 100

syslog facility = 0

# NFS configuration

# You can nount or unnmount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |IP addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs_i p = 192. 168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HITP, then set 'bweb_http' to 1. If not, set tot 0O

# 'bweb_https' is for HITPS.

# 'web_refresh_rate' is for refresh the changi ng page when you see t he system
status page

bweb_http = 1
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bweb_https = 1
web_refresh_rate = 10

# TCP configurati on

# 'keepalive_time' is a tine before keep alive takes place.

# ' keepal i ve_probes' is the nunber of all owed keep alive probes.
# 'keepalive intvl' is a tine interval between keep alive probes.
keepalive tine = 15

keepal i ve_probes = 3

keepalive_intvl = 5

# Ethernet configuration

# 'et hernet node' is a ethernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Half Dupl ex, 2 = 100BaseT Ful | Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Full Dupl ex

ethernet _node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type.

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card
# 3 for Wrel ess Network card, 4 for Serial Modem card

pcrti a_card_type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i pnmode = 2

pcnti a_ip = 192.168. 1. 254

pcnti a_subnet = 255, 255, 255. 0

pcnti a_gateway = 192. 168. 1.1

pcnti a_ppp_usr = whoever

pcnti a_ppp_pwd = pppoepwd

pcnti a_bmanual _dns = 0

# In case of serial nbdemcard, 'pcntia nodeminitstr' nmeans a nmbdeminit string.
pcnti a_nodem initstr = qle0s0=2

# Wreless network card confi guration

# To enable or di sabl e Wred Equi val ent Privacy(WEP), set 'pcntia wep_enb' to 1
or O.

# 'pcntia_web_node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcntia_wep_length' is a length for WEP. 1 for 40 bits, 2 for 128 hits

# 'pcntia_wep_key str' is a key string for VEP

pcnti a_wep_enb = 0
pcnti a_wep_node

=1
pcnti a_wep_l ength =

1

# 'pcntia_cf _conf_nmax' is a maxi numsize to use in case of CF card
pcrti a_cf _conf_max = 0

A 3.2 Redirect.cnf

#

# redirect.cnf

#

# Port configuration is placed on this file.

# Basically keys followed by 'port' key are data for those port.

# Port nunber is zero base index and the naxi num val ue for port is used as al
port configuration

# Data followed by all port are default values and will NOT be applied

# 'port' key notify the port data fol | ow

# |If you want to activate the port, set 'benable' to 1. If not, set to O.
# If you set 'bmanset' to 1, you don't want to change the port data by changing
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all port configuration.

# If you want to change the port data by changing all port configuration, set to
0.

port =0
benabl e
bmans et
port =1
benabl e
bmans et
port = 2
benabl e
bmans et
port = 3
benabl e
brmans et
port = 4
benabl e
brmans et
port =5
benabl e
brmans et
benabl e
port =6
bmans et
benabl e
port =7
bmans et
benabl e

I I I I
o o [eoNe] [eoNe] o o

I
o o

I
O O o

0
0

# As refered, maximum port (in case 8 port nmachine ,8) represents the
# defaults values for all port configuration

port =8

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uvarttype' is for UART type. But PS only support RS232.

# So set 'uarttype' to 0 and DO NOT CHANGE

# 'baudrate' is for baudrate. From 1200 to 230400 is avail abl e.

# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# 'parity' is for parity. O for none, 1 for even , 2 for odd parity.
# 'flowontrol" is for flowcontrol. O for none, 1 for XOV XOFF,

# 2 for hardware flow contro

# 'dtropt' is for DIR pin option.

# 1 = Always HGH, 2 = Always LON 3 = H gh when open

# 'dsropt' is for DSR pin option.

# 0 = None, 1 = All ow TCP connection only by HIGH 2 = open/cl ose TCP connection
# '"interchartimeout' is for inter-character timeout. It works ONLY FOR RAWICP
# node.

uarttype = 0

baudrate = 9600

stopbits =1

databits = 8

parity = 0

flowcontrol = 0

dtropt = 0

dsropt = 0

i nterchartinmeout = 100

# Host node configuration

# 'host node' neans a host node

# 0 = TCP npde, 1 = UDP node, 2 = Mode emul ati on

host node = 0

# In TCP node, 'l ocal port' is a |listening port.

| ocal port = 0

# 'max_connection' is a maxi num al | owed nunber of renote host
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max_connection = 32

# 'renotehost’' is arenote host |ist

# (Primary | P address:port Secondary |P address:port)
renot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictine ' is a cyclic connection tine in seconds

cyclictime = 10

# 'inactivitytineout' is a inactivity timeout in seconds.
inactivitytimeout = 100

Crypt ography Options

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 roll back v2, 4 = TLSvl
"encryptionkey' is encryption key file nane

' key_password' is password for encryption key file

‘ci pher _suite' represents a conbination of cipher suite.
"verify client' is Verify client(server node only) option

0 = No, 1 = Yes

‘verify_chain_depth' is a nunber of chain depth to be searched
"verify_cn' is Conpare the certificate CN and host name option
0 = No, 1 = Yes

encrypti onnode = 2

encryptionkey =

key password = testing

ci pher_suite 524287

verify client =1

verify chain_depth = 3

verify cn =1

HHEHFHHHFH HHHR

# In UDP node,

# 'accept _unlisted is Accept UDP datagramfrom unlisted renote host option
#0 = No, 1 = Yes

# 'send to unlisted” Send to recent unlisted renote host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to unlisted = 1

# IP filtering configuration

# 'allow ip', "allow netmask' pair is a source rule specification for seria
port access filtering.

allowip =0.0.0.0

all ow_net mask = 0.0.0.0

# 'porttitle’ is a port title.
porttitle = Port Title

# Mode configuration option

# ' nodem node' is nodem node option

# 0 =Di sable, 1 =Enable

# 'modeminitstr' is a nodeminitialization string
# ' modem dcd_option' is nodem DCD pin option

# 0 = None, 1 = Allow TCP connection only by H GH
nodem node = 0

nodem i ni tstr =

nmodem dcd _option = 0

Bvent notification configuration

Enabl e of disable Event notification by setting 'event _enable' to 1 or O.
"notification_interval' is interval of event notification
"brmei | _handle' is a Enabl e/ Di sable E-mail notification option
0 = Disable, 1 = Enable

‘mail _title' is atitle of email notification.

"mai |l _address' is a nail recipient’s address

"bsnnp_handl e' is a Enabl e/ D sable SNWP notificati on option

0 = Disable, 1 = Enable

"snnp_title' is atitle of SNVWP trap notification.
‘snnp_trap_receiver _ip' is a |P address of SNWP Trap recei ver

HHEHHHHHFH HHHR
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HE= 4 & QX ZE BS
ILIE Blo= U310 €2 30K g2 2 &l ZEWell Known Port), SE5¢&
port), S&(Dynamic) L= A& EE(private port)) Ltz == USLICH &
0~1023HH LKl OI0, 0I0] S8& ZEE= 10242H 491510tX12 EZELICH
L E = 491522 H 655350HK12 LZELIC

& 2% ZE= IANADL XIEE 222 A, HEE2 Al HAE AAE

http://www.iana.org/assignments/port-numbers

H A-6 Well-known port numbers

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UubP
53 DNS UubP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UbP
443 HTTPS TCP
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22 5 Guideto the Bootloader Hl5s T2 18 OHLHA

A51 R

J

Bootloader Olm= HIA Al, 27 SHASZ BOOTP/TFTPE AIE256t STS Al2IZE 230l

AAE SIEYUHE REsle 2YsS HMZ2ELICH STS Al2l= ZX0 &MKA0 23= = 3%
OILHOIl AFZ2XIDF <ESC> J|1E 29, bootloader Hiw Z2E#HS =g £ USLICH O Ui
T2 )HO2EH, AMEXE st AlIAE TI2I0IEHE A3 £ UD, SIEAN AlIAE HAE

2 firmware 2 0I=8 +#8 4 USLICH
A5.2 BIle! Ol =

Bootloader Hisw Z2 0 SUHIIH, AIESXs CS1 201 HOIXSE 8 4= USLICH

Boot| oader 1.1.0 (May 23 2003 - 22:48:25)

CPU : XPCB855xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO NEGOTI ATI ON
Aut oboot Start: O

Sel ect nmenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]
2. Hardware test

3. Firnware upgrade [S/WVersion : v1.0.0]

4, Exit and boot fromflash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

& A-4 Bootloader o EZ2&° O [+ H OIX/

A53RTC &€& Ol

RTC €& M= MEE2ZM, AFEXt= STS Alel X292 AIAE AlZtS 883E = JSLICH



RTC configuration

Sel ect nmenu

1. Date(nmm dd/yy) : 02/ 14/03
2. Time(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mi dd/yy) : 02/ 15/03
press the ENTER key to continue

Sel ect nmenu

1. Date(nmm dd/yy) : 02/15/03
2. Tine(hh:mmss) : 13:27:20
<ESC> Back, <ENTER> Refresh

Enter Current Tine (hh:mnmss) : 13: 25:00
press the ENTER key to continue

Sel ect nmenu

1. Date(mm dd/yy) : 02/ 15/03
2. Tine(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

18 A-5Bootloader O+ ZZ 72 LHS RTC £&

A5.4 ot=10] HAE Bl

2= HAENAM <
2= HAENAM <

MBI 1818 Meists AL, IS HAE T= 2 2o
DEOM, 2R SAEM P u o
MEXIN 2E(HE HAEWA AR HAE 20| 22 Meisls Z2, AS
JE £2I| MK KE HAESI} o= s DEOM, B2 SAEMKME P
2= 4)°| ping HIAESH UART HIAED}N +8E X LSLIC
MEXIL 2LME HAENAN AR HAEES ASdH +us)s
<ctrkc> 312 £27| ®@WX NS HAEDN B=2HO2 2sgL(Ch D2/, FA SAEKY IP

=)0 ping EIAE9H UART EIAED} BH=X 02 A8E LT},



F9:

Ethernet &
Ethernet (0|

+eotdH, AIEXt= STS AlclZS
HUYEE STS AlelX2 2& AlelE ZE0 HZ0H0F
4 2 Meel P

SAEDL BIEA

A0 OF

SrLICh

Ethernet ZE0i

[Firmware Upgrade] Ol=E AtEct B3 =+

UARTOIN BIAES XE

22 BISAl 91Z5tD 22X
. CE, 858 P FAB 2=
192.168.0.128 Ol Ol=
O, HAES MNH5 +uE

USLICH
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& A-6 Bootloader il EZ20& LHS SI=EQI0 HAE O+

%, 2= ot=R0 24 2240 e HAED sz =dEU

AMEXID} [Auto test]2 M EHSH
Ct.




Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]

(RTS/CTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]
Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRRDSR)------------- [ SUCCESS]
Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRRDSR)------------- [ SUCCESS]
[ PCMCI Al
5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapter Card

[ Et her net ]

Ethernet chip test--------mm [ SUCCESS]
PI NG 192. 168. 0. 135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192.168.0.135 : seq=0 ttl =255 tinmestanp=11172879 ( i)

64 bytes from 192.168.0.135 : seq=1 ttl =255 timestanp=11173874 ( ns)

64 bytes from 192.168.0.135 : seq=2 ttl =255 tinestanp=11174875 (ns)

64 bytes from 192.168.0.135 : seq=3 ttl|l =255 tinestanp=11175876 ( ns)

x*x*%xxx*x  Hardware aut o- detect and aut o-test SUMVARY **#*x**x

1. DRAM TeSt - - - - - e e [ SUCCESS]
2. FLASH TeSt -------mmmm oo e oo [ SUCCESS]
3. FAN Test  -----mmmmmmi o o o [ SUCCESS]
4, EEPROM TeSt------- oo o e [ SUCCESS]
5. UART Test Summary
Port NO| exist status | exist status | exist status | exist status
Port 01- 04| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | VYES SUCCESS

6. PC CARD Test Sunmary
5V CARD
5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapter Card
7. PING T@St - - - mmmmm e o oo e [ SUCCESS]

PRESS any key to continue!!

& A-7Bootloader O Z20& LHO SIEHNH HIAE 3HH

2F OIER0 2 A HAEESE o, AF2X= <ESC> J1€ =d HAE

Sel ect nenu

Test Mode - One tine
Aut o test

DRAM t est

FLASH t est

LED t est

EEPROM t est

UART t est

PC card test

. Ethernet test

<ESC> Back, <ENTER> Refresh

PNPU R WN O
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*rxxxkx Hardware auto-detect and auto-test ***xxxx

[ DRAM

DRAM TesSt iN Progress ------- - oo oo oo e oo [ 640KB]
DRAM TSt -------mmmmmmmm oo oo oo [ SKI PPED]
[ FLASH

Flash Test Status------------ccmc oo [ 2 %
ELAGH TESI coccccoonconononnnocononconnoc0n0o000c00000000000 00 [ SKI PPED]

18 A-8ESC JIE AIEoI0 S& HAE AU F I

S ZEE = IS HAED d=s S 2HMHIL €dotes B2, HAEI EXEHDH Al2lE
Ct

InUse LEDE ot=RI00 HIAEIL AT 2elJl ol ZHYLICH. 0 B, AMASXs

Firmware upgrade OI=E AMEE2LZM AIEX= EXI2Q firmwareE ZH0EE = USLILCH
firmwareES & 1cl0IE6HI] &, AFEXE M M= HOIXIS My &= 3= S0t M
firmware H&E S &Ql1E £ USLICE firmware upgrade Ul Z2 &S A firmware CH22 &
E <ol BOOTP ¥ TFTP 2JHe Z2EZ2Z2 XIELICt. DHCP &g <& D

BOOTPZ LICH. AFZ Xt TFTPE & &gt AR, AIEX= HEE XS IP =AE &ZFoH0F L

Ct. X2 JlZ2 IP == 192.168.161.5. 2 LICt.

Firmware upgrade 2| &<, [Server's IP address]2 & & MB 0l BtES Al [Firmware File Name]

2 A3E firmware LI 0| BtE Al =THOHOF S LICEH.

Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168.161.5]
3. Server's |P address [192.168. 0. 128]

4. Firnware File Name [ sts800. bi n]

5. Start firnmware upgrade

<ESC> Back, <ENTER> Refresh

_____ > 1

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect nenu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168.161. 5]
3. Server's IP address [192.168. 0. 128]

4. Firnware File Nanme [ sts800. bi n]
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5. Start firnware upgrade
<ESC> Back, <ENTER> Refresh

18 A-9 Bootloader = ZZ3& LIS firmvare upgrade U+

Start firmware upgrade]E & &ioct= d<, Q1 HAIXIOF SHO LIE

' £ Q=ol™, Firmware upgrade T ZAMIAJF AIRELICH. Ol2fst T2 MA

FLICH AFS XL
222 HIHX

0o
2z
N

nrac

Sel ect nenu

Prot ocol [BQOOTP]

| P address assigned to Ethernet interface [192.168.161.5]

Server's | P address [192. 168. 0. 128]

Firmvare File Nane [ sts800. bi n]

Start firmare upgrade

----- > 5

Fi rmwar e upgr ade cannot be stopped until finished

And all configuration paraneters are restored to default val ues.

Do you really want to start firnware upgrade(y/n)?y

BOOTP br oadcast 1

ARP broadcast 1

TFTP from server 192. 168. 0.128; our | P address is 192.168.161.5

Fi | ename ' sts800. bin' .

Load address: 0x100000

Loadi nQ: #H##HHHHH BT HHHHEHHHH S S R R
HHHHH S T T
FHH R S S S B B B B B B B B B B B
HHHH AR A A S T R R i
HHHHH T
HHHHH S S T S S S S S S S S B
HHEH A AT A AT R R R T R R R
HHBHH AR AT HH BT H AT H AR AR R AR R R R R R R
HHHHH S S T S S S S S S S S B
HHEH A AT R A A R AR T R R R
AR A B R R A S A
HHHHH S R T
B e R e R R R e e e s s e
HHEH AR R S A R I R S
HHHHH S R T
B e R e R R R e e e s s e
HHEH AR R T A R R R S
HHHHHHHH A H R R R AR R R 7

G G5 Y =

done
Bytes transferred = 5838194 (591572 hex)

Erase Flash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Fl ash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmware upgrade is finished successfully.



18 A-10 firmware upgrade = Z A4

firmware upgrade Z2MADJL 22 W, T2 43 HAIXLE &H H=E CHAl LIEFSLICH
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22 6. Serial/lP2 STS Al2IX AIZ35}D]

A 6.1 STS Al2lZ%} Serial/lP2] & Bl
H A7STS A/2/X vs. SerialllP 84 =24 & HO0/E
Serial Port Configuration of STS Series Serial/lP Configuration
Cryptography
Host mode Configuration i ) ]
Configuration _ Connection )
- Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
] No login Raw TCP )
TCP Disabled None Disable
required connection
No login .
TCP Enabled None Telnet Disable
required
“SSLv2" or . .
_ No login Raw TCP Negotiate
TCP Disabled “SSLv3 . .
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3" or
] No login Raw TCP
TCP Disabled “SSLv3 SSLv3
required connection
rollback to v2”
“TLSv1" or
_ No login Raw TCP
TCP Disabled “SSLv3 . . TSLv1
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3" or .
No login
TCP Enabled “SSLv3 . Telnet SSLv3
required
rollback to v2”
“TLSv1" or
No login
TCP Enabled “SSLv3 Telnet TSLv1
required
rollback to v2”
" SH&E Serial/lP0l “Negotiate SSLv3/TSLv1"lt 22 21/LILCH.
HAEI EFEUCHH, Serial/IP= “Negotiate SSLv3/TSLv1l”

STS Al2l=0l “SSLv3 rollback to v2
%S5t

“SSLv3"E STS Al2IZZ&
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SE2Z= STS AMelx2et dZE &= ASLICH

A6.2 HZ WA -Telnet & SSLv3 encryption

SH 1. 3y 20| 18 A2l ZEE SAE &z dFeLIC
Host mode = TCP,
TCP listening port = 7001,

Telnet protocol = Enabled

Serial port configuration - 1 ; Port #1 —--=hove to ———

Enable/Disakble this part
Paort title
Lpply all ports settings

Host mode configuration

Host mode | TCR v

TCP listening port (1024-65535, 0 for only |?IIIIII1 |
outgoing connections)

Telnet protocol | |Enib_|ii v{

Maw, allowed connection (1-32) |32 |
Cyelic connection to remote hosts (sec, 0@ |EI |
disabla)

Inactivity disconnection timeout (sec, 0 |_D |
unlimited)

| Savetoflash || Savedapply || Cancel |

Rermote host configuration
Poft IP filkering
Cryptography confriguration
Filter application

Serial port parameters
Modem configuration

Part lagging

Port event handling

SAH 2. TS 20l 1 A2l ZEE 2535 Jls &F(Cryptography configuration)

Encryption method = SSLv3

LXK 882 10& =otAlSl D

Mt
33
|0
HU
i
N
>
=
to

o
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Setial port configuration - 1 ¢ Port #1 -—- Move to ---

Enable/Disable this port
Part trtle
apply all parts setbings

Host mode configuration
Remote host cobfiguration
Part 1P filtering
Cryptography configuration

Encryption method |SSLV3 w
Enable/Disable cipher sutes ;

55L_DHE_DES WITH_FC4 128 SHA

S5L_DHE_RSA. WITH_3DES_CRC_SHA

55L_DHE_RSa& WITH_DES_CRBC_SHA

S5L_DHE_RSA_EXPORT _WITH_DES40_CBC_SHA

g A-12 257/8 & &( Cryptography configuration)

&3 3. Open Serial/lP Control Panel2 211, STS Al2IZ2 1 Al ZEQ Silotd

[o:]
=
fol= COM EZEE “Select Ports” HES = A EHELILCH

. Seral/IP?Control Panel 4.2.3

Tacricac R
— Sattings for COMIE
|P-&ddress of Server: Part Murnber:
192,168,411 {7001

‘Configuration Wizard,,,
(oM W Select Poris E3

Please selectthe COM
ports you waould like to
redirect to Seral/AP?

COME ~ .

CCOMID = P |
MCOMI T
FCOMIZ
MICOMI3
WICOM14
FCOMIG
WICOMIE

Select Ports... | ICOMIT
WICOMI1E o
Port M':'_In't':-'r"" " Cancel.l Help... i
UCEHSinQ,.. I [ | illl 1 TTTUOETTT e L.G|Jl:-

I~ DSR always high

Advanced. ., | I~ DCD alwavs high

|~ Restore Failed Connections

T
(el lalelo e
ZEEZEEEE
e

;:Secun'tg.l
[ Enable  |55L Version 3(55Lv3) = |

Clase | Help, .. About,,, |
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©H 4. Enter AHS IP F

HH)E &6l Y=ot Us

18/ A-13 Serial/lP Control PanelOil Al ZE

A (ISuper Al2I= IP

Credentials = No Login Required,
Connection Protocol = Telnet,

Security = SSL Version 3 (SSLv3)

_ Serial/IP?Control Panel 4.2.3

= &4

FA)Y LE GH(IM Al2IY ZEQ ZE
I 20| CHE I2HOIEISS MEEHLICH

TICAL

WA

Select Pors...
Part Manftar,,,
Licensing,..,
Advanced,.,

- Oy S
Setlmgs.fur COMIG-

|P-Address of Server: Paor Murnbe

f

[192,168.4.18 | fO07

Configurstion Wizard,,,

-Credentials
t+ Mo Login Required
" Usze Windows Credentials
" Prompt on COM Port Open

¢ Prormpt at Login

 lse Credentials Below:

~Connection Protocaol
o Telnet
-:‘ Telnet with CR-Padding
" Raw TCP Connection

COM Paort.Options

I~ DTRis moder escape

I~ DSR always high

I DCD alwavs high

[~ Restore Failed Connections

.é.ecu.ﬁ'tsl.'
¥ Enable |SEL Version 3(55Lve |
Close | Help, .. ] Ahout,;,

12! A-14 Serial/IP Control PanelOj Al If2tO0lEH & ZF

¢ 5. HOE

AMEXRE O

fiZelold =288 g1
A&l PCOll
AMEBHZO0| STS Al2I=9 Alelg =

EE ANEE = USLIT
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I 32 - [discannected) VI

e gt Sety confrel W
e
 TCPHP Host: [192.168.4.11 |
Service: € Telnet TEP porth: |._'._'
& SSH
© Other
* Serial S COM1E Ry
0Ok i Cancel | Help |
s o

72! A-15 Serial/lPZ STS series@ Al2/Z HZEQH SHZ517/

SH 6. AFHEXl= Serial/lP2] Serial/lP Port MonitorOlL} Trace window® & &
SLIEHSIHL =XE = UAZLICH

—  Serial/IP?Port Monitor 4.2.3
File Edit Help

TAacricAaL A
sofFrwwa l't=

Activity  Trace |

Z23:06:46.140 COM1g | 3L initialization proceeding -~

23:06:46.140 CoMis | 33L initialization proceeding =

Z3:06:46.140 COMi& : | 3L initislization proceeding

23:06:46.171 COM1g | 33L initislization proceeding

23:06:46. 640 COM1g | 28L: RC4-3HL at 128 bits

23:06:46.640 COM1G | COM Port Control negotiated (RFC-2217)

23:06:46.640 CoOM1s | Server connection negotiated

Z23:06:46. 640 COM1A | FlushTX

23:06:46.6490 COMlg | FlushRX

z23:06:46.640 COM1a : | DTE: 1 BT3: 1

Z23:06:46. 656 COM1A | CTS: 0O D3R: O 2
Llear | W Enable Trace [ Hex Display W duto Scroll T Always On Top

_1&/ A-16 Serial/IP Trace Window
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F£= 7.SSL 215A &

A7.10penSSL IH3|Xl &X

Step 1. Download the latest OpenSSL package. (http://www.openssl.org)
Step 2. Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.
(http://www.slproweb.com/products/Win320penSSL.html)
<For Linux user>
Download OpenSSL source code and compile it.
# cd /work/
# tar —xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d
# .Jconfig
# make
# make test

# make install

A 7.2 root CA (for Self-signed) St=D|

Step 1. Editing openssl| configuration file.
Default configuration file location is as follows,
< Windows >
C:\Program Files\OpenSSL\bin
< Linux >

lusr/share/ssl/openssl.cnf

Modify [req_distinguished_name] section as follows,
count ryName Country Name (2 letter code)

count ryNanme_def aul t = KR

count ryNane_min =2

count ryName_max =2

stat eOr Pr ovi nceNane = State or Province Nane (full nane)
#st at eOr Provi nceNane_def aul t = Sone- St at e

| ocal i t yNane = Locality Nane(eg, city)

| ocal i t yName_def aul t = Seoul
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0. or gani zat i onName = Organi zati on Nane (eg, conpany)
0. organi zati onNane_defaul t = Sena Technol ogi es | nc.

# we can do this but it is not needed normally :-)
#1. or gani zat i onNane = Second O gani zati on Name (eg, conpany)
#1.or gani zati onNane_default = Wrld Wde Wb Pty Ltd

or gani zat i onal Uni t Name = Organi zational Unit Name (eg, section)
#or gani zati onal Uni t Name_defaul t =

comonNanme = Common Nanme (eg, your nane or your server\'s hostnane)
commonNanme_def aul t = Sena Technol ogi es
comonName_nmax = 64

Enmai | Address
40

enmai | Addr ess
emai | Addr ess_max

Modify [req_attributes] section as follows,

chal | engePassword_mn =0
chal | engePassword_max =0

Step 2. Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/lopenssl-0.9.7d/

< Linux >
# cd /work/lopenssl-0.9.7d/
# mkdir CA
#cd CA

# sh /usr/local/ssl/misc/CA.sh —-newca

CA certificate filenane (or enter to create)
;(Press Enter to use default val ue)
Maki ng CA certificate ...
; openssl is called here as follow from CA sh
; openssl req -new -x509 -keyout ./denoCA/private/./cakey.pem\
; -out ./dempCA/./cacert.pem - days 365
Usi ng configuration from/usr/local/ssl/lib/ssleay.cnf
Cenerating a 1024 bit RSA private key
........ ++++++
...................... 4+
witing new private key to './demoCA/ private/./cakey. pem
Ent er PEM pass phrase: ; CA Password (Enter password and renenber this)
Verifying password - Enter PEM pass phrase: ; CA Password
You are about to be asked to enter information that will be incorporated
into your certificate request.
Wiat you are about to enter is what is called a D stinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank
For some fields there will be a default val ue,
If you enter '.', the field will be |eft blank.
----- : CA' s Information
Country Name (2 | etter code) [AU: KR
State or Province Name (full nane) [Sone-State](Enter)
Local ity Name (eg, city) []:Seoul
O gani zation Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
O gani zational Unit Nane (eg, section) [](Enter)
Common Nanme (eg, YOUR name) []: Sena Technol ogi es
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Emai | Address []:(Enter)
#

2-3. Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# Is demoCA/
cacert.pem certs crl index.txt newcerts
private seri al

# Is demoCA/private
cakey. pem

A7.3 2IE RAE M(certificate request) 2+=|

To make new certificates, you should make a certificate request first.
# cd /work/openss|-0.9.7¢/CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem-out req.pem
(It is assumed that you are using sample configuration file

- “openssl.conf.sena”)

Usi ng configuration from/usr/share/ssl/openssl. cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

Wiat you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be |left blank.

Country Name (2 | etter code) [US]: (Enter)

State or Province Name (full nane) [M nnesota]: (Enter)

Local ity Name (eg, city) [Mnneapolis]: (Enter)

Organi zation Nane (eg, conpany) [Digi International]: (Enter)

Organi zational Unit Name (eg, section) []:(Enter)

Common Nanme (eg, your name or your server's hostnane) []:Sena VTS

Emai | Address []:(Enter)

Pl ease enter the following "extra' attributes

to be sent with your certificate request

A chal | enge password []:(Press Enter — Do not enter any other characters)

An optional conpany nanme []:(Press Enter — Do not enter any other characters)

A7.4 21E QA M(certificate request)tfl MY 37|

4-1. Signing a certificate request
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# cd /work/lopenssl-0.9.7c/CA
# cp reg.pem newreq.pem

# sh /usr/local/ssl/misc/CA.sh -sign

Usi ng configuration from/usr/share/ssl/openssl. cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)
Check that the request natches the signature

Si gnature ok

The Subjects Distinguished Nane i s as fol | ows

count ryName : PRINTABLE: ' US'

stateO Provi nceName : PRI NTABLE: ' M nnesot a'

| ocal i t yNane : PRINTABLE: ' M nneapol i s'

or gani zat i onNane :PRINTABLE: ' Digi International"’
comonName : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Ot 6 09:39:59 2013 GMI (3653 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, conmt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed
Certificate:
Dat a:
Versi on: 3 (0x2)
Serial Nunber: 1 (0x1)
Si gnature Al gorithm nd5W thRSAEncryption
| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi International, CN=D gi
I nternati onal
Validity
Not Before: Oct 6 09:39:59 2003 GMI
Not After : Oct 6 09:39:59 2013 GMI
Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=D gi International, CN=D gi
Port Server CM
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)

----- BEG N CERTI FI CATE - - - -

.- END CERTI FI CATE - - - -
Signed certificate is in newcert. pem

4-2. Check whether signed certificate(newcert.pem) is generated.

#ls
denoCA key. pem newcert.pem new eq. pem req. pem

N

A75STS & USA =]

5-1. Removing headings in newcert.pem file

# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem

# vi server.pem
Certificate:
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5-2. Concatenating key.pem file to server.pem

# cat key.pem >> server.pem

136



	1. 서론
	1.1. 개요
	1.2. 패키지 체크 리스트
	1.3. 제품 사양
	1.4. 용어 및 약어

	2. 시작하기
	2.1. 패널 레이아웃
	2.2. 하드웨어 연결하기
	2.3. 웹 브라우저 관리 인터페이스에 접속하기

	3. 네트워크 설정
	3.1. IP 설정
	3.2. SNMP Configurations
	3.3. 동적 DNS(Dynamic DNS) 설정
	3.4. SMTP 설정
	3.5. IP 필터링
	3.6. SYSLOG 서버 설정
	3.7. NFS 서버 설정
	3.8. Ethernet 설정
	3.9. Web server configuration
	3.10. TCP 서비스 설정

	4. 시리얼 포트 설정
	4.1. 개요
	4.2. 개별 포트 설정
	4.3. 모든 포트 설정

	5. PC 카드 설정
	5.1. 랜 카드 설정
	5.2. 무선 LAN 카드 설정
	5.3. Serial Modem 카드 설정
	5.4. ATA/IDE Fixed Disk Card Configuration

	6. System Administration
	6.1. 시스템 상태
	6.2. 시스템 로그 설정
	6.3. 사용자 로그온 목록
	6.4. 패스워드 변경
	6.5. Device Name Configuration
	6.6. 사용자 관리(user Administration) 설정
	6.7. STS 시리즈의 관리를 위해 자Date and Time Settings
	6.8. 설정 관리
	6.9. 펌웨어 업그레이드
	6.10. 사용자 파일 업로드하기

	7. 시스템 통계
	7.1. 네트워크 인터페이스(Network Interfaces) 통계
	7.2. 시리얼 포트 통계
	7.3. IP 통계
	7.4. ICMP 통계
	7.5. TCP 통계
	7.6. UDP 통계

	8. CLI 안내서
	8.1. 서론
	8.2. 플래시 구성
	8.3. 지원되는 Linux 유틸리티
	8.4. root 또는 system admin으로 CLI 접속하기
	8.5. CLI에서 STS Series 설정 편집하기
	8.6. 사용자 script 실행하기
	8.7. File 전송
	8.8. 예제

	9. 사용자 커스터마이징 가이드
	9.1. 서론
	9.2. 주기적인 프로그램 실행
	9.3. 사용자 정의 웹 페이지
	9.4. 사용자 자신의 코드를 작성하고 실행하기

	부록 1. 연결
	A 1.1 Ethernet Pin outs
	A 1.2 콘솔 및 시리얼 포트 Pin out
	A 1.3 Ethernet 결선도
	A 1.4 RS232 시리얼 배선도

	부록 2. STS 시리즈가 지원하는 PC 카드
	부록 3. STS 시리즈 설정 파일
	A 3.1 System.cnf
	A 3.2 Redirect.cnf

	부록 4. 잘 알려진 포트 번호
	부록 5. Guide to the Bootloader 메뉴 프로그램 안내서
	A 5.1 개요
	A 5.2 메인 메뉴
	A 5.3 RTC 설정 메뉴
	A 5.4 하드웨어 테스트 메뉴
	A 5.5 Firmware upgrade 메뉴

	부록 6. Serial/IP로 STS 시리즈 사용하기
	A 6.1 STS 시리즈와 Serial/IP의 옵션 비교
	A 6.2 연결 예제 - Telnet 및 SSLv3 encryption

	부록 7. SSL 인증서 만들기
	A 7.1 OpenSSL 패키지 설치
	A 7.2 root CA (for Self-signed) 만들기
	A 7.3 인증 요청서(certificate request) 만들기
	A 7.4 인증 요청서(certificate request)에 서명 하기
	A 7.5 STS 용 인증서 만들기


