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H 1-1. 20/ H

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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telnet(TCP ZE 23)01 &g & UL
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g EeCRME MESIH STS AelZE &ZEdld= &2A AEX= Internet Explorer
Netscape Navigator?t 22 & St E AMESIH STS Al2l=0l HZE &= UASLICH
PO HHES 2F STS Al2lE AlAEOZO 2012 QPELICH
2.2.5. AIAEl 25 ALE6LD|
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4) ©ol0IIHEOIY (HyperTerminal)dt 22 EOIE OSd0I8 Z2 QS AHESLICH
Z0l H0lg olEdold T2 Al2lg &8 Iiet0IeHE 8& &L
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Login: root Password: _root

Login: admin Password: admin

192.168.161.5 login: root
Password:****
root@192.168.161.5:~#

7) CLIE 0I805t0l =J1 €8s & =+ UAsLUICh CLIo OHet XtAlgt WES=2 8& CL
OHHNE EZOIMAIL.
8) Jl= CIHMIOIAD HAE Hm2 28 ZR0 “ss.edit” BHBOE A™dotH, J&

2-8 Ol A= Ol &

e
S}
[
m
ac
c
Q

Welcome to STS-800 configuration page

Current time: 08/22/2003 21:52:36 F/W REV.: v1.0.1
Serial No.: STS800438349-42944 MAC address: 00-01-95-04-19-5a
IP mode: DHCP IP address: 192.168.14.7

Select menu:
1. Network configuration

2. Serial port configuration

3. PC Card configuration

4. System administration

5. Save changes

6. Exit without saving

7. Exit and apply changes

8. Exit and reboot

<Enter> Refresh

————— >

gl 2-8 B9 Bl 3 (STS800)
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Soil H3& Z= m20IHE 23 = JUSLICH ZE Oet0IEH= STS Alelx9 HIFEH
H2el ZS2t0 MEEM, Ol AFZXL O+ 5. Save ChangesE 186t M&EE = USLICH
Ol = 7. Exit and Apply Changes = 8. Exit and Reboot 2 &E&t (I8 B HE MES H3F
= ASLICH

2.26. 33 £ AI86HI|

ANEXE B2 2EE AMESHE STS Al2IER0 61 &0l BEEAl STS Al2IX2] IP =AE &
OOF ©LICH (RHAIEH WE2 3. WERT £F = FXoIYAR). STS AlelZ2l S& E6tAl JI2

IP =4A= 192.168.161.5 2LICH



Is2 ¥23 SAE =% SEUA disable 2 = USLICHL(ANIE B2 A& 3.59

The following instructions will assist in setting up the Remote Console functionality:

1) TelnetZ2 18 L= telnet)|s(0, TeraTerm-Pro £ = Hyper Terminal) XI&3dt=
DzOds A#AZLIC SHX IP =4 2 port number= STS AlelX22t S26H0k
SLICH. 2R8 Z<, port numberE 2322 XI&&LIC

AFER ZRE ZE 2ol QEMoIAN TS SEAHE HFLICH
telnet 192.168.1

o
=
o

F= telnet Z2 ) S A AIZLICH

A
rr
o
0
=
Y
O
i
]
>|LI

& Tera Term - [disconnected] YT = =l |
File Edit Setup Control  Window  Help

Tera Term: nnection

& TCPHIP Host: 192.153.151.5 j
W Telnet TCP port#: |23

" Serial Bort: ICOM1 vl
0K I Cancell Help |

& 2-9Telnet ZZ232 && 0 (TeraTerm Pro)

2) MEXE BFEA STS AlelZ22 ZQI0i0F ot0H, Ol ALEX 0I5 &3 E LHELICH
ABX 01§ & 252 UEE €32 AMAH rootE ?A8 root P AIAE 22|XIUE RS

admin & JFXILICH

3) STS Al2I=Jt sel8t 3L, CL Z88E L

rr
Jo

IAE B 2HO0I LIEHELICH

19



23. 8 EctfXN &2l EHHOoIAN &=06H|

STS Al2l== HTTP2t HTTPS(HTTP over SSL) Z2E28 25 XI2ELICH L& STS Alel==
A & 22l HOIXNE MI&UC STS Alel= & 22l HOIXIo &£5ted®, STS Alel=2
A 240 Jise 328 HE2 & 222N URL/Location ZE=0 HGHYAIL .
LIC. AHEXt= BHEAl SHIE MEXR

ol
ALZSHO] AIAE0 20 S22 M =2ldE ISoHoF &L =7 &3 432

L
©
e
=

o a0
=
Ml
()]
—
w
z
o

>+
lo
Hy
L
©
fol
e
1o
i
=
o
>

Login: root Password: root

Login: admin  Password: admin

Fo: ABUHAME STS Alelx & 2l HOIXIo &6t M0l BFEA STS AlelZ=2

J
Fo 24 s SAEY) ABUW OtA3 HFE ZAGHAIDl HHEFLICEH

User authentication required. Login please.

UserID : |

Password : |

Move to : @ Configuration page Customer page

& 2-10 STS Al2l= & &2/9) 2739/ 55

1&g 2-102 STS AlelZx & 2el2 27¢ sHYLICH 0 HUA AFZXesE 23¢e =0 01s

5t0 Xt ol= HIOIXIE Meist &~ QUSLICH AFEXIF 88 &3 B0l XI(Configuration page)S &
BHGHH, 18 2-1101 20l= STS Al2l= & 22| CIHHOolAL HHELH EHOIXE 8 & US
LICH. AFEXIF 1028 Ol Xl(Customer page)E & EAGHH STS Series & 22l CIHHIOIAL D2
DX SHOIX £= =229 EHOIXNE 2 5= USLICH & AIE X CIEHHIOIAL AFS X HAHDE

Ol&ol 28 O &Ale E22 Z2dH ‘9. AEX FHAEHO0IE 012 22 EX0HAID| HHEU

1&g 2-112 STS Al2l= & 2te| QIHHoIAS SFEE SHOIXYLICH 3EH2 =0 O

b MISELICH Ol Ol dtille za? SFEd Oiw 2800 ZEELUCH Ol BN & &

SEISHE 28 O80AM AL Jtsdt 2= of?l Hi=Jt Ecl S8 2 UEELIO AMEXs of?

SEiohA oS &S0l CHet Het0le €8s HEE = UASLL. MEXNE 2=
X

NoAM HE AtES [EHAIN HE(Save to flash)], [ME & —*.%(Save & apply)] &
I:l PN

kﬁ

E—_L'_JH]
QEN\O‘I

rr
ﬂ
IS

(Cancel)]2 = ASLICH AEX= &F Let0IEHUE HEE =0l Al [2H A0 X E(Save to
Flash)]S & €ict0d HFE OiCtOIE = BISI2d JIAEX0 MEolior SLICH 2= HIAMES



HNEot)l AoiM AIEXsE BIEAl [BIEALE HZ(Apply Changes)|S &Ei6i0F &LICH O &2

Ol = B2l Otef =20

+
DI2HOIE 201 STS Al2lX SASFU HSSLICH =
| HIAEE HESHD| flof [ME L HE(Save & Apply)|l2 AEHE = JUSLICH
MEXII M THOIE 22 oK 2=
| wzagol HagD om gtoz SR8,

TECHNOLOGIES

Network
IP configuration
SHMP configuration
Dynarmic DHS configuration
SMTP configuration
1P filtaring
SYSLOG sarver configuration
NFS server configuration
Webh sarver configuration
Ethernet configuration
TCP service configuration

Serial port
PC card
System administration

System statistics

Apply changes
Logout
Reboot

Customer page

A XOF [HE AL E%(Apply Changes)]2 d&ig2 HOICH A
gt AlEXE Sl T2t0IEHE M&EGHR

Ct& [F(Cancel)]S & &ioi0F SLICH OIEJ ot 2=

IP configuration

IP mode ¢ ’m

IP address : [122.166.4.15 |

Subnet mask ; |z85.255.0.0 |

Default gateway ! |182.168.1.1 ‘

Primary DNS (0.0.0.0 for auto) !'T'E_-E!Ti 26.63.1 ‘

Secondary DNS (optional) ; |1EE‘IZE.ES.2 ‘
|

PPPOE User name . |I

PPPOE password |

Canfirm PPPoE password |

[seusssse |

[ Save to flash ] [ Save & apply ] [Camcel]

Copyright @ 2004 Sena Technologies, Tnc. All rights reserved

& 2-11 STS Al2lX & &2 ot&

21

Deleted: All the parameter values
stored by selecting the [Save to flash]
will not be applied until the users
performs [Apply changes] on the
bottom of the menu bar. Only if users
performs [Apply changes], the new
parameter values are reflected to the

VTS configuration.




3. HERD &3

31.1Pp &3

o J A .

MEX UERID S#ZUH A STS Al2IZE AME5tdH, &8 IP =401 ZQELICHL IP =240t
FHIZX 22 3=, AAE 22IX0H 225tH STS Al2l2E st |58 IP =AE €Y
ZSLICH WERIAN STS AMelZE HZo6tedH, DR IP =201 JNH0F stlt= AMHAS HAGHOF
erLICh.
STS AlelZ IP =2 & Al, AIZ2Xs Sl 22 342 Y Z2EE T2 GtUE deHe
= ASLICH
o Static IP «- { Formatted: Bullets and Numbering
e DPHCP (Dynamic Host Configuration Protocol} - /’{Deleted: ,
e PPPoOE (Point-to-Point Protocol over Ethernet), NS ‘[Deleted
_ _ . W TDeleted PPPoE
STS Series= =J| J|&8t2 192.168.161.52 IP =AE 2= StaticlP 252 A3 UASLICH \‘\ N
H 312 32 2= IP £ [jet0IEE 20SULCL O 312 MEX IP €38 BHEGHI {De'eted and
\ \
Slet AN ® Y GUIZ 2OISLICH {Demd
T 31IPp &F metole ‘
SaticIP P address Deleted: by using a configuration
Subnet mask interface such asUsers can select the
IBrei:::ll'tygSlt\leg\;aSyecondary DNS proper IP operating mode out of
DHCP Primary DNS/ Secondary DNS (Optional) Static IP or DHCP or PPPoE for their
PPPoE PPPoE Usemame network environment within the IP
PPPoE Password
Primary DNS/ Secondary DNS (Optional) Configuration screen.

IP configuration

IP mode :

IF address :

Subnet mask :

Default gateway :

Prirmary DMNS (0.0.0.0 for auta) :
Secondary DNS {optional) :
FPPaE user name :

FPPOE password :

Confirm PPPOE password

|Static vl

|192.158.15.l
|255. 286,00
|192.158.l.l
|1 BB.126.63.1
|l BB.125.63.2

|whoever

|*ﬂﬂﬂ*

|********

Save to flash Save & apply

| Cancel |

Jg 3-1IP £&F

22



3.1.1. Static IP =2 ALE3}|

AEXIIt static IP =AE AI2E B2, STS Al2l=2 IP =42 28 A= 2E 48 M2t0IHE
=22 KIHHOF &LICH Old&t metOlE = IP =2, Subnet mask, gateway? DNS serverJt
ZEELILH 2 SMEfME 018 20 XtAMISHH CHE 4L

11:STS Al2IZE AIAHEOl AIXE O, £8& F=Z20 et WEKIAE =I5 SLICH

e [P address

Static IP= UEH0IBEAN FRHQ AlE vigo dAgs LI 0 BsEsE FFEN 2H0
HERZ &2 /X FAZAM2 Ag= UL BAFE= 0lelg IP =422 AIZB6tH UESR3A
= AsU. [Oetd, d8E P == UESRZ S30A

=

s
20N os AlEotn ete

o

TT

¥ e=z OUR5tD

&1 192.168.1.x A2 IP =AE ISP (Internet Service Provider)Jt BH&EGHA 2=l E0AM
A& (private) F=ALICE STS Al2lE Al2IZE HEotHdE Z=0 Met AHA Y 22 35S
Eoll oIS Ct. =0l

0 S == A0O0F otH, 0l 2 "&8 32 IP =AE 2EoH0F &L
o

Hy
=

Q
@
U
y

[
o
4
©
Qﬂ
]
=
1+
50
i
-
o

e Subnet mask
MBUl2 Z2 Xe2& X, & H2 L= L LANMN Uses ZE UHIERKID SLAEE

UL UERZIE St Uits T30 A= FS STS AldlE AlelZ= T

TCP/IP SAEDI 22 UERZA 90 A=K MEY OtAIAE Soll &lgLIth =401 STS
AelZet =98t WES3 Il JACHH, ScelZQ FA(Physical address)& SdiM AE
HZELICH JEX 22H =0& JI2 HOIEHOIES Soll AZELICH

o Default gateway

HOIEAOl= TOHE UESRAZ S0ll=s 27 9SS ot= UERZI ZEYLICH Loz
HIERZ WUHIM E£= XY ISPHA EcHEHES HMOdls ZRH=E AHOERO ==Lt 22
HESZ &8 o SAEQ SA6tI] fIHd= STS Alel=Dt JI2 HOIEHOl ZEREHS IP

FAE LOL0F ELICH JAIOIEO0IS IP =20 CHet Z=s 2= UWERZ 22 Kol

e Primary and Secondary DNS
MEXIL EE FAMOEE ZL2ot0A ofH, ZFH= FAOES FEE IP =40 OGHH
Cl

o
DNS(Domain Name System) MBOA 213, O €2 0185t & Aol &= LICH DNS=



Jefst ®AE J|etel Sl WIYS TCPAPK Zot)l fdl =X IP =42 HBEANAHAFE

SAEQLICHL

STS Al2lX AlelZ2l DNS JIs2 AME562H TOo Y22 SAEN HHE = UE=ZE 0]

DNS AHel IP =AE &FHoOF &LICH STS Al2l= Alel== Primary DNS server%t

Secondary DNS server 22 DNS M2l IP =45 &3dsle 22 M3ELICH Secondary
x

DNS AMH = Primary DNS AHE AMEE = S M AEdI] <o XIE&UICH

3.1.2. DHCP AlE0dlJ|

SH SAE 3 S ALDHCP)E UWESRA 22Xt IP =29 s XA UWEKI
N S 2ot UssE = UAN ot sS4 Z2ESYLICH. DHCPE UWERIA 22Xt IP
S ot ZFEI UE UERA f/AX0 212 & 3R

Static IP 259 &
HES3A <fIXIZ 0
PN EYEH IP =2, MEY 0tAZ, HOIEROI, DNS ABHE ZE&dle 2
Hsez SAFELCL DHCP= 229 IP =4I otLtel ZEEOM sl |58 A2t =,
gs atetol
=Fs]

DHCPE AIZSot=E ZFEHUAS FR, STS Al2lZE AAHO0l AIZ EMOHCH UWERIZ &l
DHCP 3= Zs&8U0. DHCP AB2 SEo= IP F=4E HIRSIH A2H 0OtA3,
HOIEROl =2, DNS M & “CHO” Al2H0l ZES & JASLICH STS Al2lZ= SAl 0ld EEE
Ad oi2elol MEEUC "ot 2tgElEsE 3R, STS AlelXE DHCP MHEZRH "0~
Alztel &S QEESLICH. DHCP MBiJt THOY HEE selg R, STS AlelZe AHSoiM
IP =42 &S 4 UASLICH DHCP AHIJOH U0 HEES SQIGHK = FR, STS AlelZ2s
x

DHCP NHBIZ2H MZ2 IP =4 2F ZXE AIAELICHL

i
-

: DHCP 2E0IMd DNS AHE Z&st L= UWESRA 28 STS Al2l= MtetliHE fHse=z

ELIC.. DNS MOl Ats22 HEEX 22 Z2, AEX= primary ¥ secondary DNS IP

E YHEo=ZM 522 £3E £ USLICL DNS FAE NS &FoteH, primary &
D

NSIP F=AEZ 0000 (HEE)22 SFELICH

B 0d kJ

Moz

secondary

DHCP AH= UWIESRIZ 22l Xt 2eldtD A= IP =4 Z20AM IP FAE sHZ SHELULHL
Ol= DHCP Zc2t0IHE, HE =0 STS Al2IZ=Jt &=E MO OE IP =48 4&ELUICHL
DHCP ANBIOIA IP =AZ Moo AFSXOF M3 Y& STS AlelE FAE & gAg =
UEE SEHOF ELICH. DHCP WIERIANA IP FAE M&AGtAH 22l t= STS Alel=29 otH
20 A= 2t AEBIAHU U= STS Al2IES] MAC =AE 20t0F LICH

24



3.2. SNMP &%

STS Al2lx&= SNMP v1

3.1.3. PPPoE ALZ0lJ|

PPPOE=

odl

2 L= /AL ZXIE Soll Ethernet LAN(2Hel S4Z)&2 0 2AFH AEXE
2 AOIEN SHZot)| ' AAYLICL O BFRE ALSX= PPPoEE AtEdoil IEH LU0
ADSL, 70l2 28 L= 24 HZS & = AsUT

PPPoE 2E0IA STS Al2IZE AIS5tdE AIEXt= PPPoE HE % ADSL 21t 22 PPPoE
=2 ZHIJF A00F ELICH STS Al2l== PPPoE Z2EZE XI5t 201 ADSL ¢2ZS
Soff Y o A SAEN E5g = UASLCL ASX= STS AlelX0l CHet PPPoE
HE2 MEX 0I5 & 2SE ZFoH0F2H &LICH

ANSE [HOLCH STS AlelEE

5t
PPPoE AMH 2 PPPoE

HZBE AHELICH HZE AlFot=s s
STS Al2I=&= IP =4, HOIERIOl, MEBY 0tA3 2 DNS MHQ 22 Clgul HZ0 Zst
FEE UL HZO0l EH STS Al2lZ2= H&BS Jisst & 22 |AXdted &LICH H&0]
ZZ2TMH STS AMelZsE MZ22 dZ2 REFCIN MZE PPPoE H2sS ATZ&UCL
&1): PPPoE 2=0 M= DNS AHE Z&S STS AlelZ=9 ZE UHES3 28 melllHe
=22 SEELICH. DNS MBIt sz 835X #2 E2, AEX= primary ¥ secondary
DNS IP =AE UHEC2ZM +=3H2=2 H4FEg =+ USLICL DNS FAE IS HFHoHHAH,

primary & secondary DNSIP =£& 0.0.0.

2L v2 ZI=E2E XI6t= SNMP(Simple Network Management Protocol) \\\\
HOIME Jls2 WEGILD JASLICE NMS L= SNMP BciXe 22 UEfZ 2A2XS \\\‘
O0I25t0 STS Al2I=0 E@5E & US &0 OtLiet EEE wWas & USLICHL \\
SNMP ZZ=&Z2&8 GET, SET, GET-Next, 12l TRAPZ XIZ&&LICL. 0lgd Jls2 SaiA ‘
Zelkt= SUE OHE 2N SXNE 22 &= UALN(TRAPs), XAE HE2E /st EXE T3 E
4 QUOM(GET), &Xl AEHE HIAYE £ JUSLICKSET). SNMP v20le E2 & 29 Jls8
238 4 Q= GET-Buk J1s0l FIIE0 UASLICH
SNMP £& THEE Soll AFEX= MIB-Il AIAE JiA, 8% MO 248 &L TRAP =410 A&
o 838 & = USULCL 0 MMM £3E 2ell= 32 WgE 2 28 HoHE 2F
s £ UGLICHL O 322 & CIHHIOIAS S8t SNMP &% 3tHg BWSLICH

Deleted: Just in

Deleted: automatic configuration of

s DNS server

{ Deleted: is failed

Deleted: fails, it can be configured
manually by setting primary and
secondary DNS IP address manually.
To configure DNS automatically, set
primary and secondary DNS IP

address with 0.0.0.0 (recommended).
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SMMP configuration

MIB-II system ohjects

sysContact : |administrat0r
sysMame : |SSBDD
sysLocation : |mg.| location
sysService ! "
EnablesuthenTrap Im
EnableloginTrap : Mo =

EnableLinkUpTrap : IND vl

Access control settings (MMS)

1P &ddress Community Permission

[00a0 [pobic [Read anly =]
[00a0 [pobic [Read anly =]
[00a0 [pobic [Read anly =]
[00a0 [pobic [Read anly =]

Trap receiver settings

IP address Community Wersion

[30.00 [pubic v
[30.00 [pubic v
[30.00 [pubic v
[30.00 [pubic vl =

b

Save to flash Save & apply | Cancel |

g 3-2SNMP &£&

3.2.1. MIB-Il A|AE 24| (MIB-Il system objects) &&

MIB-II Al A&l

=)
AMNEoteE 215

il

2 282 Soll AlAE A 018, |X &L STS Al2l=2 SNMP 0l0I&™ EDJt
E 84%E = USLICH ol24&t 42 MIB-II
sysName, sysContact, sysLocation, sysService 12|31 enableAuthenTrap 24X Al HE(OID)J}

ArSots gt Mol SLICH

&I & 2 (Authentication-failure traps)

2t OIDS| 2t

re

29

flo

Cte1 2sLith

® sysContact: 22| AIAENSTS Al2IZ)0l CHEH S X A8 2 of

gdeHsS dFELIC.

00
i}

cl X0l &t

o
m
Q'B
rr

® sysName: AIAE AHH A& = 01822 Lt oz LS9 FQDN(Fully Qualified
Domain Name) & LIC}.

® syslocation: AIAEIS AH Sel&E X (0, & 3845, &4

=,

on

g)
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® sysService(S1J|1HE) : B0IZ 2e2lel L9 US2M AIAH0l HMBote MEIA HMEES
LIEELICE D282 STS AldlZ2= 88 Z238(7) digers XL

® EnableAuthenTrap: SNMP OO E Z2AHIADL 1E AN 2@E FE dds 8
ZRIX R E LIEHYHLICH o 2HA 32 S3 £F FEBE @0 sUh oHez 2E
oIE Allfet 2E FEE HIZ2H AZ = U= YHE HMSELICHL

® EnableLinkUpTraps: SNMP 00| E Z =2 M AJt Ethernet HZ0| Z/JA=X0 24 FE

MEE S8 AKX RS LIEIYLICH
® EnableLoginTrap: SNMP M0IME ZZ HIADL AIAEN 2101 =X
Slgg 202X GRS LIEHYLIC

AT MIB =0t £ =Z0l et X&0l 228 F2, MU Jls NERENZ2 AHGHAIDI
HEEfLICH MIB2F SNMP2| XHAIEH @2 = RFCSl 1066, 1067, 1098, 117, 1318 el 1213 2ME

RO AIL.

3.2.2. WHA HO &E(Access control settings)

HAA MU= STS Alel= SNMP OIOIMEO0N st 2elktel ¥% 38 HRE Fdotn
USLICH O 0w &0 HE& 2e|X2t0] STS Alel= SNMP OIOIMEN & g

USLICH NEE IP =20 gl FREE IP F4E

Jl2gt), B SAE 22Xt STS Alel= SNMP OIOIMEN E&g &= ASLICH

E® £4D|= STS Al2l= SNMP MIOIMEZREH SR8 OlUE(TRAP) 24 &S 22/ XHulH

UACF LIt

3.2.4. SNMPE 0|2

ro
13}

cl

NMS(LIERIT &2l AIAH) £= SNMP E2tRME AME0= SNMP Z2EES Sofl STS
ANelZ2E 22lg == USLICH STS AlelZIJb NMS E£= SNMP EetRXMIt AdLZ1) Us

SAEN EH2 S5t NMS L= SNMP EctRME ALZ5HI| Ml, HAA MO 83
MES| £&ol0F ELICH 0% 3-3 2 STS Al2l= SNMP 0l0I®E2l MIB-Il OIDE Ect*& 5t
QU= LBl SNMP Eet2XM 332 20 SLICH
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Edit Wiew Operations Help

File

o =[5

SEA DS e

¥

r‘tg Loaded MibModules

B OB KE@

) E-tg RFC1213-MIB Hast 192168410 Comraunity m
? ?;Uargdod SetValue J Wirite: Communmr
@ 3 internet orteitMa - | o neln
directory
© =3 mgmt Ohbject 1D |iso.org.d0d.internet.mgmt.mib-2.system.sysDescr |
Q@ &3 mib-2
@ 3 systemn
Sent get requestto 192168410 ;161
g sysOhjectiD sysContact.0:--=administrator
syslpTime
g ?’iﬁg”mtzﬁ Sentget requestto 192.168.4.10: 161
i : sysMame.0--=HelloDevice 85100
@ sysLocation
@ sysSenices
® = interfaces Sent get requestto 192.168.4.10 1 161
@ iMlumber sysLocation.0--=Unknown
&[] iable
e ?t Sent get requestto 192,168,410 161
g % p sysServices 0--=7
icrmp
@ t
Ctep Sent get request to 192.168.4.10: 161
@ (] udp
@ [ egp iMumber.0:--=2
transmission
@ (] shmp e
experimental Syntax DisplayString (SIZE (0 | Status mandatory
@ [ private Access Iread-anly | Reference |
@ g TRAPS TR
egpMeighborLoss ) ;
o] a TEXTUAL CONVENTIONS Ohject D L1.3.6.1.21.11
PhysAddress Atextual description of the entity. This value
[ N Descripti... | Should includs the full name and version
0 identification of the system's hardware type,
Glohal View ] e o . R

& 3-3SNMP ECIRHE A&

3.3. == DNS(Dynamic

2t STS Al2|Z= SNMP 00/&E2] MIB-Il OID Ec2tR%
(AdventNet MIBE 2} 2 )

DNS) &%

MEXIL STS Al2l=Z DSL c2telofl HZotHLE DHCP &S AIEE &E2, o Al2H0l
Z0oHE, IP =20 HALA ELICH Ol2fs HAE IP =40 e F2E g4 ERGHD U=
HE2 MR o2 LYLICh 8, 22X telnet S2 2A 2£042 Sol 1 SAE
E&0td= 2R, IP =401 HILHUSH IS YHs )| HESLICH

=X DNS MUlA= S0lMd d28 2HES oot 218 MEIAOID, 0l ISP £= XA
HS&LICH. SX DNS MUIAE MEEHSEZM, MEX=s IP =42 HIN &220 S= DNS
MHO S8 SAE 0152 Soll STS Alel=0 B35 & USLICH

2ABIMOZ | STS Alel== Dynamic DNS Network Services (www.dyndns.org)0lA K35t U=
=X DNS MHIAQHE XIRAELICH JIEt S& DNS MUIA MESAt 23 A= 2HES ML
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Jlz K& 2AM0 SHSOHAIDI HHEHLICE

o
[
>
0
>
rr
IJ
un
10

Dynamic DNS Network ServicesJt H36t= =& DNS ANUHIAE ALE6H
3|2 NIC(Network Information Center-http://members.dyndns.org)tii HE =S &3
AMEXt= Dynamic DNS Network Services Members NICH Z ¢! & & MZ2 & DNS SAE

Y38 Fote 4 sl

SZX DNS 238 Ni=0lN, S& DNS AMHIADJt Jtsot

==
User name % PasswordE 220H0F SLICH &8 HE AEE HES =, AAEX= Domain

name2tS AIE5I0] STS Al2IX0 58 4= UASLICE - | Deleted: regardless of knowing exact

=0 /= Y

IP address of it.

J& 3-4= =X DNS &€& & QHHOIAE 2EHSLICH

Dynamic DNS configuration

Dynarnic DMS ¢ |Enab|ed vI

Domain Mame : |SsBDD.dyndns.biz
Jser Mame ! |SsBDD-user
Password I-x-x-xw-x-x-x-x-x-x
Confirm passward [rrrrreaans

Save to flash Save & apply | Cancel |

18 34 & NS £&

3.4. SMTP &%

L ZHI2 210 HAIXDO 2d8E B STS AlglE
2 £ = USLICH 012 fdME, a8 SMTP A
ICH STS AlelZ2= S 22 3JtXl SMTP A |R&s XU

o #F0| SEU C}.
e QIE0| 8l= SMTP
o QB0 A= SMTP
o POP-before-SMTP - ‘[ Formatted: Bullets and Numbering ]
//{ Deleted: , }
I8 362 SMTP 2C s&g sl &® sioguc, " [ Formatted: Bulets and Numbering |
2t SMTP & XA ZR38 M2t0lEs 08 2&LIch /{Deleted J
e SMTPserverlPaddress, .= { iotods o }
e SMTPusername,
e SMTP user password { Deleted: device J
e Device mailaddress, ‘{Deleted: o }
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Device mail address= 2 21 ¥ 21 &Y email fI& L&KL, &, STS AMelZ22 HEY =4S
KHELICH. SMTP Server= R&2482 2ol email =42 SAE Tl 0|52S SOIsLICH M

ctAd, ZXI0 CHet emal F4& HE2 S5 SAE 0§ (ie. arbitrary_user@yahoo.com or

anybody@sena.com)% H= 22O username= ALEE &= USLICH

21E50] J= SMTP E£= POP-before-SMTP modedt &&= AL, SMTP ALEX 01§ ¥ SMTP

passwordJt Z g LICtH

SMTP configuration

SMTP enablefdisable :
SMTP server name .
SMTP mode :

SMTP user name :

SMTP password

Device mail address ¢

Confirm SMTP password

IEnabIed vl

[smtp.vourcompany.com
| SMTF without authentication x|

Jadrmin

|*ﬂﬂ

|*****

|SSBDD@yDurCDmpany.com

Save to flash

Save & apply |

Cancel'

SMTP configuration

SMTP enable/disable
SMTP cerver name
SMTP mode :

SMTP user name :

SMTP password :

Device mail address @

Canfirm SMTP passwaord :

g 3-5SMTP £&

|Enab|ed vl

|smtp.y0urcompany.com

SMTP without authentication = |
OF before SMTF

SMTH authntmatmn

|*****

|SSBDD@yDurcompany.com

Save to flash I Save & apply I Cancel'
&g 3-6 SUTP EF 0A SHTP 2E L&

3.5. 1P 2HE
STS Al2lZ& IP =& J|8 2HE #AOILE 22l &S 0I83t¢ =2 AEH0|
STS A2lZ=0 &E25t= 2 s = USsLL. MEXN= I2U0IHS HdEsS
a1l &2 A3S 2t &= AUAsLUICH

-SEIP FAE JtA SAEDO| STS Al2IZ20 28 = UL

- S8 MBUN U= SAEDO] STS Al2I =0 g 2 QUL

- 25 SAEDJ STS Alel=20fl 28 = UL
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Telnet 2=, SSH 22 L= & MU &E22 HEt6H <IHMd IP 2HE RES
& 2061 E(enabled) £= E 2 M st(disabled)2 2 BtE &= JUSLICH SE ot Al IP 2HE nEE
“‘H 251 E(Enabled)” 4EIZ2 =0 USLICH

AZTtE STS A2IXE HFY £ Us SAEL SAEQS OES ot = USLICH Dl
MEX= BIEAl HZ0| 3IEE IP A2 NEUWE AZ5H0ICH SLICH A SAEM BE
AZXHE STS Al2I =0l 25617 RAHA BIEAl L= AE49] S otoll QJAOI0FSH SHLICH
S3 ZAQ0 STS AlelZ0l HISHEE #REsS HIEGHHH, SE SAEQ P FA%
255.255.255.2552 MEUYlS =oH0F2F &LICH

2 ZAEJ STS AelZ0l FHISEE #RES HIEGHHH, IP FA4At ABUsS 2%
0.0.0.022 HFELICL XAIE AIEI2 H 328 ZXIoHMR. 830 UE FF SAEQ AH=

“Any(RE BAEYZ 0 USLICH

1P filtering

Telnet IP filtering
Configuration via telnet :
sllowed base host IP ¢
Subnet mask to be applied :

S5SH IP filtering
Configuration via ssh
sllowed base host IP ¢
Subnet mask to be applied :

\Weh IP filtering
Configuration via web
sllowed base host IP :
Subnet mask to be applied :

IEnabIed vl

[fooo

|D. 000

IEnabIed vl

[fooo

[fooo

IEnabIed vl

[

[fooo

Save to flash Save & apply |

Cancell

Jg 3-71P BHE &£F

Iz
s

3-2

Qu

ol E &

9
=

o

SAESS g2y

Allowable Hosts

Input format

Base Host IP address

Subnet mask

Any host

0.0.0.0

0.0.0.0

192.168.1.120

192.168.1.120

255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128
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T

oo

g L8 82 Het=S RAoHA “Enabled’lt ” Disabled”2 IP ZHE JlsE AEZELILH XS
Al JI23t2 “Enabled” YLICt “E 2351 E(Enabled)” &EHUHAM AHEX= ZESHI| RAGHAM STS A

X0l E2cte S8 & SAE(S)E NFE &= USLICL

3.6. SYSLOG AH &

STS Al2lZ2E= 23 AKX 22 MHlA, AIAE 2 ZE [Holef 22 S I8 SYSLOG serviceS

KI2ELICH. &3 SYSLOG serviceS AME0teiH, AIEX= SYSLOG AMH2 IP=A2 AIEE
facilityS BtEAl XI&EoHOF SLICH O 3-82 & CQIHHOIASl SYSLOG MBI && 3sHsS

S0SsULCH

SYSLOG server configuration

SYSLOG service : IDisabIed vl

SYSLOG server IP address @ |192.158.ZDD.IDD

SYSLOG facility : ILDcaID vl

Save to flash Save & apply | Cancel|

& 3-8 SYSLOG Al &&

27 MAIXIS STS Al2IZ22H #=4lotaH STS Al2l= SFHUAM XNEE SYSLOG MHe
“remote reception allowed"2Z AXE0{0F ELIC. STS Al2l= 2 SYSLOG AH ALOIO
230l As R, AEXE LIILD SHLe UDP A0l XARsSH 0sg £ JAse A28
BES Al Z=DtoioF & LICH

STS Alel2& local0 OlAM local7tXl SYSLOG FaciitySS XI&&LICH. AEXi= 0lqst
FacilitySS AI20t0l, SYSLOG HIAIKIS EEIZ STS AlelE HIAIKIE H&EE %= USLICH
SYSLOG servicedt Jts8H AEHN A2 SYSLOG AW &0 HESF E&FE 200 AEXeE
STS AEIE AlAE 27 F&= Al2lg ZEES HOH 210 &3 SHUA 23 HE
SYSLOG AMHZ XAHE # USLICL ZE/ANAE 27 ME S0l Ut XMs 2= 4.3.10

0

OlE{E NFS(Network File System) MHBIAES Sdi NFS

MHO MEE = U St= JIsS XNJELICH 0l AtEdtd= MEX= NFS A2 IP =4
2 NFS AH2 &X F2E 2EAl XNHoioF &LICH. 18 3-9= NFS A &€& HoIXE
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MFS server configuration

MFS service : |Disab|ed vl

MFS server IP address |192.158.ZDD.IDD

Mounting path on NFS server : |/

Save to flash Save & apply | Cancel|

& 3-9NFS AHH £F

STS Alelx 221 CIOIElE NFS MBI0l M&EsSted®H, STS Alelx Z&0 X&EE NFS ANHE
“read and write allowed"22 &Z&GH0F ELICL. STS Al2l= 2 NFS AHf ALOIOI 230l U=
R, MEXs WItD S0i2= UDP IH3!0l XIt=EN 018 == A= #2S BtEAl FOtoloF
gt

NFS AHIAJE AFE Jts &EH0ID NFS AlH &FO0l HEs JR02, AZ2XsE STS
AelZ2l A28 27 = ZE OO0 22 NFS AMHZ NEE =+
23 ME =fIXol g XM 2= 42110 ZE 22 2 62 A2LE Z2Z HEsS

RS
3.8. Ethernet & &

STS Alelz= S &

flo

021 |82 Ethernet modeS XI& & LIC
- Auto Negotiation

- 100 BaseT Half Duplex

- 100 BaseT Full Duplex

- 10 BaseT Half Duplex

- 10 BaseT Full Duplex

Ethernet modeE BH& & &, AEX= AMAEHE MWREMNOF &LICH Ethernet modell =& ZG6HAl

J| 2322 Auto Negotiation@ 2 HEE 0 USLICH HWEES UWESRI &H0lA, Auto Negotiation
2E= IOt RHOIH AEE= ZELLICH Ethernet mode&E &S &AM U2 £&&6tH, STS
ACIZEDL HIERID 3 0AM SHGH Z2 = ASULL

Ethernet configuration

Ethernet mode : |Aut0 Megotiation j

Save to flash Save & apply | Cancel |

12! 3-10 Ethernet 2= &£&
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39.8 AMH £3F

STS Alel=2 & MBe HTTP & HTTPS(HTTP Over SSL) AHIAE 2% XIAELICH AHEXt=
202 JHEXMO=Z Enabled £ = DisabledZ2 &3&8& =+ UsUCL 8 3-112 & AH &3

HOIXIE 20 SLICH

Weh server configuration

HTTP service : IEnabIed vl
HTTPS service @ |Enab|ed vl

Web page refresh rate for statistics data Im— 4
display (0-1800, 0 for no refresh) seconds

Default web page : |C0nfiguration page vl

Customer web start page : & HTML (index.html) € CGI (cgi-bin/default)

Customer page authentication : IDisabIed vl

Save to flash Save & apply | Cancel |

Jg 3-11 & HH £F

2 &3 HOIXIoA & HOIXI ZOO0IE FJ|(web page refresh rate)= ZHE £ QUSLICH
HOOIE FIle Al2lg ZE HZ HOIXI HWERZ CEMHOIA, Al2IZ ZE, IP, ICMP, TCP &
UDP2t 22 AIAE AE HOXO HEgUdh I 29 & HOoXlAMdeE sz M2

D& (Refresh)0l HE TIA RSLICH KNS LHE2 A8 7. A/I2E SHE FEROIEAN2.

Ol &8 Ui HOIXINA AFBXe= o 2022 & =0l J12 & HOIKNE d88 = ASLICH

JlE2zt2 &3 H0IX(Configuration page)0ll AFEXIIt AFZ X B
page)E +=AE £ AUSLICH ASX HOIXZ JI2 2 HOIKNE &3 =0 AMEXeE Jusr2
Cl2tE2] OF2H0ll HTML(index.html) LICGl(default)= SIXIAIHA AFEXF & AIZ HOINE A&
%= USLICH AMEXE IS AIS SH L0 0 IYESE 3 UASLICEH AFS Xt ID2t
HIZHS 210l AFSX HOIXON 2¥Eoz H26IEE o)l M= A2 HIOIX 215 A=S
“disable” AEHZ 2SD FLIC AFEX & HOIXIS EHXZE S8t XAME 2= 44& 9.3

AMEX ZE & HOINE FEOHAIL.

Ol XI(Customer

4>

.

3.10. TCP AH|A &3

TCP NI#&0l & SAE HUM d8KH=s ER, SA2E TCP EZEQ| lock-ups = RIGH)| fIoHA,
FoRHCZ ZIEOUO0F LICH 0lei8t lock-up2 =2l HIZAHQ ZEF S22 2l

LAGIH, Olei8t lock-ups XIS IGHAM, STS Al2l== TCP keep-alive JISsS MZ&LICH

STS Alelx= UWERIIL ESl keep aliveZl0! U=X OG5 AoH FIIH2=Z A
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ES

Im

Of H2ls ASELICH S0l 8leH AU SAEM 0140 A= H2Z2 2t
SO LItk

O fob

T

H
Q'j
K
=
X
1o

STS Al2IZZ TCP “keepalive” JISE AMEoteli™, MEX= CSo 20l 3012 Wet0IEE

=
S EHOF &LIC

® TCP keepalive time (sec):

NIE 2t2] S4I01 8l AEH0IAM 20t Z1cHH keepalive TH3! HEE AIE

=

o

2AelR
HEE ZFELIO JI=28t2 156 =22 €80 JAsUICH

® TCP keepalive probes (times):

ol

HEBS S=Y IR E& ZEHeXl R E &0elot)| ol B SAEN keepalive
m2lg € Holl d&ck= JrE UEHLICH D232 332 88 E 0 USLICH
® TCP keepalive intervals (sec):

Keepalive 2! M52 Al2t 2tAS UEHHLICH Jl=8t2 5 =2 &350 USLICH

BA

S

& FI E3Y M, STS AMclZ= O0IEHI S4I0l gl= AHEH 15 =IJF K
HOZ 33| keepalive IH2!2 XMSELICH

TCP service configuration

TCP keepalive timelsec) : Il =]
TCP keepalive probes(times) : IS
TCP keepalive intervalsisec) : |5

Save to flash I Save & apply | Cancel |

1&g 3-12 TCP keep-alive &&
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\V]

Im

=

Nelgl EE MF JSS Soi AR 2 ZE9| host mode, A2l 4l DiztlE, ZE 22
o JIE 2R D0IHE AFE & USLICH
AMelg ZEQ| hostmode= CIS1 20| 838 4 USLICH
e TCP:
TCPE S8iA 22 GIOIEE Yot Al2IY BX2 WEWD, A2 IXE SiHA 2
GIOIEIE TCPE SoiAM LISHLICH TCP MBi, TCP Z2H0IOIE, TCP A 2 22t0/9iE @
C2 Mg + USUDL T8 Oaol 922 A AlZIY X0l HOIEHE SUHU dlol |
HE 2olos S JFsELUC
e UDP:
UDP 2S SXS UDP Z2EZ0| It G%UCHs BS MASHD TCP 2E S&I Z&LICH |
o Modem emulation : < ,”
0l DE= AT HOIZ AIBSIZ 5= AFSXLE JIZE0 A2l =X D8 AT S |
XHoD US O Heis & USLICH
e Virtual COM : ,”
0 B0 My LS =IE HFALICH

port logging JIS2 =2, Al2lgd ZESE Sol d&&= HOIHE
server L= PC = £%2 SoilA ATA/IDE fixed disk card0il HZ& & < QUSLICH port event
S22, MBX= ZE 82 JI/AE NAXNSsS S8 = JA20, Ol STS Al2l== Aleld
AXNZLH IIKFE HAIKNSS 2AH DH, Alelg ZXol ol 4350 A= HAXKE U,
email £= SNMP trap 2 Soll 22IX0IH SE3H & = USLICH 0I5 S MEX= HEBE
AXNZ2EHS HAIKX FAIEE == UASLICH
MEMORY( MZEE 21 OI0IE= STS Alel=0 M0l HA= =2t XNAXI| W20, Aleld
IZE 27 HO0IEE E=ol)l 2ol d= SYSLOG server, NFS server £= &= PC Il &8
Solil M ATA/IDE fixed disk cardE AIE3dt A 0F &LIC
ANolg ZE= HEXHC=Z &= SINBU 2F 438 & JUSLICH H 412 Alelg ZE 23]
2teddt 43 Ijet0leE 2246t UASLICH

£ MEMORY, SYSLOG server, NFS
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[ Formatted: Bullets and Numbering ]

Deleted: <#>The difference between
the console server mode and the
terminal server mode is the direction
of the connection request. In console
server mode, the connection request
is sent from the remote host, whereas
it is sent from the serial port in
terminal server mode. That is, the
purpose of the console server mode
is to access to the serial port from the
remote host, whereas that of terminal
server mode is to access the remote
host on the network. The console
server mode and the dial-in modem
mode are same in that the purpose of
both is to access the serial port from
remote site. The difference is that
users are accessing the VTS through
analog modem connection in dial-in
modem mode. The dial-in terminal
server mode is same as terminal
server mode in the purpose of the
connection although the users are
connecting to the VTS using analog

modem in dial-in terminal server

mode.q




H 4-1 Al2lg ZE &F 0ItetolH

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Host mode UDP listening port

Max allowed connection

Accept UDP datagram from unlisted remote
uDP
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host'

Remove a remote host

Port IP filtering®  |-Allowed host IP

Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography“ Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application path

Filter application - —
Filter application arguments

Type

Baud rate

Data bits

Serial Port Parity

Parameters Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port log storage location

Port loggin
2hh Port log buffer size

Display port log

Port event handling | Enable/Disable port event handling

Notification interval

' TCP/UDP mode only.
2 A secondary remote host is available for connection-fail backup in TCP mode
3 TCP/UDP mode only.

* TCP mode only
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Enable/Disable Email notification

Email - -
noltieation Title of Email
Recipient’s Email address
Enable/Disable SNMP notification
SNMP Title of SNMP trgp :
notification SNMP trap receiver’s IP address

SNMP trap community

SNMP trap version

Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

g 412 0|8 Alelg ZE &3 FHZ 20HSLIC Al2lgd ZE 48 HS H2 2
EEQ FEE QU0 20HSLICH AEZEX= 0l HOIKNWA SAE 2E, 253 24, =2
E EHol st 8828 = = USLICH U382 S2E 2EQ E0I 20|dt=e 28 89St
2ILICH
Description
Host mode 5 5 =
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP *8 *
Modem
Modem Emulation * *
Emulation

Ngxoz Aoy ZEZ
ZEZ SHBN 2F &5
Title]S 22/ &HLICH
S MM 424 SAE DE A LAY &
b MM 427 255 P EX
TMMH 4241TCP 2 &X
8

K& GHA 3.
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Serial port configuration

&l port configuration
Port# Title Host mode Local port Serial-sethings
all - Port # TCP 7001 RS232-9600-N-8-1-Mo
Individual port configuration
Port# Title Host mode Local port Serial-sethings
1 Port#l TCP 7001 RS232-9600-N-5-1-No
2 Port#z TCPs 7002 RS232-9600-N-8-1-Mo
3 Fort #3 TEL 7003 RSZSZ-Q&DD-N-S-l-ND
4 Fort #4 LDP 7004  RS232-9600-N-§-1-No
5 Part#5 Modem ermulation 7005 RE5232-9600-N-5-1-No
& Port#6 TCP 7006 RS232-9600-N-8-1-No
7 Fort #7 TCP Foa7 RS232-9600-MN-8-1-No
8  Port #8 TELs 7008 RS232-9600-N-6-1-Mo
g 41 Al2lg ZE &F 0o 3t
42 g XE &3
STS Al2lZ2 Al2lg ZE= HEXHC=z L= SHBN £F3E £+ U=, HE L BE EZE
AH0 CHst tet0leH= s &LIc
g ZE HF2 023 201 120 2822 =FELICL
1. Port enable/disable
2. Porttitle
3. Apply all port settings
4. Host mode
5. Remote host: Available only when the host mode is set to TCP or UDP mode
6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode
7. Cryptography: Available only when the host mode is set to TCP mode and Modem
Emulation mode
8. Filter application
9. Serial port parameters
10. Modem configuration
11. Port logging
12. Port event handling: Available only when the port-logging feature of the port is enabled
21210l g ZE HEFSIH = AHU U= [-- Move to ] 2IAE EANAM OlSE Rot=
LIES HEGIH OE EES dF33HCZ g 0IsE = UsLICH
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4.2.1. Port Enable/Disable

2t AM2l¥ EZEE enable = disable € %=
MNEXE Y Al2IY ZEZ2 HH8 4 Qs
SBHSLICH

Serial port configuration - 1

Enable/Disable this port
Enahble/Disabla this port ;

Save to flash

: Port title #1

IEnabIe vl

Save & apply | Cancell

Reset this port :

Part title

Apply all ports settings
Host mode configuration
Remote host configuration
Fort 1P filtering
Cryptography configuration
Filter application

Serial port parameters
Maodem configuration

Port loaging

Fort event handling

Set this port as factory default

Reset

Set

--- Move to --- =

UASLICH 2rek A2l EED} disable AEiJF TIH
LICH. O 4-2= Al2l€ ZE enable/disable 3t S

& stuck® AlelE ZEE= [Reset this port] T=2| [Reset] HHES =ei WEIE + U, [Set this
port as factory default] =2 [Set] HES =2 & ZEotAIS 42 48g = U

4.2.2. Port Title

MEX= 220l LEN AZE AXIO e 422 J=HE = USLICL Il EX

A YH L= AX 2 SS LGN, 2 ZEQ AlES AN AISE & USLICH

_1&! 4-2 Serial port enable/disable

40

Q1 [Set this

Lo
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o

o

Deleted: Among those groups, the
port logging and the port IP filtering is
valid and visible, only if the host mode
of the serial port is configured as a

console server mode.J




Serial port configuration - 1 : Port title #1

Enahle/Disable this port
Port title

Part title |F'Dr‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Port logaing

Port event handling

_1&! 4-3 Port title configuration

4.2.3. Apply All Port Settings

3

Hl
nx
ulo

QE ZEQ SHHBO =85
Sle JI& ZE &3 gts2 TJldlste HE Y| Ao, STS Al2lZx= g ZE HF0AM 0
SIS X LX H2E ST £ UNA ELICL 2ty HFHO0| disable &EIQI 2L, J|&EQ XE &
& A2 all ports settingS =&dtHetT |SXEAH ELICH. 08 4-4= apply all ports settings &
& 3Hs8 BHELILCH

rial port configuration - 1 : Port title #1

Enahle/Disable this port
Part title
Apply all ports settings

Apply all ports settings : |Enab|e vl

Save to flash Save & apply I Cancel |

Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logaing

Port event handling

18! 4-4 Apply all port setting configuration.
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424. SAE BCE EAY

0

STS AMlElZ2 &A= BEE "SAE ZE"g gLIL SAE ZE0= TCP 25, UDP 2&, 28
GiEdolE 25 Al JtXIJF ASLICH

0

TCP 2E

TCPE SdlM S0 HIOIEE A2l ZEZ UWEUWL, AN2ZEEZEZ S0 UHOIHE TCPZ
LHELIC. TCP ¢&d2 &FE TC E
A2I =0l 28E |2 SAEZ WWle gdEs 25 A8g = UAsUt E8 o
HZE2 0IEHM Al2lg ZEZ OOIHE B 22 =& AsUH

UDP 2E

UDP 2 SX2 UDP ZZ2EEZS &&= 2 MUotH TCP 2=2 S& 1t HI==&LICH
od olgdold 2=

Aelg  &XIJb 0l 28 AT ZHES XotHUL MEXIE AT HHEES AMEBdM MES
HOiotRX & M 0l 255 SEELICLTCP M&E2H XI&E L L

0
Hu
[N
HH
Im
il
=3
Hu
()]
—|
w
=
o
[
Hu
un
==
50
rr
e
Lz
()]
_|
w

38 4-5= SAE DE BHEHO HS SHYLICH

Serial port configuration - 1 : Port #1 --- Move to --- «~

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration

Host mode ! i_ﬂfﬁ’_ v

TCP listening port (1024-65535, 0 for only |?DD]

outgoing connections)

User authentication | Disabled « |

Telnet protocaol Disabled vl

Max. allowed connection (1-32) ¢ |32 |
Cyclic connection to remote hosts (sec, 0} |D |
disable) :

Inactivity disconnection timeout (sec, 0 ¢ |D |
urlimited) ! !
Snocket 1D option ; |Disab|ed v|

Socket ID(for outgoing connections) © | |
TCP Nagle algorithm ¢ | Disahlad vi

[ Bavetoflash | [ Save & apply ] [ Cancel ]

Remote host configuration
Part IF filkering
Cryptography configuration
Filter application

Seral port parameters
Modem configuration

Port logaing

Port event handling

8 45 54 ZE

Mo
0y
N
0



4241.TCP 2%

TCP 2EE2 O &Il Ololotol fIoHA S=stel AEHE
2SIt UG 2 0 GOl et At
AHE CsS 20| 26l £€FatASLICH

[E7I(Listen)]
"EEE A SAE
TCPEEZ HEEUS W CIBE ME B

[€&!(Closed)]

E oOo&d g 2F
c

Ol = (State Transition Diagram)E At&E0dt=
el OlHE =J1 fIHM STS Al2l=<9

2QIIE JItteld AS"S LEr-LICH

"OIH0| Qe MEI'S SLUICH A SAEQ STS Al2IX2tl HI0IE M0 22&H,
21X SAE T STS A2IX Z BIUDF BU SZGHH 2O ZI 0 A2 BN
LCL O & MEls USO2 [ED|(Listen)] 252 MBS LICH

[&l3-E+Z(Sync-Received)]

A SAE F GLDL QIS BHOdH
Received)]2 HHELICE STS Al2lX2DJF @ES &0t=
[Al 3-2 H(Sync-Sent)]
STS Al2I=Jt ¢ QAEs
Sent)]2 HHELICH 0
[#=&(Established)]
"0

HZ

=g & (open connection)"S LtEFHLICEH
Che Bl A RIS YOtS0
[CI0|E{(Data)]

[#=& (Established)] AEHY T 8 SAEQ

| 220l &

A SAEN 2RO

dH=s B3 SAED HZE QFS 20SE MNHA

dioleH= OE

-

[%JI(Listen)] AEHOI AL [Al 3-8 2(Sync-
o [ 8 (Established)] AEH2 HIE LICH.

[£ & (Closed)] &EHOIAM [&2-2 & (Sync-
= XIELICH

22 SAE L= STS Al2IX E9 5L}
42 (Established)] AtEH2 BB LICH

SAER MEE ALYLICH

CIOIEl &&0] OIF0X= &EHE

H& S&2 20 &l ololistdl fohA, OIZH &H
[HIOIE{(Data)] 2t S£&LICL. &M=z, [HOIE{(Data))] 2= RFC 793 [TCP: Transmission
Control Protocol]l0l Al A ZE= JAXE [+~E(Established)] &EH2 L2 LICH. HAC

CIOIH && SHAHMAM= O &EHDF LBHAEQILICH

STS AlelZ= &E0l et TCP MBiLt SctoI9E=Z

T= TCP EEREE HOEHE ®2522 (PR
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[EDl(Listen)] --> [& -2+ S(Sync-Sent)] --> [+~ & (Established)] --> [HI Ol & (Data)] --> [E & (Closed)]
-->[EJl(Listen)]

ZJ|  AHE [EDI(Listen))2LICH A2l ZEZ2H S0H2= OOIHI AS®H TCP
Zel0IEZN A SAEN FHX2 6t TCPEEE ESdilM COIEHE ASELIC
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stZ & H(remote host list configuration)0fl 2/6Hf 0|0 & SAE
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TCP Nagle 2112|&

TCP Z2EZ0l= Nagle 2128 Olats A0 28 =0 AsLICHL 0 glelsa
SEEE ¥2 =2 A2 A AES L6 Ao DAUEJYSH WEs W2 6t
ZXGH=0 |SEELICh defu 0 2Nels W20 o 0= dsS2HMIF 01D
SLICH. Nagle 2102/ TCP 2 XIH&E ACK g 240l 2AIHQ MEFXZ2 o
SME ZMAIIIIIE EULCH Nagle £12IE2 0l optionS 0I&50 &4 L= HI#

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted
Inactivity time-out

Incoming data via serial port

Established ¢
AN

Incoming data
from remote host

Accept
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Incoming TCP connection request

Incoming data via serial port
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H 4-3AT Fg0 858 =

HEA I E(Verbose Code) %X 25 (Numeric Code) &3

(“ATV1" 20| d8lE F) (“ATVO” 20| A3#E )

OK 0 20l AHE

CONNECT 1 2EO0| e A2

RING 2 2 AISIF 2XE

NO CARRIER 3 ZEOl Held MSE 98

ERROR 4 HNEotk e ¥
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HelloDevice ATZ Serial 4
SS100 ATZ > Device
OK > Command mode
TCP connection
$equest TDT
N al
ATDT >
TCP connection
Established.
»| CONNECT v
A
ATA.... ATA.... TCP mode
DATA.... > DATA....
v
+++
Request TCP D
,_disconnection pall
l ATH q
T_CP . Command mode
disconnection
»| OK >
»
L
NO CARRIER

&8 4-7 28 0Ed0/8 Z=9 FS/H0IEH 559 MEFO 0

425 32 SAE EFLE

Z S AE 3Z LT (Remote Host Configuration)0lgt STS Alel=2l Al2lg ZEZSEH OO0l
&0l U2 M STS Al2lZ9 A2l ZEZRH HOIEHE 48 SAEQ SE2 LUELICHL

TCP ZE0AM, STS Al2IZJt 1X 22 SAEN A6 =€ E WHIGHH Alelg
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LIEZRH OOIHE =4g 2x A SAEE 438 =& JsUT. DU 1 &34
SAEZ A0 OIRHACHH, STS Al2lZ2E 14 AZF SAEZ A0 AHE K= 2%t
23 SAEZ HOIHE 2UWAl #sUCLCL D2l 11X 3 SAEZ 438 £+ A= == U

s
16002 Met= o ASLICH
UDP 2E0IME STS Al2IZD 11Xt 323 SAEQ MHE ZAIE 2E0| B2 ASXes 1
238 = AsU. OetA 2X 3 SAEE 2010t 8tsLUICh
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Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Remote host configuration

r 1 192.1658.14.1 G001 192,168,131
r 2 192,168.14.2 Gooz 192,168.13.2

&ction on remaote host & add O Edit

© Remave

Check Host#  Primary remote host IP Port #  Secondary remote host IP Port #

S001
Sooz

Primary host address :

Secondary host address

|
Frimary host port |
|
Secondary host port |

Save to flash I Save & apply | Cancel |

Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration
Paort logging

Port event handling

T2 4-8 2% SAE By &

4.2.6. Port IP filtering & &

STS Al2l= Al2lg

zE
g &= UASLICL AL

of

=2 ol8cle A2 SAEE= IP =2 fitering 7
Fast IP =4 % subnet maskE HM30ol0 3

X Aleld ZEo 858 +~ ATSE JAEELIC TAE WHE2 A8 358 X
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Serial port configuration - 1 : Port title #1 --- kove to --- =

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering

Sllowed hast IP ; jo.00.0
Subnet mask to be applied : |D. 0.0.0
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logaging

Port event handling

12! 4-9 Port IP filtering for serial ports
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STS Alglz2= 2 0Zd0ld ZE(UDP 2E 0OtE)E X8 TCP ZEMAME 2dS3E AES
K& eLICh

4.2.7.1. Secure Sockets Layer(SSL) & Transport Layer Security(TLS) 253} J|¥

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the STS

AelZJb 2SstE MENAM SSL/TLS 2s3t JIEE XN&olkes OE XS sdg =

USLICH

SSLE2 Netscapelll 2okl Z2cCl0IHERF MHZHH AtSotdl ohA HEE Y

diolfe 2 23 ZZESE0 &490 A0 HTTPY 22 MHE2IAH0IE Z2ES

= USLICH SSL2 otN Y, WE =&, 12l U2 & ZT2E2=2 MZ2Iis4H3

AUSLICH SSLE2 UWERIN ZXHM Si&lct= OHSelAol&0l CIoIH 2ot MB&LIC. SSLE
OHSelAolE Z2EZ21 TCP/IP ALOIO A= &5 2lolo 2ot 22 EZLICH

TLSE SSLo YHOIEE HELYLICL 0 Z2ES

A0 SloHA JHEE Internet RFCLHOIA XIEELICH TLSE SSLO| &IgtE SE 0D Sel0lHE

NH 2 S StUIl M22 Z2EE2S XNJGHN 2= FS, SSLE UWdits ZEES

NZELICH Metd TLSZ 0ldcte HE diEez HEX &Ze LLICh

2 Internet Engineering Task Force (IETF)QI

cC

a
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SSL/TLS M&ES AlZGtHAE M2t SctoIHE ALOIOl SSL HEHOIZetl =2els HAIX
=3

WEOl ZQELICE SSUTLS Z25E22 3% Jl(public-key)2t THE I|(symmetric key) 2532
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ZTE2 MEELICH & Il(symmetric key) 253t= 3F Il(public-key) 2532t HIWaiA SN
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SctOIHEIL MU Sct0IHES SSL/TLS BHHE 1S, AOIH(cipher) &, RSA9IZ M
A& CIolE, 02l MB{Jt SSL/TLSE AIEdt= 220IPEQ S4ldts ol 28 ¢

2. NHDII ScH0IHEN MBSl SSUTLS HE B1s, A0
GIoIE!, el S2H0IHEDI SSLITLSE SaHAM A2t Sl
£ BYLO. MY E8 palel eESHE 21 =2
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Zes A IS QESHLY Zet0IHES o gl

3. SUO0IHEE MHE 2B56I| Rl Mt B 42 FES 0ISELICHL Y AHIL
OI=E £ QIOHH AIEX0N 2HMES ZD=1D 253550 s AZ0| 2t E
% gilte HS 2EUD. MBI 8BX2OZ 0= H Z2H0|IHEE 8 HHE e
LIC.

4. SUO0IUE= SMMA HEHOIQNWAM MEE 2E HIOIHE AEWHAM oY MES fdk
M premaster secretS BIS1 0lXS MHS S5 II(EAH 20l EWHE AH IS A

N LHENE AMEHA LS36tH 01 2 S3HE premaster secret2 AHE Z-LICH Ol
ol AFEE A0 H(chlpher)Oﬂ Metd S0l ER MBI 888 5 USLICH SSLTLS
= HI2 0 “BRE" OtAH AR M4 W20 Oet getd LUt

5. MHDJI S20IHE 2EE2 RF6tes BRX(FEEH0IZS SE HAHNN= e S2U0IHE
Jb O HEHOIZUE AD SetolHERR MBH X0 LAX CIOIEHE AtelELICH 0]
d20 Sc0IAE= AICIE OOl Z2H0IHES USME 2S3HE premaster secret
o BN MHZ Z2-LICH

6. AMHII 2cl0IHE o5s Fdte 22, Y A= ZctHdEESE 2Bdtell] AMEELU
Ch. oY S2H0IHED 2E5E £ Qo 1 M&E2 BSZELICH 220IHEI 4380z

OISE M AHE XHAlSl ALA Il(private key)S AL=dll Al premaster secretE iS5t &
2ol HHH(ZLHO0IHE E5t 22 premaster secretOil Al AIXOHA A&olE)SS AWM
OtAE Al (master secret)S M &g LICH
7. SC0IMEQ} NHE 0 OtAE AIDHS AISoiA SSL/TLS ME sotol wetsE 8328
2SS disote ol AHESl= A I1Q1 M& Jl(session key)S MAELICH E£&t
Scl0IMES M= 0 OtAH A2 S AISOHA SSLTLS HZEZ Soll S48t Al
S0l HEE 0ol RZ H(integrity)2 & S&LICH
SC0IHEZLHS HAIXlE 222 0 HE JIE MM &5
Olet) 2eixz= UHAIXNE MHE BYLICH E£8 Sel0IdEs= 40132 Zetoled
A 24

Cte XS Lod== SEE 23 UAIXNE



dtH= MHZREY HAIKsE 222 0l A& IIE AEHM 255 & 2

= OAIXIZE ABEZ SYLIC. £8 NbE S#EH0132 Ab 222 &2

2T SEHE €5 HAIKNE 2YLULCH

10. SSL/TLS BHEHIO0ITIt 22 & ULD OlM SSL/TLS MEO0l AEEASL
NblE ol A& 2 SoHA NMZ2H0ll S48 CIOIHE ¥335t6t0 &S o =otH

CloIe 2 RZ24dS &g

=
>

<

=
1]
s
o
e
Im
ISI )

Client Server
Client Hello
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text - ServerHelloDone
Certificate
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
. Cipher : ool 5
icati < > ication Data
| Text Application Data < pp!
& 4-10 & B+X 01 SSL/TLS H=E#0/2 ZZ2ZH A

STS Alelx= TCP 25 AEH0l M2t SSL/TLS MW E£= S2H0IdE=ZM HSE = JUSLICH
SSL/TLSZt2l TCP AHZ0l A SAENAM M AHEOH, STS AlelZ= SSL #HE4H0I3
SO0l SSL/TLS ABHEM ZS&LICH BtOHE, SSL/TLSIS| TCP HA0l STS Al2l=22 Aleld
EZEWAM OIM X AIFECHH STS AlelZ&= SSL $HEH013 S0l SSL/TLS Zect0IPEZ M
S eLICh

AEXIE SSL/ITLS &5 JI¥EE A2
USLICH

o

M, MEX= USl 22 Mtetiless 2488 =

o AOIH #E(Cipher suites) &4 3H/H| &3}

Cipher suites= SSL/TLS 2 200l AI2%= Bl & (asymmetric), & (symmetric) 12l 1
di#l(hash) 21elES X&ESt= OO AMEE=E AMLICH HIKHE LDels2 AW E=
SCl0IHE(SHE) MW OtOIEEIEl(dentity)2] Z2Z HlY I HEE HNGIHH wEst=
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tor

Cloll AFSELICH HE 2el&2 SSUTLS HZs Siid &d&E e HOoIHE 25
St= diol AFEELICH offial Z2nels=2 dEE oI 885 &3 #HEdde A
AXGt=0 AASELICH A HItHE gels0 AtEE 319 20l XNEZH0F &Lt

SCI0IHED MBI SSL/TLS HZE Wil Al Jiss6ll ALE38I2 ole cipher suitel
SE2 BHUO. AMH= 0f =2 XM XTI = cipher suite?t HlwdhAd 0 S5 S0

X
NBIIE AEE = AL AMEoHH ot=

o

X B cipher suiteE &EELICI. Sct0lHERY

MHE OIAl Ol ciphersuiteE AIEoiA HZEES 2+&HLICH

cipher suite® MEH2 FOX AW Lot QPAIEN T2t ZL2t&LICE RSAN J|gtE =
cipher suite=0| Jt& 20| MBZ0 & HUME e H3x2 A&l USLICH

STS Al2lZ= CHest cipher suiteS XI256t10 AI2X= dilEote cipher suiteS 431 L&
BIE&Ms 822 M 2 ciphersuiteE Mg 4= USLICH

2cl0IHE AS (MH 2 d8)
AEXIE E2t0/9E ZZ S0l “t’2tl otH, STS Al2l=&= SSL $#HEAHOT Z2AIA
(EH 2)5 ZSct0IgES AESME SFELILL EHHZ ANt ZZf0/9E FZ SE
“OtLIetl GtH, STS Al2lZ2= SSL SHEH0IA Z=AMA (EH 2)5 Scel0lgES
QISNE ROHAl #sUICH

OIZ A HQl & A(certificate chain depth) &

OIEM HMel2 dig Moo ASHMIL FHol Qe ASAMUl QoM AQIElE HC=,
OIENES HMOIYLICL o 2AEAM Mol SHRZ2 KHM(Efs SS(peer)) AESMUM &2IE
2 AE CA AUSANX M2 £ Y= HesS Es HYLIT. CA= SS(peer) ASH
ARIBEO 2 M OIOIEIEIEIS 2 ZELICL 2t AFEXDIE olY CAS AIZISHCHH, & AIEXS
[E QSM CHECN oY ASMH AZ0l JULCHH, 0IX2 AEXIE AlQlE S8 2SN
Esh Mg £ A= 242 20IELICH STS A=A AISXte 2ISAM Kol gAo =5

Kt Al STS Al2IZJt &IEM HMQOA &= CA UASMHE HOIA S8 HMGHA
OFC HIO_IO': I»L||:|.

OIEN CN &3

ABIOE ISA CN &Z SE0 “0I"E H=otH, STS Alelx=s did SAE 050!
QIZ M2 CN(ZEH 0I8) ZXIst=XNE FZELICL 2t 0 S01 LXISHA 2P STS
NelZs 2 SAEZS HE QIS ZZELILL BtHE MEXIL 2/34 CN EZ s&0
“OtL2"E HE6tH, STS AlelZesE olg SAE 018501 ASAS CNEEH 018
LXISt=XE HZotA EsUH

STS AlelZ= SSL/TLSZMW Z=E Mol CN(2Et 015)2 E& LIt
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Serial port configuration - 1 : Port title #1

Enahle/Disahle this port
Part title

Apply all ports settings

Host mode configuration
Rermote host configuration
Port IP filkering
Cryptography configuration

Engryption method : SELv2 j
Enable/Disable cipher suites :

¥ SSL_CK_RC4_128_WITH_MDS

V¥ SSL_CK_RC4_128_EXPORT40_WITH_MDS

W SSL_CK_RCZ_128_CBC_WITH_MDS

¥ SSL_CK_RCZ_128_CBC_EXPORT40_WITH_MDS

¥ S5L_CK_IDES,_128_WITH_MDS

W S5L_CK_DES_A4_CBC_WITH_MDS

¥ SSL_CK_DES_192_EDE_CBC_MWITH_MDS

werify client {int server mode only) MO =

werify certificate chain depth |D

Check the certificate CH MO =
Save to flash Save & apply | Cancel |

Filter application
Serial port parameters
Modern configuration
Port logaing

Port event handling

18 4-11 233 74

4.2.7.2. 3DES 233 J|Y

253 JIYES 3DESZ £FoIH STS Alel== 3DES(168 bits) 2&staEl MEWAM COE STS

Al Z&X L= HelloDevice STS Al2l£2F Sl

joh

s & UsLICH
2 412 3DES M2 HDC WS SB0I=D YsUCH 0IIMA 2 BSo ous CS
2210,
20| |E1IO|E1 HE(H=21)
18! 4-12 3DES {2'° A= =g
o 20
201= 8-bits =XALICL 0] 20l= WE(EO0IH 2 ISl Z0/E </0I&LICH 3DES = 64

|E 22 XITH(cipher) 2D2I1F0/D 0IJI0IAS 20l 8(64/8) =2 0/20f HLICH
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e I{Z/(Padding)
o

=]

=]
=

o
Fel
HH

S= X H(ciphen)2LICH. THE 2t2 T (1~8)M A XA TS BIOIELICH

STS AlelZ2l 3DES €1clE0AM 2sstel OO0IH 2! Mol AFSE 2

£
]
N

g
i

r
w

ES0A RZELUCL delld 21 252 AZX 24 3] €2 AStiA 488Ut J& 4-13

S o g
7l R& WEE B0 UASLICH

o

Key Block(32-byte)

Key (24-byte) IV(8-byte)

Jg 4-13 7| 2=

Jl 28 UsSH 20l gLt
Key Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY _STRING)
= (16 bytes) + (16 bytes)
Key= I 22 XS 24bytes
IV(Initial Vector) = 3| 252 0tX|l} Bytes

253t JIYPES RC4Z HEFoH STS AlelZ= RC4 2S5t MENAM STS Al2IZE X2 S4l
25 ZE0AM STS AMelZs AMEX 24 I 22 MEHM Z= TCP
LICt. RC4 JIEE2 AtEolH ol £= IHES AISotAl &E&LUICH

g2 2S3iotn s
RC4 D180l 3DES JI¥€ECH S0t tELICH

STS Series= Al

S A
Exe 4

i
=
M
=
o
ne
Hl
Im
2
e
Uy
[l
=
o

= =
APZRIE XHAlol ZHE! HSCIHO0E ZZHES AIESCHE STS SeriesOl 22=3dt0 ZH
OHEeIAHOoIE 4 HRE ASIHAN Z2I3o 0l8w o2 IPHE 2 JUSLICL ZH
OHSeclAolE F&0l CHE XKHAIE AteE 9|

RS AI2.

58



=gl
22 Mi=e0 I g2Es NFLIT I
HEZCOH dA= FXordAl2.

Serial port configuration - 1 : Port Title #1

ol

AZE0l st XtAISt Atgr2 6.10 At

0
00

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Filter application path :

Filter application arguments @

Save to flash Save & apply |

Cancell

|fusrz/default_fiter
|-rD

Serial port parameters
Modermn configuration
Port logaing

Port event handling

g 4-14

4.29. Al2lg ZE Iiet0lH

ANelg ZEN Al2lg EXE AZotadH Y STS Al2l=2 Al2lg ZEQ| Ii2t0eHE d&EE
Aelg JXo A SF6Hor &LICH ASXIF 838 £ U= Ii2t0le= UART &4,
M&E=5(baud rate), OIOIEH HIE, I2IEl, &A= HIE, SEHMO, DTRDSR AISE 0|28 =4
el & Xt2k(inter-character) EtZ 02 S LICH
oiX STS Alel=2t g Alelg &Xe= Al2ld S4l 840l RS2322 LXIoH0oF &LICH Alelg
SAo T R AU CHE XA ALE 2 2512 HZ MEdg EXotAAIL.
o Al2lg d&%5(Baud rate)
STS Al2IZ0A AIERE &= A= Al2lg dE5E= UsS) 2sLUtH
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, _12|) 230400
ZJ| &8€ J|=2gt2 9600 LICt.
e [lOIE HIE(Data bits)

CIOIEl HIE= 7 bits £i= 8 bits2 LICH. =D

ZE oHESFors

&

=

ISPS)
=2o

JIZ2gt2 8 bits LICH.
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Serial port configuration - 1 : Port #1 -— Move to -— =

Enahle/Disable this port
Part title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Serial port parameters

Baud rate : IWI

Data bits : IW

Parity : IW

Stop hits 1hit =

Flow contral : IW

DTR behaviar : IW

DSR behavior |Mone =l
Inter character time-out (0-10000 msec) |1 oa
Save to flash | Save & apply | Cancel |

Modermn configuration
Port logaing
Port event handling

& 4-15UART &%

I 2| El (Parity)

M2IEl= none,even = oddQILICH =D &&& D

2 gt2 noneg LICt

A& HIE(Stop bits)

AE HIE= 1bit £= 2bitQLICH =J| &FE JI& &2 1bit2 LICH

M0i2t RTS/ICTSE AIE6t= ot=20l S8 HMOE XU

=2 XHXON/XOFF(0x11/0x13))E S el HZE HXIS2Hl
OIELICEH St=R0 S8 MO ZAlAMsE & e 2ZE &
o

ZM OoIH S& S8 MO ELILCH

r

&
RS232 2ZE00] S8 HO ZAS XJELICH RS422 ZE2F RS485 ZE= HES 82
{—

ATERYO L= of

DTR/DSR &%
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DTR/DSR EIol &&= Al2lg ZE AMSE MEWMAM TCP A& AHE ML 2 &l
S HMOZE OSA0IE ot Ol AUSLICH DTRS MI| & E(write-only) &
DSRE= 2J|IX &(read-only) &3 AlSLIC

DTR £ SX2 U3 M o &4l = otLte Aoz 4338 £ USLILH always high(&!
& =8), always low(&tdt &S) L& high when open(Z & [ =5). DTR S&0| high when
open CF H8E Z2,DTR & 724 &H= TCP H&0| A& Z=R0U high2 =& LIC
DSR 28 S&2 U8 F M s& = otz 83E = JUSLICH None(88) L& allow
TCP connection only by high(=Z [H08+ TCP %Z 5/&). DSR &8 SZO0| allow TCP
connection only by high 2 30| ¥ DSR &SIt HYSAHUNAN =2 AHZ HSE O
TCPIOI HZAELICH & DSR AlSJt =2 AHLMOH, A3 SAEZLH TCP HZE S &l
E05td UDPZ OIOIHE &5LULICH DSR
TCP H&0l EH&ELICH STS Seriestil HZ
Series?| TCP H&S MUHE = ASLICH

ch, 24 oiEd0ld 250 M= DSR 238 S& & AE0 Az

L

2 HotE A SAEN e 2Z0l B2AHXIA &

£Q
=)
O
(%)
Py
>
&
S
g
B

&l
DTR/DSR S HiFes 20| 243 QoUs AEHUAE 201X LSLICH

e 2XZK(Inter-character) Et 0L
Ol m2l0lEE ¢a&=E Al2lY GI0IEE TCP/UDP H2I22 UsI| A AFSELICH STS
ANelZes Al2lg HOIEHSE &S W, X2 EtYO0IR 29l Al2tSoH A& HO0IEHS JILHE
LICE. O AI2b OOl GIOIEIDE SE0QX %S CIOIEI SZ2E 2422 2t35t1, stutel
TCP/UDP IH3l22 S[OAM MSELICH 2t 22 EF0r01A&Sl Al2E Xt 8101 Alelg O
OIE1Jt 1024 bytesOl & HIZSI™H 1024bytesE otLES| TH3I2Z TCP/UDPZ & &GHAH &LICH
ZA2F EFotR0l ‘022 HdFEH STS Alel== U8 HI0IHE JItelXgn Jtss #el
tIOIEiE &&EHLICH
ZI& 2R2E EBHY0tRE AAES XY HE2AHOIEN Wtk et LICH atRIgH FAst NEE A
SET UM S Lol MEAIZEECh= H0F ELICH HE &Y Al2lg ZED 1200 bps,
8 OIOIH HIE, 1 A8 HIE % IH2IEl 8i8(no parity)22 SAHE/US H P, otLiS X
MEotedol 228t A bite] &£ 10bit0l1) BtLIS 2XE &&ote HIH 228k Al
0 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 msLICt MetA AIR 2 EtY
8.3ms=2Ct 3N &FoHoF SLICH 8.3ms0IotZ EXS, 092 SFS 24 20| &S

S22t B0t Heis 22 dx(ms)2 LI

5
i
i
o
Y
m
[¢]
o 2
O H oy
O oW o W

4210 . 28 74
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STS AlelZzE Al2lg ZEZ ANEF 2 HEES XFELICH AMEXDL Alelg ZE0 282 &
2ot ¢ Mols 28 <4 HIOIXIoA DCD S&1 29 init-stringS 4 5t00F2H & LICH STS

nl
ANelzs SAE 2B TCP 252 £33 HUS R0 28 A2 NFELICH

o 28 EH3HHIEHS
STS Al2lx2 Alelg ZEN =ZEsS XE ¢gzdg & AFZELICH STS Al

o
— g s
DTR/DSR/DCD &lSE Z2E0 HZ 0 UAs X222 JHEGHD MO ELICH

[
rr

o ! jnit-string
ANEXt=E Modem init-string Tet0IEHHIM 28 I3 Y& 0 (initialization string)2 X412
2ol X=UHM &3 &= JUSLICLH Enable/Disable modem It2tOIEHE &4 (Enabled)2 &
EJl 28 252 HdFIUS Mol= STS Alel== DTR &I3It &2
FALE Al2IE ZE A0l 2=E Oiet0lgor 8Hd & motch 2

2 o]}
TIlat BHUHE oY Alelg ZEZ SYLICH

0> 0x O

0

DCD s&0| =2 &t LMot TCP HZ o E(Allow TCP connection only by HIGHyY 22 &

M, STS Al2I== Alelg ZES DCD &HII =2 MEHLIHHE A SAEZRHY

HAZ AASELICH AL Al2lg ZEE C0|gol 2E D E(dial-in modem mode)Z2F At
&

[wm]
ot & Mol |88 JIsgLUCCh 0f B0 0101 HZ2&E ZE0l UCH STS Alelx=

TCPE HZ S 51E6tA &L

o XS oM 28 o
s oHil 2Y HZ0l Enable2 ZFLH 2E TCP HZ0| EXS M STS Alelx=s 2
HZ2 EsUb. IS il 28 HZ0| DisableZ £&&EH ZE TCP HZ0| 0T
STS Alelz= 2 HZS EX YSLIGH 0 JIs2 £F0 42101 28 HZ0l BOHAH
AN &g A0l FoACE XS F2otHAI2. =, 0l S82 STS AMelZE 0/&0t0 2
E TCP ¢Z0| €328 Il REQ HEs B2 = ASLT

ArBotedd, S ZE0 dial out SEHE 2L FIHA Alel€ ZEO0

Z Xt dial-out Jls
2 2] H20 AMEX= DCD S AEE Nonel= & HFoHOFCH

=
=
clzEE DEl & 4+ A0

ol
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al po onfiguratio Port # ---Move to ———:I

Enable/Disable this port
Part title

Spply all ports sethngs
Host mode configuration
Remote host configuration
FPort IR filtering
Cryptography canfiguration
Fitter application

Serial port parameters
Modem configuration

Enable/Disable modem | IDisabIe vl

Modem init-string |aleis0=2
DCD behavior |MONE =]
Automatic release modem connection | Disahle =
Save to flash Save &apply | Cancel |
Port logging

Part event handling

38 416 28 74

4.211. £ E Z 2 (Port Logging)

[> H

22 JIs2 MEGIH AMelg ZESE SoiAd 2UW& O0IH= MEMORY, ATA/IDE & Cl
JtE, SYSLOG MBI = NFS MtHel &= X S0l NEFELICH

M
o

ZE 22 #d3HH & 43 Enable/disable)
O metbifHE ZE 229 2435 L= dHZ2dsE FAFLUO. =) €32 [Hads

(disabled)] & LIC}.

Port log storage location

EZE 27 HOIE= STS Alel=WS HI2el, ATAIDE & CA3 IE(PCMCIA =& UHE),
NFS Mol &= /X £= SYSLOG MU0 MEE = JASLICL WS HIZ2lE MEHA
ZE Z7 HOoIHE M&Eocte Z=R0l= STS Al2l=JF HE Mol 0o ZE 21 OHI0IHE &
ZELICH Al2lg ZE 27 HOoIHE 2X6ted® HE fXE ATAIDE 1F ClA3 JtE,
SYSLOG AMH H£= NFS MHZE HAAXL. O/ otcd™ ASXOF AEN Y HME
T AoioF &LICH Ol OHAMIOt BEGHH AEEX $2H AIEX= IHHIOIANHNA ME RIXE
HEdg o SIS LICH

XE 27 HHS 3JI

Ol Iet0leH=E 208 ZE 21 O0IHS ZUHES FFLICH R HIZelE AS6HA 2
7] HOIEHE M&EE il= ZE HIHS &AM =Dt 3200 KbytesE ©S = ASLICH(Z Al
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clg ZES 2= XE HIHES 2712 &0| 3200 Kbytes 0I5t04 0F2H EFLICEH) =01 £ &t

2 4 KbytesI LIC}.

ATA/IDE D& ClA3 JtEE AI2oilAM 21 CIOIEHE MEE I Z2E B 20 Idles o

g JtEQ S0l Met etd8Uth

NFS MHE AEdAM 21 HOIEHE MEE Mil= ZE HHA 20 2J1= MEDX %S5
LICH AFEXIL oile ZE 22 AMAE0H X=0A NFS MHE 2&aH0F &LICH
SYSLOG NHE AMEScHA 21 COIEHE NEE M= AL ZE 27 HHe 3AJE

£3g = glsUth

Serial port configuration - 1 : port # #1

Enahble/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port logging IEnabIe vl
Port log storage location IMemory vl

- Moveto --—- ¥|

Port log buffer size (KB, 400 max.) : |4DE|

Save to flash I Save & apply | Cancel |

Port log

Clearl Flefreshl

Port event handling

_1&! 4-17 Port logging configuration

4.2.12. Port event handling configurations

STS A2lZ2= ALERIF ZE QIHE

AN CIOIEHE ZLIEHEHLE lolEl

email/SNMP & & (notification) L=

A HHS ECINHE 2 Alelg ZE
=

HXIE SoilM CI0IEE Z2UEESH L A

2
00 min
o
4
0z
1o
o
%
x

r
ot

LT
woIm
0 o
n (=
W im 4
X

3’9 3
Ll

[Pl
0
10

64

s

Hel
Im
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e
Y
m

é_
o o0 e
il

c
o

ol
L
x
=

o
fwl

£l
wn
o
4

0 0x

4
W
N

4 0y Mo

n

I Alele Xl
HzZ ArEXe
2 N8 22U
ALS XL A

AS Mol 22 &

=)
o
[

o
e
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Im

paa
Ll

m iR
o
=
u
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XNE &HE Zel/Ho & = AA SHSLICH E£8F STS Al2l=2 oY Al2lg EXI2tel Az AEl
Jeln STS Al2l22 f13 SAES TCP HZ AEHE ZE JIKE AISHL 22 LYoz
Zelotl 2LIHE g = ASLICH
21210l OIHIEN et SgE 2380l 42 = USLCH WII0MAM BHE(reaction)2 email &5,
SNMP E8 &, 38 ML L= RE BISE29 80l € = USLICH
e IIE QIHIE SsH
ANBXIL ZE 0/HE HEE JlsS 0180t Y, ZE 0/HE #S52/S & & Sk(enable)d O
ELICH 0lX2 22Y m2t0lEolJl & Ol J1s0l Hl&4d3k(disable)d ™ oY STS Alcl
AEE OIHIEN 28t & HME L= Gt RSLICH
o 2UE ZHA(Notification interval)
STS Al2l=x&= &2 2tHOIC 28 emall £= SNMP Egg SBHLICH IIRFSot ¢AE o
OCH email £= SNMP E&s 22U =9, BEohH 2 email2t SNMP E0| 24
Jts €01 A2B =, STS AlelEZs 28 2A2 Al2se OIMEES 20tA, 8B LASLI
Ch. Ol HI2IDIES 2i0l S =X AlAE XS 0| M ELUCh A XD 8o Y
= e JIE 2 3s 200 AIAE T2 AIES Fas & & Asutt
e Email 2&(Email notification)
STS Al2lZ9 Email 28 Jls2 43 F= HIZ243 ols JIsLICH STS Al2lX Email
2es 24 M 022 SMTP M HUHA &E SMTP MHE ALSELICH. SMTP AH
=6 48D X ZAAUL HIZ-s D JATE Emaill Jls SAl HI24dst FLUICH
SMTP MB 24 & XtHIE &892 34 SMTP 2 EXGHNAIR
e Email NS
Ol Iet0lE= AMAE FOE INKEDL X ZAS W STS Al2l=0 2AhA ELHE Email
M= £&&gLICH
o =AIX2 Email =4
Ol Metlle= At ZolE JIKED EXEAS M &8 NS 22 =8NS £FELIH
e SNMP &8
Ol mtet0le &= STS Alel=2l SNMP 28 JisE 43 £= HIg435 &Lt
e SNMP EZZ2 NS

Ol met0lEH=E AtE ZoE IIFEI EXNLUS

gol M=ss £¥EULL

= = o
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SNMP E& £=41J| IP(SNMP trap receiver IP)

ol

2H
=

oietolels AY EoE IS0t 88X "AS I SNMP E8 2

sa0l9 P FAE &

e LIt

Serial port configuration - 1 : Port title #1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuratio
Port IP filtering

mn

Cryptography configuration

Filter application
Serial port parameters
Modem configuration
Port logging

Port event handling

Port event handling :

Motification interval (30-3600 sec)

Ermail notification :
Title of Email :

Recipient's Email address :

SMMP notification :
Title of SNMP trap :
SHMP trap receiver IP
SHMP trap community
SHMP trap version :

[Status event edit]

IEnabIe vl

=4I5t= SNMP E

ulo

50

IEnabIe vl

|F'Dr1 event notification mail

IDisabIe vl

|admin@my-c0mpany.cum

|F'Dr1 event notification SNMP trap

. |192.158.l4.l

: Jpublic

IV] vl

Status event Ernail Mati.
Device connection = =
Device disconnection = =
TCP connection ¥ =
TCP disconnection v =
Save to flash Save & apply | Cancel |
Check  Key word # Key word Reaction
r 1 test Email/
[Keywaord list edit]
Action an key word & add O Edit  © Remaove
keywiord string Ernail Moti.
I =
Save to flash | Save & apply | Cancel |

SMMP trap Moti. Port command Port command string

r

a0 7

JSCommand

SMMP trap Moti. Port command Port command string

~

—
——
——
——

Port command string

reboot

S

J& 4-18 ZE 0/HE
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SNMP E& HSILIEI(SNMP trap community)
Ol M2t0IBE ALE HolE IIASIH EX =

£ ZFEUIh

o

H SNMP E& OIAIXIO Z&&E HFLIE

SNMP E& H &(SNMP trap version)
Ol met0lEH= AME FOE IIRED EXl &

0
o

i 2LHE SNMP E&o &S LFeLl

X A L= 2l OHENA FHoioF & 4 S M3 HASE MIALICH

foi
|>
Im
HU
Hr
m
_|
(@]
o
e
Y
A

£ =29 OMENA FHOF B P SHY HI HAS

IR} E € (Keyword string)

HEGOKN ot JIRERZ 0l HOE MEE = USLICH

AP XL dEIE JIRERZ Email 28 HSS 243 L= H2dst

ot
4+
50
o
-
[

SNMP E& 2'&(SNMP trap notification)

ALEXL HdEE JIFIEZ SNMP E 28 ASS 2435 L= Hgdst g = AsLIth

Port &

AEXIL HEE JIER ZE HH HNss 43 L= LS & = JASLILCH
Port 2 & 0{(Port command string)

STS Al2lz= AME HoE JI|EI 88X =HUAS W Al

1L
S N2ELCLL ASX= 0 Him0A Alelg2 ZEZ 2UHE 34
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43. 2 XE &3

2 AMelg EZEIJ RAGHHLE SLaH =EE
configuration &EHOIA &AFE S MHE ZE

SEC0l YN U2 PE Al2IY TEN MU

=

-

“all port configuration” Itct0|E = Otehel O&E2E LUHON &

1. Port enable/disable

Port title

Host mode

Remote host configuration

Port IP filtering

R

Emulation mode)
7. Filter application

8. Serial port parameters

= &%, 0l JIss 0I=3dtH =ELICH Al port
O “apply all port setting” S&0| disableZ2

USLICH

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging
11. Port event handling

Serial port configuration - All ports : Port title

Enable /Disable this port
Enable/Disable this port :

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

|Enab|e vI

--- Move to --- |
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03

Deleted: Among those groups, the
port logging and the remote host
access control is valid and visible only
if the host mode of the serial port is
configured as a console server
mode just same as the individual

serial port configuration.q[




Port enable/disable
Ol Itet0lHE ZEQ Jls AIS0HERE S3E LIt

Port title
Ol U2t0IEDt S8 o2 d3e ER, 2 Alelg ZEN s ZE Eolg2 1 ¢
O, LE EOIE0l “my server’2 &&= &<,

o = 0
EIOIEE “my server#1’2 H &L 1) HLE#29 ZE EIOIES “my server#2”

(u]

0

SAE RCJHTCP &= UDP 252 H8&He=E &R, 2 Alelg ZEE= SDl(listening) ZE
C

(listening port number + serial port number - 1)

2t A2l ZEQ [HE Iet0IHE2 “all port configuration”?t 22 value seteE A& & LI

Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
A OEE2 Het0leE <o, “all port configuration” 2| values set2 2 E Al2lZ ZEWA

St £3ELIC
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5.PC Jtt &3

STS AlelZE J1s2 R4 & 42 fol PC ot X2 M3std UsSULCL OS 49tX
S &9 PC 2t=0t XI2E LI

- LAN 3tE

- 24 LAN Jt=

- 28 3e

- ATAJ/IDE fixed disk card

T OE UERZA HZ=2 Soll STS AlelX0l
clg ZE 27 HOIHE MEE
el ZE 8lol STS Al2l =0

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | i) e SER R E
Save to flash | Save & apply I Cancel |

g 5-1 =J] PC FtE && U+ 3%

PC 2tE &R Aot Qo AL 8Xte U882 SHE &aioF &LICH

Step 1. PC 9IS =Z0l PC JIEE & &LICL

Step 2. Select PC IS &% B0 L Discoveranewecard | = wevaric,

Step 3. STS AlelZz= JIEE HMGHI| 2ol 241 S Zd0l(plug & play) JIsS AMEE
2010, &3 0w 2HH LIEtY LG AIZ2Xe 8l IIEE SEAIIII| st
IMet0IHE 8&8E 5 USLICH

Step 4. Save the configuration settings by selecting Ml S HE5IH &3 MEE
MEELICH

Step 5. 02| [Apply changes]E &Ei6t0 MZ22 32 HEAMZLUCLCL

STS Al2IZDt PC JIEE ZAGH=0l &MotH, T8 2F HAIXIOE LIEFELICEH
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T8 52 =0l
STS AIRIZJt XI®5t= PC ItEQ 2IAEES
SHAIAI Q.

&I ofe ALK

B2 JStANYH £= B. /&L & PC JIEE EX

PC 3tEQ =2 YFAHU HMBUAM MASHAH, AISX= S
Step 1. [(Ban- show the actual button) Stop card service]E & &4}
Step 2. [Save to flash]E S EGIH HAE &3 HES MEGHYA
Step 3. HI=0lA [Apply changes]E SEiGHH HZE WHEES HSAIIYA.
Step 4. PC IS =X 0AM PC tEE WM SHAAIR.

EXE HHOF EUTH

FO: 2t 22 BXE HXX @210 &XR0A PC H=S MAHGHH AIAHE 2&FS2l Q0| 2
= ASLICH

51. & JIE &£&F

LAN JIEE PC JtE ==X0l £XIctE STS Alel2= 2942 UWERID B HolAt IP =4S

=otH ELICH OIM, IP =A== BtEAl KRS8 XS XZ0F &LICH

PC card configuration

Currently configured PC card

Card type : Metwork Card
Linksys EtherFast 10/100 Integrated PC Card

Maodel (PCM100) Wer 1.0

MNetwork configuration

IP mode : IDHCF‘ vI

IP address : |152.168.1.254
Subnet mask : |255. 255, 265.0
Default gateway : |192.158.l.l
Primary DMNS : 168.126.63.1
Secondary DMS @ 168.126.63.2
FPPoE user name : |whoever
PPPOE passwaord : |********
Confirm PPPoE password : |********

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel'

& 5-3PCLAN 7tE &F
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MNEX= BIEAl PC & JIEE HFe M PC & JIEE HEGtD primary & secondary DNS
MNHE £Folior Ut 2= O #32 HUAsS=2 M@ 31 IP £F0] XtMdl £FE0
AUSLICH

STS AlelZJt XI&dte & PC Jt= clAEE Ea¥H £5 B STS Alc/Z2JF X&dts PC

IIEE HAGHY

>
to

a4

5.2. 24 LAN Jt&E &3

LAN JIEE PC JtE ==X0l £XIctE STS AlelZ= 2942 UWERID e HolAt IP =4S

=otH ELICH OlM, IP =A== BtEAl KRS8 XS XZOF &LICH

PC card configuration

Currently configured PC card

Card type Wireless Metwork Card
Model : Cisco Systems 350 Series Wireless LAN Adapter

Metwork configuration

IP mode @ |DHCF' vl

IP address ; |192.168.1.254
Subnet mask |255.255.255.D
Default gateway |192.158.l.l
Primary DMNS ; 168.126.63.1
Secondary DMS ; 168.126.63.2
PPPOE user name : |whoever
PPPOE password @ |***””*
Confirm PPPOE password |********

wWireless network card configuration

SSID

Use WEP key : IDisabIed vl
WEP mode |Encrypt vI
WEP key length @ IdD hits vI

WEP key string :

PC card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel I

& 54 24 LAN JIE £F

-

A= BtEAI PC & JIEE H4EE M R4 &

2 tEE HEIGHD primary 2 secondary DNS
MHE &SFoior &L ZE 2 &3 oAl &
=

1P EZ0) RMG 2EE

x
w
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STS Alel=2= 2& LAN HEE <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent
Privacy) 9| Jls2 KXIR&LICL. AHSXt= AP (Access Point)E XI&E5J| fIdi SSIDE A3 &
UA2B E£&h, encypted £= shared2 WEP SEE 3 £ JUSLICH WEP 3| 20l BEA
40 £= 128 bit 0{0F & LICE 40-bit WEP J|01H, AMEX= Ze2lA SE()0l = 58 168 =
IE NEE LEoi0F &LICH 128-bit WEP J(0|H, 224 2E2(:)01 = 13042 16&lx D&

»

28-bit WEP 71 S8E ALEdt)| Qo ALEXE OGS 20

13742 168 =

]

2E JIEE ASEH2ZM 2AEE Y0 HZot=s Al2lg ZE 01 AISXIL 2220 82
JIsELICH R ES 56 Kbps datd 2@ & st 28 =D XN ELICH STS Al2lEDt
Aot PC 2tE =

£ PC FIEE EXotdAI2,

PC card configuration

Currently configured PC card

Card type : Serial Modern Card Serial Modem Card
Model PCMCIA CARD S6KFaxModermn FMSEC-MFS 5,41
PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel |

_1& 5-5 PC serial modem 7t &&

5.4. ATA/IDE Fixed Disk Card Configuration

215 MEGH| 2 PC ATA/IDE fixed disk cardE AtE3t=0l

MERHE AlAE 2 Al2lg ZE
g ot BLICL STS Al2lXs ™A MNE 3J &

g
Z2es dX OOole 37
CIAZ0A ALE Jisdt OA3 322 X

Delete

AEXt= £ ME50 SO RE MYS AMY 4 UsUCL Asxs o] g
HEHGI JtEE ZEWE = JSLICE STS Alelz= CA3 IHES EXT2 ¥ VFAT It
ANAES XI2ELIC

73

Deleted: For the supported wireless
LAN PC card list, please refer to
Appendix B.PC Card supported by
VTS.q

Deleted: but PC card listed in
Appendix B will be recommended for

the correct operation.




A= STS AlelZ=2| AlAE &F

o

(=}

=28 4+ ASLICH

PC card configuration

Currently configured PC card

Card type : ATAJIDE Fixed Disk Card
Model ; TOSHIBA THHCFOG4HMBA
Size ! 64 MB

File system ; ext2

ATADE Fixed Disk Card configuration

export & import 2 ZM, STS A2l &3 Tt

Total data size to be used (0~64 MB) ; |54
Delete all files in ATA/IDE Fixed Disk Card : Dalats
Format ATAFIDE Fixed Disk Card :

PC card service

Discaver

al
=

18 5-6 PC ATA/IDE fixed disk card & &
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6. AIAE

e

c

STS Al2l== &8 ClASd0l 3t
SOF0 22lE I AFSELILCH AIAYE AEf O
STS AlelZ=2 UERZ #& S0l JUsu. £
XE=
ABRt= STS Al2lZ=2 HI 0I§,
UsLITH £ AAEX= &

HANE fdoIEE =& USLICL

6.1. AIAE] &EH

(Status Display Screen)S Soli AlAE

8 &EHQt 21 dIOIEHE
[OIElE 2 0I5, Alelg 85, B0 Ha £

St STS Al2l== system logging JlsS Solf

i

FF Q0N emaill2 271 CIOIHE AUs22 HEGHH €32 &= ASLICH
gmet A2t 2F

eI HOolAs, dH 25

, ECtAl JIE22E MIFE =&
& Al2IE ZEE ALEotW STS A2l

System status

System information

Device name |

Serial Mo. |

Fi Rey,

M&C address !
Currenttime

System logging &

Send system log by email |
PC card type:

PC card model ;

1P infarmation

IP mode !

IP expiration ;

IP address !
Subnetmask :

Gateway !
Receive/Transmit errors |
Primary DMNS 1

Secondary DMS |

STS400_Device
STS400-060500005
y1.4.1
00-01-95-04-00-01
06/09/2006 12,4505
Enabled

Disabled

NOMNE

MOME

STATIC

M
102,168.4.18
255.255.0.0
192,168.1.1
M
162,126,621
168.126,63.2

g 6-1 AlAE &E O/~

6.2. AIAE 271 £F

STS Alel=&= system logging Jlsit AlAE
system logging L ZAHIA
28 M&Eo6t=
e System log storage location

ANAE 20= STS Alel= UR mi2el, PC

NFS AHS &X XI& L= SYSLOG AHO

75

£ enable == disable AEHD} &

 —
—_ =
X X AIAE 20 HI 3JIE dHE = AsU

Zdol

AZXE

E1 &Ef HAl JIsg HM3ELIH
QU , A"

ot

In
m|>

20l &= ATA/IDE fixed disk card,
ANAE 27 OI0IEHE

Deleted: between the VTS internal
memory, PC ATA/IDE fixed disk card
or mounting point on NFS server or

SYSLOG server. |




HESt=0 W2 HIZelE AMEdte 32, 21 HO0IHE= STS Alel=JF H&E W AHELICH
AMAE 27 HOIHE 2&6tei®, M& fIXIE ATA/IDE fixed disk card, SYSLOG AMH &=
S AtHZ HEHGHOF &LICH O0IE +"otIl ol AISX= SM 229 HNE AtE6t)]
fIst Met0IEHES ZFoi0F &LICH OHAMOL E&20 25X $2 B2, MAEX= HEE=
WHE N& da2 &8¢ = 0cdy,
e System log buffer size
O Iet0leHeE 22E = /A= AMAY 21 JoIHY =S ZFELICH HIOIEHE MEG
Jl |loll e HZ2E AE86te 22, A28 22 A 2D|= 300 KbytesE =& = 8l
sUCL,
27 UOIeHE M&EBHI| < ATA/IDE fixed disk cardE At&6t= E2, 20 HIH 27| b
c =20 O ¢2EU ‘
27 OIOIHE MEoI| <o NFS MHE AEd6t= 22, 2l HHIH 2A0|l= S LICH
MEXtE NFS NHE HEGIH AAE 27 JIs0] HEE &g 2= JAESE ook Ut
27 OOoIHE MZEGHI fch SYSLOG MH ZIE At&dte 22, MEX= HIH 3AJIE
A8g ZLIt s
STS Aelxze= Z&E&X 22 23 MAIXI Ji==Jt 0lel XIF& =X0l o0l2% 21 OIoIHE
sz BUEE 238 = USBLICL AER= ail2 NS5 e MtOIHE BIEA
A Zol0oF &LICH Ol Het0IE M= emaile d&ot=0 228 21 M=, =FQl email =& S0|
ZatE = JASsUCH 08 622 43 L AMAEH 20 2I| 3tHE E0HSLICH
System logging @ IEnabIed vl
System log storage location @ IMemory vl
System log buffer size (KB, 300 max.) : |£1
Send system log by Email : IDisabIed vl
Mumber of log messages to send a mail (1- |5
1007 :
System log recipient's mail address : |admin@y0urcompany.com
Save to flash Save & apply | Cancell
System log :
07-23-2003 11:258:21 = Boot up System Start ;I
07-23-2003 11:25:21 > Start with Static IP by 192,165.14.7
07-23-2003 11:28:21 = Start with PPPOE by 192.168.14.7
[ |
Clearl Flefreshl

8 6-2 AlAE 20 43 2 27

76

Deleted: If the memory is used for
system log data storage, the log data
will be cleared when the power of the
VTS is off. To preserve the system
log data, configure the storage
location as ATA/IDE fixed disk card or
\ SYSLOG server or NFS server. To
\ specify the system log storage

\ location as one of ATA/IDE fixed disk
\ card, SYSLOG server or NFS server,
| the users need to configure the setup
| for the corresponding media in

| advance. Unless the media is

properly set up, the combo box of the

storage location will not show is as a

\| possible option.{

Deleted: When the system log
storage location is set to ATA/IDE
fixed disk card, the maximum size is
dependent on capacity of the card.
When the system log storage location
is set to NFS server, the maximum
size is not limited. The users should
configure the NFS server to make the
system logging properly work. When
the system log storage location is set
to SYSLOG server, the user cannot

set the size.




6.3. AIZX 202 2=

FHSl MBI 2SS og 5= ASLICH

>
0o
pau
rr
>
[>
oo
10
el
=
He
£l

Users logged on list

Username Terminal Login Date and Time From

root console Jul 23 11:27

8 6-3 AIEX 202 =22

-

HOE2 828 20sUH

ol

ALS X

L]

Users logged on list= AIAE0 2201 &t 2
User name(AFE Xt 0| 8)

Terminal type for the session (M &0l CHE EHOIE |RE)

Time connected (HZ & Al2h)

IP address of the remote host (22 SAEQ IP =4)

MEXtE SE0 LIEILIX ZSLICHL HTTPHTTPS Z2E282 Sl

s Soil =0t

M
(]
[
mr

o0
0z
e

Z&H= X2 OtLICh

6.4 ARAE HH

£ 20sUCL 8 AISH2 MAYREE HFokeld, 8
c []]

g8t = M HARSE =I5 <ol st O M

Change password

Current username : admin

Enter current pawwsord |

Enter new password : |

Canfirm new password |

Subrnit | Cancel |

T8 64 ARE &1
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6.5. Device Name Configuration

STS Al2l=2l ZZ|IE <ol XAMEeZ HHl 0182 48 £ JASUCH O 6-5= &Kl 018
SHHALICH AFZXDIF Device name=2 HASHH ™ STS Alel=2| hostname 0| H& LA

23

T/ CLI &2 ZEZE L5 OteHet 20l HEEl= hostname 22 A 0] ELICH
root@STS800 Device:~#

Device name

Device name | |SSBDD_Deuice

Save to flash Save & apply | Cancall

Jg 6-5 ¥x/ 018 £&

STS AlelZ=2| Device name £&&0| 2% ZXt= 31E0| T/ L2220 ALEXIE Device name

gl EX2 XIE6H =H STS AlelZ2 hostname 2 STS AlelZ2 IP =42 XIs22 XIEO0|

ELICt 8t Device name2 HelloDevice Manager?t 22 2tel T2 0N &Hl Agg ol
ANEELICH

6.6. AtEX}t 2t2l(user Administration) &8

STS Al2lz= ZE
S 22 2 &

=
2
Aelg ZE H28 &4

1Pl

S2Al A= Es XNFEUO. ZE 20 28 AE8Xt= 108 6-6  Af

APZ X 22l Hi=0lA 230 JOtsELICH AFSXH £F A1 oile AP XH0l CHE

i

Moz HdFY £+ USLICH MER 2SS AISB6H| fldid=s 2 =

2 TCP 2COIMY ®E0|
S EDSIAIDI BIRILICH)

m 0

HEO MEX 25 SE0I 243 =0l JA00F oA AL

UL (A S0l tHatAE 4.241TCP 222 AEXH

User administration

Uzar list

NO.,  UserID #1 #2 #3 #4

1 |sena_device | El O
Add user

UserlD ! IEr_‘t_Z_user [

Password | |.......... |

Canfirm |.......... |

Port: [ #1

#2 [O#3z [O#4 F\dﬂ-

[ Savetoflash | [ Save & apply J [CanceIJ

g 6-6 AFBAF &)
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6.7. €M H A2t £F

STS Al2lZz= &M WM L Al2F FEE Zel&LICH STS Al2l=2 Al 2 28 4F2 R
HX HMAN 2o SXEELCH O 6-73 20l AZXie S ER & Al2S HAEE £
AUSLICH

2l 2 AlIZE AF0= S OHK ZEO0l JASLICH ® HIlle NTPAHE ALES6H0 M 2 A2+
S8 |Aote AYLILL NTP JIs2 AMESIES £FotH, STS Al2lZ2= AlAEES HAIZE
MHOICH NTPAHOA EW L Al2E H2E JIASLUICL NTP MBS 0.0.0.02 &3F5tH, STS
ANelZ= CIZE NTP MHE MEELICE 0 B0 STS Al2lZ2= UHIERIIE SHA Y
HAEE0N A0 ELICH AZ2A= H=XZE0 Oet =2HM =F AIZHUTC: Universal Time

nx

Coordinated)t2| Al2t @ITAS SHOOF SLICH & M YEHS NTP MHE AIE6HA &1
et AtE =822 &FGt= AYLICH 0 Y-S AScHH UWE dXE 0I8306 et
AZ2E HEE |RE & USLICHL

L5 MEXIE AAES W 2 AIZES FEOHH ZFGH| RAMME  Al2HH(timezone)2t
UTC2tY Al2t 2EA HF0| 2R =& AsUT. MEXI ANHEIEE AMEECHH, MHEHY
AIZECH, UTC2tY Al QEAL AR D 2 AIZ2E, 32 W 2 A2 22 MHED 2§EE
488 HF3E ZRI JUSULCH 0lE Sl STS Alal et AIAE AIZS HSE =+
USLICH

Date and time
Use NTP ¢ IDisabIed vl

MNTP server (0.0.0.0 for Auto) |1 92.168.200.100
Date [mm/ddiyyyy] : |DI/DEI/2004
Time [hh:mm:ss] |1110912D
[Standard time]

Timezone jutc

Time offset from UTC (UTC + [x.x]hours) IU-U

[Daylight saving time]

Enable/Disable daylight saving time : IDisabIed vl

Daylight saving timezane : |

Time offset from UTC (UTC + [%.x]hours) @ |D.D

Start date [mm/dd] : |DI/DD

Start time [hh:mm:ss] |DD: 0000

End date [rmm/dd] : |DI/DD

End time [hh:mmess] |DDZDDZDD
Save to flash | Save & apply I Cancel |

& 6-7 Ehet A2t 74
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6.8. £4 el

MNEX= 8 4& ZFEE CF JtE, NFS AHl, ALSX E2H(user space) £= Z2Z HAl 22
X0 I 2 (Export) = A1, CF IS, NFS AMH, AIEX 82t L= 22 HANAM &3

28 S0H(mport) & £& FEZ oS == AUASLICHL

ANEXte E0H20|(Impor)E & M <IX HHO0A "Factory default"S SEiGIHLE STS Al2l=<)
S OHge & F6t JIe 8% AXE =d dH2dE =) Il £¥8 =57E £ USLICH
Jg 6-80IM AF &2l HE BoHSULC &3 FIEBEE BUDII(Export)dtHLE S0120I
(Import)otei® C+S mMetOIEHES HEGHH Z&6i0oF &LICH

&3 FY HUJ|(Configuration export)
2| Xl(Location) : £ LHJ|(Export)& < Xl.
2 S3HEncrypt) : Yes £= No.
o
=

S8 FY S0 2I|(Configuration import)

P Xl(Location) : S0{2J|(Import)& < Xl. Factory defaultsS €
S7g = ASLICH

&3 XS HE(Configuration selection) : T ZFS HAFFEZE S02I(Import)& XIS
2HELICH

2 S3HEncrypt) : Yes £= No. =0 2J|(Import)& < XIJt Factory default0|™ 0Ot Z&=2
=X 4&LICh

ot M (File selection) : CF Jt&=, NFS AW, 12l AMEXN 328 52 HdEE AXIUHA
AS3 SEE UFGle BUDI(Export)E MYl S22 B0HELICH

22 (Local) : XDl 22 HaY O 22 HANA 2UII(Export)= TS
SLICH

ol

e =J Jl2 282

=

o

rr
njo
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Configuration management

Configuration export

Location : © CFcard ¢ NFS server © User space(/usr2) © Local machine
Encrypt : I\"es vl
File name : | |-SVSCI'H

Export |

Configuration import

Location : © cFcard 7 NFS server € User space(fusr2) € Local machine

 Factory default
Configuration selection :

[ select all
T system configuration { T Including IP configuration )
™ serial port configuration

Encrypt @ |\"es vl
File selection : [----- Select file ----- 7l Local ZIOHE ... |

Import |

18 6-8 £& &2

H E¥F38E BUDI(Export)otedi® Ot EXS WELICH
1. BUDI(Export)& SIXIE &EELICH
[e)

SUII(Export)e 8FFEZE SUH2|(Import)otedi™ O EXE OSLICH

1. SWH2J|(Import)& RAXIE SSASLIC

2. EH2I|(Import)& EHHEE HEELIC

3. 433 S8 JEHELUL

4. S0 2J[(Import) RAXIDJt 22 HAIST OtLIL] Factory default™ OftL|2t™H Il
2IAE StANA S0 20(Import)& Y S HESHLICH

5. S0 2JI(Import) %
S0{2J|(Import)& WS HENSILICE
6. [Import] HES Z&&tLICH

XJt 2Z HaloletH HOt2I|(browse) HES 2 6tH
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AN fddiol=

A0 gdd0lE=E Al2lg 2%, 33 22 = 3 2HHOoIAZE Sdoi JtsELICh =4l
A 1e0lE= http://www.sena.com/support/downloads/ Sena ZAIOIEWA 0IEE &= JUSLITCH

Jg 6-92 " g0d0IE & 2HHOAE E0SLILL

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes maximum

| b7,

Upgrade | Fleset'

ol gag0/=
Sd0IESAS Tsel EXE [MELICH

1Y
0]
Om
ob

BAAE
J:LO \:lj|

=5 1ol Zlal B0 HlOILI2IS MEELIC
Mdeg gEoz

w b~

A O0IEE Otal & HIAEZS HE

Ql
9
4
&
x
z
>
o
=
=
>
¥
o
»Y
10
[
o

BA0E a0l O 24
EHOlg

2= L= Al ?Iof M= TELENT/SSH E£=

2]
=
88 d& Z2EES K2AHO0re

olEciold T2 0|

rl ot SLICH #fI0 gadols
Slle 0lde SZ3LF¥2 IP £8 €8S Moty =J| Jl2 €822 2AE AJ2Lth

0

EHAINE Ld0IE o)l RdiM=E TS

Z&l BRANE FELICH

EXE HSLIC

2 252 01&0HH
1.

2. TELENT/SSH L= Alglg 2 ZEE MSB6t0 HOIEY HSdolE Z203=2
HZELICH
(N2l2 2z HZEES 0/8% ZS AL5 2 2222, Tenet L= SSHE
AFEBIIIE AEELICEH)
3. 02 6901 20ols UMY BN LIH0IS HES SSLICH
4. 22101 XAABIS 2D 02 61001 20l= AMY z2Y D2EZS AR50
B0l Hiolel mYS M&ELIC

5. gd0IEot Z2UH #HA
6. BN Fd0IEE

>

tetS HZok)| ?lol AIAE0l HAIEE 2 LICH
IHGHH, STS Al2l=

[IJZ

= 18 6-11H™d

JLICH £8 STS Al2lZ2= M EAH HEsS |SXGHAH ELICH
Login : admin
Password : ****x*

Welcome to STS-800 configuration page

82

old BIAIRIE EAIEY

-~ | Comment [GHOSTRAN1]: & 20i|

uploadctl) T JAUM S2E=Z

gHalg et

SAl "G 0d0lE9t

- { Formatted: Bullets and Numbering ]




Current time: 07/23/2003 15:04:07 F/W REV.: v1.0.0
Serial No.: STS800438349-42944 MAC address: 00-01-95-04-19-5a
IP mode: Static IP IP address: 192.168.14.7
Select menu:
1. Network configuration
Serial port configuration
PC Card configuration
System administration
Save changes
Exit without saving
Exit and apply changes
Exit and reboot
<Enter> Refresh
-—=> 4

CO\]O‘\U'|J>(;JN

Select menu:
1. System status
System logging
Device name: STS800 Device
Date and time
Change password
User file upload
Reload factory default settings
. Reload factory default settings except IP settings
Firmware upgrade
<ESC> Back, <Enter> Refresh
-—=>9
Do you want to upgrade firmware? (y/n): y
Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X
**BO££000005b157

18 6-10 &2 L= Aclg £ ArEs o & 14/0/1=

\om\lmw»wl\)

‘& Com_1 - HyperTerminal _|E||5|
File Edit Wiew Call Transfer Help

[jlﬁ#l €§|£§| ﬁDlE}ljgil

7. Exit and apply changes
8. Exit and reboot
<Enter> Refresh

-—=> 4 i Send File T 2l
System administrat ... papownoadsSenatfimware 0 |~
Select menu: Filerarne:

% ) ggzggﬂ ?_E ;;iﬁ o ID D ownloadsSena\Fimmware 55800.mg

Device name: £

Date and time  Protocal:

Change passwor 0 =
User file uplo IZmodem with Crash Recovery J
Reload factory

Reload factory Send[: | Cloze | Cancel |

mw«:mu‘l..hw

Firmuare upgra
<ESE> Back. <Ente

Do you want to upgrade firmware? (y/n>: vy

Transfer firmware by zmodem using your terminal application.
To escape. press Ctrl+i.

**BBPPBBBBBShiS?

Connected 0:02:45 |uto detect 9600 8-h-1 [SCROLL  [CAPS [MUM  [Capture  [Print echo y

& 6-11Z2& (HyperTerminal) £ 0/&35t HI0/H 2] It &)
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-—->9

Do you want to upgrade firmware? (y/n): y

Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X

**BO££000005b157

**BO££000005b157

**BO££000005b157

**BO££000005b157

Firmware upgrade failed !

Now reboot ...

Jg 6-12 &R0 &I2/0/1E &I HAIX

6.10. IS XA Y HZ =01

AT E THelQl TS STS AlelX0l 2 += JASLICH ey MY H2E Jis2 2
Ol=0lAe XI2ASLICH M HI2E b g 6-130IA 20XX0l 2£ Uw2 “4 System

administration --> 6. User file upload”0{l €I XIoi USLICEH

ANEXIE 2& HESE AISolM STS AM2lZ0 ms 26| RdiMeE, BIEA 229 ME
DI=2&E32 X&dt= TELNET/SSH £ = HOIE OEd0ld T2 02 ArEai0F &LICH

2T EXles USW 20 25 HEE MM BANE S00I=E0= IE Y dl==&LICh

1. S2EE MAESX =
2. TELNET/SSH &= Alelg 2£ EEE AMEolM HOIE WdSdold Z2 0
HSELICH

(Al2lg 2z ZE

ol2g 22 &dsl 2 Z222, Telnet L= SSH

L]

AESHIIE 2EEU

-

£ gLICth
LY ZZ2EZS MEAHAM AIEX

g 6-130t 20| &3 HAIXNIE BEAE XYLICH
g 6-14 20l 0ldd HAIXIE ZAIE JLLICH

ASTH Y HREE A ASXN 2+ (Jusr2) LIAELIHAL JAEELICE STS Al2IZWHR2
M AIAE0 28 O 22 828 229,82 EdA IE/H 23 FXGHAID| HHELICH
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7. NAED S

STS Al2l= & CIHHOIAE AlA

xFX
=}

(u]

A

TCP ¥ UDP SH= TCP/IP Z2&ES

=1}
Xot0 STS Alel= HZelol MEE
L Al2le ZE SH = link layer, lo, eth 2 Al2lg ZE

=l

S

3HZ2

CIOIHE

o 442 JIE EF QAS0 et

HS&LC AMEXE

208t = ASLICH UE
E0il Ue AIZ SHE LIEtd
AE S

71. HESR A CIHHOIA(Network Interfaces) S|

HESZ
HERZ

CIEH Ol A

Network interfaces statistics

SH= STS Al2l=2| local loop back interface 2! lo &

=

CIEHIOIAQ! eth0 THEH JIE UWIERZD AHIOIA AFSS LEHELICH

stHE

Ct. IP, ICMP,
LIEF-ELICH

STS Al2l=2 Jl=

Interface lo etho
Feceive Bytes 520 7448861
Packets =] 8057
Errors u] u]
Drop u} u}
FIFD ] ]
Frame a a
Compressed u] u]
Multicast ] ]
Transrit Bytes G20 Faa7o4
Packets =] 3991
Errars a a
Drop u} u}
FIFD ] ]
Frame u} 330
Compressed u] u]
Multicast u] u]
g 71 LIERYF CIHEOIA &H
7.2. Nlcld ZE S

Aelg

EFHLICHL ( @ :On @ :Off)

EE SiH= 3242 Aelg EZEQ AIE

86

S,

Baud rate &% % 2t

rE

1o



Serial ports statistics

Port Baud Rate

38400
38400
38400
38400

ENENS S
oooo

38400
22400
38400
38400

W =~ o
oo oo

CTS DTR

]
w
A
[al
0

o ooo
COLe oo
0000 ©0O0OO
€000 ©0CC0O

C00e ©CC0O
COOL Veee

o ooo

7.3.1P S

IP SH StH2 IP Z2EZSS A

NEEs 242t

Forwarding :

IP forwarding0| enable £ = disable
DefaultTTL :

Jl& TTL(Time To Live)
InReceives :
= dolgO
InHdrErrors :

S 2FIF ACHD =4E
JIEH &% oA, TTL =1 §)
InAddrErrors :

A

A Al BN

L

GOl D&l 2~(

7-2 Alc/

nQ
|
Im
0>

@

AEHQIX 4=

Z2RE

X 2 4 (checksum), St X

&2
rr

o

4 FI JACD =41 OO =

ForwDatagrams :
Forwarding & OIOIEH{ &2 =

InUnknownProtos :
OIAIEX &1 E= X
Ol &2

InDiscard :
DTZ2EZS &9

& IP OIS

=

(o3
s

==

o
[

:

A
s

InDelivers :
HYE A folgase +

OutRequests :

Ja
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HEotEE QAE £ OOEHIH . Forwarding & OO == HM2AE.
OutDiscards :
SAE =2 Holed8e =~ HHEHS & o 20l 2RXNZ =40 XU ZJAXSH &
M= el= OoIeHde = 20/&. 0l == Forwarding & OOIHIO2Z 2t & gt
Ol2t 22 Yoo RAl JIEE 2tXSt= HOHIO™YS =5 ZEd.
OutNoRoutes :
destination IP =201 & &3]
2 HIl MEELICh

o
I
oin

20t ALK @2 OoleH18e =~ 0l Cole 1™

4o
re

ReasmTimeout :
diolef08 Lot
AZHO = &ohX &

ReasmReqds :

H&0l 228 ClOIe O =

ReasmOKs :

S3HZ THAE OOoIHIO# =

CExE =, UHX CIOIHO#S0l =xol0ict=s 51& Al 820t aie
=3

d2, toleage mol M=2.

ReasmFails :

Mg = = OOoHIO~Y =
FragOKs :

HZBH2Z fragmentation & OO =
FragFails :

fragmentation &IHE+ GIOIEH Q&S =
FragCreates :

MASE fragment 5=

IP statistics

Forwarding 2
DefaultTTL 64
InReceives 3208
InHdrErrars 0
InaddrErrors 0
ForwDatagrams u]
InUnknownProtos 0
InDiscard 0
InDelivars 4592
CutRequests 4073
OutDiscards 0
OutMoRoutes ]
ReasmTimeout 0
ReasmReqds 4954
ReasmOkKs 1667
ReasmFails 0
FragOKs 21
FragFails ]
FragCreates 118

8 7-3I1P S
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7.4.1ICMP 3|

ICMP S stHE ICMP Z2EZ22 AE SH BEE MIELICH

= S 2sUth

InMsgs, OutMsgs :
=4 £= dSE AKX =
InErrors, OutErrors :
=4 £= dSE AKX =
InDestUnreachs, OutDestUnreachs :
=4 L= dEE SHXO =20tk 28 HAIKS =
InTimeExcds, OutTimeExcds :
time-to-live(TTL)E =1tol= =4 = dESE HAIXS =

InParmProbs, OutParmProbs :

=4 = dEE OAIX S OIH0IE0 2F O L8 HAIXS +=

InSrcQuenchs, OutSrcQuenchs :

=4 L= MEE AA Quench OIAIXIS =
InRedirects, OutRedirects :

=4 £= ¥ S5 = Redirection HIAIXISl =
InEchos, OutEchos :

b £= 4E echo 2F2Q =+
NEchoReps, OutEchoReps :

Sbl = 4E echo EE9 =
InTimestamps, OutTimestamps :

=8 £= AEE time-stamp RE2 &
InTimestampReps, OutTimestampReps :

=4 £= MEE time-stamp SE 2
InAddrMasks, OutAddrMasks :

=4 L= dEE =4 0tATY =+
InAddrMaskReps, OutAddrMaskReps :

=4 = dEE F4 0tA3 SEY +

=
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ICMP statistics

InM=gs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddriMasks
InaddrMaskReps
CutMsgs
OutErrars
outDestUnreachs
OutTimeEsxcds
OutParmProbs
OutSrcQuenchs
OutRedirects
QutEchos
OutEchioReps
QutTimestamps
OutTimestampReps
outaddriasks
OutaddrMaskReps

OO0 00000000 4040000000000 4048

Jg 7-4ICMP &7

7.5.TCP 3

(u]

TCP S 3tH2 TCP Z2EZ2| ME S 2E MIELUICH 2 Tetolee 2

bl

RtoAlgorithm :
A& Z9Q! retransmission time-out (RTO) 2 1e2l&. MES dneld2 U382 &4 =
JHE.
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 25 B

2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other

RtoMin :

|2 RTO g8t (ms).

b
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RtoMax :

Z/H RTO &t (ms)
MaxConn :

ZI0 A2 ME =

ActiveOpens :

SSHol RO 4. SSHO pES ZoH0IMEY YL

PassiveOpens :

A
£SHol oo

1
4
O
Jd
i)

ol AA2 MO &=22.
AttemptFails :

AIHE A& AMSOl et =
EstabResets :

MEHCZ dEgE Ao
CurrEstab :

Sl d8E H&E =
InSegs :

4=l segment 4=
OutSegs :

HEE segment ==, MESE segment= & X LS.
RetransSegs :

MHESE MIOHE =
RetransSegs :

MESE MIOHE S 2F 9] M=
OutRsts :

Reset 20t 83T MEE NMIAHES =

TCP statistics

Rtoalgorithm
REaMin
RtoMax
MaxConn
ActiveQpens
Passivelpens
AttemptFails
EstabResets
CurrEstab
InSegs 1051
CutSegs 1486
RetransSegs u]
InErrs ]
OutRsts 5

Mmoo oo oo oo

Jg 7-5TCP &7
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7.6. UDP 33

UDP Sl 32 UDP ZZ2EE2S AI8ot=s 2! = HA0 2
cHoll 2 metoleel dol & 40| Lhet AUSLIC
InDatagrams :

=AIE Holgage =
NoPorts :

NEE EEJ RE0tAl &0t HIlI M2& =4 COoIHI&S
InErrors :

AAl

=4E 27 OO =

OutDatagrams :
HdSE dolgHOge =

UDP statistics

LICt OF

A
s

InDatagrams 3859
MoPorts 4
InErrars ]
CutDatagrams 3863

& 7-6 UDP &7/
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8. CLI 2tLHA

8.1. N8

root L= System admin 2 A|AHE £ £

Linux 2£ HMHE2tel QI HOIA(CLYY &=
Linux
A HO| scriptg &
STS AlelZ&= U

ScHAl HZel0A H/s =

HHY 2 Sot0d STS AlelXx AEHE ZAlGHL,
E AWGIH A SAEQ STS Al2IX AIOIOIA IS
2= UEZE fusr2 0l 102

=]
=
SELICH AHEX SZH0IA, AFSXt= X0 HIZ e
a

A7 B2

[

rr

Telnet/SSH

=2

=2 Sof

gt shell scriptE A& = JASH, ZAdst T2

YE A¥E =& /JUSLILCL

root LS XlE AlAE 24 = Telnet/SSH Z2I0|HEE AIE6H0 CLI Ol B8 & UASLITH
System admin2 CLI0 &% & % &L 28 23 Hiwl &8 sSoHAY 858 4+ AsU
Ch.,
8.2. EciAl 24
STS Alel= UWE ZEdHAl= oteiel E2b 20l RHELIC AIZX= Mtdblock5 0l XS
=g &= U=, Ol usr2 off DI2EDN USLICH MEBXb= flete, /var & ftemp TIHL 0
H2g = JASLILCL HRES = 0lg MYl ©=dl 82ots A& STS AMel=ol Z&¢s =X
SSLICH e, v AFERDF IS0l 822 6t1) saveconf YHS AMSHLIH, 48 O
HIDO R SciAl OIZ2e 222 NI, HREsHH 0l WE0 HZ&I ELICH [TetA,
S EOHAl 2AH HASH STS Alel= I SHIE SHGHA ZS += USLICH 2o L, STS
Ael=Jt 236tk 22 =& UASLUICH

Block Type Mount point Size (KB)

Mtdblock0 Bootloader None 128

Mtdblock1 Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) /etc, Ivar, /tmp 64

Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (R/W) Jusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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Deleted: system administrator users
to access the CLI, corresponding
system administrators should be

configured beforehand to use CLI.




8.3. XIR T = Linux SE2|E|

8.3.1. Shell £ shell utilities:

sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

8.3.2. File & disk utils:
ls, cp, mv, rm, mkdir, rmdir, 1ln, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

8.3.3. AIAE RECIEl:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, lsmod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

8.3.4. HIER 2 RECIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4.root L= system admin2& CLI &=0l0|

Aelg 2&:

1) PCS Al2lg EZEQ STS Al2I=2 2& ZTEE HZELIG
2) PCE HOIE d=2d0l8 T3S AHSLICH
3) PCo Al2lg ZEE U3 20| & & & LICH 9600-8-N-1 No flow control

4) <enter>Z ¥SLICL

5) STS Al2I= root HEOILt admin HE 2= = QI LICH

Telnet 25:

1) telnet STS A/I2IX ip address «»~~{Formatted:BuIIetsand Numbering ]
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8.5. CLIOIA STS Series && &SI

8.51. 438 Y NE/ZE S
1) STS Series= £8 Al, /cnf/cnf.tar.gz WY /tmp/cnf/0f S 20 MESLD
/cnf/ CIA&EC|IE unmount & LICH
2) ARt 835 HESHY, /tmp/cnf/0l A= ML SO LIS HZGAH ELICHL
3) AMEXIL oA [Save to flash], == CLI W2 saveconf HES 0 &
= &S, STS Series= /cnf & Al mountotl) /tmp/cnf/0f U= BAE MIL=S

¢}
/cnf/cnf.tar.gz& CHAl =& LICH
8.5.2. CLIOIA &3 HZF YH:

CLIOIA STS Series®| &&& HHGIHH, HAE J|EO M &8 KRE2IEIQ configmenus
AlSigIHL CHS

= LU =
1) vi @8S A3l oflgses €3 mgsS HIFLIO (28 meo

2t TtetOlE ol CHEt
MM 82 &5 C. STS Series 4% IJ2 2 ZXGHMIR)
2) saveconf R ECIEIE AISoH £&& MLsS S+l HI2elo HEELCH
3) applyconf RECZIEIE A ZLE HE AIZE#S AIAEN HEELICH
root@192.168.0.117:~# configmenu
or
root@192.168.0.117:~# cd /tmp/cnf
root@192.168.0.117:/tmp/cnf# vi redirect.cnf
root@192.168.0.117:/tmp/cnf# saveconf
root@192.168.0.117:/tmp/cnf# applyconf
8.6. AtE Xt script & &35lJ|
Shell script /usr2/rc.user= STS Series)t REHEH U522 SEEHNH AHELICH AZX=
MEX HO| script L= A8 T2 )¥s A ol rc.user IS +=F& 4= USLICH

#!/bin/bash

#

# rc.user : Sample script file for running user programs at boot time
#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here

echo ‘This is the welcome message defined by users’exit 0
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8.7. File &8&

ANEXE IIY AMES <o fip 22A0IHE Z2OHS MEE == U

/usr2 CIAELZ0 MEE == ASLICH

IH
Hu
IJ
0g
o
[ml
H0
nt
2

root@192.168.0.117:~# cd /usr2

root@192.168.0.117:/usr2# ftp 192.168.2.3

Connected to 192.168.2.3.

220 lxtoo.senalab.co.kr FTP server (Version wu-2.6.1-16) ready.
Name (192.168.2.3:root): sena

331 Password required for sena.

Password:

230 User sena logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get test.tgz

local: test.tgz remote: test.tgz

200 PORT command successful.

150 Opening BINARY mode data connection for test.tgz (350 bytes).
226 Transfer complete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

LS AFEXt= scp 22H0/HE T2 0¥ E 0/26t0] Encrypt & &AEIZ TS
Ct. AtEXt2l PC OIA STS Series(192.168.0.120) 0l U= S& LIL S SAtet
Ct20t 22 YES AMEX PCUHA &% A3 =3 FLICH

mh
i}
c

10 30

2
rr

[root@localhost work]# scp root@192.168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)"' can't be established.
RSA key fingerprint is cl:70:ab:52:48:ab:e5:dc:47:9c:94:ed:99:6£:94:4f.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.120"' (RSA) to the list of known hosts.
root@192.168.0.120's password:

rc.user 100% |*****************************| 173 OO:OO
[root@localhost work]#

8.8. Oil Xl

8.8.1. X9 telnet disable 6}J|

STS AMelZE Xz, A 2L EZESSH & TCP ZE 22 £ = telnet® TCP ZE 23)E2 MHE
HNOo=Z U435 dte Jlss XNFGHK= ZSLULCH ArZXt= &/Telnet/SSH £ S8t STS Algl=
43 H=E St R &2 22 HIg2d T= 248 44U &S & 2t /JAsUt
MEXt= AF2XE script rc.userE =T E2ZM, SRl otLISl A2 Z2Z(telnet L= SSH)2HS
HEd At D=8 & = ASLICL =~d8dls YE2 O3S 200 2ItX2 WM ASLICH



Gl 1.'inetd.conf' tYES =3 ELICH
& /etc/inetd.conf (telnet MHIAE commentout £= 4HH)S =& & LICL

HH inetd.confZ /usr2/inetd.confZ SAFELICHL

SH /usr2/rc.userscriptE St 201 HEELICH

Ol otH, AFEX= e AlAE S S8 HOICH telnet MBIADE HIZ2E HEHIH HE=S SH
Al = JA&UT

O Xl 2. iptables rule &3

1 & TS0 201 /usr2/rc.user scriptg =& & LICH




MNEXtE ANAEE R2EE [HOIC telnet MEIAE disable &EiJt SI&F & USLICH A X
Jt Factory Reset J|s2 O0IE5t0, STS Al2IZE Rl &&X Uz St
script 22l 0|&& /usr2/rc.user.old# WLZ MEBEDH ReH2 rc.user mE0l SFELI

Ct.

AL
T
™M, /usr2/rc.user

Al
=

8.8.2. FJ|HQl &g

0
02

MEXt= crontab2 0l&06IH FI|HCz S ZZ )2 AHHE == USUCHL crontabS
=
2

O0I8Bot =I1H HYS Jtsobll ot s HHE

1 9H /usr2 CIEECI0 crontab WS MAELICH CIS2 ME crontab IS /tmp
d

Cl&&Eel 20l current-date IS d&ot] 1 WES 220t0H AAIELICH

SHELL=/bin/bash

# Sample crontab job

# Run every two minutes

* * * % % echo ‘date’ > /tmp/current_date

2 & G52 B¥S 0I8oHA crontab WS SSEELICL
root@STS800_Device:/usr2# crontab samplecrontab file

3 B AMAEES Y MAIEE MUE cron HYS PO sl OSH 20l

rc.user AJYEE AME5IH ELICH

#!/bin/bash
#
# rc.user : Sample script file for running user programs at boot time

#
#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
crontab /usr/samplecrontab_ file

exit 0
STSOHIM= —e SEOCIHE AE0t0H &M crontabs HE)0| XJEX E=lt= AE F2ot
ADI HHELICH MetMd ALSXtE BFEAl vi HICIEHE A5t crontab I 2 WES HZoHO0F

&tLICh.
crontab IIUQO| IICH(| 28t XtAHISH 2= 2lS2A crontab MRS EFXGHYAIL. (man 5

crontab).
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9. AHE Xt HAHOIOIE JI0IE

9.1. NE

STS Series= U8 HAEDOIOIE 2B E HI0t)| R0 AIE2XsE 220 XH STS SeriesS
C =

HZg & UABLIC STS Series= TS 201 AFEA HAHDOIOIE =

9.2. FJ|HQ Tz ) &

AMNZX= crontabsS 0IE6t0 FIIECz EF Dz s AdE £ QUSLICH crontabsS

O0I23tH FI1H &AUS IIsSot oStHAE Ths2l 2HES 2ZoiFAID] HHELICH

1 9H /usr2 CIEECI0 crontab WS MAELICH CIS2 ME crontab IS /tmp

Clel&Ee] 20l current-date IS MAEGHD 1 WES 22010+ BAIELICH

SHELL=/bin/bash

# Sample crontab job

# Run every two minutes

* * * * * echo ‘date’ > /tmp/current date

2 O 032 ZES 0I8MAM crontab IS SSEELICL

root@SS800_Device:/usr2# crontab samplecrontab file

3 BHH AMAHES MY THAIRE U< cron XS FPRHC=Z RIsSHE CSH 20
rc.user 2 EESE AESHH FHLICHL

#!/bin/bash

#

# rc.user : Sample script file for running user programs at boot time

#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
crontab /usr/samplecrontab_ file

exit 0
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STSUHIME —e SE(OCIEHE AIS6t0 & crontabs E&)0| XZEHX $=sles HS
AID| BHEFLICH M2t AFEXE BEEAl vi OICIHHE AMEGHN crontab IS WES
erLICh.

crontab IOl ITOHQ| 28t XIAIEH AE

0z

rr

2l=2 crontab HREE FXGHYAIL. (man 5

r

crontab).

9.3. AtE A 9 & HIO0IXI

STS Series= AF2XH Ho| & HOIXIE XIKASLICH A2XEsE & AM2X QAHHOAZ 20018
S0l AF=2X HO HOIXIN H 3HOZ Y T2 HdFE £ JASLICL CEE & HOIX
HAEN 28t TUAMst 2= A& 3.9 & M 24 (Web Server Configuration)2 & Zot&IAI2.

e JI2 & HOIXKIOF 12 HOIXI(Customer Page)2 HZEH, AZXIoH & ASX

OIEHHIOIAN 208 =0l 1124 HOIXIOF &Y &L 102 HOoIXIS WEs =Toteld,
AZTHE BEEAl index.html WHOILF CIZE CGlI Z2 &2 £3HolloF &LIC 0 & oY
STS Series2| /fusr2 CISMEC| 0l IXIoH USLICH

index.html It 2l W& &2 indexhtml I WEES +Fote A= Z2ELICL. L Cal
T2l s HEol Soide, AISXDL BIEAl CGI Z28@ol A2 4AA ICE
=88 20l ZWLoHor &LICL CCl Z=238° A4 IS S| ?IA MA8ke A=A

e 2&(cross development environment) £ &= SDK(Software Development Kit)Jt Z 2 & LICt
STS Series€ SDKE FotHL IAZA OHY 0 28 NME ZBEE  RAStAIE
NUH I =2 X&) Jl= X2 2(Sena Technical Support)0il SH&totAID] BHEHLICEH.

Hon

9.4. AtX Xt&lol DEE FAHFID AETH|

02
ol

ARSI XHAlel 28 Z2OYW REE HHGH| foiMs A2A Y #F L= STS SeriesE

SDK(Software Development Kit)Jt 2 Q&HLICt. STS SeriesSDK= PC CF Jt& HEHZ M3&LICH

(STS Series® SDKE RotHL 2AZA I A0 28 THS FBE  2otAH

NUHZ=ZX&E Il X220 HSISHAID] HEEHLICH.

STS Series SDKE AtE0t0, AIEXt= STS Series? CLIOHA 2212 =217

USLICH

O XMst 828 26tAIH STS Series HAE{OOIA JH0| &(STS Series customization guide)S

XS AIL.

IAZA g S#ES M%ﬁ%‘jd, MEXt= XHalol Zzds 2019 elsA PCUHM XL =
X

AsUt. O =

0z
o
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fIoiA AMEBXNU= ALZ2X ATJEHE MY SFMH(EE) crontab ZT2IHE MEE = USLICH
AT EZ2Eel SHO0| Alelg dolole ™Me

T =

2t ZE OHEScIAoE Hi=wE A

0

LICL. ZE& oiZcaold -l 28 XtMst E2= 428 ZEH 0HE2/F0
A

A
= [y =
FARGHA AL L.

1]
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B, o

—

A 1.1 Ethernet Pin outs

STS AlelZ= AT&T 258 #HE &8 HUEQ HEE Ethernet HEEISE AISSLICH E A12 //’{Deleted: The HelloDevice PS400

18 A-1RJ45 F19/E{S & HiX]

7 A{ Deleted: port

X A-1. Ethernet& RJ45 F{4/E/ 9 & &gt
i &9 Al

1 Tx+ FEMD B

2 Tx- FEA

3 Rx+ B

4 NC AN

5 NC A S

6 Rx- =M

7 NC 2D Bl

8 NC 2+ MM

STS AlelZzE 2% % Alel€ EZE 8 RJ45 HUYEE A
L = Alel

SELICL Al2lZ ZEE RM45 HUE
=] =

2
IS0l ASLICH

o

N
re
2

H A2 £ 2 Al ZEZ RJ45 FHEH & &
Pin RS232
(console and
serial ports)
CTS
DSR
RxD
GND
DCD
TxD
DTR
RTS

N[O~ |WIN][=
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HelloDevice

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

Remote Host

_1& A-2 Ethernet direct connection using crossover Ethernet cable

HelloDevice

Remote Host

Hub

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

_1&! A-3 Ethernet connection using straight through Ethernet cable

A1.4RS232 Al2|g &

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 Gt 4 DTR
RXD Black 3 <> 3 TXD
GND Red 4 <> 5 GND
DCD Green —> 5 1 < DCD
TXD Yellow 6 1> 2 RXD
DTR Brown 7 <> 6 < DSR
RTS White 8 <> 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 Gt 20 DTR
RXD Black 3 <> 2 TXD
GND Red 4 <11 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 1> 3 RXD
DTR Brown 7 <> 6 < DSR
RTS White 8 <> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 <> 2 TXD
GND Red 4 <> 7 GND
DCD Green - 5 8 <« DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 > 6 <= DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 <> 3 RXD
GND Red 4 <> 7 GND
DCD Green 5 S 8 DCD
TXD Yellow 6 T 2 TXD
DTR Brown 7 D 20 DTR
RTS White 8 1> 4 RTS
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£5 2.STS Al2lZ2J} X|&ot= PC Jt=

STS AlelX AlelxE T32 PC HEE X ELILH

H A3 UER3 =

Manufacturer Model/Name STS probed Model name Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H A4 28 HERT I
Manufacturer Model/Name STS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series

11 Mbps Wireless LAN

Wireless LAN Adapter Adapter
Lucent PC24E-H-FC/Orinoco Silver Lucent Technologies 11 Mbps Wireless LAN
Technologies WaveLAN/IEEE Version Adapter

01.01

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems

Orinoco Classic Gold

Lucent Technologies

11 Mbps Wireless LAN

(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version Adapter
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-5 ATA/IDE Fixed C/|A3 JtE
Manufacturer Model/Name STS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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H A6 A2l 28 Jt=

Manufacturer Model/Name STS probed Model name Specification
st'i!‘r’::’l'r‘]c FM56C series 56KFa';|\C/|'c\;Adc:e_)|§ FI\A/IEE?C-NFS e e 0 &
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card
KINGMAX KIT PCMCIA 56K 56K I\(/-I:é)R;EUI\/?éEﬁSSBXX V.90 FAX/MODEM PC Card
Fax/Modem Card 5.41
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
DO'\(‘:TOTMO Mobile Card Triplex N NTEE%CT"rm%yﬁb“e 64Kbps
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£5 3.STS Alelx €3 Ite
A 3.1 System.cnf
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A 3.2 Redirect.cnf
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£2 4. F 2l ZE Hs

Hl

E BHSEe U3 22 30K g2 & L2dd ZE(Well Known Port), SS& I E(registered
port), SZ&(Dynamic) L= A& ZE(private port)? L= %= QUSLICL & LHA EEE=
0~1023E1tAl OlI0H, Ol0l SEE EE= 102426 491510tK2 EZEQLILH & 2L A4
ZE = 491522 H 655350tK12 LELIC

& 2d ZE= IANAJL XIEE H2Z2H, HWE22 AAEMAE AAE ZZAMALL SE39)
SlJotel AFEAE dist T2 0 SohAM e AISE = USLICH H A72 & 2dd ZE B35
=2 2RE 2EHSULCL THHIE LHE2 IANA ZAI0IEE Y=20tAIJ| BHELICEH

http://www.iana.org/assignments/port-numbers

H A-7 Well-known port numbers

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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2= 5, Guide to the Bootloader 0l Z212 OHHA

A51 iR

Bootloader Oil=& HIA Al, 23
AAE BIEAUHE T

OILHOl AFZXIF <ESC> IIE

822 BOOTP/TFTPE At STS Al2lZE =6t

MZS&LIC STS Al2lx FEXIo d30l 222& = 3

0f0
ol
2
kJ

, bootloader 0l ZZ2 &g s %= USLICH 0l

=
Im 3r B

Z2NHSZRE, AFSAE O2e AlAHE MH0EE €38 & AL, St=ER0 AIAE d

>

2 firmware & e0I1EE =& = ASLICL

A5.2 02l Ol

| Bootloader Ol T2 0 S0, AFEX= U3 20| HOIXIE 2 += USLIC

LN

Bootloader 1.1.0 (May 23 2003 - 22:48:25)

CPU : XPC855xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH 8 8 MB

PC CARD : No card

EEPROM : A Type exist

Ethernet : AUTO-NEGOTIATION
Autoboot Start: 0

Select menu

1. RTC configuration [ Feb 14 2003 - 11:00:26 ]
2. Hardware test

3. Firmware upgrade [S/W Version : v1.0.0]

4. Exit and boot from flash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

12/ A-4 Bootloader 0|0/ ZZ1&/9 0o B~ H O0lX

A53RTC €3 Oim

PPt A{ Deleted: .

T A{ Deleted: With




12! A-5Boot/oader O+ Z=Z1& LHO] RTC &&

A54 St=H0] HIAE OiI=

FEAO HAE H=E AS0IH ot=d0 24 2

MEX=E o
ChS 22 37tX2 ot=EH0l HAE 2501 ASLICH
- 138
- RIS HAENAM AR HAE L0l =g)
- RENUS HAENAN 2A2 HAES AISd =28)
MEXIL 181 E dE8otes R, IS HAE E= 2t 74 24 HAED &8 8ot =~AFLIC 0
UART il

DA, B2 SAEMB IP F4)9 pi
NEXIF 2H(NE HAE

312 £2)| WX KNE HAED} Y=oz 4
F4)9| ping HIAES UART HIAED} 8
NEXIL ZE(NE HAENM 2A¥
<ctrl-c> I8 $2I| @A KNS HAED}
IP =2)9 ping EIAEQ UART EIAED} =X
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=9

Ethernet & UARTOIM HIAEE HZEG| =&lotei®™, AMEX= STS Al2l=2| Ethernet ZE0

Ethernet HI0IES EBIS Al HAGID FIoH HUEES STS Al2IX2 2E Al2lg ZEN HZdl0t

SILICE E8, R&8 IP FAE A= A SAEI BIEAl A0 SLICHL I M2 IP

FAE 192.168.0.128 0l0{ Ol= [Firmware Upgrade] Hl=S AI2ol0d HIE £ UASLICH
=5

J2X @28, HAESE HES +=d8g &= USLILL
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12! A-6 Bootloader Ul ZZ 12 L9 6I=2/01 HAE Ol+=

FERIO 78 Q200 et HIAED S22 +=A:FL

ol

AE X [Auto test]E M EHSH 22, B

Ck.
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&' A-7Bootloader Oils T2 WS SIE/N HAE FHH

2 SIEN 7 24 HAEE <6, A8X= <Esc> IIE sdf HAEE HUE += UASLICL
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18 A-8ESC JIE AI8510] §& HAE 2145 7]

2L RSB U= NS HAEI 2HE

= S SMIt 2AGtE 3R, HAEIN FXNEH AlelE
InUse LED= SIEHN HIAEDN ATRCHE el s Z2WALICH 0 R, AABX=E <ctrl-
c> 1€ =df U= HOIXIZ SO0HokFEH §LICH

A 5.5 Firmware upgrade 0%

Firmware upgrade OIS AISE2CZM MEX= EXIQ firmwareE A O0IEE USLICH
firmwareE &2c2I0IEGHI &, ALSX= N 0w HOIXS 0 &S 38 S5 XM
firmware H& 2 2018 £ USLICE firmware upgrade 0w ZZ2 032 22 firmware CH2ES
£ <Iof BOOTP & TFTP 2Jie Z2EZ= XNJLICH. DHCP &&= RIst JI2 Z2EZE2
BOOTPYLICH AFZXDF TFTPE &8st A2, AIgXte HES X2 IP FAE ZFol0F &L
Ct. &XI2 JI2 IP A= 192.168.161.5. 2 LICt.

Firmware upgrade 2| &2, [Server’s IP address]2 &&E AB{0l BIS Al [Firmware File Name]2
SAHE firmware T2 0| BrE Al EXHoH0F & LICEH
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18 A-9 Bootloader Ul ZZ 12 {9 firmware upgrade 0+

AEXIDL [Start firmware upgrade]S &Ei6t= F <, 20l HAIXIDOH SHHO LHEFELICH AFZ XL
vy & YEGHH, Firmware upgrade ZZ M AJF AIZELICH 01218 Z2MA= 222 WK &
=X ¥sUICh
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8 A-10 firmware upgrade == Al

firmware upgrade ZZNAJH 2ZEH, Z2IA#2 45 HAIXIQ} MW H=E CHAl LIEFELICH
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£ = 6. SerialllPZ STS Al2|Z At&EolJ|

A 6.1 STS Alc|Z 2t Serial/lP2] E& HlW

H A-8STS Al2|= vs. Serial/lP S4 248 & HO0/E

Serial Port Configuration of STS Series Serial/lP Configuration
Cryptography
Host mode Configuration
Configuration Connection
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None Disable
required connection
No login
TCP Enabled None Telnet Disable
required
“SSLv2” or
No login Raw TCP Negotiate
TCP Disabled “SSLv3
required connection SSLv3/TSLv1
rollback to v2”
“SSLv3” or
No login Raw TCP
TCP Disabled “SSLv3 SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 TSLv1
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLv1
rollback to v2”
“SSLv3” or
No login
TCP Enabled “SSLv3 Telnet SSLv3
required
rollback to v2”
“TLSv1” or
No login
TCP Enabled “SSLv3 Telnet TSLv1
required

rollback to v2”

STS Al2l =0l “SSLv3 rollback to v2” S& 2 Serial/IPOl “Negotiate SSLv3/TSLv1"lt 2& A LICH
“SSLv3"Z STS Al2lZ2 2353t HAEI dEEQUCHH, Serial/lP= “Negotiate SSLv3/TSLv1” &
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| @oze sTs MaIxet @iZE + gsUT, /,/’{Deleted:ﬂ

A6.2 HZA 0Nl -Telnet & SSLv3 encryption

1 S G 201 18 Al2lg ZEE SAE 22 HAFELICHL
Host mode = TCP,
TCP listening port = 7001,
Telnet protocol = Enabled

Serial port configuration - 1 ; Pert #1 ———hdove to ———

Enabla/Disable this port
Port title
apply all ports settings

Host mode configuration

Host mode ﬁEF' |

TCP listening port (1024-65535; 0 for only |?DD1 |
outgoing connections) :

Telnet protocol | |E|jib_|_e_d_ v|

Mag, allowed connection (1-32) |32 |
Cyclic connection fo remote hosts (sec, 0 |D |
disabla) :

Inactivity disconnection timeout (sec, 0 |D |
unlimited)

[ Savetoflash |[ Save&apply |[ Cancel |

Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port pararnseters
Modam configuration

Part logging

Paort event handling

J8 A-11 S2E 22 &F

2 A OsSd 201 18 Alel

[
Hl
Im
iy
02
fon
tob
S

Ir

4 X (Cryptography configuration)

UOIX S82 1% SotAl2 JIZ 22 HFHAR.
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Serial port configuration - 1 ; Port #1 - hove to ——-

Enable/isable this port
Port title

Apply all ports settings

Host mode configuration
Remote host configuration
Part IF filkering
Cryptography configuration

Encryption method | [S5Lv3 v
Enable/Disable cipher suites ;
SS5L_DHE_DSS WITH_RC4_128 SHA
S5L_DHE_RSA WITH_3DES _CBZ_SHA
SSLDHE_RSA WITH_DES_CBC_SHA
S_SL_DHE_RSA_EXPORT_WITH_DES‘I-D_CBC_SHA

g A-12 257/8 & F( Cryptography configuration)

3 &H Open Serial/lP Control Panel€ Z11, STS Al2lZ2| 1¥ Al2lg &

Hole COM ELZEE “Select Ports” HES2 =21 &EHEHLICH

Searial/IP?Conirol Panel 4.2.3

Tac ica ==
'-'.c:l'lwarem i

oM - Setings for COM18-

ComMI2 IP Address of Server! Part Mumber:
Egmg [192, 768,411 o

Egm%g Configuration Wizard,,, I
%%1@_ Select Ports rz| — |

Plaase selectthe COM
ports you would like to
redirect to Serial/IP7?

[CICOME &l b

CIcamMin == —I
WICOMI1
[WCOrI2
WICOM13
WICOr14
WICOrI1G
WICOMI1G

Select Ports.,, | WICOM1T
WICOMIE
ml CTTRS Cancel.l Help... |
Licensing,., I N A =T L LR L= L ==l )

I~ D8R always high

Advanced, ., | I~ DCD always high

[~ Restore Falled Connections

[

- Security -
v Enable |SSL Wersion 3 (55Lw3) ;j |

Close | Help... | spout., |

<l

_1&! A-13 Serial/lP Control Panel 0l Al ZESS A&
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4 A Enter MBS IP FA(STS Al2lZ IP =24

g2H)E F=ol €6tn s

_|
s
B
Hel
Im
in
3
'z
>
w
2
Hel
Im
1o

20| OtE I2H0IHES d=HELITH

Credentials = No Login Required,

Connection Protocol = Telnet,

Security = SSL Version 3 (SSLv3)

- Serial/IP?Control Panel 4.2.3

Tacicat NN =\ S
(o6 7 A E— Settings for COMIE-
IP &ddress of Server:

Port Mumber:
1192, 168,4,18

{7001
Configuration Wizard,,,

Eonia -Credentials

i Mo Login Required
 Use Windows Credentials
" Prompt on COM Port Open
 Prampt at Login

" Use Credentials Below:

-Connection Protocol

Select Ports, . " Telnet with CR-Padding
" Raw TCP Connection
Port Monitar...,
-COM Part Options
Licensing,., [~ DTR is modemn escape

I~ DER always high
Advanced...

I~ DLCD always high
|~ Restore Failed Connections

.é.ecu.rit.y
¥ Enable |S5L Version 3 (S5Lv3) =
Close | Help.. | About,.. J

18 A-14 Serial/IP Control Panel Ol A1 I}2IO/E & &

5 B HOIE oisdod T2
A Xt= O X Xtelel pCol A
MESHZO0l STS Al2l=2l Al2lg ZEE

2 ZEE MEE &= USLICL

GESILICH O™
sdiold ZzOds

125

Hl
Im



6 Sl ASXt=
2UEGIHU =X

CTCPHP o |
Senvice: TCP porth: |
= Serial Port:
OK I Help |

R

w
—

18/ A-15 Serial/lP= STS series® Al2I& EZEO HAZoH7/

=13
=

Serial/IP2|

A

Serial/lP Port MonitorOlLt Trace windowZ &Z&

= AsLICH

— Serial/IP?Port Monitor 4.2.3

File Edit Help

FacHsor T R
'\hl'tw.-u'\;

Activity Trace |

23:06:46.140 COMig | 3L initislization proceeding ~

23:06:46.140 COMig | 3L initislization proceeding

23:06:46.140 COMig | 3L initislization proceeding

23:06:46.171 COMig | 3L initislization proceeding

23:06:46.640 COMig | 35L: RC4-SHA at 1258 kits

23:06:46.640 COMig | COM Port Control negotiated (RFC—2217]

23:06:46.640 COMig | Server connection negotiated

23:06:46.640 COMig | FlushTX

23:06:46.640 COMig | FlushRX

23:06:46.640 COMig | DR GLoRTEE L

23:06:46.656 COM1g | TS 0 D_SR: o =
Llaar I ¥ Enable Trace W Hex Display ¥ Auto Scroll [ Always On Tap

18 A-16 Serial/IP Trace Window
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£5 7.SSL 21SA Bt=D|

A 7.1 OpenSSL Ili3| X &X

1 &3 Download the latest OpenSSL package. (http://www.openssl.org)
2 &3 Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.
(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>
Download OpenSSL source code and compile it.

# cd /work/

make test

# tar —-xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d

# ./config

# make

#

#

make install

A 7.2 root CA (for Self-signed) 2t=D|

1 @3 Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\Program Files\OpenSSL\bin
< Linux >

/usr/share/ssl/openssl.cnf

Modify [req_distinguished_name] section as follows,

countryName Country Name (2 letter code)

countryName default = KR

countryName min =2

countryName max =2

stateOrProvinceName = State or Province Name (full name)
#stateOrProvinceName default = Some-State

localityName = Locality Name (eg, city)

localityName_ default = Seoul
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Modify [req_attributes] section as follows,

2 U Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/openssl-0.9.7d/
< Linux >
# cd /work/openssl-0.9.7d/
# mkdir CA
# cd CA
#

sh /usr/local/ssl/misc/CA.sh —newca
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3 ©Hl Check whether CA key file(demoCA/private/cakey.pem) and CA certificate
(demoCA/cacert.pem) is generated

# 1ls demoCA/

cacert.pem certs crl index.txt newcerts
private serial

# ls demoCA/private

cakey.pem

A7.3 215 Q3 AM(certificate request) BtSD|

To make new certificates, you should make a certificate request first.

# cd /work/openssl-0.9.7c/CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem -out reqg.pem

(It is assumed that you are using sample configuration file - “openssl.conf.sena”)

Using configuration from /usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Name (full name) [Minnesotal]: (Enter)

Locality Name (eg, city) [Minneapolis]: (Enter)

Organization Name (eg, company) [Digi International]: (Enter)
Organizational Unit Name (eg, section) []: (Enter)

Common Name (eg, your name or your server's hostname) []:Sena VTS

Email Address []: (Enter)

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []: (Press Enter — Do not enter any other characters)

An optional company name []: (Press Enter - Do not enter any other characters)

A7.4 215 QA A(certificate request)til A GtJ|

1 Sl Signing a certificate request
# cd /work/openssl-0.9.7c/CA
# cp reg.pem newreq.pem

# sh /usr/local/ssl/misc/CA.sh -sign

129



2 S Check whether signed certificate(newcert.pem) is generated.
# 1s

A758TS E 2SA 2=

1 &3l Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem

# vi server.pem

130



2 S| Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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