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STS Al2lZ= AIAHEZE Ethernet HIERAE o2 Aleld HHIE 22|88 = UM iz HE
HOlE AMH(E= ClHolA MB)LICH STS Alel2= TCP/IP2 UDPS &2 2 UESRZA =
SEZ0 JIgtS S0 Hotel Alelg EHlol = st RHds NS Ct. STS Al2I=2]
PPPoE(PPP-over-Ethernet) 22 S&2 AIE5tH DSLI|EIel 2 HERIAE SHM RS232
Aelgd HHlEs 2elg = USLICH

DHCP, PPPoE, =& DNS(DDNS: Dynamic DNS) s2 Z2&t 2 HESRZ HE ZTZESS

OlZctH DSL L= JH0l2 28 ¢E=z ZUSE AHYS Soi Al2l€ HHIE i 22g =
USLICEH STS AMel=0 LHEE S= DNS ZZEZSZ2 MESH TOle 01822 Alelg &ulol
858 = UsLICh
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OHMBEH OIOIH W&E Rote e =S2E HE2AH0IEE o, STS Alelx2= OI0IH 2ssE
fI8t SSLv2, SSLv3, dcld TLSviE XAELICH FIt JIs22, STS AMel20l X6tk 2=
CIOIEI D &L S02eE AsS A RAdh IP =2 EHE JIs0l MBEH UsLICH
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1.2. IIX M3 2lAE

-STS Al2lE 2AE 8tA
-110v £ = 230v &R 2E
- CAT5 AH0I2
-2 AHolg IIE
- Quick Start Guide
1.3. MIS At
STS400 STS800 STS1600
Al2lg CIEHHIOIA 4-LE 8-LE 16-2LE
Al =& 75bps ~ 230Kbps
S& MO:

otERAIN RTS/ICTS, 2ZEQ0 Xon/Xoff

RJ45 {4 H

>
o

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

28 XM O: DTR/DSR and RTS/CTS

Network Interface | RJ45 Ethernet HYE{E & =5t 10/100 Base Ethernet

03 2 25 P 32 A8

IZES - ARP, IP/ICMP, TCP, UDP, Telnet, SSH v1 & v2,
-SSLVv2 &v3, TLSv1

- DNS, Dynamic DNS, HTTP, HTTPS,

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoOE, SNMP v1 & v2

PCMCIA CIS PC 2IE XI&:

ATA Edi# HIRel 3t=
802.11b 24 & 3=
10/100 Base-TX & JIE

28 5=

ot MEX ID & &5

HTTPS

2ot HOlE AHmOIA: SSH

OI0IeH 233t SSLv2/v3, TLS v1, 3DES & RC4

o
P =4 ZEgY

SCP
Modem emulation | AT E&H &
) Aeld 2= ZE, telnet, &, HelloDevice Manager
MM X2 Windows 98/ME/NT/2000/XP
ANAE 22
7 218 S22 email 88
AAEL AER
CH2AsH AIAEN &E BEAl JIs




=0
telnet, 2= L= & AHMHOIAE S U22E Jts JIs
& & LED Power
Ready
10/100 Base Link, Act
2t ILE : Serial InUse / Rx/ Tx
PC Jt&
g &= 2&:5C~50C
22 2% -40C~66C
&2 5VDC, 1.5A @ 5VDC 110 ~ 240VAC
37| 245 x 153 x 30 (mm) 432 x 193 x 44.5
L x Wx H (mm) DIN-rail mount option 19 in. rack mountable
2 (kg) 1.5 2.8
oIE FCC(A), CE(A), MIC
=& 23 J|z2t 5-year limited warranty
1.4. 80 ¥ 0]
0] MEz =2 MH=E0lA LEECZ AMERHE E0HE H2AZLILHL 0 E0Hs2 elguela 2&0|
UM STS AlcIEQ A 2EGHH H2AZH UAsLIC
e MAC =&
LAN £ = JIE WERIZAUHAM MAC(Media Access Control) =A== ZAFREH2 1RsH SHERAN
HSE LEHELICH (Ethernet LAN &0Al Ol= Ethernet =42 s &LILCH)
MAC A= 6Atel OUl(Organization Unique Identifier) HHS 2t 6Xt2| SIEANH AE HS=
2HE DR 12Kt2] =/ HSALICH STS AMl2lZE2 MAC A& 00-01-95-xx-xx-xxO0| 4,
QUE YAO HiEH 2tE0ol 20 USLICH
e SAE
HERIAN HZE AIEXR ZFH.
QY Z2EZE AANAM “SAE"E 20HE UHUAMUHM OGS FFREHA 2Hd 2gtad EX0]
tss S8 ZEHE SELICL SAENE=E UERDA s HEW LREHIP FAE RH6t=
EH 2" e “SAE HESI USLICH
o A&
o o DIt St & e S& SHE AOIHAM 20l 289 ds A
ZEtHOZ StUel SHEE UE £&F IHEN dZs RFLLILHL Y SHEO SEotd
A0l =EEH= 22 SHES2 M2 w2 29 2 UOoIHE uetgut(ad=s Uat"). $E
SHE2H0 HZO0l 0120 & M MA&E0l AT D AA0l sS5E O 2ELICH



e 220 I K H

SC0IHE/MHE S ZRH Z20Y, & MHIAE RFS= S2H0IHE Z2 03 QE
SE0t0 0IE HMeldts At =208 AOl2) 2HAHE L ELICH

M= ottt = 0d ZRE &2 OE ZTHRHEH IZ2080 KNHIAES 3ot S&
TZ2HYLICH ScHoIHE= SCH0IHE/ME 2ZHA0N Vs 2E Z208 = ASIHSLT
HE =0, & 22N MEX=s Ay & HOIXSl MBI oted 22H0IHE RFS o6t
Aes AL Edd2M MHe ZIFEAS AN Fst HTML IS &0 gratcts
Sc0IHELLICH. RES HMelotd HTML MY S SdF= ZRE= MBHLICH

H 11 0lHE

ISP

Internet Service Provider

PC

Personal Computer

NIC

Network Interface Card

MAC

Media Access Control

LAN

Local Area Network

UTP

Unshielded Twisted Pair

ADSL

Asymmetric Digital Subscriber Line

ARP

Address Resolution Protocol

IP

Internet Protocol

ICMP

Internet Control Message Protocol

UbP

User Datagram Protocol

TCP

Transmission Control Protocol

DHCP

Dynamic Host Configuration Protocol

SMTP

Simple Mail Transfer Protocol

FTP

File Transfer Protocol

PPP

Point-To-Point Protocol

PPPOE

Point-To-Point Protocol over Ethernet

HTTP

HyperText Transfer Protocol

DNS

Domain Name Service

DDNS

Dynamic Domain Name Service

SNMP

Simple Network Management Protocol

RADIUS

Remote Access for Dial-In User Service

SSH

Secure Shell

NTP

Network Time Protocol

UART

Universal Asynchronous Receiver/Transmitter

Bps

Bits per second (baud rate)

DCE

Data Communications Equipment

DTE

Data Terminal Equipment
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CTS

Clear to Send

DSR Data Set Ready
DTR Data Terminal Ready
RTS Request To Send
DCD Data Carrier Detect
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2. Al &S]

= H0lM= STS A2IZE M8 &Xlotd £€8ot= 2ol ot 2FELICH
- 21 HE diojot=20ME THE BIXI 2 LED HEAl S£ £Z&LICHL
- 22, ot=F0l FZoI/ME STS AlelX2 &, WERI ¥ X HZ LEY AAE
ZE £ = telnetS ALESIH STS AlelX2l 2 ELEN ¥%ctes YEHsS £HeEUT
- 23. & EB2RM 22 CIHBEOIA0 EFotJ= AWM STS Alelx2l & Ol 50l
H=ots YEES £EELICH
AZoted® 82 XS0l EELICH

- otutel A oIS EeE)
- otltel E=/Ethernet HIOIS (X0 L&)
- AI0I2 IIEMIIXN Z&E

- HHER 3 IHHIOIA JEE(OISH NIC)IH = otlhel PC £= 6tLESl RS232 Al2lE ZE

ol

2.1. THE dlolot=

2.1.1. STS400/800 i€ cllOI0t=

J&g 2101 E0X= H™E ST400/S8000l= AEH EAE <& M D82 LED XAl DXt
ASLICH (Ol System, Ethernet 12l1) Serial Ports). =0 XS HS M e #Z=
&2 (Power), =H| 4&Efi(Ready) J12l1) PC 9t& 9IHHIOIA(PC Card Interface)ES LIEFEHLICEH

|
CtS M JHel @XZ=  Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l &S
AEH(Ac)LICE OHXIY Iz Alelgd ZEQ s4l(Receive)dt HEZ(Transmit)2 20 SLICH
H 2-10lM 2t LED XAl &Zol Jiss AYSLIC F E0l= RI45 HUHE Al2lE EZE,
Ethernet LE, STS400 2 TZE, T2l H&3 430 2LLICH

@ Fower @ 10ompps @ Link  Serisl
@ Reay @ Pocard @ Act [ ]
[ ]

STS Series 2838 STS800

&g 2-1STS8009 HE dl0/0t=

13



H 2-1STS Al2/|ZX°] LED X/A] &=

2= s
System Power A0 S2&™ HZLICL
Ready AMAEO] S&E Z=H|JF &M HELICH
PC card PCMCIA EXIJt &5 S0 HZLICH
Ethernet 100Mbps 100Base-TX HAZ0| 2 A= HELICH
LINK Ethernet WIERAZ 0N HAZTH HAZLICH
Act STS Al2lX Ethernet ZEE SoHA IHA0l SH2HLE Lote A0t
22 250 JUS WOICH 2 LICH.
Serial port InUse AlclE ZEJ ME SO0IH HIHLICH
Rx/Tx STS AlelX2 Alelgd ZEE SoHA 0Bt SHLAHLE LS WMOtCH
222 LICY

2.1.2. STS1600 IHE cll0IOt=

=
|l
J

g 2201 20HX= AH™ME STS16000= &EH HAIS <8 A 1082 LED XAl &
ASLICH (0l System, Ethernet 12l1) Serial Ports). =0 <fAXIst HS M e
& & (Power), =H| &tEi(Ready) 12l PC I9IE 2EHO|IA(PC Card Interface)S LIEHHLICH.
2 M JH2l @IZ=  Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l1
AEH(Ac)RLICH. OHXIY Z= Alelg ZEQ #4l(Receive)dt & B (Transmit)2 20 SLIC

H 2-10lA 2f LED XAl 22 JisS £FE LIt

IE
rr

Mo

|
S
P

STS Series 33838388 STS1600

& 2-2 STS16009 IHE dl0/0t=

2.2. ot=HI0 HZ6HI

2.2.1. 830 A2

STS AlelZ0l && 3JHolssS HZELILh 0l HEBol =& Z2 [Power] HAISOI

TEMOZ BS dEHE RASLICL

14



] 2-3 STS400/8000) &M& S1Z 51T/

—1& 2-4 STS16000 XM& SZo6t7/

2.2.2. HEKIN HAZo}D|

Ethernet 0|29 &% ZZ STS AlelX Ethernet ZEN ™®AotLD, UMHX CH2 Ethernet
HOISe EHHS UERKD ZEN HZSLICH HOIS0| SHIZ2H H&ZE AL, STS AlelX%

Ethernet UIERIQ2t2 HZH A= CtS €01 LHEFELICH

-[Link] BAISS S ®BS MEHE SXSLIC
g

I
~
o
-

-[Act] BAISS A=
- STS Al2lZJt 1
SXIBLICH

SO YESD 10| 10Base-TO! 22 [100Mbps] HAISS HXIX %&LICH

15



_1& 2-5 STS400/800/16000 LIER = FH0/E SAZ ot/

2.2.3. o1& EXI0 HZ6}D]

STS Al2lZ2 Alelgd ZEW 2£ 0= HZEUL. ASXIE X2l 2 ZE

Aot EHX XMOUAM HB8 2L EEQ RS 1NHE ZRIt JUSLICH STS
A2l ZA0I2 IIE WIIX Wel 221-2 HEHS2 AMEL X0 Se JH0l= SHE
X&otll <ol MBELICE KAl WHE2 F= 1. 9Z F2= FXoEAL.

__ lem
_ A~V

Equipsment

Equipment

78 2-6 &H/Z STS400/800(& %) / STS1600(2E =)0l o1 Z 617/

224, N28 &0 850001

STS AlelZ20l &£ots HE2 O JHKIJE /JAsUC Ols, AAEXS Xt 88X L=
FA0ILE 20 et EetELULCH £8t, STS Alel2= A E 0%, GUI(Graphic User Interface)

0l £= CLI(Command Line Interface)

i
=
0p
Ou
[k
30
>
[
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o AAHE 2S5
2T MEX= dlg:He HOoI= o
ZE ZEN M8 A2E 5+ UsLICL

o A
2l =gt

Netscape Navigator 2}

SME AEGIH STS AlelZE &
22 8 EdRME AMESH STS Al2I X0l

Oﬁ

PO HHES D5 STS Al2|X AlAEC=2ol 270l
2.2.5. NAEI 25 AESH]
1) =2Z/Ethernet H0I=
& 2-7 STS Al2|Z=0 &
2) RJ45-DB9 Of EiE(female adapter)E ALEZ Xt
3) MEX ZFH Al2lg ZE AHoIE22 &
4) OlOIIHEOlIE(HyperTerminal)lt 22 HOIE

20l e0lIE olZdiols
m 9600 Baud rate

m Databits 8

m  Parity None

m  Stop bits 1

m  No flow control

17

el & 2Z/Ethernet HOIES
C

oted=

D289 Alelg €8 1

AtE

ANEt=

£ Aol SZot|

of STS Al2IX2| AIAE

BAE Ol QAHHOAE R0t 3 AEXNH=E HOIE HSdIOIHE AMEdl STS Al2lX2

Internet Explorer £ &=

A2 o+ UsLICH




5) [ENTER] 9|12 SZLICH
6) AIEX OIS HIY HSE 2GtD STS Alel=0 01 §LICH TS 20l TE2EE

Login: root Password: root

Login: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92. 168. 161. 5: ~#

o
2's

7) CLIE 0185t =D &2 ASLICH CLIOl Tt XtAlgt LHE=2 8. CLI QHAAE

LG AL,
=

8) JI QIHHOIADN HAE N2 Hd3E Z20 “ss.edit” SEUHE &adotH, T
2-801 U= 0w SHHOI LIEFELICH
root @92. 168. 161. 5: ~#ss. edi t
Wel come to STS-800 configuration page
Current time: 08/22/2003 21:52:36 F/WREV.: v1.0.1
Serial No.: STS800438349-42944 MAC address: 00-01-95-04-19-5a
| P node: DHCP | P address: 192.168.14.7

Sel ect menu:
1. Network configuration
2. Serial port configuration
3. PC Card configuration
4. System admi ni stration
5. Save changes
6. Exit without saving
7. Exit and apply changes
8. Exit and reboot
<Ent er> Refresh

----- >

78 2-8 o B 3L (STS800)
ool bis stHel AFEXe UHis BHSE 2ot HULE [ENTER] 1€ =2 STS Al2l= Iiet0lE
AT 2R e &S d9g > JUSLUCH ot Ois stEH U= AZ2Xi= 22t 882
Sol HMa= Z= HICl0IEHE Z3& £ USLLCL 2E HIet0lE= STS Al2l=2l dHislgyd
H2el 32t0 HEZMH, 0l AFEXIE d/# 5. Save changes2 MG HEE = UAsLICH
Ofl5 7. Exit and apply changes == 8. Exit and reboot & MEist (IS ZE HY AIES E43E
= USUILC

18



MBS 92 2E2 AFR5H= STS Al2l=0l
SLICHL (RMIE W8S 3.
IP 4= 192.168.161.5 & LIC}.

&G M0l BFEAl STS Al2IZ2 IP T4
HESYT &7 BESIMAIR). STS Al2IXo & =atAl

o

Mone

2 33 SAE % SHOA disable 2 & USLICL(AHAIEH LIE2 A& 35. IP

CtS2 otLHOIl et &F 25 Jls

o

At Z

e

A O]
T M

il)g

LICH
1) TelnetZ2 18 H£= telnetd)|sS(0, TeraTerm-Pro £ = Hyper Terminal) XI&3dl=
AMAIZLICE. =SHX IP =& 2 port number= STS Al2lZ2 Sl 0t

SLICH Zest A=, port numberE 2322 X & &LICH

AMNEX Z2FEE FE 240 AHHOIAN OIS FEHE LHEHLICEH
tel net 192.168.161.5

= 02 MeU0IHE 2= telnet Z2 S A #AIZILICY

Elle Edlt Eetup antml ﬂlndnw Help

Tera Term: MNew connection

« TCP/IP AT 192.168.161.5 j

M Telnet TCP porti: |23

" Serial Port: ICOM1 v[
0K I Cancell Help |

& 2-9Telnet ZZ27& &F ¢ X (TeraTerm Pro)

2) MEXt= BFEAl STS Alel=2 Z10QIGH0F ot04, Ol AFS X OIS0 2SS E LASLICH
AEX 018 & 23529 LIEE 432 AMAH rootE I8 root L AIAEH 2 |XHE 2IE
admin & JFXILICH

3) STS Al2IXJt &9lst &=, CLI

IE

=
=

|

E

4

FIF

SAE Ol 2tE0l LHEFELICH



23. 8 EctfXN 22l EHOIAN &E50t)|

[ —

STS AlelZ&= HTTP2H HTTPS(HTTP over SSL) E2EZ2E 25 XNRELICH £8t STS Al2lX2=
A & 22l HOIXIE MI&LCH STS Alelx & 22l HIOIXKIN &=otHA™, STS Alel£8

IPE=ALE =4 240 Jisst SAE 92 & Bet2XM42 URL/Location ZE0 LEGHAAIL
O™ MEXE STS Al2l£22) 20 gHE B & AHYLICH AFEX= BtEAl SHIE AFEX
T USE AMECIH AIAEN 22 o2 MW =20ldEs oIEaior LIt I 28 482
Ct3 =L

Login: root Password: root

Login: admin Password: admin

FO. MEXMNAE STS Al2|=x & 22| HOoIXo &E=o6t7] &oj BFEAl STS Al2/Xe
IPFEMEE £ B4 Jls 2 AERD HEW 01AT £ = ZAIIAID] BHEHLILCE.

r

User authentication required. Login please.

UserID |

Password : |

Maove to : © Configuration page Customer page

& 2-10STS A/2/Xx & 2c/e 20! 515

/ 2-102 STS Alel= & 22l 2100 SFHLICH 0l SFHUAM Ar2Xes 210 F0l 01s

At ot= HIOINE Hd&HE == AUsLICH MEXIL 28 && 0l Xl(Configuration page)E

M, J& 2-1101 20l= STS Alel= & 22l AHHOoIAS S#ALE SHOIKNE 2 = US
=

I

Qﬂ
Elov
ol

J8

o

.‘

—

A

°
L
=

AtOF 228 H Ol KI(Customer page)E & EHGIH STS Series & 22| CIHHIOIAL D2

HOIX L= =22 SHOIXNE = = UsUICh & MEX AHBOIAS AFZAH HAEO

]
04 2
1]
=

OlZ 0l 25 O dAME HE2E 28 9. A8 FHAHOI0IE JH0/E 22 FX0HAIDl BHE L
Ct

& 2-112 STS Alclx & 22 QIeHHOolAS 2B L SHOIXYLICH otHS =0l Ol Bt
Jb MIEELUCH O Oiw Btole zlde 2BZEd Ui 1800 2SS LI Ois HHoA & &5
dEiotH 2} 80N AtE Jiset 2= offl Hi=Jt ECl €2 UEELICL AISXt= ofF O
s Of thet Wt €8s HEE = UAsUU. MEX= Z= HOI

ScAIN HE(Save to flash)], [M&E & HZ(Save & apply)] £= [FHa
= ASLICH AMEX= & ItetiIH#S HEE F0l BtEAl [SHAI0N HE(Save t
< El

(]
85I BEE Het0le gtS dIslgd JIAEX0 MEoioF gLt 2 HIEAES
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&l 8O0l
X

TECHNOLOGIES

Network
1P configuration
SHMP configuration
Dynarnic NS configuration
SMTP configuration
1P filtering
SYSLOuS server configuration
WFS seryver configuration
Web server configuration
Ethernet configuration
TCR =ervice configuration

Serial port
PC card
System administration

System statistics

Apply changes
Logout
Reboot

Customer page

STS A2l SZ&E0 BREsE LI
st AEot)| Adll [M& & HE(Save & Apply)|= &S =
M TtetOIE 8tS 3otAl 2=

S0l FAED 0l gteZ S+FLICL

5101 SIBHAI AFRXH= BFC Al [HZANE = =(Apply Changes)|S A E45HOF BLICH 0] SMS

=3
7 Htel OteH 2201 UASLICH
c X

[BEALE X E(Apply Changes)]2 SEiHE THOI2H A
t SO Liet0IHE MESHL2
USLICH

CHel [3A(Cancel)]2 MEiahOF BILICH OIZH 5l 2=

IP configuration

IP made : ’m\

IP address : [192.168.4.18 |

Subnet mask ; 265, 255.0.0 |

Default gateway ¢ [192.168.1.1 |

Primary DNS (0.0,0,0 forauta) [168.126.63.1 |

Secondary DNS (optanal) |IEB.IZE.ES.2 |
|

PPPOE user name :

PPPoE password |

Confirm PPPOE password | iwoooow |

[ Save to flash ] [ Save & apply ] [Cancel]

‘Copyright © 2004 Sena Technologies, Inc. All rights reserved

& 2-11STS Al2l=x & 22| 3t
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.UERZ £

3.1. 1P &%

MEX WERKI S#EUHM STS AM2IXZE AEotHdE, REst IP =401 ELQELICH IP =40t
FHIEX 2e 3%, AIAE 22l R0AH 226t STS Alel2E fIgt 7s8t IP =28 €Y
gsLIOH WERAIN STS Alcl2E HEotd®, UR IP =201 JNO0F stlhe A S
erLICh.
STS AMelE IP =2 88 Al, MEX= U3 €2 342 Y EZ2EE SO otUE HE8E
= UASUILC

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPoE (Point-to-Point Protocol over Ethernet)

STS AldlZ= =J| Jl2zt2 192.168.161.52 IP FAE 2= Static IP 252 &34
U_sLIT H 312 3042 2= IP €4 Ict0IHE 2WSLILCL T8 3-12 AIEX IP 8%
BHEFot)l fIg AN & JIEt GUIE 20 SLICH

H 31IPp && nfetolE
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPOE Username
PPPoE Password
Primary DNS/ Secondary DNS (Optional)

IP configuration

n <

0

IP mode : IWC;,
IP address : [152.168.16.1
Subnet mask : [255.255.0.0
Default gateway : |192.IEB.1.1
Primary DMS (0.0.0.0 for auto) [1BB.126.63.1
Secondary DMS (optional) |1EB.IZE.53.2
PPPoE user name ! [whoever
PPPOE password : |*HH*H
Confirm PPPOE password |********
Save to flash Save & apply | Cancel |

Jg 3-11P &%

22



3.1.1. Static IP =4 AI=206}D|

AP XDt static IP FAE AMEE B2, STS A2 IP A2 23 A= 2 4% Ilet0IHE
=522 XNEMOF &LICH Ol Tt Z= 4, Subnet mask, gateway?} DNS serverJ}
ZetELICH 2 AE0M= 012 20 XtAIGHH TOHE X LICH

FO: STS Al2IZE AIAEO AIZE [, &8& ZL0 Uit WHERFIE =J/3f &LICt

e [P address

Static IP= DEHOIHAN YFRHQ AlE HSO Adgg §LIC 0 Hse AFHH LA
HERZD &2 AX FAZHO dgE UL FFE= 0ld8 IP FAE AIZ0t0 HERZA
AUAM &AS AHESID OSE &= USLICH WmetM, d8E 1P 4= UERIA SF0A
HUHCe=z 1 SEoi0ret SLIC

HjO
el
kJ

Z£9: 192.168.1.x &F4/2/ IP F4£ = ISP (Internet Service Provider)Jf 8i&oHAl 2=l &

AF&(private) =LLQ/LICKL STS Al2lZ Alc|XE X&oteiH R0 et PIHY Y 22 Y=

sof OO0IEHE 13 &= = Q0/I0F otH, 0 IR R8st Z2 IP 42 5of0F gLiC). Z2/
A

IP =4E& 2Bt ZoZ IS ISPERE 2oL e

e Subnet mask

NEdlg 22 Xel& X, 8 A2 L= sLs LANY0 A=s 2= UERIT SAES

SELULCL UWERIE Soi Wits 30l A= S STS AlelE AlelZ= IH2!01 XIEE

TCP/IP SAEDJ 2 UESRZA 90 U=sXl MEY OtAIE Soff =elgLith. =40t STS

AMelxet =gst WERKZA FF0 UCH, =clHQl =A(Physical address)E SoHAd &HE
0

AZELICH OZX 22H =& Il HOESA

e Default gateway

HOIEHAOl= OE UWERKIAZ S0HI= g d9g= ot UESRZ EZYLIC Yoz

HERZT WoIAM E£= XY ISPHAM EcHEES HOicte FRE= HOERO ==L 22

HERKZ & o SAEQ Sdlotd|l fIochAd= STS AlclZIE JI2 HOIERO B=EH2 IP
x

AT

F=AE Z0tor UCH AHOIEROIL 1P =40 et H=tst 2= UWERZ 2l Kol
Z2otyAl2.

e Primary and Secondary DNS
MEXIE EE FAMOIEE Z=2otdX otH, RH= ZMOIES HEE IP =40 O6HH
DNS(Domain Name System 22 0180t & MU0l H=&LICH DNS=
OIHY SO WIS AESHN IP A2 BHEAHFTE 2AALICH 0o U2 sena.comlt
S0IH ety o2 J|A5I|IJF f &&LICH DNS Al =
[gtel EOel WIS TCP/IPO HZGH ol =it IP =422 HEAIHASFT=

x
T
2
=
o
B
I
L
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STS Al2l= Al2l=2] DNS Jlsg AtZcteid Tl uHgez SAEN H5E = JUESE 0

DNS AH2 IP =4E &EGHO0 LICt. STS Alel= AlelZ2= Primary DNS server%t

Secondary DNS server 22 DNS AWl IP =AE &&dl= 22 MI3&LICH Secondary
X

DNS A= Primary DNS ABIE AIEE = 1= 1 AFE5H)| o XL

]

3.1.2. DHCP AFEdH|

S8 SAE 43 S4 fA(DHCP)E UWERZA ZellIt IP =29 g2 XA HESIA
N Y 22lotld AsseE = U ot ¢ Z2ESYLICH. DHCP= UWIERZA ZelXdt IP
= SN Z=ot) 2UotE=S ot FFHEIH OE UWERKZ /X0 2212 =& 3=

Static IP 222 =2, IP 4= 2t AFHU =522 LHEH0O0F LG 2t ZREI UE
HERA /X2 0lstles 83, MZ2 IP =20t BtEA Y E 00 ELICH IP =240t DHCP
COHA 2EEE IP =2, MEY OtAZ3, HOIEROl, DNS MHE Egol= 2= It0IE It
Asez2 ZFELICL DHCP= Y99 IP =40t oLt FREOO ot |RS8F A2t &
“tHOi(lease)” HE= AEELICL IP =4S Zdotel 228 Z= WIctllBH=E DHCP AH
BOM AHs22 2850 IP =20t AISEH= &% DHCP 2ci0IHE ZREE Ol 822

DHCPE AlEot=S HEEHUS B2, STS AldlZ= AAE0l AIE SMOO, UWERAZ &0l
DHCP RFE= ZSELUO. DHCP AHS SEU= IP =242 HIRotH AMEW 0tA3,
HOIEROl =4, DNS A & “THO” Al2t0l Z&E 0 JASLICH STS AlelE2= SAl 018 22
Al oi2elo MEELICH ‘oIt 2te2Eles 3<%, STS Alel2= DHCP ANHZFH "HO”
AZtel HEES QFELICH DHCP MBI THU &S s2E B, STS AlelZ= HSoiA &M
P =42 HZE = USLICE DHCP AHIL O HEES sQlotkl = B2, STS Aldlxs
DHCP NHZ2H MZ2 IP =2 QF EXE AIEE UL

F9: DHCP ZZ0/A&f DNS AHHE H&st ZE HERT 28 STS Al2/X IfeHIIHE sl =E
JELIC}. DNS AU &L ZE EFEA ¥E FR, ALEAE primary 2 secondary DNS IP
E ggozhM +52F HFE = JUSL/C. DNS FLE & &Foid 9, primary 2

secondary DNS IP =4 Z 0.0.0.0 (H&&) ez &FEL/CH

T ]
o
2

N

DHCP AMbi= UERZ &clAot 22lotd U= IP =2 S0M IP =485 SHSZ e LICH
Ol= DHCP ZX0IHE, WE =0 STS Alcl=It &=Z MOCH CHE IP =45 A LICH

DHCP MBIOIA IP =22 OIf6tH AFS X0 MSJH &dE STS AldlZ =48 S oAgE -
= =

UCE 2HoH0F S&LICH DHCP UWERIANA IP =AE OlfotAH 22| Xh= STS Al2lX2| of
220 A= A4 AEIHO U= STS AMelE2l MAC =45 Z0t0F &LICH

24



3.1.3. PPPoE AE0dtJ|

i

PPPoE= 2E L= |SAt ZXIE Sdi Ethernet LAN(Z2H2I S&IZ)&S el ZHE ALEXR
E0l ¢&ot) st #AYLICL 0d ZRE ALEX= PPPoEE AMEdH 2lES!

g = AsUICh
& AtEX= PPPoE HE 2 ADSL 2810t 22 PPPoE
£ PPPoE Z2E== XI&ot)| HE0l ADSL HZ=S
Sol AU &2 A SAEN EH5E = UAsUU AISX= STS Al2lX0l Uiet PPPoE
HES ALZ2X 018 € &S ZEoi0r2F &LICH

ANSZE [MOtCH STS Alel2= PPPoE AH{ 2 PPPoE HZES AIZELICH HZBS Al&ot=

2

o
(0]
_|
0]
>
o
[

=hely
STS AlelZ=&= IP =4, HOIEHOl, AEY OtA3 L DNS AU e &2 Iy A& 2R
BEE LI HZ0] ZH STS AlelX2= HZS Jtsdt & 2 =Aloted LG HE0|
Z2HH STS AMelZe MZ22 HZE RECIH MZ 2 PPPoE HZE S ASELICH

9. PPPOE ZL0jAE DNS AHE HEE35 STS Al2/Zx9 ZPE HERI 22 OI2H0IHE
MsLZ A& ELICL DNS AU JtsLE S&8LX 2 IR, AESA=E primary £ secondary
DNS IP =4AE 28 CEZM 58 H4Fg =+ JUASZLICL DNS 2L E Is &FotdH 5,

primary 2 secondary DNSIP &£ £ 0.0.0.0 (Z&&)e= &FEL/IC}

3.2.SNMP &3

STS Alel== SNMP vl 2 v2 ZZEZE Xl &0dt= SNMP(Simple Network Management Protocol)
HOIME Jls2 UWHEGSHLD JUASLICE NMS E= SNMP Et2XMe 22 UESRIZA ZAeIXE

OlZ0ot0 STS AlclZ0 B = UAS 2C OtLic 28 wag = UsLICh

SNMP EZZEZ2 GET, SET, GET-Next, 12l TRAP=2 XIZ&&LICI. 0|8 JlssS SdlA
A EHE OIMIE LA SXE 22 & AD(TRAPs), KHAHIEH HEE 98 HXs x3e
& QOD(GET), Xl AHE BT & USLICHSET). SNMP V20l XY o 2ot Jjss
=38 & 9= GET-Bulk J1S0l IS0 USLICH

SNMP X IHZES So AFRHS MIB-I AIAE JhA, &2 MOl 2% L TRAP 241D &0
ol 482 & 4 ASLCL 0 HR0A S D2Als N2 08 2L =E JOHE 2
asEt & QELICH J2 32= 2 OIHHOIAS S8 SNMP 25 31012 20IELICH
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SMMP configuration

MIB-II system ohjects

sysContactk |admini5trat0r
syshame |SSBDD
sysLocation ¢ |mg.l location
sysService | A
EnablesauthenTrap : lm
EnableLoginTrap : No =
EnableLinkUpTrap : Mo =

Access control settings (MMS)

1P &ddress Community Permission

[0060 [public [Fead only =]
[0000 [public— [Read anly =]
[0000 [public [Feadanly =]
[0o0o [public [Read anly =]

Trap receiver sethings

IF &ddress Community Wersion

[0000 [public Wl =
[0o0o [public v =
[0000 [public Wl =
[0:00D [public T

Save to flash Save & apply | Canu:ell

J& 3-2SNMP & &
3.2.1. MIB-Il A|AE 2HF|(MIB-1l System Objects) &3

Sofl AIAE A 018, fAX L STS Al2l=2 SNMP OIOI & EDJt
E 258 & USLICL 0ldst EFES MIB-II
sysName, sysContact, sysLocation, sysService Z12/1) enableAuthenTrap 28&| Alg &2 (0ID)J}

AtZots = M3Boll SLICH

=

Lo

>

[>

o

2

é

%

L ox
o

[==} -/ =
AMEdt= 215 &I & 2 (Authentication-failure traps)

2t OIDSl 2tetet 8H2 O3 &=L
e sysContact:

el AIAE(STS AlelX)0 st 8gX dE & olg 22 Xtol HE=S

uh]
ol
rr
0T
112
o

e sysName:
ANAE AYHY AIEEE 01822 2BIMOZ =9 FQDN(Fully Qualified Domain Name)
& LIC

e syslLocation:

ANABS AN Scl® X (0, & 384z, &L, S3)



e sysService(HIIEE):
S0t 2clsE 2H9 gis2 A AI2E0l MSdle MblA NEESZ2 UEH”LICEH JI23tea
STS Al2l=ze S8 T2 8(7) dlgets XI2AELICH

e EnableAuthenTrap:

SNMP OIOI®E Z=2ANAIL o1& A0 2 HE 8= d=82g ek HRE
LIEFHLICH O X t2 €3 48 FEBE 20 UL OlXez B= 205 Al 2=
AEE HE84d AIZE = U= Y-S M3

e EnableLinkUpTraps:

SNMP 0lIOI®E ZEZANAJL Ethernet HZ0| EHJU=KX0 2 HEE MH= € AKX
£E UEHLICH

e EnableLoginTrap:

SNMP OI0I#E Z2ZMAIL AAEN 202 H=X0 2 32 MHAs g8 AKX

£E LIEtLUICH

AZXIE MIB =0 = =30 e XA0l 28t 2, AU Jlzs NERENZ HHGHAID
HBHELICH MIB2 SNMPS| XtAleH E2= RFC2| 1066, 1067, 1098, 117, 1318 Z1cl1) 1213 ENE
FXotYAIL

3.2.2. WHIA MO &AF(Access Control Settings)
HMA HMOH= STS Alel= SNMP OIOIMEN st 22X &#E=% 8 HEE Footn
USLICH. Ol Ol Ao ZA3E 22| XS0l STS Alel= SNMP HIOIMEW &H=6t0d E32E
wegotd =2 Mg = AsLULL NEE IP =40t 8l 4= IP =4= 0

JlEgt), B SAE 22Xt STS Al2lE SNMP OIOIMEN &E5g = UASLICH

3.2.3. E& #410| #3(Trap Receiver Settings)

Edi #=4DJ|l= STS Al2lE SNMP OIOIMEZRH SR8 OIHE(TRAP) &4 AlstE 2te| Kol Al

=
SE2g = U= FaAgLI.

NMS(UIERIA 2l AIAHE) = SNMP EcCtRME AMEot= SNMP Z2&EEZS Soil STS
C

ANelX2E 22lg = USULCH STS Al2lXJt NMS E£= SNMP EctRXMIt Azl U=
SAEN HEE olZotd® NMS £= SNMP EctME AtEotI| H0ll, HAA HAH &S

27



M5 AXGHOF BLICH O 3-3 2 STS Al2IX SNMP 00| M E S| MIB-Il OIDE E2t2A 51
U= UBHEQOI SNMP E2lR XM sH= B0 SLICH
_lolxi

File Edit Miew Operations Help

SEBHaEE aany

el
= Fark
Rk

SLE ¥XEe 2?29

P2 Loaded MibModules

o B—tg BFC1213-MIB j Host 192168.4.10 ﬂ Cammunity e
@ :;:Dargdud E SetValue ﬂ Write Comimunity
@ a internet E Contesthla i CormestEnginel -
directary b
& £3 mgmt 7 Object D |.iso.nrg.dnd.internet.mgmt.mib—2.system.sysDescr |
@ 3 mib-2 iz E
I ezl
[
g Sentget requestto 192168410 161
-4 ] |sysContact 0--=administratar
syslpTime g
g Eygﬁgnm‘aect ‘j’ Sent get regquestto 192,168,410 161
@ SiSLDCEtiDn j sysMame. 0--=HelloDevice 55100
@ sysServices E :
® S5 interfaces | ||zentgetraquestto 152.168.4.10: 151 i
@ iMumber :; sysLocation. 0--=Linknown B :
&~ [H] iTanle b 7
e ] at i [Sentget requestto 192.168.4.10: 161 i
i (e o
g 8 g il |sysServices. D=7 b
icmp k2 i
@ (] tcp iz _ &
& (] udp 5;: Sentget requestto 192168 410161 o
& (] egp | fiMurnber0i-=2 i
transmission E =
@& ] snmp [ — : ' =
experirental & Synta DisplayString (SIZE (0 . | Status mandatory |
@ (] private E Access Iread-only Refarence | |
P TRAPS i Index ' ' |
edpheighborloss g . : |
§ o] TEXTUAL CONVENTIONS - Object|D 136712111 |
FhysAddress = Atextual description of the entity. Thisvalue i
!. =8 Descripti.. should include the full name and version %]
identification of the system's hardware type, —
Global Yiew [ i = L ook il St

& 3-3SNMP E2fRHE AlE

St

gt STS A/2/Z= SNMP 00/ E2°/ MIB-Il OID E2tF%
(AdventNet MIBZ 2} 2 X)

3.3. & DNS(Dynamic DNS) & &

AEXIE STS Al2IZE DSL ctelol HZ5HHLH DHCP &2 AMEE ER, U0 A0l
ditotH, IP =401 BN LG Olddet HEE IP =20 et 822 g4 ExRotd Us
X2 e oz LLYLICh E£&, 2elXIb telnet S8 A3 Z2&8s Sol O S AE
H&otdds 2, IP =401 HELACH H5g BEHES I HESLICHL

=& DNS ANHlA= 20AM A28t EMES ciZot)l ?I8t MBIAOIH, 0 ISP £= SHINA
HZeLICt. =& DNS AMHIAE AIZEESH2EZM, A EXE IP =42 BHAN 22101 =& DNS
NHOl SE& SAE O0ISS Sl STS Alel 20 858 = JASL

28



QBN oz, STS Alel== Dynamic DNS Network Services (www.dyndns.org)0iA H33tD U=
=X DNS AHlASS XIJAELICH JIEH S8 DNS AMHlA HSSAet 28 U=s SHE2 ML

Jlz X& A0l HSSHAIDl BHELICH
Dynamic DNS Network ServicesJt M Zot= =& DNS MHIASE AIEotHH, AAEX= A2

3|2 NIC(Network Information Center-http://members.dyndns.org)til HAES &EHoH0F &HLICH.

=2 o
ME&Xt= Dynamic DNS Network Services Members NICO| £ 70! 8t & MZ2 S& DNS SAE

d3d8 =g = UsLIth

=X DNS &3 H=WAM, S& DNS MHIADL JIscltEE & F, ASXts SE& Domain name,
User name % PasswordE &6H0F &LICH 28 HAE A2 dZst =, AFE A= Domain

A

=< =
nameltS AIE26I0H STS Alel=0 &858 = ASLIO

18 3-4= =X DNS €& & Q2 HHOIASE 20ESLICH

Dynamic DNS configuration

Dynarmic DHS ¢ Im
Damain Mame : [5=B00.dyndns. biz
User Mame : [ssB00-user
Password |******ﬂn
Confirm password [rrrrrrrres

Save to flash Save & apply | Cancel |

18 34 & ONS £&

3.4.SMTP &3

b &8Iel B0 HAIXIDOH €8 B2 STS Al

) = L M
£ email S2E Soll 012 22 A0AH &€ = = USLICL 0IE fiME, RE8 SMTP AH
o €30l SQEYLICL STS Al2lZE USH 22 3JtA SMTP At s&=S K& &LICh
e QIE0| 2= SMTP
e QIE0| }A= SMTP

Jg 3-6.2 SMTP 2E HE8= o= £&& tHEL

2t SMTP E30M 228 Oi2t0IH=E O3S0 Z&LICH
e SMTP server IP address
e SMTP user name
e  SMTP user password

e Device mail address

29



Device mail address= 2& 21 ¥ d1 MY email RA& L&KL, =, STS AelX22 HY F=AE
K &ELICE. SMTP Server= < Cl
etM, EXI0l et email =4 83
@sena.com)E == 2122 usernames AIEE &= USLICH

2150] U= SMTP L= POP-before-SMTP modedt &8 &= &L, SMTP AIEX 01§ & SMTP
passwordJt & &FL|C}.

[off email =22 SAE EHQ 0|52tE &0lIEL

_?_
& SAE 0| (i.e. arbitrary user@yahoo.com or anybody

SMTP configuration

SMTP enable/disakble Im

SMTP server name : |5mtp.yDurCDmpany.CDm

SMTP mode : | SMTP without authentication =]

SMTP user name : [admin

SMTP password f[rewns

Confirm SMTP password [rrmm=

Device mail address . |SSEDD@yDurCDmpany.CDm
Save to flash Save & apply | Cancel |

18 3-5SMTP &&

SMTP configuration
SMTP enablefdisable : IEnabIed vl

SMTP server name |smtp.yuurcumpany.cum

SMTP mode : SMTP without authenticatiunj
E'OE'__befDre SKTR

e “without authentication o
SkTP authentication k

SMTP user name :

SMTP password

Confirm SMTP passward : f[rewes
Device mail address : |SSBDD@yDurcompany.cam
Save to flash I Save & apply | Cancel |

18 3-6 SMTP £&Z0IA SWTP 2= L&

3.5. 1P 2H

o

STS AlelZ= IP =2 J|gt Z2HE AH0ILL 22l &= 0/1&06t0 s¢ &80l gl S A2EI;
STS Al2l=0l &E2ot= AR= U= = USLILL AMESXe L20IHS 23 22 M
st €2 A2 2= = Usut

-SE IP FAE Il SAERH| STS Al2IZ0 28 = UL

- S8 MEU Y= SAED0| STS AlelX20 28 = UCh

- 25 SAEDJE STS Al2IX20 28 &= UL
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Telnet 2=, SSH Z£ L= & MOl &d2= HE6)l 6 1P 2HE RAS
8231 Z(enabled) £= &2 M EH(disabled)2 = Bt = USLICH S& FG Al IP E2HE &2
“H 25| 2(Enabled)” AE12 0 USLICH

AEXHE STS Al2IZE dE3E £ e SAEL SAEQ N2 Us £ USLICH DL,
MEXE BIEAl 201 oEE IP =A% HEUS LHo{0ret &LICH 38 SAENS B=
AEXHE STS Alel =0l 8261 fIoHA BtEAl L= HBUlol Hel ool JAO0I0F2H SHLICH
E&d SAR0l STS AclE0 HIZot=EE #AEE gdcdH, S8 SAEQ IP =%
255.255.255.2552 MEUYlE =008t &LICH.

2= SAEJ STS A2l EZ2otEE H#2s gIodY, IP =A% ABUds 2f
0.0.0.022 HZELICL XME AtE2 H 3-28 FXotMl. &80 U 32 SAEQ AMH=

“Any(2E BAEYZ 0] USLICH

1P filtering

Telnet IP filtering
Configuration via telnet
Allowed base host 1P :
Subnet mask to be applied

SSH IP filkering
Configuration via ssh
&llowed base host IP
Subnet mask to be applied

web IP filkering
Configuration via wehb @
Sllowed base host IP @
Subnet mask to be applied :

IEnabIed vl

[0000

|EI.D. 0.0

IEnabIed vl

[p000

[0000

IEnabIed vl

[0000

[0000

Save to flash Save & apply |

Cancell

18 3-71P EHE &%

812 SAES9 920

Allowable Hosts

Input format

Base Host IP address

Subnet mask

Any host 0.0.0.0 0.0.0.0
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 ~192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128
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g L8t M2 Het=S ?oil A “Enabled”t ” Disabled’2l IP EHE JIsS AMEELILCH M3 &6t
Al JI238t2 “Enabled” 2 LICH “E 251 E(Enabled)” &EH0IAN AIEXt= ZHGHI| fIoHA STS Al

e ST @ SAE(S)E NBE £+ UsUCH

r

20 B2

ol

3.6. SYSLOG At &3

STS Al2lZE= &3 NAIX 222 MblA, AIA"E & ZE G008 22 S P& SYSLOG service
KNZELICH. &3 SYSLOG serviceS AtEolci®, AIEX= SYSLOG MBS IPFARt AIEE
facilityS BtE=Al XI&oHOF &UCH & 3-82 & QHMBOIASl SYSLOG AW &F 3H=S

PO SLICH

=
=

SYSLOG server configuration

SYSLOG service |Disab|ed vI

SYSLOG server IP address 152168200100

SYSLOG faclity ILDcaIEI vl

Save to flash Save & apply | Cancel |

& 3-8 SYSLOG A/Hf &&

27 HAIXIE STS Al2lZ2Z2H =415t STS Al2l= EFHO0OAM XI&EE SYSLOG MH=
“remote reception allowed”2Z AHAHTIHOF ELICH STS AldlZ2 % SYSLOG AB ALOIO
L0 A= R, AEX=E UItD S0{2= UDP W20l XRsEH 0lsg = JU=s A2

g
BEE Al Z=DtollOF & LICH

STS AlelZ= local 00A local 7JtXl SYSLOG FacilityS2 X&LICH AEX=s 0248
FacilityS2 AtE0t0], SYSLOG HIAIXISl HEHZ STS Alel= HAIXNIE H&EE & USLICH

SYSLOG servicedt Jtsst AEHN A0 SYSLOG MH EF0| MEd HAFE ALR0UCH AI2X=
STS AlelE AlAE 27 L= Al2lg ZEE9 Moled 20 &3 slHiAd 23 dE f/AXE
SYSLOG AlHZ X&EE £ USLICH ZEANAY 2T HE S0l et XAMst E2= 4.2.11

HE 22 262 A2 2 &%

ujo
V]
FA
on
iba
=
H0

3.7.NFS A &%

STS AlelZ2E AAE 21 £= ZE HOIEHE NFS(Network File System) MHIAE Sdi NFS
£ XELICL OIE AIZdtdd= AMMEX= NFS MHS IP =&
S Al XI&GHOF ELICH. T& 3-9= NFS AMH &F HOoIXE
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MFS server configuration

MFS service IDisabIed vI

MFS server IP address |192.IBEE.EDD.1DD

Mounting path on MFS server |f

Save to flash Save & apply | Cancel |

J& 3-9NFS A/H £&F

STS Alelx 27 OIO0IEHE NFS AMH0 M&EotdAH, STS Alelx Z&F0 X&EE NFS AMHE
“read and write allowed”22 &&oHO0F &LICI. STS Alel= 2 NFS AW ALOIO 230l U=
o

d2, AAZXes Wt S02=s UDP 20l RSN 0ISE = U= AES BtEAl FItaH0F
grLICh
NFS KNHIADE AIE Jis &EH0lIL] NFS A 2301 H&Zs8 2202, AISX= STS AlelX2

ANAE 27 £= ZE OO0l 212 NFS ABHZ MEE = UsLO ZENAYE 210 NE
=

N
M
0
Jz
ra
o
il
o
ol
=
>
10

FIXI0 et XMt 2= 4211 ZE 22 2 6.2, A/IAE 2

3.8. Ethernet &&

STS AclzeE Sl 22 el =&2 Ethernet modeE X & & LICH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

[>
il

o 0

MEEol0F & LICH Ethernet model & =0tAl

Ch. 222 UWESKZ #H0l A, Auto Negotiation

>_

Ethernet modeE H&AE =, AIZXt= Al
Jl23dt2 Auto Negotiation@E AT U
PCE JIE RuUoil A&ET = REQLICH Ethernet moded ¥ S AMQ CHEH &FoHH, STS

Al X0 HERD B0l SHGH &€= = UAsUIh

o mo

Ethernet configuration

Ethernet mode : |.-’-‘«ut0 Megotiation =]

Save to flash Save & apply | Cancel |

& 3-10 Ethernet 2 &%
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39.8 AH &F

STS Alel=2l & A= HTTP 2 HTTPS(HTTP Over SSL) MBIAE 25 X2 LUCH ALE

L= Disabled2 &%

JFOF
= =

HEEOSZ Enabled
HOIXIE 20HELIC

St A
= T

UASLICH

Web server configuration

HTTF =ervice :
HTTPS service !

Web page refresh rate for statistics data
display (0-1200, 0 for no refresh) .

Default web page :
Customer web start page .
Customer page authentication :

IEnabIed vl
IEnabIed "I

I1|j seconds

|C|:|nfiguratic:n page x|
& HTML (index.html)

IDisabIed vl

" CGI (cgi-bin/default)

Save to flash Save & apply |

Cancell

J8 3-11 & ANH &F

2 &3 HOIXNA & HOIXI OO0IE =J|(web page refresh rate)= ZHE =% USLICL
HHOIE =Jl= Alelgd ZE HZ HOIX2 UWESRZ AHHOIA, Al2lg ZE,IP, ICMP, TCP &
UDP2t &2 AIAE AEH HOIXN HSEELICL 2 22 & HOXNM=E XHs2=2 M2
D& (Refresh)0l HE ZIXl ZSLICH XME HE2 AE 7. A/IAE SHE FXoNAIL..

Of &3 0= HOIXINAM AMEX= &0 2122 & 0l J12 & HOIXNE d&HE = JUSLICH

HNZ £otAl J2gte 43

H Ol Xl (Configuration page)0l 11

AMEXOF AFZ X HI Ol XI(Customer

page)Z =& == USLICL AI=2X HOIXZ Jl2 €& HOIXE HdFst S0 AIEXE fusr2
Cl&E2| ofeol HTML(index.html) LICGI(default)S AMAM AEX & AZ HOIXE &8
= JUSUILCH ArEX=E [l MM 2EHU X 0 IIYsS =8E = USLICHL AHEX ID2
HIZHS 201 AFEXH HIOIXIN YHez HI2GHES otJ| fIoiM= AFEX HOIX 15 RAS
“disable” &EHZ CtS®™ ELICL AFE2X & HOIXIS zHFFE < XME FE= SAE 93
APEX Zol & HOIXE EBZSHAAIL.

3.10. TCP AH|A &3

TCP M&E0l & SAE MUHAM MEFHEsE BR, SAE TCP X EQ lock-up2 XI5t KA,
JaNoz D00 LICH 0ledst lock-upe EZZ 09| HIEAXNO BBz S22 Qlol
2SI, 01218t lock-up2 XIS <A, STS Alel=&= TCP keep-alive JIs2 HM3&LICH
STS AelZzz= UER3IJt A3l keep alive=l A=K EOIGHI| <ai Iz &M
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T
010
(=)

STS Al2IZZ TCP ‘keepalive” J|s2 AIEstald, AIE2Xe O
S Ao 0F & LILCH.

e TCP keepalive time (sec):

N& 2t S4I0 = AEHOIA Z0HLE Z0totS keepalive THZ! &
ZEHELC D22 15 =2 88350 USLICH

e TCP keepalive probes (times):

HEBE B2 MK Z& HEeIXl HEE &elot)| o 23 =
BHOILL M&GtE JHE UEHRLICH D282 332 350 ASL

e TCP keepalive intervals (sec):

Keepalive TH2! M&E2| Al2t 2tAES LIEFHLICH D282 5 =2
S& FI| 432 M, STS Alel== OIOIEIt S4&lol gle &
222 =Z 33 keepalive 212 MSELICH

EH

Uz A2z 2tFotn, NS
S Z0l 30He Iet0IEE
SS AMEE AT HREE
AEH keepalive TH2! 2

Ct.

0 AsUIC

£H 15 =0t At = 5 =

TCP service configuration

TCP keepalive time(sec) :
TCP keepalive probesitimes) :

TCP keepalive intervalsisec) .

Save to flash | Save & apply | Cancel |

18/ 3-12 TCP keep-alive &&
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ANelg ZE &3 Jls2 Soil Arl2Xt= 2 ZEQ| host mode, Al2lE S&l Tiet0lH, ZE 22
2 JIet 2t Het0IeE 28€ = Usutt

L
Ch. 8 U2 HZS SoHA Al2lE X0 CIOIEHE ZLWHA
L

UDP 2 =&2 UDP ZZ2EZ20 J|8t otili= &

o
zd
to
ol
N
_|
0
T
0
In
o
A
=]
m
g
-
o

e Modem emulation :
O]l 2E= AT HEOHE AI=26t2 26t= AIE2XL JIZ&20 AlelE &XI0F 28 AT 280 E K&

50 US WM MEE > Y

e Virtual COM :

0f 22 €2 Uzl =it2 LI

port logging JIS22Z, Alelg ZESE Sl 8&&= OO0IEHE MEMORY, SYSLOG server, NFS
server £= PC JtE £ SdlM ATA/IDE fixed disk card0fl M& & = QUSLICE port event
NseZ, MEXs ZE B2 JIAE HNAXSS S5 = UA2H, 0l STS Al2lxE AlelE
AXZRH IIKE HAXSS 2H =, Alelg EXo 0cl €8Z0 A=s HAIKNE 2L,
email £= SNMP trap 2 Sl 22l XA S26HH & = USLICH 012 Sl AEX= HZE

SXNZ22HS HAIXNE ZAE = USLICH

MEMORYOl M&E 27 OO0IEH= STS Al2l=0 &0l HA= =28 XKAXI| WS, Alelg
ZE 27 HO0IHE E=0ol)| foHA= SYSLOG server, NFS server £= £ &= PC I9IE &£

S0l A ATA/IDE fixed disk cardS AtZotAOF &HLICH
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Aclg ZEE= HEHCZ T= sHB0 25 238 = JASLICL H 412 Al2lg ZE 4
2edst 48 Met0IHE <ot U Ct.
H 41 AlCIg ZE & LfetilE

0

All serial Port Enable/Disable
ports Port title
setting Apply all port settings (Individual serial port setting only)
or TCP listening port
Telnet protocol
Individual TCP Max allowed connection
serial port Cyclic connection
setting Inactivity timeout (0 for unlimited)
#1~#8(1/4) Host mode UDP listening port
Max allowed connection
UDP Accept UDP datagram from unlisted remote

host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Remote host®

Add or Edit a remote host*
Primary host address
Primary host port
Secondary host address
Secondary host port

Remove a remote host

Port IPfiItering3

Allowed host IP

Subnet mask to be applied

Cryptography”

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application

Filter application path

Filter application arguments

Serial Port
Parameters

Type

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Port logging

Enable/Disable Port logging

Port log storage location

Port log buffer size

' TCP/UDP mode only.

% A secondary remote host is available for connection-fail backup in TCP mode

® TCP/UDP mode only.
* TCP mode only
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Display port log
Enable/Disable port event handling

Notification interval
Enable/Disable Email notification

Email - -
SRR T|tle. o.f Email .
Recipient's Email address
Enable/Disable SNMP notification
SNMP Title of SNMP trap

SNMP trap receiver’s IP address
SNMP trap community
SNMP trap version
Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

Port event handling notification

g 412 g-Olgt Alelgd ZE &3 stHs 20HSLICH Al2ld ZE 43 X8 stz 2
EESS HEE RUCIH 20HSLICH AtEA= 0 HOIKMA SAE 25, 5 s, 22
ZE U0l st 222 2 = UsUL. Us2 =2E 259 E0HIE 2l Hs £FE
A QLICH
Description
Host mode : — -
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP +8 *
Modem )
) Modem Emulation * *
Emulation
HNEHCZE Aclg ZEE MEct) dE8otdH LE BSs L= EIOIES SE&LUIL Alelg
ZEE SHHHW 2F &&aotei™, [All port configuration] 2t2 OFeHHl <IXIS [All £= [Port
Title]s 2 & LIL
MM 424 SAE DC B LF BX
S MM 427 255 P& EXE.
7MiM 4241TCP 2E EX
8

K& oHAl 3.
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Serial port configuration

Al port configuration
Port# Title Host mode Local port Seral-settings
all  Port # TCP 7001 RS232-9600-M-8-1-No
Individual port confiourstion
Port# Title Host mode Local port Serial-settings
1 Port #1 TCP 7001 RS232-9600-M-5-1-No
2 Port#2 TCPs 7002 RS232-9600-M-8-1-No
3. Port #3 TEL 7003 REZE2-9600-N-§-1-No
4 Port #4 UoP 7004 RS232-9600-N-8-1-No
5 Part #5 Modem ermulation 7005 REZ232-9600-N-8-1-No
£ Port #6 TCP 7008 R5232-9600-N-8-1-No
7 Port #7 TCP 7007 RS232-9600-M-8-1-No
B Port #8 TELs 7008 RS232-9600-N-8-1-No
18 4-1 Alelg ZE && o 55
H 1T <
4218 ZTE &3
STS Al2lEQ Al2lg ZEE= JHgEdoz L= SR 482 = JAsd, g € BE ZE

g ZE 32 2w 20| 12 282z F=ELILCL

1. Port enable/disable

2. Porttitle

3. Apply all port settings

4. Host mode

5. Remote host: Available only when the host mode is set to TCP or UDP mode

6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode

7. Cryptography: Available only when the host mode is set to TCP mode and Modem

Emulation mode

8. Filter application

9. Serial port parameters

10. Modem configuration

11. Port logging

12. Port event handling: Available only when the port-logging feature of the port is enabled
25210l g ZE dE5Ho 25 AU A= [--- Move to -] ElAE HANHAM OlsS &ot=
LZEES HEGIH OE ZEQ HEHSHOZ A OlsE = UsLT
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4.2.1. Port Enable/Disable

Serial port configuration - 1 : Port title #1 -—- kove to ———j

Enable fDisable this port

Enable/Disable this port : IEnabIe vl

Save to flash Save & apply | Cancel |
Feset this port Reset |
Set thiz port as factory default et
Port title

Lpply all ports settings
Host mode configuration
Remote host configuration
Part IP filkering
Cryptography confiquration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

_12&! 4-2 Serial port enable/disable

2 stuck® Al2lZ EE &= [Reset this port] £22| [Reset] HEE =2 MEEE = AL, [Set this
(]

port as factory default] 2 =2 [Set] HES =21 & =0tAIS iz 48 = JUASLICL

4.2.2. Port Title

AEE 222 ZEN HZE X0 et €8s 85 = USLICL oII0 X2 =€, &
g gH L= AX 2 S= LHoto, 2 ZES2 AMES oA AEE = USLICH

40



Serial port configuration - 1 : Port title #1 -—- Move to ———j

EnablefDisable this port
Port title

Port title : |F'c:r‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port event handling

—1&/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

AMNEXIF all ports settings 2 =&85l0f LE ZEQ HFZ SHHHW =i, HANM= ot
= JIE ZE 4% UsES T)Istcte AE YDl Rk, STS AMlelZ2= g ZE HdF0UAM 0IE
g Xl ZX HEE £33 = AN UL Y HFHO0| disable &EHQ H=2, JIEQ ZE 4

KNEAH L. J& 4-4= apply all ports settings &

0z oA

po
stHE B SLICL

Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disable this port
Port title
Apply all ports settings

Lpply all ports settings @ IEnabIe vI

Save to flash Save & apply | Cancel |

Host mode configuration
Rermote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Port logging

Port event handling

_1&/ 4-4 Apply all port setting configuration.
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424 SAE BCE gAML

STS Al2IX2 &5 2EE "SAE R2CEvet gLt A8 R2El= TCP 25, UuDP 2E, 28

ool 2= Al JHXIDJH JLsUICH

e TCP 2L

TCPE SaiM S0 HOIHE AMlg ZEz WEUWL, ANZEEZ SH&2 HOIHE TCPZ2
LIEELICH TCP HZ2 HFE TCP 22 IZE HHZ STS Al2lZ22 SHe HAZ 1 STS
AelZ0l 28& 83 SAEZ WWite &8s 25 AEg = UAsubh £8 O=+=2 TCP
HZS 0I8ollA A2l ZEZ HOIHE 2L &5 =% /USLICH

e UDP Z2E

UDP 2E X2 UDP Z2EZE ZE&es 8= MIotE TCP 2229 S& U HI==& LIt

e 28 O=dl0l&8 2E

Alelg  EXIot 0101 28 AT ¥E= XFGHALE AEXIH AT ZHS MEHM HM&EsS
MOlot DAt & [ 0 255 HEELICL TCP MALH XIAELICH

18 4-5= SAE BE #FLF M35 stHYLIC

Serial port configuration - 1 : Port #1

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration

-—- Move to ——-

Host mode ¢ |_:FEP v

TCP listening port (1024-65535, 0 for only |?DDI

outgoing connecticons) | L

User Authentication | | Disabled w|

Telnet protocol ¢ i__lji_sablad v_l

Max. allowed connection (1-32] ¢ |_32 |
Cyclic connection to remote hosts (sec, 0 ID |
disable) .

Inactivity disconnection timeout (sec, 0 |_D |
unlimited) = !
Socket ID ophion ¢ |Disab|ed v__|

Socket IDdfor outgoing connections) | | |
TCP Nagle algorithm |Disahled |

[ Save toflash ][ Save & apply ][ Cancel ]

Ramote host configuration
Part IP filkering
Cryptography configuration
Filter application

Seral port parameters
Modem configuration

Port logaing

Port event handling




424.1.TCP 2&

TCP 2EE O & Oloictdl fIoHA Ha=3teE &AEHNO0| &£ (State Transition Diagram)E ALE06t=

dIot EsUth deld O Tolo g0l et AHES X2 OloHE sJ1 <A STS AlelX<S

[E7I(Listen)]
"SEE AH SAE F oUoAI ¢HZ QA0 IIE It US"S LIEHELICH

=
TCPREZ HFIUE M CZE ANE 2ELU

LIC}, &2 SAEQ STS Al2l=2te OI0IH &&0] 25&H,
R SAE L= STS AMelx = ot EY AZGHM &S 23 0l &EH=2 B
ELUCL O & AMHle UAsS22 [EDI(Listen)|2=2 & stELICH
[& 3-2S(Sync-Received)]
A3 SAE F ot HE QA
Received)|2 HHELICE STS Al2l=
[& 3-2 H(Sync-Sent)]
STS AlelX2DE g2 RFS & SAEN 2RUOHE [EE(Closed)] &EH0IA [&3-2E(Sync-
Sent)|2 HHELICH Ol &He= 23 SAEI ¢HZ RES 20t WA SXIELICH
[=~&l (Established)]
"HZ 0| =& & (open connection)"'g LIERHLICH &HF SAE £ &= STS AlelX 2| 6Lt
CE B9 HZ REFS LOIS0I¥ HZ0| &1 [+~E(Established)] &EH=Z HHELICEH
[CIlOI &l (Data)]
[+~ & (Established)] AEHY [ SAEQ HOIHE U2 AEZ M&E 21LICH TCP
N&E &2 20 A OloHatol fIGHA, OIZ2H AX OOIeH &0l 0IRHX= AHE
[CIOIE(Data)] 2t) 2 &LICL &MZ, [HOlIE(Data))] 2= RFC 793 [TCP: Transmission
Control Protocol]iAl &% &= JHE [+ (Established)] AEH2l LR2ALICE. HAQ
CIOIE &35 SAHNAME 0l AEiDF LB IL|CH.

2 BWOH [EDI(Listen)] AEHHAM [A3-B+S(Sync-
ot RLEZ 20IS0/H, [+~E(Established)] &EiZ2 HHELICE

o

STS AlelZ= &&0 ek TCP MBilt 2240IHE=Z SHELILH STS AlclE= Alelg ZE
= TCP ZEZZ2H UIOIHE dEot2=2 HE=2 OHS2I2H0IE0 CHol 28HHol 25
j==)

LICH CIZE TCP AEH= TCP Al 2E9 =202 [ED|(Listen)] 2 LICH

m 1A
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==

1) S AEf MOl

[E 21 (Listen)] --> [& 3 -2 ZS(Sync-Received)] --> [+~ & (Established)] --> [0l 0| & (Data)]

--> [&88!(Closed)] --> [E V| (Listen)]

Or

[E7(Listen)] --> [&l 3-2F Z(Sync-Sent)] --> [~ & (Established)] --> [4I 0] E{ (Data)] --> [£f & (Closed)]
--> [&Jl(Listen)]

2| AB=  [EJI(Lsten)|ULICH A2l
=

i =
I =
SU0IHEZN EHH SAEN ¥HS ot TCPEEE

SOHAL=s o2 RF= 2 MBHZRH Z2W TCPABIZA HES =& = A€
ZEE Soi OHOIHE HdASELIOH 0ld Aoz, AZX=s g4 STS Ael=dt §3 23
SAEN =00 D UL JHEg = AsLt

2) &

e A2lZ OoIe &5

STS Al2lZ9 Al2lg ZEE Solil Alalg ClBtoIADE OIOIHE 2WHH, HIOIHE STS Alel=8

Aeld ZE HIHO 201H ELICH HIHOt IISXHL L& Al2tSe OI0IeH 8&01 LOLEX

HOMH STS Az S5 JF SAEQ HZELCHL ol o &EdHE Al2tE "Xt

Et2 Ot=2(Inter-character timeout)'Olct) & LICH (2Xt2+ EFYLO0F20 &8 Xt

A2l ZE IfeHOIHE FXRCHAIDI HHELICH TCP MI&0l HALX %2 MEHMAM STS

ANElZJF &8 SAEQ HA0| &H, Alelgd ZE HHA 20 HolHe 23 SAENA &3

LG DX (0%, HHo d&EE 22 OoId= AME LT

o A& HZdA

2 SAENAM SHZoiM ES WAL EE A2t St Alelg ZEWA GO0l &850l
O SHAMIELICH Ol Ol HoH& AlI2tS "HIZS EFO0FZ(Inactivity

timeout)"Olct) & LICL Alcl2 EZE HIHO EOIUE 2= OoleH= H201 oM O

AYHIE LICH

e TCP 2lAY EE

]

= 2208 4 Q= TCP ZE BISYLICL
E0l Oish SO o QFe Jedg UYL STS Al2Xs
=S

S&0l T U= ™ Z(outgoing

TCP 2lAY ZEE HQSH &
10242 EH 666350tK ZE HSE Hstol
connection)2t0l A EELICH (TCP MH Z2E)
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o AMEX 2IE(User Authentication)

TCP 2E0IM STS A2l & ZE AMEXR 252 XNJELUCLL 0 =

.

2
o

u
HU
HN
[

TCPREZOIA, STS Al2l2= &4 COM ZE MO S8&(RFC2217 5%)% KN&2otEZ2 AEX=E

=LICH
& XotAIDl BHELITH)
CHoH Ol 8482 RFC2217=8 COM EE 2|00l &N MEBEUH AIEX=E =019 Aldlg
ZE

ITE OHE2AH0AE Z22OHES AI256tH STS Alel=9 Al2ld Iet0IEE MHE =%
ASLICH
0l <Iot(, Tactical Software2 & Serial/lP Jt HISELICH. COM ZE 2|CIOIZE AFS 0l 2ol

H &ME F2E 2el® SeriallP2 EME FEHEGHAIDl BHELICH (H AAME E2E JAGHAIH
2 £ 6. SerialllPE STS A/2/ZX At&orJ] BS EHZEGHAID HHELICH

o OIEEHE HZ9 zliet

STS AM2lZE AR SAEZRH Mg ZEZQ2 U= 8452 =0 3200 XNJASLICH Od
Ll 223 SAE Z|AE #Z & EH(remote host list configuration)0fl 2/aif 0|01 3 SAE FH0|
UUHH, HdH Jts =Xte= (ol8de HZQ 2t - 010 HZE A SAEQ 2 2 AFL

Ch. BIE S0 MEXIE oIE28 == U= HE2 xS 328 €501, 3H SAE e|AENA

AFE 2ol Wmet STS AM2IX0A &2 SAEZ 3J49 HZO0| JUCHH, AL SAEZEH Alel
A HLEN BE5E o+ Uz HAQ ZUHA2 29(=32 — 3)0| & AJYULICH A SAE 2|AE Y
SO 28 O XME FEE BHAH 425 &H SAE 2F 4T 2 FXIOHADI| BH&LICH

o FIH AZ

=J|& ¢ Z(Cyclic Connection) J|ls EoIEE H3D/AOH STS Alelx2= Y Alelg
ZEN HZE EXZRH SH2e Aldlg CIOIEIF iHets, 23 AIZt0ICH A EXH o &3

AE0 Alcl2 EXz 2¢ oI ACHH, HZ0] ==& =
SoilA Alclg X2 85 = UsLICH 2tef STS AlelXD
A H

[==}
|z g =+ gtH, 0 Jiss 0

2aty W20l A0A, &4 EONAM STS AlclE=Z2 =X ol A
STS Al2lZJt &3 SAEZ HEGHH &= USLILL AEX= STS Al X0t 22 SAE(
&g WMot 33 SAEI Al2lg BEs 2EUHEE 22N FIHCZ Aldg EXIE
ZAY = UsLICHL & 4-62 TCP ZEUAM M&E SH2 HEHEOEE 20HSLIL
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted S
Inactivity time-out

Incoming data via serial port

Established

<\
Incoming data
from remote host

Accept

= T S

Incoming TCP connection request

Incoming data via serial port

J8 4-6 TCPZE9 MEHIHOI =

e A3 D
AEE= HAZE STS Series JI H{H

STS Series)t & SAEN HNH EHole 32 &2 & &2
EXNCIKNE EXNEE2 Sol 220tk & I JUS = JUSLICH 0 20 A3 ID(Socket
A SAEQN g Ed20 NEE 2AES

L= =0 49X DAl Aot=

lSLICH(0I S&2 root AFEXEH BHH0l Jts&LICL) TCP

o A
PN =]
=
T

HE O et 82 gLICH

M 2320 ID = TCP AH&Z0] 0



e TCP Nagle &112|&
TCP 2 &EZ0l= Nagle &2l

=
o [=]
22 =2 &2 W2 dES Xot)|l fAdf DetEHASH st I3 FotE Y Xot=0l

DIH
FIFF
T
>
=)

SEELICL OdU 0 ¢1els 20 oY 2R0l= ds&HMIt 0FIE Il & &L Nagle
gnelsd TCP 2 XHE ACK 2& 240l A MESHIZ 4248 Z2HME LMHAIIINE
8LICH Nagle 2102|&2 0] option2 0IE5I01 &4 T= HIZ43 A2 &= USLICH

e HIES EFOtR(Inactivity Timeout)

Hi&sES Ef20F=2(Inactivity Timeout) IsS ME20EE 4d3J= M, HE&Es EYot=
BALTUAM Zoi& gt SO OOIE &S0l LOHLIA 2oH A S et STS Al2IZ A0l
AE2 s ZO&LICH

4242.UDP 2%

UDP2C SX2 UDPRCO JIBS S1 UD & 3Ll AM MO8 fH SAED0H0| STS
AN2IZet SAE 2 QACHs 200 M2 TCPRE 9 HIZELICH UDPE HI91Z ZRE20|))
M2 AHSRE FIIX 622 RHE BRI} ASL

1) %

A SAEJH UDP OIOIEHOEE STS AlelXx2 UDP 2Z ZE =9 otLol 2, HH STS
MRIZE 0l GIOIE IR0l 2 SAE SFEFUA SFE SAE 59| StLNIN 2 QX
SOIBLICH GHY R SAEJ} 2 SAE BALHUM THE SAE F9 sthatH, STS
NEIZE A2l ZES SiM GI0IHE MSELIC JX 208 STS A2Xs Soes

UDP OIOIEHO&= HIIELICH dU ArEX= elAE0 8l 38 SAEZREH & UDP
datagram2 E!J|(Accept UDP datagram from unlisted remote host)' Ti2t0|E{E '0l(Yes)E2 & &GN
2 SAE SHFLFTN A2S0 RE SH2= UDP HOIEHIO#ES STS Al2lEJt 2& S ot=

= UASLICL AMelg ZEZRH S02= OO0IEIE ALY, STS AlelZ= 0 Cl0lH

SAE SHILFN F2AE FH SAEZ MEELULCL 2 S50 gl z2 #F AEZ
& &3HJ1(Send to recent unlisted remote host)' JI1S0| '0l(Yes)Z A& & AULCHH, z20EI2S
EtLO0IR0E32l AIZ2H0l ZUEX £2) STS Al2I=0 HOIEHE BH A SAEZT HOIHE

2) T+et0IE
e UDP 44l ZE
TCP 2lAY HEQ 22 JHEALICHL KAHS AE2 4241 TCP 259 TI2t0lHE

Hge TCPEAlt Z&LICH KHAIE Atet2 4.24.1. TCP ZE°| I2H0IHE F Lot AlL.

47



o S50 Sl ¥R SAEZLEH UDP HOIEHIE &)

2IAEN gl dH SAEZEH 2 UDP datagram2 2HD|(Accept UDP datagram from unlisted
remote host) J|S0| 'OtLI2(No)2 HEEH, STS Az JA2A SAE SJLTINAN RLE
PASAEZREH S0H2= UDP OOIHIOES 2SLOL Btz 2AEd = 3
SAEZRH 2 UDP datagram= 2 J|(Accept UDP datagram from unlisted remote host)' J| S0l

‘Ol(Yes)2 AHEIH, STS Alclxe EH SAE SHIEHN A2A0 ZE E0HL2E UDP
Clolet s & LIt

o =F0l 8= 22 F SAEZ SO

'FE0 gz =2 ¥ SAEZ MEGHI(Send to recent unlisted remote host)' 7101 '0ll(Yes)'2
SFHEH, STS Al2lZ= =20 STS Al2l=20 =8 2 SAEZ HOIHE &SELUCH
S50 = 22 A SAEE STS Al2lX29 Y Alelgd ZE=Z OO0IEHE dSXeE A
SAE SAEFHUAN FHEEX %S A SAEE LFLIO. 822 STS AelZs &3 SAE
SHEHNAM FEE SAENZ OOHE dASELICHL 'FR00 8l z2 2 IAER

& &0k J1(Send to recent unlisted remote host)' 710l '0OtLI2(No)'E E&FEH STS AMelE= 2

SAE  SFEHN FA4HdE SAEN2 OOHE =2HLUO. STS Adxs Hz2s
Et Ot=(Inactivity Timeout) =2 SF0l = z22 @3 SAESE RALIC

o HIE= EIYOIR

UDP ZEUAM, SS0l 2= 222 |3 SAEE RSNG| <o S Et20t2S MEELICH

HIZES EIY0IR SO 2= gle &3 SAEQ STS Al2lX9 Al2lg EE A0l dIOlE
ME0l U™, STS AlelZ2= Al2lg ZE SAEZ Al
CIOIHE 2UX %22 AJYLITH =, UDP Z2E0AM HIZ2S EtY0tR0lgt STS Al2lE=JE S0
S X5t 2ol 2elote AIZELLICH UDP 2S0A AIEXDL HIES
EtZ0I2E 022 HEHGIH, STS AMelEE Aelg ZEZRH S50 e 8 SAE2 o
HOIEHE 2UWX &= A LICH

o A3 D

STS SeriesIt 223 SAEN M HZ6le 39 2

XX E S8XE

E
FH =50 8le =

T
[e]
0
I

gle 229 #F SAE

SAEE HZEE STS Series Jt (™

= 2= USLICH 0l B0 230 ID(Socket
D)0l S&d& SXAES XIEGHH STS Series)t &3 SAEN 58 IR0 XNEE 2NES
X XME6t0 Data ME0! AIEEAH ELICH A2 ICH 49X+ NHXI Adte=
FAZEE 23 D2 KNEY = USLICLOI SEE root AHEXEH BA0l Jts&ELICE) UDP

SEUHAM 230 ID = 2= W20 =IOt ELICH

>-|
i
>
at
e
T
foi
8]
rr
o

22 0iSdIolE ZE0A, Al2IE ZE Z2AA=E OHX Alel2 ZX0 2= 2800 AN
SHELICH Al2lg ZE Z=2AMA= 0K Z2E0lAM ot AXME, AT 28 8= 210 SE0l
et SEELCH £8 28 MSE oA Melgut 28 tEdold 2= s €2
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o 00 AFBXIY Al2IY EXIO 2&E 220 UAS IS,
AERH A2IZ EXO Mot oz O QUCHE, OIZ 3| Ethernet 91ZE STS
ARIZ2 DAE % USLLCL ABXF 6H0F & LS ATAATDT 2o Mf0lE2 XIHs
Al IPZ=A(ES
o =29 YA SAER
ARIY ERINAN =240 SAEZ HOIHE
ME SOl A2l =
B MHBIE 29 & UBLICL AFRX RXIJF aHot & L2 FI0A ATD(T) XXX S 2y
MOLCH 1P =A(EE

>
o
1o
joru}
=
z

STS Al2lZ=2 Z2E H2dolE8 Z2EE AIEZ6t0, AMEX= Alelg CIBI0IAE  Ethernet
HEKINH &H HZE = UCH, Ol M HE RES AIsgdl=s AEOD HEELIOC. E 4-2&=
STS Al2IZ0A X&cte U= AT HHW HELULICH & 4-70lAd= Ethernet WE< 30
HZ3BH)| ?IoH ATDA ZH2 AMS2 M2 A2l ZE HY S52 MEHO WE W SLICH
4-2 STS Al2IZ0A XEEE o/
HH e s et ?
(verbose code)
+Ht g8 g8 2E2 54 ENS)
TCP @52 TCP Z2I0I0E T2 AFs 5, HA=
224 S AE PSS — _||:_8.:,|' X
22 1P E= oo '
H]:[& = ZE][CRILF] 0l) atdt192.168.1.9:1002 ;OJL\INEST_[QRDL[LF]
ce 0l) atdt1921680010091002 EOE&R?ﬁHE;*E'R L
ATD(T) IP =4 192.168.1.9, LE 10022 I ZASHL|C}. e Ol2r u[,AHl[}m]
@2 ez me)| (mEsss OGAXNN 38) ERROR [CR][TF]OO =
[CR][LF] 0ll) atdtss.sena.com:1002
S HQl =4 ss.sena.com 2 ZE 10022 HZEHLICH
AT &= ATZ [CRI[LF] TCP A3 A2l ZEZ xDJ|3&tLICH H25HH,
- OK [CR][LF]
ATA/ [CR][LF] OtXIe 9382 Bt=gL
_ = ATIHGHH
TCP ZEZE TCP ANMH 2E2 HFE =, TCP AHE| S '
. : ERROR [CR][LF
[A;Q Sy [SI(Listen)]2 &FELICH [CRILLF]
[CR?[LI_ZE_ = - 9™ II2I0IE, 22 ZE WSII YAGA LoH,
CHAl TCP MI&E Tet0Ie, 22 ZEDJI AIE&ELICH
E,EO: |12 #&&82 oM ELICH
ATEn [CRILLF] El: 122 &=aLIC
ATON [CR][LF] 0, 00: HI0IE R=2 AststL|Ch.
Q,Q0: SE2 EAIELICL (IZEE)
ATQnN [CRI[LF] 01: 292 TAIK YaUch
E 2o AFEE, HM IOl BEEUCL J21D UM SiZsts 220l LUSUCH 02 RS2 AX6HN 2o
Seoto] 2WELIC
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ATVn [CR][LF]

V, VO: && = <numeric code> [CR][LF]
V1 (EIEE). S8Y = <verbose code> [CR][LF]

AT&Dn [CR][LF]

D, DO: DTR(PC) A& E SAIELICH
D2(CIZE): TCP M& HAZZ SHMELICH

AT&Fn [CR][LF]

F,FO,Fl1: CI2E 28 &3dgts S7ELIh

AT&Kn [CRI[LF]

K,KO: & MOJt gisLICh
K3: RTS/ICTS S8 HOH (LIZE)
K4: Xon/Xoff (K& & M)

AT&Sn [CRI[LF]

S, S0: DSR(PC)= MLt =&LICH
S1: DSR(PC)Jt TCP SZ S B0 ELICH

H,HO: & TCP H&Z= SHAMELICH

ATHN [CR][LF] 2= CIOIEDt ALRIELICE OK [CRI[LF]
H1: &M TCP HZ 2 SAIELICL
1,10: “Sena Technologies, Inc.”E HA|&LICH
ATIn [CRI[LF] I3: @Y BISS HAIBLICH <=
2 22 :“OK'S HAIELICH
HIZS EIOIOIE n22o2 HFELICH
ATV [CRILLF] T, \TO: IZ'E EIOIDE ABSIN 2aUC (CEE OKICRILLF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | o, o
AT&Gn, AT&In, AT&Qn, e OK [CRIILF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
ATS?, ATSn=x, AT&Cn, .
ATEWn, AT&Zhox AUS ERROR [CR][LF]
n0l 10/™
- OK [CRI[LF]
H=
ATFnN [CR][LF] oS = zooiol
ERROR [CR][LF]
n0| 00|2+¢
- OK [CRI[LF]
ATWn %S ez
ERROR [CR][LF]
T 43AT 30/ 88 2=

HEA IE(Verbose Code)

(“ATVI” Q0| MBS %)

(ATVO" 220l MBS 3)

Xt 2E(Numeric Code) &9

OK

CONNECT

RING

NO CARRIER

§o
0l0

ERROR

0 =
1 o
2

3 o
4 = gt
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HelloDevice < ATZ Serial A
SS100 ATZ > Device
OK > Command mode
TCP connection
Lequest TDT
| al
ATDT
L
TCP connection
Established.
.| CONNECT | X
| g L
ATA.... DATA.... TCP mode
DATA.... > DATA.... -
L
At
Request TCP
,_disconnection 4A\TH
- ATH N
L
T_CP . Command mode
disconnection
»| OK
L P
>
NO CARRIER
v

18 47 28 0l&dol8 29 FFIGI0IEH &8° HFFO! 0f

425 A SAE BAHLEH
22 S AE LI (Remote Host Configuration)0|2t STS Al2l =2 Al2l2 ZEZSE G0lH
HE0l AS M STS Al2lZ2 Alelg ZEZLRH HOIHE 48 SAEQS S5EZ U§LICHL

TCP ZE0lAM, STS Al2IZJt 11X JZF SAEN H=6HA RE ME WHISIH Alelg
o

ZEZ2H OO0HE =#4g 2 AA SAESE £&¥g =& JUsULCL DdL 1 23
SAEZ HZEO OIFUHACHE, STS AlclE= 1x 3 SAEZS (&0l 24WE WNX= 2%t
A SAE=Z HOIHE 2WX 2Z&LICH D2l 11X 3 SAEZ 438 £ A= k= 2
1602 Mete o AsLIth

UDP 2E0M= STS AEI=DF 1R 23 SAEQ MEHE ZAIE 2H0|l 2222 AIEX= 14t
2 SAEQ dF3E = USLUICH [OetAM 2XF @3 SAE= 2010t elsuUt

18 4-82 # MEX QUHHOIANAN B SAE SHFEEHS 20HSULL (TCP 25
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Serial port configuration - 1 : Port Title #1

Enahle/Disable this port
Port title

Spply all ports settings
Host mode configuration
Remote host configuration

Check Host#  Primary remote host IP Port # Secondary remote host [P Port #
r 1 192.1658.14.1 6001 192.168.13.1 S001
r 2 192.168.14.2 600z 192.168.13.2 o002
Action on remote host & add  © Edit € Remove

Primary host address |

Primary host port |

Secondary host address |

Secondary host port |

Save to flash I Save & apply | Cancel |

Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logaing

Port event handling

I8 48 2Z SAE

4.2.6. Port IP filtering &3

STS Al2lX Alel€

NS A
o= T

X A2lE ZEN 58 = UTSE IS L. XAl

Serial port configuration - 1 ; Port title #1

EnablefDisable this port
Part title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering

maskE HZ5lH €& =
=
=

st WE=2 35.1P ZEE

By &5

Ell 8% oi&ctes @8 SAE= IP F=A filtering 720l JI=0HH X
A

i
USLICH AtEX= R58 IP =4 2 subnet
(o]

EJt STS Alel

FXoIYAIL.

[0000

Allowed host 1P ¢
Subnet mask to be applied
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modemn configuration

Port logaging

Port event handling

[0000

1&g/ 4-9 Port IP filtering for serial ports

52



427. 2453 A

STS Al2lZE 28 GIEdIold 2=(UDP 2% 0t
Kl & gL .

ro
—
@
i)
0
In
2
x
2
09
fol
fon
o
=
B
o

LIY= 113
HE ZL&

4.2.7.1. Secure Sockets Layer(SSL) & Transport Layer Security(TLS) 253l J| &

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the STS

AelX2Jr gsstEl AIENA SSUTLS =3t JIgsS XN&dots OE EXsw sS4g =

USLICH

SSL2 Netscapell SlolA ZSctOIHEX MBI AFEotIl PohM  JHEEASLICH SSL

diolois 2= 25 E2EZS20 420 QA0 HTTP2E 22 HHE2A0lE Z2ESUHAM 25 2
£ SHZ ot

2= QUSLICH SSL2 otE Y, e 5=, D2l U2 & Z2EZ29 Mg)lls
USLICEH sSL2 UWERIN Z2HMAM S4lct= HEcIAOIEN HIOIH 2ets M
HE2IH0IE Z2E2D TCP/IP AHOIO A= &S oI 2ot Z2EZLICH

LS2 SSL2 HHO0IEE HAEYLICH 0l Z2&E 22 Internet Engineering Task Force (IETF)S
Z0fl Sloll A JHEE Internet RFCLHOIA XI™E LICH TLS2 SSLO| &gtel SEfol2 Z20/HE
MH £ Z otUIt M22 ZZ2EESS XNRJoHA 2= ZE2R, SSLZ UWeits EH™EsS
XN&EeLICh et TLSZ oldst= A o2 0EXl 2 I LICh.

0 ox

o

_|
Fll'

o

HA
rr

[e)

ro
>.

0
FIO

&2

SSLITLS M&E AXGHAH M2t 2c2t0IAE A0 SSL HEHO0IZct] =2l= AKX

wWeo| ZRELICEH SSUTLS Z2E22 &5 Il(public-key)2t THE Il(symmetric key) & 3}9)
LTES AIEELICH & 3l(symmetric key) 25 3t= S5 Jl(public-key) 2532t HIWHA SN
iSLICH StXIgt S I 2SIt A5 YE HilMds 80 ZSLUOL SEHI= MHIL
2= JIE AMEHM XHelS ZU0IHENM 2ISdtD A ZU0IHEI W OS HMEANA
ArZE e 253 25 ols el ol 8X Sol AIEE Ua 18 Mdolse 22 ool
SLICH 2teE HEHOITS &M AEE USh 201 %4E = ASLIT

1. 2210I§EJ} MU0 22t0191ESl SSL/TLS BIA $5, AOIT(cipher) &5, X2 A
A OO0, 121D MHIJl SSLITLSS AI235t= Z22I010EQ Slsts Gl 2R3 o
= ¥E= Pyl

2. MBIJ} 22019E0 MBIl SSUTLS HA #5, AMOIT(cipher) &%, 2A92 ML
CIOIE!, 21D Z2H0IHED} SSLITLSS SoHA ABISH SAlats Oiol Zest 02
= PULICH MBI £8 KA ASAE 2D Y Z2H0I9EJ 22H0I9E 10

2ost A NS QEUE S20HES USHE QFELICL
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Sct0IHEE NHE 2Sa6H)| oA At 2 22 H2E 0ISEUILCH ol AHIt
OIZE + QUH AMSBXHH SHES Zodi=10 2S3E0 ASE AZ0 U= 2
= Qb= e UL MHI 83H2=2 QIEEH Ze0IHEE US HHE
LICH

Scl0IHE= S MMA &K

In
i
(=)
]
=2
x

MHE 2E OOIEE MEBoHAM oY M&s <ol
N premaster secretE SIS 0l2dE MHE S II(EH 204 2HE AHHEl IS A0
N 2HENE MEMNA 2S3otH 0l &S 3HE premaster secret2 AHE ZH-ILICH O
ol AtEE ALOIIH(chipher)Oil [tetAd ZSetOIHES} MHIL &FE & /JUSLICH SSLITLS
= U2 0 “BRE" 0tAH A2 M4 {20l Tt Let&LCcH
NHIE Sel0IgE EE R+ cts ZREEH0IZL S&E A= oY S2H0IHE
Ol BHEHOIZNE /[ SUH0IHER} A 2X0 LA GIOIEHE AQIELICH Ol

==

t
A0 Scl0IHAE= AMRIE OI0IEH2 S0IHES AISME 2S3tE premaster secret

J

a
%
0
iy
[af]
o
e
Im
9
o
0l
o
1>
£Q
[0
2
|J
g
r
O
1]
[
C
w]
[af]
=
[ O
Im
9
0x
0B
A
|0
Hu

ol
e

IBEH M= Ral2l AbA 3l(private key)E ALE3H M premaster secretE GH=3dt1)
2ol HH(ZH0IHE £t 22 premaster secretfil Al AIEGHA Adole)SS A-M

OrAE A2 (master secret)E M & 8HLICH.

SH0IHER} A= 0 OtAE AIZXS AF2oiA SSLITLS AlE Setol wateE LS
gsshds of=ot= Ol AMEE= & 12 M&E IJl(session key)E o efLICH &
Sci0IHES A= O OtAE A2 S AMEWMHA SSLTLS HZEES Sol S48 A2
S0l HZE OoIE2 fZ4H(integrity)S ZS&LICH

SU0IHE= SUOHEZRH HAIX= 222 0 & IIE MEMM 253 & A
Oletl) A= HAIKNIE MHE SYLICH £8F 220IHEE= HEH0IZL Ze0IHE
22 B2 =

N
o2
=2
> rr
= =
(==
HU

dAxz= SEHE g5 HAIKNE SYLICH

. SSL/TLS HEAHOIZI 22U OIM SSLITLS AM&EO0l AIHEJASLICH ScHOIHEL

NtH= 0l M&E JI1E ALEdM ANZ2H0 S48 HOIEHE &gs3totl] &5 oi=sotH O
2
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Client Server

Client Hello
#
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text < ServerHelloDone
Certificate
ClientKeyExchange
Certificate Verify
ChangeCiperSpec ChangeCiperSpec
v Handshake
.................................. Finished
Cipher I
icati < > Application Data
Text Application Data < pp

g 4-10 28801 SSLITLS AHEHNO/IZ ZZ2AHA

STS Alelx2= TCP 2E &EH0l et SSUTLS A = Z0IHEZM &sg = USLICHL
SSL/TLStS] TCP AHAZO0l & SAENM SHM AMHEEOH, STS AMelE= SSL HEH0IZ

SOt SSL/TLS AHEM A =&LICH BHHZ, SSL/TLSISl TCP HAO| STS AlalXCl Al2lE
ZEUAM OIA M AIHECOE STS AlclZ2= SSL sHEH 012 S0l SSL/TLS E2H0IHEZ M
Xl

S SeLth
AEXIE SSUTLS &5 JIEE AI2E M, AIE2lt= U3 22 ItellleHEs 24g =
AsLICH

e AIOIIH #+E(Cipher suites) 4 3l/HI &4 35t
Cipher suites= SSL/TLS HZ 220l A& = HIHA (asymmetric), CH& (symmetric) 22|31
of#l(hash) Z1el&2 X&ot= OOl AISEe AHMYLICH HIHE Zoelsde MH E£=
Scl0IHE(SHE)2 MW OtOICIElEl(identity)Sl Z&Dt HIZ I E2E oHMSHH wWetct= dlol
AZ2ELICH CHE ZDelS2 SSUTLS HZEE Sl 8&E e OoIeHE 253 dh= dlol
gnels2 8&8& OOoIEHt 88 & [
o HIE gnels0 ArEE 212 201E XNEE
SctOIHEI MHZ SSLTLS HZE [l ALS Jtsdtl) AFE35te! St= cipher suite? 25
LICI. MBE 0 852 XAl X&& = cipher suite?t HIWaHA 0 S5 S0l MHIL AISE

c
c

=
=
=
=

0 0
bl
c
Q
%

o I
I

UL AtEoted ot= R B cipher suiteE S LICH ZS2t0IHAES M= OIM 0l cipher
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suiteS 0l Jt& B0l AtE
STS Al2lE&= CHYEr cipher suit

[==}
HIZ2A&3 &892 M 2 ciphersuiteS &8 & UASLICH

@D

i
>
0
Qi
b
=

SE0 “tl'et) otH, STS AMl2lX2= SSL sHE
ME QIAELICH BiE AEXIt 22/0/9E &
, STS AlelZ2&= SSL HEHOIA ZZAA (HH 2)8 Z40/HE

2

013 ZRAA (S
SE0 “olLRetn
OEZNHE QTEX

Ol

10

e OISA XQl &l A(certificate chain depth) &35
o

QISA Melz2 e Moo ASKIt FHill L USAHU M AIE=E RS2, ISAHS
(0] o

HMOIQLICE 0l OIEA Moo 22 NHM(Ls SS(peer) USMOIA AlZE % U= CA
OIZSMIX ARE £ Us HOS == AYULICL CAE SS(peer) QSAOI AOIEOZ M
MBI, = AIBXC 2RE QIBA

il
m
@
wn
_|
wn
>
rr
=O£
o0
foh
| >
Im
=
o
=

IS NS

NE HZBELICH 2t 0l =01 XA $22EH STS Alelxs &4
)
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Serial port configuration - 1 : Port title #1 -—- Move to ———j

Enahle/Disable this port
Port title
Aoply all ports settings

Host mode configuration
Fermote host configuration
Port IP filtering
Cryptography configuration

Enaryption method S5Lwe j
Enable/Disable cipher suites :

¥ SS5L_CKE_RC4 128 WITH_MDS

¥ SS5L_CKE_RC4 128 ExPORT40_WITH_MDS

W s5L_cCk_RCZ_128_CBC_WITH_MDS

W s5L_cCK_RCZ_128_CBC_EXPORT40_WITH_MDS

W S5L_cK_IDEA_128 WITH_MDS

¥ S5L_CK_DES_64 CBC_WITH_MDS

¥ SS5L_CK_DES_192 EDE_CBC_WITH_MDS

werify client (int server mode only) NO =

werify certificate chain depth . |D

Check the certificate CH : MO =
Save to flash Save & apply Cancel |

Filter application
Serial port parameters
Modermn configuration
Fort logging

FPort event handling

g 411 &3 F4

4.2.7.2. 3DES 2353 JIY

253t J|8= 3DESZ &&EG6tH STS Alel== 3DES(168 bits) 2satE MEWAM CHE STS
AMelZE X £ = HelloDevice STS Alel£22t S&lg &= USLICH
& 4.12= 3DES IH2!2 dIZE ZUS 2010 UASLICH HIIHAM 28 2EQ 20l USH
ZSLICH
20l G0l E Y (M <1)
18 4-123DES 2 2= EZ%H
[ Dlol

2001 8bits £AALICH 0l Z0l= WE(CEO0H 2 M)l 20IZ °0I8LICt. 3DES = 64
|E 22 XIT(cipher) 2 D2IZ01D IIIAS 20l 8(64/8) =2 0120f &LICH
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e IliY(Padding)
2 H&E 25 XIH(ciphenLICH HE gt MY@-8)HAM MK INE BHOIEYLICH

STS AlelZ2| 3DES €el&0A =zt OoIE 2! d&80 AtEE 212 =1 HEH=E Il
SS0AM S=ELICL deld Il =52 MEXN 74 I 25 MEAM ddELIt. T8 4-132
b

Key Block(32-byte)

Key (24-byte) IV(8-byte)

g 4-13 7 R&

Jl 25 Us 20 U
Key_Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key= Il E29 XS 24bytes
IV(Initial Vector) = 21 52| 0FXI 2 Bytes

42.7.3.RC4 253 J|H

233t JIHE RC4Z £HGIH STS AMelE2= RC4 ESatE MAEAOMM STS Al ZEX2 S
g &= USUICHL RC4 &S ZEO0AM STS Alclz= AIEA 24 I €2 AIZdlM 2= TCP

LICt. RC4 JIEE AME0tH &t = MES ArEGHA EsLICH
IH2CH =0 S LICH

o

STS Series= AIS Ot Alel€ ZEN HEE Alcl2 XY A SAEZ =2 O
&g = UATS NEELICL 2H

APZXIE XRal S

OHEZcAHolE 24 HSE AMEBoHAM Z208e 0|8n xE PHE £ JUSUCHL ZH
OHScAolE -0 CHE XtAlEE AtE2 He

HXGHYAIL.
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=X Of-
_I_O-

22 0%
012 ZE510] MHAS FESIAL.

Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Filter application path @

o) g gE28g= XEELICH

g G20l et XtAleH AFetE 6.10 AFEAL

--- tove to --- =]

|fu5r2.fdefault_ﬁlter

Filter application arguments |—pD
Save to flash Save & apply | Cancell

Serial port parameters

Moderm configuration

Port logging

Port event handling

J& 4-14 ZH OHEC/IH0lH

4.2.9. Nlel&d otetol e
Al ZEN Alclg HEXE HZotHEH olY STS Alel=2 Alelg ZEQ HelIHE HZE
Al EXI0 A ZE6H0F LG AIEXIF 8388 £ U= [Oe0lBE UART &4,
Md&E =S (baud rate), OI0IEH BIE, MElEl, A8 HIE, SEMO, DTR/IDSR &S E 0l =&
2l X 2H(inter-character) EF 0t S LICH
HAH STS AMelE22 aiY Alelg EXl= Alelg S41 &A0] RS2322 & XIoi0F &LICH A2l
SAo B -0 BN CHet XtAlst AMtE2 258 1. 92 482 ZFX0NAL.
o A2lg d&=T(Baud rate)
STS Al2IZUM AIEE &= Je AMelg 8855 = O3 25U CH
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, 12|11 230400

Tl £8& Jl=&dt2 9600 LICE.

e [OIH HIE(Data bits)

CIOIE HIE= 7 bits £= 8 bits2 LICH.

T £8& Jl=&2 8bits LI
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Serial port configuration - 1 : Port #1 -—- Move to ———j

EnablefDisable this port
Port title

Apply all ports settings
Host mode configuration

Remote host configuration
Paort IP filkering
Cryptography configuration
Serial port parameters

Baud rate : |23|34EID vI
Data hits : IB hits vl
Parity INDI‘IE vl

Stop bits . 1 bit =
Flow contraol : IW
DTR behaviar |P.Iwa5.'s High =l
DSk behavior |Mone =]
Inter character time-out {0-10000 msec) : |1 an
Save to flash | Save & apply | Cancel |

Modermn configuration
Port logging
Port event handling

& 4-15UART &&

o 2| El(Parity)

IHelEl= none, even == odd2LICH =D &&3& JI2 22 none LICH

e A S HIE(Stop bits)

AS HIE= 1bit £= 2bitLICH =J| &FE Jl& g2 1bit&LIC

e S& MO (Flow control)

ZI| BFE JI2 22 NoneLICE STS Al2lX=&= XON/XOFFE AtgZots AZEQIN sS4 Mo
Q2 RTS/ICTSE AIZotE=E oIS 52 MO E XIELICH
(XON/XOFF(0x11/0x13))E & O o1&
L SIERIN S8 MO ZAdAMdeE & WY
AOIOIA AISE =1 23522 M HI0IH sS4 SE2 MO ELICH

9. RS232 280 &8 MO 242 XRFELICH RS422 ZE9 RS485 2= 0/lfet SEF9
2ATZER0 L= otER0 &8 Moz XS oA ZSLICH
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DTR/DSR &
DTR/DSR T2l 2%
HE OScolE
JI ™ Z(read-only) &

DTR £ S=2 [}

ZE MSE A

rr

ot . DTRE2 M 7|

010

otLtel &

=5), always low( &/ & g
Z g83& E<,DTR
DSR &€& s&2 U8 &
connection only by high(=Z 1 0/ 8¢
by high 2 &0l &/™ DSR &
8t DSR &I&JF =2
25 LICH DSR AIS Dt
SeriesOif HZ = HHl=
USLICH

C]

—

high when open(
Ei= TCP H&0|

=

o

ot

L =
TT — L

F9: DTR/IDSR =&

0

X=
=

2X2H(Inter-character ) EF0IR
otet0lE = dte Alelg OoIeE
Al2lg OIOoIEE &2 M, 2X2F ErdorRer 3

OOl CIIOIEIDI EXH X 22™ HI0IE I &
FSOHAMN dSELICH 2t 2X2E EFZ0F20142] Al

Al 2+
\_

Huo0z  H

x
HD oA

CtZ OIOIHE DJICtel XD

B
2

H

=
im
-

IHelEl eZ(no parity)2 =2
0 ot 2XE
1000 (ms/s) = 8.3 ms LICt. e
8.3msOlotE £F2, 022 &4

2 = (ms) LILCH.

St
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oA TCP A2

& & (write-only) &

Aoz

DEO0l 243 HOAE SEHUAHE

TCP/UDP Ii3le =2

oF 2+Fot,

tLtS] I3l 2 TCP/UDPZ & &

ALE]

o

>
2
H
0l
B
]

==

e o
(an

r

=
=

==

—/

=
]
e
=2
)
%)
P
rr

%o

USLICH always high(&f
). DTR S &
20 high2 S XIELICH.

USLICEH None(&S) £ & allow TCP

A
(=]
©

0l high when open

%0l allow TCP connection only
I, TCPI} LICH &£
256t UDPZ dIOIEE
o ZH&LICH STS

e A
ol_:‘EE o

B

, STS Series2 TCP NG R=t

Q

10| DSR AEHDF low 2

|_
18

Z0/X EsLICk

STS Alél
HIOIHE DIt LIt 2
otLtel TCP/UDP I3l 2
210l Alelg GIOIE It 1024 bytesOl
OtAl ELICH 2X2t Etotx0l ‘02
“el HOoIeHE Md&SELUCH

. OtXIgH X A8 XHE HSH
el ZEDJ} 1200 bps, 8 GIOIH
Lol 28X A &ot=0ol
10 (bits) / 1200
SC 2A ZFH
Ot29l tel=

2 LDl fch ArEELIC

AEI

[u

—
Jtsst

e
>



STS Al2lX2 Al2lg ZEN RS A8 g2g ZR MEEULL STS Alel2= DTR/DSR/DCD
MSE 2EO 22D JA=s RS2 JtE6t) MOELICH

U=M EFE £ USLICL Enable/Disable modem ILi2I0IE{E &4 (Enabled)E EFEC=2
S8 22 HdFIUS Wol= STS AlelE2= DTR &SI X2 MEUAM =2
2 0

12 ZE 40 2= Wet0ledr 88 2 Mottt 28 =J1s &

e DCD S
DCD sZ0| =2 AEH LMo2t “TCP HAZ 3 E(Allow TCP connection only by HIGHY 22 & & &
&, STS AlelZ2= Alelg EE° DCD &)t =2 S ML }E SAEZFHS HEES G

ZELICH MEXIF A2l ZEE CHo|g ol 2 E 2 E(dial-in modem mode)Z20t AlE5te! & Mol
S&8t JIsYLICL 0l =20 010 HZE PEO0| SCHH STS Alelx= TCPS HZE GIE56HAl
2 SLICH

o XS oMl 2 &HZ

s oM 28 AZ0| Enablez &FEH RE TCP HAO0| EJE M STS AMelxes 29 HA
£ gsUth U= il 28 HZ0| Disablez2 8&EH ZE TCP HA0l EIAUHE STS Alel=
= 28 HZS 2X ESULCH 0l JIs2 &30 42800 28 2201 20HXE &M M3t 23
Ol ZO&ICte HE2 FASHHAIR. &, 0 S82 STS Al2lXZE 0I86t0H 2RE TCP H&0l &3
S [ LES HBS 222 = AsU

Ab S fIHA Al2lg ZEO

=
=
& AEHE None22Z & HoHO0FEH
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Serial port configuration - 1 : Port #1 --- Move to ———j

Enable/Disable this port
Port title
Apply all ports sethings

Host mode configuration
Raemote host configuration
FPort IR filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Enable/Disable modermn ; |Disab|e vl

Modem init-string [ale0s0=2
DCD behavior |r-.'l'li‘-lE ;‘
automatic release modem connection | Disakle =
Save to flash Save & apply | Cancel |
Port logging

Fart event handling

g 416 28 F4

4.211. ZLE ZZ(Port Logging)

E 22 Jls tZotE Alel2 ZEE SoilAd 2Wa O0lel= MEMORY, ATA/IDE 1 & C
=3 JIE, SYSLOG MBI £= NFS AtHe E= X S0 dEELUCH

|> |-t|

on

o IE Z EH3YHIEH3IEnable/disable)
Ol Itelllee ZE 229 43 L= HIZ43E FELIth =) 84F2 [HI243H(disabled)]

& LICE

e Portlog storage location

EZE 27 UOIEH= STS A=W HRel, ATA/IDE 08 ClA3 IIE(PCMCIA =& &), NFS
MHel E= X L= SYSLOG MU H&EE = JUSLICH W HIRelE AN ZE 21
HOIHE M&Eol= ZS0= STS AlclZ2Jt HE Mol 0 ZE 21 OIOIHE AZBELUCH Al
ZE 27 HOIHE BEXotd® HE SfXE ATAIDE & [CA3 JtE, SYSLOG AW E=
NFS AHE H2HAIL. Ol oftAH AFZXIOF AHM0 oHE OHMIE *&oioF &LICH O OHAl
JF BESHH HEEX E2H ASXHs UEHHIOIANA ME RXNE HdSHSE = ASLICH

e IXE 27 HHQ 3|

O I2t0itls 228 ZE 271 UOIH2 zHEsS ALt WS M2
OIHHE M&E Mol ZE HIH2 &M 2Dt 3200 KbytesE HE = Sls
ZE HIHES 3712 &0l 3200 Kbytes OISt OFSH & LICH) =J1 €& gt2 4 Kbytes

clE ALSdiA 21 O
LICH(2 Al2lg ZE

o 2

fn
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LICH

ATA/IDE & [ClA3 JIEE MEdA 21 HOIHE MEE M ZE BIHS =0 = oiE
JtEQ E&0l Met et& Ut

NFS AHHE AZoilA 21 HO0IEHE MEE Moil=s ZE e 2 2= M=K ZsLdh
AETL e ZE 22 AMASH X=0A NFS MHE F&ali0F SLICH

SYSLOG AMHE MEdA =21 CIOIHE MEE o= AFEAIH ZE 27 HIHS IIIE 4

s = glsUh

Serial port configuration - 1 : port # #1 --- Move to --- j

Enablef/Disable this port
Port title
Apply all ports settings

Host mode configuration
Rermote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port logging IEnabIe vI
Port log storage location @ Ir\\-ﬂerrmrs.I vl

Port log buffer size (KB, 400 max.) |4DE1
Save to flash I Save & apply | Cancel |
Port log
=
=

Clear Hefresh |

Port event handling

—J& 4-17 Port logging configuration

4.2.12. Port Event Handling Configurations

STS Al2lZ2= AIEXIL ZE OIHE sHSE
M OIOIEE ZUEEILE CIoIEN eSS

email/SNMP & & (notification) L= 2ZE OIHE HSE Fd=S SHA AlclE ZEZ HNE 22U
& HEES EclHE 2 Alclg ZEE JIFEE g = UsLt. 8 0l JIs2 AFZEXIt A
2= EXE SoiA OOIEHE ZLIHEGHLE AFE EoE A= 88X ZUAS Mol 22 &
XANE AE 2cl/Hol & = QI oHsSLICH £8 STS AlelZet HE AlelZ2 EXI2tel HZ &H



telotd 2UEE g = UAsUICh

21210 OIHIEN tHet s8e 23S0l 8E = USLICHL HIINA BtS(reaction)2 email &5
gt

NS ZE O/HE =8 Jlss O0lEotdE, ZE 0/HE =8 = Zd3l(enable)oliOF &
LICt OlX2 228 IW20IE012] &0l 0l J1s0l Hl&4dskdisable)Tl® ol e STS Al/ZEE

OlBIEN 28 8 e €< otk EsLIth

o UE ZHA(Notification interval)
STS AMelZ= 28 2HA0iCH 22 email £= SNMP EE EYLICH IIREI YAE WHOLCH

email £= SNMP EZE= ZUH ZH, UTotH E=2 emaildt SNMP EZE0| 2dg Jis 40l
UCB 2, STS AMelxsE L8 2HH9 AZ2tS0ot OIHIEE 20tA, &80 LedsLIC Ol metol
O g0l S HoH AIAE THES Ol M ELICH ASXIF 20t € = Y= Y 2 S

SZOE AIAE IR AHES Z A3

e
I
$Q
i}
c
a

e Email & (Email notification)

STS Al2lZ29| Email 28 Jls2 43 L= HIZ24s o= JIsLUCH STS Al2lE Email &
g 2¢ M 0lXE SMTP Mt R&EUAM &E SMTP AHE AMEELICL. SMTP AHIL H&
OHHl AKX LUAINLE HIEAHS T UCHH Email Jls SAl BI85 ELICL SMTP MB 2

o & THMlet &F2 3.4SMTP = EXGHAAIL.

Email X<
LWet0le= AFE ZolE IS X Z/AS [ STS Al2lZ=0U A EHE Emailll M=
KN

S ZELICH

=}

o

=AM Email =4
Ol IIet0IEiE AIE HoE IIFEDL EXEUS M 2 M

o
ne
o
1
>
-
iy
iz
0
el
C
o

e SNMP ZE
Ol mtet0lEl= STS Al2IX2] SNMP &8 JlsS

1]
0x
o
A
rr
(=
]
0x
ton
o
C
a

e SNMP Eg2 M=
Ol WetlleeE AFE EoE IS BXEUS M STS Alel X0 2loiA Z2HE SNMP EE 2

N=ss £28&LUt
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Serial port configuration - 1 : Port title #1

EnakblefDisable this port
Port title

&poply all ports settings
Host mode configuration
Femote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Port event handling

Port event handling

Motification interval (30-2600 sec)
Email notification :

Title of Email :

Recipient's Email address :

SHMP notification :

Title of SMNMP trap :

SHMP trap receiver IP

SHMP trap community

SHMP trap version

[Status event edit]

--- Move to --- 7|

IEnabIe vl

50

IEnabIe vl

|F'Drt event notification mail

|admin@my_cumpany.cum

IDisabIe vl

|F'Drt event notification SMP trap

|1E|2.IEB.1£1.1

|pub|ic:
Y1

Status event Ernail Moti,  SMMP trap Mok, Port command Port command string
Device connection rd 3 r |
Device disconnection W = r |
TCP connection I - r |
TCP disconnection rd = r |
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port command string
r 1 test Ermail/ JCommand  reboot
[Keyword list edit]
Action on key word & add O Edit ¢ Remove
kKeyword string Ernail Moti,  SMMP trap Mok, Port command Port command string
| 3 - ¥ |
Save to flash | Save & apply | Cancel |
78 418 ZE O/HIE #58 7
SNMP E& £4I1J] IP(SNMP trap receiver IP)
Iet0leHE AFE ZoE IS Xl EHAUZS I SNMP EE 2= =4I5t= SNMP E™
ADIS 1P F=EAE AAEHLICH
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e SNMP E& FHSRLIEI(SNMP trap community)
Ol metldleHe AP HoE IIRED EX ZIUE M SNMP EZ HAIKIN Z&E HFLUE

SZ L

i

e SNMP E& H&™(SNMP trap version)
Ol Het0lE = A FolE ISt EX

mn
9
o

il EWZ SNMP Edo HEZ HEELICH

ANelg EXI A2 L= 22l OIMEN A F ol oF

ot

e TCP ¢Z&/Z22|
2 SAEZRH TCP 2 L= =22l OIMENAM Holior & 4 S&H2 X3 HAE XA

grLICh

[
(1]

IS S&

MNEXt= HEE IASN et s&2Z “FI L= “NAE S = JUSLICH

e IJ|9E ZE(Keyword string)
X

MNEXt= E&FotNX o= IIMNEZ HH HUHE AAEE = USLICH

AZXIE HEE JIRAEZ Emaill 28 5= 243 L= HZHs € = UAsLIH

e Port HE0I(Port command string)
STS AlelZ&= AME J2E IIKEI EXl HAS M Al ZEZ HZEH &
B#% x

KEESLICL AAE A= Ol Bi=0A Al2lZ ZEZ2 2UE 3
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SE Aelg ZEJ |AMSHAHALL =

ol
configuration &EHOIN &E&E 2 HE =&
c

2N

I_l_l_

ot =&8E&E= &%, 0l JIsE OolZotAH ELIC All port
EQ| “apply all port setting” &4 0| disableZ

UK @2 2= Al2lg ZEH HEEU

o

“all port configuration” Itct0IEH= Otelel O822 UHANH & = UsLICH

8.
9.

o o M w bR

Port enable/disable

Port title

Host mode

Remote host configuration

Port IP filtering

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem
Emulation mode)

Filter application

Serial port parameters

Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging

1

1. Port event handling

Serial port configuration - All ports : Port title -—- hove to ———ﬂ

Enable/fDisable this port

EnablefDisable this port : IEnabIe vl

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Femote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Fort logging

FPort event handling

J8 419 25 ZE £F
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e Port enable/disable

Of Itetllt= 2EQ Jls AISHRE &8 ELIC

e Port title

Ol met0lEI S8 ¢z 488 &2, 2 Al ZEN e ZE EoIE2 O 90 & XZE
HSo Zgez H4FHELULL WE &0, ZE EOIE0l "my server'2 &&= 22, ZE #19
HZE EIOIES “my server#l’2 HAF L) HTE#20] ZE EIOIER2 “my server#2’' 2 AUs5°0=2 o
ZELICH

e Host mode
SAE BEJHTCP £= UDP 2E2 3L = Z2, 2 Al2lg ZE= El|(listening) ZE SH
o Gl &0l sez ggELth

(listening port number + serial port number - 1)

2t Alelg ZEQ 2 Utel0lEef£& “all port configuration’2t 22 value set@ 2 A& & LICH.

e Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
A SS9 Htet0IeHE <I6H, “all port configuration” 2| values set2 2 A2l ZEUHA s

otH €& ELIC
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5 PC JltE &%

[—

STS ANelZx= JIs2 |94 Y H48= fol PC ItE =X= M3otd JUSULCH TS 4ItX
F&2l PC =01 XU
- LAN JI&
- 24 LAN 3IE
- 29 e
- ATAJ/IDE fixed disk card
MEX= LAN £= 24 LAN JIEE OIE6tH £ OE UWERZA HES ol STS Al2lZ0l
=g = UM, ATA/IDE fixed disk cardE OlZ0oH AlAE 2 AlelE ZE 27 HO0IHE M&EE
= UASLICH 28 JIEE AMSE2EZM TS 20 HAGt= Alelg ZE 810l STS Alcl =0l
22| (out-of-band) =2 & =& USLICH
PC card configuration
Currently configured PC card
Card type ! Mone
PC card service
Discoveranewcard | Siop card service
Save to flash | Save & apply | Cancel |
& 51 =J] PC FtE && U~ 32
PC JIE &2 AE3tI| /ol MEXR= G229 SHHE ==Hai0F &LICH
Step 1. PC JtE =X0l PC 2tEE &2 &UC
Step 2. Select PC IS AF B0 A _ Discoveraneweard | o eysri gt
Step 3. STS Al2IZ= JtEE ZMGHI| ol 21 o Zdi0l(plug & play) 2l 2
H0I0, & 0 Sl LIEtY JLLICH AMMEX= 8 tIEE SEAIIID| |IE
mtet0IeHE 88 = UsLIth
Step 4. Save the configuration settings by selecting wl S HEolH &3 AHE
MEELIC
Step 5. Ol=2 [Apply changes]E MEi6tH MZ22 &&2E HZAIZILICH
STS Al2lZJt PC JtEE 2AHst=0 AIGHY, G2 2F HAIXIDE LIEFELICEH
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18 5-2 =0l A1 ol WA
STS Al2lX2Jt XI&@ot= PC JtESl clAEE 22 &otAY £2 2. STS A/2/ZXJF XA/&ot= PC

JIESE FX ol AR.

PC JtESl Rsg SFAL MSUAM Moot Agl= sl €= EXE HMOF UL
Step 1. [(Ban- show the actual button) Stop card service]E I E{5t& Al 2.
Step 2. [Save to flash]E &&ioI0H HEE & WHES HESIAAIL..
Step 3. U0l A [Apply changes]E S&E{GI HE LHES HSAIIAAL.
Step 4. PC JIE =X0 A PC JtEE HAH SHAAIR.

FO: FY 22 EXNE JHIX I =F0|A PC IFIEEZ MHIHOIE AlAE 2FZ9 010/ &
- [AslIC}

5.1.LAN Jt& &3

LAN JtEE PC Jt= ==0| &ZXlotH STS AlelZ= 22 UIERAZD AHMBIOIARL IP =4S
2S20tAH ELICH oI, IP =A& X2 K&EaoiOF efLICh.

PC card configuration

Currently configured PC card

BIEAl R

[

fol
ro

Card type Metwork Card
Linksys EtherFast 10100 Integrated PC Card

Maodel (PCM100) wer 1.0

Metwork configuration

IP mode : IDHCF' 'I

IP address : [192.168.1.254
Subnet mask [256.266.265.0
Default gateway |IEI2.158.1.1
Primary DNS . 168.126.632.1
Secondary DNS . 163.126.63.2
PPPOE user name : |whoever
PPPCE password : |H****H
Confirm PPPOE password |ﬂnnn

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel |

& 5-3PCLAN 7tE &&
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MEX= HIEA PC &H JIEE &S [ PC & JIIEE MEHGILD primary 2 secondary DNS
A dofior LG 2E O2 439 Hi==2 4Ad 31 IP 50 XtMdl 8950
UA&LICH
STS AlelZ2JF XI&dt= el PC JtE ClAEE BHM £Z 2. STS A/2/XJF X|& 6= PC FIEE
XS AIL.
=
5.2. & LAN It& &3
LAN IIEE PC tE =Z20 4dXIotH STS Al2lE2= 2JH8 UERKZ 2AHHOIAL IP =AE
S S2otH &ELICH O, IP A= BtEA &8t 242 XIEHOF &LICH
PC card configuration
Currently configured PC card
Card type : Wireless Metwork Card
Model Cisco Systemns 350 Series Wireless LaN Adapter
Metwork configuration
IP mode : IDHCF' vl
IP address : [192.168.1.254
Subnet mask : |255.255.255.D
Default gateway |192.1EB.1.I
Primary DMNS 168.126.63.1
Secondary DNS 168.126.63 .2
PPPGQE user name : [whaoever
PPPOE password |********
Confirm PPPOE password : |********
Wireless network card configuration
551D : |
Use WEP key : |Disab|ed vI
WEP mode |En|:r5.'pt "I
WEP key length : IdD itz vl
WEP key string |
PC card service
Discover a new card | Stop card service |
Save to flash Save & apply | Cancel |
J&8 54 24 LAN Jt& &%
MEX= BIEAl PC & JIEE S&8E [ 24 & JIEE HE4SIL) primary 2 secondary DNS
NHE &&FoloF LIt 2E G2 32 s A& 3.1 IP £F0 XtAsl &Y &N
UA&LICH
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STS AlelZ2= 24 LAN HEZ2 <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent
Privacy) 71 JIs& X&&LICL. AFEXt= AP (Access Point)E XI&EGH)| ?IcH SSIDE £&&&

»

AUS0! £, encypted E= shared2 WEP 258 &AFE £ USLICH WEP I 20l BHEA
40 £ = 128 bit 040F & LICH 40-bit WEP J101H, AEXt= Zelid 28()01 8= 52 16&
IS HNEZS LaHoF ELICH 128-bit WEP I|01H, 22IX 22()01 ¢l= 13742 1684 ZE
HEE ddt=s &LIC

0lo

ot Z0l 13042 16dl+ 2

In

£ =0, 128-bit WEP J| S8 AtE5HI| ?lol MEX= O
E
000F25E4C2000F25E4C2000F24

STS Al2lZDt XI3ote R4 & PC JtE ClAEE 2EHYH £5 2. STS A/2/X2It A& ot=E PC

LY JHIEE MEE2ZMN AEE 2 HAASt=E AldE ZE Q101 ALEXIt 22210 &2
JtseLtt daoped 28 2 Ost 28 JtE0 XZE LD STS Alel X0t

tE 2 EE B £ 2. STS A/l2/X2JF A& otE PC FLEE F RSN AR,

PC card configuration

Currently configured PC card

Card type : Serial Modern Card Serial Modern Card
Model PCMCIA CARD S6KFaxModem FMSAC-MFS 5,41

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel |

& 5-5 PC serial modem 7t &%

5.4. ATA/IDE Fixed Disk Card Configuration

AFBIHE AIAE 2 A2l ZE 202 HE5I| SIsh PC ATA/DE fixed disk cardE A25H=C

Zost MA HOIE IS PSAl HFEHOF ELUCL STS A2lXs ®H ME 3| ¥

CATOA AMR JISs AT 222 HE02 AFELICH

aexe D 2 hesio sico oE mus AME 4+ UsUCL ARXe M| =

HENSI0] JFEE HOHE & AUSLICL STS Al2IXS CIA3 =0 EXT2 % VFAT IHY
A

=

0z
0]
o
o
o
-
fwl
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ujo

2

[0)al

ABTHE STS Al2IZol AIAE HES export & import 8O M, STS Al2lX £& TH
Te =7E 4 ASLIC

PC eard configuration

Currently: configured PCocarnd

Card type ATAFIDE Fiked Disk Card
mModel ; TOSHIES THHCFOG4MEA
Size o4 MB

File system exts

STAADE Fized Disk Card configuration

Total data size to be used (0~64 MB) |54
Delete all files in ATA/IDE Fized Disk Card : [9"51839'
Format ATA/IDE Fized Disk Card : IEXTZ *] Format

P card service

Discoweranewcard | _ Siopcard service |

.....

Savetoflash | Save dapoly | Cancel |

18/ 5-6 PC ATAV/IDE fixed disk card &€&
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6. A|AE 2]

STS Alel=&= &Ef CIAEY 0| 3 H(Status Display Screen)2 Sl AIAE AEiQt 27 GIOIEHE
200 222 ol AASEULICH AIAE & Ef OO0IEHE 22 018, Al2lg 8BS, BAO HE &
STS AMe2l=9 HEf3a 43 S0l USLICH L& STS Alel=&= system logging Jls2 Sl
NEE =FH0A emailz2 21 HOIHE UHsS22 HYoH €32 = USLICL

ArBXbE STS Al2l=29 &X 018, Eme A2, 3& ZotAl JI2:tez MAEE =&
U[_SLICH £ AMEX=E & CHHOIA, 23 25 L Aldlg 2£2 AME0tH STS Alel=

i
0
Q@
i
114
|
&
o

Eg =& UAsLICL

System status

System information

Device name |

Serial Mo, ¢

Fiw Rew,

MaC address |

Current time

System logaing |

Send system log by email |
PC card type:

PC card model ;

IP information

IP mode |

IP expiration ;

1P address
Subnetmask ;

Gateway !
Receive/Transmit errors |
Frimary DMS

Secondary DNS |

STS400_Device
STS400-060500003
v1l.4.1
00-01-95-04-00-01
06092006 12;45:05
Enahled

Dizabled

MNOME

MOME

STATIC

FE=S

192,168 4.18
255.255.0.0
192.168.1.1
FE=S
158,126,631
168.126.63.2

g 6-1 AlAE

6.2. A|IA®l 2] £F

STS Al2l=& system logging Jls1t AlAE

system logging Z2 M A E enable E£= disable
218 M&ot=

e System log storage location

ANAE 2= STS Al2lX WE OIZel, PC JtE =X0l &
KMol #x XIE C= SYSLOG MBI HEE 4 USLICH AIAH

X H AAE 270 HEH IJIE HHE

& C/AEd0]

20 &E HAl JIssS
SEHI HEE g =
= USLICH
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e HZ22IE AM2ots &2, 21 UOle= STS Alel=JF THE M AMELICH AlA® 27
CIOIEHHE EZoted™, H& PIXE ATA/IDE fixed disk card, SYSLOG A L= NFS AH=Z
_?_

SZoi0F &LICH OIE #="olJl Rl AFZX= HA 222 HME AtE6SH)| 28 Mtet0IeHES
SdoloF LICH HMIE H&E5 235X @2 2, MENAs dEHe ME ME FA=Z2
£8g =+ glsUth

e System log buffer size
Ol IetllBHe 2HE = U= AAE 27 OI0IHS xS H2ASUCLH OOoIHE HESH| 2
of i HIZ22IE AtE6t 8 27 A 2AJl= 300 KbytesE =g = SUSLICH
27 HI0OIeE M&EolJ| <ol ATA/IDE fixed disk cardE AlEotls &2, 2l HH )= ItE &
20l Ttet etdLICH

27 OI0IHE MZEoGHI flof NFS MHE AEot= 22, 24 HIH FJl= SLEUHYLICH
MEXE NFS MHE £&06tH AMA" 21 IS0l 880 =g =+
£ OOoIHE XMASII| <o SYSLOG MBl 2Z11E ME0dl= &2, AIEXEsE B

238 2Jt s

rr
N
0
>
> 0

A @2 223 WAIX JH==Jt 0l XN&EE =X0 Ool2¥H =21 HOoIHE
= USLICH AMEX=E emals HSot)| gt H20IEHE BHEA

SZoioF &LICH Ol mtet0le s emails d&ot=0 28 27 N e
A

J
zgE = UAsUl Jg 622 €8 € AMAYE 21 2| oH= 20sLICHL

System logging

System logging : IEnabIed v|
System log storage location . IMemDry vl

System log buffer size (KB, 200 max.) |4
Send system log by Email IDisabIed vl
mumber of log messages to send a mail (1- |5
1007)
System log recipient's mail address |admin@y0urcompany.com
Save to flash Save & apply Cancel |
System log
07-23-2003 11:258:21 = Boot up System Start d

07-23-2003 11:28:21 > Start with Static IP by 192.165.14.7
07-23-2003 11:28:21 > Start with PPPOE by 192.168.14.7

Clear Refresh |

g 62 AIAE 27 £F 2 2T
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Users logged on list

sername Terminal Login Date and Time From
root consale ul 23 11:27
18 6-3 AMEAN 22 22
Users logged on list= AIAEI0 220 & AEXE <ol G282 F2E 2WSLICH

User name(AIE Xt 018)

Terminal type for the session (MI& 0l CHet HOIE #&)

Time connected (H& & Al2h)

IP address of the remote host (R & SAEQ| IP =4)

o g2 s =
Za s 22 oLIC

6.4 WARE HEF

O 645 IAYE B 30
HAQSS Y2isty, M HAS
HASIES LAFHO0F ELICK

S QOSUCL W ABXe HACES HAGN, X
C2 gE = A MAYCES I A BE O M

Change password

Current username
Enter current pawswsord

Enter new password :

Confirm new password

admin

Subrnit Cancel

78 6-4 ARE B
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6.5. Device Name Configuration

STS Alelx2 22[E Foi NMAELZ FHl 0182 €8 += UsLIth. J& 6-5= &Il 08
28 FHYLICH AFEXIt Device names HAGHHA ™ STS Al2lZ=2| hostname 0 AL A

S CLI &2 ZEZE £t 0teie 20| aiE S = hosthame 22 HZ0| ELICH
r oot @STS800_Devi ce: ~#

Device name

Device name | |=5800_Device

Save to flash Save & apply | C_anu:e||

18 65 &x 0/1& &€&

STS Al2lZ2| Device name &&0| S8 ZX= AE0l ZX X220 AZXIE Device name
Bl 2XZ X&EGHH EH STS Al2l=2| hosthname 2 STS Al2lX2 IP =42 Ns2=2 XA

ELICH 8t Device name2 HelloDevice Manager®t 22 22| T2 &AM &Hl AlE=2 <ol

STS Al2lZ2= ZE Al AIEX 215 XNJAELICH ZE Z20 28t AAEXs J& 6-6 Af
EA 2o/t €2 AMEA 2l =AM 2800 st Al EX 2FAl oid AtES Kol et
2t Alelg ZE 28 dERoZ 43 > USULC AAEXL 21E5S MEoH)| floiMd=s 2 &
E ZFo MEXR 25 SEOI 24dst =0l A0k ofH AISX 152 TCP 2ZEUAME HEO0I
SLICH (ASX2 S0 tHold= 4.241TCP 22| MEXN 28 FES FX0LAIJ| BIELITH)

User administration

Uzar list

ND.  UserID #1 #2 #3 #4
1 |sena_device | O 1
add usar

UserID | |portZ_user |

Password | |..-..-..-- |

Confirm |..-..-..-- |

Part: [ #1 #2 O #3 [ #4 Ad@

[ Savetoflash | [ Save & apply J [Canc:eIJ

& 6-6 ArEXL 22/
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6.7. &M = AlZH

STS AlelZz= &M M 2 A2t I2E 22l LICH STS Al2I=2 Al 2 €3 4F2 U=
MA HAM 2o RAELUCH T& 6-7d 20l AEX=E S EWM L A4S BAEAE =
UASLICH

W 2 AlZE EF0l=E S OX 2ROl /JASLICH H Blie NTPABHE ALE6HH 20 2 Al
SF2 KXot HALICE NTP JIS2 AI20IEE HF0IH, STS Al2lZ= AIAEES THAIEE
MOICH NTPABOIA W 2 A2t EEE JIHSLICL NTP AMHE 0.0.002 &£35tH, STS
NelZ= CIZE NTP AHE ALZELICE 0 B0 STS AMelZz= UESIAE SoiA CIE
HACN JUNO0F UL AMEX= H=XNG0 et 2 =F  AIZHUTC: Universal Time
Coordinated)2t2| Al2t QEAZS AXFOHOF &LICE S M ZEHS NTP MHE AIE6HA &1
gmet AltE =322 £FHot= AJYLICH 0 ZHEES AMESHE WE HXE 016t Rt
Azt EEE |IE = AsUT

LB AZXOE AAES W R AIZS HEotH &ZEo) AHAM=  AlZtUi(timezone) 2t

== UAsLIt

. AFEXD MHEtEE AIEeTE, AHEHS
2 2

o
2 S

[y i}

Date and time

Use MTP @

MTP server (0.0.0.0 for &uto) @
Date [rmmmdd vy

Tirme [hh:mrmss] .

[Standard time]

Timezaone :

Time offset from UTC (UTC + [#.x]hours)
[Daylight saving time]

Enable/Disable daylight saving time :
Daylight saving timezone

Tirme offset from UTC (UTC + [x.x]hours) .
Start date [mm,/dd] :

Start time [hhimmmess]

End date [mm/dd] :

End time [hbimm:ss]

IDisabIed vl

[152. 765,200,100
[o7/08/2004
[IT:03:20

e
[0

IDisabIed vl
|

[00
EIE
{00-00:00
[or/Ta
f00:00: 00

Save to flash | Save & apply |

Cancell

18 6-7 EMet Al2t 74
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6.8. £& Zcl

MNEX= &l &8 HEE CF IIE, NFS M, AFSXF B2Huser space) F= 22 Hal 22

X0l MU 2W(Export) & A, CF IS, NFS A, AFBX 22t = 22 HANAN &£
H2E S0HA(Import) 8 €& 22 otE =& JSLICH

I
10

MEX= EW2II(Impor)E & M 2X =H0AM "Factory default"S &EiGHHUL STS Al
F IHE2 2F =of )2 48 ARIKE =d dHdE =) JI2 €3 7€ = USLICh
g 6-8U0M A& a2 stHE BHsSLUG. 3 F2E 2UDI(Export)otALE =0 20|
(Import)oted™ CtE IHi2tOIEHSS HEGHN £ &oi0F LI

HFAE ZUI|(Configuration export)
Xl(Location) : 2 LHII(Export)& <IXI.
2SS Encrypt) : Yes = No.

o
A

=l

I (File name)

HFAE S0 2II(Configuration import)
A Xl(Location) : SHX2J|(Import)& ?Xl. Factory defaultE &EHGIH
S = UsLICh

P

Jq Jle &3

o

nx
0

A& dE(Configuration selection) : HE ZFS HFIEE SUH2I|(Impor)g XIE

Z LI

2SS Encrypt) : Yes = No. W 2I|(Import)& <IXIJt Factory defaultO|H Ot2 JEES
=X &Z&LCh

M HdEi(File selection) : CF JtE, NFS AMH, el ALEX 32t 52 HEE X0 A
A4Ss SHE2 OtEote BUDI(Export)E MYl S22 BHSLIC

ZZ(Local) : RAXIIt 2 ALY I 2Z HAOMM EUWII(Expor)e MYES 2= Hs &2
SLICH
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Configuration management

Configuration export

Lacation ; © cFcard © NFSserver € User space(fusr2) ¢ Local machine
Encrypt I\’es vI
File name : | |.syscm

Export |

Configuration import

Location © cFcard € NFSserver © User space(fusr2) © Local machine

 Factory default
Configuration selection :

[T select all

[ systemn configuration { T Including IP configuration )
[ Serjal port configuration

Encrypt I\’BS 'I

File selection : [--——- Select file --—-- = Local R,

Irnport |

18 6-8 £& &2/

=2
=
3. mgds ggau

1. S0 2I|(Import)&

Pl
U]
x
Je

o
-
Q

2. S II(Impor) e SHEEE HESLITH
3. Y33 SHES HEHELIT
4, E02JI(Import) Xt 2& HAISE 0tLILD Factory default™ OfL|ctH I MEH

u

|IAE BtANAM S0 27(Import)E TS HEiEHLICH
5. S0 2|(Import) KIXIJF 2& HAOI2tH FHOIED|(browse) HES 2S5t
S0 2I(Import) & MLS SHEHELICH

6. [Import] HE=S 2= &LICHL
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40 gdlol=

HA LOd0IEE Alelg 2%, 823 248 e @ OHHOIAE =Edi JlssLth x4l
AH0IE= Sena EAIOIE Q| http://www.sena.com/support/downloads/ OlAl 0I2& &= UASLICH

Jg 6-92 EAIW a0l & AHHOIAE EWHSLICH

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes maximum
| sopedl...

Upgrade | Reset

18 6-9 B0l o=

g2 Soil HAWE L0d0IEstdAY thse EXE USLIh
1. ZO0tEJ] HES SE6tH =& BN BtolH2IE A= LIt
2. dE8E HAMS=Z JOd0lE L
3. @c0IEE Ot2l = HAAEYES HESHI| MM AAEO0l MAIEE A LUICH
BAOE SO I &3 2 L= M2 2£= ME0H)| M= TELENT/SSH L=
HOIEY Olgdlold ZT2g0| z28 dME Z2ESS X002t SLICH BHAN gad0E
S0l= 0l S#FEE2 IP €8 €82 Mot =D Jle €32z cliE JYLIth
2 2= 0180t BRAIOE &0l ot foiMd=sE G822 EXE GELICH
1. =& BAWE LI
2. TELENT/SSH H£&= Alclg 2 ZEE AIEotW HOIE o=dolE Z2#S
HZ LI
(Alelg 25 ZEE 018 B2 &4Y0l Qi Z2E2, Telnet £= SSHE AEGHIE

ARELICH)
3. J& 6-1001l 20l= 2#HE HU0 LIH0IS xS MAELICH
4. 22100 RAIAES 2D 78 61101 20l= MY 788 Z2E2S AIS6HH BIO
HiolH2l mYs M&E L
5. AOH0ISIF B HH AFBS X510 2 AIAR0l THAIZE 2ALICH
YO ADMOISE AIHGHE, STS Al2IXE= 12 6-12H2 o2l HAIKNE HAE
HQLICH E3 STS A2l X 81 O HAS S ELICH

ol

g

o

Login : adm n
Password : *****

Wel come to STS-800 configuration page
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Current time: 07/23/2003 15:04:07 F/' W REV. : v1.0.0
Serial No.: STS800438349- 42944 MAC address: 00-01-95-04-19-5a
| P nmode: Static IP | P address: 192.168.14.7
Sel ect menu:

Net wor k confi guration

Serial port configuration

PC Card configuration

Syst em adni ni stration

Save changes

Exit wi thout saving

Exit and apply changes

Exit and reboot
<Enter> Ref resh

---> 4

€ S en Gl > B9 [ (=

Sel ect nenu:
Syst em st at us
Syst em | oggi ng
Devi ce nanme: STS800 Device
Date and tine
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except |P settings
Fi r mnar e upgr ade
<ES(> Back, <Enter> Refresh
--->9
Do you want to upgrade firmvare? (y/n): y
Transfer firmvare by znodem using your terminal application.
To escape, press Crl +X
**B0Of f 000005b157

18 6-10 & L= Alc/2 Z2£= AFEet B0/ 24/0/1=

© 9= ep o> I =

"*g:[um_l—HrperTei’ﬁ'li_hal_ : o ] 4
File Edit Wiew Call Transfer Help

7. Exit and apply changes _J
8. Exit and reboot
<Enter> Refresh _
—2> 4 1 Send File ﬂll
System administrat Folder: D:M\DownloadsSenab\Firmware
Select menu: Filename:
%: ggztgﬂ ig;;gﬁg ID:\Dawnlaad\Sena\Filmwale\SSBDD.img
3. Device name: §
4. Date and time  Protacal
5. Change passwopr ; -
6. User file uplo IZmodemwﬂh Crash Recoveny J
7. Reload factory
8. Reload factory
9. Firmuare upgra Send[: | Cloze | Cahcel |
<{ESC»> Back, <Ente
_—> 9
Do you want to upgrade firmware? {y/nd>: y
Transfer firmware by zmodem uwusing your terminal application.
To escape,. press Gtrl+X.
**BIPPBIEBBShiS'?
[Connected 0:02:45 [aito detect  [oe00BN-1 [SCROLL  [CARS  [MUM  [Capture  [Print echo Y

& 6-11 722 & (HyperTerminal)£ 0/&3t Hi0/H2] Itg HE
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--->9
Do you want to upgrade firmvare? (y/n): y
Transfer firmvare by znodem using your terminal application.
To escape, press Cirl +X
**B0f f 000005b157
**BOf f 000005b157
**B0f f 000005b157
**B0f f 000005b157
Fi rmnar e upgrade failed !
Now r eboot

g 6-12 ZR0f Zg/0l= &I HAIX

6.10. AHS A It H=Z= =61

ArBXHE AHAlel MY E STS Al2lZ0 E2EE = JASLICHL el ItY H2E Jls2 25
HsHASH XIFELICH Y 2 Hises & 6-130lM E0XX0l 25 =2 “4. System
administration --> 6. User file upload”0l I XIaH USLICH

ANEXIL 22& HSE AMSoHA STS Alcl=0 T2 26| RdiMs, BEAl 224 AS
TZ2EZ2E X&2ole TELNET/SSH £ = HOIE HZEd0ld T2 S ASolloF &LICH

gzt EXts sy €01 2 i tEoiA EAWE SdI0IEots & Bl=<& LI

1. 22 A EXN T

2. TELNET/SSH &S£= Al
S8
(MElZ Bz TEZ 0|28 B2 AYs Qo ZelS2, Tenet = SSHE AIZ5HI2
ARELICH)

3. J& 6-139 20| AIRX MY P2C KRN M2 &L

4, J2 61101 20l= 2HZ 2240 XAIAIE M2 z2@ D2E22 A=A ASX

clg & EEE MEdWAM HOIE olsdolE ZZ2030

a

g 6-131t 20| 843 HAIXNE BEAE
g 6-14 20| 0ldd BAIXIE EAIEY JASLICH

FO. AMEXM IZ Y= 2F MEA F2t (lusr2) CIEEZ2/0IAEH SfE&FLICL STS

AlIZURE I AIAE0) 28t O B2 ZF3ZE 220, 82. E2fA 74 EF= FIoIAIJ]
HIELICH
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18 6-13 A X I ZZ2E W2t 8F UIAIX

18 6-14 AEX It1Z == I OIAIX
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7. NAED S

STS Al2lE & CIHHOIA=E AAE SH EHS ML MEM= AAE SH ES
ZFX0I0 STS Al2lX U220 MEE SH COHE =#2g &= USLICHL UERKT AHHOIA

2 A2l ZE SH <= link layer, lo, eth 2t Al2lg ZEW CHEE ALE SH
TCP & UDP SHl= TCP/IP Z2EZ2| 40429 JI2 &8 A0 O

m

LIEFHLICH IP, ICMP,
2 SHE LIEtELICH

ro
>_

7.1. WESK A CIEH O0lA(Network Interfaces) Sl

UERZ 2IHHOIA SH = STS Al2lX2l local loop back interface 21 lo 2 STS Al2lx2 J|&
HER 2IHBIOIAQI etho THEH JI2 UWESRZA IHHOIA AAES LIEFHLICH

Metwork interfaces statistics

Interface Io ethi
Receive Bytes 6a0 7448861
Packets =) 8057
Errors a a
Orop ] ]
FIFC ] ]
Frame a a
Compressed ] ]
Multicast 0 0
Transmit Bytes 6a0 Taae794
Packets =) 3991
Errors a a
Orop ] ]
FIFC ] ]
Frame a 330
Compressed ] ]
Multicast 0 0

Jg 7-1 WERZF CIHHOIA SH

7.2.ANclg ZE S

AMeld ZE SHe 3202 Aleld ZEQ A2 S, Baud rate 88 & 2t ZEQ & AMEHE L
EFHLICH ( @ :On @ :Off)
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Serial ports statistics

Port Baud Rata T Rix RTS ©TS DOTR DSR  CD
1 38400 0 0 D Q > Q Q
2 38400 0 0 D Q > Q Q
3 38400 0 0 D Q > Q Q
4 38400 o O > Q @ Q Q
5 38400 o O > Q @ Q Q
g 28400 0 o > Q s ] Q Q
7 38400 0 0 D Q > Q Q
g 38400 0 0 D Q > Q Q

g 7-2 Al2lg ZE

0
Sy

7.3. 1P Sl

IP SH H2 IP Z2EZS AIEotH /S 20 et &8 222 MSSLh
4 O

A& s 2219 Wetoleol tet 82 & 2832 s €sLIth

e Forwarding :
IP forwarding0l enable &= disable &E{2IXl O S

e DefaultTTL :
JI&2 TTL(Time To Live)

e InReceives :
2AE OO £

e InHdrErrors :
ol @FJt ULt =41E HOIH &S ~(ERE MAE(checksum), A 2= HE YH, JIE
O 0, TTL =3 )

e InAddrErrors :
FA 2 UCHD =4IE oI %=

e ForwDatagrams :
Forwarding = OIOIEH&2 =

e InUnknownProtos :
OIAGX 210 = XNJYUX 22 Z2E201)] =20 RPAZJAXC Ss5He=Z =AlE OOIH

aHO| A
o= T

IJ
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e InDiscard :
T=EZ2 A9 ¢ Ele €ALDX

IP GIOIE D&el £

el
0
>
2
10
>
il
=
i
un
2
[==
=
0B
S
10
el
M
10
10
o
°
Ju

e InDelivers :
NMEE 4 OO =

e OutRequests:

MESEE QAE = U0 2. Forwarding & OI0IE 282 = H2E

o

e OQutDiscards :

FAE £ OO == HEHEH2 S 20| SHEXZ 0| M AKX 2H=
= o3 =8 20lE. 0 == Forwarding E HolgHOge=z 2t SAJXNS 0| &2
o

ool LAl JIES B=ots HOIEHIES =8 8.

e OutNoRoutes:
destination IP =240 &&6H)| fst 20 2ADAX 22 OO0 = 0led OO
HJl XE&LIC

e ReasmTimeout :
CIOIE 8 22 =&st =, LIMX GO Q8 =0l & =aolotdl= ds Al2t. ™2IF of

Of =05tk &2 <, HoHOES HII ME3.

e ReasmReqds:
M0 28t oI =

e ReasmOKs:
g38oz THME OolgOel =

e ReasmpFails :
MaE =~ = oS %=

e FragOKs:

H4BEHOZ fragmentation = HIOIE{ Q&2 %=

e FragFails :
fragmentation & I3+ IO Q&S| ==
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e FragCreates :
A

MAHE fragment ==

1P statistics

Farwarding 2
DefaultTTL o4
InReceives 8208
InHdrErrors 0
InAaddrErrors 0
ForwDatagrams ]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
QutRequests 4073
OutDiscards 0
DutMoRoutes a
ReasmTimeout 0
ReasmReqds 4954
ReasmCks 1667
ReasmFails 0
Fragioks 21
FragFails ]
Fragicreates 118
J&8 7-3IP &7

7.4.ICMP SA|

ICMP SJi 3tB12 ICMP Z2E29 AIg S F2ES MIELICHL 2 TIt0lES B9

2 =S 25U

e InMsgs, OutMsgs :

=8 E= MSE HAIK =

e InErrors, OutErrors :

=8 E= MSE HAIK =

e InDestUnreachs, OutDestUnreachs :

=0 = MNESE SHXH SEotXl =28 HAIXIS

e InTimeExcds, OutTimeExcds :

time-to-live(TTL)E =1ct= =4 L= MEE HAIXIS =

e InParmProbs, OutParmProbs :

= = MEE HAIX S L20IEHH 230 st HAIX2 =

e InSrcQuenchs, OutSrcQuenchs :

=8 E= 8SE AA Quench BIAIXIS =

89
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InRedirects, OutRedirects :

[ )
24l = HSEL = Redirection HIAIXIS &=

InTimestamps, OutTimestamps :

[ ]
=4 £= 8EE time-stamp &89 =+

InTimestampReps, OutTimestampReps :

[ ]
=4 L= 8EE time-stamp SE2 =

=— 1L UuUotT

InAddrMasks, OutAddrMasks :

[ J
=0 e dEE =4 0tA39 =+

ICMP statistics

InMsgs

InErrars
InDestlUnreachs
InTimeEx=cds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InaddrMasks
InaddrMaszkReps
QuthMsgs
COutErrars
OutDestUnreachs
QutTimeExcds
OutParmProbs
OutSroQuenchs
CutRedirects
OutEchos
OuUtEchoRepns
QuUtTimestamps
OutTimestampReps
OutaddrMasks
OuttddrMaskReps

oooooooooo0 0o 0O o0 o0 o000 R

Jg 7-41CMP &7
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7.5.TCP &

e RtoAlgorithm :
AME& =92l retransmission time-out (RTO) £ 12l&. MES
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 £ B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other

e RtoMin :

Zl A RTO &t (ms).

e RtoMax :
Z/h RTO at (ms)

e MaxConn:
O A2 A& =

e ActiveOpens :

SEMOI pZol 4, SSHQ HES J2AOIUES AR

PassiveOpens :

[ J
FSHO AZO . =X HE2 A 2.

e AttemptFails :
A

AIiet HZ AIZO0l THEt =

e [EstabResets :

MHEZdez d8& 222 =

e CurrEstab :

SN MBS oA &

91
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InSegs :

[ ]
=4lE segment =

OutSegs :

H
0%
0
=
6
00

[ ]
MEE segment &=, MAESE segment=

e RetransSegs :

MHESE MOAHE =

e RetransSegs :

MESE NOYME 5 272 ==

e OutRsts:

Reset 210t €8 &0 d&5E MIAHES =+

TCP statistics

Rtoalgorithm
RtoMin
RtoMax
MaxiZonn
ActiveOpens
FPassivelpens
AttemptFails
EstabResets
CurrEstab
InSeqs=s 1051
Cutsegs 1486
RetransSegs ]
InErrs ]
OutRsts 3

oo oo oooo

Jg 7-5TCP &

7.6. UDP S|

InDatagrams :

[ J
F=olE OO0 82 =

e NoPorts:

NEeE ZEI maotkl &0t HII ME2e =4 OoIHIdg =

92



InErrors :

[ J
FolE 2F OoeHage =

OutDatagrams :

[ J
d&EE OoleIdge =

UDP statistics

InDatagrams 2854
MoPorts N
InErrors o
DutDatagrams 3863

18 7-6 UDP &J/
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8. CLI CHLHA

8.1. A&

root £= System admin 2 AIAH 2Z £ = Telnet/SSH |2 2£2 Soll STS Alelx2<
Linux 25 HME=2tel QI HOIA(CL)O &% & = JUSLICH CLl o e
Linux 282 Sol0l STS Al2lEX AHE ZAlotL, & HEStD BHA Ats

S 43 #Hy
A HO| scriptg AAGIH 2&F SAES STS AlelE ALO
o

=
=
I0IA s 358 = U

At

STS AlelZ= UWE EdAl HIZ2eluAM /& = JASS Jusr2 0l 1024 KBS AIEX 32t2
HMSELICH AR S2H0lM, AHSXt= XtHAl0l MZ St shell scriptE A3 g = JA2MH, s =
FOHE Adg =& USLI

root AF2Xt= AlAE 2£ L= Telnet/SSH Z2I0|HEE AIE0I0 CLI 0l 58 4= USLICL
System admin2 CLIOI &= & = QIsLIt. 25 €3 x4 82 SoHAs 858 = AsU
Ct.

8.2. SciAl 24

STS AlelZ2 W2 ZciAl= Oteiel =2 201 2AELILCL AHEX= Mtdblock5 Ol XSS
=g = =0, Ol fusr2 Ol OF2EEN JUSLICH AHEX=E Jete, /var & /tenp IH
d2e =+ UsUD. MRES = 0l M0 S&Edl 2cks X2 STS Alel20 &S =X
ZSUICH el 2ty ArZX0F MY S0 22 ot saveconf FHS AHEOUH, 4F
mee HIAZN W EdA HRel 992z AN, MEEEHH 0l WE0l XA LIt
Metd, |SSotAl ZH BHPoHH STS AlelX JF SHI2H S&HGHA %22 = USUCH = e
42, STS AMelZJF &Sotkl &2 =5 USLICH

Block Type Mount point Size (KB)
MtdblockO Bootloader None 128
Mtdblockl Kernel None 768
Mtdblock2 CRAMFS (Read only) / 6080
Mtdblock3 Ram disk image (4MB) /etc, Ivar, Itmp 64
Mtdblock4 EXT2 (RIW) /cnf (normally unmounted) 64
Mtdblock5 JFFS2 (R/W) lusr2 1024
Mtdblock6 Reserved None 64

Total 8192
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8.3. XI”E&= Linux S EclEl

8.3.1. Shell ¥ Shell Utilities:
sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

8.3.2. File ¥ Disk Utils:
I's, cp, mv, rm nkdir, rndir, |In, nknod, chnod, touch, sync,
gunzi p, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

nkdosfs, nke2fs, e2fsck, fsck, nount, unount, scp

8.3.3. AlIAE! RELIEI:

date, free, hostnane, sleep, stty, unane, reset,

i nsnod, rmod, |snod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

user add, userdel, usernod, whoani, who, passwd, id, su, who

8.34. UIERIA ®RECIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4.root == system admin2& CLI 60|

Alelg 2&:
1) PCol Alelg ZESQ STS AelX2 2 ZEE HAELICL
2) PCZ HOIE O=diolE 28 & LICt.
3) PCY Alclg ZEE S &0 €& &LICH 9600-8-N-1 No flow control
4) <enter>2 SELICHL

5) STS Al2I= root HIEOILE admin HIE22 ZCIEHLICH.

02
]

A

Telnet 2:

1) telnet STS A/2/Z_ip_address
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8.5.CLIOIA STS Al2l= €& & &6l

85.1. £3 It NE/ZE S&:

1) STS Series= 28 Al, /cnf/cnf.tar.gz T2 /tnp/cnf/ 0l 52 EN

/cnf/ CIE&E2lE unmount & LILCH

2) MBIt £FZ HAGH, /tnp/enf/ Ol U= DUS LHES BAG SLICH
m;

L= CLI LHQ saveconf HEE 0|E5H0d,
o

3) AEXIF oA [Save to flash],
ol= &%, STS Series= /cnf £ CHAl mountdty] /tnp/cnf/
/cnf/cenf.tar.gz2 CHAl &=ELICHL

8.5.2. CLIOIA €3 HE YH:

CLIOIA STS Series? &2 HFSIHAH, SAE I8 M 48 SEelElQ configmenuE

AHSHLE T

3.STS 0IYs HEGHAIR)
1= A2 2% mUS Zeh4 22l MESELICH

3) applyconf RECIEIE AMEW ZE BHE AMES AIAENH HEELICH

root @92. 168. 0. 117: ~# confi gnenu

or

root @92. 168. 0. 117: ~# cd /tnp/cnf

root @92.168. 0. 117: /tnp/ cnf# vi redirect.cnf

root @92. 168. 0. 117: / t np/ cnf # saveconf
root @92. 168. 0. 117: /t np/ cnf # appl yconf

8.6. AtE Xl Script &&i5tI|

Shell script /usr2/rc.user= STS AM2IZJt REEH US2Z S0 A#MEL
=2 82 script £= A ZZ2)#HS AAHGH)| 2o rc.user s =&Y =
#1/ bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n: / usr/ shi n

# Add shell command to execute from here

echo ‘This is the wel come nessage defined by users’exit O
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g
=

MEX= Y MEE ol fip 2C0IHE ZEZ20HE MEE == UL ZZ20Hs O

Jusr2 CIAEZ|I0 H&EE A& QL0

o

H0

root @92. 168. 0. 117: ~# cd /usr2

root @92. 168. 0. 117: /usr2# ftp 192. 168.2. 3

Connected to 192. 168. 2. 3.

220 | xt 0o. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Name (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renmpte systemtype is UN X

Usi ng binary node to transfer files.

ftp> get test.tgz

local: test.tgz renote: test.tgz

200 PORT command successful .

150 Openi ng BI NARY npde data connection for test.tgz (350 bytes).
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye
L8t AZX= scp SC0IHE Z2 S 0I26t0M Encrypt & AHZ IIEE SAME = ASU
Ct. AtEXt2l PC Ol STS Series(192.168.0.120) 0l /A= & ML S SAGHD 42 B=R0=

Ct

010

ni;

my
ro

=S AEX PCOIA A& AlH =2 FLICH

[ root @ocal host work]# scp root @92. 168. 0. 120: /usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.
RSA key fingerprint is cl:70:ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanent|ly added ' 192. 168. 0. 120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

rcuser 100%|*****************************| 173 00 00

[ root @ocal host wor k] #

8.8. Gil Al

8.8.1. & X2 Telnet Disable o}7]

STS Alelx EXl=, 33 £ ZE(SSH & TCP ZE 22 £ = telnet® TCP
HOog Hlg43s ot JlssS XNEotkes EsLIt AHEX= &/Telnet/SSH £ S
23 =8 sdMd=s 2= £ Hgd £= g4 dE HEE g =0 AsLIC
ANE= MEX E SZE2EM, @Al ot A Z(telnet £=

Hlad &t S5 & = UsUb. =dols SdH=2 S 201 2I9tX2 oKXt JASLICH

0i0
(%]

(@]

=.

e

—
—

O

c

(7]

D

=

i



OflXl 1.'i netd.conf' IIYS £=HAEHLICE
1

2
3

SH /etc/inetd. conf (telnet MHIAE commentout £= AN)S =&&LICH
S i netd. conf £ Jusr2/inetd.conf 2 =AMEHLICH

S| /usr2/rc.user scriptE CtS 20| HEELICL

SEE [HOICH telnet MHIADE HIEA AEHIL HIEE S&

G Ml 2.iptables rule &Y

1 &3 CS3t 20l /usr2/rc. user scriptg =& & LICH




MNEXt= AIAEIS SEE [HOIC telnet MHIAE disable &EHJt SI=F & &= /JUSLICH ALEXR
Jb Factory Reset J|s2 0I26t0, STS AM2IZE e 3K U2 =3otH

script Y2l 0IZ& /usr2/rc.user.old# MYE HEEDH ReHS rc.user M0l SHEL
Ct.

8.8.2. FJ|AQl T2)d A

At
0l

00 0

K= crontabsS 0I5l FIIHEoz2 EF Zz)dgs A
=
=

Ot =D& XA S JtsSotAl otd™ U382 HAHES

1 ©H Jusr2 CI®2EC|0l crontab IS M
o

=
Cl&&Eel 20l current _date It2s M

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two minutes

* x % % *x gcho “date’ > /tnp/current_date

2 &) OS2 HEE 0IEAM crontab T2 S=8LICL
r oot @TS800_Devi ce: /usr2# crontab sanpl ecrontab_file

3 A AAE

=
rc.user AJEEE AIEotH ELICH

nlo
(=]
e
=
>
Jz
gy
=
2
N
Q
(@]
>
JA
e
nlo
02
4
o
|0
HU
=
nin
[nY
e
0
0lo
[
my
o

#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#
#PATH=/ bi n: / usr/ bi n: / sbi n: / usr/ sbi n

# Add shell conmand to execute from here
crontab /usr/sanpl ecrontab_file

exit O

10

STSOHAE=E —e SECIEHE AIE0tH S crontabs BE)0l XAZX @Eeslis AE =
ADJI HHELICH TetAd At EXtE BFEAl vi OICIEHE AFE6t0 crontab W2 LHIES HE
gLt

1L
ol
o g
o o

crontab ISl ZOHQ| 28t AAMEH E2= =24 crontab HRES HEXIOHYAIL. (man 5

cront ab).
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9. X HAHOIOIE JHOIE

9.1. A&

STS A2IXE Ot HAEDIOIE ZHES H2o H20 ASIE SHo XH STS
MZE =E% 4 UsUDL STS ARIXE OS1 20l ASL HA
Mz

. FJIMol DOl Al

- A

ArEXH= crontab2 01835t FIIEez 3 IZz2 )2 AdE = USLICEH crontab2
olgstd =D& =HS JisolH oA CSe StAHES 22 AlD| HHELICH

1 ©H Jusr2 CIZ2&E2|0l crontab IS MASHLICH CIS9

Clel&Eel 20l current_date M= MHot0) 1 WHE= 220tCH YA LICH

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two mi nutes

* x % % *x gcho “date’ > /tnp/current_date

2 & OS2 HEE 0IEAM crontab T2 S=8LICL
r oot @S800_Devi ce: /usr2# crontab sanpl ecront ab I

3 BH AIAES HEH MAIEE MU= cron &HgsS FRHOZ DisEH S 20|
rc.user AJEEE AIEotH ELICH

#1/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n: / usr/ sbin

# Add shell conmand to execute from here
crontab /usr/sanpl ecrontab_file

exit O
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STSOHIN=E —e SE(UCIEE AME0I0 &M crontabs HE)0l XALZX 2slie HE =2
AD| BHELICH et ArEXtE BHEAl vi HICIEHE AFE6H0 crontab Mo LSS B2
gtLICh.

crontab II2C| ILCHQY| 25t XMISH 82= 2lSA crontab RS EXSHYAIL. (man 5

cront ab).

9.3. MEA &2 & HlOoIX|

STS Series= AtEX HO & HOIXIE XNJELICH AIZ2X= & AFZ2X QIHHIOIAZ 21016t
O

S0 AFEX HQ HOIXIIF H oz EHY HEE HFE £+ JUSLICH CUZE & HOIK
HAO0 28t XMet E2= M@ 3.9 &8 MB 24 (Web Server Configuration)S & X0H& Al 2.

¢k Il @ MOIXIDF 124 HOIXI(Customer Page)e WHZTZH, ASXIF & AMSX
Ol E{ H| £ #>&otdAH,

J 24 I\
olA0 ZIelst =0 024 HOIXIIF Y EUch. 2 HOoIXS WE
AMEXt= BtEAl index.html IO0ILt CIZE CGlI Z2IsS =HoH0F SLICH
STS Series2| fusr2 Cl&EC|0l ?AXIoH U}SLILC
index.html IS WHE =2 index.html I 2
T2 s BEoH M=, AFZ2RIF BtEA CGI Z2OEo A2 AA I

+=JS S0 AOoior SLICH CGl Z2 e AA DEE AMAUGH)| fIHA AIEXt=s 22
e 2t&A(cross development environment) = SDK(Software Development Kit)Jt Z R 8fLICtH
STS Series€ SDKE FotiLt 22A g 2Z0 28 XtMst H2E  2GHAIH
NUHI=ZXIE Jl= X3 2(Sena Technical Support)fl A &tatAIDl BHELICE.

9.4. At2Xt XHAISl DEE F M3t ASSH|

ALZXE THAlel 28 Z2OYW DEE XJHEGH)| fdidsE A2A Y &F L= STS Series&
SDK(Software Development Kit)Jt Z & LICt. STS SeriesSDK= PC CF JtE SHiz H3&ELICH
(STS Series& SDKE FotHLE IA=2A g 2Z0l 28 As FEE RotAH
NUHI=ZX&E Jls XS0 HESHAID] HHELICH.

A

STS Series SDKE AIE06t0, AIE2Xt= STS Series@ CLIOA 2219 Zz g HNHE =+
USLICH
O XAIS B2 E RJ0tAIH STS Series HAEDOIOIE JO|S(STS Series customization guide)E

s =009 2l=A PCHA RaE £
=

S = UASLICH 0 Z2 8= Adsh|
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0
ol
=

N AtEXt=E A EXH AZJEHE YD

A Z2gol SH0l Alelg ol
U[_SLICH ZH OoHE2AMOoIE &0l =28t
XY AIL.
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A 1.1. Ethernet Pinouts

0l
—

I

LICt.

y

E AEE

Ethernet >4 4!E

STS Al2lX== AT&T 258 +&

N/

[

1L

-

xr
o0
Kk

2l
o)

-

=
20
RO

Hr

2l
o)

-

=

nl

U

J2 A-1 RJ45 FH4YlE 9
A-1. Ethernet&2 RJ45 F/4/E{9 ZI

Tx+

Tx-
Rx+

NC
NC
Rx-

NC
NC

vy
rars

Ol AsLICH

—

EEE RJ45 H4ld

Aelg

AtE LI

=2

=

RS232
(console and
serial ports)

CTS
DSR
RxD
GND
DCD
TxD
DTR
RTS
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A 1.3. Ethernet 24 &

HelloDevice

Remote Host

_]1&/ A-2 Ethernet direct connection using crossover Ethernet cable

HelloDevice

Tx+(1)

Tx-(2)

Rx+(3)

Rx-(6)

Remote Host

Tx+(1)

Tx-(2)

Rx+(3)

Rx-(6)

Hub

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

—J& A-3 Ethernet connection using straight through Ethernet cable

A 1.4.RS232 Al2lg HiEE

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 <> 7 RTS
DSR Orange —> 2 ) 4 DTR
RXD Black 3 —t— 3 TXD
GND Red 4 > 5 GND
DCD Green —» 5 1 <= DCD
TXD Yellow 6 <> 2 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 D o o 2 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 4t 20 DTR
RXD Black 3 G 2 TXD
GND Red 4 G 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 <= DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 4 RTS
DSR Orange —> 2 ) 20 DTR
RXD Black 3 Gt 2 TXD
GND Red 4 A e o 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 <> 3 RXD
DTR Brown 7 > 6 <= DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 5 CTS
DSR Orange 2 ) 6 DSR
RXD Black 3 Gt 3 RXD
GND Red 4 A e o 7 GND
DCD Green 5 <> 8 DCD
TXD Yellow 6 <> 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 > 4 RTS
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£5 2.STS Al2I2Jt XN&dl= PC Jt=

STS AlclE Alelx2&= O32 PC IIEE XA &L

H A3 LERF JE

Manufacturer Model/Name STS probed Model name Specification
3COM 3CXES89ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card

FA411

Ethernet

Z A4 2

& HERT I=

Manufacturer

Model/Name

STS probed Model name

Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-5 ATA/IDE Fixed /A= FtE
Manufacturer Model/Name STS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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H A6 Aclg 28 JIE

Manufacturer Model/Name STS probed Model name Specification
Sylelg(r);stolrr:c FM56C series 56KFa§|\CAgAdC§|§E|\AA§gc-NFS et (meh V%0
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card
KINGMAX g;;i)ﬂ%'(\jﬂg$p‘§§§ 56K l\(/f(IDRDREL;I\/i(l_T;I_O-(IE/Ilt():SGXX V.90 FAX/IMODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
Dol\g;)-lll/lo Mobile Card Triplex N NTEE%C_ﬁ li\;/laloeylc\)jb”e 64Kbps
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£ 3.STS Al2l2 €38 It

A 3.1. system.cnf

syst em cnf

system configuration which exist only one place on this file.

HH K

# kind of IP configuration node
# 1 - static ip, 2 - dhcp, 3 - pppoe
i pnrode = 1

# systemip addres
i paddr = 192. 168. 161.5

# system subnet mask
subnet = 255.255.0.0

# system gat enway
gateway = 192.168.1.1

# dns configuration

# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,

# you can set 'bmanual _dns' to O.

p_dns 168. 126.63. 1

s_dns 168. 126. 63. 2

# pppoe configuration
# 'ppp_usr' is pppoe account name and ' ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai | | oggi ng configuration

# if you want to send log via E-mail, set 'emaillog" to 1

# 'emaill og_num trigger sending email.

# The nunber of |ogs are greater than 'emaill og _nunf, then send it.
emaillog = 0

emai |l og_num =5

SMIP confi guration

"sntpsvr' is a SMIP server

‘sysmmi |l addr' is a sender address.

‘recvmail addr' is a receiver address.

‘snt p_npde' means a SMIP server authentication node.

1 - smp wo authentication , 2 - pop before sntp, 3 - sntp W
aut henti cati on

# If "smp_node" is 2 or 3, you need SMIP account i nformation.

# 'sntp_user' is a SMIP account name and 'sntp_pwd" is a password.
bsntp = 0

snt psvr = snt p. your conpany. com

sysnui | addr = STS800@ our conpany. com

recvmai | addr = adm n@our conpany. com

sntp_node = 1

snt p_user = admin

sntp_pwd = adm n

HoHH R

# 'device_name' nean a unit nanme assigned. A unit nane will be a identifier
among PS products.
devi ce_name = STS800 Device

# |P filtering configuration
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# By setting 'btelnet' to 1, you can use renote consol e.
# Simlarly by setting 'bweb' to 1, you can use renote consol e.
# 0 neans that protect any access.

# 'enable_ip', 'enable_netnmask' pair is a source rule specification for renote
console filtering.

# 'enabl e_webi p', 'enabl e_webnetnmask' pair is for web filtering.

btelnet =1

bweb = 1

enable ip = 0.0.0.0

enabl e_netrmask = 0.0.0
enabl e_webip = 0.0.0.0
enabl e_webnet mask = 0.0.0.0

0

# dynami ¢ DNS(DDNS) confi guration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. 0 for disable.

# 'dyn_dn' is a domain nane for your DDNS

# 'dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |IP address of NTP server and 'ntp_offset' is a your

of fset from UTC

# If you don't know any NTP server |P, then set 'ntp_auto_conf' to 1.

ntp_enable = 0

ntp_auto_conf =1

ntp_offset = 0.0
1

ntp_serverip = 192. 168. 200. 100

# Log configuration

# systemlogging is enabled by 'l og_enable' to 1.

# 'l ogbuf _size' is a variable for representing | og buffer size by KB.

# 'log_stoloc' is a location to save |og

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# If you choose log |location to SYSLOG, 'Ioghbuf_size' you've set will |oose his
role - limting log file size.

log _enable = 1
| ogbuf _size = 4
log stoloc =1

# sysl og configuration

# You can run or kill syslogd by setting 'bsyslog service' to 1 or O.
# 'syslog ip' is a |IP addresss of a renpte syslog server.
# 'syslog 2ndip' is a |IP address of a secondary syslogd server which will get

the sane | ogs.

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog ip = 192.168. 200. 100

syslog facility = 0

# NFS configuration

# You can mount or unnmount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nmount path.
bnfs_service = 0

nfs_ip = 192. 168. 200. 100

nfs _path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb_http' to 1. If not, set tot O.
# 'bweb_https' is for HITPS

# 'web_refresh_rate' is for refresh the changi ng page when you see the system
st at us page.

bweb_http = 1
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bweb _https = 1
web_refresh_rate = 10

# TCP configuration

# 'keepalive tinme' is a time before keep alive takes place.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a time interval between keep alive probes.
keepalive_time = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Et hernet configuration

# 'ethernet _node' is a ethernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Hal f Duplex, 2 = 100BaseT Ful | Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Ful | Dupl ex

et hernet _node = 0

# PCMClI A configuration

# 'pcntia_card_type' shows a pcntia card type.

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card
# 3 for Wreless Network card, 4 for Serial Mdemcard

pcntia_card_type = 0

# PCMCI A i pconfiguration

# sane with systemip configuration
pcnti a_i pnode = 2

pcntia_ip = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcnti a_gateway = 192.168.1.1
pcnti a_ppp_usr = whoever
pcnei a_ppp_pwd = pppoepwd

pcnti a_bmanual _dns = 0

# In case of serial nobdem card, 'pcntia nbdeminitstr' means a nbdeminit string
pcnti a_nmodem initstr = qle0s0=2

# Wrel ess network card configuration

# To enabl e or disable Wred Equival ent Privacy(WEP), set 'pcntia_wep_enb' to 1
or O.

# 'pcntia_web_node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcncia_wep_length' is a length for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcntia_wep_key_str' is a key string for WEP.

pcnti a_wep_enb = 0
pcnti a_wep_node

=1
pcnti a_wep_l ength =

1

# 'pcncia_cf _conf_max' is a maxi num size to use in case of CF card
pcnti a_cf _conf_max = 0

A 3.2. redirect.cnf

#
# redirect.cnf

#
# Port configuration is placed on this file.

# Basically keys followed by 'port' key are data for those port.

# Port nunber is zero base index and the maxi num val ue for port is used as al
port configuration

# Data followed by all port are default values and will NOT be applied

# 'port' key notify the port data foll ow.

# If you want to activate the port, set 'benable' to 1. If not, set to O.
# If you set 'bmanset' to 1, you don't want to change the port data by changi ng
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all port configuration.

# If you want to change the port data by changing all port configuration, set to
0.

port =0

benable = 0

bmanset = 0

port =1

benable = 0

bmanset = 0

port = 2

benable = 0

bmanset = 0

port =3

benable = 0

bmanset = 0

port = 4

benable = 0

bmanset = 0

port =5

benable = 0

bmanset = 0

benable = 0

port = 6

bmanset = 0

benable = 0

port =7

bmanset = 0

benable = 0

# As refered, maxi mum port (in case 8 port nachine ,8) represents the
# defaults values for all port configuration.

port = 8

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uvarttype' is for UART type. But PS only support RS232

# So set 'uarttype' to 0 and DO NOT CHANGE

# 'baudrate' is for baudrate. From 1200 to 230400 is avail abl e.
# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# 'parity' is for parity. O for none, 1 for even , 2 for odd parity.
# 'flowcontrol" is for flow control. O for none, 1 for XON XOFF,
# 2 for hardware flow contro
# 'dtropt' is for DIR pin option

# 1 = Always HGH, 2 = Always LON 3 = Hi gh when open

# 'dsropt' is for DSR pin option.

# 0 = None, 1 = Allow TCP connection only by HHGH 2 = open/cl ose TCP connecti on
# 'interchartineout' is for inter-character timeout. It works ONLY FOR RAWICP
# node.

uarttype = 0

baudrate = 9600

stopbits =1

databits = 8

parity =0

flowcontrol =0

dtropt = 0

dsropt = 0

intercharti meout = 100

# Host node configuration

# ' host node' nmeans a host node.

# 0 = TCP node, 1 = UDP nbde, 2 = Mode emnul ation

host node = 0

# In TCP node, 'localport' is a listening port.

| ocal port = 0

# ''max_connection' is a maxi mum al | owed nunber of renpte host
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max_connecti on = 32

# 'rempotehost' is a renote host |ist

# (Primary | P address: port Secondary | P address: port)
renot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictine ' is a cyclic connection time in seconds

cyclictine = 10

# 'inactivitytinmeout' is a inactivity tineout in seconds
inactivityti meout = 100

Crypt ogr aphy Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 rollback v2, 4 = TLSv1l
"encryptionkey' is encryption key file nane

' key_password' is password for encryption key file

' ci pher _suite' represents a conbinati on of cipher suite.
‘verify client' is Verify client(server node only) option

0 = No, 1 = Yes

‘verify chain_depth' is a nunber of chain depth to be searched
"verify cn' is Conpare the certificate CN and hostnane option
0 = No, 1 = Yes

encrypti onnode = 2

encrypti onkey =

key password = testing

ci pher _suite = 524287

verify client = 1

verify chain_depth = 3

verify cn =1

HoH H O HHHHHH

# | n UDP nobde,

# 'accept _unlisted is Accept UDP datagram fromunlisted renpote host option
# 0 = No, 1 = Yes

# 'send_to_unlisted" Send to recent unlisted renpbte host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to _unlisted = 1

# IP filtering configuration

# 'allow.ip', '"allow netmask' pair is a source rule specification for seria
port access filtering.

allowip = 0.0.0.0

al l ow_netmask = 0.0.0.0

# 'porttitle' is a port title.
porttitle = Port Title

Mode configuration option

' modem node' is nbdem node option

0 =Di sabl e, 1 =Enabl e

"modeminitstr' is a mbdeminitialization string
' modem dcd_option' is nodem DCD pin option

0 = None, 1 = Allow TCP connection only by H GH
modem node = 0

nodem initstr =

nmodem dcd_option = 0

HoHH R R

Event notification configuration

Enabl e of disable Event notification by setting 'event_enable' to 1 or O.
‘"notification_interval' is interval of event notification.
"bmai | _handl e' is a Enable/Disable E-mail notification option
0 = Disable, 1 = Enable

‘mai | _title' is atitle of email notification.

"mai | _address' is a mail recipient’s address

"bsnnp_handl e’ is a Enabl e/ Di sabl e SNVMP notification option

0 = Disable, 1 = Enable

"snnp_title' is atitle of SNMP trap notification.
"snnp_trap_receiver_ip' is a |P address of SNVMP Trap receiver

HoHH R HHHHH
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IE HS = O3S 22 30K geiE & 2Hd& ZEWell Known Port), SE& I E(registered
port), SZ&(Dynamic) F= AlE ZEE(private port)] L= %= USLICH & LHE ZEE=
0~1023B1tXl OI0, 0101 SEE ZE= 10242H 491510tX12 ZELLILL S8 L AtE
HZEE= 491522 H 655350HK2] ZEALICH

& 2l ZE= IANAJL XBE A2 M, HREEQ AMAHUHAME AMAE Z2AAL SE0
GIOHEl AFSRDF Alst T2 00 AHME AL2E = JUSLICH Z A-72 Z 2l ZE S
Fo| AP E Z0SLICH KHAHIEH LHES IANA AI0IEE YR6HAID] HHEFLICH

http://www.iana.org/assignments/port-numbers

H A-7 Well-known port numbers

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UbP
49 TACACS, TACACS+ UDP
53 DNS ubP
67 BOOTP server UbDP
68 BOOTP client UDP
69 TFTP ubP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP ubP
443 HTTPS TCP
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22 5 Guide To The Bootloader 0l EZ2 124 OHLHA]

A51 iR

Bootloader Ol== Bl& Al, =7 S&2Z BOOTP/TFTPE AIE56t STS Al2|ZE S+06t1

ANAED SIEFIHE &Hol=s & MB&LICt. STS Alel= EXIol &30l 3=€ & 3%

OILHOIl AFEXIE <ESC> IIE , bootloader Ol Z2Ods e &= JUSLICH 0 M

T2 )HOZ2H, AEXs s AIAE Oiel0IEHE 238 = A1
[ —

2 firmware & 21dl0]

FEERAO AIAE HIAE

ol

A5.2. 02 Bl

Bootloader Ol T2 &0 S00tH, AEXE GOS0 201 HOIXIE 2 = USLICHL

Boot | oader 1.1.0 (May 23 2003 - 22:48:25)

CPU : XPCB55xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO NEGOTI ATI ON
Aut oboot Start: O

Sel ect nmenu

RTC configuration [ Feb 14 2003 - 11:00: 26 ]
Har dwar e t est

Fi rmnar e upgrade [ S/W Version : vl1.0.0]

Exit and boot from fl ash

. Exit and reboot

<ESC> Back, <ENTER> Refresh

Grwne

_1& A-4 Bootloader /o ZZ 732/ 0! = H Ol

A53.RTC &€& 0=

RTC €& H=E MEE2EM, AHEX= STS Alcl X2 AIAE AlItE 838 == USLICH

Sel ect nmenu
1. Date(mm dd/yy) : 02/14/03
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2. Tinme(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mmidd/yy) : 02/ 15/03
press the ENTER key to continue

Sel ect nmenu

1. Date(nmm dd/yy) : 02/15/03
2. Tinme(hh:mmss) : 13:27:20
<ESC> Back, <ENTER> Refresh

Enter Current Tinme (hh:mmss) : 13:25:00
press the ENTER key to continue

Sel ect nmenu

1. Date(mm dd/yy) : 02/15/03
2. Tinme(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

& A-5Bootloader Ul ZZ37g LS RTC &&
A5.4. ot HAE MR

=R HAE BH=E AMEStH of=d0 F#d ass HAEYE = USLICL

5
ot 22 3JtXS ot=R0 HIAE 2E0F /JASLICH

Ct
- 13
- (A= HAEWAM 2 HAE Q01 =8
- SFH(AS HAEWAM 2AF HAEE MEd +=dE)

=
JIE S2J MK A= HAEI Bt=FHoz =&dELICHL 0l BE0M, 33 SAEKNY IP
e F

=
e

=9. Ethernet 2 UARTOIA HAEEZE XZES| o, AEIE STS Al2/Z2/ Ethernet
HZE0| Ethernet H0/ES BIEA AZ o110 0 HYEE STS Al2|Z9 2E Al2lZ ZEu
SIZoflOF ELICE K3t 288 IP F4A8 2E F SAET) BIEA Q0/0F ELICL JIE AH19
IP =4 & 192.168.0.128 0/0# O/= [Firmware Upgrade] =& AIE5t0H HZE = ASLICL

IEX 2, HAEEZE HES +d& + sl
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J&/ A-6 Bootloader 7 ZZ3& {9 6l=FI0! HAE =
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AZ X [Auto test]E S EHE B2, 2= o= 24 A0 et HAEID S22 =3

Sel ect nmenu

0. Test Mdyde - One tinme

1. Auto test

2. DRAM test

3. FLASH test

4. LED test

5. EEPROM t est

6. UART test

7. PC card test

8. Ethernet test

<ESC> Back, <ENTER> Refresh

_____ >1

*xxx%%%  Hardware auto-detect and auto-test *xxx***

[ DRAM

DRAM TesSt in Progress ------------ oo oo [ 65536KB]

DRAM TSt == - - - m s mm o m o oo oo [ SUCCESS]

[ FLASH|

Flash Test StatusS----------------c oo [ 100 %4

Flash Test -------mmmmm [ SUCCESS]

[ FAN]

Fan Status ----------mmm oo [ 7020 RPM

[ LED]

SERIAL READY LED ON/ OFF- - - - === - - s oo e o e o e e e m oo 3 tinme(s)

[ EEPROM

EEPROM : A Type exi st

EEPROM TeSt - - - - - - o oo oo oo oo [ SUCCESS]

[ UART]

<--Internal loop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]

<--External |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTR/IDSR) - ------------ [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]



[ PCMCI A

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapter Card

[ Et her net ]

Ethernet chip test-----------mmmmm [ SUCCESS]
PI NG 192. 168. 0. 135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192.168.0. 135 : seq=0 ttl =255 tinmestanp=11172879 (ns)

64 bytes from 192.168.0. 135 : seq=1 ttl =255 timestanp=11173874 (ns)

64 bytes from 192.168. 0. 135 : seq=2 ttl =255 tinmestanp=11174875 (ns)

64 bytes from 192.168.0. 135 : seq=3 ttl =255 timestanp=11175876 (ns)

**xxxx%  Hardware aut o-detect and aut o-test SUMVARY ****x*x

1. DRAM TSt - - - - - - - oo oo [ SUCCESS]
2. FLASH TeSt --------mmmmm i m i m i [ SUCCESS]
3. FAN TeSt - [ SUCCESS]
4, EEPROM TeSt - - - - - - - - - oo oo oo oo [ SUCCESS]
5. UART Test Sunmary
ort NO| exist status | exist status | exist status | exist status
Port 01-04| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

6. PC CARD Test Summary
5V CARD
5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapter Card
7. PING TeSt  ---- o oo i oo oo [ SUCCESS]

PRESS any key to continue!!

J& A-7 Bootloader & ZZ2 7372 Lfo 6tEQ0 HIAE 1A

FERAIN 4 24 HAEE Rd, A= <ESC I

ol

Sel ect nenu

Test Mbde - One tine
Aut o test

DRAM t est

FLASH t est

LED t est

EEPROM t est

UART t est

PC card test

. Ethernet test

<ESC> Back, <ENTER> Refresh

LRI @ >N S

*xxx%xx%  Hardware auto-detect and aut o-test **x*x*x
[ DRAM
DRAM TeSt in ProgressS -----------m oo oo [ 640KB]
DRAM TSt === - - s oo s oo oo oo [ SKI PPED]

[ FLASH]
Flash Test Status-------------mmmm oo [ 2 %
FLASH TeSt -----------ommmm oo [ SKI PPED]

& ABESC J/Z AZ5/0/ S&H HAE 245 7]
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et SO 2dols B2, HAEI EXEMH Al2IE

=
InUse LED= SIERIN HAEDN A= Leldl o 2MALICH 0 22, AEXE <ctrl -
c> J|E =d 0Ol HIOIXIZ S0tJt0rgt & LICH

Firmware upgrade HI=E MEE2LEM AIEX= EXIQ fimwareE SH0EE &= UsSLICH
firmwareE &d0IEGH &, Ar2X= W Ois HOIXS O &= 38 HEGIH M
firmware HEZ2 =018 £ QELICH firmware upgrade Olw Z2 )82 A fimware CIRZE

£ <flol BOOTP ¥ TFTP 2Ji2 E2&E=ZS XIFELICt. DHCP &S {8t Jl2 Z2E=E=2

=

-

BOOTPLICH AFEXIIt TFTPE MEist A2, AIEX= HES X9 IP A5 &AFoH0F &L

Ch. X2 JI2 IP == 192.168.161.5. &/ LI C}.

Firmware upgrade 2| &2, [Server's IP address]Z &&E AH O BtEAl [Firmware File Name]&

HAE firmware LI 0| BtE Al EMoH0F & LICE

Sel ect menu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168.0.128]

4. Firmmvare File Nane [sts800. bin]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu

Prot ocol [TFTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Firmnare Fil e Name [sts800. bin]

Start firnmnare upgrade

<ESC> Back, <ENTER> Refresh

Grwne

12/ A-9 Bootloader 7+ ZZ 12 LH9f firmware upgrade =

AE XDt [Start firmware upgrade]lE &8 ot= &, &2 HAIKI 2bHA0M LIEFELICH AFE XL

y' £ 2&5tH, Firmware upgrade T Z A AJF AIEEILICEH 0l248t Z2MAes 252 WA &
o

0
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Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]

3. Server's |IP address [192.168. 0. 128]

4. Firmmvare File Nane [sts800. bin]

5. Start firmware upgrade

..... > 5

Fi r mnar e upgrade cannot be stopped until finished

And all configuration parameters are restored to default val ues

Do you really want to start firnmware upgrade(y/n)?y

BOOTP br oadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our |IP address is 192.168.161.5

Fi | enane ' st s800. bin'.

Load address: 0x100000

Loadi ng: ####A#HAHHHAHHHHHH AR R R R R R
HHIHH AT AR R R TR R R R R AR R S AR
HHHBHBHIRH B H IR H R R AR R R AR R R R R AR
HHHHH AT SR R R R R R R R R f R S AR
HHHBHBHIRH B H IR R R R R R R R R R R AR AR
HHHHH AR AR R R R R R R R R f R S AR
HHHBHBHARH B H IR R R R AR R R R R R R R R AR
HHHHH AR AR R R R R R R R R f R S AR
HHHBHBHARH B H IR H R R R R R R R R R R R R AR
HHIHH AT AR R R TR R R R R AR R S AR
HHHBHBHARH B H IR H R R A R R R R R R R R R AR
HHIHH AT AR R R TR R R R R AR R S AR
HHHBHBHARH B H IR R R R AR R R AR R R R R R AR
HHHHH AR AR R R R R R R R R f R S AR
HHHBHBHARH B H IR H R R AR R R AR R R R R R AR
HHHBHBHARH B H IR H R R A R R R R R R R R R AR
HHIHH AT AR R R TR R R R R AR R S AR
HHHBHBHAHH B H IR R A R R R R

done

Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Fl ash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmnar e upgrade is finished successfully.

Sel ect nmenu

Pr ot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Firmnare Fil e Name [ st s800. bi n]

. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Grwne

& A-10 firmware upgrade = ZAfA

|

27

0

firmware upgrade T2 A J} 22 & O, 2 43 AKX N Hi=E ChAl LIEFRELICH.
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25 6. Serial/lP2 STS Alel= AIEZ3HD|

A6.1. STS Al2IZ 2t Serial/lPS] &8 HlW

X A-8STS A/2/X vs. SerialllP SN S84 dE 608

Serial Port Configuration of STS Series Serial/IP Configuration
Cryptograph
Host mode Configuration ypiograpny
Configuration ) Connection .
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None ] ) Disable
required connection
No login
TCP Enabled None ] Telnet Disable
required
“SSLv2” or
No login Raw TCP Negotiate
TCP Disabled “SSLv3
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login Raw TCP
TCP Disabled “SSLv3 SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 TSLvl
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3” or )
No login
TCP Enabled “SSLv3 ] Telnet SSLv3
required
rollback to v2”
“TLSv1” or )
No login
TCP Enabled “SSLv3 ] Telnet TSLvl
required

rollback to v2”

STS Al2l=0l “SSLv3 rollback to v2" &2 Serial/IPOl “Negotiate SSLv3/TSLv1" 0t 22 2 LICH.
“SSLV3"Z STS AlelZX2 &S5 HAEIN dFEUCHH, Serial/lP= “Negotiate SSLv3/TSLv1” =
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HOZ= STS Alel22 &2 = ASLICHL

A6.2. A& OIHl - Telnet & SSLv3 Encryption

]

1 & G20 200 18 Alelg ZEE
Host mode = TCP,
TCP listening port = 7001,

AE BEZ2 43

o

FLICY.

Telnet protocol = Enabled

Serial port configuration - 1 ; Pert #1 ———Move to ———

Enable/Disable this port
Port title

Anply all ports settings
Host mode configuration

Host mode | | TEP v

TCR listening port (1024-65535, 0 for anly |?EID1 |
outaoing connectons) ¢

Telnet protocol | |Enab|ed v|

Maw, allowed connection (1-32) |32 |
Cyclic connection to remote hosts (sec, 0 |_D |
disable)

Inactivity disconnection timeout (sec, 0 |D |
unlimited) .

| Savetoflash || Save&apply || Cancel |

Ramobe host configuration
Poft IR filteting
Crypkography configuration
Filter application

Seral port parameters
Modam configuration

Part logaing

Port event hardling

1
o
>
=
}0||
8
Im
H
In
[y
0

2 O S 20l 18 Alelg ZEE 2535 Jls &3 (Cryptography configuration)

Encryption method = SSLv3

LIHAI S82 D& £otAIQ JIE U422 dFEAL.
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Serial port configuration - 1 ; Port #1

Enable/Dizable this port
Part title

Apply all ports sethings

Host mode configuration
Ramote host configuration
Part IP filkaring
Cryptography configuration

Encryption method |
Enable/Disable cipher suites :
S5L_DHE_DSS WITH_RCH4_128 SHA

SS5L_DHE_RSA_WITH_3DES _CBC_SHA

SS5L_DHE_RSA_WITH_DES_CBC_SHA

-~ Move to ——-

| 55Lv3 v

SSL_DHE_REA _EXPORT_WITH_DES40_CBC_SHA

&g A-12 2657/ & ZJ( Cryptography configuration)

— Serlal/IP?Cantrol Panel 4.

Tac icAat

2.3

3 ©H Open Serial/IP Control Panel2 Z 311, STS Al2lZ22 1H Al2lg X
2ol= COM EEE “Select Ports” HEZ2 =1

S ESILICY.

-:eml'lwarem w

~ Settings for COMI18-
|P-&ddress of Server:

Paort Murnber:

192,168,411

[0

Canfiguration Wizard,,,

(=5 | N P L0

select Ports

Please selectthe COM
ports you wauld like 1o
redirect to Seral/AP?

X

ICOMS
CICOMIO
WICOM! 1
WICOM12
WICOM13
WICOM14
WICOM15
WICOMIE
WICOMIT
WICOM1A

Select Pors... I
Part Monitor,,, |

Caneel.l

w

He|l3...]

Licensing,.. I —

Advanced... |

TTTOOETTT e LAH|_II:.

I DSR always high

I~ DCD always high

[~ Restore Failed Connections

--:Eecur‘ity :
¥ Enable

|SSL “ersion 3 (55Lw3)

= _

Clase

Help,..

| Shout,;, |

1& A-13 Serial/lP Control Panel Al ZESS A&
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4 A Enter AHE IP F=A(ISTS Al2IX IP =2)% ZE EH
2H)E d&ot ¥=otl) s 201 OE W2H0IeHSS

Credentials = No Login Required,

Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)

— Serial/IP?Control Panel 4.2.3

Select Pors...
Part Manftar,,,
Licensing,.,
Advanced,.,

Settings for COMIG-

IP-Address of Servar: Part Murnber:

|1592,166,4,18 j oo

Configuration Wizard, .,

-Credentials
t+ Mo Login Required
" Use Windows Credentials
" Prompt on COM Port Open
¢ Prompt at Login

" Use Credentials Below:

-Connection Protocal

" Telnet with CR-Padding

" Raw TCP Connection
-COM Port Options

[~ DTR is moder escape

I~ DSR alwavs high

I~ DCD always high

[~ Restore Failed Connections
.éecu.rit'y

¥ Enable

Close |

|SEL Version 3 (S5L3)

=

Help, .. ] ahout,,,

12! A-14 Serial/IP Control Panel /Al It2tOIEH & &

5 A HOIE
AMEXt= OHXl Al Q]

ME0SHZO0l STS Alel=2

EaolE Z20ds
PCOl

=
B0l
AL LICH

R o W

Alel
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E 32 - [disconnected] VT

file Edit Setup  Control Wi fiel

T
Tera Term: New connection @ =

~ TCPAP Host:  [182.16 |

Senvice: TCE porils |22
+ Serial Port: COM1b R
OK I Can[:ell Help |

X

18/ A-15 Serial/IPZ STS series9 A/2/E HZEO HAZEHD)

6 SH AIEZX=  Serial/lP2l  Serial/lP Port MonitorOlL+ Trace windowZ ™2 AEE

QUIHSIAU =HE = JAsLICH

_ Serial/IP?Port Monitor 4.2.3 (=153
File Edit Help

Tacrcas, RN <
softuwa L'\—'

Activity Trace |

23:06:46.140 COM16 : | 33L initialization proceeding -~

23:06:46.140 COMl1e @ | 33L initialization proceeding =

23:06:46.140 COM16 : | 83L initialization proceeding

23:06:46.171 COM1G : | 23L initialization proceeding

23:06:46.640 COM1G : | S3L: RC4-3HA at 125 bits

23:06:46.640 COM16 : | COM Port Control negotiated (RFC—ZZI?J

23:06:460.640 COMl1e @ | Ferver connection negotiated

23:06:46.640 COM1G : | FlushTZ

23:06:46.640 COMiG : | FlushRX

23:06:46.640 COM1G : | DTE: 1 RTa: 1

23:06:46.656 COM1a : | ETSE 0 D_SR: n] =
Clear | v Enable Trace ¥ Hew Display W Auto Soroll T Always On Tap

1&/ A-16 Serial/lP Trace Window
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F£5 7.SSL 2ISA &

i
-

A 7.1. OpenSSL Ii3|Xl &X

1 ©H Download the latest OpenSSL package. (http://www.openssl.org)
2 A Install the OpenSSL package.

<For Windows user>
Download OpenSSL for Windows binary file and run it.

(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>

Download OpenSSL source code and compile it.
# cd /work/

# tar —xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d

# ./config

# nmake

# make test

#

make install

A 7.2. root CA (For Self-signed) 2t=7|

1 S Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C.\Program Fi | es\ OpenSSL\ bi n
< Linux >

/usr/ share/ ssl/openssl . cnf

Modify [r eq_di sti ngui shed_nan®] section as follows,
count r yName Country Nane (2 letter code)

count r yNane_def aul t = KR

count ryName_ni n =2

count r yName_max =2

st at eOr Provi nceNane = State or Province Nane (full nane)
#st at eOr Provi nceNane_def aul t = Some- St ate

| ocal i t yName = Locality Nane(eg, city)

| ocal i t yNanme_def aul t = Seoul
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0. or gani zat i onNane = Organi zati on Nane (eg, conpany)
0. organi zati onNanme_default = Sena Technol ogi es | nc.

# we can do this but it is not needed normally :-)
#1. or gani zat i onNane = Second Organi zati on Nane (eg, conpany)
#1. or gani zati onNane_default = World Wde Wb Pty Ltd

or gani zat i onal Uni t Name = Organi zational Unit Nane (eg, section)
#or gani zat i onal Uni t Name_def aul t =

conmmonNane Conmon Nane (eg, your nanme or your server\'s hostnane)
commonNane_def aul t = Sena Technol ogi es
comonName_max 64

emai | Addr ess Emai | Address
emai | Addr ess_max 40
Modify [req_attributes] section as follows,

chal | engePassword_mi n =0
chal | engePassword_max =0

2 A Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/openssl-0.9. 7d/
< Linux >
# cd /work/openssl-0.9. 7d/
# nkdir CA
# cd CA

# sh /usr/local/ssl/msc/CA sh —newca

CA certificate filenane (or enter to create)
; (Press Enter to use default val ue)
Maki ng CA certificate ...
openssl is called here as follow from CA sh
; openssl req -new -x509 -keyout ./denpCAl private/./cakey.pem\
-out ./denpCA/./cacert.pem -days 365
Usi ng configuration from/usr/local/ssl/lib/ssleay.cnf
Generating a 1024 bit RSA private key

........ ++++++

...................... +4++++

witing new private key to './denoCA private/./cakey. pen

Ent er PEM pass phrase: ; CA Password (Enter password and renmenber this)
Verifying password - Enter PEM pass phrase: ; CA Password

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stingui shed Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

----- ; CA's Information

Country Name (2 letter code) [AU]: KR

State or Province Nane (full nane) [ Sone-State] (Enter)

Locality Name (eg, city) []: Seoul

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
Organi zational Unit Name (eg, section) [](Enter)

Common Nane (eg, YOUR nane) []: Sena Technol ogi es

Emai | Address []:(Enter)

#
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3 ©H Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# |s denoCA
cacert.pem certs crl index.txt newcerts
private seri al

# |s demoCA/ private
cakey. pem

A 7.3. 21E R3 A (Certificate Request) 2+=7|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/CA

Run following commands,
# openssl genrsa -out key.pem 1024

# openssl req -new -key key.pem -out req.pem

(It is assumed that you are using sample configuration file - “openssl . conf . sena”)

Usi ng configuration from/usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be left blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Nane (full nane) [M nnesota]: (Enter)

Locality Name (eg, city) [M nneapolis]: (Enter)

Organi zati on Nane (eg, conpany) [Digi International]: (Enter)

Organi zational Unit Name (eg, section) []:(Enter)

Common Nane (eg, your nane or your server's hostnane) []:Sena VTS

Emai | Address []:(Enter)

Pl ease enter the following "extra' attributes
to be sent with your certificate request

A chal | enge password []:(Press Enter — Do not enter any other characters)
An optional conpany nane []:(Press Enter — Do not enter any other characters)

A7.4. °21F RAE AM(Certificate Request)tfl Y dtI|

1 &3 Signing a certificate request
# cd /work/openssl-0.9.7c/ CA
# cp req.pem new eq. pem

# sh /usr/local/ssl/msc/CA sh -sign
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Usi ng configuration from/usr/share/ssl/openssl.cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)

Check that the request matches the signature
Si gnat ure ok
The Subj ects Distinguished Nane is as foll ows

count r yName : PRI NTABLE: ' US'

st at eOr Provi nceName : PRI NTABLE: ' M nnesot a'

| ocal i t yName : PRI NTABLE: ' M nneapol i s'

or gani zat i onNane : PRINTABLE: ' Digi International'’
commonNanme : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Ot 6 09:39:59 2013 GWMI (3653 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed
Certificate:
Dat a:

Version: 3 (0x2)

Serial Nunmber: 1 (0x1)

Si gnature Al gorithm nd5W thRSAEncryption

| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi International,

I nt ernati onal
Validity
Not Before: COct 6 09:39:59 2003 GVI
Not After : COct 6 09:39:59 2013 GVl

Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=Digi I|nternational,

Port Server CM
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)

_____END CERTI FI CATE- - - - -
Signed certificate is in newcert.pem

2 YA Check whether signed certificate(newcert.pem) is generated.
#1s

denmpCA key. pem newcert.pem new eqg. pem reg. pem

uin

A75. STS E 2SA Et=D|

1 A Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/ CA
# cp newcert.pem server.pem

# vi server.pem

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 1 (0x1)
Si gnature Al gorithm nd5W thRSAEncryption

| ssuer: C=KR, ST=, L=Seoul, OC=Sena Technol ogi es Inc.,
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2 &3 Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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