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1. MNE

1.1. R

STS Al2lX2= &P EHZF Ethernet WIERIZ Fot2 AlelE EHIE 2elg = AN diFz= HE
BHOIE AMB(£= CBoIA MH)LICH STS Al2l2E= TCP/IP2 UDPY 22 22 UWERI &
Ch STS Alel=9

SEZ0 JIgtE S Aot A2l FHUlol =0Ee fRe4dE Msg A
PPPOE(PPP-over-Ethernet) &2 S&= AtE06tE DSLIIEHS ZTHSE UIE
Aelg ZHISS 2elg = ASLICH

DHCP, PPPoE, =% DNS(DDNS: Dynamic DNS) S2| Z26&t 2 U ERI HE ZT2EE2
Ol2cotH DSL £= 302 R HZ2 S el S Soil AlelE HEHIE ol 22g =

6
LICE STS Al2IX0l LHEE =& DNS Z2E== AIZotH TOIQ 01822 Al2lg ol

=
I2IZ= Telnet, Al2IZ 2& ZE, T= & 32 st P2 AAE dEH HA

S /\ o o
HAW gdols, A e, AMAE 27 HAIE & = Us 2HE AIAH 22 JIssS

Ol 222 ZAl, BN dI0lE S8 2A=Hst 2el

2elgd = UAsLth

OrMSH OIOIH wWetsS Rote I SKe HE2AH0IES <Ioh, STS AlelZ2= HI0IH 2SsE
SLv2, SSLv3, 2|1 TLSvlis S22, STS Alel=20l 2l&otX &=

CIOIEI O EEE0 S0HeE RS 2| ol IP =4 2HE IS0l M3 AUsLICH

40
re
2

STS Al2lZJt YBINOoZ NEgs 20ts S 25U
- A KIE3
- AR E(POS)
SR A Y A=)
- 29 Us3 Y 2o AlAHE
- 2Bt HoIe =& ofEelAHolE
o/stg fZeIHold

STS Al2lZ&= RS232 Alcl€ HHIE Soff 2cl, &Al, 8, 12l HoleH &8s & =+ s
Olaf ™ol A 22| Jls=S MLt
2 7ZE 0lofolciE A= LIHY EZEZ 2 Alclg &40l Oet HEE ol =

=X/otd 20/0F ELICH



1.2. W3IXl M3 2IAE

-STS Al2IE LI& gfA
-110v £ = 230V A DE
- CAT5 AH0I2

- 25 202 JIE

- Quick Start Guide

- Serial/lP Com Port Redirector, HelloDevice Manager S E2IEl & At

CD-ROM

1.3. NI A

STS400 STS800

STS1600

Alelg IEHOolA 4-LE 8-LE

16-ZE

Al =& 75bps~ 230Kbps

S8 M.
olERI0 RTS/CTS, 2AZEQ|X Xon/Xoff

RJ45 JH4H

=
fol

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

28 XN O: DTR/DSR and RTS/CTS

Network Interface | RJ45 Ethernet HEUEHHE & =St 10/100 Base Ethernet

D8 2 =S IP =4 &

T2EZE - ARP, IP/ICMP, TCP, UDP, Telnet, SSH vl & v2,
-SSLv2&v3, TLSv1

- DNS, Dynamic DNS, HTTP, HTTPS,

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoE, SNMP v1 & v2

PCMCIA CtS PC 2t& X &:

ATA i+ D22l It=
802.11b 24 g Jt=
10/100 Base-TX & II&=

28 JIE

20t AZXID & 2S5

HTTPS

2ot 5018 M OlA: SSH

OI0IH =3k SSLv2/iv3, TLS vl, 3DES & RC4

P =2 e

SCP




Modem emulation | AT &0 K&
2 A2l 25 ELE, telnet, &, HelloDevice Manager
=AM X &: Windows 98/ME/NT/2000/XP
Nag 2
RF 218 NS2Z email 8L
A AEL AER
CHakst AIAEN AEH HAl IS
Ao
telnet, 2= £ = & 2HHOIAE Sot UURZE Jis JIs
&E LED Power
Ready
10/100 Base Link, Act
2} ILE : Serial InUse / Rx/ Tx
PC Jt&
& s 2&:5C~50C
28 25:40C~66C
bl 5VDC, 1.5A @ 5VDC 110 ~ 240VAC
=W 245 x 153 x 30 (mm) 432 x 193 x 44.5
L x Wx H (mm) DIN-rail mount option 19 in. rack mountable
2 (kg) 1.5 2.8
oIS FCC(A), CE(A), MIC
=38 B3 )2t 5-year limited warranty
1.4. 830 & 20
0] Mz 2 RSN LBECZ AR = EHE ZFELICL 0 20H=2 elg4lu 20
U[USO STS AlelZ22o] AtE10 2ot H2 & JASLICH
MAC F24
LAN L£= JIEF WEKIAUWA MAC(Media Access Control) FAE ZEHS 1LRE SI=AN
S E LIEtELICH. (Ethernet LAN &0IlA Ol= Ethernet =42t =2 &LICEH)
MAC 4= 6Atel OUI(Organization Unique Identifier) HS 2t 6Kl SIS/ AlE HSZ
PHE NS 12X2l StEH HSYLICE STS AM2lE2 MAC F=AE= 00-01-95-xx-xx-xx0| M,
QUE BFAO| HIEH( 2t&0l 20 USLICEH.
SAE
HERIAN A2 MSK BFH
QIHYl Z2EE2 AAUAN “SAE"E 20He= CHUAMWNA G2 ZFEHY 2™ st H£0|
Jtsst S8 ZRHE UL SAENH= WERID B3 HEW 1LREH IP =4S F4ot=
EX 2" = “SAE HEIF USLICH



ALOIOITA &0l &

ChA
— O

=

==
[=)

| S&l

42

=
e

(0]
[}

3

=
[=)

3

2
[

g ¢&E D

b

H&
=

ol
RO

kio

OF
AU

J
)
il
<+

il

)

2 2F0
ArS X LICH

CC =
(== 4

ZZ20H
HO4

=

M EELICH

t=

[
=
2F

[}

=3
SIS0

I
=

MHIAE RF
UE

i

A Ol
IOl X 2]

=
=

Oy

EJ_BH

o

S8 AL0l2]
S0P E/M B

&

1L

24 I
oTT

A

—

—

ot
clOIHE=

[}

=
=

AE0l OIF0 & M MA&EO0l AlIAELD HEO|
Xl

=

ctOIHE/MBH &t SIHS

SH0IHE/MH
SEotA 0l

SSBYLICH
HE

=
=
1T

~

—_
o]

ol
RO

2

ote

ctol

=
=

CHo

M B0l

2

2|
=

NSRS,

et M ALZ A=

o s
[=3

=01,
A

J
e}
o)
ol

o

HI Ol A

-
=

|,OI2 =

=22 =

ZFRE2te

ScteM XHHe

oIL

Ju

o
AN

BHe MBEELICH

11

i

tD HTML

9

. RF= X



N

1-1. 20l &

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

P Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point- To-Point Protocol

PPPoE Point- To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

12




2. AI&6h|

= HUlM= STS AelEE M8 £XIot) 28ots -0 ot 2Lt
-21 IHE XM= HE Xl & LED ZAl S £Z&LICHL
- 22 ofEFol FZoI0AME STS Alelx2l ME, UERZ % X Ha HHY:S
2FgUt.
- 23 AI2E ZE0] EFol=

AlelXel 2 ZEN &0t

AZoted® O3 XS0l ERELICH
- otLtel & AHOISIIX0 E&E
Lt2l 2&/Ethernet AOIS(IHIIXI0 Z&E)
- 012 IIEMHIIX0 ZeF)
- WERZ AHMHIOIA StE(0ISH NIC)It J= otLtel PC £= oftLtel RS232 Al2IE EE

2.1. THE d0Iot=

2.1.1. STS400/800 IHE dIOI0t=

08 2-100 20X= 2H™ME ST400/S8000= &AEH HAIE A8t Al OS2 LED XAl &ZIt
USLICH (0: System, Ethernet 112l1) Serial Ports). &H=0 <{XIS H8 M e &#Z=
&2 (Power), =8| AtEfi(Ready) J2l2 PC 3t= CIE{H O0l|A(PC Card Interface)ES LIEFRHLICH O
t Ml JHel #IZ= Ethernet 100Mbps(Ethernet 100Mbps), 23 (Link), 12l &S
AEH(Act) ALICH DHXISY &#Z= Aleld EZEQ #4I(Receive)dt & E(Transmit)2 =20 SLICH
H 210l 2t LED XAl &Zo Jls2 HHELICL § HE0l= RIS HUHE Al2lg XZE,
Ethernet &, STS400 M3 A0 BLLUICH

l

alo

@ Fower @) 100Mbps @ Link  Serial @
@ Ready ) PCeard @ Act [ ]
[ ]

STS Series $is¢ STSB0D

18 2-1STS800°/ HE cljo/0t=

13



H 2-1 STS Al2/X° LED XAl & XE

o s
System Power M0l S=5H HAELICH
Ready ANAEQ S&& F=dIJF &8 HELICH
PC card PCMCIA &XIJt &= S0/H HZLICH
Ethernet 100Mbps 100Base-TX HA0| 2 X &™H HELICH
LINK Ethernet HIERI 0 HAZEH HELICH
Act STS Al2l= Ethernet ZEESE SoilAd W30l SHRHLE LJt= A1t
22 50| US WOICH ZelLICh,
Serial port InUse A2lg ZTEDJ A2 =01 AHEUC
Rx/Tx STS AlelZ2| Alelgd ZTEE SailM OIOIEIE EH2HL L2 [HOLCH
2rerlLICH,

2.1.2. STS1600 Panel Layout

08 2-200 2E0X= 7MY STS16000l= AEH HAIE 98t M OS2 LED XAl Xt
USLICH (0: System, Ethernet 112l1) Serial Ports). &H=0 XIS H8 M e &#Z=
&2 (Power), &H| &'EH(Ready) 12| PC 3t& 2IHHIOIA(PC Card Interface)E LIEFRHLICEH 1
& M Jie &Z= Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l &S

AEH(Act) ALICH DY &#Z= Aleld EZEQ #4I(Receive)dt & E(Transmit)2 =20 SLICH
2-10lAd 2 LED XAl S22 Jiss &He LI

-

FH

STS Series 88388388 STS1600

* Powe * 00 @
* Roady erCCad @At

J& 2-2 STS16009/ HHE A0/0t=

2.2. ot=FAI0 A Z ol

= BllME x| HAEES fIo, STS Alel2E X0 HZot= L&l Hottd 2F LI

2.2.1. J&0 HZE5HI

STS Al2IZ0 && o222 S2LU. d0l XEol =& Z2 [Power] HAISOI

ZEMOZ S dHE =XAELICHL

14



_1& 2-3 STS400/8000) && HZotI]

_1& 2-4 STS16000) && AZ517]

2.2.2. HESAN AZoHD

Ethernet H 022 &t& = STS Al2dlEX Ethermnet ZEWH HZ3dt1], LIHAI CIE Ethernet
2 HZE JR, STS Al2l22

2
HAOISS SHHE UHERT ZENH HZELICH AOIS0l St
S 20l LtEHELICH

- [Link] BAISS S84 HS A
g

- [Act] EAS2 HSHA Z22A =
- STS Al2IZDt 100Base-TX U ESRIAN HZ &= H2 [100Mbps] EAIS2 =4 B35 AEHE
S XI&HLIC.

- S UWERZD HZ0| 10Base-T2! Z [100Mbps] EAIS2 HXIX ESLICH

15



—1& 2-5STS400/800/1600 0/ LIER = FH0/E &HZ5t7/

223. 18 A0 HZot)

STS Al2IZ28 Al2lg ZEEN 2L Hol== HZELIC AMEXIFE EXS & ZE
HAZotAE EHX XHOUAM M3 2z ZEQ RS 1Ddg ZRIt JUSLIC STS

Al2IZAI0IE JIE WIIX Wl 221-20 HEgHS=2 MEL EX0 %= 0= =HE
K&ah| fof MBELICH XMAE WE=2 5 1. 9Z FE22 FIoEAIL.

£ 55|
T ] ,-‘J
!

Equipsment

Equipment

& 26 &H/Z STS400/800(2 %)/ STS1600(22%) 0ff &1 Z 517/

2.2.4. NAE 2500 H 5010

STS AlelZ0l &EHots 282 od JHKoF UASLICH 0ls, ALSXe fXJF 88X E£=
FAOILE 20l WMt SetBLICH 8t STS AlelEs

Bl AE [l%, GUI(Graphic User Interface)
% &= CLI(Command Line Interface)E M30otd USL

Ct..

16



HU

= EE= AHOIE HEH % Z=/Ethernet HOISES AFEdH STS Alcl X2 AIAE
X

[y
[> ¥ o

il
Im
=
ir
o
m
L——_LI
o
[>
i

J

27ct= 2 AMEX= HOIE OSdO0IEHE AHEd STS Alel=<
telnet(TCP ZE 23)0l =g == /USLIC

al:

2 BeRNME AIEStH STS Al2lE2E otdde &2 AMEX= Internet Explorer &=

Netscape Navigator?t 22 & B2tRME AIZ5I0 STS Al2l=0 HZ& £ USLICEH.

Oﬁ

ol g

1) 2Z/Ethernet H OS2 &%

s

S STS Al2lZX28l & ZE HZ&LICL

18 2-7 STS Al2IZ0l 2& F01E HZoH]

2) RJ45-DB9 O & Ef(female adapter)S AtS A+ ZFEE O HAZELICH
3) ArEX ERES Alelg ZEN AHOIS2 & 8 .
4) OGtOIHEOIE (HyperTerminal)3t 22 HOIE OZ01H Z2dds AMELICH CtS
20l HOIE o2diolE Z20#o Alelgd &3 Oiet0IeHE & LIChL
B 9600 Baud rate
B Data bits 8
B Parity None
B Stop bits 1

B No flow control
5) [ENTER] 1€ S&LILL
6) AZX OIS HIZ HSE 244

gt AL S 28 = LI

t) STS AlelX=0 2¢ gLt s 201 C=SE

OII
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Login: root Password: root

Login: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92. 168. 161.5: ~#

7) CLIE OlE0dt =7 #&3= & = UsUCh CLol e XAet WE2 8% CLl
A E EXGHYAIL.
8) JlE CHHOIAI HAE HxZ 28 220 “ss.edit” HEOHE &dotH, J&

2-8 0 U= Uiw 2

I
e
)
°C
m
aw
-
a

root @92. 168. 161.5: ~#ss. edi t

Vel cone to STS-800 configuration page

Current time: 08/22/2003 21:52: 36 F/WREV.: v1.0.1
Serial No.: STS800438349-42944 MAC addr ess: 00-01-95-04-19- 5a
| P node: DHCP | P address: 192.168.14.7

Sel ect menu:
1. Network configuration

2. Serial port configuration

3. PC Card configuration

4, System adm ni stration

5. Save changes

6. Exit w thout saving

7. Exit and apply changes

8. Exit and reboot

<Ent er > Refresh

----- >

g 2-8 0fel b+ 2t# (STS800)

HIo Ois SHS AFEX=E Ui HSE LHESHAHLE [ENTER] 1€ =2 STS AlelZx HietolH
AN 2s HEs 52 d8Eg £~ JASLICHL o9 s stHol Us AIElse 2242 892
sofl M3 2=+ OH0IHE 48 = USLICHL 2= Oi2t0IHE STS Al2lX2e HIFEA
H2el S2to MEEIH, Ol= AHEXJF b7+ 5. Save ChangesES MEi0tH MEE = UsLICH
M+ 7. Exit and Apply Changes &= 8. Exit and Reboot 2 &EiEH (IS 2= BE AIgS &5
= AL

AZXE B2 252 AME0okE STS Al2IX0l E506k01 &0l BEEAl STS Al2lX22 1P FAE
OLOF SLICH (XtAlEt LHE2 3. HIER T &8 = FXGIYAR). STS AlelX2 & =otAl J
IP =A== 192.168.161.5 & LIC}.

M ne
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£ Jls2 38 2248 85 SHOA disable 2 = USLICLAAIE HES A& 3.59
2/

The following instructions will assist in setting up the Remote Console functionality:

1)

2)

3)

TelnetZ2 )& S£= telnet)|S(0, TeraTerm-Pro S£&= Hyper Terminal)2 XI&5t=
[Ct. SHX IP =4 % port number= STS Al2lE2t S26H0t

SHLICH. 28 A2, port numberE 2322 XI&ELICH

Ik
Hy
L
0w
o
>
02
1
—

AR ZRE ZE ctel AIHHIoIAN OS BEHE LS LICL

tel net 192.168.161.5

File Edit Setup Control  Window Help

Tera Terrn: Mew connection

« TCPHIP Host ((EPRITRITES j

v Telnet TCP port¥: |23

" Serial Port: ICOM1 v|
0K | Canct:ll Help |

& 2-9Telnet ZZ7& &% 04 (TeraTerm Pro)

E

NAE Ol 24Ol LIEFELICH

wn
_|
wn
=
E
I~
S
o
i)
ro
0
40
@)
—
[El
ofy
[El

rr
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23. 8 BN &l AHHO0IAN &EHol)

STS AlelZ= HTTP2t HTTPS(HTTP over SSL) Z2E=S= 25 KR ELICL £8t STS AelE=
MA@ 22l HOIXIE MIB&gLICh STS Al & 22l HOIXI0 &E=otHA®, STS AlelX2

—

IP=AU =& 240 Jtsdt SAE HE & E2tRXM2 URL/Location EE0 LSS AIL .

Jdef® ArEX= STS Al2lX2l 201 stHE 2 & JYULICH MAEXE BIEAl SHIE AFEXR
U ASE ALZSH AIAEIN 210 SHeZMN 228 = ISoior LI =J| 2#&E d3g
Cts3t 25U

Login: root Password: root

Login: admin Password: admin

STS Alelx & 22| HOoIXIo &HokJl &l BEAl STS Al2l X8

& 24 Jis SAEZ)% NEY OtA3d 43S ZAotAIDl BHELILCH

ol

User authentication required. Login please.

User ID |

Password : |

Move to: ™ Configuration page ¢ Customer page

18 2-10 STS Al2/X & &2c2/9 29! 3%

g 2-102 STS Alel= & 2telel 2190 StHYLICH 0 stHUM M= 2102 F0l 0ls
ot At ot= HIOIKNE Mg = USLICH AFZEXOF 28 & & H 0l Xl(Configuration page)E &
Bi5tH, O 2-1101 20l= STS Al2l= & 22| CIHHOoIAL S#FEH SHOINE = = US
LICH. AtEXIt 024 MOl XI(Customer page)E & EiGHH STS Series & 22l AEHMHIOIAL J|&
N2 EHOIA = 20210 EHOIKE & & USLICH & AIEX CIEHHIOIAL AFS X HAEHD

OOl 28t O &Alet 22 2l 9. A8 HAHOIE Jt0/= 22 &EX0HAIDl BHELU

& 2-112 STS Alelx & 22| AeHolAS] #FEE SHOIXYLICHL 2tH2 =0 Ol 8t

Jb MIZELICH O O diolle 249 343 e 801 ZSE L. M BHiA & =S
SEiHH 28 OF0HAM AtE Jtsét 2= ol U=t E2l e UEHELICH AFEX= ot Ol
F =22 HEiA oY =0l s met0ly 438 BHEE = JASLICL ASXs 2= HO
KA HE AMEZ2 [EAAI0 HE(Save to flash)], [M& ¥ HZ(Save & apply)] L= [FHA

(Cancel)]g == USUICH AIEXt= & Mttt gtsS BEE =0 BEAl [EHAI0N X E(Save

= to
Flash)| M6t HAE Het0IH S BIFIYE JILEX0 HEGHOF &LICH 2= HIAAES

_,_
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HZot)| AN ALEX= BIEAl [HBALE = EZ(Apply Changes)]S
Ol Ht2l Otel 220 ASLICH AFSXOE [HBALE = E(Apply Changes)]2
mtet0le 2t0l STS Al2l= SZAF0 HEELICH £ ASk=s &
HAAIZEES HEZot)| fol [ME L HEZ(Save & Apply)|E S =
AZXOF M IO gtS A6t Z=08 [ A (Cancel)]S &G
HAAEO0 FHAZD Ol gtez SRELC

SENA

TECHNOLOGIES

Network
IP configuration
SHMP configuration
Dynamic DNS configuration
SMTP configuration
1R filtaring
SYSLOG servar configuration
NFS server configuration
Wab sarver configuration
Ethernet configuration
TCP service configuration

Serial port
PC card
System administration

System statistics

apply changes
Logaut
Reboot

Customer page

Copyright

=S Meng

[

USLICH
HOF & LICH

gLICH O 8482
SEAMES OIS Af
t2tOIEHE M&EotL
Ol ot 2=

1

i

?l
-i{]:

IP configuration

IP mode @
IP address @
Subnet mask

Default gateway

Secondary DNS (optional) |

PPPoE user hame !
PPPoOE password @

Confirm PPPOE password ;

Primary DHS (0.0.0.0 for auta)

Static w

[192.168.4.18

|255.256.0.0

[192.168.1.1

| 168,126,631

168126632

|UUUUUUUU

|oooooooo

[ Save to flash J [ Save & apply

| [ Cancel |

All rights reserved

& 2-11STS Al2|X & &2 ot
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3. UERIA &%

3.1.1p £4

MEX UESRZR SB0HM STS AM2IEE AMESIHH, 258 IP
ZHIZ X %22 FER, AIAY 2elXoH 220t STS AlelX2E fIgt R&& IP =45 2F
ZSLICH UWESIAN STS Al
e LICH
STS Al2IEZ IP =2 EF A, AIZXts USH &2 3012 QY Z2&EE =2 olUE e
= USLIC.

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPOE (Point-to-Point Protocol over Ethernet)

STS Series= Z£J| JI2at2 192.168.161.52] IP =AE H= StaticIP 252 4F &
H 3-12 39 2E IP £33 I20IHE ESULOL O 3-12 AZ2X 1P 23
flet AN & Jlgt GUIE 20 SLICH

H3-1IPp && OtetOlH

Static IP IP address

Subnet mask

Default gateway

Primary DNS/ Secondary DNS

DHCP Primary DNS/ Secondary DNS (Optional)
PPPoOE PPPoE Username

PPPoE Password

Primary DNS/ Secondary DNS (Optional)

IP configuration

IF mode : Im
IP address : [192.168.16.1
Subnet mask |255.255.0.0
Default gateway |192.IEB.1.I
Primmary DMS (0.0.0.0 for auta) @ |IEE|.IZE.ES.1
Secondary DMNS (optional) @ |IEE|.125.53.2
PPPOE user name ; [whoever
PPPOE password : |ﬂ”““
Confirm PPPOE password @ |ﬂnnn
Save to flash Save & apply | Cancel |

Jg 311p &%

22



3.1.1. Static IP =4 AHE0tD|

AMNEXIOt static IP FAE AIEE E22,STS AMel=2 IP =42 28 A= 2LE 8 I2H0IHE
S22 X&aoF &LICKL 0248 Wet0IEl= IP =4, Subnet mask, gateway2t DNS serverJt

ZEEUt. 2 480lM= 0l 20 XHAISHAH CHE H 2 LICH

#1: STS AlelZ= AAEO0l AIRE O, €8= 20 Uk WERHIAE =JIs LI

e |P address

Static IPE LDEHO0IBAM FREQ AE B39 A= gLICL 0 Bs= FFHN Z2LEHO
HERZD &2 X FALZM2 FES LI BREH= 0l2E IP FAE ASotH UWERZA
MUAM &S AESHD Ostg = USLICL [etAd, d8E 1P 4= UESRZ S#30AM
EUHHECZ D76t FEoil0reh LICt

&1): 192.168.1.x A2 IP 4= ISP (Internet Service Provider)Jt BI&GHA 2=l E0AM
A& (private) =ARILICH STS Al2IE Alel2E HEotHAH FR0 Met el 22 SSUS
Sofl CIOIEE =1 &= = A0O0F otH, 0 32 =58 3 IP =AE 2Eol0F &LICH S
IP A= EHEOZ XY ISPRRH FYUoHHLE JUHE = UASLICH

e Subnet mask

Heye Ze X2= 94X, & A=

SELIOL UWERI2E Soil Lote I20l J= B STS Alel= Alel2&= IH3l0l XI&E&S

TCP/IIP SAEDJ 22 UHESI Y90l A=k ABY 0tA3TE Soi SCISLICH =4I STS

AMelZzer sgst WES3a 920 UACHH, =22l F=A(Physical address M HE
0

AZFLICHL OEX €28 =

T
O

-

=
i
<
M
=

e Default gateway

HOIEROl= OE UERIZ S0Iits 7 IS o= UERIT ZEYLILHL LEHHCZ
UHERZ WA £= XS ISPHA EHEES MOicte EFEHE= HOIERO =EYLICH 222
HESRZD & 2 SAEQ SA6H)| foHAdE STS Al2lZIF JI2 AHOIER0 B=REH2 IP

F=AE 2O0toF ELICE AHOIEOIS 1P =400 et HEs FE= UERZ 22 X0l
Z2otAAl2.

e Primary and Secondary DNS

MEIIL EE HAMOIEE ZERotlA o, AdFEH= ZA0IES Z=EE IP =20 OHotA
DNS(Domain Name System) AHOIH =21, 1 €2 0/2otd & MBIl &=&LICt. DNS=

el 0 WE

£ AME0I0 IP 42 HBAAHAFTE= SAYLICH E0e Ug2 sena.comit
22 242 =UE s €49 018 e

2 JI9oJ19t O &&LICh DNS MH=



Jefst EAE DJIBtel GOl WIZES TCP/IPO HZSH)| IoH <At IP FAZ2 HEAHAFE

SAEALICH

STS Alel= AlelZS] DNS JIsS AtZotd® ZHQ Ulgez SAEN 888 = JAESE 0l

DNS MB2 1P =4AE 4&AFoH0oF &LICL STS Alelx Al2l=

Secondary DNS server 22 DNS AHZ2 IP =45 &HFol=e LS HSELICH. Secondary
%

DNS A= Primary DNS MHE AMEE =+ 2= [§ AHE5HI)| Ao XNIEELICH

= Primary DNS server%t

3.1.2. DHCP AI&36}7|

SH SAE HF S AYDOHCP)2 UWESRIA 2cliit IP =249 Y2 A9 HESIA
N S 2ot IUssE = U ot S8 Z2ESYLICH. DHCP= UIER A 2l kot IP
=28 SHEUM Z=ot] =2Hiot==E ot B=REIH OE UERKZA |AX0 SH410¢ & 3R
MZZ2 IP A8 IS dSHES UL

Static IP 222 Z2, IP 4= 2 ZIREHH =522 FHHOO0F L &2 BFEI UE
HERT fIXZ2 0lsE=s 82, ME2 IP =240t BtEAl 2ZE00F &LICH IP =240t DHCP

COHA 2EEE IP =24, A28 O0tAZ, HOIERIOl, DNS AHE ZEgots Z= I2t0IE It
AAseg £ZFELULL. DHCP= 229 IP =40t ot ZREUH ot |=8 Al =,
“EH04(Iease)” HES ALZELUILCH IP =28 gEol=d 228 2= Itet0leHE DHCP A

DHCPE AIEotEE HFTUAS ER, STS AlclEZ= AIAEO0l AlE ZMOtCH UWEKZ &0l

DHCP IS ZEELICL DHCP ABe SEl= IP =28 HIROIH ANEW 0OtA3,

HOIEROl =2, DNS M R “CHO" Al2H0l 2 &0 JASLICE STS AlelE= JHAl 01d 22

KMl BI22iol MEULCH “Ho" I 2t2&HE ES, STS AlelX= DHCP AMHZRH "0HO”

AzZtol H&ES QEESLICI. DHCP ABIJt THo &S s2E R, STS AlclZs A=A &

IP =48 Mg = JSLULICL DHCP MBIJt THH HEES sQlotk = 8%, STS Al2lX
x

&#1): DHCP ZEO0IA DNS MHE Z&dt 2= UERI 2& STS Al2lX ItetlIEE Is22
S&ELICH. DNS At RS2 285X %2 32, AAEX= primary 2 secondary DNS IP
FAE QEsozH 502 H¥E £ USLICKE DNS FAE s HFoldH, primary &

secondary DNS IP =AE 0.0.0.0 (@&&)22 &8 LIC

DHCP AMHl=E UERZA 22Xt 22lotld A= IP =2 S0 IP =AE SH2Z 2L
Ol= DHCP Z2I0IHE, ME S0 STS AlelXJt #=sE MOtCH OZ IP =45 =48 ELICH
DHCP MBIOIA IP =4S GI2fot0 AMEXIE MEHN 2E& STS AldlX FAE &y Mg =+
UTSE ZHoHOF LICH DHCP UIERAUAM IP =4S OlSfotd™ 22[Xte STS AlelX2l ot
20 A= et AEHU U= STS AlelX22 MAC =4S 20t0F LIt

24



3.1.3. PPPoE At&otJ|

PPPoEE= 28 L= RAH ZXIE Soll Ethernet LAN(2H2l SAZH&2 O ZBRE AIEXE
22 MOIEN HZotIl Ast AZLYLICH el ZRE AI2X= PPPoEE ArZoH IEYOH
ADSL, 02 28 L= 24 Z= & += UsLICHL

PPPoE ZEZ=0iA STS AlCIZE AISotHdE AIEX= PPPoE HlE & ADSL 281 &2 PPPoE

PPPoE Z2&EZ== XI&otJ)| H=20l ADSL HZ S

Sol e oo HFH SAEN EHE = UASUO. AISX= STS AlclX0l CHet PPPoE

HESl MEX 018 & 8sE ZFoH0r2H SLICH

ANSE [HOICH STS Alel== PPPoE A2t PPPoE HZS AIZELICH HBS Al&GHs ¢t

STS Al2IZE IP =2, HOIEROl, MEYW OtAZ X DNS MBS &2 A HA0 Z2Rst

BE2E ML AZ0l &H STS Aldlxs HES Jtsst & 2 |AXlotdd LG HZ0|
=2

H
o
fon
%)
_|
n
=
o

b
10

E PE UESRI 23 Wmiel0lHe=
s02 MK &2 ER, AIZ2X= primary & secondary

SZELICh
DNS IP FAE LY ZMN =222 dE8HY = ASLICH DNS =45 U= HE6tHH
0

3.2. SNMP &3

STS AMelZ= SNMPvl 2 v2 Z2EZ2Z2 X|&5t= SNMP(Simple Network Management Protocol)
HOIME DJIs£ UWHEGSHD JUSLICE NMS £= SNMP EctXNet 22 UERIA ZellEsE

OlSctH STS Al2IZ0 E5E = U= =2 OtLidt FE2E &g &= USLICH

SNMP IZ2Z&EZ2 GET, SET, GET-Next, 12l1 TRAP=S IZ&&LICh Ol JIsE2 SoiA
Zelte SUe OIHE g2d SXE 2= = UL(TRAPs), XME E2E g EXIE X3¢
= USM(GET), X &HE BHEE = JUSLICKSET). SNMP v20lils E2 2 2o JIsS
S+ = U= GET-Bulk JIS0l FIE0 JASLICH

SNMP 23 IHE=S Soll AFEX= MIB-Il AIAE JHAl, 85 MO 28 2 TRAP =410 £ &0
Uiof &8s & = HE 2%
_J'\_ o

AUsLITH 0 H=HA 23 2elldts 32 uwg 2 s [
=1

3-2= & QIHHOIASE S8 SNMP &3 3tH

o
HT
2
I
ju
a
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SMMP configuration

MIB-II system objects

sysContact
syshame ;

sysLocation :
SysService |
EnableauthenTrap @

EnableLoginTrap :
EnableLinkUpTrap :
Access control settings (MMS)

IP Address
|D. oo

[oo00
[0000
[oo00

Trap receiver settings

IP Address
|D. oo

[oo00
[0000
[oo00

|administratur

[55800

|my location
nan

IYes vI

Mo =

Mo -

Corrmunity

T
T

Corrmunity

T
T

Permission

Wearsion
Y

W

i

W

vl -

Save to flash Save & apply |

Cancell

J& 3-2SNMP &%

3.2.1. MIB-Il AIAE 24X (MIB-Il system objects) & &

4N

pS|

MIB-Il AIAEN 2K HEZS Soil AIAE HE, 018, fAX & STS Alel=2l SNMP OO M EDt
AMEotzE o1& Al &= (Authentication-failure traps)E A& & == UASLICEH 0lHE 4EE MIB-II

sysName, sysContact, sysLocation, sysService 12|1]

AtZSote gt MSolil SLIC

enableAuthenTrap 24Xl Al¥ &2 (OID)Jt

2t OID9| 2tttel 282 Usl €sLIth

® sysContact: 22| AIABI(STS Al2IX)0 CHet 89Xt &2 & oy 2el kol o2 FHole
gHeHES dHELICH.

® sysName: AIAE AEN AISE
Domain Name) &L|C}t.

® syslocation: A|AEIC] AH =2l &H

rr
o
an
|0

g gdutdogz L =92 FQDN(Fully Qualified

do
Yal
=

T
w
o
N~
fol
i
o
iz
0
0N
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® sysService(HIINME) : BOIZ FolE LA ASZ2M AMAE0l HSot= MHBIA HMESS

LIEFHLICH. D28t & STS Al2lXtsE 28 B2

o Y
0%
S
&
s
e
o
>
10
o
°
[

® EnableAuthenTrap: SNMP O0IME D=2 NAJL 1S A0 2= F2 d4d= &g
ZOIX R E UEELICH 0 22X gt2 S& €8 22 E0 sSLUbh olxHez 2=
OIs Al 2 J2E Hlgd AME Ae 8= MUt

AL
® EnableLinkUpTraps: SNMP OI0I®E ZZ MIADL Ethernet

A0l H¥=X0o 25 HE
M2 HEEE 24X HHRE LIEHSLICL
® EnableLoginTrap: SNMP MO8 E ZZAADL AAEN 201 FH=X0 28 32 MH2

olsg AKX HEE LIEtELICH

AFZEXE MIB =0t £= =0l e XA0l 2t 2, MU Jls XNARAZ HEGHAIDI
gt LICH MIB2H SNMP2| XtMIEH 2= RFC2l 1066, 1067, 1098, 117, 1318 1lel1) 1213 =AE
Loty AL

3.2.2. HAHIA MO & A (Access control settings)

HAHA M= STS AlelX SNMP OIOIMEN et 22X =5 o8 =R
USLICH O M o0 £33 22[X2H0l STS Al2lX SNMP OIOIMEN &H=ot =2
west) HsS Mg = AsUL NEE IP =20t e 3RE=E IP =4= 0.0.0.0 0O

Jl=gl), 22 SAE 22| STS Al2lX SNMP MIOIEEN 5 = USLICH

3.2.3. E® =410 £F(Trap receiver settings)

m

i
4>
>
A
rr
(0]

TS AlelZ SNMP OIOIMEZREH SR8t OIHE(TRAP) Zd &&= 22 X0l

=
SEE = UEE JoELIC.

O
%
0
_|
n

NMS(UIET 22l AIAE) = SNMP S22 E AR5t SNMP Z2E=2S

AMElE2E 2elg = UsLICH STS AlelXIJF NMS £ = SNMP EctRXMIF AdED Us
SAEN H=2 5E0tei® NMS £= SNMP EtRME AFESH MO, HHMA HH £
£& ot

MEol d&oioF &LICH. 18 3-3 & STS Al2l= SNMP OOl E2| MIB-Il OIDE Ect
ol B

= o
= Zp-E0 SNMP 22t st8s 20 sSLICH
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A Adventiet Mib

FIIE Ed|t View Operations Help

SEMEES BEBP|

ol x|

@ EWE KD @

“tg Loaded MibhModules
Q ﬁ-tg RFC1 21 2-MIB Host 182 168.4.10 w | Community [
? ngoégdud Set'alue ﬂ Wirite Community
9 &3 internet w | conteEnginelD -
directany
® &3 mgmt Chject D |.isD.0rg.d0d.internet.mgmt.mib—2.svstem.sysDescr |
@ &5 mib-2
@ &5 system bt
las; Sent getrequestto 182168 410 161
& SVSObJEC“D sysContact.0--=administrator
# sysUpTime
g g"gﬁ;mzﬂ Sent get requestto 192.168.4.10: 161
_@ szsLucatiun syshame.0--=HelloDevice 55100
& sysSemices
@ &3 interfaces Sentoetrequestto 192.168.4.10: 161
@ imlumber sysLacation.0--=Lnknawn
& [H imahle
e (3 at Sent get requestto 192.168.4.10: 161
g % n sysServices --=7
icrmp
oy te
o % udpp Sent get requestto 192168410 161
@ (1] egp iMumber.0:--=2
fransmission
@ (] snmp :
experimental Syntax DlsplayStrmg (SIZE (0 .. Status mandatory
@ [ private ACCESS read onlv | Reference
P m TRAPS e -
egpMeighborLoss .
® o TEXTUAL CONVENTIONS ObjectiD  |1.361.211.1
PhysAddrass Atextual description of the entity. This value
!. s Descripti.. should include the full name and version
identification of the system's hardware type, —
Global Wiew a ai " I =

& 3-3SNMP EZ2tIEHE

AFEEt STS Al2|X SNMP 0j0/&ES/ MIB-Il OID E2tRE

(AdventNet MIB Z 2} &)

3.3. S& DNS(Dynamic DNS) & &

AMEXIIE STS Alel=E DSL 2telofl HZotHLE DHCP &322 AI8g &E2, U Al2tol
ZatotH, IP =401 HEEH SLICH Olefet HEE IP =40 e 222 &4 ERotD U=
Ae 2 =2 LYUCh S8, 22Xt telnet S2 JAA 222 S 1 SAE0
dE5tdle 22 IP A HALJULH HE8 d¥Hg )| HESLUICH

=% DNS MHlAE RA0AM H=S8 2HES &5 {8t AHIAOIN, 0l ISP £= SHOIA
MS&LICt. =& DNS MHIAE AMESH2ZM, AMEX=E IP =49 HZW &A22101 =& DNS
MHO S5 SAE 0|52 Sl STS Al2l20 858 &= UASLICH

2Etd oz STS Al2lX&= Dynamic DNS Network Services (www.dyndns.org)ll M M36tD Uese
=X DNS MHIARHS XIAELICH JIEl S& DNS AUHlA M3 28 Ae SHES MU

28



Jlz XI& 2A0 HSGHAID| HHELIC

Dynamic DNS Network ServicesJt H&Eotl= =& DNS MHIASE AIEotdH, AAEX=E =9
3|3 NIC(Network Information Center-http://members.dyndns.org)0l H&ES &3HHOF &LICH
A& Xt= Dynamic DNS Network Services Members NICO| 27101 & & M2 =& DNS A E
d3IE FIotg = USLICL

=& DNS &3 Hi=0lA, == DNS MBIAJN JtsotE
User name % PasswordES &6H0F &LICH &3 H

nameBtS AFESIH STS Al2IZ20 &g =

i
oy M
>
0o
Mo -
il
0R
re
o
>
0o
|
r
)
o
3
2
>

o
=

18 34= S= DNS £& & Q2HHOIAE 2EWHSUICH

Dynamic DNS configuration

Dynamic OMNS IW,
Domain Mame |5=800.dyndns. biz
User Mame : |s=800-user
Password [rersrsrres
Confirm password | |“ﬂ“ﬂ“

Save to flash Save & apply | Cancel |

18 3-4 & NS £F

3.4. SMTP & &

ANAE 27 HAIXIOH S8 e 23 AL 812 Z10 HAIXIL 4= FR STS AlelE

£ emall S22 Soll 01 22 X0 2 = = USLILH 01 RAHN=E, =8 SMTP AH

-

°f €30I SREYLILL STS AlelZ2E US 22 3JtA SMTP AH |RES X LICHL
e QIE0| = SMTP
e Q10| A= SMTP

e POP-before-SMTP

&g 3-6.2 SMTP 2E HE = ot= &3 tHYL

2t SMTP 880N 228 Oiet0IeHe 3 25U
e SMTP server IP address
e SMTP user name
e  SMTP user password

e Device mail address

29



Device mail address= 2= 21 % Zd1 8Y email ®Ist LAl &, STS
K ZELICH. SMTP Server= R2482 0
2tA, EXIH 8t emal =4 32 SFEH SAE 0|8 (e arbitrary_user@yahoo.com or
anybody@sena.com)2 2= 22/2| user name=2 AIEE &= USL

2IE0l A= SMTP £= POP-before-SMTP modeJt
passwordJt 2 R 8fLICtH

SMTP configuration

SMTP enablefdisable : Im

SMTR server name : |5mtp.yourcumpany.cum

SMTP made |SMTF‘ without authentication = |

SMTP user name : [zdrmin

SMTP passwiord [rres

Confirrn SMTR password ; frewes

Device mail address : |SSBDD@yDurcumpany.cum
Save to flash Save & apply | Cancel |

& 35sMTP &&

SMTP configuration
SMTP enablefdisable : IEnabIed vl

SMTP server name @ |smtp.yuurcumpany.cum

SMTP mode : SMTP without authentication =]
POF before SMTP

it TH without authentication
SMTP authentication k

SMTP user name

SMTP password

Confirm SMTP password @ |*****
Device mail address @ |SSBDD@yDurcumpany.cum
Save to flash | Save & apply | Cancel |

2 36 SUTP SH A SUTP 2= &€
3.5. 1P EHE

STS AlelZ&= IP =4 JIgh 2HE 0L 22 &
X =

STS A2l=0l Z25ts 202 %2 = ClOIES SHS +HEOEM
S 22 RES oS 2 YsU

- SZIP FAE Y SAEQHQ STS Al2IX20 E2g = U
- S8 MABY A= S AELH0l STS Alel20 2 = UL
- 25 SAED STS Al2I20 2 = UL

30



Telnet 2%, SSH 2 L= 8 M d25 HE6l i 1P ZHE A2
&8 251 & (enabled) £= &2 M EH(disabled)2 = Bt &= USLICH & ot Al IP EHE #E2
“X 25| Z(Enabled)’ AEIZ S0 ASLICH

AMZXE STS Al2IXE HAHE # Us SAEUL SAEQ S s £ USLICH DL
AZ2 s BISAl H20] 3I8E IP =42 ABEYS G0 SLICH 22 SAEMS JE
AZIHE STS Al2I X0l E 26101 QoA BHEAl LSEE HEUio] H| otofl QUO0I0F2H &HLICH
S8 S AR STS Al2lE20 EIZoEE &2 HZoldd, 3 SAES P =4
255.255.255.2552 N EBUYls =6 0ret &Ll Ch

2E ZAEIL STS A= ZE26EE RS BHIEGHHH, IP A ABYUE 2F
0.0.0.022 SHELICL XTME ME2 H 325 EFXIotA2. 2F0 e A SAES AHe=

“Any(RE SAEYZ 0] USLICH

1P filtering

Telnet IP filtering

Configuration via telnet IEnabIed vl

Allowed base host IP |D.D.D.D

Subnet mask to be applied |EI.D.D.EI
SSH IP filkering

Configuration via ssh IEnabIed vl

Sllowed base host IP |EI.D.D.EI

Subnet mask to be applied |EI.D.D.EI
web IP filtering

Configuration via web @ IEnabIed "I

tllowed base host IP |D.D.D.D
Subnet mask to be applied : |D.D.D.D
Save to flash Save & apply | Cancel |

Jg 3-71p EHE &£F

I 32 5188 22 S5AES9 )

Allowable Hosts Input format
Base Host IP address Subnet mask
Any host 0.0.0.0 0.0.0.0

192.168.1.120 192.168.1.120 255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0

192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0

192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128
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g L&t 2 MEtS fIoiA “Enabled’t " Disabled”?| IP 2HE JIsS AIZ&LICL MZ =6t
Al JI2gt2 “Enabled” 2 LICH “E 206 E(Enabled)” &EH0IA AtEXt= HEGHI| fIoHA STS Alcl
S

BA
X0l E32ot=s E3 & SAE(S)E NEE = USLICH

3.6. SYSLOG MW &3

STS AlelZ= && HAIX 22 ABlA, AIAE 2 ZE [HOIE 2= I8 SYSLOG service
KNZELICH &2 SYSLOG serviceE AlEotei®, AHEX= SYSLOG A2 IPF=A2L AIZE
facilityS BtEAl XIEoHOF UCH 8 382 & CIEHMHOIASl SYSLOG AH &F 3stEHS
20 sLICH

=
=

SYSLOG server configuration

SYSLOG service IDisabIed vI

SYSLOG server IP address |192.IEB.ZDD.1DD

SYSLOG facility ¢ |Lcn:aID "I

Save to flash Save & apply | Cancel |

J& 3-8 SYSLOG A/t &&

£ HAIXIE STS AlelZ22H =45t STS Alel= &AM XEE SYSLOG AMH e
“remote reception allowed”’2&2 AHAHTOF ELICE. STS Al2IZ ¥ SYSLOG KB ALOIO
20l U= B2, AIBXs UL S0H2= UDP IH2!0l AUREH 0sSE = U= #E2
BEE Al Z=OtoH0F & LICE

STS AlelZ= local0 WAl local7)tXl SYSLOG FacilitySS XI&&LICH At&Xi= 0lef&t
Facility=S 2 AtE06t0, SYSLOG HIAIXISl EEHZ STS Alel= HAIXIE HEE = UASLICH
SYSLOG servicedt Jts8t AEH0 UL SYSLOG MH AF0l HES HdFE J20C ArSXtes
STS Al2IE AlAE 27 F= A2l ZESO HOIEH 210 4% SHNAM 220 HE /AXE
SYSLOG AMWHZ X&FE == JUSLICL ZE/AAY 20 ME S0l e XA 2= 4.3.10
HE Z2Z L 62 AIAEH £ £4F 2 EXOHHAL.

3.7.NFS AHH &£3F

STS ANelZ2= AlAE 270 = EZE H0IEHE NFS(Network File System) ABIAE Soll NFS
MBI MEE 4 JAN ols JlssS XNIELICH 012 AMEdteie AIEXE NFS MBI IP =4
2 NFS Mo &xXl B2E BtEAl XI&EoHOF &LICH 8 3-9= NFS MW && HOIXE

S2HSLICH
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MNFS server configuration

MFS service : |Disab|ed "I

MFS server I[P address @ |192.IEB.ZDD.IDD

Mounting path on NFS server : |f

Save to flash Save & apply | Cancel |

& 3-9NFS Al &&F

STS Alel= 27 OIOIHE NFS MHO MESHHA®, STS Alel= Z30 XNEE NFS AMH
“read and write allowed”22 AXGHOF ELICH. STS Al2l= & NFS A AOIO 230l U
?, AA2Xt= LD S0{2= UDP 210l MRS Olse = Us AHS BtEAl FItoH0F
fLICE.

NFS MNHIADE AFE Jts AEI0ID NFS AH AF0l HEE FL20e, AEX= STS
ANelZ2 AlAE 271 = ZE HOIH 212 NFS AHz MEE &= USLICH EZE/AAH
2 ME fAXol st XAS HEEs 42110 ZE 227 L 62 AAE 22 HA&g
iDI- 6'./\|}\|9

0y

o

roh

3.8. Ethernet &%

STS Al2l2= GUst 22 Hdd |RE 2 EthernetmodeE X & & LICH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeE B1&& =, AIEXt= AAEES HEEOH0F & LICH Ethernet mode2l S& =0tAl
Jl2gt2 Auto Negotiation@2Z & & ASLICH HREZS WERKZ SB0 M, Auto Negotiation

2EEs Y Rdotl d&EE= ZEYLUICH Ethernet mode2E S M2 U2 £&6HH, STS

= C
AeIZJF HIERID B 0lA S&GH @S = AsUICHL

Ethernet configuration

Ethernet mode : |."-‘-.utD Megotiation =]

Save to flash Save & apply | Cancel |

& 3-10 Ethernet 2= &&
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39. 8 A £3

STS Alelx2 & MBi= HTTP & HTTPS(HTTP Over SSL) MHEIAE 25 XIRAELICH AIZXt=
22t X222 Enabled L= Disabled2 &2&g = UsLICL 18 3un=2 & A4 &3

HOIXIE 20sLICH

Web server configuration

HTTP service
HTTPS service .

Default web page

Customer web start page :

Customer page authentication @

webh page refresh rate for statistics data
display (0-1200, 0 for no refresh) @

IEnabIed vl
IEnabIed vl

I1D seconds

|C0nfigurati0n page x|
& HTML (index.html)

|Disab|ed vl

 CGI (cgi-hin/default)

Save to flash Save & apply | Cancel |

18 3-11 & AH &F

2 &3 HOoIXuA & HOIXI YHOIE ZFJl(web page refresh rate)= &= %= USLICH
HOOIE FIl= AMelgd ZE HZ HOIX WERID EHHOIA, A2l ZE| IP, ICMP, TCP &
UDP2 22 AIAE AH HOIXWH HSELICHL 2O 22 & HOXNANE sz M2
N&E(Refresh)0] B& T/ Xl LSLICH XMESH LHIE2 A& 7. AIAE EHE EXGHAUAL..

Of &3 Ol HOIXONA AEX= &0 2012 8 =0 JI2 & HOIXE A28 & USLICH

2ol AHXN

=
T HA T =2 o

ME Z0otAl DI HI 0| Xl (Configuration page)0l 2 AKX AFE X HI Ol XI(Customer

page)2 A& £ USLICL AFEX HOIXIZ Il & HOoIXNE &AFE =0 AFZ2Xs fusr2
Cla&E2| OteH0ll HTML(index.html) LICGl(default)S FIXIAIHAA AL & AIZ HOIXE 23
= USUICH MEX= A2 A2 X0 =0 0 LSS =8 &= USLICH AIEX D2
BIZES 20l ALSX HOIXN 2¥ez HISHEE ot |dide= AEX HOIX 15 RE2
“disable” AEiZ 2rS™ FLICH AEX & HOIXS xHFE <8 NAME 2= 4AE 9.3
AEA ZO| & HOIXE FHXESHYAR.

3.10. TCP AMHIA &&

TCP H#&0l & SAE MUAMN MHEes 22, SAE TCP EZEQ lock-up2 ZXIGH)| RcHA,
oMoz BZE00F ELICH 0l248 lock-upe ZZ ol HIZARRQ Zz S22 2l
2MBIH, 014St lock-up2 & XIot)| fdHM, STS Al2lZx&= TCP keep-alive JIs2 NS&LIC
STS AlelZ2s UERII &S|l keep alivedl0f UsXl &0olot)l 2ol FIIEe=z2 A
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STS A2IZZ TCP “keepalive” JISS AtEotAdH, AtEX= O3S 201 3042 mMOIHE
S &oH0F & LICH

® TCP keepalive time (sec):

M& 2te] S4I01 Q= MEHOIA S0t B6HH keepalive THI! &S AIAE 240X
FE ZFELIO. JI=2dte 15 =8 &3 USLIC

® TCP keepalive probes (times):
HEES BSSE Xl Za dEeX HHRE &02lot)| ol &3 SAEN keepalive
2l Z YOIl M&5t= JIE UEELIG D23t 332 43850 UASLIC

® TCP keepalive intervals (sec):
Keepalive T2l &&2 Al2F 2tA 2 UEIELICH JIE28t2 5 22 A3 50 UASLICH

s =TI €82 M, sTS Aldlxz= OI0IEIt S401 8l &H=H 15 =JF Nk = 5 =
2t

2902 33 keepalive Ii2/2 ®EEHLICH

TCP service configuration

TCP keepalive time(sec) ; |15
TCP keepalive probesitimes) : IS
TCP keepalive intervals(sec) . |5

Save to flash | Save & apply | Cancel |

J& 3-12 TCP keep-alive &&
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4.1. MR

Aelgd ZE 43 Jlss Sl AiSkte 2 £

Im
10
=
o}
Q
3
S}
%
@
=
o

g S¢ ety 2& 22

2 J|Et 23 Oel0IEHE Z23E 4 JUSLICH
Al2lg ZEC| hostmode= Ct8 20| &&3& %= USLICHL
e TCP:

TCPE SoiM 22 OIOIEHE diEote AlclZ EXI2 WEWL, Al2lg EXE SoiM 22
CIOIEHE TCPE SoilA WHEELICH TCP MB, TCP 2201 E, TCP A & 2201 E 2
=

cz2 A2 = UsUD £t U2 HdBS SoiA Alele X0l oIeHE
20 L

BHE |Ct.
e UDP
UDP 2& S&2 UDP ZZ2EZ0 DIt 3l 82 M2St) TCP 2& S&u 2&LICH
e Modem emulation :
0l 2E= AT ZEUHE AtEolZ &ots AMEXUL JIE0 Al2IE EXJt 28 AT HE0HE
X3St AS I A& = JASLICH

e Virtual COM:
0] 222 442 Uzl =i o8 LICH

port logging JIS2 2, A2l ZEE Sofl &&= OO0IHE MEMORY, SYSLOG server, NFS

server &£= PC JtE &2 S A ATA/IDE fixed disk card0il M& & = USLICH port event

se2, MEXE ZE E2 JI/E HAXNESS S5 = U2H, Ol STS Al2l== Al2lg

FXNZRH JIKFE HAXSS 2H DH, A2 ZFX0l 02l 28350 UA=s HAIKE 22U

email £= SNMP trap S Soff 2telX0lH SE0tH & = JUSLICH 012 Sl MEX=E AZE
Z

SXZ2HS HAIXE

MEMORY Ol M&EE 21 GI0IEf= STS Al2lZ0 80| HA= =28 XNAXI| WS, Alelg
LE 27 HOIHE B&5t)| /A= SYSLOG server, NFS server £= £= PC JIE 28
Eol M ATA/IDE fixed disk cardE AIZ0tAH0F &HLICH.

Aelg ZE= HEHCZ = sHHH 2F 83 = USLICH E 4-12 A2l ZE &3
2tedst A& Met0IeHE 226t JUSLICH
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H 41 Al ZE £F Iet0lH

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Host mode UDP listening port

Max allowed connection

UDP Accept UDP datagram from unlisted remote
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host?
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host!

Remove a remote host

Allowed host IP

. . 3
e Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography4 Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application Filter application path

Filter application arguments

Type

Baud rate

Data bits

Parity

Serial Port

Parameters Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port log storage location

Port loggin
S Port log buffer size

Display port log

Port event handling | Enable/Disable port event handling

Notification interval

A W N

TCP/UDP mode only.
A secondary remote host is available for connection-fail backup in TCP mode
TCP/UDP mode only.

TCP mode only
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. Enable/Disable Email notification
Email e of T
notification |ueof Emal
Recipient’s Email address
Enable/Disable SNMP notification
Title of SNMP trap
SNMP ———
notifieation SNMP trap recewerg IP address
SNMP trap community
SNMP trap version
Add/Edit a keyword

Keyword string

Email notification
SNMP trap notification
Port command

Remove a keyword

4

8 4-12 J-J|8 Al2lg ZE 4 StHE BHSLICH Aldlg EZE 4 otH 2
LTESO HEE %6l EHSLICH AZEX= 0 HOIXINA SAE RE, 253 88, 22
ZE YW et 3828 = = USLICH U322 2AE BEQ S0HIt 20ldts HE 8HYst
23U CH
Description
Host mode . . =
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP «8 *
Modem .
) Modem Emulation * *
Emulation

HEHCZ Alelg ZESE HdH6t) 4806t LE Bls L= E0IES 2L AlelE
A

2% &&5tH™, [All port configuration] 2t OfeHOl XISt [All = [Port

Title] 2 S &LICH

S MM 424 SAE RC A HF EHX
6 MiMH 427 U535 PN BX

T MM 4241TCP RC EX

. X2 BHR %S
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Sarial port configuration

&l port configuration
Port# Title Host mode Local port Serial-settings
all  Port # TCP 7001 R=232-9600-M-8-1-No
Individual port configuration
Port# Title Host mode Local port Serial-settings
1 Part #1 TZP 7001 R5232-9600-N-5-1-Na
2 Port #2 TCPs Fo0z RE5232-9600-N-5-1-Na
3 Port #3 TEL 7003 RS232-9600-M-8-1-Ma
4 Port #4 UDp Joo4 R5232-9600-M-3-1-No
7] Port #5 Maodern emulation 7005 RE232-9600-N-8-1-No
£ Port #& TZP FO0os R5232-9600-N-5-1-No
7 Fort #7 TCF 7007 RS232-9600-M-8-1-No
a Port #3 TELs F008 R5232-9600-N-5-1-Na
& 41 Al2Ig ZE &F 0o 33
42 8 ZE £F
STS Al2lZ2 Aldlg ZE= HEHCZ = BN 43E8 = UA=d, Hg & 2=

S0 e met0IlH=E sLELIth

HE i

Im

M
=2o

CtEt 20| 1204 J822 =FELILL

ro

Port enable/disable

Port title

Apply all port settings

Host mode

Remote host: Available only when the host mode is set to TCP or UDP mode

Port IP filtering: Available only when the host mode is set to TCP or UDP mode

N o o M bR

Emulation mode

©

Filter application
9. Serial port parameters
10. Modem configuration

11. Port logging

H
Im

Cryptography: Available only when the host mode is set to TCP mode and Modem

12. Port event handling: Available only when the port-logging feature of the port is enabled

2A2to] N EE AFHBHO 25 MEH U [ Move to ] 2IAE SANA 0SS &
LEZS MEi5i0f (2 ZEQ MFEMOR N ST 4 UsUCL
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4.2.1. Port Enable/Disable

2t Al2ld LE= enable &= disable 2 = USLICH Ot A2l ZED} disable &EHOF &S

LICH 08 42= AlelZ ZLE enable/disable 32

Serial port configuration - 1 : Port title #1 --- Move to ———j

EnablefDisable this port

Enablef/Disable this port IEnable vI

Save to flash Save & apply | Cancel |
Reset this port Reset |
Set this port as factory default Set
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Part IF filtering
Cryptography configuration
Filter application

Serial port pararmeters
Moder configuration

Port logging

Port event handling

_1&/ 4-2 Serial port enable/disable

2t stuckE Al2l¥ EE &= [Reset this port] 22| [Reset] HES = MEEE = UL, [Set this
@]

port as factory defaul]f £ =2| [Set] HES = 3& ZotAI2 MHZ2 &88 = USLICH

4.2.2. Port Title

F2F
—/

ANEXt=

E:lO-l__”EC
= g 4

JJ
10
Hl
Im
2
on re
mo mwy

rr
40
ﬂ
0
HI
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Serial port configuration - 1 : Port title #1 -—- Move to ———j

Enakle/Disable this port
Port title

Port title |F'|:|r‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Fort logging

Fort event handling

12/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

MEXID} all ports settings 2 86l0] RE ZEQS HAXAZS SHHHN oI BHHMM= o

Cle JI&E ZE &F ES XD|sote A4S U] Ao, STS Alel=Es JHE ZE EHOA 012

SIEE X LA HHEE HFE = U &LICH 2+ HFHO| disable AEIQ B, J|&EQ ZE &
p

all ports setting2 +&85lH2tE S X H ELICH. O 4-4= apply all

2 orts settings &
HE BHSLICH

02 04

Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disable this port
Port title

Apply all ports settings

Apply all ports settings IEnabIe vl

Save to flash Save & apply | Cancel |

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Fort logging

Fort event handling

12/ 4-4 Apply all port setting configuration.
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424, SAE BE @

(I

N
=2co

STS Al2|Z22] &s BEE "sAE BEret gLt SAE REN= TCP E2&, UuDP 2&, B8

Gl2dol® 2= Al JHXIOF JAsLICH

TCP EE

TCPE SaiA S0 HIO0IHE Alelg ZEZ UWEUW, A2IZEZERZ SH& OO0IHE TCPZ2
LHEHLICH TCP HZ2 &£&&E TCP 2Z EE HHZ STS Alel22 S0H2E H#Z1 STS
AelZ20l 28& &3 SAEZ Wite |4Z2 25 AE2g = UAsut £ O==2 TCP
HBES 0I2BollM Alelg ZEZ HOIHE 2l &= =& /USLICH

UbP 2E

UDP 2 SX%2 UDP Z2E=S 288 Us ¥ MUotHE TCP 222 S& 0 dI==&LIth
28 o=dolE 2=

Alelg  &EXIJF 0101 28 AT Zds XNJFotHU AEXIE AT FHES AIEolA HES
Moot DA & [ o 2% Ct. TCP M&EEH XI&ELICH

ron

Serial port configuration - 1 : Port #1 --- hove to ——-

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration

Host mode ¢ | TCP v

TCP listening port (1024-655325, 0 for only |?EIEI1

outgaing connectionsy: - ——— —

User Authertication | [Disabled v!

Telnet pratocal |Disabled |

Max. allowed connection (1-32) ¢ |32 |
Cyelic connecton to remote hosts (sec, 0 |D |
disahle) |

Inactivity disconnection timeout (sec, 0 |D |
unlirnited) !
Socket ID option | |Disab|ed v|

Socket IDMfor outgoing connections) | | |

TCF Magle algaorithim ¢ |Disab|ed v|

[ Bave toflash ][ Save & apply ][ Canc_el]

Ramote host gonfiguration
Part IF filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logaing

Port event handling




424.1.TCP EE

| = (State Transition Diagram)E At&0ol=
tel OIHE =71 fIoHA STS Alcl X2

TCP 222 O &l Oloiot)l fIohAM He=zt= &Efd
Z20 @SELUCH 22l o GOl &0l CHE At

SHE USW 20| 2HEotH 2ot sU L

o o

[E7](Listen)]

"SEE A SAE F oUAI HZ QIO IIE Dl US"S LIEELICH
TCPREZ HFIUS M CIZE AFH 2E

[Et&! (Closed)]

"HZO0| Sl MH"E SELULCL A3 SAEQ STS Al2l=2te OI0IH &S0l 2= & H,
A SAE L= STS Al2l= 3 ofLIt Y AZGHM QASl 2Dt 0l &AHZ HHHA

L0 B MHE HECE [SDI(Listen)| 2E2 MBS LICH

Ot
9&
°
U

o QAES BRCH [EDI(Listen)] AEHOA [A3-ES(Sync-
Received)]2 BHELICLH STS Al2l2JF RES 20t=01H, [=E (Established)] &Ei2 HHELICH
[l 3 -2 Y (Sync-Sent)]

STS Al2IZDJF o2 QAES A SAEN 2 M [Z&/(Closed)] &EH0IA [&3-2H(Sync-
Sent)]2 HHELICE 0] &EHe 32 SAEI HAZ QAES YotSY WIX A LICH

[%=& (Established)]

"HHA0| =& & (open connection)'s LIEIELICH @23 SAE L= STS Alel= &9 ofLidt
CHE Xo HZ RIS LOI=S01H HZ0| &1 [+~E (Established)] &EHZ HHELICH

[CIl Ol Ef (Data)]

[=~&l(Established)] &EHY [0 8t SAEQ OOIH= U8 SAEZ MEE HLLICH TCP
N& sZs 20 gl OloHat)l fIchAM, OIZH &M CI0IH d&0l 0IR0HX= AHE
[CIOIE{(Data)] 2t RELICH. &M Z, [UIOIE(Data))] &= RFC 793 [TCP: Transmission
Control Protocol]lM &HZ &= AXE [El(Established)] &EH2l LR=ZLICH HZ2

CIOIE M5 SHHOIAM= 0l &fEfot LeHAELICH

3E
wl

2
o

E

STS Al2lZ2= &0 et TCP AMBiLE Sct0IHEZ sHELICL STS AlelX= Aleld
ol t

= TCP ZEZSEH O0IEE ML522 RS0 HEZ2IHOoIMol CHat LprAo
ELICH CIZE TCP ABlE TCP MU 2E9 =22 [SD|(Listen)] LICH.

N Hl

=]
-

1) HEHQ &E MOl

[E Dl (Listen)] --> [& 3- & Z(Sync-Received)] --> [4= & (Established)] --> [HI 0| & (Data)]
--> [£&(Closed)] --> [ 71 (Listen)]

Or
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[EJ](Listen)] --> [& -2 S(Sync-Sent)] --> [==& (Established)] --> [0l 0| & (Data)] --> [E &l (Closed)]
--> [ Jl(Listen)]

= MEe  [SDI(Lsten)2LICH Al2l2 ZE2=2E S0/ HOIEHI USB  TCP
= I TCPZEEZ ES3A OOIEHE FMSELC

ZcH0IHEZAM JHA SAEN &=  of
2

SOQACE o QEHZ2 2 AMUIZTE 2O TCPAHZA B2 22 = AR
TES S6f U0IEE MSELCL 012 ACZ, ABIE 34 STS Al2IX)F SH 24
SAEN 0l H0f UCD NEE 2 YU
2) E&
Al2l2 CIOIEl &
STS Al2IX9 Al2l2 ZEEZ =6 A2l CIHOIADl IOIEE 2WY, CIOIES STS
AElxel Alele EE HHH 20IH SUCH B ISIHL 2 Ao HOIH
B0l LOILIX 2OP STS Al2lX= S=8 22 A9 GBELCH olnf 0 &
AZ'S "HIZS EHY0FS(Inactivity timeout)’0l2tD BLICH (HIZS EFRI0ISO0l 248 XHAISH
HMS 44F S&(Options)2 EHESHAIDI HIZLICH. TCP AI&0 SIZEX 2D STS
AN2IZJ} 92 SAEQ 10| HB, Al2lY ZE HHO 20 HOHEs 22 SAENHN
&Mz 2UCH DZX L0, HH NEE 2E HOIES AHELUCH
M =R
A2 SAENA CIZMM QES EUIL YES A2 S0 Al2IY ZEOAM HOIE
B0l LOILIXI 2o A& ool MMEULCHL O 0 HMA A2 "HES
EFOF2 (Inactivity timeout)"012tD BILICH (HIZS EFQOFS0l 28t XiAIEt HHS 44Z
24(Options) 2 EZESHAID| HHL r) A2IY ZE BN ZotE 2= CI0IEE 9Z0)
A O ARIELICH
A2 SAERSEO 6 QF
DE S0{2= TCP ®Z Q7= TCPclient 2E0A HEELICH
3) IH2H0IE

TCP claY XZE

olxde JF SIAEJ TCPAEES HZGtL O0IHE &
HSALICH TCP clad ZEE M2
STS Ae2lZE= 10242H 666350HA ZE BHSE
™ Z (outgoing connection) 2t0| A& & LICt (TCP M
AEXH 21E(User Authentication)

TCP ZE0IAM STS AlelZ2 = ZE AtEX 2SS XFELICH 0l &0 43t 20 /A2
MBI ZE HIZAl AFZ2XHID 2 THA S U2AGHOF ELICH (AP X Ztelofl CHAHA

6.6 ArSXH 22| (user Administration) & &S & 115HAI D] HF%‘LIEP.)

ron
H
Im
=
a
ol
un
2
30)

o [r 0

nr e



gy Z2ED

TCP2EOA, STS Al2IX= €4 CcOM ZE KO SHR
ABIHs ®z =S(baud rate), CIOIEl HIE 121D 52 MO S 22 A2l
D20IEE AFRXEC RFC22175%8 €U Z2l0/giE =
(M2l TI2HOIE 0 28t Of AMS FES 4298 A2/ EE DIGIOIE = EHESHAD
HHZELICH)

HH 0l SMS RFC22175% COM LE 2ICHOIEIQ BH AFZEHO0 AIZXE =019
A2l ZE IZ23H0ld ZRIMS AIBSI0 STS Al2IX9 Al2lg ZE

H
L_J
O
I-FU
=
2
fuok
4
80
g
=
o

0lE <l5l0d, Tactical Software2 £ & Serial/lP I} MZ2E LICH. COM ZE 2|CHOI2El A0
2o O AMS 328 Z22HH SerallP2l SAHE ZEXSHAIDl BHELICH (O &AME 32

2SIAIH 2= 6 Serial/lP2} & STS AlCIZAIESH] BS EHZASHAID HHELICH

oiEkl= HE2 zlHat

STS ANe2lZE A8 SAEZRH AMalY EZEZ9 U= E£2 O 320X X EHLIC
U A SAE gIAE é%*e’“(remote host list configuration)0il 2ol 0101 A& SAE
01 JAOYE, H2 Jis =kes (dEHEs A2 UG - 001 g2 A SAEQ9
)2 AU HE S0 A2 68 = U= HZ2 XS 322 £Fot, &
SAE 2lAENM HFE gtol el STS AelZ20A &8 SAEZ 30Me HE0| JUCHH,
2R SAEZRH Al2lg ZEN g = Us A2 U2 29(=32 - 3)0| =
NYLICH 23 SAE 2|AE SZLEHN 28 O XME E2E 2 425 &F SAE
B & 2 EZXOIAID| BHELICH

FIA H&E

FJ|® HZA(Cyclic Connection) J|s2 AMEotEE HdETIUCIH STS AMlclE2= e Al2ld
ZEN HZE EXNZFH S0H2E Alclg OOIEIt StetE, L& AIIOICH ALE X EQ
22 SAEN FHFELICH A SAEN Alcg X2 2Y OOIEHIE JACHH, AZO
+8E F STS AlelX2 Alelg ZEE SaiM Alelg EX2 888 = JUSLICH 2
STS Al2IZJF &8 R0 UM, 2 SAENAN STS Al2lZ22 H& & =+ glttH, 0l

JlsE 0IgdlM STS Al2IXII &2 SAEZ AHAZGHH &4 USLICL AMEX=E STS
AMelZ=JE 223 SAEN 5 WMot A SAEI A2l HES HeS
FIHCZ Aclg EXE ZAEg = JUSLICL 08 462 TCP ZREUHAM ME SS9
NEHMOISE 20 SLICH
230 1D
STS Series)t A2 SAEN G &6l 3% A SAEE HAE O
FXXNE 2NES Sot¢ A=2otLdA & ERIF /US = USLICH 0 B0 3N
ID(Socket ID)OIl S&& 2SS XNEHGHH STS Series)t 83 & =) ?
NEE 2XNES HM NME0tD Data MB01 AIEEAH ELUICHL AMEXe Aldlg Bs &=
ZICH 49X DtXl Adt= 24 A D2 XNFE %= USLICLOlI SEES root ALS X2
2

&0l JtsELIth) TCP 2D = TCP &0l OIF0HE M st M ELICH
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TCP Nagle 21cl&

TCP Z2&EZ0l= Nagle Z12IE Oldts 2400 28 =0 JUsLICL 0 Zes2
SERS 2 2 A2 29 MES YXotIl ol DHEJCH UEs M3l FotE
gXot=0 |S&LICh deflh 0 g1elEd Mo o™ ZR0= das2HIF 0I=dl &
2LICE. Nagle 21el&1 TCP o XHE ACK € A0 LAHQ MEFX=Z &6t
SHE ZMAIDIIIE ELICH Nagle €12l&2 0l options O0lEotH &4 L= HI243st

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted L
Inactivity time-out

Incoming data via serial port

Established 0
N

Incoming data
from remote host

Accept

=

Incoming TCP connection request

Incoming data via serial port

8 4-6TCPEES HLHMHOI=
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HIES EFOLR(Inactivity Timeout)

HIZS E20F=2(Inactivity Timeout) Jls MEOIEE HFIM2 O, HIZES EY0oIR
SALSHUAM Holl&l gt SO HloleH M&0 L2OUX ¢ZoH A SAEQ STS
AElZAIS B2 IHE22 BHELICHL

4242 .UDP 2

UDPZE S&2 UDPZEON JIgts 10 U0 © oLl Md HoE A SAEQRH| STS
Alelx2et S4g = A= Heh HestHE TCPZ2ESRt HIx<gLILl. UDP= HI®Z Z2&Z0[D|

E A
HEol AtEXte I8 HZ2s AdE 22t glsUth

A SAEJHUDP OIOIEH&S STS Al2lX2l UDP 22 ZE Z° otLol 2WY, 2 STS
clZ= 0l CIOIeHd80l 33 SAE SFEJ0AN 2838 SA2E S92 otUuM 2 222X
EOISLICH oY &3 SAEI &3 S AE AE Z9 otutetH, STS
ANelZ= AMelg ZEE Soid OOoIHE dSELICH OdgX EUH STS A= =

UDP CIOIEHIO”S HIIFULCH deldt AFEX= celAEN Sl 3 S AEZRH 2 UDP

datagram = &D|(Accept UDP datagram from unlisted remote host)' Lt2t0IEHE '0l(Yes)'s & &St

A SAE BPHATN A2200 RLE S0{2= UDP HIOIHIO#ES STS Alel=JF B& 5 oS
2 QUSLICE Alelg ZEZRH =02= OO0IEHIt /JA2H, STS Al2l== 0l HO0IHE &3
SAE HILHU FoH A SAEZ MSELIO 2t F=0 gl =2 88 3AE=R
& &38HJ1(Send to recent unlisted remote host)' J1s0| 'Oll(Yes)E2 AT UCHH, z20HI2S
ErLO2 222l AI2H0] BT X £2) STS Al2IZ0 HIOIEHE BYW &3 SAEZT HOIHE

TCP clad ZEES &2 JHSYLICL KtMet AMe2 4.241F2° TCP ZE IICHIIHE

AHAISE AFEEE2 424182 TCP 22L& II2HUIHE E X0 AIL.
& UDP CIOIEO& 2|
Z2H & UDP datagram=2 2J|(Accept UDP datagram from
unlisted remote host) J|sS0l 'OlLI2(No)E &AFHEHH, STS Aldlzse JAH SAE
BTN FHE HFASAEZRH S0H2E= UDP OI0IEHIEEHS 2ELICL BHUHZ
2IAEN gl ¥R SAEZREH 2 UDP datagram= EHD[(Accept UDP datagram from
unlisted remote host)' J|S0| '0i(Yes)Z2 HFEH, STS Alclz= &F SAE SILF

AZQ0l 2E S0HR= UDP OIOIEH &S 2 ELIC
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‘Gi(Yes)=2 HEEH, STS AlelX2= =20 STS Al2IX0 %8 22 SAEZ OOIHE
A SAER STS Al2IX2 e AlelE ZEZ OIOIEHE

)
— — T
HASZUN THCUX 2SS BA SAE

i

2eLICt. 28 STS
ANelZs 23 SAE BAHFUMN 48 SAENE HOIEHE MSELICL 'SE0 8ls
2 ¥H SAEZ MEGH|(Send to recent unlisted remote host)' JIs0| '0tLI2(No)' 2
SZEH STS Al2lE2E 323 SAE SFEHU 24 SAEWE COIHE 2-LICH STS
AMelZ= Hl&s EY0t=2(Inactivity Timeout) =t S=0 Sl =22 A FAEES
= KI&kLICh.

H&sS EtYot2

>

UDP ZEllAM, ==0 8= =22 &3 SAEE SXot)|l <ol HIES EO=ZS
AZELICH HIES B0tz s S50l 8l 33 SAEQ STS AlclZ22 Al2lg ZE
ALOIOIl GIOIEl &&01 BleHE, STS AlclZ= AlelZ ZEZRH S50 Sl=s 22 A

Ch. =, UDP ZE0IAM HI2#S EFZ0Z0l8 STS

SAEZ Al HOIHE 22U &€= AU =
AelZ2oF S50 gl 222 3 AEE R|XotJ)l ol 2elots AlZLICH UDP
SEUM AMEXI HES EtYIRE2 022 AFotH, STS AlelX= Alelgd ZEZRH
S0l gl 23 2A2E2 Od HOIHZ 2UX &= JYLICHL

—
231D

STS Series)t 3 SAEN HN E%otse 39 @3 SAE= AZE STS Series Jb 6 H
XeIXNE 2ANES Sot FA=Eoth g ERIE US = Usut

o
o 20 43t
ID(Socket D)0l S&&t EXNE= X&EGHH STS Series)t B2 SAEN E5E ER
NEE 2hEs B M50t Data 8501 AIFEZA SLICH MAEXE A2l Bs E=
ZICH 49X+ NHRI &ots 24Xt 230 ID2 NEEY = USLICLOI SEZ root AIS XISt
HAO0l JtsELICL)UDP 2E0A 430 ID = 2= 20 =0t ELICH

fiEdlold 2E0lM, Alelg ZE ZZANAE ORI Al2lg X0 2= 280 XXME
SILICH Al2lg ZE Z2ZMNA= 0K 2E0AM ot JAXME, AT 28 Z2ds 20 FFE0
SEELIC £g 28 MsE FEotH HMelglith 28 dlsdold 2E= sl &2

0101 AFE XS] Alclg EXI 2=& 280 AS 32,
AMEXH Al2lg EXI0 Matd AZE 20| 0101 J}UCHH, O0IE &dl Ethernet AZE STS
AelZ2=2 WHE b AFEXOF oo & 22 ATA/ATDT EE2 IieliIeZ

= C =4
oS Al IPFA(EsE S0 ) At=Eols RS LUICH



=59 23 SAEZ AlcIE UOoIHE 2Y 2RIt US 32

Alelgd EX0HM =2 SAEZ HOIHE Z2UWOoF sttH ZE ofl=dold 2EIt
ZLQELICH WE S0 A2l &XQ = HM o= = HH 4oy &5 MHZ, &
HIH COIEHE & YM MHZE 2 = USLICH AFSA EXIJF oo & =2 EXI0A
ATD(T) XXX g2 2 WMOtCH IP =2(E= T2 ¥)2 btRe 2Lt
STS AlelZ8 Z2E H&dolE8 REE AMESHH, MEX= Alelg ClUt0|AE  Ethernet
HUERINH &H HZE = U220, Ol st ZEES AIEote HEC0 HEELICH 2 42
STS Al2lZ0M XI2ote QRUYE AT g0 HELLICH 18 4-70lM= Ethernet UWIER AW
HZGI)| 2ol ATDA HES AISIS e Alclg ZE HY SE9 MO WE Z2dsUT
4-2STS Al2IZO0A X&&E= AT F&0
=E e s 1=
(verbose code)
+Ht+ g8 248 22 5 NS
TCP ZEZ TCP 22(0|0E RE=2 HFE 5, HAE
ATD(T A% SAER HAZ ATEL |E+. 3
[%Dq( SF—— =513,
H][® 2 ZE][CR][LF] 0ll) atdt192.168.1.9:1002 gg\lohifEST_lH[;R;]q[LF]
ce 0ll) atdt1921680010091002 NG CARRIER [CRIL
ATD(T) IP =4 192.168.1.9, TE 10022 &ZELICk L]
[ PRAE  ZE]|(ZEsE OAX2NX §12) ERT?OR[CR][TFT -
[CRI[LF] 0ll) atdtss.sena.com:1002
SOQl =4 ss.sena.com 2 ZE 10022 HAASLICH.
AT &= ATZ [CRI[LF] TCP A Al2IY ZEE XJ|SHELIC SH35HH,
- OK [CR][LF]
ATA/ [CR][LF] OHXIs g95#3s Bt=gLct
TCP DCE= TCP MH 2Cz 4ms =, Tcp afs | S U
ATA = = = ’ ROR [CR][LF]
(22 e vis [EDI(Listen)]2 & & &tLICH
[CR?[LF]— = - ¥ OI2t0IE, 22 ZE HEI HAEX %o,
(&l TCP A& T2t0lE, 22 ZEJ AF=RE LI
E,EO: 0l2 &&= oHMELIC
ATEn [CRIILF] El: IRE &F s
ATON [CR][LF] 0,00: CIOIEf 2E2 ®&EH8HLICt.
Q,Q0: SE=2 EAIELICL (CIEE)
ATQn [CRILF QL SE2 TAIGH 2L
V, V0: Y = <numeric code> [CR][LF]
ATVN [CRIILF] V1 (CIZE). € = <verbose code> [CRI[LF]
D, DO: DTR(PC) 4SS PAI&LICH.
AT&Dn [CR][LF] D2(CIZE): TCP MM 122 SHRIBLIC
AT&Fn [CR][LF] F,FO,F1: CIZEE Q9 42 =SRELICH
P02 Zoop HEQe, BN FPO| BEEUC. J210 UM siZsls 2H0l USULL 2 2ES SF5K 2o,
Se0r0] SUILICH
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K,Ko: S8 HI01Jt 8lsLICh

AT&Kn [CR][LF] K3: RTSICTS SE MO (CIZE)
K4: Xon/Xoff (KI&E )
S, S0: DSR(PC)= A HMILF =&LIC
AT&SN [CR]ILF] S1: DSR(PC)Jt TCP S1ZE 2HELICH
H, HO: & TCP HZ 2 M & LICE.
ATHnN [CR][LF] 2= G0IEDF ARIELICH OK [CR][LF]
H1: &M TCP (&2 SXIELICL
I,10: “Sena Technologies, Inc.”E = AI&LILCt.
ATIn [CR][LF] 13: 29 HISE HAIELICH <=
CtE &2 :'OK'E EAIELICL
H&sS EIOIHE n2lx &FELICH
AT\Tn [CRILLF] \TATO: HIZE EIOIDE ARSIK Salth (CIEE) OK [CRIILF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | o,
AT&GN, AT&In, AT&Qn, “e OK [CR][LF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
ATS?, ATSn=x, AT&Cn, oo
AT&Wn, AT&Zn=x e ERROR [CRI[LF]
nO| 10| ™
o OK [CR][LF
ATFn [CR][LF] g2 u%[ g£ EE&,
ERROR [CR][LF]
nOl 00|2t&H
ATWn gls OK [CR][LF]

e Zete

[uild

ERROR [CRI[LF]

BHEA IE(Verbose Code) =Xt 2= (Numeric Code) &9

(“ATV1” Z2E0| d8E F) (“ATVO” HEO0| AdlE £)

OK 0 FHP0l A

CONNECT 1 Q0| MY AZE
RING 2 g &3D

NO CARRIER 3 SEO el MSE 2
ERROR 4 HEotAl ke gy
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HelloDevice |4 ATZ Serial A
SS100 ATZ » Device
OK » Command mode
TCP connection
Leauest ATDT
ATDT »
TCP connection
Established.
»| CONNECT X
ATA.... DATA.... TCP mode
DATA.... > DATA.... »
gttt
Request TCP _ATH
a_disconnection
- ATH n
TCcP _ Command mode
disconnection
p| OK »
1
NO CARRIER
\4

18 47 28 0lEd0/18 222 FZIH0IH S89 HEXF 0 0f

425 A SAE SF4H

=
2 SAE B ST (Remote Host Configuration)Ol2t STS Al2lX2l Al2lg ZEZ2H OlO0lH
HE0l US M STS AlelZ2 A2l ZEZLFH HOIHE =4g SAEQ S5 LELICH
TCP RE0lA, STS Al2IZJF 1xt &2 SAEN HEZG6HA RE ME WBIStH Al2lg
ZEZ2H OOHE =48 21 A SAEE 38 =& 2

SAEZ AAQ OIRHACHH, STS Alelx2e= 1X A S

22A SAEZ HOIHE BUX ZSUCL D2l 1x 3H SAEZ 8438 £ U= =Xe 2

1602 MEtEl o JASLICH

UDP 2COIAS STS Al2IZDL 11 22 SAEQ MEIE AR SO0 9002 ARXE 1%
A2 SAE0 MFEY & USLICL TGtH 2% 82 SAEE 9010 ¢&U
78 482 # ALK AHHOIANAN 2H BAE BALFZS B0SLICL(TCP 25
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Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Port title
Apply all ports settings
Host mode configuration
Remote host configuration
Check Host #
r 1
r 2

&ckion on remate host
Primary host address
Primary host port .
Secondary host address .

Secondary host port

Save to flash |

Prirmary remote host IP
192.168.14.1
192.168.14.2

Save & apply | Cancell

-—- Move to - =]

Port &
6001
a002

Secondary remote host IP
192.168.13.1
192.168.13.2

Port &
2001
2002

@ add O Edit O Remove

Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Fort event handling

18 48 2

4.2.6. Port IP filtering &3

STS Al2IE Alelg =
g = AsUT A8

X Al ZE

]
=
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Serial port configuration - 1 : Port title #1 --- Move to ———ﬂ

EnakblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Fermote host configuration
Port IP filtering

tllowed haost IP |EI.D.EI.D
Subret mask to be applied : |D.D.D.D
Save to flash Save & apply | Cancel |

Cryphtography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Fort event handling

_1& 4-9 Port IP filtering for serial ports

4.2.7. 453 74

STS AlelZ2= BE 0i=2d0ld 2EWUDP 2E 0Ote)
K& LIC

mlm
H
oot
ro
_|
0
e
o
n
2
>
=
02
fol
fol
il
2
X
o

4.2.7.1. Secure Sockets Layer(SSL) ¥ Transport Layer Security(TLS) &2&3 JI¥

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the STS
AMelZJL 2sstE MEWA SSUTLS 2sst Jlgs Adots OE XS sdg =
USLICH

SSL2 Netscapelil 2I3iM Sc0IHEL AHZ2HH A3l fIHM HEEI/[SLICE SSL
dioleE BE€ 28 Z2ESE0 4%0 /[0 HTTPSY 22 WHE2AH0IE Z2ESUHM s 2
2 USLICH SSL2 oHE Y, e =&, 2l U2 & Z2E2=9 HEIs =
USLICH sSL2 UIERIN Z2HAM S&lote OHSclA0IEN CIoIe 2ets MB&E LTl SSL2
SclAolE ZZ2EZS TCP/IP MO0 U= &S dIOI 2 T2 EZILICH

TLS2 SSLO| LHIOIEE BHEALICH 0] ZZ2&E 22 Internet Engineering Task Force (IETF)<2
X0 2o A JHE = Internet RFCLHOIA XIZELICL TLSZ2 SSLO| &3t HEHOILD SctolHE
L= NMH 2 = ol M22 Z2EZ2 Kotk %= &%, SSLZ UdHdi= YE=S
KNZELICH Metd TLSZ 0ldote X2 B2 HEX #2 LLICH

SSU/TLS AMI&ES Al&GHeH AMHS Z220/HE AOI0l SSL sHEHoIZet] =22l= AKX
W0l ZRELICH SSLTLS Z2EZ22 25 IJl(public-key) 2t THZ! Jl(symmetric key) 2532
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AESLICEH CHE Jl(symmetric key) ZdS3t= 3F Jl(public-key) 215 3t2t Hlwol A &4

= 30 ZSLUILH SHEHOR= MUt
MH et SetoIAED &l TUS NMENA
of= 2l 2ol 88X S0 AtEE UE JIE ddols XS SIEol

AN AtEtE S 20l @24E £ ASLICH:

= W
v
°
%
x
-
>
njo

ﬂO

Nt -

W
=
e
im
==}
x
o
o
Q'E
kJ

1]
M0
n
é)lg
n
)
o 0
Ly fol
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0

Sc0IHEIL A Set0IHESl SSLTLS BN B1S, ALOIIH(cipher) €&, &2 A
d= O0le, delld MBiIJL SSUTLSE AtEct= Zct0I¢ER Salots O 28t C

0z
0x
m

NBiJF SSH0IHEN MBSl SSUTLS HE 15, ALOIIH(cipher) €3, RAAZ
CIOIE, 2l 2ct0IHEIL SSUTLSE SoiA A2t Salots Ool 228 O

SELICH Ml L&t Ttalel ISME 2] ole SctoIgdEDJ Se0IHE 2l
st MH X3S QFSCE ZcH0IHES 215
= NHE 2SotIl oA MBIt
SLLHH AFEXHUNA 2HEs 31
A J

=S 2ELICH MBI d382

il
0x
HT

i

ol

0

llJLI 0
Ol

=}

0
?n_

i

FO

0%

o

-

o

e w
ne
i
02
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i
f=)
0l
gﬂ
C
O
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0
x
&
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Ol
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)
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e
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oo e
I
o
2
min
<2
UA

1
£
o
HU
ro
Ol
0
e 02
1]
uf
o
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Im
jul
&
i
Bl
02
il

OlIE= SMMA HEHOINAM MEE 2= CIOIHE AMEHM HY MES 2l
M premaster secret2 2= 0|XS AMBH<2 II(EHH 2014 ELHE M8 eIS A0l
N ZHENE AME2BAAM 2S5otH 0l =35t premaster secret2 MHEZ ZHLICH O O
Ol AFZE ALOITH(chipher)Oil [MetAd Sc2H0IHESQX MBIt S8 & USLICEH SSUTLS
= HI2 0l “BRE" OtAH AR S M4 R0l Oet ettt

MBIt Sel0IME 2158 RFActe FREEHI2Y sH EU4I)01|_ e S0lHE
Jb O HEHOIAME AD S2H0IHE} AB X0l 1Zl GIOIEIE AtQIELICE Ol
20 2CH0IHE El HIOIE 2 22H0IHEQS ASNHE L2S3HE premaster secret
ot M Mz 2"l

MBI 2el0I¢E o158 R0t

Ct. oie Zct0I¢EDL 158 += 8leH 1 N2 S=ELICL 2ct0]

o o 0

I= r|r
=
o
m

9|
2 9| L3F31|(:1E OIHE st 22 premaster secrettl Al AIXGHA AESt=)SS AWM
B A2 (master secret) = & & LICH.
ctOIHER A= O OtAE AIZHE AFEollAM SSL/TLS A& S0l wEtsEl 328
2SS i=dct= diol AtEE

IAE MHE= 0 OtAE AIZR

| >

_,_
4=
~

fol
O o

my o mu 02 nJu =]

H
OIE= SU0IHEZRHS HAXNE 222 0l A& JIE AISHA E=3 & A
HAIXIE MHZ SYLICH £8 Set0IdEE= sHEHO0IAS Se0IHE

= ;
= NS L= SEE = HAINE 2¥ULH
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9. MbBl= MBIZRHS2 HAXE 222 0l M&E JIE AISoHA 223 & 2H0Ictl) A=
= HAIXE ABZ Z2-LIOHL £8 AHs HEHOIZL A FE2 SEHAU=s RS
2= SgE 23 HAIKNE 2-LICh

10. SSL/TLS HEH Ot 22 &AL OIM SSL/TLS MI&E0l AIREAUSLICH ScetolgES
K= O M&E J1E MEMNA MZ2H0 S48 HOIHE 2=23otd &5 di=otd 0l

ol 2248 &L

Client Server
y
Client Hello
>
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text P ServerHelloDone
Certificate
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
icati 4 —Pp Application Data
Text | Application Data pp!
................................. v

78 410 YEIFOI SSUTLS SHE#0/T ZT2H-

STS Al2lZ2= TCP Z2E AEH0l [t SSUTLS A L= 2ci0IHEZMN HAsE == UsSLICH
SSL/TLSZtSl TCP &0 &d SAEWAM 2 AIHEOH, STS Al2lX2= SSL HEH O
SO0l SSL/TLS MHZM HSELUICH BHHE, SSL/TLSS] TCP H&A0| STS Al2lX2 AlelZ
ZEOMAM UM M AEEOH STS Alel2= SSL HEHIO0I2 =20l SSL/TLS Zel0IHEZ M

o

AMEXIE SSUTLS &5 JIEHE AMEE M, AIEX=s USH Z2 IetllHES 24dg =

e AMOIH #E(Cipher suites) E43&H/HIEH 3}
Cipher suites= SSL/TLS HZ 20t0 At8&l= H
dH#l(hash) 21elESS X&Est= 0l AED= ZHMLLICH HIOE Z2nelse MU
S0l E(SH)2 A OFOIEIEIEl(identity)2l 2= HIY I H2ZE QHMGHH W&ot

CH & (@asymmetric), CH& (symmetric) 22|

A
K
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Cilol AtEELICH tHE Z12IEE SSUTLS HE= SoAd 8s= UE2 OOoIHE =33t
o Mz

ot= Olol AFSELICH o+l €uels2 dEE HOoIgIb 85 &5 HEHse XS
g Xlot=0 AHZSELICH R HItHE 202S0 AtEE 312 201 XIEE0{0F &LICH

Sct0IHEIL MBE SSLTLS SHZEE [0l A2 Jtsotll AFESte! ole cipher suitel
5= LICH. A= 0 252 XMl XR&&Z= cipher suite?t HlwWolM 0 S5 S0

24
MBIOE AFZE = U0 A ot= H UM cipher suiteE S EHEILICH. SclOIHESR
MtH= OIHMl Ol ciphersuiteE AMEoiM HZS Z&LICH
cipher suite2] HE&HZ2 =& =AW =2 of
cipher suite=0| JI& 20| AISEH0 =& HUHANMEZ e &2 2AFHO| USLICH
STS Al2lZ= Chst cipher suiteS XI26t0 AIZX= olE6l= cipher suiteS 243 &
_J'\_

Hgds stC2M 2 ciphersuiteE dEig

0R0
ol
w

)
FO
1
=

ol
=
a
]
na
o
el
-
[ml
Py
%)
>
2
E
ﬂJIO
AN

rr

SC0IHE FE (MW 2= HE)
ANEXIL ZCI0/9E ZE &

(x4
=
e
at]
kJ
Ol

tH, STS AlelX= SSL BHEHOI3 ZZ2AA
(SHH 2)= ZScl0IHES CIESHE RFELILCL BHHZ AEXIL S2H0/9E ZZ S
“OtLIL"etd ofH, STS AlelX= SSL BHEHOIZ ZEZAIA (EH 2)5 Z2U0IHES
ISME R+0otAl §E&LILCH

OIS A HMQl EA(certificate chain depth) 25

CIZEM Hele oig Helel ASMIb Sl e ASAMH M Allfe HezZ,
CISNS2 HMYLICH 0 AEM Moo SHE2 NUH(Ef= =S(peer)) USHOUM A2
& Uz CA ASKNMA AZg > Az Hels E= NYULITH CA= SS(peer) IS A
A1 Z M OIOIEIEIEIS SSELICH 2Fek AIZXDE diY CAS AZSTH, = AIS XY
[E CSM CHELN SHY S M AF20l JCHH, 01HES AIEXIE AlRlIE S 2SA
ot AlZe 4 QCHE A2 C0IELICH STS Al2IZ0A AISXtE IS A HQ A 42
MEtohA STS Al2l=Jt 213 M WM AZ8= CA UBSHNE FOAM 28 HMEH

2= oi==010F ELICH

eISAM CN &3

AMNEIIL IS4 CN &ZZ SE0 “0"E &=otH, STS Alclxs e =AE 0150l
RIS A2 CNEE 0I5 LXlct=XE EZUO. 2t 0l =0l ZXotK §Z2H STS
AMelZ2eE 38 SAERO o QFES S ELILCH BHUH=Z AMSXIE 2134 CN &Z S48
“OtLIR"E HH=otH, STS AlelXs e SAE 01801 ISAHe CN(ZEt 0I5)u

EX
2dXlot=XNE HHotAl HSLILCH

STS Al2|X2E= SSLTLSEM S [HOISH CN(ZEF 018)S EHELICL
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Serial port configuration - 1 : Port title #1 --- Move to ———ﬂ

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Femote host configuration
Fort IP filtering
Cryptography configuration

Engryption method : SS5Lv2 =]
EnablefDisable cipher suites

W s5L_ck_RC4_128_ WITH_MDS

¥ SSL_CE_RC4 128 ExPORT40_WITH_MDS

¥ SSL_CKE_RCZ_128 CBC_WITH_MDS

¥ S5 CK_RCZ_128_CBC_EXPORT40_WITH_MDS

W s5L_ck_IDE&_128 WITH_MDS

W s5L_cCK_DES_64_CBC_WITH_MDS

¥ SSL_CK_DES_192 EDE_CBC_WITH_MDS

werify client {int server mode only) MO =

werify certificate chain depth |D

Check the certificate CH : MO -
Save to flash Save & apply Cancel |

Filzer application
Serial port parameters
Modemn configuration
Fort logging

FPort event handling

g 411 2= P4
4.2.7.2. 3DES ¢S5t I
JI#E 3DESZ &&otH STS Al2lXE= 3DES(168 bits) &s3stE AENA CHE STS

£ = HelloDevice STS Alel X2t S48 4= JUSLILCH
04 (@)

3DES {39 dRE ZU=S =1 UsLICL 6II0AM 28 2E2 90l= s

>
o foh
(M fon
03

]

=

4.

1
oy o

-
o

Z 0l Glol e HE(<21)
1& 4-123DES IHZ'9 B Z&

8bits At LICH 0l Z0l= WE(OIOIE & IHE)2l Z0IE 20IgLICt. 3DES = 64
|E E5 XlH(cipher) £102IS0/12 KHII0AS Z20l= 8(64/8) Bi=Z OIS0 &LICH
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oS HE 22 XM(ciphen2 LICL HE 2t2 MY @A-8)0IAS &H IS BIOIELIC.

STS AlclZ2| 3DES €12IS0A ==zt HOIEH 2! dd0 ALSE I =J| HE=
SS0AM =EELO. d2ld I =52 MEXN 74 Il 22 MM ddELIth. I8 4-13

Il =& HEES 2010 UAsLICL

(]

ro

Key Block(32-byte)

Key (24-byte) IV(8-byte)

Jg 413 7] R&

il 5 U3 20l ZELICH
Key Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key = J| 252 X8 24bytes
IV(Initial Vector) = 9| 52| OtXI2 Bytes

4.2.7.3. RC4 &S3t JIH

it

02
fol
foi
S
13
o
Y
0
D
tu
[U>~
OII

tH STS AlelZ= RC4 2=3atE MEOWA STS Al2IZEX2 S4

g = USLILH. RC4 E= ZE0IAM STS AlelZ2sE AMEX 7 Il 22 MEWAM 2= TCP

AEEE 23slotd H=ELICH RC4 JI8E AEotH ol £= Y S AMEotXl HE&LICH
J gE

bS50 HSLICH

rr

4.2.8. 2H Oi=ciaolA

STS Series= ALZXIF AlelZ ZEW H2E A2l Xt A SAEZH =2 OO0IHE
&g = ATE NFEULCL 2H ScAHoE Pd2 0l 22 MY = UASLICH
AFEXDF THAS] ZH OHS2AH0lE ZZ2JHEES AMESUE STS Seriestl =E=ot) ZH
OHEcAolE 2d H=E AEdHAM Z28el 0|l ¢

OHSc2IAH0lE 240l et XtME Atet2 9.4 ALEX Ktele) DEE H4Asoty Ad6HIIE

E
=
S LotYAIL.
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)
22 Mi=20l Y BRI S XSO It 20l et XAl Ate2 6.10 AFEX It
g2

Serial port configuration - 1 : Port Title #1 --- Move to ———ﬂ

Enable/Disable this port
Port: title
Apply all ports settings

Host mode configuration
Femote host configuration
FPort IP filtering
Cryptography configuration
Filter application

Filcer application path : |fu5r2fdefault_filter
Filter application arguments : |—pD
Save to flash Save & apply | Cancel |

Serial port parameters
Modern configuration
FPort logging

Fort event handling

J& 414 ZE 4E2IH0IE
4.2.9. N2l metole

Alelg ZEN Alelg EXE HZotdH ofled STS Al2lX2 Alelg ZEQ HetlleHE HZE=
Alelg X0 A ZFoH0F LG AEXIt 43g = Ae mtet0IB= UART &4
ME=5(baud rate), OIOIE HIE, THEIEI, A& HIE, SENON, DTR/IDSR ¢dSE 0|=Zst &
el 2Xi2H(inter-character) EFY 02 S&LICH

B STS Al2IE2 oid Al2lZ2 EX= Alcl2 S&l €401 RS2322 & X|oH0F SLICH A2l
&=

Ct
Ao B 20 B0 CHEE TtMle Algl2 2512 HZ A8 S FXoYAIL.

ro

Aclg 8&E£55(Baud rate)

STS A2lZ0AM AIBE £ A= Al2lg dE55= O30 2&LICE

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 1l
230400

ZIl £3E D232 9600 LICt.

e [OIOIH HIE(Data bits)
CIOIE! BIEE 7 bits E£= 8bits2LICH =J| &8E J|2gt=2 8 bits LILCH.
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Serial port configuration - 1 : Port #1 --- Move to ———ﬂ

Enable/Disable this port
Port: title
Lpoply all ports settings

Host mode configuration
Fermote host configuration
Port IP filtering
Cryptography configuration
Serial port parameters

Baud rate : 230400 -

Data hits ¢ |E| hits vI
Parity : |N|:une vI

Stop hits ¢ 1 hit =

Flow contral ; IW
|Alway5 High
[Mone
[0

DTR behavior :
DSR behavior :

[

Inter charackter time-out (0-10000 msec) @

Save to flash | Save & apply | Cancel |

Modermn configuration
Fort logging
Fort event handling

—J& 4-15 UART &&

IH2IEl(Parity)

I2lEl= none,even = oddLICH =J| A&E J|2 22 none LICH

AE HIE(Stop bits)

AE HIEE 1hit £= 2bit2LICH =D 4F™& J|2 22 1hit2LICH

S8 MO (Flow control)

I dHE J|IE 32 None2LICH STS Al2lx2= XON/XOFFE AlEot= AZEY N S4l

ATEYN S8 MO A2 S+=2KHXON/XOFF(0x11/0x13))E = JHel g&& X S2H
HEHAM CIOIE S4& S8 MOOHELUL StE/NH S8 Mo ZA0MdE & e HZ2E F
XS MOIOIA dSE =1 LS22ZM HIOIH S& S5 MOHELICH

&
RS232 2EOIQ] S8 MO 2AlsS XJELICH RS422 ZE2 RS485 2E= HEHE &9
[ —

AZEYNH L= otEAMN =& MOUE XIASHA &sLICH
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DTR/DSR %t
DTR/DSR T2l 25 = A2lZ ZE JMSE MEGHM TCP HZ AEIE MOStHLE 28 &
S HIHE OIZ0IE ot= Ol UASLICH. DTR2 MI|E Z(write-only) &2 AIS0| BHHO
DSR&= 2J|& E(read-only) &

DTR £ S&=2 U3 M M &4 =
Z&=h

Je
>~
fol

o
-
o

nx
ox
nin
4
$0
i
C
r‘

t: always high( &

tLES] SAlCZ
g . DTR S%{0| high when

o
& =8), always low(&4f &5 Z& high when open(€ &

5
b
v 0D

open CF HFE ZFR,DIR & 24 &thi= TCP HZ0] 48€& 30 highZ SXIELICH
DSR &= s&=2 U8 & M2 s& T otz €82 = UASLICH None(&S) £ £ allow

TCP connection only by high(==2 [§0/8t TCP &Z &/&). DSR 2% S%0| allow TCP
connection only by high 2 &0 ™ DSR A3t LSAEHUA =2 MEHZ B3E W
TCPIF HAZELICL E£8F DSR AISIt =2 MHLME, A SAEZLHS TCP HE S
0ot UDPZ HIOIEHE Z&LICH DSR &S0 =2 AE0AN 2 Az BstE I, R
TCP H&0l ZUHELICH STS SeriesOl HZE ZHHl= X4l DTR 4SS HMAHSE22ZM, STS
Series® TCP A& = HMOUE = /USLICL

¢, 24 208 2E0AM= DSR 28 S& & g0 A=

A

£ HotH A3 SAEN e 2201 BOAX

Qn

£

0l DSR AEHJt low

&
DTR/DSR & M=

rr

2E0l

i
0x
fon
0
=
1)
r|r

MElM=E 201X ZSLICH

2X2H(Inter-character ) EF 02

Ol mel0lee dxSe Al2lg CIOIEE TCP/UDP W22 LS| o AFSELICH STS
ANelZ= Aleld HIOIHE &2 M, 2Xi2t EfY 022229 Al2tSe AXE HI0IHE JICH
LICE. 2 AIZ2b QHOll OIOIEDE SHRX 2%2® OOoIEHI SZE 2d2=x 2t=306t1, otLte
TCP/UDP IH3l2=Z KON HSELICH BHek X2t EtYO0F20142l AlZ2E b 2101 Alelg Ol
OlE1Jt 1024 bytesO| & H =S H 1024bytesS otLESl TH2I22 TCP/UDPZ & &6HH ELICH
A2 EtA0IR0l ‘022 HAFEH STS A== CS GI0IEHE JItel XD Jtsd e
CIOIHE & SELICHL

-

ZH 22 Etot22 AFE XSl HEcAHoI&o et ZetELICH GHRIRH X[ A8 XIHE H
SETUAC 2Xt otLel MSAIZEECHE HH0F SLICH OE &9 A2l ZEDJF 1200 bps,
8 OIOIH BIE, 1 A8 HIE ¥ IH2IEl S S(no parity) 22 HFL/JAS ELR, otLte 2XE
MESt=00l 228t Al bitel = 10bit0l 2 StLISl 2XE &dEdts ol Z2RE Al2t2
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 msLICI. M2tA AIRX= 2X2F EIA0IRS
8.3msZ2Ct AN HEoHOF SLICH 8.3msOlotZ2 AFgt2, 022 A&st A 20! H=sLt

S BHgotxze Hele dE2l 2 (ms)LIC
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42.10. 28 +4

STS AlelZE AlelE ZEZ2 ANE ZE HBS X ELICL AFZ2XIE Alel2 ZE0 282 o

2ot € Mols 28 224 HOIXIoA DCD s& 4t 28 initstingS & ot0{0F2H ELICH STS

o ZE 2d3HIE43l

STS Al2l=9l Alelg ZEW =REs Y d3g Z2 AMEELIO. STS AelZx=
DTR/DSR/DCD 4SS E 2E0l HAZN A= A2 JHEGHD MOELICH
e & init-string
MEZX= Modem init-string THStOIEHOIM 22 =J18t HEW(initialization string)S At&lel 2
20 YF0A HdEE £ UASLICH Enable/Disable modem Li2I0IEIE &4 (Enabled)2 &F
SOZM A2l ZEDJ 2 REZ dHEUS HUl= STS Alel2= DTR &SIt &2 &
AEHZ HSIGHHLE AlelE ZE 240 2t&= Met0leot #8 E Mot 22

BHOIA =2 &
J HEOHE e Al2IE ZEZ ZYLICH

AEH LIS “TCP HZ S E(Allow TCP connection only by HIGH)'2& &

A= AMelg€ ZECS DCD &t =2 HHZHHS 2 SAEZRHS

SIEELICH AFEROF Alelg ZEE 0|l &l 2 & (dial-in modem mode)Z 8t A}
==l

(um ]
28 JIsgLUICh 0f 220 o0l0] HZ= ZE0l UCHHE STS AlelX

o Xi= ofikl 28 &
s oM 28 HZ0] Enable2 2&EHH Z= TCP HE0l IS [ STS AlelZ2s Z2E
HZBs EsUb. A& ofldl 28 HZ0| DisableZ2 £ Z= TCP HZ0| EF0HE
STS AlelZ2= 28 &S &X ZSLUCH 0 J1s2 30 &4280] 28 HA0] ZHAH
M d3t HAO0 BOHACO=E RS FAAGHYAIZ. &, 0l 82 STS AclEE 0IE26t0 2
>

AtE XL dial-out JIsS AtEotel®, B 2Z0 dial out B HE 2UI| oA Alele ZE
HZE 20 =5 = JUONO0F oIl (20 AtEX= DCD =% &EHE None22Z & EoHOHE!
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Serial port configuration - 1 : Port #1 --= hove to ———:I

Enable/Disable this port
Part: title
Apply all ports sethngs

Host maode configuration
Rermote host configuration
Rort IR filtering
Cryptography configuration
Filtter application

genal port parameters
Modem configuration

Enable/Disable modem | |Disab|e vI

Modem init-string : [alels0=2
DCD behavior |I~.'|'IHE ;|
Automatic release modem connection | Disahbiz =
Save to flash Save 8 apply | Cancel |
Port logging

Fart event handling

78 416 24 R4
4.2.11. 2E ZZ(Port Logging)

IE 22 JlsS MEStH Aclg ZEE SdiAd 2 O0Iel= MEMORY, ATA/IDE & Cl
A3 IS, SYSLOG A £= NFS MBiel &= X S0l MEELICH

ZE Z2 g43s/H|g4d3sHEnable/disable)
Ol Otet0lHeE ZE =229 #4358t £= HIEHsE FSLILL =) 4F¥2 [HIgdst

(disabled)] & LIC}.

e Portlog storage location
EZE Z7 OOIH= STS Alel2UW=E HI2al, ATAIDE & ClA3 JIEPCMCIA X U8),
NFS A2l #= X £= SYSLOG MU0l MEE = UsUCH WR HIZ22E AHEdA
ZE 27 HOIHE M&ESt=e d=0= STS AM2I=Jt HE Mol 0ol £E 21 H0IHE &
ZELICH A2l ZE 27 HO0IHE 2Xotd® ME fIXIE ATAIDE 1&E COA3 ItE,
SYSLOG MH E£= NFS MHZ H2HAIL. Ol oted®™ ALSXIL AL oY OHMIE
TAoH0F LICH O OHXOF HESHH Z3 X 22H ASX= AHHIOIANMS ME /AXE

daeg = glsUth

e HE 2T HIHE 37|
Ol Ietbltle 28 2E& 271 CI0IHS zIUHEsS Z2ALICH W £
-1 OOIHE MEE Mol=s ZE& WIS &M 310 3200 KbytesE = == ASLICL(Z Al

!
=
HO
o
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el ZES RE EE HHE2 2719 &0l 3200 Kbytes 0I5t 0FBH &FLICE) =D A& gt
2 4 Kbytes! LILC}.

ATA/IDE & CA3 JtEE AIEdiA 21 GHIOIHE MEE M ZE HIHS =0 2J|= of
g JtES S0l ek etE LIt

NFS MHE AtEdiAd 21 CI0OIHE MEE Mols ZE HHS =M )= MESHX &S
LICH. AAEXDL oY ZE 222 ANAEM X=HA NFS AHE 4 oi0oF & LICH

SYSLOG AHE AZoilA 2 CI0IHE MEE [Hole A=A ZE 271 HIHe 3IJIE
A™g £ SLICH

Serial port configuration - 1 : port # #1 -—- Move to --- j

Enable/Disable this port
Port title
Apoply all ports settings

Host mode configuration
Fermmote host configuration
Port IR filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port logging @ IEnabIe vl
Port log storage location @ IMemDry vI

Port log buffer size (KB, 400 max.) . |4DE|
Save to flash | Save & apply | Cancel |
Port log :
=
=

Clear Hefresh |

Fort event handling

712/ 4-17 Port logging configuration

4.2.12. Port event handling configurations

STS Al2lZ= AIEXIF ZE OHIE =2 4= SoilA Alcl2 ZEZ2 HZEE AlelZ ZXI0
N OIOIHE ZLIHEAHLE oI B2 = U gLICh 018 iz MEX=
E

email/SNMP & & (notification) L= ZE O|HE S$HES FHE SHA Al2lg ZEz XF
o
PN

‘_
==

& s EclAg 2 Alcl2 ZEE JIAEE F2E = UsUU 8 0l JIs2 MEXIL A
2= FXE SollA CI0IEHE ZLIEHE6HALE ALY Z2l& II/AEI BX HUS Mol &2 &



ANE HE 2cl/Ho & = U HSLICH E£8F STS AlelX2 oiHE AlelE EX2t2l HZ AfEH
el STS Al2l2et &3 S AEZS] TCP & &EHE EE JIAE AIS8Y 22 2Ee=2

USLICEH HII0A BtS(reaction)2 email &,

=
SNMP E Nz, Mg ®z E= B BSSo X80l 2 & USLCH

IHE =2 Jlsg 0l8otdH, ZE O/HE HEE S 2 E 3 (enable)dH OF
L 0lX2 22E Wet0IE0ID] 20 0l J1s0l Hl 243t (disable)©® oiE STS Al

ZE OIHEN 28t & HHe L5 otk §E&LUICH

e 28 2tA(Notification interval)
STS AlelZ2= 28 2tACCH 28 email £= SNMP Eg8S SHLILHL /S0 £HE [
tCt email £= SNMP Egg2 EUH ¥, It& SNMP Egi0] &
Jts 40| JALEZ, STS AMlEEs &8 2HH2 AZIS OIHIEES 20tA, SHei0l S0
b Ol HretOle el g0l U Zo®™ AIAE X2 20l M FLUICH AIEXDIF 2ot S
b,

==

ol
=
62
S 1o m
D
3
D
B
9

o 0z

e Email &&(Email notification)
STS Al2IZ2 Email €& JIsE 43 = HIE4d3 otz JIsLLIC STS Al2lX Email
2gs B2 M 0lXE SMTP Ml RE0lM *4E SMTP ANHE AIEELICH. SMTP A
Jb HEotd RAEX RJAAL HIZds D0 JAOE Email Jls DAl HIgds SLICHL
SMTP Mbl 4 2 XAl &H2 3.4 SMTP S X0t AIL.

e Email X
O metOlesE AFE HoE IIREIF X ZAS M STS Al2lZ=0 QoM 2WE Email2

=S £3gLIth

o =AXS Email F4

Ol ItetOle=E At Z2lE JI/AED BREHUE I €8 Hegs 2= =8 NE &5 LIt
e SNMP &3
Ol Ltet0lBe= STS AlelZ22| SNMP 28 Jlss gdst L= glgds gutt

e SNMP E#Q H=
Ol mtetOle=e AMAE FolE JI/FEI BXEUS I STS AlelZ0 2loiM 2WHE SNMP E

gol M=ss £8gLUth
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EESHEIBE

-~ Move to - =|

Serial port configuration - 1 : Port title #1

6= AME HoE JIYEIL X HAS [ SNMP EE ZEHE +4I5t= SNMP E

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

FPort event handling :
Motification interval (30-3600 sec) .
Ernail notification :

Title of Email :

IEnabIe vI

B0

IEnabIe vI

|F'Dr1 event notification mail

Recipient's Email address
SHMP notification :
Title of SMMP trap .

|admin@my-company.cam

IDisabIe vI

|F'Dr1 event notification SHMP trap

SMMP trap receiver IP |192.1EEE.14.I
SMMP trap community [public
SHMP ftrap wversion . V1

[Status event edit]

Status event Ernail Moti,  SMMP trap Mot, Port command Port cormmmand string
Device conneckion I | r |
Device disconnection ¥ I r [
TCP connection rd I Il |
TCP disconnection V¥ - r [
Save to flash Save & apply | Cancel |

Check Key word # Key word Reaction Port command string
r 1 test Ermail, JCommand  reboot
[Keywaord list edit]
fckion on key word @ add  © Edit ¢ Remove
Keyword string Ernail Moti,  SMMP trap Mot, Port command Port cormmmand string
| ¥ - 3 |
Save to flash | Save & apply | Cancel |

& 418 X E O/HE 58 P4

66



e SNMP E& HSFLIEI(SNMP trap community)
Ol mietOle= AP HE JI/EDL Xl ZAS [ SNMP E BIAIXI0N E&&E HRLUIE
SFELICH

i

e SNMP E& H&(SNMPtrap version)
Ol mtetolt= At H2" IS0 §Xl S

39
o
=
HE
=
2
(%))
Z
=
i)
Im
I
1o
T
E
o
Iy
0
9
C

X
clg X HZ L= =cl2 OHENAM FHolior & 4 S&2 M SHASE MASLICH

SRH TCP 2 L= =2l OIMENAM FoloF & &4 SH2 X3 ¢A

i

AMEX= HEE JIFJEN e sH2Z “FIb L= “MH'E d8 g = ASLICH

e IS Z(Keyword string)

AZXE ZF06t0A ot JIFMER O HHE ALEE += USLICH

e Email &g

AZXIE A8 E JIFEZ Email €8 HSS 243 = HIE243 & = USLICL

e SNMP E@ 2Z&(SNMP trap notification)
A

AZXIE H8E JIF=Z SNMP E- 28 HssS 243 = HZ2ds & = UsLICL

e Port #d

AEIDL d8E JIYREZ ZE HE AS

— T [e=) —/

o
o
0x
ol
]
1l
[==
[l
0x
tol
uor
1>
0
0>
C
Q

e Port &80 (Port command string)

STS AlelZ2= AtE Fold IO 88X HYE M Alclg ZEZ2 HZEE Az AE e
S NEgUt. MEX= 0l Hi=0A Al2lE ZEZ 2UHE BES NE8E = UAsLIt
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43. 2= ZLE &£&F

(um ]
-

rn
=
o
e

SLOHH =&E= Z=2, 0l 2
configuration AEHUHAN EAESH gt E

(==}
20 AKX @2 2= AcIE 2

“all port configuration” Wet0IE = Oteiel D&z UH O &
Port enable/disable

Port title

Host mode

Remote host configuration

Port IP filtering

o o M w NP

Emulation mode)
7. Filter application

8. Serial port parameters

°| “apply all port setting” 40|

s2 0/ZdtH =Lt All port

disable2

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging
11. Port event handling

Serial port configuration - all ports : Port title

Enable fDisable this port

IEnabIe vI

| Cancel |

EnahblefDizable this port

Save to flash Save & apply

Port title

Host mode configuration
Remote host configuration
Port IR filtering
Cryptography configuration
Filter application

Serial port parameters
Moderm configuration

Port logaing

Port event handling

--- Move to --- =]

& 4-19

U
n
H
Im
M
0z
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Port enable/disable
Ol We0lH=E ZEQ| Jls MEWHEREE A&FELICL

Port title
ol 1t

PN

o]
=)
@

b

Jm
mn

£ £3& E2, 2 Aldleg ZEN et ZE EloIE= ol &
~
o

i
i
£
ol
10
i

{ELICL HE S0, ZE E0IS0l "my server’2 &&= E2

& ¢
o2 4 =
2 “my server#l’E SAFE ) ZE#2°| IE EIOIE2 “my server#2”

Im
H*
(AN
10
H
Im kA

EtOIE
S

gLt

H H
>
O
10

2

nx

-

Host mode
SAE BEJL TCP £= UDP 2E2 HE&= Z22, 2 AMeld EZE= &D|(listening) ZE

g0t OSd 201 sz gggLICh

(listening port number + serial port number - 1)

2- Alelg ZEQ| [tE LetDIeH &2 “all port configuration"?t 22 value set2 2 & & & LIC.

Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling

AJl D82 WetoIeHE <dH, “all port configuration” 2| values set2 2 Alelg ZEWA
SLotH £EELICH
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5 PC Il £3&F

STS AlelZzE Jls2 Rod & &#F4E= ?lol PC Jt= =XR= HMSotd
72 PC JtE0t XIAELILCHL

- LAN Jt&

- 24 LAN JtE

- 2E 3

USLICL T2 40HX

- ATAJ/IDE fixed disk card

AEXE LAN £= 28 LAN JIEE 0I8ctH £ UE UERAZD AZ= Sl STS AleIX0
85g = UA2M, ATA/IDE fixed disk cardE Ol Ed AlAE H Alel€ ZE 271 HI0IHE NEE
= UASUILCH 28 JIEE AESE22ZM AEE ZE0 H&ot= Al2lg Z2E L0l STS Al2I X0
u]

22| (out-of-band) =2 & =& USLICH

EQL_J

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | ot et SErEE
Save to flash | Save & apply | Cancel |

8 5-1 =J] PC FtE && U+ 35

PC JtE =2 AZolJ| ol ArZ2Xes OS2 HHE +==oi0oF &LICH

Step 1. PC Jt& =X0Il PC JI=2 & & LI

ﬂJIO

Step 2. Select PC I1= & 0|5 0f A __ Dcowransweard | o seng|ry.
Step 3. STS Al2lE= IJIEE Z2M5HD| o 22420 o ZdI0l(plug & play) JIsS AISE
20|04, A M S00 UEIY 2A0QLICH AIRXIS BX J1E2 S=A910] 96
A O

IIet0IHE €8 = UsLIth

OII

>

Step 4. Save the configuration settings by selecting _ Savetofiash | S Mdeisi 838 AMES
N EeLICh
Step 5. Hi=2 [Apply changes]E &Ei6IH MZ22 &&= HZAIZLICL

STS Al2IZDJF PC JtEE &Ac6t=0 AliotH, s 2F UHAIXIIE LHEFELICEH
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o/

l_

18 5-2 20l A ol ALK

STS Al2lZ=Jt XI&5t= PC 9tEQ 2lAEE B2 JGtAH &5 B. /&L= PC FIEE &EX
SHMAIR.
PC JtEQ &=z= HFHU HSUHAM HAHSHHAE, AEXt= O3S 28 EXE HHOF LI
Step 1. [(Ban- show the actual button) Stop card service] & & EGHAAIL
Step 2. [Save to flash|E &EiGIH HEE & HES MESIAAIRZ..
Step 3. HI=0lAM [Apply changes]E A &5t HE LSS HZAIIYAIL.
Step 4. PC JIE &XR0A PC ItIEE HMAH St AIL.
FO: A2 22 EXUE HIX 21 &FR0M PC IIEE HIHGIH AAE QEZO 00| &
= UAsLIT
5.1. el It &3
LAN IS8 PC JtE &0l &XI5tH STS Alel== 242l UESRA HHIOIAR} IP F=AE
S F6tH ELICH O, IP =A== BEAl K58 202 XNEHOF &LICH

PC card configuration

Currently configured PC card
Card type
Model

MNetwork configuration
IP mode :
IP address @
Subnet mask :

Default gateway

Primary DMNS
Secondary DMNS

PPPOE user name .

PPPOE password :

Confirm PPPOE password @
PC card service

Discover a new card

Metwork Card

Linksys EtherFast 10/100 Integrated PC Card
(PCM100) ver 1.0

IDHCF‘ vI

|IE|2.1 681,254
|255. 255.255.0
|192.158.I.1

168.126.63.1
168.126.63.2
[whoever

|””****

I**-x—-x—-x—***

| Stop card service

Save to flash

Save & apply |

Cancell

J& 5-3PCLAN 7}E &&
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MEBXt= BIEAl PC & JIEE &&8E M PC & JIEE HEGt] primary 2 secondary DNS
MHE S&ol0oF ELICH RE O 489 HAsE HE 3.1 IP &0 KAHol &FZO
USLICH
STS AlelZJt XN&ot= & PC JtE C2lAEE BH £= B. STS A/2/XJF X&5f= PC
IIEE FESHYAIL.
5.2. 24 LAN Jt& &3
LAN JIEE PC JtE =50 &XIotH STS Al2lE= 22 UWESR A 2HHOIAR IP F=AE
S S20tH ELUICH O, IP =4= BtEA |R&st A2 XIFolok &LICh.
PC card configuration
Currently configured PC card
Card type Wireless Metwork Card
Model Cisco Systerns 350 Series Wireless LAM Adapter
Metwork configuration
IF mode : |DHCF' 'I
IP address : [152.168.1.254
Subret mask | 255. 255.255.0
Default gateway |1EI2.IEE|.I.1
Primary DMS 168 126.63.1
Secondary DMNS 168.126.63.2
PPPQE user name : |whuever
PPPOE password : |********
Confirm PPPOE password |********
Wireless network card configuration
SSID |
Lse WEP key . IDisabIed vI
WEP mode : |Encrypt vI
WEP key length @ |4D hits vI
WEP key string . |
PC card service
Discover a new card | Stop card service |
Save to flash Save & apply | Cancel |
J& 54 24 LAN FtE &F
MEX= BIEAl PC &l JIEE 48 I R4 & JHEE HEGHD primary 2 secondary DNS
MHE S&ol0oF ELICH RE O 4829 HAsE HE 3.1 IP &0 KAHol &FDO
ASLICH
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STS AldlZ2= 28 LAN HEFHZ <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent
Privacy) 2| JIs2 XIRELICI. AIZ2X= AP (Access Point)S XI&GHD| 2ol SSIDE AAE
A2 S8t encypted L= shared2 WEP 2EE2 &A&& £ QUSLICH. WEP 9| 20l BIEA
bit 010F & LICH 40-bit WEP [0, AtEXt= 22l 2 E ()0l 8l= 52 168 =
S5 0F ELICH 128-bit WEP 3101H, ZelAt S2()0l 8l 132 168 DE

4

n

£ S0, 128-bit WEP J| S&S AIEolI| ®lol AtEXt= OSH 201 13042 16&+ 2
E b,
000F25E4C2000F25E4C2000F24

i
e
in
=
©
Je
%
(=]
i
°
(W

STS Al2IZJt X&otes 24 & PC JtE 2lAE

i
W
e

F= B. STS Al2/ZXJ} X &5t PC

PC card configuration

Currently configured PC card

Card type : Serial Modem Card Serial Modem Card
Model : PCMCIA CARD S6KFaxzModem FMSAC-MFS 5,41

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel |

72! 55 PC serial modem 7t& &%

5.4. ATA/IDE Fixed Disk Card Configuration

A= AIAE 2 A2l ZE 212 HAESH)| 6 PC ATA/IDE fixed disk cardE At&3t=0l

Les MA OB IIJIE PISAl AFGHOF ELICH STS Al2lxs &M H& 3)| 2

CIAT0AM ALR JbsS8 AT Z2AS (=02 AFSHLC

sexe PP | 2 geasof sico oE mes AN 4+ AsUCL ARXe o] o
ol JlEZ moHst & QUBUCHL STS Al2lX= A3 JES EXT2 2 VFAT It

Wl
m < rr

z
[> 12 0o
ol

=

X &Ll

0

73



e STS AMlelx2 AMAE dEZ export L import 22 M, STS Alel2 &3 Ot

=38 + AU,

nio

Pl

0

PC card configuration

Currently configured PC card

Card type : ATAJIDE Fized Disk Card
Model TOSHIBA THRCFOG4MBA
Size ! £4 MB

File system : ext?

ATASIDE Fized Disk Card configuration

Total data size to be used (0~64 MB) | |54
Delete all files in ATA/IDE Fixed Disk Card : Delete |

Format ATA/IDE Fixed Disk Card : IEXTZ *I Format |

PC card service

Discover a new card | Stop card service |

Save toflash | Save & apply | Cancell

_1&/ 5-6 PC ATA/IDE fixed disk card &€&
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6. AIAE 2t

STS Alelx2= &EH CIAEY 0l 3tH(Status Display Screen)2 Soll AlAE MBI 21 HIOIEHE

BHFH 22/E 2o AASELICH AIAE &M OO0IEH= 22 018, Alelg Bs, EA0 HE &

STS Ael=9 HES3a 43 S0 USLICH E& STS Al2l== system logging JlsS

NEE =FHOA email2 21 OIOIHE A=s22 HE6HH 282 = USLILCH

AEXt= STS Al2l=2l &XI 018, M2 A2, 3& =6tAl JIE2adcs MAZE =&
o

o
USLICH g ClIHHOolA, 283 & L A2y 225 AHE0tH STS Al2l=

ol
0

I
ro
to
24_

System status

System information

Device name | STS400_Device
Serial Mo, STS400-060500005
Fid Rew, | w141
MaC address ¢ 00-01-95-04-00-01
Current time ; 06/02/2006 12:45.05
System logoing Enabled
Send system log by email | Disabled
PC card type: NOMNE
PC card model ; MOME

IF jnformation
IP mode STATIC
IFP ex=piration ; (B
IP address ; 192,168 4.18
Subnetrmask : 255.255.0.0
Gateway ! 192.1658.1.1
Receive/Transmit errors | (B
Primary DME 168.126.63.1
Secondary DNS | 168.126.63.2

I8 6-1 AIAE A CAE30)
6.2. AIAE 211 &F

STS Alel=&= system logging 211t AIAE 22 &E HAl JISsS2 H3ELLCL AZXt=
system logging ZE&NHIAE enable = disable AEHII & 2
218 NH&¥ot= /X ¥ AIA® 27 HH 3J|
e System log storage location
AMAE 2& STS Al2lX WE BI2e2l, PC It =20 &= ATA/IDE fixed disk card,
NFS AHS &X XI&E L= SYSLOG MHO MEEZ =+ USLICH AIAE 21 OOIHE

1]

r>~

Jm

o

+ N
0

o>
-

o
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M&Eot=0 WS 22 E AtEst=
ANAE 27 OIOIHE 2&0tHH, &
NFS MBIZ &&ai0F gfLICH.
flgt mtet0lIHEES d8ol0
HHE & E42 838 5+ gisLILhL
e System log buffer size
o mtetlle= =2ZE =
SLICH
27 HoIHE ME
C S0l et etdLich
27 OOoIHE M&EoHI

271 UI0IHE M&at)
AFg 2RIt ASLICHL

STS Al2lZ= €&EHX @2 21 HAIKX
Asez BEUESE 2388 = UAsULCL A
SZoloF LICH O It0IeH U= emails &

]
O
1% 9
08 +3

P &LICH OHA

<]

I} ®H
U= AIAE 27 HI0IE 2 &

Jl 2ol WE HZ22lE AMEole 22, AlIAE 210 ®HM 2J|l= 300 KbytesE Z &
tolJ] ?I6H ATA/IDE fixed disk cardE A=

?Io NFS AMBIE 3
AMEX= NFS MHE £330t AIA® 27 JIs0l HE

Z£7] OI0IEl= STS Al2IZJt JHE [ ArMIELIC

XIE ATA/IDE fixed disk card, SYSLOG At E=

G 2ol HME

b1 ol ArEXts At
DX g2 B2, AEXs o

Z0otJ|
g

ﬂEOI /é_'g

zIhg= 2Lt ool

g%, 2l 86l 3J1= 2t

ot=

AMEote E2, =l HHIH )= RPEUHYLICH

U= oflOF LICH

XS A
B I

<

?loll SYSLOG AW ZE AtEdcte &%, MEXN= HI IJIE

=Jt Olel X&det X0 ol2% 21 HI0IHE
A= emalls &&0H)| fI8 L2tOIEE BFEA
ot=0l 228t 21 M=, =F¢e! email =2 SO

System logging

System logaing

System log storage location .

System log buffer size (KB, 200 max.)
Send system log by Email :

1007)
System log recipient's mail address :

murmber of log messages to send a mail (1-

IEnabIed vl
IMemDry v|
|4
IDisabIed vl

B

|admin@y0urc0mpany.cum

Clear Refresh |

Save to flash Save & apply Cancel |
System log
07-23-2003 11:258:21 = Boot up Systemn Start ;I
07-23-2003 11:28:21 > Start with Static IP by 192.168.14.7
07-23-2003 11:28:21 » Start with PPPOE by 192.168.14.7
H

g 62 AlI2E 20 &% 2 2]
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6.3. AIZ2A4 202 =

WHE AFE R

Users logged on list

sername Terminal Login Date and Time From
root console Jul 23 11:27
Jg 63 AN 202 55
Users logged on list= AIAEIN 2701 st AIZXE ol TS 322 20 sLICHL
User name(AFZ X 01 8)
Terminal type for the session (M& 0 e HOIE ®/E)
Time connected (HZ & AlZ)
IP address of the remote host (28 SAEQ| IP F2)
FO: &2 Sl Exoles MEXE SE0 LIEILIX ZSLICH HTTP/HTTPS Z2EZ22 Sl
Sa AAL = 242 OFLICH
6.4 HARE BHE
" 64 WARE HE otHES SBOUHSLICH S AN HAREE HIoHdH, X
HARKEESE 2dotd, M HARKEE st = M WAKEE Zolotd| <ol 8 o M
HAREES d=oH0F &LICH

Change password

Current username .

Enter new password

Confirm new password

Enter current pawwsord

adrmin

Subrmit Cancel

78 6-4 HARE 1Y
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6.5. Device Name Configuration

STS AlelZx2| Z&2|E <ol ANMESZ HH| 0152 &8E £ UASLICL O 65= &l 018
A SFHULICH A= XIF Device name= B1AGHH ™ STS Al2l=2| hosthame 0| HAL A

T CLI &2 EZEZE L&t Oleiet 20 oHEEl= hostname @2 BHAHO0| ELICH
r oot @s5TS800_Devi ce: ~#

Device name

Device name | [55800_Device

Save toflash Save & apply | Cancel'

8 6-5 &x] 0/ &&

STS Al2lZ2| Device name &&0| &% ZAt= o1&E0| ZAI HX2OH AIE AL Device name =
Bl 22X 2 XA ZH STS AlelX2| hostname 2 STS Al2lZ2 IP =42 XAHs22 XFO0|
ZLICH. £8 Device name= HelloDevice Manager2t 22 22| T2 )3 0A &EHl AEZ 2

AEE LICH

6.6. ALE XL 22l (user Administration) &8

STS Al2lZ= BE FHZAl A= &5 XNEELL. ZE 20 28 MEXN=E 8 66 Af

[a—

r

EX 22 2 &2 ArEX 22l Hi=0lA 280 JOtsgLICh AlEXH 23 Al oiE AHE X0 CHet
2 (0]

FAlelE ZE 82
0

deimoz MXE 4 USLICH AISTH ASS A5 SioiAs 2 &

=2 TCP 2CHANY X0
SLICH MBXOS0 HHAE 4241TCP 2E2 AFBX 915 222 HI5HAIJI BHILICH)

Liser administration

Uzar list

ND.  UserID #1 #E #3 #4

1 |sena_device | =] |
Add user

User ID ; |portZ_user |

Password | |-------.-. |

Confirm |-------.-. |

O #a [ #4

| Savetoflash | [ Save &apply ] [Canc:elj

Part: [ #1

& 6-6 ALEAF 22
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STS AlelZ2= & €M 2 Al2t ZEE 2elLICH STS AlelZ9 Al 2 E8 dF2 U=
HX MHA o |AELCH O 6-710 20l AAEX=E 8 EM L AZE BHEAE
USLICH

g9 2 AIZE EF0lE F 0K 2YH0l ASLICH R M= NTPAMHE ALS0HH €M & Al
H¥E SXote JYLICH NTP JIsSS MBoIES HF0HH, STS Al2lZ= AAEEZ MAXE
HOFCE NTPABIOIA EW 2L A2 BEE JtASLICL NTP AHE 0.0.0.02 &FoHH, STS
AMelxE CZE NTP MHE AIZELICE 0 <0 STS Al2lZ2= UERIAE SoiA 2EHUO
HZLZH UOOF SLILCH AMEXN=E H=XSUH Ot =H =& AZHUTC: Universal Time
Coordinated) 2t2] Al2t Q@IZAES A0 SLICH & BN ZE2 NTP MHE AIS0HA &£1
gRet AlZtE =322 £Fot= AYLICH 0 HES AISotE WR dXE 0180t Ema
ANZ2H HEE |RAE = USLICH

L8t ASTIL AIAES @R E AIZS EEOHH £330 oAM= AlZ2tOi(timezone) 2t
UTC2tS| A2t QIAl B8F0| Z2Re =& USLICL AISXIE AHEILES AISSHOH, AOENY
AZHOH, UTC2t2l AlZb @A AIE I 2 Al2H, S5 ER & AN 22 MHEY Y 2
84S 3 ZI JUSLILH 0IE Soll STS Alel== HES AIAE A2 HAE =+
USLICH

Date and time

Use MTP @

NTP server (0.0.0.0 for &uta) @
Date [mm/dd,yyyy]

Time [hhemm:ss]

[Standard time]

Timezone :

Time offset from UTC (UTC + [#.=2]hours)
[Daylight saving time]

Enahble/Disable daylight saving tirme
Daylight saving timezone

Time offset from UTC (UTC + [#.x]hours) :
Start date [mm,/dd] :

Start tirme [hhimm:ss]

End date [rmm/dd] :

End time [hh:mm:ss]

IDisabIed vl

|1 92 168.200.100

[oT/08/2004

R

[aTc

00

IDisabIed vl

[0

[o770

|E||:|: 00:00

[T/

|D|:|: oo:on

Save to flash | Save & apply |

Cancell

18 67 ZHet A2t 74
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6.8. £8 Zcl

MEX=E 8 &8 28 CF JtS, NFS MW, AFEXt B2H(user space) L= 22 Hel 22
X0 TLZ EL(Export) &= UL, CF IS, NFS A, AIEX 32t L= 222 HAHM &3
Hd2E S0 (mport) M 28 22 2= =& USLICHL

|:

MEXE S0H2II(Import)E & M fAX H40M "Factory default"S S&EiGIHLE STS Al2lZ2
S IHEel B2F =0t Ve 4% A/XE =4 dHet: =) 2 2432 =278 = USLICHL
18 680X &2& 22l EHs =2 LICt. &8 dEE BUDI(Export)dtHLl S0
(Import)otedi®™ CtS Mtet0IHSS HEotH Z£&oH0F &LICH

0
=) ﬂJI
itk

a
(1%l
ol

HFFE BUDI(Configuration export)
?IXl(Location) : ELHI|(Export)& 2 XI.

a3t (Encrypt) Yes &= No.
D=|

HFFE S0 2| (Configuration import)

?IXl(Location) : S J|(Import)E <IXl. Factory defaultE H&E5tH xI| JlE HFES
E7g = UsUIH

HFFE MW= (Configuration selection) : HY BF2 HSFHZE =0W2I|(Import) £
ZEELICH

&S 3HEncrypt) : Yes E£& No. S0 2J|(Import)& I XIJt Factory defaultO| 0t H&k2

=X st

O MEi(File selection) : CF IS, NFS Albl, 121D AFRX 22t =9 Metsl 2|0 Al
55 SMS BIESHE BUDI(Expor)E IO 222 BHELIC

22 (Local) : SIXIJ} 22 HAY [ 22 HAMAN EUII(Export)e TIUS Fe= A2 9
=Lk
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Configuration management

Configuration export

Lacation ; © cFcard © NFSserver © User space(fusr2) © Local machine
Encrypt IYes vI
File name : | |.syscm

Export |

Configuration import

Location © cFcard € NFSserver © User space(fusr2) © Local machine

 Factory default
Configuration selection :

[T select all

[ system configuration { 7 Including IP configuration )
[T Serial port configuration

Encrypt IYBS 'I

File selection : |-~ Select file --—-- = Local R,

Irnport |

18 6-8 £& &2

sl £83E2E 2UWII(Export)otcdA® s EXE MHSLICH

1.

2
3.
4

I
=
=
—~
m
X
e
o
3
N—r’

S AAXNE HEELICH
gsst sds AdEELIG
megds gggLd

[(Export) &l AFEFEE =W 22I|(Import)otedi™ OGS EXE WMSLICH

E 8tAHM EWH20(Import)E TS M ELICH
S0 2J(Import) 2XIJF 22 H{AI0I2tH FOLE2 Il (browse) HES 2
SWH2I((Import) & IHLS SHEEHLICEH

[Import] HES S &LICL

IIJU

ﬂJI
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HAO fdol=

T LIH0IE=E AMelgd 25, A 25 £= & Q2HHOIAE Sl Jisglch =z
AOH0IEE= http://www.sena.com/support/downloads/ Sena I AIOIENA 0ISE %= USLICH

8 692 BAN YdI0lE & LEHHOIASE 20HSLICH

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes masximum

Upgradel Flesetl

18 69 &R0l Y col=
s Sofl HANWE YdoIEotAH Us2 BXE ELUILL
1. HO0tEJ| HES 2ot z& AN HolUH2IE &= ELICH
2. WEE HE2Z H401E &LIC
3. Ecl0I=E Otd = HEMeES HEotI| RIhA AIAEOl MHAIEZ A LITH

tJ1 fIoi M= TELENT/SSH &=
HOIE osdiolg Z280| 228 M5 Z2EZS X

OF2h SLICH &R0 gddlol=
S0l= o1de #FL¥e IP €3 £ Mot =J| DI

HOIOIZ YIa0ICE M 82 22 T= AP 222 A8
Moz 2ME HYLICH

i o

EY

o4 mA
fn -

£2 0/80t0 BAIOE Y10l of)l fliohM= Ths2 2XE GELILH

1. =& BAOWE FELICHL

2. TELENT/SSH HE£= Alelg€ 2£& ZEE AIZotW HOlE oSd0ld Z2H
A ZgLIC

(AMelg 2 EZEE 0188 d2 ool 2d Ze2l2=Z2, Telnet £= SSHE

o

8 6901 20l= XX AN SAd0l= H=E HESLICH

4. 2ctel NAAg S 210 I8 61001 20l AHME8 z28 Z2E2S ASotH
B0 btoldel s &

5. dI0I=Dr LY BHE AgS HE0ot)| ol AIAE0l THAIEE R LICH

6. AN FId0IEE AMctH, STS Alelx= 8 6-11HE 0idd BAIXIE HA
JYULCH E£8 STS Alelx= &M 8/ H&EsS |AXAoHH ELICH

!

Login : admin
Password : *****

Wl cone to STS-800 configuration page
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Current time: 07/23/2003 15:04: 07 F/ W REV. : v1.0.0
Serial No.: STS800438349- 42944 MAC address: 00- 01- 95-04-19-5a
| P node: Static IP IP address: 192.168.14.7
Sel ect nmenu:
1. Network configuration
Serial port configuration
PC Card confi guration
Syst em admi ni strati on
Save changes
Exit without saving
Exit and apply changes
. Exit and reboot
<Ent er > Refresh
=>4

g0 =@ @1 oS @9 [N

Sel ect nenu:
1. System status
System | oggi ng
Devi ce nane: STS800 Device
Date and time
Change password
User file upl oad
Rel oad factory default settings
Rel oad factory default settings except |P settings
. Firmware upgrade
<ESC> Back, <Enter> Refresh
--->9
Do you want to upgrade firnware? (y/n): y
Transfer firmvare by znodem using your term nal application.
To escape, press Crl +X
**B0f f 000005b157

18 6-10 && £= AcIg 2£2 AFEst B0l Z4/0/=

ORRIRROII=RCOND

#gCom_1 - Hype - 0] x
£

File Edit Wiegw Call Transfer Help

7. Exit and apply changes _I
8. Exit and reboot
{Enter’> Refresh _
—> 4 : Send File ed |
Systen administrat Falder: D:A\DaownloadiSenatFimmare
Select menu: Filenarme:
é: g;gzgm ?E;Elﬁg ID:'\DDwnload'xSena'\Firmware'\SSBDD.img
3. Device name: §
4. Date and time  Protocol
L. Change passwop P =
6. User file uplo IZmI:n:Iem with Crazh Recovery J
7. Reload factory
8. Reload factory
9. Firmware upgra Send[ | Cloze | Cancel |
{E5C> Back. <Ente
—_—> 9
Do you want to uwupgrade firmware? <(y/nd: y
Transfer firmware by zmodem using your terminal application.
To escape. press Ctrl+X.
=*xRBAf f ABAAAL h1 57
Connected 0:02:45 lauto detect  [96008-N-1  [SCROLL  [CAPS  [NUM  [Capture  [Frint echo y

J& 6-11 ZZ2E (HyperTerminal) £ 0/&3F HI0/H2] Itg &E)
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--->9
Do you want to upgrade firnware? (y/n): y
Transfer firmvare by znodem using your term nal application.
To escape, press Crl+X
** BOf f 000005b157
**BOf f 000005b157
**BOf f 000005b157
** BOf f 000005b157
Fi rmnare upgrade failed !
Now r eboot ...

Jg 612 &0l Zd/01= &I HAIX

6.10. AL A I HF =6

.{

AEX= KHAle] MYES STS Al2lX20 E2EE == JASLCH DU IE F2E Jise 222
HsOAe XIFELICH ItY H2E Hiss 08 6-130A 20X X0l 2 Hw2 “4. System
administration --> 6. User file upload”tl </ XIoil USLICH
MEXIE 2 H=E AIZHA STS AlclZ0 IYE2 YZE6H)| foiMes, BIEA Z28 d&
TZEZ2 X26l= TELNET/SSH £&= HOIE 2018 T2 S AFEdi0F ELICH.

AZC HXte USh 201 22 HSE AMSdHA BAUE Z00/E6t= HE D BIx=&LICL

2. TELNET/SSH &= Al2lg 2£ ZEE AZoild HOIE oEdold =20

(Alelg 2 ZEE 022 ZR 4dEol 2d Z222Z, Telnet £= SSHE
2

3. J& 6132 20| AISA It €2= Hi=0A &== LIt
4. 18 6-1101 20l= AME 22t NAIAIE et zZEE Z2EEE MEHA AISA
o

mes 85Ut
5. 2H YI LI 22 EHE AAEE 18 61310 201 d3 HAIXNIE EAEY JYLITH
6. BZE=ES AIHotH STS Al2lZ2= 18 6-14 &0[ 0idd GHAIXE ZAIE A LICH

EN Y A2E= 28 AAEX S22t (Jusr2) CIEECIMAME AAZELICH STS AlelEWHR 2
2 AAE0 2E O B2 228 2dY, 8.2 A/ IHEIE 22 & XGHAIJ| BHELICH
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18 6-13 AIBA It ZZ2E U= &F HAIX

18 6-14 AEA It YZ== A1 UIAIX]

85



7. AlAEL S

STS Alel= & QHHOIA= AMAE SH SHHS HMIELICL AMEX= AlAg SH sEH2S
Z X5t STS Al2IZ HIZ2l0 MEE SH COoIEHE =olg 4= USLICH WEKT 2HHOoIA
L Al2lg ZE SH <= link layer, lo, eth 2 A2l ZE0 CHSt AHS SHE LIEFRLICH IP, ICMP,
TCP % UDP SJl= TCP/IP Z2EZ22| 40129 JI2 4% QAS0 e A8 SHE LIEtELICH

7.1. HESI3A 2 HOlA(Network Interfaces) S

HERAZ
HERAZ

I H Ol A&

QIR MOl AQ! etho THEF JI2 UWERZD AHHOIA AISS

MNetwork interfaces statistics

Interface I ethi
Feceive Bytes at=]u] F4488601

Packets 3 2057
Errars u] u]
Crop u] u]
FIFO ] ]
Frame u] u]
Compressed ] ]
Multicast 0 0

Transmit Bytes at=]u] FooTFo4

Packets 3 3991
Errars u] u]
Crop u] u]
FIFO ] ]

Frame u] 330
Compressed ] ]
Multicast 0 0
JE 71 WEFT QEHO0IL S

7.2. Nl2lg LE SH
Alelgd ZE SHe= 3242 Al2ld ZES AIE S, Baud rate &8 & 28 ZTEQ| & A

EFRILICH ( @ :On

& : Off)
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Serial ports statistics

Part Baud Rate Tx Rt RTS CTS DTR DSR  CD
1 38400 D D ) Q 5] Q Q
2 38400 D D ) Q ] Q Q
3 38400 D D ) Q ] Q Q
4 3400 D 0 s ] Q ] Q Q
5 3400 D 0 s ] Q ] Q Q
5 38400 0 D Y Q ] Q Q
7 38400 D D ) Q ] Q Q
B 38400 D D ) Q ] Q Q
& 7-2 Al2IZ ZE AEY
7.3. 1P E A

IP SH 3tHS IP ZZ2ZEZ2S AMESSI0 /S Z0 st At H2E MSELICH
4 O 2

AN2EEesE 222l OietOleol et 82 & 282 Usi €sLIth

Forwarding :
IP forwardingO| enable == disable AEiQIX G E
DefaultTTL :
J|&2 TTL(Time To Live)
InReceives :
AE o™ =
InHdrErrors :
ol @FIF JUCHD =4I oIS ~E=R& HMI&(checksum), %X &= HE EH,
JIEH Z% O, TTL =3t S)
InAddrErrors :
T FOF JACHD =41 OOIHOES =
ForwDatagrams :
Forwarding = OIOIE{ &2 =
InUnknownProtos :
QIAGX %Y L= XNJEX %2 Z2E2017] =0 RAZJXSE &=
Ol &2 ==
InDiscard :
LIZ2EE &2 8 2HMe 2HEX (UKL SAIE(HE S, BHHIH 32+ 52 &el) g
= IP HOIHOHS ==
InDelivers :
M= =4 OoIeHO82 =

Y
|0
HU
4
>
r
o)

OutRequests :
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HdEolEE REE £ 0682 == Forwarding € OOIHI#S == N2IE.
OutDiscards :
SPAE &4 HOoIHIO"S == H o EES 20| SHENZ &40 X ZAX S =
M= el= Oolgage =5 20/g. 0l == Forwarding € COIOIEHO822 2t ZIAKX|Ct
012 22 222 RAl JIES 2=ot= OOIHIOHES =5 X8
OutNoRoutes :
destination IP =20l &6t 918 220t ALK %2 HOIHIOZS =~ Ol GoIeHI
2 HII M2ELICH
ReasmTimeout :
HOIHO" L0t &6 =, UHX OIOIEHO&8ES0l S2oliotcte olg Al M2 oY

AZHO =%6HA 22 B2, UoIeHd#E2 HII N2,

|]0II

=

=
=]

o

O

Jh
rr

ReasmReqds :

0l 2Lt HOIHE8S =
ReasmOKs :

d42H02 A= Coledde =
ReasmFails :

M =~ = HOoIHOZES =
FragOKs :

H438HOZ fragmentation & OIOIE &2 %
FragFails :

fragmentation &/ IHst CIOIE Q&9 =+
FragCreates :

MHE fragment ==

IP statistics

Forwarding 2
DefaultTTL a4
InReceives 2208
InHdrErrors 0
InAddrErrars 0
ForwDatagrams ]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
QutRequests 4973
OutDiscards 0
OutMoRoutes ]
ReasmTimeaout 0
FeasmRegds 4954
Reasmoks 1667
ReasmFails u}
FragOks 21
FragFails ]
FragCreates 118

Jg 7-31P &4
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7.4. ICMP SH|

ICMP S 232 ICMP Z2&E 22| A

2 s ZsUt.

0F0
OHm
=
0
HT
i
é
0B
il
C
o
I
=

tetole 2l dof & &9

InMsgs, OutMsgs :
=4 L= dEE HAX =

InErrors, OutErrors :
24 F= HSE WA £

InDestUnreachs, OutDestUnreachs :

=& = 8E" SHAXN =Eothl 28t HAIXS =

InTimeExcds, OutTimeExcds :

kA

time-to-live(TTL)E Zutote =& = &ESE HAIRIS =
InParmProbs, OutParmProbs :

=4 = 8SE HAIX S Met0IE0 2F 0 2
InSrcQuenchs, OutSrcQuenchs :

A E= MEE AA Quench HIAIXIS ==

|'0|I

FOIAIXIS ==

InRedirects, OutRedirects :
24 L= M&5 = Redirection HIAIXIS &=

InEchos, OutEchos :
S&l L= +0E echo 232 =

—

NEchoReps, OutEchoReps :

B4l L= =4I echo SE2

InTimestamps, OutTimestamps :
48 L= MSEE time-stamp LA &
InTimestampReps, OutTimestampReps :

48 L= MEE time-stamp SE€2 =+

InAddrMasks, OutAddrMasks :

a8 C= FaE =4 DA 4

— L — O

InAddrMaskReps, OutAddrMaskReps :

=0 = dEE F4 0tA3 S +=

N —
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ICMP statistics

InkM=gs=

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InsrcQuenchs
InRediracts
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrivasks
InaddrMaskReps
ogthsgs
COutErrors
OutDestlUnreachs
OutTimeExcds
OutParmProbs
OutSroQuenchs
OutRedirects
QutEchos
OutEchioReps
OutTimestamps
OutTimestampReps
OutaddrMasks
OutaddrMaskReps

[ s T e e e e e e S NS e e s e s O A

&g 7-41CMP &7

7.5. TCP SH|

ux
02
ro

—
0
)
Om
=
on
2
1o
_|
@)
)
1<
HU
HM
I
10
=
0r0
Om
=
0%
HT
U
>
I
1]
-
o
N
=]

tetOIE el 82 &

RtoAlgorithm :
AME =0l retransmission time-out (RTO) 212|&. M&ES 02|

JHE.

ol
ro
o
alo
1o
S
OfH

: CONSTANT - Constant Time-out
: RSRE - MIL-STD-1778 25 B

: VANJ - Van Jacobson's Algorithm
: OTHER - Other

w N —, O

RtoMin :

Z & RTO &t (ms).
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RtoMax :

ZItH RTO &t (ms)
MaxConn :

0 &2 ME =

ActiveOpens :

S8 HH9 = S3HQ A2 Scl0|HES &%
PassiveOpens :
== HHO = =zHQ AAZ2 MH2 ZF=.

AttemptFails :

AU HB A0 CHEE =

EstabResets :

MEEe2 d8& HE2 =
CurrEstab :

S d8g& o243 =+
InSegs :

=4lE segment ==
OutSegs :

HEE segment =, MESE segment= ZSE A &3,
RetransSegs :

MHESE HMIAHE =
RetransSegs :

MESE MIOAYE & 289 M=
OutRsts :

Reset Sci 10t &350 d&E MIAHES =

TCP statistics

Rtoalgorithm
REoMin
RtoMax
MaxZonn
ActiveOpens
Passivelpens
AttemnptFails
EstabResets
CurrEstab
InSegs 1051
QutSegs 1486
Retrans5egs u}
InErrs u}
DutRsts 5

o S o O Y O s T Y s Y

g 7-5TCP &
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7.6. UDP S|

UDP =l 2tHE UDP ZZEZ& AMEol= WY
cHoll 2f miet0Ieel E2 & £H0l U2k ASLICH
InDatagrams :

FoIE doigagel =
NoPorts :

NEE ZEI Fgotkl &0t HII M2 =& HOoIeHIOgS =
InErrors :

=HlE 2F OO0IHIO#S =
OutDatagrams :

MdEE OoIHO#S =

UDP statistics

InDatagrams 359
MoPorts 4
InErrors a
CutDatagrams 3e63

1&g 7-6 UDP &JH/
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8. CLI CtLHA

8.1. A&

root £= System admin & AlAE Z=£ L= Telnet/SSH &3
Linux 2= HWECS! QIHHBIOIACL)Ol &

%EF
Linux 8= Sot0 STS AlclE &EE ZAlotl], &8 E&6tL

4 Atgts & Eotl, AS
At ZOl scriptE AEoH 2 SAEQ STS Al2lE AMOIOIA MES &E5E &= ASUICH

cHAl HIZ22I0A 8110/2 &= UAES Jusr2 0l 1024 KBS AIEX 2t X

LA, AbZ A= KHAIOL MIZHSE shell scriptE &g == UACH, Hdst B2

STS AlelZ= W
S UCH AFEX

s

0
op O
r

ey

02
rr me

>

4
C
o

[> H
0

0z
o
78

C

¥
rr

S
S
=
O >
=

Telnet/SSH 22t0IHEE ALE6H0 CLI 0Ol €58 = USLICH
A A

o
sleLIltt. 2& 28 fliwl 3= SAe 858 = UsL

sl
Jp
o

A

System admin2 CLI}
Ch.

8.2. SdlAl =14

STS Al2IZ W2 Z2fAls ofHel He 20l PHELCL AS2XHe Midblocks 0 ARSI
d&5g = A0, 0l= /usr2 Ol DIR2EDNH USLICH AMEXE fete, var Z ftemp L0
d2g = ASLICH MREES = 0ld 20l &=l 8206t X2 STS AMelZ0 g =X
2SLUICH 4L, ot AISXF S0 822 ot saveconf HH =S AEMsOIH, 43 Itge
HACNH WE SHA HZe ez HEDMH, MEEsH 0] LHE0ol E=2SAH ELICH TetA,
S E0tAl %A HZBSHH STS Al2lE It S22 S&EGHK 22 = JUASLICH FHYQ JL, STS
AelZJF &SotAl 28 =& AsLIt

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblockl Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, /var, /tmp 64

Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (R/W) Jusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. NI’ L= Linux SEcClEl

8.3.1. Shell ¥ shell utilities:
sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

8.3.2. File ¥ disk utils:
Is, cp, mv, rm nkdir, rnmdir, In, nknod, chnod, touch, sync,
gunzi p, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, nke2fs, e2fsck, fsck, nount, unount, scp

8.3.3. AIAEI RECIE:

date, free, hostnanme, sleep, stty, unane, reset,

i nsnmod, rmod, |snmod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usernod, whoanm , who, passwd, id, su, who

8.3.4. HER3A ®wELIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4. root &= system admin2& CLI &=75})|

Aelg 2&:
1) PC2l Al2lg EEQ} STS Al2|X9 22& ZES HAFLICL
2) PCE HOIE H8diold Z28s 4o LI
3) PCo Alclg ZEE O3S &0l £&&&LICt: 9600-8-N-1 No flow control
4) <enter>E S&LILCL

5) STS Al2l= root HAOILI admin HE2Z Z 1CIEHLICH

L

02
@

A

Telnet 2&:

1) telnet STS A/2/ZX ip_address
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8.5. CLIOIAM STS Series && # & 5}D|

8.5.1. £3 It NE/ZE S&:

1)

2)
3)

STS Series= 28 Al, /cenf/cenf.tar.gz TS /tnp/cenf/ 0l S E0 HEGHD
/cnf/ CI2M&EC|E unmount &LICH

AMEI EES HEGHH, /tnp/enf/ 0l U}= MES2 WHES HBGHH ELICL
AZXIE &0IM [Save to flash], &= CLI LH2l saveconf HHES o

ol= &R, STS Series= /cnf 2 CHAl mountst /tnp/cenf/ 0l U= HASE TLS
/

cnf/cnf.tar.gz& CHAl =ELICH

8.5.2. CLIOIA €3 BE &Y.

dotdd, SAE J|Ete| Ol €& =EclElQ configmenuE

agsL O3 S ZELICH
1) vi BES AME8ol digdtles €8 MEsS BYEUL. (2 IE2 2F Oietolgol st
ANt dHg £5 C. STS Series &4 If2 = EXLGHAR)
2) saveconf RECIEIE AIZd &8 WS S+ K20 HESLICH
3) applyconf RECIEIE AMEdH RE BHA AIES AALHN HSELICH
root @92.168.0.117: ~# confi gmenu
or
root @92. 168. 0. 117: ~# cd /t np/ cnf
root @92.168.0.117:/tnp/ cnf# vi redirect.cnf
root @92.168. 0. 117:/t np/ cnf# saveconf
root @92. 168. 0. 117: / t np/ cnf # appl yconf
8.6. A& X}t script & &5}
Shell script /usr2/rc.user = STS Series)t REEH U522 SEEH AHELICH AIESX=E
MEX HO| script £= A3 T2 )es ASGID| 2o rc.user Y2 =& = USLICH

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine

#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbin
# Add shell command to execute from here

echo

‘This is the wel cone nessage defined by users’exit 0
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8.7. File &8 &

ol

ANE=E MY HES Aol fip Sct0IPE T2

lusr2 CIA&E20l MNEE = UsLICH

1o
=
00
ot
1>
$0
IT_J
I
Hy
J
0%
o
o
/0
na
(=]

root @92.168.0.117: ~# cd /usr2

root @92.168.0.117:/usr2# ftp 192. 168. 2.3

Connected to 192.168. 2. 3.

220 | xt 0oo. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Nane (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renote systemtype is UNI X

Using binary nbde to transfer files.

ftp> get test.tgz

local: test.tgz renpte: test.tgz

200 PORT command successful .

150 QOpeni ng BI NARY npde data connection for test.tgz (350 bytes).
226 Transfer conplete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye
E3 AFZRHE scp Z2t0IHE T2 0125101 Encrypt & AHHE DYS SAFE & UsL
Ch. AtE XS IM STS Series(192.168.0.120) 0l A= S&E MLES SAtotd 4= BRU=

PC 0i
C2 22 HHS MEXN PCOUIA &A™ Al = ELICL

[ root @ocal host work]# scp root @92. 168. 0. 120: / usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be establi shed.
RSA key fingerprint is cl:70:ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Pernmanent |y added ' 192. 168. 0. 120° (RSA) to the |ist of known hosts.
root @92. 168. 0. 120' s passwor d:

rc. user 100%'*****************************| 173 00 00

[ root @ocal host worKk] #

8.8. Gil Al

8.8.1. &X|9 telnet disable o}J|

STS Alel= &=, 323 2L EE(SSH & TCP EE 22 £ = telnet& TCP ZE 23)=2 HE
MO=Z HIZ2#HS ot= JIsE XNEotKNes LSLILCH AHEXti= &/Telnet/'SSH € S8 STS Al2l=
23 H=E SdiNs B &3 2= HIg2d = 24 4 &S & 0 JASsL

MNEBXt= AMEXNE script rc.userE = EZM, &K StLICl 22 2&(telnet L= SSH)LHS

lgtd et &

n
i
e
1
20
oy
°
o
1
o2
Qj
rr
0
IS
0
o
0o
S
m\l

01 2I9bX12] Gl KO AsLICH



=e2 T

OflMl 1.'i netd.conf' IYS £=AELIC

1 A /etc/inetd. conf (telnet AHIAE commentout £= AHNE =A&LICH
2

EtH i netd. conf 2 /usr2/inetd.conf & SAI&LICH
3

SAH Jusr2/rc. user scriptE Ctsidt 20| HEELIC

E| St

HE FEE MOIL telnet MHIADE HIZ2E B =S S

GIXl 2.iptables rule &3

1 SH GSn &0l /usr2/rc. user scriptS =& &LICH




MNEXtE AMAHEES 28 [H0ICt telnet MHIAE disable & B0 SI&F & = JUSLICH AHEXR
Jb Factory Reset J|S2 0|20t0, STS Al2IZE | 48X 2 =RG6HH, /usr2/rc. user
script 22| O|E& /usr2/rc.user.old# M=z HEZMH RcHe rc.user MAO =7EL
Ch.

ArEX= crontab2 01260 FJ)|&Ee2 & Zz JHHE2 Aaigr =~ UASBLICEH crontab2
0l2ol FIIH AHS JisolH otedd Ch82 HHES 22T AlD| gHELICH

1 & Jusr2 CIZECI0l crontab MtYS MASLICH 32 &4Z crontab IHE2 /tnp

Cl&&Eel &0 current-date It

e
o
0z
0x
Qﬂ
kJ
J
=
o -
o
N
HI
[=)
=
[
o
C
a

SHELL=/ bi n/ bash

# Sanple crontab job

# Run every two m nutes

* * *x x x gcho “date’ > /tnp/current_date

2 Sl .

010

°f HE = 0I8ollM crontab P S S=EELICL

r oot @TS800_Devi ce: / usr2# crontab sanplecrontab_file

s

3 B AAEES Y MAIEE MU cron HYsS ZFRESZ CHSHE O3 20

rc.user A EE AI26tH ELICHL

#!/ bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#
#PATH=/ bi n: / usr/ bi n: /sbin:/usr/sbhin

# Add shell command to execute from here
crontab /usr/ sanpl ecrontab file

exit 0

STSUHAME - SE(UICIEHE AMESHH S crontabs E&)0l XNELX H=les A o
ADI HHELICH [etM AFZ2Xt= BEEAl vi OICIEHE AFE0t0 crontab IS HES HEoH0F
SfLICH.

crontab II2| IZCH(

i
o

KhAl

ro
0

=
-

rr

2l=24 crontab =2 HEXoIMAL. (man 5

cront ab).
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9. AlEA HAHOIOIE JI0IE

9.1. &

STS Series= Ct&et HAHOOIE 2E S M3Bot)|l 20 AAEXs SHOM XA STS SeriesE

HEY &= USLILL. STSSeries= LS 201 MEX HAEDONOIE =H=S MSULCL

p
=
1o
H

In
iy
J
0x
4o
nx
02

EL= crontab2 0|3t FIIHCz SF ZZ2 )2 AH:HE o USBLICE crontabS
= =
o =

otod =JIH HHS Jtsob ot Chsel HAHS

1 & Jusr2 CIZECI0l crontab MtYS MASLICH 32 &4Z crontab IHE2 /tnp

ClelEel &0l current-date IS MAGHD 1 LHES 22010 HAELICH

SHELL=/ bi n/ bash

# Sanple crontab job

# Run every two m nutes

* * *x x x gcho “date’ > /tnp/current_date

2 S OS2 94™¥2 0l8oiA crontab Ir
r oot @S800_Devi ce: /usr2# crontab sanpl ecron

2 ﬂJIO

QD

S g

]
il
C
o

19
o
02
4
14
[0
Hu
=
i
ol
e
o
alo
[

\V]
S

3 B AIAEZ Y MAIEE MOl cron &
rc.user ATJEEE AIS5IH ELICH
#! / bi n/ bash
#
# rc.user : Sanple script file for running user prograns at boot tine
#
#PATH=/ bi n: / usr/ bi n: /sbin:/usr/sbhin

# Add shell command to execute from here
crontab /usr/sanpl ecrontab file

exit 0
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STSOHAE e SEOICIEIE AME6tH &M crontabS HA)0l XRLX SL=lie A2 F2
AD| HHELICH [TetM AFZ2Xt= BEEAl vi OICIEHE AIE0t0 crontab ISl WE 2
&HLICt.

crontab ISl IHOHQ 28t XtAMIst E2= 2I=2 crontab =S HEXoHAMAIL. (man 5

cront ab).

9.3. At2Xt &2 & HOIX

STS Series= AtEA 2 & HOIXIE XNEELILL AIEX=

S0 AtEXH 2 HOIXII H ez Y HES 43

IEY

AEX CIHHIOIAZ ZeIst
= AsUt. C2E & HOolX

M
o

HE0 25 XME E2= M@ 3.9 & MB 4 (Web Server Configuration)S & X6HA Al 2.

2e Jj2 @ HOoIXIOF 124 HOIXI(Customer Page)2 HZEZIH, AMEIIF & MEX
CIHHIOIAN Z3¢est =0 2 HOIXIJOF & LG 12X HOIXIS WES +&dtHAY,
MEXts BIEAl index.html THLO0ILE CI2E CGlI Z s Fofot &LICH 0 & mES

STS Series®| /usr2 CI2E2|0l 2 Xl USLICH
index.html 2 LHE £+&E index.html Y2 LIS
T203o| s "HHol)|l folMds, AI=2XDF 8t

=&t S0l HILoHoF &LICH. CGl Z2 32 A4 DEE HIMEGH| M AIEe A2A

£ «=&dodl= A22 EELIL. ddU CGl
o

Al CGlI EZzJde] 2 A4 IEE

N EtA(cross development environment) == SDK(Software Development Kit)Jt & 2&HLICt.
STS Series& SDKE FotHLE AzA Y 2Z0 28 XMs EF2E  JAGHAIH
MHIUHIA=Z X&) Jl= X252 (Sena Technical Support) 0l H2f3HAIJ| HEEFLICH

0.4. NI Xt X489 DEE X A6 AlsHEHD|

AMNEXH XH&lol 88 Z2¥ DEE HHGH)| RoideE A=A WY &8 L= STS Series&
SDK(Software Development Kit)JF 2 2&HLICtH. STS SeriesSDK= PC CF IIE S EHZ2 HISELICH
(STS Series€ SDKE oL AzA g sHH0 28 XMet HE2EE  JGHAIH

NUHI=ZXE Iz XE20 S&GHAIJL HHELIDH.

STS Series SDKE AI&5t0, Ar&Xt= STS Series? CLIHA 2010 Zz s HHE =
USLICH
O XMst HBBE 26tAIH STS Series HAEIDOIOIA JIO|E(STS Series customization guide)S

Xt
(=]
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#
=

ol

HA ALZ2XHE AHEX

ADEHE m &
AESA Z28el =H0| Alelg ool
USLICH ZH oHScAHolE Ao 28t
HXotYAIL.
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A 1.1 Ethernet Pin outs

STS Al2lEX2= AT&T 258 A2 &35 HUYEQ HZFE Ethernet HEEE AMEELICH H A-12
gy 9 MM MAS BSLICH
& A-1 RJA5 HYEHS Bl HYX/

I A-1. Ethernet2 RJ45 HYE/ S & &5

T rE e,

1 T+ ST} Bl M

2 T FEM

3 Rx+ = A B

4 NC = A

5 NC e

6 Rx- =M

7 NC Z A BlA

8 NC 2+ AH
Al2 2 & Al2l€ EZE Pin out
STS Al2lZ== 22 € AM2l2 ZE 2 RJ45 HUHE AMSELICH Al2lg ZEE RJ45 HYH
O E X2 E A-20l LN USLICEH 2 Eols Alelg SA 230 U2 J1s0l USLICH

T A2 Z£ 2 Al2/g ZEZ RIS HUEEH & g
Pin RS232
(console and
serial ports)
CTS
DSR
RxD
GND
DCD
XD
DTR
RTS

XN ]| B|W|IN]F-
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A 1.3 Ethernet Z248 &%

HelloDevice

Remote Host

_1&/ A-2 Ethernet direct connection using crossover Ethernet cable

HelloDevice

Remote Host

Rx+(1)

Rx-(2)

Tx+(3)
Tx-(6)

Hub

_1&/ A-3 Ethernet connection using straight through Ethernet cable

A14RS232 A2l HidE

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 1> 7 RTS
DSR Orange —> 2 St 4 DTR
RXD Black 3 | 3 TXD
GND Red 4 > 5 GND
DCD Green —> 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 St 6 <= DSR
RTS White 8 <> 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 4 RTS
DSR Orange —> 2 St 20 DTR
RXD Black 3 | 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 1> 3 RXD
DTR Brown 7 ) 6 <= DSR
RTS White 8 1> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 | 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 St 6 <= DSR
RTS White 8 1> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 5 CTS
DSR Orange 2 St 6 DSR
RXD Black 3 | 3 RXD
GND Red 4 > 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 St 20 DTR
RTS White 8 1> 4 RTS
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25 2.STS AlEl2JF XI&ot= PC 3t&

STS Al2lEX Al2l2E OS2 PC JtEE XI&E L

2 A3 UER=Z FIE

Manufacturer Model/Name STS probed Model name Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H A4 BH HERT IIE
Manufacturer Model/Name STS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series

11 Mbps Wireless LAN

Wireless LAN Adapter Adapter
Lucent PC24E-H-FC/Orinoco Silver Lucent Technologies 11 Mbps Wireless LAN
Technologies WaveLAN/IEEE Version Adapter

01.01

Lucent PC24E-H-FC/Orinoco Gold Lucent Technologies 11 Mbps Wireless LAN
Technologies WaveLAN/IEEE Version Adapter
01.01
Agere Systems Orinoco Classic Gold Lucent Technologies 11 Mbps Wireless LAN
(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version Adapter
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-5 ATA/IDE Fixed /A3 Ft=
Manufacturer Model/Name STS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCFO64MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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I A6 Al2lg 2E I

Manufacturer Model/Name STS probed Model name Specification
- PCMCIA CARD .

Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§r21FM56C-NFS FAX/MODEM PC Card
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card

CIRRUS LOGIC
KIT PCMCIA 56K
KINGMAX Fax/Modem Card 56K MODEQ/I4C]:-L-MD56XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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£5 3.STS Alel2 €3 I
A 3.1 System.cnf

syst em cnf

system configuration which exist only one place on this file.

B HH HH

# kind of |P configuration node
# 1 - staticip, 2 - dhcp, 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192.168. 161.5

# system subnet nask
subnet = 255.255.0.0

# syst em gat eway
gateway = 192.168.1.1

# dns configuration
# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,
# you can set 'bmanual dns' to O.

p_dns 168. 126. 63. 1

s_dns 168. 126. 63. 2

# pppoe configuration

# 'ppp_usr' is pppoe account nane and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai |l | oggi ng configuration

# if you want to send log via E-mail, set '"emmillog' to 1

# 'emuillog num trigger sending enail.

# The nunber of logs are greater than 'emaillog_nuni, then send it.
emaillog = 0

emai | | og_num =5

SMIP confi gurati on

"smtpsvr' is a SMIP server

'sysmail addr' is a sender address.

‘recvnumi l addr' is a receiver address.

'sntp _nobde' neans a SMIP server authenticati on node.

1 - sntp wo authentication , 2 - pop before smp , 3 - sntp W
aut henti cati on

# If 'sntp_node" is 2 or 3, you need SMIP account i nformation.

# 'smp_user' is a SMIP account nane and 'sntp_pwd" is a password.
bsntp = 0

smt psvr = snt p. your conpany. com

sysmai | addr = STS800@our conpany. com

recvimai | addr = adm n@our conpany. com

snt p_node 1

snt p_user adm n

smp_pwd = adm n

HH HHHH

# 'device_nane' nmean a unit name assigned. A unit name will be a identifier
among PS products.
devi ce_nane = STS800 Device

# IP filtering configuration
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# By setting 'btelnet’ to 1, you can use renote consol e.
# Simlarly by setting 'bweb' to 1, you can use renote consol e.
# 0 nmeans that protect any access.

# 'enable_ip', 'enable netrmask' pair is a source rule specification for renote
consol e filtering

# 'enabl e_webi p', 'enabl e _webnet mask' pair is for web filtering

btelnet = 1

bweb = 1

enable ip = 0.0.0.0
enabl e netmask = 0.0
enable_webip = 0.0.0
enabl e_webnetmask = 0.0.0.0

.0

o o

# dynam ¢ DNS(DDNS) configuration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. 0 for disable.

# 'dyn_dn' is a domain nanme for your DDNS

# 'dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800-pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |IP address of NIP server and 'ntp_offset' is a your

of fset from UTC

# If you don't know any NTP server |IP, then set 'ntp_auto_conf' to 1.

ntp_enable = 0

ntp_auto conf =1

ntp_offset = 0.0
1

ntp_serverip = 192.168. 200. 100

# Log configuration

# system | ogging is enabled by 'log enable'" to 1.

# 'l ogbuf_size' is a variable for representing | og buffer size by KB.

# 'log_stoloc' is a location to save | og.

# 1 = nenory 2 = CF card 3 = NFS 4 = SYSLOGD

# I f you choose |log |location to SYSLOGD, '|ogbuf_size' you've set will |oose his
role - limting log file size

| og_enable =1
| ogbuf _size = 4
log _stoloc =1

# syslog configuration

# You can run or kill syslogd by setting 'bsyslog_service' to 1 or O.

# 'syslog_ip' is a |IP addresss of a renote sysl og server.

# 'syslog_2ndip' is a |P address of a secondary syslogd server which will get

t he sanme | ogs

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_ip = 192. 168. 200. 100

syslog_facility = 0

# NFS configuration

# You can nmount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs_ip = 192.168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb http' to 1. If not, set tot O.
# 'bweb https' is for HITPS

# 'web _refresh_rate' is for refresh the changi ng page when you see the system
st at us page

bweb_http = 1
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bweb_https = 1
web_refresh_rate = 10

# TCP configuration

# 'keepalive_tinme' is a tinme before keep alive takes pl ace.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a tinme interval between keep alive probes.
keepalive time = 15

keepal i ve_probes = 3

keepalive_ intvl =5

# Et hernet configuration

# 'ethernet _node' is a ethernet node

# 0 = Auto Negotiation, 1 = 100BaseT Half Duplex, 2 = 100BaseT Ful| Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Ful | Dupl ex

et hernet _node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type

# 0 for enmpty , -1 for unsupported card, 1 for CF card, 2 for Network card,
# 3 for Wreless Network card, 4 for Serial Mddem card

pcntia_card_type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i prode = 2

pcntia_i p = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcntia_gateway = 192.168.1.1
pcnti a_ppp_usr = whoever
pcnti a_ppp_pwd = pppoepwd
pcnti a_bmanual _dns = 0

# In case of serial nodemcard, 'pcntia nobdeminitstr' nmeans a nodeminit string
pcnti a_nmodem i nitstr = qle0s0=2

# Wreless network card configuration

# To enabl e or disable Wred Equival ent Privacy(WEP), set 'pcntia wep_enb' to 1
or 0.

# 'pcntia_web_node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcntia wep_length' is alength for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcntia_wep_key _str' is a key string for VEP.

pcntia wep_enb = 0
pcnti a_wep_node

=1
pcrti a_wep_|l ength =

1

# 'pcntia_cf _conf_max' is a maxi mum size to use in case of CF card
pcnti a_cf_conf_max = 0

A 3.2 Redirect.cnf

redi rect. cnf

Port configuration is placed on this file.

Basical |y keys foll owed by 'port' key are data for those port.

Port nunmber is zero base index and the maxi mum value for port is used as al
ort configuration

Data foll owed by all port are default values and will NOT be appli ed.

"port' key notify the port data foll ow.
If you want to activate the port, set 'benable' to 1. If not, set to O.
If you set 'bmanset' to 1, you don't want to change the port data by changi ng

HHHF HOHH HHHH
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al |l port configuration
# If you want to change the port data by changing all port configuration, set to
0

port =0
benable = 0
bmanset = 0
port =1
benable = 0
bmanset = 0
port = 2
benable = 0
bmanset = 0
port = 3
benable = 0
bmanset = 0
port = 4
benable = 0
bmanset = 0
port =5
benable = 0
bmanset = 0
benable = 0
port = 6
bmanset = 0
benable = 0
port =7
bmanset = 0
benable = 0

# As refered, maxi mumport (in case 8 port machine ,8) represents the
# defaults values for all port configuration

port = 8

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uarttype' is for UART type. But PS only support RS232

# So set 'uarttype' to 0 and DO NOT CHANCE.

# 'baudrate' is for baudrate. From 1200 to 230400 i s avail abl e

# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# 'parity' is for parity. 0 for none, 1 for even , 2 for odd parity.
# 'flowcontrol" is for flow control. O for none, 1 for XON XOFF,

# 2 for hardware flow control

# 'dtropt' is for DIR pin option.

# 1 = Always HGH, 2 = Always LON 3 = H gh when open

# '"dsropt' is for DSR pin option

# 0 = None, 1 = All ow TCP connection only by H GH 2 = open/cl ose TCP connection
# 'interchartineout' is for inter-character timeout. It works ONLY FOR RAWICP
# node

uarttype = 0

baudrate = 9600

stopbits = 1

databits = 8

parity =0

flowcontrol =0

dtropt =0

dsropt =0

i ntercharti meout = 100

# Host node configuration

# ' host node' means a host node

# 0 = TCP npde, 1 = UDP npde, 2 = Mdde enul ati on

host node = 0

# In TCP node, 'localport' is a listening port.

| ocal port =0

# ' max_connection' is a maxi rum al | owed nunber of renbte host
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max_connecti on = 32

# 'renptehost' is a renobte host |ist

# (Primary | P address: port Secondary |P address: port)
renmot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictime ' is a cyclic connection tinme in seconds

cyclictine = 10

# 'inactivitytinmeout' is a inactivity timeout in seconds

i nactivitytimeout = 100

Crypt ogr aphy Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 rol I back v2, 4 = TLSv1
"encryptionkey' is encryption key file nane

'key_password' is password for encryption key file
‘cipher_suite' represents a conbination of cipher suite.
"verify client' is Verify client(server node only) option

0 = No, 1 = Yes

"verify chain depth' is a nunber of chain depth to be searched
"verify_cn' is Conpare the certificate CN and hostname option
0 = No, 1 = Yes

encrypti onnode = 2

encrypti onkey =

key password testing

ci pher _suite 524287

verify_client =1

verify chain_depth = 3

verify cn =1

HHFHHHHFH HHR

# |n UDP node

# 'accept_unlisted" is Accept UDP datagram fromunlisted renote host option
# 0 = No, 1 = Yes

# 'send to unlisted Send to recent unlisted renpbte host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to unlisted = 1

# IP filtering configuration

# 'allowip', "allow netnask' pair is a source rule specification for seria
port access filtering.

allowip =0.0.0.0

al | ow_netmask = 0.0.0.0

# 'porttitle' is a port title
porttitle = Port Title

Mbde confi guration option

' modem node' is nodem node option

0 =Di sable, 1 =Enable

‘"modeminitstr' is a nodeminitialization string
'modem dcd_option' is nodem DCD pin option

0O = None, 1 = Allow TCP connection only by H GH
nodem node = 0

nmodeminitstr =

nmodem dcd_option = 0

HHH HHH

Event notification configuration

Enabl e of disabl e Event notification by setting 'event_enable' to 1 or O
"notification_interval' is interval of event notification.
"bmai|l _handle' is a Enable/Disable E-mail notification option
0 = Disable, 1 = Enable

"mai | _title' is atitle of email notification.

"mai | _address' is a mail recipient’s address

"bsnnp_handl e' is a Enabl e/Di sabl e SNVP notification option

0 = Disable, 1 = Enable

"snnp_title' is atitle of SNVP trap notification
"snnp_trap_receiver_ip' is a |P address of SNWP Trap receiver

HHFEHFHFHHFH HHR
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ILE Hse sl 22 3JHA g2 & 24 & ZE (Well Known Port), SE& I E(registered
port), S&(Dynamic) L= A& ZEE(private port)) L= == USLICH & LA ZEE=
0~102381 Mt OI04, 0I01 S5& EE&= 10242EH 491510tXK1e ZEQLICH =& 2 A4
EZEE= 491522 H 655350tX12] ZEQLILH
& il ZE= IANADL XIEE 22N, HREES AAHNAM=E AlAE ZZAHALL EE0
IOt AFEADF Adst T2 00 oA S AFZ2E = USULCH BE A72 & i LE s
o YR E BUHSLICL XA LHEZ2 IANA BAI0IEE Z=20tAIDl BHELICH
http://www.iana.org/assignments/port-numbers
H A-7 Well-known port numbers
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UDP

49 TACACS, TACACS+ ubP

53 DNS UDP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP UDP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP uUbP
443 HTTPS TCP
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22 5 Guide to the Bootloader Oils == )2 OHLHA

A51 IR

Bootloader Olw= HlA Al, =7 822 BOOTP/TFTPE AIESt0H STS AM2ZEE 5
AMAE SIEANHE Mot ZEES MIBEUCLC STS AlelX EXo &30 ==
OILHOIl AFEXOF <ESC> J1E 2, bootloader Bl Z2OYS ASHE = JUSLICH O
TZ2)HOZEH, AIZXs CH2st AIAE TI20IHE 238 £ UL, otSH0 AIAE
2 firmware ZI0IEE &S > USLICH

A5.2 0e O

Bootloader 0+ ZZ2 &0 SO{ItH, AIEXt= G20 20| HOIXIE =

Boot | oader 1.1.0 (May 23 2003 - 22:48: 25)

CPU . XPC855xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO- NEGOTI ATI ON
Aut oboot Start: O

A

T

Sel ect nenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]
2. Hardware test

3. Firmmvare upgrade [ S/W Version : v1.0.0]

4. Exit and boot from fl ash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

1&' A-4 Bootloader oo/ EZ 729 o O+ H Ol

A53RTC &€& O+

RTC €& HI=E MEE2EZEM, AFEXt= STS AlelZ22 AIAE AlZF

[

114

=
=

M
=

0
It



Sel ect nenu

1. Date(nm dd/yy)
2. Ti me(hh: nm ss)

02/ 14/ 03
13:27:12

<ESC> Back, <ENTER> Refresh
----- > 1
Enter Current Date (nm dd/yy) 02/ 15/ 03
press the ENTER key to conti nue
RTC confi gurati on
Sel ect menu
1. Date(nmi dd/yy) 02/ 15/ 03
2. Tinme(hh: nm ss) 13: 27: 20

<ESC> Back, <ENTER> Refresh
----- > 2
Enter Current Time (hh: mm ss) 13: 25: 00

press the ENTER key to continue

Sel ect nenu

1. Date(nmi dd/yy) 02/ 15/ 03
2. Tine(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

18/ A-5Bootloader Ol Z=Z & LfS RTC &&

A54 ot=R10 HIAE 0=

MBS SIEZI0 HIAE HISE ARSI SIS0 74 4SS HAES 2 USLIC
Cre Dt 22 371XI2 3IE90 HIAE 2 UsUT

- 18]

- 2LRE HASNA AR EHIAE 90| 23E)

- 2ENS HAEWAM AR HAES AR 238
AFBTIIL 1512 HEiste B2, IS BHIAE = 28 34 Q4 HIAEI}N 8 #or 28T Of
DEOIA, 2R SAE(MH 1P EA) ping HIAES UART HIAED} B & & AsE (|0}
ABIIIN 2L(HE EHIASNA AR HAE Q0| 28BS Metste B2, AIRXI} <ctrl -c>
J2 =27 MK KNE HAEI} H=ENoz 2MELCL 0 DEOMA, 2R SASAML P
2=4)9| ping HIAES UART EIAED} &8 2&LICH
AR BHIE HAENA 28 HAEES AR 2B Mesis 22, AR
<ctrl-c> |8 £2I| ENA NS HAED} =Nz 2u#gl|l. 2/, ¥F SASMY
IP Z=2)°| ping HIAES® UART HIAED} BrExO2 AsEL|C)



F9:

ot

—

N
=
=

(Wl

2N

FLICH

2=liglei®™, AF2X= STS Al2lX2 Ethernet ZE0
HE STS Al2lES Z2& Al2lg ZEN HAGHO
2 AMHel 1P

U0 OF

LI

[Firmware Upgrade] Ol=5 AtEctH B3 =+

A O

e

BA &5

LIC}.

USLIC
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AMEZXOE [Auto test]E A 46t

Ch.

12/ A-6 Bootloader Ol ZZ2 32 LH9 6t=8/0f HAE U=

g%, 2= o=/ 24 240 e HAEIN s
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Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]

Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

[ PCMCI A]

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapter Card

[ Et her net ]

Ethernet chip test---------c-mmmmm e - [ SUCCESS]
PI NG 192.168.0.135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192. 168. 0. 135 : seq=0 ttl =255 ti mestanp=11172879 (rns)

64 bytes from 192. 168. 0. 135 : seq=1 ttl =255 ti nestanp=11173874 (s)

64 bytes from 192. 168. 0. 135 : seq=2 ttl| =255 ti nestanp=11174875 (rs)

64 bytes from 192. 168. 0. 135 : seqg=3 ttl =255 ti nmestanp=11175876 (ns)

x*xxxxx%  Hardware aut o- detect and auto-test SUMVARY ****#**x

1. DRAMTeSt ----------mommmi - [ SUCCESS]
2. FLASH TeSt -------cmcmcmc e e i e e eeee e oo oe oo o e oo [ SUCCESS]
3. FAN Test - ---cmomm i - [ SUCCESS]
4., EEPROM TeSt -------- - - - oo oo oo [ SUCCESS]
5. UART Test Sunmary
Port NO | exist status | exi st status | exist status | exist status
Port 01-04| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

6. PC CARD Test Summary
5V CARD
5.0V card found: Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapt er Card
7. PING T@St - - - s mmm e e o e oo oo [ SUCCESS]

PRESS any key to conti nue!!

& A-7 Bootloader Hl5= T2 W SIER/N HAE 3t

2t SIERIN 8 24 HIAEE o, AHEXt= <ESC> J|1E =i HAEESE 2UE = USLICH

Sel ect nenu

Test Mbde - One tine
Aut o t est

DRAM t est

FLASH t est

LED test

EEPROM t est

UART t est

PC card test

e Gl @N =
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8. Ethernet test
<ESC> Back, <ENTER> Refresh

..... > 1
*xxxkx%  Hardware auto-detect and auto-test ****x*x*
[DRAM
DRAM TeSt in Progress -------------------- - [ 640KB]
DRAVI TESiT ===cc=sssscccccccccscccccccscsscccccccsccccscsccaas [ SKI PPED]
[ FLASH]
Fl ash Test Status--------------"------------- - [ 29
FLASH TeSt -----------mmmmim oo [ SKI PPED]
& A-8ESC J/E Al&oI0 S& H2AE ALHFHT]
=g

DEE 2= NS HAED} 2EE SO SHIF LMo B2, HAE) INAH A2
InUse LEDE 3HSRI0f HIAEDL AHRCHS 2210 9I5H 2WeILIC 0 B, AIBXHE <ctrl -
= £

=di Ol HOIXIZ S0tJ10

A 5.5 Firmware upgrade 0l %

Firmware upgrade 0I=E AMEE2EZM AIEXA= X2 fimwareE ZdI0IEEY = USLICH
firmwareE & cll0IE6HI &, AFEX= 02 Ol HOIXS O &= 38 &

firmware H&E S 018 £ USLICL firmware upgrade Ul ZZ )2 A fiimware T2 &
E <o BOOTP % TFTP 212 Z=z&E=2=2 X2 &LICt. DHCP &&= <8t J
BOOTPYLICH. AFEXIF TFTPE &EsH 22, AEX= HES X2 IP =45 &FoH0F &L

Ct. EXIe JI& IP == 192.168.161.5.2 LILCt.

Firmware upgrade 2| &<, [Server’s IP address|Z &&E AHOU BFEAl [Firmware File Name] 2

A& firmware WA 0| BtE= Al =XHoHOF & LICH

Sel ect menu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's | P address [192.168.0.128]

4. Firmmvare File Name [sts800. bin]

5. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu
1. Protocol [TFTP]
2. IP address assigned to Ethernet interface [192.168. 161. 5]
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3. Server's |P address [192.168.0.128]
4. Firmmvare File Name [sts800. bin]
5. Start firnware upgrade

<ESC>

AEXIIt [Start firmware upgrade]S & &iot= 3<%, =021 HIAIXIDOF SHHO LIEFELICH AFE Xt

y' E 2E5tH, Firmware upgrade =2 MIAJE A EELICH 01248 Z2MA= 222
[e]

Back, <ENTER> Refresh

12 A-9Bootloader 7 ZZ 372 {9 firmware upgrade M5+

(T 2t K

Sel ect nmenu

G50 =

----- >

Prot ocol [BOOTP]

I P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192.168.0.128]

Firmnare File Nane [sts800. binj

Start firmiare upgrade

5

Fi rmnar e upgrade cannot be stopped until finished.

And al

configuration paraneters are restored to default val ues.

Do you really want to start firmnare upgrade(y/n)?y

BOOTP br oadcast 1

ARP br oadcast 1

TFTP from server 192.168.0.128; our |P address is 192.168.161.5
Fi | enane ' st s800. bin'.

Load address: 0x100000

Loadi NQ: ###BRHHHHHHHHH T H R R R

done

BRI A R R R AR R R R R TR
HHEHHHH B R R R HH R R R R HH R R R
BHAHH A BB HH AR AR A O R R HH AR R R AR R R A R R AR R R R
BHH BRI S R R R A A R R A SRR R R AR R AR R
RHHBRHHBHHAHH AR AR TR R AR AR TR R AR R AR R
HHEHHHH R R R A R R R R HH R R
BHH BRI AR R B AR AR R R R AR R R R AR R R R R
BRI A R R R AR R R R R TR
HHEHHHH B R R R R HH R R R R R R R R
BHAHH A BB HH AR AR A O R R HH AR R R AR R R A R R AR R R R
BRI A R R R AR R R R R TR
HHEHHHH B R R R R HH R R R R R R R R
BHAHH A BB HH AR AR A O R R HH AR R R AR R R A R R AR R R R
BHH B AR R B R A R A B R R A R A R
RHHBRHHBHHAHH AR AR TR R AR AR TR R AR R AR R
HHAHHHH R R R R A R R R R HH R R
BHH B U AR AR AR AR AR

Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 :

Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2

Copy to Flash... done

Erase Fl ash Sectors 116-116 in Bank # 1

BLOCK 3 :
BLOCK 4 :

Copy to Flash... done
Erase Flash Sectors 117-117 in Bank # 1

Fi rmnare upgrade is finished successfully.

[w3]
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J& A-10 firmware upgrade ZZ A4

firmware upgrade T2 MADI 225, T2 )2 43 HAIXL &H H=E CHAl LIEF-HLICEH
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B2 6. Serial/lP2 STS Al2lX AIE6}D]

A 6.1 STS Al2|EX2} Serial/lPS =& Hlw

I A-8 STS A/2/= vs. SerialllP S84 2248 dE HOIE

0ol

Serial Port Configuration of STS Series Serial/IP Configuration
Cryptograph
Host mode Configuration yplography
Configuration Connection
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None . . Disable
required connection
No login
TCP Enabled None _ Telnet Disable
required
“SSLv2’ or
No login Raw TCP Negotiate
TCP Disabled “SSLv3
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3 or
No login Raw TCP
TCP Disabled “SSLv3 . . SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 . . TSLvl
required connection
rollback to v2”
“SSLv2’ or ) )
No login Negotiate
TCP Enabled “SSLv3 . Telnet
required SSLv3/TSLv1
rollback to v2”
“SSLv3 or )
No login
TCP Enabled “SSLv3 . Telnet SSLv3
required
rollback to v2”
“TLSv1” or
No login
TCP Enabled “SSLv3 _ Telnet TSLvl
required

rollback to v2”

STS Al2l =0 “SSLv3 rollback tov2" S& & Serial/lPHl “Negotiate SSLv3/TSLv1 "0t 22 A LICH
“SSLv3'Z STS Al2lZ2l 2535 HASIN &FHEJCHH, Serial/IP= “Negotiate SSLv3/TSLvl” &
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A6.2 HZ 0Hl - Telnet

E= STS Alel22 HZE

A

= sl

=

1 B G20 20| 18 Alelg ZEE SAE Rtz 4
Host mode = TCP,
TCP listening port = 7001,

Telnet protocol = Enabled

Serial port configuration - 1 ; Pert #1

Enable/Disabla this port
Port title

Apply all ports sethings
Host mode configuration

Host mode

! SSLv3 encryption

=~
(=)

ol

FLICY.

-—=Moveto --- |~

b

TCR listening port (1024-65535, O for only

3 ] |?EID1
outgoing connectons) ¢

w |

Telnet protocol |

Max, allowed connection (1-32)

Cyielic connection to remote hosts (sec, 0 |D

disabla) :

Inactivity disconnection timeout (sec, 0 ; [«

unlimited) |

| Savetoflash || Sawe &apply |[ Cancel |

Remote hostconfiguration
Fart IP filksring
Cryptography configuration
Filter application

Serial pott parameters
Modem conflguration

Fart logging

Part event handling

A

Jg Al 5AE ZE 4

0z

2 HH
gLICH

CtES 201 18 Alelg st Jls

fol

ZEE &

Encryption method = SSLv3

LOIX 882 1& EotAIS JIZ2 dte2

SFYAIL.
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Serial port configuration - 1 : Port #1

Enable/bisable this port
Port title

apply all ports sethings

Host mode corfiguration
Femote host panfiguration
Fart 1P filkaring
Cryptography configuration

Encryption method ;

Enable/Disable cipher suites ;
S5L_DHE_DSS WITH_RCg 128 SHA
55L DHE_RSA WITH _3DES CBC_SHA
S5L DHE. RS54 WITH_DES_CBC_SHA

Jg A-12 23]

3 ©3H Open Serial/IP Control Panel2
#ol= COM EEE “Select Ports” H

-—= Moye to —--

Salvd

S5L_DHE_RS& EXPORT _WITH _DES40_CBC_SHA

g/ & & ( Cryptography configuration)

€1, STS Al2IX2 18 Al2lg ZEER}
ES =d d=EEUL.

Serial/IP?Control Panel 4.2.3

TAacicAaL

o Hhware

_Setlings for COMIE:

Fort Mnnitqr.;. |

COMIT
COoMIZ |P-Address of Server: Part Mumber:
CoM13
et 192,166,411 (701
%%Mi% ‘Configuration Wizard,,,
[Toniis Wl Select Ports X ——
Please selectthe COM
ports you waould like to
rediract to Serial/IP7
CICOMS ~ .
[CJCORID = —!
WCOMITT
WCOMI12
W CORI13
WCOr14
WCOMI15
W COMIE
Select Ports... | COMI7
WICOMI1E b

Cancel.l Help... i

Licensing,.. I —

EERERE

Advanced... |

[~ DSR always high
I~ DCD always high
|~ Restore Failed Connections

MUOET Eal.aHE.

;:Secun'tg.l

i Enable

|55L Wersion 3 (55Lv3)

=

Close

| Help,.. | Bhout,,, |

&/ A-13 Serial/IP Control Panel /Al ZESS A&
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4 G Enter AHE IP F=A(ISTS Al2IX IP =4)% ZE SHAY Al
gH)E Z&oti Y=ot UGS 201 UOE W2H0IEH=SS S gLt

5 EHAH
ANEXt=

AtE

ot=

Credentials = No Login Required,
Connection Protocol = Telnet,

Security = SSL Version 3 (SSLv3)

_ Serial/IP?Control Panel 4.2.3

Fac :;‘:ﬂ:& Pm - g
T30 1A I— Settings for COMIG-
ComMIe? |P-&ddress of Server: Paort Murnbar:
CoM13
Eamia [192.168,4,18 | 7001
COMI1G Canfiguration Wizard,,,
camia -Credentials

t+ Mo Login Required

" Prompt o
" Prompt a

i1 i
o Te net il

Select Pors...
Part Manftar,,,
Licensing,..,
Advanced,.,

I~ DTHRis m

~Security
W Enable

¢ Use Windows Credentials

 lse Credentials Below:

~Connection Protocaol

" Raw TCP Connection
COM Paort.Options

I~ DER always high
I~ DCD always high
[~ Restore Failed Connections

Close |

n COM Port Open
t Login

ith CR-Padding

odern escape

|SEL Version 3(55Lve |

Help, .. ] Shout,,, I

72! A-14 Serial/IP Control Panel /A1 If2tO0IEH & ZF

BHOIE olscold Z2IJ8s Z1) &3Sote COM ZEE dEd
OLXl Xtalel PCOl A= COM EEONAM HOlg olsSdold
Ol STS Al2lX2 Alelg ZEE AIZE = JUsLIt
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32 - [discannected) VT

Tera Term: New connection

 TCPIP Host: Ii-:e'; 168.4.11 ‘,_|
Senice: fce EE!FfE-'i".' I,_._i
 Other
= Serial Port: |[lTREE ~
OK | Cancel | Help |

b

E

12! A-15 Serial/lPZ STS series@ A/2/E EEW HAZ5617/

Serial/IP2

Serial/IP Port MonitorO| Lt

g+ AL

Trace windowz ™&

MHE

File Edit Help
TAacricAaL
sofFrwwa

Activity Trace

re

Z3:06:46.14
23:06:46.14
23:06:46.14
23:06:46.17
23:06:46.64
z3:06:46.64
23:06:46.64
23:06:46.64
z3:06:46.64
23:06:46.64
23:06:46.65

Clear |

0 CoMig
0 CoMla
0 CoMie
1 COoMle
0 CoMle
0 CoMig
0 CoMla
0 CoMie
0 CoMle
0 CoMle
6 COM1G

35L
33L
33L
23L
BaL:
CioH

DTR:
CTS:

W Enable Trace

initialization
initiaslization
initiaslization
initislization

proceeding
proceeding
proceeding
proceeding

RC4-ZHA at 128 kbits
Port Control negotiated (RFC-2217)
Jerver connection negotiated
FlushTX
FlushRX

1. PTG L
0 D3R: 0O

v Hex Display

v Auto Scroll

I~ Always On Top

[

3]

_1&/ A-16 Serial/IP Trace Window
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£5 7.SSL 2IEAM &

Ui
g

A 7.1 OpenSSL TH3|Xl &X|

1 EtH Download the latest OpenSSL package. (http://www.openssl.org)
2 S Install the OpenSSL package.

<For Windows user>
Download OpenSSL for Windows binary file and run it.
(http://mww.sIproweb.com/products/Win320penSSL.html)

<For Linux user>

Download OpenSSL source code and compile it.
# cd /work/
tar —xvzf openssl-0.9.7d.tar. gz
cd openssl-0.9.7d
./config
make

make test

O OH O O O

make install

A 7.2 root CA (for Self-signed) 2+&J|

1 3| Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\ Program Fi | es\ OpenSSL\ bi n
< Linux >

[ usr/share/ ssl /openssl . cnf

Modify [req_distinguished_name] section as follows,
count r yName Country Name (2 letter code)

count r yNanme_def aul t = KR

countryNane_m n =2

count r yName_nax =2

st at eOr Provi nceNane = State or Province Nanme (full nane)
#stateO Provi nceNane_def aul t = Sone-State

| ocal i t yName = Locality Nane(eg, city)

| ocal i t yNanme_def aul t = Seoul
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0. or gani zat i onName = O gani zati on Nane (eg, conpany)
0. organi zati onNane_default = Sena Technol ogi es | nc.

# we can do this but it is not needed normally :-)
#1. organi zat i onNane = Second Organi zation Nane (eg, conpany)
#1. organi zati onNanme_default = Wrld Wde Wb Pty Ltd

or gani zat i onal Uni t Name = Organi zational Unit Nane (eg, section)

#or gani zat i onal Uni t Nane_defaul t =

commonName = Common Nane (eg, your name or your server\'s hostnane)
commonNane_def aul t = Sena Technol ogi es

comonNanme_max = 64

Emai | Address
40

Modify [req_attributes] section as follows,

chal | engePassword_mi n =0
chal | engePasswor d_max =0

enmi | Addr ess
emai | Addr ess_nmax

2 Sl Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/openssl -0.9. 7d/
< Linux >
# cd /work/openssl -0.9. 7d/
# mkdir CA
# cd CA

# sh /usr/local/ssl/msc/CA sh —newca

CA certificate filename (or enter to create)
;(Press Enter to use default val ue)
Maki ng CA certificate ...
; openssl is called here as follow from CA. sh
; openssl req -new - x509 -keyout ./denpCA/ private/./cakey.pem\
; -out ./denoCA/./cacert.pem -days 365
Usi ng configuration from/usr/local/ssl/|ib/ssleay.cnf
Generating a 1024 bit RSA private key

........ ++++++

...................... ++++++

witing new private key to './denoCA/private/./cakey. pem

Ent er PEM pass phrase: ; CA Password (Enter password and remenber this)
Veri fying password - Enter PEM pass phrase: ; CA Password

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distingui shed Nanme or a DN
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.', the field will be left blank.

----- : CA's Information

Country Nane (2 letter code) [AU: KR

State or Province Nanme (full nane) [Sone-State] (Enter)

Locality Nanme (eg, city) []: Seoul

Organi zati on Name (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
Organi zati onal Unit Nane (eg, section) [](Enter)

Common Nane (eg, YOUR nane) []: Sena Technol ogi es

Emai | Address []:(Enter)

#
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3 ©A Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# |s denoCA/
cacert.pem certs crl index.txt newcerts
private seri al

# |s denoCA/ private
cakey. pem

A 7.3 215 R3 M (certificate request) Ct=|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/ CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem -out req.pem

(Itis assumed that you are using sample configuration file - “openssl . conf. sena”)

Using configuration from/usr/sharel/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distingui shed Nane or a DN
There are quite a few fields but you can | eave sone bl ank

For sonme fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Name (full nanme) [M nnesota]: (Enter)

Locality Nane (eg, city) [Mnneapolis]: (Enter)

Or gani zati on Nane (eg, conpany) [Digi International]: (Enter)

Organi zational Unit Name (eg, section) []:(Enter)

Common Nane (eg, your nane or your server's hostnane) []: Sena VTS

Emai | Address []: (Enter)

Pl ease enter the following 'extra attributes

to be sent with your certificate request

A chal | enge password []: (Press Enter — Do not enter any other characters)

An optional conpany nane []: (Press Enter — Do not enter any other characters)

A 7.4 °1E RA M (certificate request)lil A StI|

1 S Signing a certificate request
# cd /work/openssl-0.9.7c/ CA

# cp req. pem new eq. pem

# sh /usr/local/ssl/msc/CA sh -sign
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Usi ng configuration from/usr/share/ssl/openssl.cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)

Check that the request matches the signature
Si gnat ure ok
The Subj ects Distingui shed Nane is as foll ows

count r yName : PRI NTABLE: ' US'

stat eO Provi nceNanme : PRI NTABLE: ' M nnesot a'

| ocal i t yNanme : PRI NTABLE: ' M nneapol i s'

or gani zati onNamre :PRINTABLE: ' Di gi International"’
comonName : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Oct 6 09:39:59 2013 GMI' (3653 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Wite out database with 1 new entries
Dat a Base Updated
Certificate:
Dat a:
Versi on: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm nmd5WthRSAEncryption
| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi I
I nternati onal
Validity
Not Before: Oct 6 09:39:59 2003 GVIl
Not After : Oct 6 09:39:59 2013 GMI
Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=D gi
Port Server CM
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)

-~ .- BEG N CERTI FI CATE-- - - -

_ .. END CERTI FI CATE-- - - -
Signed certificate is in newcert.pem

2 S Check whether signed certificate(newcert.pem) is generat

#1s
denoCA key. pem newcert. pem new eqg. pem r

A75STS & QISA Bt=D|

1 S Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/CA

# cp newcert.pem server.pem

# vi server.pem

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 1 (0x1)
Signature Algorithm nd5W thRSAEncrypti on
| ssuer: C=KR, ST=, L=Seoul, O=Sena Technol ogies |nc
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2 S} Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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