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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network
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ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol
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TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
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FTP File Transfer Protocol
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HTTP HyperText Transfer Protocol

DNS Domain Name Service
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SNMP Simple Network Management Protocol
RADIUS Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART

Universal Asynchronous Receiver/Transmitter
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Bps

Bits per second (baud rate)

DCE Data Communications Equipment
OTE Data Terminal Equipment

CTs Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD

Data Carrier Detect
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X&stI| fIol MSELICH XAS s

10
0 0
0ge
o
0t kJ
o
(_)ﬂ
<]
0]
M
$0
o>
o C

ro
=

F9:
SS100E Al2lY 252 SalAd E&FE 21012tH, 28 AR ZEHS Al2lg ZEY
HOIEBS HAEGIAMA L. TSSO 2 Data/Console A2 XIS Console Z2 2 2IXAIIIAAL.

230 et WE2 2.25 Z0A KtAMol G102 AsLICH

r

20

ZE
Super

SEE

Aleld
SS100



& 2-6 &H/E ss1000] SZ ot/

Equipment

g 2-7 &ZH/E ss1100] SAZ ot/

T gﬂj’

Equipment

& 2-8 &H|Z SS400(F =)/ SS800( =)0 o Z 517/

2.2.4. AAE 20 &6

Super SeriesOl H=ols 28 S el JHKIDJF USLICH. Ol=, AIE2XHS
AU =20 et de2tELUICH. S8, Super Seriess BIAE MR,
Interface) Ml% = CLI(Command Line Interface)ES MZot UASLULICH..

21
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=
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Equipenent

AXIOF X
GUI (Graphic User
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|
=
[>
0z
r
[

22 ANE2X= == AHOS HEH L Z=/Ethernet HOISS AF=2dH Super Series2l
AAE 2L TEW Y AZE £ USLICH

-8 2£:

BIAE M CHHOIAE RFols 2 AMSX= HOE HSHO0IEIE AF=36H Super Series?
telnet (TCP EE 23) L= SSH(TCP L E 22)01l & 2~ USLICH.

- %I:

g B2lRME AIE5t0 Super SeriesE Holedes A MEX= Internet Explorer £=

Netscape Navigator?t 22 & HSelRHE AZ206E0 Super SeriesO H&EE & USLICH.

Plo] HHS2 25 SUPER SeriesAl AR 22 2012 QT &HLICH

2.2.5. AIAEN & AE6H]

1) 2=/Ethernet HOIE2 8t% ZZ Super Series? Z& ZEN HZELILC.

8 2-9SS10001 AIAE 225 AH0I2S HZoH|

& 2-10 SS11001 Al & Z2Z£ F0/1ES AZ 517/

22



—1& 2-11 SS400/8000/ Al£E Z£ F0/E

Mo
A%
Ny
Qn
S|

2) RJ45-DB9 O{EHE (female adapter )2 AIE2 X ZEE O HZELIC
3) MEX ZFEHQ Al2IY ZEN HOIE2S & B AZESLICH

9600 Baud rate
Data bits 8
Parity None
Stop bits 1

No flow control
5) [ENTER] 212 SELILCt.
6) AEX 0l HIE

[u]

£ =6t Super SeriesOl =19 gHLICH. GO

n
e
fol

CIZE & ArEX €EE &L,
Login: root Password: root

Login: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92. 168. 161.5: ~#

7) CLIZE 0l8dt =J| 8= & =

CHHAE EHXoHYAIL.

$0

8) Jl= CHHOIAI EAE w2 H3&E Z20 “ssedit” SEHE & loHH,

2-120 U= O =tHO| LIEFELICE.
root @92. 168. 161.5: ~#ss. edi t

Wel conme to SS-800 configuration page
Current time: 08/22/2003 21:52: 36 F/WREV.: v0.4.0

SLUICH. CLIGI CHet XHAlg =2 8%



Serial No.: SS800438349- 42944 MAC address: 00-01-95-04-19-5a

| P node: DHCP | P address: 192.168.14.7

Sel ect nenu:

1. Network configuration

2. Serial port configuration
3. PC Card configuration
4. System admini stration
5. Save changes

6. Exit w thout saving

7. Exit and apply changes
8. Exit and reboot

<Ent er> Refresh

----- >

& 2-12 Mo & 548 (SS800)
el Ois a2 AgXle s HssS dHot){Lt [ENTER] I1S =21 Super Series ItchOIE
S0 Zs HE S8 d98 > USLICH otF s Sl U= A2 le 22t 8¥sS
Sofl HM3& Z=+ IU0IHE 438 = JSUL. 2 mtet0le= Super Series? HIFZH
el 32to MEBZO, Ol MEXDIL M= 5. Save ChangesE SEiGHH MEE % USLICEH
Ol 7. Exit and Apply Changes = 8. Exit and Reboot & HE&iEt 8 ZE HE AES

AMNEXN=E H 2E2 M30t= Super Seriestl E50k01 &0l BHE Al Super Seriesll IP F=AE
0 e 3. HIERT £Fs ZXGHAAIR). Super Series? =& Z=0tAl

JLICH

(o}
N
—_
D
oo
—_
[0}
[[O

YA 2L JIs2 YA SAE FE SEOUAM disable € &= JSLICH (RAIE HES Ad

3.52 IP EEES FBXSIHAR).

L

CIS2 XI&O0 ek Super Series@ 22 250 HZSLICH.

1) TelnetZ2 & L= telnetdIs (0, TeraTermPro %= Hyper Terminal)2 XlI&dles
Z20dS AHAMZLT. SEX IP =2 % port number= Super Series2t =2 oHOF
BLICH., 28t &A%, port numberE 2322 XI&EELICH ASA AFH YA
CIHHIOIAN O HEHE SHSLILH

tel net 192.168.161.5

cC

-

rr

CtS ItOIHE H= telnet T2 S A A AIZLICH

24



Elle Edlt Eetup antml ﬂlndnw Help

Tera Term: Mew connection

« TCP/IP AT 192.168.161.5 j

M Telnet TCP port#: |23

" Serial Port: ICOM1 vI
(1] 4 I Can-::ell Help |

& 2-13Telnet ZZ2372 A& O X (TeraTerm Pro)

2) A&X= EtZ=Al Super SeriesZ Z0CI6HOF ot0f, Ol AIESX OIS0 &S E
== A

SILICH. AFEX 018 ¥ 2359 LIZE #&82 AMAE rootE & root & Al

3) Super SeriesIdt &0Ist AL, CLI ZEEZE = SAE W% 330l LIEFELICEH.

Super Series= HTTPZt HTTPS(HTTP over SSL) Z2EZ=2 25 XFAELICH E£8t Super
Series= AtAl & 22|l HOIXIE H3ELICH Super Series & 22| HOIXIW &35, Super

Series® IPFEALL =4 240 Jisst $AE HWg 2 EetXK°9 URL/Location Z =0

LHSIAANL . OHH AIEX= Super Series? =01 HE 2 2 ALLICH AIEX=
BIEAl SHIE AIEX F 2SE AIE0HH AIAEN 212 22N =dsS ISoHoF
suth =) &3 €82 tss €sut

Login: root Password: root

Login: admin Password: admin

=T AMEAMWAHE Super Series & 22/ HOIX0 &E=Zo6tI] MOl EF=Al Super Series®/

IPF=MEE £ 24 JIs 2LEH D HEX OIAT EF= ZAIoIAIJ] BIELILCE

25



User authentication required. Login please.

Ll=zer ID |

Password |

Move to : & Configuration page Customer page

_J& 2-14 Super Series & Z2/9 Z01 of#H

& 2-14 = Super Series & 222 2021 SHALICH O SFHUM AIEXe= 222 =0 0l
=

otdXt ot= HIOIKE &g = UASLILL ASTHIE #3E

0z

HI 0l Xl (Configuration page)E

S ot o

EiotH, 18 2-180f 20l= Super Series & 22| CIHHOIAL SHAFALEH SHOIKE 2 = US

LICH AtEXtOt 028 H Ol XI(Customer page)E S EHGHH Super Series & 22| 2AHHIOIAL] J|2

D2 SHO0IK L= 222 SHOIKE & == USLICH & AFZ2X AIHHOIAL AFEX HAE D

OlZ0 268t O &AMSt BEE Sl 9. AEX HAEHOOIE J10/= BE EAGHAIDl HHELICH
J& 2-15= Super Series & 22| AHHOIAS 2#ZALE SHOIXNALICH SFHS =0 O

-

|t SE4E Uw O801 Z&ELICH Ois oA &
| Hi=JF Ecl "H2 LEtELIO, AIEXte

o
T
B 282 HEY = UAsUL MSleE 2

S
5
[7))
=
>
0
Ho
mon
0t

e (Save & apply)] £= [F
A(Cancel)]l8 = US te 28 lH=gtE HEES S0l SEAl [EHAN HE(Save
to Flash)]S &GN HAE NS HIFZE JIAEX0 HEHOF &LICH BE HBAE
S HEGH)| MM AL Xt= BEEAI [HEALE A Z(Apply Changes)|S & &4GHOF & LICH O &
2 Ol diel Ot 2201 ASLICH AFS Xt

[HZEAIE = Z(Apply Changes)]2 A EHFHS [0fl 2t
M OHJHH =80l Super Series 22 E 0 HE=LICH. £&t MEXE SHO WHH=-E HEGH

I:J
OU

IANEE HESH)| o [M&E L HZ(Save & Apply)|2 dEE &= USLICL
RO A OHOHEH4=gt2 JAGHA =03 [F A (Cancel)|]S & EHo0OF &LICH OIZH otH
&

ArS
HIAEO0l FHAED O

(]
-

rn
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§m§5¢ Management | (6 \ >

Network . .
1P configuration IP configuration
SHMP configuration 1P made : Im

Dynamic DMNS configuration
SMTP configuration IP address IIEIZ'IEB']E]'5

1P filtering Subnet mask : |255.255.D.D
SYSLOG server configuration
MFS server configuration Default gateway [raz188.1.1

Web server configuration Primary DMNS (0.0.0.0 for auto) : |16B.125E3 1
Ethernet configuration

TCP service configuration Secondary DMNS (optional) |188.125.83.2
Serial port PPPOE user name : |whoever
pC card PPPOE password [rrrrrees
System administration Confirm PPPCOE password |********
System statistics

Save to flash Save & apply Cancel |

Apply changes

Login as a different user
Logout

Reboot

Customer page

Copyright @ 2003 Sena Technologies, Inc. All rights reserved

18/ 2-15 Super Series & 22/ t&H
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3. UERA &4

3.1.1p &3

AMEX UERA Ol A Super SeriesE AtEotdH, KRS8 |
ZHIZIX 22 22, AMAE 22| X0lH 22I6t0 Super Series
ZSLICH.  UWESRKZI0 Super SeriesE HZoHHAH, UK P =4It
HA&GHOF ELICEH.

Super Series IP =& A3 Al, AHEX= USW 22 3302 HY Z2EE =2 StUE

dejg & ASLITH

rk&"
oy

o

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPOE (Point-to-Point Protocol over Ethernet)
Super Series= =J| JlEZgtS 192.168.161.52 IP =4AE5 = Static IP 252 HFEHO
U[_SLICH. H 312 33 2= Ip 4& Htel0IHE 20HsLIO. 08 3-12 AIZXR 1P E3E

HAGH| fIst &M & I8t QUIE EWSLICH

H31IP &F Lt2t0lH
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPoE Username
PPPoE Password
Primary DNS/ Secondary DNS (Optional)

28



IP configuration

IP mode :

IP address :

Subnet mask :

Default gateway

Prirmary DMS (0.0.0.0 for autao) :
Secondary DNS (optional)
PPFOE user name .

PPPoOE password ;

Confirm PPPoE password @

| Static vI

|192.1EE!.1E.I

|255. 255,00

|192.1EE!.1.1

|l B3 126,631

|1 B3 126,63 2

|wh|:|ever

I********

I********

Save to flash Save & apply

Cancel|

Jg 3-11P &%

3.1.1. Static IP =2 AIE56H)|

A= X+ P =2

static

Super Series2|

Dta4 o) A X

[wm}
-

rr
rn

P =42 23 A =5
II2t0IeE =522 XI&6H0oF SLICH. Ola4s HietolEe o= IP =4, Subnet mask, gateway2t
ONS serverJt ZEELICH. 2 AX0A= 018 2O XMGHAH CIE A LICH.

&1 Super Series= E&E WMl O} £ & Z3ZE 018010 WERIE ZF4oic1 D &fLIC}.
e |P address

Static IP= "1E" L= ZFFFQ AE BSo dgs LU, 0 BHs= ZRHN 2LEA
HES &9 X F=AZAMO IS LI BFRE= 0lHs IP =AE AS0HH UHESRIA
AOA As AYEID StE 4 USLICH. Wetd, dEE P F4As UERZT SHHUA
HUNCZ DRotd SScH0FRF &LICH

&7 192.168.1.x Aol P =A== ISP (Internet Service Provider)lt BIEGHA &eslis
HOlM A& (private) F=ALICEH. Super Series AlelZ2E HNEoteiH Z20 et A4
22 3sYsS Sl HOoIEHE =1 &= = A00F otH, 0l R K58 3 IP =4S
StLolOF ELICH. ZQ IP A= LUINOZ XY ISPRRH FUSHL AUE &= ASLICH

e Subnet mask

NEYgz 22 Xel&E X, & 28 L= SLs LAY A= BE UE/IT SAEES
SELO. UWERKZE Sol Uits W30l U= ES Super Series Alelx= W30l XEE&
TCP/IP SAEDN 22 UESRID Y90 JU=sXl AEY OtAZIE Sofl &lgLICh. =20t Super
Series AlelZ2%t =28 UWERZD S0l JUCHH Super Series Al2lZ2RH HE AZ&ELICH
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a

e

A ¢228H =& JI2 HOIEAOE Solft HZELICH

e Default gateway

HOIERIOl= O UERKZIZ S0Iite Y+ Fg=S o= UERIT ZEILILH. LERCZ
UHER WM £= XA ISPHA EcHEE Hoote BFHE AHOEAO =EYLICH. 2F
HESRZ & o FAES S&otIl fdiMe Super Series Al2IZJt JI& HOIEHO
ZFE2 P F=AE Z0t0F FUCH. AHOIEROl 1P =20 et ZF&d 2= UESRZA

el KOl 22I0te AL

Ol

e Primary and Secondary DNS
MEXIE EF HAMOEE ZERStLA ofH, BFE= HAMOES H=E |P
ONS(Domain Name System) MHHOIH 21, 1 €= 0186t & MO &H=XELICH. ONS= e
CHe UYES AEZotH IP A2 BHEAAFz= ZAYLUC. =M U2 sena.comlt 22
ZTAE XZgst g4l9 0|80l getEox JIYotlidr O &

=]

A
HEIAE D

K

L 0@
Ho
ol _>'—|_
to

.

2
SAEQLICH.

Super Series Al2lZ=2] DNS JIsS AIEoteid ZHQ UYLz SAEN FFE = UEE
0l ONS MHS 1P F=AE &AoH0OF SLICH. Super Series Al2l== Primary ONS server 2t
Secondary ONS server & ONS MBE2l IP = =2 2rLICH. Secondary DNS
MH= Primary ONS AHHE AIEE = 8l M AtE0H)| <ol XIE&LICH

-
I
X
X

Qj

il
]
I

o

=

0K

3.1.2. DHCP A&dtD|

SN SAE HAF S4 FA(DHCP)S UWESRID 2ARIKIE IP =AS &2 XX HERIAM M
=Y 225D NSHE £ UM Gt= S TZE2QILICH. DHCPE UWIEY3T 221X+ IP
FAE SAHENAN 2560 2UIGIES 6l ZEEI U2 WEKA |AXN 210 & 3R
M22 IP FAE UISO2 ASHTE st
Static IP 22 &L, IP FAEs 2 2EHN +S522 UHLO00F SLICH. 2+ AEED}
U2 UERD /AX2 0ISEHE TR, M2 1P =20t BIEA YL 00F SLICH IP =20t
DHCP Z2E0IA ZYEH P T4, MEUY 0tA3, HOIERO, DNS AMHIZE ZEsts 2=
D20IEDL (S22 ZFELICH. DHOPE 229 P =40t LIS BEHO ot RE8H Al2t
=, “0H0i(lease)” MWEES AMZELICI. IP =4S dol=0 2R ZE m2t0lEE DHCP
P =AJ ASEHE ZS DHCP 22H0IME 2FEEE 028

Super SeriesJt M&XE [MHOICH Super Series= WERI &0AM OHCP RES ZESELICH DHCP
Mol Sgils 1P FAS HIRGIH A4 0tA3, HOIEHO0l =4, DNS AH 2 “CHo”

AZHOl EEE 0 UASLICH. Super Series= Al 0lgd 322 XAl HIZel0l HEELCH
“CHO” JF 2tESl= ESR, Super Series= DHCP MHZSH 7 OIK” Al2tel H&ES QFEELICH

30



DHCP MHJI HHd HE =2 S8 B, Super Series= HZMM &M IP =42 HSE =
USLICH. DHCP ABHIE CHH HEZ2 SClotkl 2= &S, Super Seriese= DHCP MH ZFEH

NME22 1P =4 2F ZXE AL

& DHCP ZE0A DNS AHE H&eer 2E HWESRT 23 Super Series Hf2tOIEE IHSLE
SFELICH.. DNS AHHIIOF IELZ HFHX ¥ &R, AEXE primary £ secondary DNS P
F4

=
E YYgECZMN +82F LFE =+ JAsLICH ONS T2AE & &0, primary %
=

secondary ONS IP F£24£52 0.0.0.0 (H&& )22 SF&LIC}.

ODHCP MH &= UWESRZA 2k 2e2ldtd A= IP =4 Z0AM IP =45 sE2=Z

Ol= DHCP Z2ci0IHE, UWE =0 Super Seriesdt == P = 2

DHCP MHHOIAM 1P =4S OIASHH ALEXIOF MEH 22 E Super Series =4S &4 QAY =
&oHOF &LICH. DHCP UIERIANM IP FAE WlotdH 2elXte Super Seriesl

(=}

=
| A= 2t AEIHON J_esE Super Series2 MAC =AE 0HOF SHLICH.

<
M Hl
HT
ol

ML

=
e

o]

PPPOEE= 2 & &£ E S0oll Ethernet LAN(2Hel S4AI)AS 0 BFHH ASXE
A AOIEN HZGH)| st #ALLICH e ZFRE AEX= PPPoEE AtEdH WO ADSL,
AHOIE 2 L= 2 HAZS & > USLICH
PPPoE Z2E0IlA Super SeriesE AtEotdA® AMEX= PPPoE HIE % ADSL 2F 1 22 PPPoE
=8 ZHIJt JNHO0F ELICH. Super Series= PPPoE Z2ZEZ25 XIRAoH)| HE0 ADSL H&ES
Sofl AU a2 A SAEN EH5E = USLICH. AMEXE Super SeriesOl CHEH PPPoE
HEBC ALZX 018 ¥ LS E AHoH0FRH SLICEH

AM=E [MOtCH Super Series= PPPoE AHHS PPPoE HZEES AIFELICH. HES AIE
OF Super Series= IP =4, HOIEHOl, MEY OtA3 L DNS AMB{2t 22 4l A&

£ £AELICH. HAZ0| TS Super Series= HZES

ol
rr

O

0 =2

st A8 22 Jisst s 2l SXIotd &HLICH.
HZ0| SEEC ™ Super Series= ME2 HZS REGIN MZ & PPPoE HZ 2 AIZELICH

& PPPOE ZEOIAE DNS AHE ZEESH Super SeriesS Z2ZE WHERI Z&H [OI2HOIEHE
Asez HFELICH ONS MBI IIELE EFEHX ZE ZR, AIEAE primary 2 secondary
ONS |P =45 S CEN =58 L& = JUSLICH. DNS F2LAE s 869,

primary 2 secondary ONS |IP F£4AZ 0.0.0.0 (H&&E)2Z2 &SF&H L}
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3.2. SNMP &3

X&3t= SNMP(Ztol & 2te

ZZ2EZ) MoIMED:

USLICH. NMS £= SNWP Ect2XNet 2 UESRZA 2elkt= Super Series2 E= IS0l &%
g+ US =L Ol EEE WEE = USLICH
SNMP Z2&E =& GET, SET, GET-Next, 2l TRAPES ILEELICH. 0led JIsS SoiMd &elke
ZUst olHE <M EXNE 22 = ULN(TRAPS), XAISH FEE <& EXIE Z3g =
UOM (GET) HX AEHSE BHEE 2 USLICHSET). SNWP v20le 82 & 2o Jlsg s2E =
U= GET-Bulk JIs0l F=IHEH [USLICH.

SNMP & THE S Soil A8Xe= MIB-11 A28 I, &= Mo & L TRAP =&1D|
S0 CHoh €82 & = ASLICH O OisoA 283& 22lies 2 ua 2 &S HMoE
DF Eg & ASLICH. 08 2= & 2HHOIAS S6H SNWP 28 stHES B0 SLICH

SKMP configuration

MIB-II system objects

sysContact
syshlame

sysLocation ;

SysService
EnablesuthenTrap .

EnahbleLoginTrap :
EnahbleLinkUpTrap :
Access control settings (WMS)

IP &ddress
|III.III.III.III

[0000
[0O000
[0000

Trap receiver settings

IP &ddress
|EI.EI.EI.EI

[0000
[0000
[0000

|admini5tratu:ur

|SSEEIEI

|my location
-

|‘-r’es v|

ko

IND v|

-

Carmrunity

bl
T

Commmunity

T

Permission
Read only

Fead only

Read only

Wersion
W

v

i

b

vl

Save to flash

Save & apply |

Cancel'

_7&/ 3-2 SNMP Configuration
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3.2.1. MIB-Il AIAE 24 H(MIB-Il system objects) & &

MIB-I1 AIAE 2HY E&AHES Soll AlIAE 2l 0|12, AKX L Super Series® SNMP OO0l & E D}
AZ2ole 2= AIN A2 (Authentication-failure traps)S &&E %= QUSLICH. 0l2s &

MIB-II sysName sysContact, sysLocation, sysService 12|12} enableAuthenTrap 24Xl AE
HE(0ID)Jt AtEdte at2 Madl SLIC

® sysContact: 2¢c| IﬁEé!(Super Series)Ofl CHSH &YXt &l L oflg Z2X0 AsS

® sysName: AlAE AEY AE2%es 01822 P OZ =9 FQON(Fully Qualified
Domain Name) & LICE.
sysLocation: AlAEICl AlK 22| X (0, &
sysService (AJ|&E) : 30t ElE L3O UEZAM Al
NESS UEELICH. JI28t2=2 Super Series

® EnableAuthenTrap: SNMP OIOIXME ZZAHAIL OIF AIG s HE M4

fir
00
oo ¢
[E
Hu
L
e
3

2K GHRE LIEHHLICH O A 22 S8 438 28 @0 SLUCL: 0lH2e=2
oI5 AIHe 2E F2E HIEgd A2 = Us YEHS ML
® EnableLinkUpTraps: SNMP OIOIME ZEZZ MIADJL Ethernet HAZO0I EHA=X0 25 HFE

HES iE8g AKX HRE UEHELITH

® EnableLoginTrap: SNMP OIOIME ZZ MADL AIAEIN Z Q1 =X 28 F3E MHS

olgg UK HEE UEIELICH

AEXIEMIB =t L= =&0l & XN&0l 2Rst 3, MU Jl= NIFEAZ HEGHAIDI
HEELICEH. MIB2t SNMP2l XtAllet E=2= RFC2 1066, 1067, 1098, 117, 1318 el 1213

E TXoHAR.

Rl
x

3.2.2. WAHIA MO &E(Access control settings)

HANA M= Super Series SNMP GIOIXEON CHS 22X & Jisd
0l Oiw &0 AFZE 22|XH2H0|l Super Series SNMP OO E0N &E&old E2EE
=8 MOHE £ USsLIT. XNEE P FAD g ER(Z2E | 0 0

P
SAE 22| XD Super Series SNMP OIOI M EN 58 4= USLICH.

i
0
1o
Qj
N
$0
i
ron
=
~ |:_] R

o
=
I
£

3.2.3. E® =410 £&&(Trap receiver settings)

E& £plJ|= Super Series SNWP OIOIMNEZEH =R O|HE(TRAP) &M AtstsS 22| XHOI
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SEE = JAEE FHolELICH
3.2.4. SNMPE 0|38t &l
NMS(LIERIT 22l AIAE) T= SNWP E2tRME AISote SNWP Z2E22 Soll Super
Series& 2elg 4= USLICE. Super SeriesIt NMS L= SNMP Bt AMIF Aldig D Us
SAEN HE5Z2 SE0HEH NS = SNWP E2tRME AESHI] &MOfl, HAA HNH 32
MNAES 300 &LICH. 8 3-3 2 Super Series SNMP OIOIMEZS| MIB-11 0IDE EctE
ot Uz LPHEOI SNWP B2t M stH AEE 20 SLIC.
: , =10] x|
File Edit \iew Operations Help
SEEHnEHE BREy 8 DB KEe 29
[Pt Loaded MibModules Sk -
% % RFC1213-MIB :'::  Host 182.168.4.10 ﬂ Community
T | [ [~]w ]
@ = dod :E:: Setvalue ﬂ Write Cammunity
? a internet ::: Contestha i ComedEngineld -
directary ]
@ =3 mgmt | DhjectiD |.i5u.nrg.dnd.internet.mgmt.mib—z.system.sysDescr |
o
§ &y mik-2 ik
@ 3 systern e | ezl
JBSCH i A |Sentget requestto 192.168.4.10 0161
@ sysObjectiD | |svsContact D--= administrator
@ sysUpTime kA
g E:gﬁ;”m‘a;t | | |sentoetrequestto 192.168.4.10: 161
® sysLocation EE sysMame. D--=HelloDevice 55100 ;f-;
@ sysServices 4 ;5“
& 3 interfaces | | |sentget regquestto 192.168.4.10 161 ;gg
@ ifMumber EE sysLocation. 0--=Unknown ;5;‘
- [F imable v E
e at | |Sentoetrequestto 192.168.4.10: 161 :ﬁ
e [0 I | |svsServices 0--=T 35;‘
& [ icmp i i
& ] tep e . -
& (] udp _:j:: Sentgetrequestto 192168410161 Eﬁ
& (] egp | fimurnberi-=2 iﬁ
transmission EE i >
& (] snrmp kA = - -
experirental ::::: §§ Synta ;Dlsplavstnng (SIZE (0 | Status mandatory |
& (] private ;Z: o Access Iread-only | Reference | |
P TRAPS i Index | |
egphleighborloss il ; -
¢ @] TEXTUAL CORVENTIONS =k ObjectlD 13612111 |
PhysAddress =k Atextual description of the entity. This walue [
., n Descripti... | Should include the full hatme and varsion ]
identification ofthe system's hardware type, —
Global Yiew | i = L ootk i St
12/ 3-3 SMIP B2t R E AESt Super Series SNMP OO/ &E2] MIB-11 0/D B2tRE
(AdventNet MIBE2IR)
3.3. & DNS(Dynamic DNS) &%
MEXIJF Super SeriesS 0SL c2tolofl HZSILE DHCP &S AIEE F2, OO AlZH0l
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dotd, 1P =40 HEEAN EUO. 0ldds HEE IP =0 s B2E &d ERotl
U= A2 e HHA2 LLICH. E£8, 22Xt telnet S2 3 ZSEE Sol O SAE
g=otddes 32, IP A HIEHJASH FE5E dEHsS 2D ogsut

=X DONS AHlAE UM o8t 2HES oZol)l {8 TZ2EZ20/0, od ISP £=
SHONA MSELICH. =& DNS AMHIASE AIEE22M, AIEXi= P =429 810 A2810|
& DNS A0 SE& SA2E 0IS2 SoHl Super Seriestl 8& %= USLICH.

BFM O 2 Super Series= Dynamic DNS Network Services (www.dyndns.org)OllA HZ6tD U=

0mn - me

M DNS MHIASHS XJELICH. JIE S& ONS MHIA HMI3Xet 2 As 2HE2 AU
l= X& A0l HESHAID| BHELICH

J

Oynamic ONS Network ServicesJt MEBot= && DNS MHBIAS AFEotd®, AAEX=E 1852 2&
NIC(Network Information Center-http://members.dyndns.org)0l H&ES &FoH0r &LICH
AMEXt= Dynamic ONS Network Services Members NICOl Z 210l
d3E FIE = USLICH

re
{on
=
Hu
M0
O
1
=
w
fol
>
Im

=& ONS 23 MMM, S& ONS MHIADJE JlsdtE
User name 2 PasswordE &Ea6HOF SLICH. 23 BHA Algt2 HE8 =, AEX= Domain

name2t= AFSot0d Super Seriestl &8 %= USLICH.

£ & =, MHEXt= S=& Domain name,
2

18 3-4= SH DINS €8 & CHHOAE 2EWSLICH

Dynamic DNS configuration

Dynamic DMS Im
Domain Mame : |55E|EIEI.dyndns.bi2
Lser Mame : |55EiEIEI—user
Password |*H**H*H
Confirm password |**********

Save to flash Save & apply Cancel |

18 3-4 & ONS £F
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3.4. SMTP &%

ANAE 27 OAIXKIDO EE i 23 2AHL HEHl2 Z10 HAIXIDE Z8E ZS Super Series
= email SE2E Sofl 012 2c2lX0H 2 = = USLICH. 08 fMd=, =8 SMIP AH
o &0l SLELICH. Super Seriesz= Ct21 22 3JtXA SMTP A S&= X2LIC

e OQIE0| Sl= SMTP

o QIE0 U= SMTP

e POP-before-SMTP
& 3-6.2 SMTP 2E HEHE ot= £& tHYLICH
2t SMTP A& 0M 28 Otet0lee U383 Z5LICH.

e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address

Device mail address= 2 21 ¥ J1 MY email fst &KX, =, Super Seriesl O =
A5 KNESLCH. SMTP Server= S542 ®loH email =22 SAE THC 0|S2HS &olgtL
Ch. Wets, &EXI0l CHet email =4 S8 S5& SAE 0I8 (i.e. arbitrary_user@yahoo.com or
anybody@sena.com)S 2t= 292|9| user nameS AISE 4= USLICH

2IE0l SMTP f£i= POP-before-SMTP modeldt &EiE= HS, SMIP AtEX 0l & SMTP

SFLIC.

ol
A

PO i

passwordJt &

SMTP configuration

SMTP enablefdisable : Im

SMTP server name |5mtp.yuurcumpany.cum

SMTP mode : |SMTF‘ without authenticatiunj

SMTP user name : [admin

SMTP password |H*H

Canfirm SMTP passwaord —

Device mail address ; ISSBDD@'_-,-'DUI’EDI‘I‘IDEI‘I[J.EDI‘H
=ave to flash Save & apply Cancel |

g 3-5sMTP &%
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SMTP configuration
SMTP enable/disable ; IEnabIed vI

SMTP server name |5mtp.yn:uuru:n:umpany.n:n:nm

SMTP mode : SMTP without authenticatiunj
F'DF' before SMTH

(kA TF without authentication
SMTF‘ authentication

SMTP user name :

SMTP password

Canfirm SMTP password [rreee
Device mail address : |SSBDD@yDurcumpany.cum
=ave to flash | Save & apply Cancel |

18 3-6 SWTP SZ A SHTP 2= L&

kel 28 na2 2t = UASLIT
- S8 IP =AE I © GtLel SAEDHO| Super Seriestl 28 £ ULCH
- E8 ABY Us SAEDO| Super Seriestfl E2& %= QUCH
- RE SAEJ} Super Seriestl 28 & UL,

Telnet 2Z&, SSH 2 F= & Aol &E22 HE6 fI6iM 1P Z2HYE RS
&8 251 Z(enabled) L= &2 M SH(disabled)2 2 OtE £ USLICH & EotAl IP EHE A2

“E 261 E(Enabled)” 8EHZ &0 JUSLICH
MEXH= Super SeriesE H3E %= Us SAEL SAEQ 82 ¢Us £ USLICH
J2iL, AIZXs BtEAl 20| 8 IP A4 ABUYS Ao0r8H SLICH |2 SAEAS
A =5

2E AMEX= Super SeriesOf &20otJ7| 2 oH

S8 SAD0| Super Seriesll E20tEE A2 HBSHHH, S SAEQ IP 4%

255.255.255.2552 MEUS Ao 0Fet SfLICH.

2E SAEDL Super Seriesll E20tEE AEE HEGHHE, IP FAYd HEUE 25
2 H 325 FXLotMI. &30 e 3 SAEQ MEi=

0.0.0.022 HFELICH. KtAIE ArE
AEYZ EHOo JASLICH
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IP filtering

Telnet IP filtering

Configuration via telnet |Enab|ed vI

Allowed base host IP . |EI.EI.EI.EI

Subnet mask to be applied : |EI.EI.EI.EI
SSH IP filtering

Configuration via ssh IEnabIed vI

Allowed base host IP |EI.EI.EI.EI

Subnet mask to be applied : |EI.EI.EI.EI
Weh IP filtering

Configuration via web |Enab|ed vI

Allowed base host IP . [0.0.0.0
Subnet mask to be applied : |D.EI.EI.EI
Save to flash Save & apply Cancel |

Jg 3-711P ZHE &&

## 3-2 Input examples of allowed remote hosts

N2 Jjs sAE Input format
Base Host IP address Subnet mask
Any host 0.0.0.0 0.0.0.0
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128

2 st M2 Nset2 fIiM “enabled’dt ” disabled”2l IP Z2HE JIs2 AEELICH MHE S0HAl
JlE2gt2 “Enabled” 2LICH “& 251 &(Enabled)” AEINAM AIEX= ZF06lJ| fI6HA Super Series

o Zoots S @ SAE(S)E NEY + YsU

3.6. SYSLOG AMH &3

Super Series= &2 MHAIX 22 MHIA, AlIAE 2 ZE {0l 222

=

o

= b SYSLOG serviceE
KHASLICH. &A SYSLOG serviceE ArEoted™, AEX= SYSLOG MBSl IPFA2F ALE
facilityE BtEAl XIFGHOF &LICH. O 3-82 OIE MOl A2l SYSLOG server configuration
StHE 2HSLICH.

e
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SYSLOG server configuration

SYSLOG service |Disabled vI

SYSLOG server IP address |192.1EB.2EIEI.1EIEI

SYSLOG facility |L|:u:aIEI vl

Save to flash Save & apply Cancel |

18 3-8 SYSLOG A/H &&

E£2 MAIXIE Super Series22H =4I5tHA® Super Series HAFUA XIEE SYSLOG MH =
“remote reception allowed” @2 A&HFEIOF SLICH. Super Series & SYSLOG AHi AHOIOH
S0l Y= B, ASIe Ut S02Es WP A0l AeEH 0SEg = Us AEZ2
BEE Al E=DtollOF &LICEH.
Super Series= local0 OIA local7ItXl SYSLOG FacilitySs XIZ&LICH. AMEXt= 0lefd
FacilitySS AtE3H0, SYSLOG BIAIXI2l SEHZ Super Series HAINE HEE =+
SYSLOG servicedt Jbtsst AEHOM JALD SYSLOG MHEH &F0l HES 4AFE Z200H,
MEX= Super Series AIAE 270 £= A2l ZESS OOIH 21 3 SHUA 220 ME
fIXIS SYSLOG MHHZ2 XEE =+ 23 M& SO0l st TMs 32=
4.3.6 ZE 22 & 8.2 NIAE 2

U s
ﬂl?;. il}3
|0
N
B>
ol
>
=
Ts) I

3.7.NFS A{ &€&

Super Series= AIAE 27 e TEE HOIEHE NFS(Network File System) AHIAZE Zol NFS
AHO d&EE £ QU ol JIsS XELICH. 012 Al2otd= AI2X= NFS A-He 1P =4
2 NFS MHel &EX Z2E Bt=Al XIEoHoF &Lt 08 3-9= NFS MBH &3 HOoIXE

MNFS server configuration

MFS service @ |Disab|ed vI

MFS server IP address : |1EI2.1EB.2EID.1EID

Mounting path on NFS server : |x’

Save to flash Save & apply Cancel |

& 3-9NFS A &£&F
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Super Series &1 GIOIEIE NFS AHOU XMESHA S, Super Series &0 XI&EE NFS MAHE
“read and write allowed” @2 A XGHOF &LICI. Super Series & NFS AlH1 AHOIO 2H3HEH0I

Ase B2, AEXNE LD S02= WP W20l ARSH 0sg = Us #A2S BHEA
Z=Dtoll OF S LICH.

NFS AMHIADE AL Jbs &Ei0lD NFS MH &ZE0l H&ES H<S018, AIEX= Super
Series? AAE 27 L= EZE OO0H 202 NFS MHZ MEE = USULC. £, EX NFS

AN 88&E A, Super Series= S2SH LOG HAIXANE 22X NFS MHOHNE MEELICH
ZE/ANAY 210 HE AXI0 et XAMs BE= 4211 ZE 221 L 6.2 AAE 22 HEsS
EXOIAAIL.

3.8. Ethernet &%

Super Series= L3t 22 0 |RE2 Ethernet modeES XI&AELICEH.
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeE H1&& =, AIEX= AAEHES MREHOF &LICH Ethernet mode2 &
=0lAl JlZgt2 Auto Negotiation@=2 HEHEN RUsLICH. HREE2 UWERKZ SZ0AM, Auto
Negotiation 2= JIE RUoiH A& EH= Z2SLLICH. Ethernet mode&EEE &AM CHEN
HAGHH, Super Seriesdt UERZR SZUHAM SHGHX %22 = USLICEH.

Ethernet configuration

Ethernet mode ; |F—‘-.utD Megotiation j

Save to flash Save & apply | Cancel |

Jg 3-10 0/4% 2= £&

3.9. & N &3
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Super Series2 & MHHE= HTTP 2 HTTPS(HTTP Over SSL) AMHIAZE 25 XIKSHLICH. Al2Xs
2+2t JHE NSO Z Enabled L= Disabled2 &A&E %= JUSLICH. O 3-112 & HH &F

HOIXIE E0SLICH

Web server configuration

HTTP service :
HTTPS service .

YWeh page refresh rate for statistics data
display (0-1800, 0 for no refresh)

Default web page :

Customer weh start page :

IEnabIed vI
IEnabIed vI

I‘EI seconds

|Cunfigurati|:|n page =]
& HTML (index.ktml)

& CGI (cgi-bin/default)

Customer page authentication :

|Disabled vI

Save to flash Save & apply Cancel |

28 3-11 & AHb £F

2 &% HOIXIOAM & HOIXl HH0IE ZJl(web page refresh rate)= & £ USLILCH
SUO0IE Il Al2lgd ZE HZ HOIKL UWERZ AHHOIA, A2l ZE, IP, ICMP, TCP
2 UDPQt Zt2 AIAE AE| HOIXIO H=ELICH O 22 & HOIXNAE =22 M2
D& (Refresh)0l B2 TIXl LSLICH XAHS LHES MHE 7. AIAE SHE EXGIAAL.

Of &% 0= HIOIXINA Ar2Xts &0 2102 & Z0 JI2 & HOIXNE deg = ASLICH
ME &otAl Jl2ate &3& HOlXl(Configuration page)0l! AEXIF AFEXF H Ol XI(Customer

page)2 #=dE £ USLICL AIZ2X HOIXZ Jle & HOoIXE &&st Z0 AESXesE fusr2
Cla &2l Ot HTML(index.html) LICGI(default)S RIXIAIFAA AIEX & AIZ HOIXIE EF3E
= UASLICHL AEX= Ao Al 2R X0 0 IIESS =38 5= UASLICH AHEX IDS
HIZSHHS Q01 AFEX HOIXKIN dHez H25ESF Gt fdiM= ALEX HIOIK 21E AES
“disable” AEiZ Ct=™ FLICH ASEX & HOIXS XNFE <8 XA 2= ME 93
ArEAF 89 & HOIAE &AL,

3.10. TCP AHIA &3

TCP HIEO0l & SAE MM MEDHE B, SAE TP ZEQ lock-upS ZXIGH SIGHA,
FaNoz BZLOO0F ELICH. 0248 lock-up2 Tz ol HIFAMRQ BZEE S22 2ldl
25N, Oldst  lock-up= & XIS <@IoiA, Super Series= TCP keep-alive Jls2
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MIZ&HLICE. Super Series= UWESRIAI &S| keep alive=O UsX &gl <ol
FIHEoZ Al SAEN A2 HSELICH. BFS0| eH AW SAEN 0A0 Us H2Z
2HF5t], NS E=6tH ELUICH.

Super Series® TCP  “keepalive” Jlss Al205ld ANElts 023 20 349

mtet0leHE £3oioF &LICH.

® TCP keepalive time (sec):
Hi& 2te] S410] e AE 0 L0tLE ZHeHH

S2 AFSUC. JI=¢e 15 22 S8 ST

T = =2o g
HOIXl IS E &Qlot)| fdll &2 S AE keepalive

keepalive TH3! MES AEE 2401

® TCP keepalive probes (times):

HZES B2E MK F& AF
H2ls & BoILt 8&6t= JtE UEHELICH. JI28t2 332 8350 UASLITH

-

® TCP keepalive intervals (sec):

Keepalive T3] £ Al2H 2t2S LIEIHLICH. D122 5 =2 A8 USLICH

24 =) &HY [, Super Series = OIOIEJI E4I0] = AMEHEE 15 =IF XL & 5 =
2+2302 33| keepalive IH3!S ™ &SHLICH.

TCP service configuration

TCP keepalive timelsec) II 5
TCP keepalive probes(times) IS
IE

TCP keepalive intervals(sec)

Save to flash | Save & apply | Caru:el|

J& 3-12 TCP keep-alive &€&
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Eoll AI2Xl= 28 LEQ9| host mode, A2l S4l Ii2t0lge, ZE 22
K

Alelg ZEQ9| host mode= CHSH 20| &8& %= USLICH.

e TCP:
Super Series= TCP Al & ZSCI0IHEZM SELICH HZ0| 4 &
2l BXZ2H ™ HO0IEHIE SH2C™ Super Seriess S
&LICL Q¥ X 2CHH, Super Series= OIOIEHE Ol2lM2l EWAH & LICH

2 SAEQ JIAOZ o UMY HSELICH

o o

=g
=

e UDP:
UDP 2E s&=2 UDP ZZ&ES0 JIgt otdli= 2 Mot TCP 2& & Z25LICHL

4

e Modem emulation :

0l 2= AT SE0E AMEot2 3ots MEXL JIE0 Alelg EXJ 28 AT S80S
KN&sotn AS M A = ASLICH

e Virtual COM:
0] 222 442 Usol =712 &8 LICh

Z& MH 2Z0M port logging J1s AEHOIA, Al2ld ZEE Sdll &5 = Ol0IE = MEMORY,

SYSLOG server, NFS server’ s storage = PC Il= £ 2 AIE26t= ATA/IDE fixed disk card2

HEELICH. MEXese ZE 22 I/ HAMXESE2 S8 =+ , Ol Super Seriese

SE& MHMAIXNS0 == H email = SNWP trap S Soll Z2IX0IH SEE = USLICH
% 2

- =
1€ Soll AlZ2Xts g2& FXZRE2 HAIXNE ZAg = ASUILC

(@]

MEMORY Ol M Z= GIOIEl= Super SeriesOl M0 S0 SHE A0 |Ka&LICH. Aleld
ZE 2] HO0IEeHE E=otd™ SYSLOG server, NFS server L= ATA/IDE fixed disk card £
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H 41 Alelg 2E £F IfetilH

All serial

ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Host mode UDP listening port

Max allowed connection

Accept UDP datagram from unlisted remote
UDP
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host®
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host!

Remove a remote host

Port IP filtering3 Allowed host IP

Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography* Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application path

Filter application - —=—
Filter application arguments

Type

Baud rate

Data bits

Parity

Serial Port -
Stop bits

Parameters
Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port log storage location

Port loggin
e Port log buffer size

Display port log

Port event handling Enable/Disable port event handling

w

TCP/UDP 2 =0t Gl E.

TCP 2% 0l M secondary remote host = H2Z & IHAIN SHYEES M SSELICH
TCP/UDP Z2E0t i,

TCP RE0F FZHE.
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Notification interval
. Enable/Disable Email notification
Email Title of Email
notification itle of Emal__
Recipients Email address
Enable/Disable SNMP notification
SNMP Title of SNMP trgp :
notification SNMP trap recelver§ |P address
SNMP trap community
SNMP trap version

Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

g 412 f-D|e Aleld ZE &3 HES BEHSLIO. Al2lg ZE A3 e HE st
TEZQ HHEE U0t EWSLICH. AIZ2X= 0l HOIXNWAMN SAE RE, 23535 848, 22
ZE YHUH Oist 322 2 = ALD, Mg ZE NeHlleHSsS 8388 =& USLICH. Us2
SAE BEO Z0UII 20lote A2 E&Yst ALICH.
Description
Host mode s % -
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP «8 *
Modem .
) Modem Emulation * *
Emulation
HEXRC=Z A2lgd EZEE HEGD &AF6HHH EE BS s EOIS2 Z2=EELUT
Aelg ZEZE SHHB 25 AA™oled™, [All port configuration] 22 OFcHOll {AXISH [All]
T= [Port Title]E ZEELIC
P MM 424 SAE 2C BHLF I
S MM 427 255 RN EZ
T MM 4241TCP ZE &X.
8 X2 Btxl %=,
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Serial port configuration

Al port configuration
Port# Title Host maode Local port Serial-settings
all Port # TCZP FO01 RSZSZ-QE-DEI-N-B-l-ND

Indiyidual port configuration

Portd Title Host mode Local port Serial-settings
1 Port #1 TCP FO01 RZ232-9600-M-8-1-Ma
2 Port#2 TCPs Fo0z2 RS232-9600-M-8-1-Mo
3 Port #3 TEL FO03 RS232-9600-N-8-1-ND
e FPort &4 UDP 7004 RE5232-9600-M-8-1-Mo
5 Port#5 Moderm emulation 7005 RES232-9600-MN-8-1-No
=] Port #6 TCP J006 R5232-9600-M-8-1-Mo
¥ Port #7 TP FO07F RZ232-9600-M-8-1-Ma
a8 Paort #8 TEL=s Foos RZ232-9600-M-8-1-Mo

Jg 41 A2lg ZE &F 0o o5

42. 18 XE &F

Super Seriesl Al2lg ZE

=
A0 st OetoleH=E sLeLIt

H

2
2

10

rio

o]

=]
=2

HgHez L

rr
o
=}
e
2
>
0
o
1>
0
rr
g
=
g
Ho
o
fn
He
Im

rr

ZIE 432 U3l 20l 124 A822 =F&LIC.
1. Port enable/disable
2. Porttitle
3. Apply all port settings
4. Host mode
5. Remote host: Available only when the host mode is set to TCP or UDP mode
6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode
7. Cryptography: Available only when the host mode is set to TCP mode and Modem

rr

Emulation mode
8. Filter application
9. Serial port parameters
10. Modem configuration
11. Port logging
12. Port event handling: Available only when the port-logging feature of the port is enabled
g ZE HFZHO 2F AU Jq=s [-— Move to —] 2IAE HANAM 0SS

T =
HESE HH0IH OE EEQ £33z I 01sg = UsLIC.
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Serial port configuration - 1 : Port title #1

Enable/Disable this port

Enable/Disable this port : IEnabIe vl
Save to flash Save & apply | Cancel |
Reset this port FReset |

Set this port as factory default et

Port title

Apply all ports settings
Host mode configuration
Femote host configuration
Paort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Paort logaing

Port event handling

--- Move to --- =|

_1&/ 4-2 Serial port enable/disable

4.2.1. Port Enable/Disable

2t Al2lg EZE= enable £= disable 2 == JUSLICH. Otk Alelg ZED} disable &EHIE &
H AIE2X= oY Al2lg ZTEZ E£8 £ SULCH. O 4-2= Al2l€ ZE enable/disable
StHE B SLICH

2t stuck= Alel¥ EZEE= [Reset this port] 222 [Reset] HES =21 MEFEE 4 UD
[Set this port as factory default] 229 [Set] HES =2 2& Z=otAIQ AMHZ &3 £
QUSLICH.
4.2.2. Port Title
AMNEXs 220 ZEN AZE X0 st 883 das £ UASLULCH dilde &Xe 88,
2 AM = QX HE S0| ZEE 4 USLICH. ZE EHOIES £ ZZ2ANANA S=2E
=0k OtLIch Serial port ®¥Z& & port access menulil Uist &2 & O|&&LICH.
i 92 =20 290 &2 A 23.. &0 %,
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Serial port configuration - 1 : Port title #1 --- Move to --- =

Enable/Disakle this port
Port title

Port title |F'|:|r't title #1

Save to flash Save & apply | Caru:el'

Apply all ports settings
Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part logging

Part event handling

_J&/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

oF Gl JIE ZE &3 gtS2 XJIgole 242 9| 2o, Super Series= MY ZLE
012 ols8g X ZX EE 88 &= UA SLICH ot BHO| disable AEHOI A
ZE &A3X g2 all ports settingg ==8olCctE SXZH ELICH. 8 4-4=

ports settings && 3HZ2 20 SLICH
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Serial port configuration - 1 : Port title #1

Enable/Disable this port
Port fitle
Apply all ports settings

|Enab|e vI

Save & apply | Cancel'

Apply all ports settings

=ave to flash

Host mode configuration
Femote host configuration
Paort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part logging

Part event handling

--- tove to --- =]

1&g/ 4-4 Apply all port setting configuration.

X

4.24. SAE BE 3F4

g

Super Series? & REE "SAE 2o et §LILL SAE ZEWE TCP 25, UDP 25, 2E
Ol2clol® 25 Al JtXIDL Q}SLICH
TCP R2E&

Super Series= TCPAH 2 2C0|HE = JIXZ HSELICHL 0] REHAN= Alelg ZEL
TCPEEONA OIOIHE M52 HR=2 HE2IAHOIEN CHol SZELICH TCPEEN HZO0|
AN UK LOUH S=2E 282A2 TAE F 02 RUAL 22 IS s s 42
OlR= Al2lg ZEN XSS HOHE SHELIL Al ZEZ2EH 0= HOIHIE JATHH
SEE A SAEN &6t OOIHE 2Lt
UbP E2C&

UDP EE =XE2 UDP IHZZEZE EZstl= d= HAstH TCP Z2ES =&t
HI=&LICt.

28 d=dolE 2

Alelg &EXIJF 0|0 28 AT ZEE XN2SHHL AIZXIF AT 82 MSHA M&ES
MOiotDA & I 0l 2EE HEELICH TCP AMl&EgH XIRELICH
Jg 45= SAE 2CE SHZLF0 OHet M) |3 AHOIA 3FHALICH
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Serial port configuration - 1 : Port #1 -—- Move o -—- «

Enable/Disable this port
Pott: title
Spply:all ports settings

Host mode configuration

Host mode ¢ [ TR w |

TCP listening port (1024-65535, O for anly I?Dm |
autgoing connections)

Telnet protocal | | Disabled |

Mawx, allowed connection (1-32) ¢ |32 |
Cyclic connection to remote hosts (sec, 0 |D |
disakle)

Inactivity disconnection timeout (sec, O [ |
urlimited) |

Socket IDIfor outgoing connections) | | |
TCP Magle algorthm | Disabled -

Save to flash ][ Sava & appaly H Cancel J

Remote host configuration
Port IR filtering

Fitter application

Seral port parameters
Fort logaging

Port event handling

424.1. TCP 2E

ol

TCPZREE O &l OloHotdl fIHM Eh=3tE AEHN 0| & (State Transition Diagram)E AtEot=
A0t ¥&UCH 2l Ol ol ol Chst AF=2Xtel OIHE =01 fIoHM Super Seriesl

=
St 20| 2ot 2&HotASLICH

- [EI(Listen)]

"SEE /A SAE F UMM HZ QA0 IIE Jltelld U3"S LIEYLICH

TCPRE=Z HFIUS M CUZE AIE 2ELICH

- [&&! (Closed)]

"HAHO| gl= AME"E SSLUCH A SAEQ Super Series?t2l OIOIEH ®S0| 22 & H,

A SAE L= Super Series & ofLIJF E2W HAAGHKH 2FC Zu 0 AEIZ HHRHA
MEE RSO 2 [EDI(Listen)|2E2 HEELICH

2(Sync-Received)]

A SAE F olUIl HZ QFS BWOUH [EDI(Listen)] AEHOIA [&3-B+S(Sync-

[
L
ne
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Received)]2 UBHELICH. Super Series)t RIS 2O0tS0|H, [=E(Established)] &EHZ
uh& LI CH
- [A2-EH(Sync-Sent)]
Super SeriesIt HZ RIS FAZF SFAEN BRHOHE [EE(Closed)] &AEHUHA [&3-
S H(Sync-Sent)]& HHELICL. 0 &dHe 23 SAEI HE QIS LOot=2 WX
= Xl € LICH.
- [%=& (Established)]
"HZ 0| =& = (open connection)'S LIEtEHLICH &&F SAE E= Super Series 2| otLIDt
ChE X9 HZ RAS LOI=S0I¥ HZ0| &1 [+E(Established)] &EHZ HHELICH
- [HIOIEl(Data)]
[#&!(Established)] AEHY 0§ & SAECS HOIHE 2 SAEZ2 M&Z 2AQLUCL TCP
NE S&=S 20 g OlcHoldl oA, OIEH &AM OIoIE &&0l OIF0HX=s &HHE
[CIOIE (Data)] 2t 2 ELICH. &HEZ, [UOlE(Data))] 2= RFC 793 [TCP: Transmission
Control Protocol]l(lAl &Y &= AHE [+E(Established)] AE Sl LRZALICH HZ2
IO && SAHOAME 0l AEiDr LEHALICH.
Super Series= &&0 MOet TCP AL 2el0IHEZ S&SLICH Super Series= Alelgd ZE
= TCP ZEZ2H OOIHE HEGIE2 HREE2 OHE2IAHOIEN CHoH LerX™el LEIt
E TCP MEi= TCP A RS9 S22 [SD|(Listen)] LICH

[E7I(Listen)] --> [&3-23(Sync-Received)] --> [==Z(Established)] --> [OI0IE (Data)] -->
[E &l (Closed)] - - > [E 7 (Listen)]
Or
[E7I(Listen)] --> [&3-23(Sync-Sent)] --> [+E(Established)] --> [OI0OIE(Data)] -->
[E &l (Closed)] - - > [E 7] (Listen)]

x E02= OOIHIt Y2l TCP
OIEZM JA2 SAEN &THE2 ot TCPEEE SolM OOIHE ®SELICH

un uu P
s

H

Whts HZ RFS FF NMHZFH E2H TCPAHZEAM HZES =8 = Al

2l
E Sol OOIHE d&SELICH 0l ALz, ASXsE &4 Super SeriesIt
AE

}0||

Aclg OoIe &5
A2lg &XIJb Super Series? Al2lg ZE

Series®| Al ZE HIHO & =
c-

EE Sofl OOIHE 2Y¢ M0Otc OOoIe&= Super
2ALICH HIHOF DS XtAHLE Al2E Xt(time-gap)Jt & A2t

Et Ot =2 (inter-character timeout)til =&olH (2X2t EF 020 28 XtAISH 8Y4 S BaH

51



4482 ZH&(Options)E HZXGIYAIL), Super Series= SE& 23 SAEN THELICL
TCP NI&0I Oy 8 ZX LUCIH. Super SeriesIt 888z ;A SAEN HZGHH,

Aelg ZE HIHO OOIHE Y SAEZ MSE 24LICH X 2L0H HIY oo 2E

CIOIeH= ArME 24 LICH

H& A

A SAENAM HZoiH F=sS EUALE LESE Al s Alelg EZEWAM CoIH

HE0 LOUX e A& H20l oiME AJLLICH OolmH 0 HoH& AlS "H&s

E}%O}%(Inactivity timeout)'0l2t) ELICH. (HI&S Et0t=20 28 XtMe 8 443
& (Options) = & LGHAIDl BHELICH. Al2lg ZE BHIH0 EO0tUE 2E OI0IEH= HZ0|

SHMIE [ AME AU

HASAEZRHY HZE RF

TCP 2Cl0IHE REUAME

uin

He

[}
-

TCP ¢& RF0| HFEE AZLICH

rr
rn

3) Ol =
TCP clad EE
olxdg 23 SAEJ TCPM&EES ¢&6tl OOIHE &
HSALICH TCP 2lad ZEE H2st ZEW
Super Series= 10242 H 666350tA ZE

™ Z (outgoing connection) 2t0| & && LI

\_\
-
0

Iz
G

TzE=

Ol M, Super Series= €Y COM ZE N0 S&E(RFC2217 &)= KRJGE=Z
= &35 =T(baud rate), GIOIEH HIE 12l 52 MO S&EIL 22 A2l 0K
AFZXIE0l RFC22175 8 &ul 22I0|HE T2 )02 HOE & AUSLICH (AMelg
OHOHE =0l 28H O AMAMISH 2= 4298 Al ZE UHHS~E ZEHXZOHAID| BHELICEH)
OIoH 0l S8 RFC221758 COM EE Z2ICH0IEEHS2 M AMELN AIEXsE =209
A2lg ZE E2IAH0IE Z )2 AMESHH Super Seriesl AlZl
Hog = AsLIC

0|E <I6t0d, Tactical Software2 S E Serial/IP2] SENA OEM H& QI LLCIt Super Series2|
HEZ MSELICH ZE 2lTolsH AtE0l 2ol O &AE 2 2™ Serial/lP2
EME EXIGIAIDl BHLICH (H &AE HE2EE 2ctAH 2= 6 Serial/lP2t &M Super
SeriesAt&30tJ| 22 & XGHAIDI HEELICH

—
o

S

C

>
In

4> 010

K
E i

J

o

e
I
m
2
=
£
4>
i

ol2kl= "B st

Super SeriesE 22 &
dHL |F SAE
=0 UOHH, A&

—

~)2 ZABLICH o

| >

E=Z

| AE

B Alelg ZEZS Us 852 =0 32H0tX X LIC

u

rioe

=
Z & & (remote host list configuration)0il 2/ali 010] |2 SAE
ts =Xte

or

(Bl2cs eiZol Mzt - 0/0] YA A SAEC

m\.l

— =21 —

O ALZBXIE S8 = U= HZ2 xUigtsS 322 £&ot, &4

i
fin

52



fol
[>
Im
o
[>
Im
=)
>
iz
0%
it
8y

Ol el Super SeriesOiAl &2 SAEZ 3J4Q AZO0| JUCHHA

AT SAERRH Aleld ZEN B = As A2 zUM2 29(=32 - 3)0| &
AYLITH A SAE 2[AE LT 28 O XME FEE 2ad® 425 82 SAE
CIAE SZLFS HXGHAIDI BHEILICH

FIH o2

Z=I|H HZ(Cyclic Connection) 1SS AI25tES HFEACHH Super Series= HE Al

HZEN HZE HXNZFRH S0H2E Al2lg OOIEJ gHet: FHA 22A2=2 AIZA E2

A SAEN HBolHAD ASE AYLICH A SAEN Al2lg X2 2Y HIO0IE It
UCHH, HZ0| =& E = Super Series® Al2lg ZEE SoiM Al2lg &Xz dEsE =
USLICH 2=, AFZ XK= Super Series)t 22 SAEN HHE MI0ICH 22 SAED A2l
HHS BEUHESE E22M FIF2=Z Al EXE ZAE = JUSLICHL Al2lg EXIDt
HIOIHE :II1¥2z BUA 22 MuE HIZ¥2z &AX FEE &8E ZRIt JUS W 0l
SE0l SSELICH 08 4-62 TCP 2E0AM M&E &2 MHE0IEE E0sUIC
231D

Super Series)t & SAEN MM &E=0le 32 BF SAE= HZE Super Series It
o™ AXCXNE 2NEE SO0 AEotDA & ERIE AS = JUSLICH 0 220 A3
ID(Socket D)0l S&& 2AES XE &g Z=0
ol Data M&E0| AIZZA ELICH AF=2Xs O 49X DX

2= =5
ol EXNES 232 D2 NEE == USLICH TCP 2E0HAM 430 ID = TCP HZ0)

0
on
2
[92]
o
e
[¢)
=
v
o
o
%]
J
o
I
fob
I
Im
=2

ANEE 2Ags BHHd &

TCP ZZEZ0l= Nagle 212I& Olcts A0 28 D0 JAsUC 0 2elE2
SERE 2 2 M2 W22 dssS LXot)|l Aol DHULH w=s M 2ot
gXot=0 wSELICL deiltt 0 ¢1elsd Mol oE &

SILICH. Nagle Z21cl&10 TCP 2 XNHE ACK Y 24101 ZAIHQ MEZFXNZ 426

SHME LMAIIINE ELICI Nagle 21252 0| option

mjo
(=]
00
Qﬂ
(=]
1]
0x
A
rr
=
ok
0x
ol
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted S
Inactivity time-out

Incoming data via serial port
Established 0
VN
Incoming data
from remote host

Accept

=T S

Incoming TCP connection request

Incoming data via serial port

& 46 TCPZES &M=

Et OF=(Inactivity Timeout)

=
|8S ErYO0t=2(Inactivity Timeout) JlsS
SHEHEFUM HoHA gt st Hole A0 2UUX 2 A

BA
S22 BEWELICH

SeriesAtO|2] H&ZE2 Xt

4242 UDP 2=

UDPZE S&=2 UDPZEEN JIBtS S0 Y  otLtel ME HoE A SAEQLH| Super
Series®? S4lg = UCt= 248 MASHH TCPEES2 HIx=&LICH. UDP= HIHZ ZZ2EZ0(J|



=
]

=2
>
Fl'li
I
N
1d
e
[N
o
4
0x
[}
ug!
F0
S|
Q
>
c
[l

SAEDJL UDP OIOIEH Q¥ ES Super Series? UDP 2

Super Series= O OIOIEO&0l A SAE BHZHFHNMN HF3E SAE Z9 otUUAM 2
2 =

[N
Hl
Im
Of
10
_O'j
°
2
HT
-
e
e
>

HNOIXl EOISLICH oY & SAED A SAE SHIEHEFHUM R4S &4
Super Series= Alelg ZEE SoiA OOIHE dSSLICH OZX LCHH Super Series=

S0<2= UDP OIOIHO8S HOIELIC deith AIEX=E 2AEN Sl 3F SAEZRH 2

UDP datagram= 2 J|(Accept UDP datagram from unlisted remote host)' OHIHEH~E '0(Yes) 2

ot A SAE SZALFN &2800 2 =0 2= UDP OI0OIE2& = Super SeriesJt

£ BE &= USLILCHL ANelg ZEZRH S0H2= OO0IEHIE AP, Super Series= Ol

CIOIHE &3 =AE SILHN 2" #H SAEZ MdSFULOL &3 EZEI SHUAX

=2 o
™ Super Series= OIOIEHE M &EGHAI 22 24 LICH

ZEQ Z=2 MHSYLD XtAet Atg2 424122 TCP 2L OHEH+E

LICt. XtMIEH AtEt2 424182 TCP Z2E& HIHE+E F oA AIL.

SE0 2= ¥Z SAEZSRH UDP HIOIEHOE 2|

CIAEN Sl ¥H SAEZRH 2 UDP datagram= EHJ|(Accept UDP datagram from
unlisted remote host) J|s0l 'OlLI2(No)E2 A& H, Super Series= A SAE
BEHEEUAM PEE HFASAEZRH S0H22= UDP OIOIHIOEsS 2sS AdLLICH
BIHHZ '2|AE0N Sl ¥E SAEZ2H 2 UDP datagram= £HJ|(Accept UDP datagram
from unlisted remote host)' JIS0l '0l(Yes)2 &&E™, Super Seriess= 22 SAE

SHELEEU 42200 2= S0H2= UDP OOIEHOdS 2= JLLICHL

S50 Sle= z2 AE SAEZ MSEGHII(Send to recent unlisted remote host) JI SO0l

"0l(Yes)'2 A AE ™, Super Series= E 20 Super Seriestl &=st A3 SAEZ HOIHE
HEELICH S50 gl 22 *f2F SAE@ Super Series® oY Al2lg ZEN &F2
RO A SAE BIALFHUM FLEEX Fe2 FF SAEE YELIC. 28 Super

o
Series= &2 SAE BHALSFHUMNM FHEE SAEUNT OOIEHE JSE £ JUsLULCL
'SE0N gl HZ2 A SAEZ XSE6JI(Send to recent unlisted remote host) 7SO0l

OtLI2(No)'E H& &M Super Series= 2 SAE SHAHFN A4S SAEWC HOIHE
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|-E

LICt. Super Series= HIZS EHOF=Z(Inactivity Timeout) SOt SS0 &1

=
SAEE |ALLCHL
HES EI0t=

ArZELICH HIZ

UDP ZE0A, ==0 gl= z22 & AEZE |6t <ol HIZ2#S Efe
A E

E 2 Super Series2 Al

ALOIOl CIOIE &&E0l 2™, Super Series= Al2lE ZEZRH SF0 e 229
10t
LICt.

SUHA @2 AJYUC. =, UDP Z2E0AM HIgs ErgY

FJl ol 2elat= Al

SAEZ [OAl OOIHE

Super Series)t =0 Sl 222 A3 SAEES
SEMM MEXIL HIES =

SE20 el 34 SAEZ 0 HOIHE EUX %S JLLICH

OII

230 ID

rr
b
ry

=]

Et2Ot2E 022 &H&5tH, Super Series= Al ZE=Z

|0

| ]
=2

0
Iy

Ot

fall]
m njo

H

0

2
Y

UbDP
26

Super Series)t & SAEN MM =0l 32 BF SAE= HZE Super Series It

=
HE HEXUXE EAES Sot FEctAd & ERIF AS = USUICH 0f B0 A3

ID(Socket ID)0l S&e ZAUE S XNESHH Super Series)t 3 SAEN g Z<0
ANyE 2UES UMY XSBotd Data 801 AIEESAH UG AMEXe= = O 494 X
2ol 2XZS 23 D2 NFE & UASLILCHL UDP 2E0M 420 1D = 2 AW =t
= LICH
4243 29 ogd0/&8 2=
24 H20lE 2E0AM, Alelgd ZE Z2AAE 0K Al2lg EXo 28 20l A
SESLICH Alelg EZE Z=2AMA= 0K 2EO0AM ot XMy, AT 28 Z¥s 2 HH0
et SEELICH 6t 28 ASE HEGHH HM2lELICh 29 HEd0ld 2= s 22

ABXE A2l B0 Matd oiZg 2ol 0/0|
Series2 RAE # USLCL MEX
Has Al IPEA(TE il o
=40 92 BAER Al2I2 GIOIE

Alelg  EXoA =+2 =AEZ O

b AFEXH BXI0F oioF & 22
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Super Series ZE
HERKI0 A o2

Super SeriesOlM Xl&ote REE AT 93N =

MSHOIH REZ ARG, ABRE A2
4+ AW, Ol Z 25ts A

HZot)| <ol ATDA ZEE AIEJ]S M A2 ZE FE Ss82 dgHel HE 2EWsLITH

H 4-2 Super SeriesOl A & EE AT Z 0
38 e s& sg
(verbose code)
ot Yy 9y RCz =7 oS
TCP ZEE TCP Z220|IHE ZEz dFst =, GAIE
ATD(T) AN SAER 22 ACELICH L
22 1P T= SOl 5358,
H][® A EE][CR][LF] 0ll) atdt192.168.1.9:1002 ;C;jNOl:ESIH[SFDL[LF]
ce 0f1) atdt1921680010091002 |I\TOECARERJILECF)2 E STLE
ATD(T) IP =A 192.168.1.9, ZE 10022 ¢ &HLICH Crz ol 2001 ,j[MHl[m]
(22 PRz ZE]|(mesiss GARNN §E) ERROR [CR][TFTO =
[CRI[LF] 0ll) atdtss.sena.com:1002
Sl F=A ss.sena.com 2 EE 10022 HAEHLILC
AT S = ATZ [CR][LF] TCP A2 Al2l¥ ZEZ XDI|3HEHLIC
ATA/ [CR][LF] 0N B S BHSELICH H25H,
i TcP 2C8 Tcp MM 2cz &ms 2, Tep ags | OFCRILF
Thseus (USSR SSRGS e g |SES
[CRILLF] - 838 M=, 22 IZE _\_'IQ]' SAMEX E2H, | ERROR [CRI[LF]
CHal TCP AlE OHOHE ==, 22 EEJL AISELICH
o &8 EotH
E,EO: (lI2 &&= oA &LICHL '
ATEn [CR][LF] £l Gl3= g@@u L OK [CR][LF]
= = A IioHH
E SEZ MESELICH '
ATOnN [CR][LF] 0, 00: G0l 2 ICH ERROR [CRILLF]
Q,Q0: SE2 EAMELLL (CIZE)
ATQN [CRILF] Ol 262 HAISK U,
V,V0: & = <numeric code> [CR][LF]
ATV [CRIILF] V1 (CIZE): Y = <verbose code> [CR][LF]
D, DO: DTR(PC) AlSE 2AIELIC
AT&Dn [CRI[LF] D2ACIEE): TCP M& S22 GiHELICH
AT&Fn [CR][LF] F FO,F1: LIZE 28 HF3s S+7&LICL
K,KO: S& HOIt elsLICh
AT&Kn [CR][LF] K3: RTS/CTS §2 MO0 (CIZE)
K4: Xon/Xoff (XI& & )
S, S0: DSR(PC)= 9 MILF =&LICH
AT&SN [CRIILF] S1: DSR(PC)Jt TCP S1ZS BOELICH
H, HO: &7 TCP HZ 2 M ELIC
ATHn [CR][LF] 2E HI0IEDJ ANIELICH OK [CR][LF]
H1: &M TCP &2 SXIELICL
02 Do HEQE, ol 0| BEELICL J21D UM siZsls 20l USULL 2 252 &K 2o
S0l 2HALICH
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I,10: “Sena Technologies, Inc."& = AlI&LICH.

ATIn [CRI[LF] 13: Q& B2 TAIBLICH <=
2 32 :'OoKE EAEU.
HIES BOIDIE nEoR aBEU,
AT [CRIILF] \TATO: HIZE EOIE AISSIA 2aUC (CEE) O [CRILLF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%En, AT&Bn, oo
AT&Gn, AT&In, AT&Qn, ®e OK[CRI[LF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
ATS?, ATSn=x, AT&Cn
, AT&Cn, oo
AT&Wn, AT&Zn=x S ERROR [CR][LF]
nol 10/@
- OK [CRILF]
ATFn [CR]ILF] sis Cre Z2ete,
ERROR [CR][LF]
N0l 00/24e
ATWn 218 OK [CRILLF]

CtE d<*ctd

ERROR [CRI[LF]

HEA IE(Verbose Code)
(“ATV1" 30| A& F)

%=Xt 2 E(Numeric Code) &3
(“ATVO" ZZ0| d8E F)

oK 0 Haol A

CONNECT 1 ZE0| 3 Eg=|
RING 2 ERRE=)

NO CARRIER 3 S2EO0l M SE &S
ERROR 4 X gt Al ]
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A
HelloDevice | ATZ Serial
SS100 ATZ > Device
OK > Command mode
TCP connection
QKEJuest ATDT
| al
ATDT q
) L
TCP connection
Established.
»| CONNECT X
ATA.... DATA.... TCP mode
DATA.... > DATA.... »
attt
Request TCP ATH A
,_disconnection
- ATH »
Ll
TCcP . Command mode
disconnection
p| OK >
>
NO CARRIER

v

18 47 28 0240148 2= FSIH0/EH 288 HFFO

425 dH S AE gF4

0z

ne
H
Im
HU
@
&
(=)
@

2 SAE BF LT (Remote Host Configuration)O| 2t Super Series2 Alcl
&350l AS M Super Series2| A2l ZEZLEH HOIEHE AE SAEQ S22 Y&HLICH
TCP ZE0IM, Super Seriesdt 1Xt &3 STAEN &S=0HA =€ S
ZIEZSH OOIHE Mg 22X JZF SAEE 4dF¥g =+
EZ AHZO| OIRH&AICHH, Super Series= 1xt A SAE
A SAEZ HOIHE EWA &£sLICL delld 1 A s4
1602 HIetEl O UASLICH
UDP Z2E0M= Super Series)t 1x J2Z SAEQ AMEHE ZAIE 20Ol giet=z
MNEX= 1X 22 SAEQ SFE 4 USLICH UetM 21 82 SAE= 2[0|Jt el&sLICh

2 4-82 2 AI2X QEHOIANAN RA SAE SAMHS L0oSLICH (TCP 25)

for
>

rio
Y
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Serial port configuration - 1 : Port Title #1 -— Moveto -——- =

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration

Check Host#  Primary remote host IP Port # Secondary remote host [P Port #

r 1 192.168.14.1 a001 192.168.13.1 S001
r 2 192.168.14.2 ao0z 192.168.13.2 S0o0z2
Action on remote host & add O Edit 7 Remove

Primary host address :

|
Primary host port |
|

Secondary host address @

Secondary host port |

Save to flash | Save & apply | Cancel |

Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

o
0y
W
0

T8 48 HZ SAE

4.2.6. Port IP filtering &3

Super Series A2l ZE(H EX2 5Sote &8 SAEE= P =4 filtering #&0 JI=3dHH
N 4= ASUCH. AEXes |&st IP =4 2 subnet maskE Mot E& SAED} Super

=
e
Series Al2lg ZEN £ = UTE ASELICH. KAME HE2 A& 3.58 HFXoINAIL.
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Serial port configuration - 1 : Port title #1 -—- Move to -—- =

Enablef/Disable this port
Port title

apply all ports settings
Host mode configuration
Femote host configuration
Port IP filtering

Allowed host IP |EI.EI.EI.D
Subnet mask to be applied : |EI.EI.EI.D
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part loaging

Part event handling

&/ 4-9 Port IP filtering for serial ports
4.2.7. ¢33t 4

Super Series= ZE HSd0/d ZE(UDP ZRE OIY)E Z&SH TCP ZEWALCH 2S53HE

N&S XI&ELICH

4.2.7.1. Secure Sockets Layer(SSL) ¥ Transport Layer Security(TLS) 2&3 J|¥

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSvl, the
Super SeriesJt 23S 3tE MEWA SSUTLS 253t JIEHE Kot OUE EXSW S4g =+
USLILCH.

SSLZ2 Netscapelll 2/oiA Zct0IHEQF MH U AHESHI| fIoHAM JHEEIASLICE SSL
doldize B 28 ZZ2EZSE0 420 }AD HTTPS 22 MHEH0E Z2EZUHN 25 2
= USLICH ssSL2 oA Y, WeE £5, Odeld G2 & ZZ2E222 HEIIsHS ==
USLICE sSL2 UWERIN Z2HMA S&lot= OHSelA0IE0 OIOIH 2etS MB&LICH SSL2
OHS2IAH0lE ZZ2&EZ 1 TCP/IP ALOIOI A= ME cllol 2o T2 &S LICH

TLSE2 SSLO| HOUIOIEE HAELYLICH 0 Z2&E 22 Internet Engineering Task Force (IETF)2|
X0 2ol JHEE Internet RFCLHOIA XIEELICH TLSE SSLOI &3tE HEHOILD S2H0IHE
= MH & = oLt M2 Z2EZ2s KA %= &2, SSLZ UWedi= YHES

PSS o

NFELICH et TLSE Ol#ots 22 AHHOZ OgX 22 2LICh

=
[
=
[
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SSL/TLS MI& S AlXotei™ Aot Z2t0IHE AOI0 SSL sHEH0ITet) 2els OIAIX
WEto| EReLICH SSUTLS Z2EZ22 33 Il(public-key)2t HE Il(symmetric key) 2S5 3t2l
A2 AMSELC. & Il(symmetric key) &S 3= 25 Il(public-key) S 32 HlWoiA &M
S LICH SHXIRH B I1 2E3sIt A& 2y CHUlM= B ESLICHL HEHOIA= At
3Z JIE MEBdAM XHaS SclOIHENAM 21SotD M2t SctolHEIL N OS MEUA
ANEE WHE £53a 235 dis el 2ol X Sol AF2E & JIE M40t A2 dEdl
SLICH 2@ HEHoIa &M A2 TSt 201 RAE = USLIT
1. 220IUEIL MHHOl 22t0IHEL SSUTLS HAE BS, AOIH(cipher) &, 2&HZ M
A& OOolge, 2l MBIt SSLITLSS AIEdl= 2Sct0IHESR Sélot= Olol 228t C
2 328 2YLUCL

2. MUt Zc0IPEN Ml SSUTLS HE B1S, AOIIH(cipher) €&, &2 MAdE
GIOIE, 2l Z22t0IHEDL SSUTLSES SaiA At Salctse ol 28 s 38
S SBYLICH MB T8 KRS AIEME 2D iy SCH0IHEI Z2I0IHE 2150
RSt MH X2 QESIUHE S2U0IHES ASHE QEELILCL

3. 20IHE= NHE 2SB6)| oM MBI EH 22 HZE 0ISELICH Y MHIt
eIEE = QIUE ALZX0A 2HES ZloiF10 2sste) esSE HZ0 S &
4 Qe 22 LELICH MBI 4380z o5 dH S20IHEE s HAHE MHE
LICH

4. Z0IHE= MM HEHOIUNAN M= 2= COIHE ALEoHAM oiE NES <loH
N premaster secretS 2t=1 0IXS AMH2 & JI(HAH 200 Z2WHE AEHS IS A0l
N Z2HENE MEBWNWM 2S30tH 0l 2 S3E premaster secret2 MHE 2 LICH Ol
Ol AtEE ALOIIH(chipher)Oll [2tA ZSctOIER} AHI S8 = UASLICH SSUTLS

2 0l “SRE" OtAH A2 M4 =20 Met ettt

5. MBIt Zc0IHE 5SS RFdts ZREIEHZY S&E A )= Y 2c2H0IHE
Jb Ol HEHOIZNE UL SctOIHEE MB A0l LA CIOIHE AFRIELICH Ol
0l ScH0IPEE= AMelE OOIE2 2240IHES QIS
ot BH MHZ ZSYLICH

6. MBIt Set0IHE

rr

x
I
0o
foi
kOII

= premaster secret

go HH(ZH0IHE £t 22 premaster secretOll A AIZGHA ASict=)SS A SHHA
OFAE Al2 (master secret)S MAEHLICH

clOIHES A= 0l OtAH AI2XES AME0HA SSLTLS M& Setol waeteE 3

7. 2 28
gsot/gs odiscte Ol MEE= E 2120 A& Jl(session key) S e LICH Eet
ScH0IHEY MBe 0 OtAE A= AISoilA SSLITLS HES Soft Sdlet Al
S0l gHd= Oole2 fZd(integrity)s Z2S&LICH

8. Zcl0IHE= SA0IHEZRHS A= 222 0l A& IIE AISoilA 33 2 A



g2AF== HAIKNE MBZ 2BYLUCH £8 ScloldEs HEHO0IT2 Scet0IHE

SIHUL=E RS LdFE SE€E = WAINE ELLICH

NHZFHS HAIX=E 222 0l A& 12 AIZolA P33t 2 A0

HAIKIE MHZ EYLICH £8 AMHE HEHOIZS AW B2 SSEHUL=E A

gddF= SEHE €3 HAIKNE 2-LICH

10. SSL/TLS BHEHOIZIO 2= & /AL OIH SSLTLS MEOl AHEZIASLICH S2H0IHES
NB= 0l ME JI1E MEdA MZ2H0 =418 OIOIHE 233t &= oi=otlH Ol

tiolgel 2248 gLt

I =2
I
no K

©
x
&
rr

rr

ol

Client Server
Client Hello
»
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text < ServerHelloDone
Certificate
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
icati < > Application Data
Text Application Data < >

& 4-10 28801 SSLITLS AHE#H0/I2 ZZAHA

Super Series= TCP Z & AEH0l W2l SSL/ITLS AW L= ZSC0IHEZMN &SE = USLICH
SSL/TLSIS| TCP HZ0| 33 SAEWAN YX AIEESCIH, Super Series= SSL sHE=E40132
SO0l SSLITLS MHZEM HSELICH BtH=, SSL/TLS 32| TCP HZ 0| Super Series2| Al
ZEONM OAM BH AXEECH Super Series= SSL SHEHIOIZR  StMl  SSL/TLS
ScloIHEZMN HSELICH

AEXIL SSLITLS &5 JIgHES MEE M, ArEXt=s US &
USLICH

OHHE ==

o
w

AL
e

24

ro

e ALOIH #E(Cipher suites) E43l/HI &4 3}

Cipher suites= SSL/TLS &Z E20otll AIE& &= BIHE (asymmetric), CHZ& (symmetric) 12l
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Si4l(hash) LD2IZES XIF3IE G0 AFREE HAHLUCH HIUE 2D2ES MH L=
S210I1E(S )2 ABl OIOIEIEIEl(identity)®] 2ZD HIY 3] HES oA Deahs
GOl AF2ELUICL HE LD2IE2 SSUTLS S22 SaA e 2o HOHE 253
Sl= GOl AFRELUCHL 814l 2D2E2 FMa=E HO0EI) Mz £E HADE 28
XIGH=Gl AF2ELICH CHED HIE D250 AFRE 312 20IE XEC00F &LICH

2210/1ED} AIB2 SSL/TLS 28 D0l AFR JIS3lD AF235lad 5he cipher suite®l
YLICH AMBlE 0 222 XM K& = cipher suite® BIDIA 0 2= =0

&

8¢ = YLD AMEBoted ot A BIM cipher suiteS SEELIC. 2cH0IHER

0z
Ol

mo iy

Jo
J
H

x x
==
U
>
0
I

= OIAl Ol ciphersuiteE AIZdliA
cipher suite2] HEH2 =& &Z 1 2ot QPALE0 et Zet&LICH RSAN JIgtg &
cipher suite=0| Jt& 20| MBEMH & HUHAE He &2 AHO| USLICH
Super Series= Ct2st cipher suiteE XIR&0t2 AtEXt= o ESt= cipher suiteE & &3t
_J'k_

= HE2ds 822 M 2 ciphersuiteE A& g

Sc0IHE S (MK 2= &E)

MNEXIOL Z210/9E ZZ sHE0 “0l'2t] otH, Super Series= SSL =03 =
(2 2)= ScHO0IUES SHNE RTELICL B2 ARt Z2F0/9E Z
“OfLI2 2t otH, Super Series= SSL SHEHO0IZ Z=2AHA (HAH 2)F 22t0]
NE Q70otXl #&LICh

2

ol
—

0l

OIS M HMel & A(certificate chain depth) 25

AIEAM HMolE oY Helel ASAHIE Sl e AUSAHO SohHAd ARlEl=E H2ZF,
OIZEMSO HMUALICEL 0 ASAH MO 22 XI(Ls SS(peer) ASHUA Alzle
= A= CAUASANMXK A = A= MesS AUEE= AHYLICH CA= SS(peer) IS MO
ArOIStO 2 M OFOIHIEIEIS ESELICH 2t AIZXIF Y CAS AlZSHTH, 5 AI=XS
SE OSM UHELN oY 2SAHe AF=20l JCHH, 01HS AIEXIE AlQlIE SS 2IEA
st Mg 4+ QUlhsE HS 20| LICH Super Seriesll M AMEXtE 2SN Mo AL =5

Nigtol A Super SeriesJt 1S A HMOA &l28= CA AUSKHE HOLA S8 Bt

2ES oH=010F SLICH

3

EXIt 2/ISAH CN &2 =480 “H'E HE5t™H, Super Seriess= Y ESAE 0|50l
S MO CNEEH 018) LXlot=XE HAELICH o+ 0 20| LXIGHA Z2H Super
Series= A& SAEZO HE RIS SZELICH BHHHZ A
“OfLIQ"E KHEHGtH, Super Series= Y SAE 0|8
UxGt=XE oAl LSLICH

Super Series= SSL/ITLSZM &SE IHHICH CN(2EH 0|8)S B ZEHLICH

tZ XL 2/SA4 CN &2 S80

0 QIZAIS CN(ZEH 0IS)D
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Serial port configuration - 1 : Port title #1 --- Move to --- =

EnablefDisakble this port
Port title

Anply all ports settings

Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration

Engryption method S5LvE =]
EnahlefDisable cipher suites :

W 55L CK_RC4_128_ WITH_MDS

V SSL_Ck_RC4 128 EXPORT40_WITH_MDS

~ SS5L_Ck_RCZ_128 CBC_WITH_MDS

¥ S5L_Ck_RCZ_128_ CBC_EXPORT40_WITH_MDS

~ S5L_Ck_IDEA 12E8_WITH_MDS

~ S5L_Ck_DES_o4_ CBC_WITH_MDS

¥ S5L_cCk_DES_192 EDE_CBC_MWITH_MDS

Verify client (int server mode only) HO =

Verify certificate chain depth |IZI

Check the certificate CH HO =
Save to flash Save & apply | Cancel |

Filter application
Serial port parameters
Modem configuration
Port logging

Port event handling

18 4-11 =3 74

4.2.7.2. 3DES ¢S5t I

253t JIHES 3DESZ HEGtH Super Series= 3DES(168 bits) 2S5 stE MEUHAM CHE Super
Series& X| L= HelloDevice Pro Series?t SA1& 4= USLILCH
2 412 3DES M3l9 2 ZWE BHF1D JASUILCH HIINAH 2 2=9 9ol= s

2 SLIC

20l GOl IHE (RH

18 4-123DES /9 2= =%
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8-bits =X LICH 0l 20/= LIZ(CIOIEl 2 TY)2 20/= |0IELICH 3DES = 64
HIE 2= XITH(cipher) ZD21Z012 01JI0IAS 20l= 8(64/8) &2 01201 ALICH

HYe HE 22 X D(ciphen LICH THE 2t2 THY(1~8)0IA 2 XA IHE BIOIELLICH
Super Series?| 3DES 2 12IE0A 2S3tE CIOIEH T MU AI=E 2 = HHE=

SE0A SZELICL dell I 252 ASL 7d I 25 MEdA ddaut. J& 413 2

3
Il R WES 2010 USLICHL

W

Key Block(32-byte)

Key (24-byte) IV(8-byte)

Jg 413 7] &

Jl 252 UsH 201 Z2AELDH
Key Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key= 9| 222 X & 24bytes
IV(Initial Vector) = J| 52| OtXI2f Bytes

42.7.3. RC4 ¥S5t JIH

A3t JIHES RC4EZ EHGHH Super Series= RC4 LS 3HE NEUH M Super SeriesE X2t Sl
g £ QUSBLICH RC4 €S ZE=0IM Super Series= AMEX 4 3| E€2 MEBM ZE TCP
AEEES 2Ssoll] HSELICH RC4 JIEH2 AME6IH ol £= WMYS AISotXl &£SLICH
RC4 J|¥0| 3DES JI¥HECH £t WSLICH

Super Series= AIZXIF Al2lg ZEN HZE Alelg XA 32 S
A&E x> QU&= XELUCL ZH HEZAHIE FHES 0ldE 82 M

ol
AMEXOE IFae ZHE OHE2AH0E Zz_ldls AMESCHH Super SeriesOl =556t ZH
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OHSeAH0lE 48 H=E AMSBolM Z2IOS 0181 e+E F&E =
OHScAHolE 240l e XtMe Atete 9.4 ‘AIEX Ao TDEE HEold 2EolIE

I
=
Lo AIL.

ZZ =20 It 2L N2EUC I 20l e NAle Alg=2 6.9 AIEL I
of A

Serial port configuration - 1 : Port Title #1 --- Move to ———j

Enable/Disable this port
Port fitle
Apply all ports settings

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Filter application path |fusrg/default fiter
Filter application argurnents : |—|:jD
Save to flash Save & apply | Cancel |

Serial port parameters
Modem configuration
Part logging

Part event handling

g 4-14 ZH =2l 0lH

4.29. Alclg 2E D=

Aelgd ZEO Aleld EXE HZotAM HY Super Series? Aleld &EXIQb HZEE Al2l
AX2HQ DHOHE =Dt LXIGHOF ELICH A2l S4Al0 ZR§ HEHs= UART &4, Alelg
d&ExS(baud rate), OIOIEH HIE, W2lEl, A8 HE, & MO DTR/DSR 4 12l1

t2t(inter-character) EfQ 0t S LILCHL

Mo
—

UART type

BN Super Series® oY A2l EXl= Aleld S& &40 LXIoH0F SLICH 0 S& &4
0l = RS232, RS422, RS485(echo) 2= &= RS485(non-echo) 2= S0l USLICH Al2lL
Sl HAlg HPGoH)| fdiMeE g4 HRUHAM 2EE SFELIO. g4 450 Ualde 2
£ B2 Al2lg ZE o 222 FXIGHHAIRL.

=
T
Super Series= echo 2=2 non-echo 2=2| & DXl §AIQ] RS485 S4IS XA EHLICH
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0l & 2= 25 28I (two-wire) 2= 2LICH RS485 echo 2& Al2lg ZEWHAN =&E
2 E OOIeH= nonecho2E0IA BtEdl= &0 M =22 Y Al2ld ZER BtE
SLICL Al2lg Sale & 240 BHEE0 st XHME Atst2 2519 A2 A&dZ &Il
A AIL.

Aclg d&E=5(Baud rate)

Super Seriestl A AFEE 4= U= A2l dESETE COSH 2&LICH
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 1|1
230400

=) 48E J|23t2 9600 LICY.

CIOIE HIE(Data bits)
CIOIE HIEE= 7 bits &= 8bits LICH =J| A& J|23t2 8 bits! LICH.

Serial port configuration - 1 : Port #1 --- hdove to ———j

Enahble/Disable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters

Type . REEEE =]
Baud rate : IEIEEIEI vl

Data bits : |B hits v|
Parity : IND”E "l

Stop bits . 1 kit -
Flow contraol m
DOTR behavior |.ﬁ.lway5 High |
DSR hehaviar [Mone |
Inter character time-out (0-10000 msec) |1 ao
Save to flash | Save & apply | Cancel |

Modern configuration
Port logging
Port event handling

& 4-15 UART &
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IH2lEl(Parity)

IH2IEl= none, even = oddQLICH =J| A&E J|&2 g2 none LICH

AE HIE(Stop bits)
AE HIEE 1bit E= 2bitQLICH =J| &FE Il g2 1bit2LICH.

S & Wl (Flow control)
Jl &FE JI2 8t2 NoneLICt. Super Series= XON/XOFFE AIEGt= AZEQNH S
M2t RTS/ICTSE AIZ6t= otE/INH S8 MOUHE XIRELICH

A2TZEFNH S8 HAH LAE2 S+ XH(XON/XOFF(0x11/0x13))E & Mol HZ&E HXIS
20 MEOHAM OIoIH S& S82 HUHELICHL StEHH S8 MO SAMeE & e o2&
2 XS MOION ASE =1 H32Z2M HO0IH S4& 5852 MOELICH

Pl

|0

RS232 REDH0] S8 MO &als XJAFLICH RS422 Z2E2 RS485 EE=

L2TEYNH £= otEHANH S8 MOUHE XIRGHK 2SLICH

o
Ok
B

DTR/DSR S&

DTR/DSR EIo| EL- &= Al2lY ZE ASE MEMHA TCP & AEHE HMOotHLE 2 Al

S HOE HSYO0IE st Ol UASLICH DTRES MI| & E(write-only) &

DSR= & J|ME(read-only) &= AlISLICE.

DTR =& s&2 U8 Al e g4l S stue Aoz 438 = AsUIH always high( &
g

o
& =5), always low(&'4d &8) L& high when open(

g [} =5). DTR =% 0l high when
open ©ZF HFE H2,DTR & 24 AEis= TCP HZ0| 48 & H20 highZ |XELICHL
DSR 23 S&e2 U3 & M s& = otz &3E 5 JUSLICH None(2S) L& allow

[¢]
TCP connection only by high(== Ij0j 5t H9Z 5/&). DSR 248 =Z0| allow TCP
connection only by high 2 &0 &M DSR &SIt I2MEHUHAN =2 MEHZ B3I [,
TCPOt HAZELICH 8t DSR 4130t =2 AHLY, A SAEZLEHS TCP H&S o
80ot1 UDPZ OIOIHE 2&LUICH DSR A = 1=
TCP HZ0l EHELICH Super Seriestl HZE FbHl= A2 DTR ¢S E HUHE2=ZM,

Super Pro Series2| TCP H&Z 2 MO == USLICH

[}
-

=
fol
S
Hi
fo
el
2
=2
x
n

0
el
an
Hu
&
fon

(_)j
2

Cf, 28 KIS 0IE 2ENAES DSR 2 SX S AFU0 A2 30l DSR AEHI} low
2 Biol 22 SASH 8 $Z0l BOXAH LG

&2

DTRIDSR S& Hims 20| 245 SIS MEHUME 20X &LICH

2X2HInter-character ) EF0IR
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Ol OHOH¥ === Super Series)t WS HIHUHA &X A2l OOIEHE 2d=00 A& =
2ERALICH oY Al2ld ZEE SaiM HI0IEI SH2LD Jes E, Super Series= HI0IH
E U2 HHO HEELICH HY R HIHOF 2H3E AN UALE 2X2F Al2E 282301 2
A2t EfS OF=Z(Inter-character timeout)2 = X &EE A2 LHOI SE8t Z <02t Super SeriesJt
HIHOl S0U= HOIHE TCPIPE SolAd HMSELICH EA2b B 0t=(inter-character
timeout)0l ‘0’22 A& EH W2 HHUH MEE OOIH= s XNAT S0l SA 8SEU

& X2 o2 AFEXY HEelAHol&u et EetELICH SHAIgH A8 XIS
HHRAUIOIEWH A2 22X oLt 2tZ2C0= 2H0F &LICH OE &9 Alelg ZEDJ 1200 bps,
8 OIOIH HIE, 1 A5 HIE ¥ IH2IEl AS(no parity) 22 HFEUCID IHEH B AL. 0]
Z20 otLtel 2AE MSEst=00 ZLs A bitel == 10bit0l2 GtLISl 2XE M &0t
= dol 228t Al2t2
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms & LI C}.
et AMEXi= 22Xt Bt 0ot2E2 8.3 ms20H IH HSFH0oF &LICH X2t EfY o2

MEXIL 22X SeriesE otUe TH2lez B ] StCHH Super SeriesOl HZE A2l
S 2 EfOIR0l X AIEO B 2XUE MSai0F ot OIoIEHS
& Z0l= Super SeriestH® HIH IAJIE0H &IHLE Z0t0F & LICH Super Series2 Al

4

4.2.10. 28 4

Super Series= Alelgd ZEZQ ANE ZE AZZS XJASLICH AFEXIL Alelg ZEN SEHS
HZotd & Mol= 2€ 4 HOIXIHA DCD s&u 28 mﬂstrmg% A3t 0F2F &HLICH.

Super Series= S2A4E ZEJ TCP 222 &8 SIS R0 2 A2 S X2 LICH

o HE EH3HEAS
0l HI=E &43st B2, AF2X= Super Series® A2l ZEN 2E2 2E HAE 5= AU
SLICEL Ol DHoHH=Dt E435tE BAR0l= Super Seriesole ZEJH 2E EE20 AIZEC
D 2L

e Hl init-string
Ab o 2l ¥

ZXt= Modem init-string DHOHBI=0lM 2 & Al & & (initialization string)S A4l
A

FOHM 438 £ UASLICH Enable/Disable modem Ol +~E &4 (Enabled)Z S &2 M
Al ZEJ 2 22 HdFAS M0l= Super Series= DTR Bl AlS AS50] EXE
HLE Aleld ZE 240 2EE HoHE=I 83 2 MOoCH 28 A& AESES g Alel
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DCD s%&

DCD &&0| &t0/ & mofer TCP A Z 5/ &(Allow TCP connection only by HIGH)'2 2 & & &
B4, Super Series= Al2l2 L EC| DCD AEHI} ot0I(high)Y OIS |2 SAEZLEO A
22 SIEELILL 0] JIs2 AIZXIF Al2ld ZEZE [H0]1g2l 2E 2 E(dial-in modem mode)
20 AtEote! & Mol |88 JlsZUCh 0 20 00l HZ& Z2&O0l SiCHH Super

Series= TCPE HZ 2 o6/ &0tAl ZSLUICH

]

e

s oMl 29 o

A& i 2& 99Z0| Enable2 A&ELH, S StLt OIS TCP HZ0l €4 UCHIH 2
S TCP HZ0| &S WOl Super Series= 28 AZS &5LICL 0l 40| Disablez &
e F20= RE TCP HZ0| &8I0 olHet: 29 HAZ2 =5/X ZSLUCLCH 0 842
AFNeE 42201 REYE = GtLISl RE0| HZS Z2oU AF NMIH AZ2 dsitts A
S HASHAIR. 0] S22 ZE TCP HZAS0| €32 [ Super SerieskKHMINA 28 AA
£ =2elote diol ArEE &= UASLICH

AEXIE THOlE Ot=(dial-out) Jls = Z2, AEX= DCD &&= None2 2
ZHoH0oF LICH OOl Ot ZES 280 2 2UWIl AAhME ALZXIF 280 22 &
= A0{0F St S LICH.

>

Serial port configuration -1 : Port #1 -—- bove to ———j

Enable/Disable this port
Faoit title
Spply all ports sethings

Host mode conflguration
Remote host canfiguration
Pott IP filtering
Cryptography configuration
Filtter application

Senal part parameters
Modem configuration

Enable/Disable modeam ; |Disable vl

Modem init-string ||_-_1|.-f|;|5|j:-'_-
DCh behavior |r-.||'|NE L‘
Automatic release modem connection | Disahle
Save to flash Save & apply | Cancel |
Port logging

Fort event handling

g 416 28 74
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4.2.11. ZE ZZ(Port Logging)

E 22 JIsS MESH Al2lg ZEE SoiM EWE OOIeH= MEMORY, ATA/IDE 1F C
3 JtE,SYSLOG AW £= NFS MBiel &= /X S0l HEELICHL

[> H

on

[ ]
H
Im
Hu
o

m
0z
ton
E
Oi
=
m
>
QO
=2
(¢}
a
n
QO
=2
N

o IZE 22 NFE fIX
IZE 2] UI0IeH &= Super Seriestl 2 0l22l, ATA/IDE 18 ClA3 IIE(PCMCIA £ UR),
NFS AHHO &= (X L= SYSLOG AMBil MEBE = JUSLICHL R HZ2E ALSHA
IZE Z7] UOIHE M&ote dR0 = Super Series?t HE WMol O] ZE 21 HOHEZE &
ZELC Alelgd TE 27 HO0IHE E=xotel®™ ME fXIE ATAIDE & CA3 I,
SYSLOG MH E£= NFS Az E228AI2. OIZAH ot AMEXI AMEO SHEY OHAE
T4oHoF ELICH Ol OHXIOF HAEGHH HFEX L2H AMEX= UHHOIANM ME fIXE
HEig =~ SLICH

e XE Z7] HHS 3T
Ol i += 208 ZTE 27 HI0IHS S FELICE W HRLE
21 OOIHE MEE Mol= ZE HIHS &M 210t 3200 KbytesE €S == ASLICH=
2l LEQ BE ZE HH=2 AJI2 0] 3200 Kbytes 0|5t 0F2+ &HLICE) =D
S 4 Kbytes LI Ct.

ATA/IDE & ClA3 JtEE MEdM 21 HOIHE HEE M ZE HHS =0 ZD

oY JtEC S0l WMt et&LICh

NFS AHE AISoiA 21 H0IHE MEE Hoils ZE HIHS 2 2= MEEX

LSLICH AFEXDF oY ZE 22 AIAZH XFHAM NFS MHE 4oH0F &LICH
SYSLOG MHE AtEHA Z1 CI0IHE MES Holes AFEXDF ZE 270 HIHS 3

g 28 = glsut.

=2o =2

rr
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Serial port configuration - 1: port # #1 --- bove to --—-

Enable/Disable this port
Fort title

Spply all ports settings
Host mode configuration
Femote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port logaing IEnabIe vI
Port log storage location @ IMemDry vI

Port log buffer size (KB, 400 max.) |£1EIE1
Save to flash | Save & apply | Cancel |
Port log :

Clear Hefresh

Port event handling

&/ 4-17 Port logging configuration

4212 2E O|¢E =SS 4

Super Series= AIEXIE ZE OIHIE SHEYH FHE SolM Alelg ZEZ HBE Alelg EX
N OOIHE ZUEZENLE COIHM EISE = JU=s == MIELO. 018 Uz MEXN=
email/SNMP & 2 (notification) L= ZE O|HE SiS2 PHZ SoHA Al2lE ZEz HE BU
A HHS ECINE 2 A2Ig ZEE JIFEE FASEY £ USLICH E£8 0] JIseS MEIL A
ZE HXE SoHM OIOIHE ZLIHESHHLE AFE FoE IIRAEIL X ZAS Mol HZE &
XNE &AE A2/ & %= UH HSLICH E£&F Super Series@t Y A2l X2t HZE AE|
12l Super Series?t 22 SAEZS TCP & AHE ZE IJ|AC AISHIY 22 ggoe=z

c
2telotl 2UHEE & = UsLIth

21219 OIHIEN et Sge g¢ts0l FdE8 = UAsUD. HII0A BtS(reaction)2 email
dE5,SNMP EE &&, 38 &85 L= Z= BtS8S2 X80l 2 = UASLICh



Mo

MEIIL ZE O/HE 52 JIsE 0|2otdY, ZE O/HE =g &4 3l (enable) dll OF
ELICH 0olXe2 229 HE=017] ME0 0l JIs0l HIZAd3H(disable)TH dHE Super

tXl & LICH

n
o)

D

(%]

H
Im
=)
£
Im
2
L=
o
o
Q
8
ror
ru9
[e]]

2@ 2k (Notification interval)

Super Series)t ZE OIBHIEES HSE &0l JUNHM E(rap) = XS LOISLICH L& 2¢

2 (Notification interval) OOl 4+=5 AIE&LICH. Super Series= 28 Z2t20iCH €& email &
= SNMP EE s SYLICH 28 2tA3 A2 WS AMd ZolE JI/KEE XIS LICH O Of
HH2] L0l o AtM HOE IS =2 BHSotI| 20 AIAE RS 20l A
ELICH AFZXIE 20F 2 = A= JtE 2 U= ZF0F AIAE I AMES zlas &

Email 2 & (Email notification)

Super Series@ Email 28 Jls2 43 L= HIEH3S o= JIsLLUICH Super Series
Email 282 2 [l 0242 SMTP AH 2HUHAH 2dE SMTP MBIE ALEELICH. SMTP
MHEHIE Z26HH RE X LUAL HIEHS &
SMTP AtH & & TtMISH 8&EE 3.4 SMTP S F XS AIL.

2
4]
[
e
3
2
=
0 ||'
Z
o
1]
0x
fon

ul}
-
[

Email M=
Ol D == AME ELE IIKEI X ZIUS I Super SeriesOl 2IHM ZLHE Emaill
M== d&& L

A2 Email =4

Ol o == ATE JoE JI/FED BAEHAS I €8 Hegs 2= =0 AE &Lt

SNMP 2

=20
0l DB == Super Series® SNMP & Jls

o
o
0x
ol
I
rr
==
o
0x
ol
o
-
[w)

SNMP E&9| XIS
Ol Do == AFE F2E JI/FEI BXNEAS M Super SeriesOl 2/oiAl 2LHE SNMP E
gol M=ss 288Ut
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Serial port configuration - 1 : Port title #1 --- Move to ———j

Enablef/Disable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port event handling

Port event handling : IEnabIe vI

Motification interval (30-2600 sec) @ B0

Ermail notification : IEnabIe vI

Title of Email : |F'|:|rt event notification mail
Recipient's Email address |admin@my-campany.cum
SMMP notification Im

Title of SHMP trap : |F'|:|rt event notification SHMP trap
SMMP trap receiver 1P [182.168.14.1

SMMP trap comrmunity |pub|i|:

SHMP trap version : LA -

[Status event edit]

Status event Ernail Moti,  SHMMP trap Noti, Port command Port command string
Device connection [~ = r |
Device disconnection [~ = r |
TCP connection ¥ (] r |
TCP disconnection W - r |
Save to flash Save & apply | Cancel |
Check Key word # Eey word Reaction Port command string
r 1 test Ernailf fCommand  reboot

[Keyword list edit]

action on key word # add O Edit  Remove
Keyword string Email Moti,  SMMP trap Noti, Port command Port command string
¥ - ¥ |
Save to flash Save & apply | Cancel |

I8 418 ZE O/HE #SE 74
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e SNMP E& =&IDJ| IP(SNMP trap receiver IP)
S AE FHOE IS ©X TAS I SNMP E 222 £4I5t= SNMP E

P =4S ZFEUILCL

¢
>
pal
S~
1o

LIEI(SNMP trap community)
AE FOE JIKFED BXl ZIAS I SNMP E HIAIXIO ZE&E HARUE

o
10

e SNMP E& H&(SNMP trap version)
Of Wi == AHE EHE IIYEI X o

Ct.

39
1o
=
HL
o
I
(9]
Z
=
o
Im
I
10
=
i
1o
b
ox
]
c

>
o
12
0A
ﬂ
2
N
1A
rir
A
o
10
=
E
Im
2
x

FoloF & & & M HASE MIASLICH

e TCP HZ/Eel
22 SAEZSE TCP

M2 &L Ct.

e
Y
I
rr
HI
o
10
o
ES
I
=)
x
ﬁ
%
(=]
W
{0
x
o
B
10
x
1
s
>
]

FE (Keyword string)

SZotDA ot= IIMEZ HE Hoes AMEZE =

)3
-
o

AZEXE SEHE JIREZ Email €8 &S

mjo
ok
0x
ol
A
rr
=
1]
0x
]
It
4>
0
ol
C
a

e SNMP E& 22(SNMP trap notification)
s

AZXF A8 A= SNMP EE 22 55 435 = HEZ24ds & 4+ UsLU
e Port &™
ASEXON HEHE JI/FAEZ ZE HY HNss 435 = HE2Hs & = Asuct

e Port 38 < (Port command string)



Super Series= AIX F2IE IIFSI EXl HAS T Alel

S NEEULL MEX=E 0 Hi=UA Al2lE ZEZ 2L
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43. 2= ZE 43F

2E ANelg ZEDJ RAGHHL sLotH =&8&= &2, 0l JIs= 0I1EatA ELICH. All port
configuration &EHOIN &E&SH gt2 MHE EES “apply all port setting” S&0| disable=
AN UX (2 ZE Alelg ZEW H=ELICH (SS100/1102 all port configuration Ol &It
ABE FoSAAIR)

“all port configuration” Ii2tOIEIE Ofefel D822 LHHO & £ UASLICH
Port enable/disable
Port title
Host mode
Remote host configuration
Port IP filtering

S T o o

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem
Emulation mode)

7. Filter application

8. Serial port parameters

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging

11. Port event handling

Serial port configuration - All ports : Port title --- Move to --- =

EnablefDisable this port

Enable/Disable this port IEnabIe vI

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Femote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

-

Figure 4-19 Z&£ ZE &5



Port enable/disable
Ol IetDIEH=E ZEQ| Jls At

010
=}
i
i
W
0
oo
C
o

Port title

Ol IO S8 ¢ 4de AL, 28 Al2lg ZEW g ZE Elolgse 1 oo ¢

LE HSo oz 8FELUL. HE S0, ZE EI0IE0l “my server” 2 8% = &

?, ZTE #HQ ZE EOIE2 “my server#l” & HFE LD LEH2C ZE EHOIE2 “my
PSS

SAE BEJH TCP £= UDP 2E2 £3&H=E ER, 2 Aldlg ZE= EDl(listening) L&

(listening port number + serial port number - 1)

2b Al2lg ZEQ| [tE Let0le S “all port configuration"?t 22 value sete2 A& ELICH.

Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
AJ] O8s 2 MiH+Z <Idll, “all port configuration” 2| values set2 ZE Al2lg ZEWA

SZotH €& ELIC.
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5 PC JI= &€&

SLICH. & 49t

0
ol
kJ
30

Super Seriese= J|ls2 R4 Y HEMHZ2 2ol PC IIE =22 A

REol PC II=IF XA ELICH
- LAN Jt&
- S LAN Jt&E
- Bd Jt&
- ATA/IDE fixed disk card

But please note that SS1002 PC & &8 H=E XSt LSS F2AoSHAAIL.

EXesE AN E= 24 LAN IIEES OlE0ol £ 02 UWERKZ HdZS =oll Super SeriesOl
= QASM, ATA/IDE fixed disk cardE Ol&d AAE L Algld ZE 27 HIOIHE
>

MEY = UsLICH 28 JtESE AESEHZM AZE 2E0H AZot= AMlelg ZE 10l Super
cC o

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | EhEE e SerEE
Save to flash Save & apply | Cancel |

Figure 51 =J/ PC 7t && Ol& 3%

-

PC JtE =X= AtE0HI| Aol ALE Xt

= ts2 HHE =doioF LICH
Al 1. PC Jt= =X0I PC JtEE &ELICH

S 2. Select PC SHS &% Mo o L Dicaveranswead | o wensr g,

St 3. Super Series= IJIEZ MG o Z20 M Z0l(plug & play) JlsS
MEE A0I0H, 48 0w s LIEtY AALICH AEXeE 8 HEE SZHAIIIII
st HMi2IOIHE &88 = USLICH.

Save to flash |§ MeErsiol A

CtH 4. Save the configuration settings by selecting
AEHE M & EHLICH
PSP =

SHH 5. OI5=2l [Apply changes]S & Eiol0 M22 &S M2 A2 LICH
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Super SeriesJt PC IIEE & Adl=0 AIHotH, OIS 257 OAIXIDF LIEFELICE.

Microsoft Internet Explaret E |

”!E Failed to probe a new PC card,

& 5-2 20l AW o2 HAIX

Super SeriesIt A &Adt= PC IIE2 2|AEE B2 RASAMH &= B. I/&%= PC JIEE &X
ot Al L.

PC JIES A=sS BF AL MSUAM HMAHGHAY, A= USh 22 XS HHMOF LILL
Step 1. [(Ban- show the actual button) Stop card service] & & EIGHA Al 2.
Step 2. [Save to flash]E S EIGIH HAE A3 WSS MEGHYAIRL.
Step 3. HI=0A [Apply changes]E & &GN B8 HES HEAIINAL.
Step 4. PC JIE =X WA PC ItEE WM SHAAI2.

=9 P9 28 BXNE HIXX Z10 =F0lH PC FI=EE HIHGHH A28 @FZ9 &2I0| € +
ol

LAN IIEE PC IIE =20 &EXIotH Super Series= 22 UWER3A QEHIOIAL P =AE
SR0tH ELICH. OlH, IP =A= BIEA S&6t A€ XIEWMOF &LICH
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PC card configuration

Currently configured PC card
Card type :
Model :

Metwork configuration
IP mode :
IP address :
Subnet mask :

Default gateway :

Primary DMS |
Secondary DNS

FPPCE user name :

PPPoOE password :

Confirm PPPCOE password @
PC card service

Discover a new card |

Metwork Card
Linksys EtherFast 10/100 Integrated PC Card
(PCM100) ver 1.0

[oFeP o

|I 92.1658.1.254
|255. 255,255,0

|192.1EB.1.1

165.126.63.1
168.126.63.2

|wh|:|e'v'er

I********

I********

Stop card service

Save to flash Save & apply |

Cancel'

& 5-3PCLAN 7tE &%

AZXE BIEA PC & JIEE £3E

NHE &&aH0k
USLILCH.
Super SeriesJt X|&ct= e

JIESE FXGHYAIL.

52. 24 LAN 2t €3

LAN IIEE PC JIE ==0 &XIotH Super Seriese=

IP =AE BtEA 758

2=otAH S U, O,

[ PC & JIEE &5t primary &
&0 XtAMIBI

2002l UIERZ IHHIOIAR P =&
AE XNEoioF SLICH

82
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PC card configuration

Currently configured PC card

Card type : YWireless Metwork Card
Model : Cisco Systems 350 Series Wireless LaMN Adapter

Metwork configuration

IP mode : IDHCF’ vI

IP address ; [192.168.1.254
Subnet mask : 255,255, 2560
Default gateway : [192.168.1.1
Primary DMS 168.126.63.1
Secondary DMS 168.120.63.2
FPPoE user name : |Wh|:|ever
PFPOE password |HHHH
Confirmn PPPoE password @ |***n*n

Wireless network card configuration

5510 |

Use WEP key @ |Disab|ed vI
YWEP mode |En|:r5.'pt vI
WEP key length : I-'-IEI hits vI

WEP key string : |

PC card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel |
& 5-4 PC 24 LAN JlE &&

MEX= BIEAl PC & JIEE £&3e M f& & JtEE HEGD primary £ secondary DNS

CGE £&2 =%HHsS=2 &Ad 31 IP &0 TtAlsl £FE0

Super Series= 24 AN &AHFZ <ol SSID(Service Set Identifier)2 WEP(Wired
Equivalent Privacy) 31 JIsS X&&LICH. AMAEX= AP (Access Point)E XI&EGHI| 2ldh
SSIDE H&FE = UM E£8h, encypted E£= shared2 WEP RLEE X &= USLICH. WP 3|
2Z0l= BFEAl 40 £= 128 bit O40F &LICH. 40-bit WEP JI01H, AtEXt= el 222(:)0l
gl= 5Iiel 168l DE MEE OF SLICH. 128-bit WEP 2|01H, 22k 22(:)0] 8le
1302 16&l DE NEE &HGIES &LICH

OIE =0H, 128-bit WEP I S&S AtESHI| <o AtEXteE CS0 201 13018 168 2 &
NIES BtEAl &ScH0F SLICH.

000F25E4C2000F25E4C2000F24
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Super SeriesJt X &ot=e 2& & PC JtE 2IAE
PC JIEE EZoINAIRL.

i

2HH £= B. Super SeriesJ} X2 ot=

5.3. Serial Modem JI& & &

IIEE AMNZEOZM AEH 20 HZSt=E Aleld LE g0l A= XD 22te0 &2
o Qe 9 st 24 JIED XIRKELICH Super SeriesJt

225 BHH 2= B, Super SeriesIt X & ot PC FIESE EEXGIAAL.

PC card configuration

Currently configured PC card

Card type : Serial Moderm Card Serial Modem Card
Model PCMCIA CARD S6KFaxModem FMSEC-MFS 541
PC card service
Discover a new card | Stop card service
Save to flash Save & apply | Cancel

& 5-5PC serial modem J7t& &&

5.4. ATA/IDE Fixed Disk Card Configuration

AEX=E AAE & Al2g XZE 27
tEot=0l 228 & ool 3JIE

=13
2 OA230A AE IJiset UAT S2s IS

In i
>
0
Qﬂ

Jl <ol PC ATA/IDE fixed disk cardsS
SAHOHOF ELICE. Super Series= &M MHZ& AD|
(@]

ANEX = S HEist JIEE TS 2 QAUSLICH. Super Seriess ClAZR IHEQ

AMEZX= Super Series® AlAE AHS export ¥ import ESZ2M, Super Series &3

oS HE £= =278 &+ UL
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PC card configuration

Currently configured PC card

Card type : ATASDE Fized Disk Card
mModel ; TOSHIBA THMCFOG4MBA
Size &4 MB

File system ! ext?

ATAMDE Fized Disk Card canfiguration

Total data size to be used (0~64 MB) |E-t1
Delete all filas in ATA/IDE Fixed Disk Card : Delete
Format ATA/IDE Fixed Disk Card I are ﬁr]

PC card service

Discoverameweard | Stop card service |

T s

Sareen|| ey | [CeRee]

_1&/ 5-6 PC ATAV/IDE fixed disk card &€&
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6. AIAE

1]

c

Super Series= &Ei CIAZd0l 32 (Status Display Screen)S Soll AlA
HIOIEHE 20=0 22s <ol AF=2ELUC. AAE M COHE 2E 018,
AW BHAE L Super Series? UERIZR &&F S0 USLICH.
logging Jls2 Sol XN&EE =FCO0A email2 Z CIOIEHE
USLICEH.

AEXt= Super Series® ZXI 01§, EMe A2, BE SotAl JI=2=2
[USLICH, L8t AAEX= & CIHHOIA, 23 25 2 Alelg 22&5S AL &6t
HANE ga0lEE =& ASLICH.

6.1. A|AED &EN

LSt Super Series= system

ANsez Mot 28E

A
™

HAEe ==

Super Series

System status

System infarmation

Model Na. :

Serial No. :

Fi'W Rey. !

MAC address

Current time :

System lagaing ¢

Send system log by eamail ;
PC card type:

PC card model :

iFpfatmation

IF mode :

1P expiration ;

1P address |
Subrnetmask

Gateway @
Receive/Transmit arrors ¢
Primary DNS |

Secondary DRNS |

SSB00 Dewice
S5B00-0307595499
wi<.0
00-01-95-04-19-5a
07/23/2003 13:40:42
Enabled

Diszbled

NOME

NOME

STATIC
M
102.168.14.7
255,255.0,0
192.168.1.1
Mia
168.126.63.1
168.126.63.2

18 6-1 A|AE HE LIAZE40]

6.2. AIAE =211 &F

Super Series= system logging Jls1t AlAE
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system logging ZZ2MIAE enable L= disable AEfDJF &

 —
E£0E MEcts 9K € AIAE 210 HIH JJIE HE8E = ASL

System log storage location

ANAE 270 &= Super Series LR MI22l, PC IS =X 0l &2 E ATA/IDE fixed disk card,
NFS A &Xl K& L= SYSLOG AU HEE = UsLICH. AIAE 223 OI0IHE
M&ot=0 W2 HZ22E MEodt= 2%, 22 OO0IH= Super Seriesdt HE M
AHIELICH. AIAB 20 OOIHE 2&otd®, ME fIXIE ATA/IDE fixed disk card,
SYSLOG MHH E£= NFS AHZ &&FGHOF ELICH. 0l #=8odl)| <ol AIEXe SN 2249
HHME AtE3ot)| <« met0eHE2 880 &LICH. OiAMIE &Ll 83X %S =2,

X

AET=E = IHME NE a2 £8€ =+ gsUt.

System log buffer size
Ol met0lee 22 E = U= AMAE 27 oIS xtigs E2&LIC. HIOIHE MEG
Jl flof W2 HIZelE AMEdte 22, AIAE 21 &8 2Jl= 300 KbytesE =g = 8l
SLICH.

27 OOIHE M&ESHII 2IcH ATA/IDE fixed disk cardE AM&Edte &<, zUl HIH Adl=
e S0l et etE L

£ OOoIHE M&EoIIl ?Ich NFS AHE MEots B, U HIH = SEUHYLICH
MEX=E NFS MHE A&GtH AMAE 27 J1s0| HE5 H3g = UASS ook
£ HIOIHE MEGHI flof SYSLOG A =20 AtEd6t= & =

g ZRJt esLItt.

=
=
ly o
o O
T
i

Super Series= YHEX 22 221 MAIX JH£JF 0l2] XAS £=X0 02 =2
T2 HLAHE £ ASLIL. AIEXE emailES &£010]
OF SfLICH. O HictOIENl=E emailS &&ol=d & 27

sUC. 08 62 €8 2 AAE 20l

W
o
R
T

=
o+

HU

P

$0
tol
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System logging

System logging IEnabIed vI
System log storage location |N1erru:ur5.I v|

System log buffer size (KB, 300 max.) |£1
Send system log by Email : IDisabled vI
Humber of log messages to send a mail (1- |5
1007
System log recipient's mail address @ |admin@ynurcnmpany.cum
Save to flash Save & apply Cancel |
System log
07-2353-2003 11:25:21 = Boot up System Start ﬂ

07-23-2003 11:258:21 = Start with Static IP by 192.168.14.7
07-23-2003 11:25:21 = Start with PPPOE by 192.168.14.7

Clear Refresh

Jg 62 A28 20 88 & 2]

6.3. AI2X 22 ==

ASRHE AIAES S 2 UA2 AEXN B85S 2EE = USLICH

Users logged on list

sername Terminal Login Drate and Time From

root console Jul 23 11:27

Jg 63 AEXN 202 22

Users logged on list= AIAEI0 20 &t AFBXE o Ct22 E32E 20 SLICH
User name(AIE Xt 018)
Terminal type for the session (MI&0l CHSH EHOIE | &)
Time connected (HZE Al2H)
IP address of the remote host (22 SAEQ P F4)

=9 g2 S0 FFotE AEXE F=0| LIEHUIX ZSLICH. HTTP/HTTPS ZE2£2 S Sof

= =
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J8 64 MARE HE tHsS 20HSUO. 8 AMEN2 WAFAEES HFoHHY, M
HAREE YHEotd, M HARAEESE e = M HAKIEES =06k <ol &8 O M
HARAEE L=oioF LI

Change password

Current username : admin

Enter current pawwsord |

Enter new password |

Confirm new password ; |

Submit Cancel

18 64 IHARE HF

6.5. &Xl 0|Z(Device name) &3

Super Series2 Z2IE ol MMESCZ AUl 0|5 E8E £ UASULCH. O 9-4= &K
018 & SHLLICIH. AFZ XDt Device name=S HAGHH &S Super Series2l hostname 0| B1&

A T CLI A9 ZEZE L5 Oleiet 20l HE == hostname @& HAO0| ELICTH

r oot @S800_Devi ce: ~#

Device name

Device name | |SSBEIEI_Devi|:e

Save to flash Save & apply Cancel |

Jg 65 &x 018 £&

Super Series2l Device name E&0| S8 2At= &0 X 220 AFZ2XEIL Device name

=2 8l EX=Z XNE3HH & Super Series2l hostname & Super Seriesl |P =42 XIs22 X
A0l ELICH. S8t Device name HelloDevice Manager2 22 22l Z2 UM HH AgE=

off AtSELICE.

40
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6.6. €M & AlI2t €8

Super Series= S YW &L A2t HEE 228 LICH SS110/400/8002 AlH & &3 HF2
LHe &X 20 2o | XIS LICH
(SS1000l= LHE AIHIE <18t &XIDL eSS F=2SHAID| BHLICH AIAE THAIE 0= &M
S Y A 430 RXZX Z&sLULC 22 SS100 Z2Z0AM Hatet Em R AIZS
FXSHI fAHM= NTP AHE AMEE 22 HEELICL)
8 6-61 201 AFSX=E &M EM 2 AlIS BHEE = UASLICH

EY 2 USLICH H HME NTPAHE A=Zolol Em &
A2t 888 |Xote HALICE NTP 2 ME0SIESE 4EFOIH, Super Series= AIAEE
THAIZ S [HOHCH NTPAMBOIM EM 2 Al BEE JHASLICH NTP AHE 0.0.0.02 £&&5tH
Super Series= CIZE NTP AHE AIS&LICL 0 R0 Super Series= UWERIAE SollA
OO HZZO UAHOF SLICH AEXE H=XG0 et = M =& AI2HUTC: Universal
Time Coordinated) 2t2] Al2t QZAES HAXoi0F SLICH & B

20 2R AME =22 Z3Fots RYLICH 0 ZHS AEotH WR HEXE 06N

Lt AMERIL AIAES 2 R Al2ZtS H&otH ZFot)l fIoiA=  AlZ2tUi(timezone) 2t
2

tH, MO EH

c
_|
(@)
to
10
=
S
to
|El
s
Mz
0
=4
<]
0
[}
1>
H
0
g
o
[w)
=
010
P!
S|
x
==
m
0

u 1o
=
010
o
0
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Date and time
se NTP : |Disabled vI

MWTP server (0.0.0.0 for Auto) |192.1EB.2EID.1EID
Date [mm,/dd/ vy |EIL-’EIH#'2EIEI£1
Tirne [hh:mm:ss] |11:EIEI:2EI
[Standard time]

Timezone : jutc

Time offset from UTC (UTC + [x.x]hours) |EI.EI

[Daylight saving time]
Enablef/Disable daylight saving time : |Disabled vI

Daylight saving timezone |

Time offset from UTC (UTC + [x.x]hours) |III.EI

Start date [mm/dd] : |EIIKEID

Start time [hh:mm:ss] 00:00:00

End date [mmmfdd] : |EIIKEID

End time [hh:mm:ss] 00 00:00
Save to flash | Save & apply | Cancel |

6-6 SHeF A2t P&

6.7. 74 Zcl

MEX= 8 24 F2E CF 9tE, NFS AW, MEX S2t(user space) £= & HA 22
X0 mE=z ZBY(Export) = UL, CF IS, NFS MU, AEX 32 T= 222 HAOWA
SUHE (Export) =4 HE2E S0WHA(mport) 8 24 HE=z ot =& USLICL

MEX= S0H2I(mpor)E & WM X =H0AM “"Factory default"S &G LE Super
Series? F IHE2 Z& £ot JI2 43 A/AXE =2 dHete =J| JI2 €38 =27 =
UASLICH T& 670AHd & 22 s 2BuHsLc. 748 22 EUWII(Export)StHLE
S0H2II(Import)oted™ TS HHH+ES HESHH SFdH0F ELICH

288 E EUWI|(Configuration export)
2| Xl (Location) : 2 LHII(Export) & < XI.
&S 3t (Encrypt) : Yes &= No.

It H (File name)

2HFE =0 2I|(Configuration import)

A Xl(Location) : SH2I|(Import)e 2 Xl. Factory defaultE &4

o]
e
]
S
S
M
iz
0
o
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=7g = UAsLICL
2 &8 (Configuration selection) : HH BFC FPHIELEE SUHI|(Impor)& XIE
Z LI

2 S3HEncrypt) : Yes = No. E02)[(Import)& < XIJt Factory defaultO|™ OIF F&=2
=X &&LICh

e dE(File selection) : CF 9IS, NFS AW, el AEA B2+ =2 Hd&E 2XI0lAM
A5 82 0tFGlE EUJI(Export)= meol 2

Z(Local) : /IXIJF 22 HALY M 22 HAINA EUII(Export)=

SLICH

Configuration management

Configuration export

J

4
0x

Location : © CcFcard 7 MFS server © User space(fusr2) ¢ Local machine
Encrypt I‘v’es vI
File name : | |.5y5cm

Export |

Configuration import

Location © CcFcard © NFS server ¢ User space(fusr2) € Local machine

" Factory default
Configuration selection

I select all
I system configuration { 7 Including IP configuration )
[T serial port configuration

Encrypt I‘-r’es vI
File selection : [---—- Select file -—-—- =l Local : ZokE 2., |

Irmport |

18 6-7 74 2c

SN REEEE EWII(Export)otd® O EXE WGELICH

SUII(Export) e AXIE HESLICEH

BUII(Export)= RAFEE S0 2)|(Import)dtei® OIS EXE GSLICH
1. SH2I(Import)E AAXIE SEHSLICH

2. S0H2I(Import)s RHEEE SHEELICH



ASs @S dEELIT
4, S0 20|(Import) |IXIJF 2& A& 0tLIL] Factory default® OfL|ct®H M A
2IAE SANM SH2(Import) e IS SEHEILICT

2 Jl(Import) |IXIJt 22 Hal0I2tH HOtEJl(browse) HES Z6t0H
0 2 J1(Import) &

mes
6. [2EZE(Import)] HES S &LICH

6.8. A0 E1d0I=

e LIOdolEs AMelg 25, 83 25 £= & QAHMHOIAE Sof Jis&LU T xal
A0l E= http://www.sena.com/support/downloads/ Sena &IAIOIENW M O0ISE o= USLICH

Jg 6-82 HHAON FId0IE & IHHIOIASE 20SLICH

s Sofl BAWE LY0IESHAYE TS BXE WHELICH
1. ZO0I2J HES 2ot =& EAN HolH2IE AL
2. dE8E HECLZ ¥4 01E &LICH
3. Yd0I=EE Ot = HBAEgS HEot)| AAcHA AIAE0l THAIAE R LICH

Firmware upgrade

Select the new firmware hinary file
This will take 5 minutes mazimum

| _ o=l |

pgrade | Reset

&8 68 &R0/ Y clol=

BAAOE cl0lEe I &F 225 L= AcE £ AEot)| fIolA= TELENT/SSH £&
HOIE Oolgadiold Z2080l z88 885 Z2E3s XIJoi0et SLCH A 0=

]

S0le oMo #BLE2 IP 74 €= Mot =J| Jl2 €322 a8 AYLIth

A ZE2 086t BAWHE FOdI0lE 6t RiohiAdE G352 EXE MHEUC

1. zl¢d BANWHE F&LUILCHL
2. TELENT/SSH &K= Alelg 22£ ZEESE AIE6t HOIE olsdiolEd Z28
HAZ LI

(M2l 25 ZEE 012 FASR AYsl 2 ZelB=2, Telnet F£&= SSHE

njo



= AW €1d01E HiwE d8EL

4. =2ctol XAt S 21D J8 61000 20l XA
x

o
N
H
0a
[F
HU
Hn
I
o
=
0
ol
2

S d&ELUL
5. ZdI0I=ot LY BHE Algs §
= A

HMZotIl fIoh AIAE0l THAIZE A LICH
6. BN &col=

, Super Series= 18 6-11H8 0ldd HAIXNIE EAZ

A HotH

NALICH. £8F Super Series= &M EAH HES SAGHAH & LICH

18 69 &F HE= Al2lg

ZES AtEet B0l gd01=
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LTerminal appiIcation.

e, Ll

& 6-10 ZZ2 & (HyperTerminal) £ 0/&3t b0/ 2] Ot &M%

--->90
Do you want to upgrade firmware? (y/n): y
Transfer firmmare by znodem using your term nal application.
To escape, press Crl +X
**B0Of f 000005b157
**B0f f 000005b157
**B0Of f 000005b157
**B0Of f 000005b157
Fi rmnar e upgrade failed !
Now r eboot

6-11 Z 70/ &0/ &0 OIAIX

6.9. AH S X W HZEoLD]

AZXe Xt MY S Super Seriestl 22 S8 £ UASLICH DL IHY F2E JIs2
Z& H=UA2 XNFELLC ItE H=2E liss 18 6-120M 20HXX0l 25 =2 “4.
System administration --> 6. User file upload”0fl 2/ XIoll USLICH

AZXIE 2£ UIwE AE0HA Super Seriestl IES HEZE6H)| PloiAs, BHEAl 228
&d&5 Z2EESS X&ot= TELNET/SSH £= HOIE 0=alo
gzt EXts st €01 22 0w EHA BANE S el

1. B2 AMELN EE =HIE

2. TELNET/SSH HE£= Alclg 2 ZEE AMEdAM HOIE WSdold Z2 O



1Bl
I
o9
-
o

(Al2lg 2 ZEESE 018 Z2 &ddol 22 222z, Telnet L= SSHE
ArE3IIE ATELICH)
Jg 6-12% 20l AL It S=2E HRMAM &S &LIC
4, ¥ 6-100 E0l= A™ME 22t2 RAIAME et 222 T=2E22 MEWNA AAEX
mes MSELC
5. G T 2ZEH AlABE 18 6-122F 20| 43 HAIXNE EAE JLLICH
6. Y2 E Aot Super Series= 18 6-132 0] 0 HAIRIE ZAIS HLICH
=9
MEX IIY g2te 28 MEX 32F (Jusr2) CIHEZ|INAML dAEE LICH Super SeriesUiS 2l
Ot AL 26t O 22 82 2™, 82 Z/A/ IE/A 22 EFXGHAID| BHELICH

Wel cone to SS-800 configuration page

Current tinme: 08/14/2003 11:56:13 F/ W REV. : v1.0.0
Serial No. : SS800438349-42944 MAC address: 00-01-95- 04-d3-03
| P npde : DHCP | P address : 192.168. 222. 206

Sel ect menu:
Net wor k confi guration
Serial port configuration
PC Card configuration
System admi ni stration
Save changes
Exit w thout saving
Exit and apply changes
. Exit and reboot

<Ent er> Refresh
coo D 4

PN ORwWNE

Sel ect menu:
Syst em st at us
System | oggi ng
Devi ce name: SS800 Device
Date and tinme
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except |IP settings
. Firmnar e upgr ade

<ESC> Back, <Enter> Refresh
---> 6

Do you want to upload a file to user space? (y/n): y
Enter a filenane: test.txt

The file will be saved as /usr2/test.txt.

Transfer a file by znmobdem usi ng your term nal application.
To escape, press Crl +X
**B01f f 000005b157

© 69 = @n @ g @90 (=

Upl oading a file is conpl et ed.
g 612 AtESA It YZE UlF2 &F UIAIX
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18 6-13 AIEX}F I Y= 21 OIAIX
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7. A AE S

Super Series & QIHHIOIAE AAE SH stHES HMSELICH. AIEXE AMAE SH stHS
A6t  Super Series HZci0l MEE SH OOHE =g == UsLO. UESRZA
QIEHHIOIA & Al2ld ZE SH= link layer, lo, eth 2 Al2lg EZEN 08 AHE SHE
LIEFRHELICE. 1P, ICMP, TCP % UDP SHl= TCP/IP EZ2E229 442 JI2 24 A=W U

ANE SHE LIEFSLICH

7.1. HERK 3 2IEHIO|A(Network Interfaces) S

UER3A EHOIA EH<= Super Series2 local loop back interface @I lo & Super Series

o Jl2 UEAZD B HOIAQ eth0 THE V2 UWERZ AHHOIA AHES LIEFSLICH

Metwork interfaces statistics

Interface lo ethO
Receive Bytes G0 7448861
Packets a 8057
Errors a ]
Drop ] ]
FIFD ] 0
Frame a ]
Compressed ] 0
Multicast 0 0
Transmit Bytes G20 Jaa794
Packets 2 3991
Errors a ]
Drop 0 ]
FIFO ] 0
Frame a 220
Compressed ] 0
Multicast 0 0

J8 7-1 LIEF3 2HH O S

7.2. Nelg Z2E SH

AN2IY ZE EH = 329 Al2lY ZEQ A2 £, Baud rate A% ¥ 2t ZEQ
= LRl (@ :on @ :0f)

e
0z
i
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Serial ports statistics

Port Baud Rate Tx R RTS CTS DTR DSR  CD
1 38400 0 0 > Q ] Q Q
2 38400 0 0 > Q 5 Q Q
3 38400 0 0 > Q ] Qo Q
4 38400 0 0 > Q d Q Q
5 38400 0 0 > Q > Q Q
& 38400 0 0 > Q ] Q Q
7 38400 0 0 > Q d Q Q
g 38400 0 0 > Q > Q Q
& 7-2 Al2lg ZE AEY
7.3. 1P E A

Forwarding :
P forwardingOl enable £= disable &EHQIAl KT
DefaultTTL :
Jl2 TTL(Time To Live)
InReceives :
A8 Holg2d &
InHdrErrors :
I @Bt ACkD 41 HOIHIOYY = (ERE M2 (checksum), XX 2
JIEF O oflef, TTL =2t S)
InAddrErrors :

F4 F0F AU 4= HoIHIOde =

03
rr
=
o
0%
==

ForwDatagrams :
Forwarding € OIOIEO&2 =
InUnknownProtos :
QIAMGIX &0 = XNATX 2S Z2EZ01D| 20 RAIZAJAXCH 45X
OlHg e =
InDiscard :
T2EZ 49 8 2HMe ZHAZX AJAXCH RAIE(HE S, HIH 2t 259 0l)

g Ip OO =

0
o
1
>
rn
&

InDelivers :

dEE =4 OoleHage =
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OutRequests :
HMEolteE RFE =4 U0 =~. Forwarding € OO == H2E.
OutDiscards :
FAE =4 dolgade =
OutNoRoutes :
FAE = O0oIHO#
Mz Sl Holgade =+

Olet 22 22 RAl JIES 2=cte HI0IHIOYS =2 Z88.

.o

4>

OutNoRoutes :
destination IP =20 M&5HI| gt Z22JF ALK &E2 GOHI#S =, 0ld dOIH
Jde Hol d=ELUC.

ReasmTimeout :

OO 221 &6t =, LIKXl HOIHOE S0l S &ol0lct= o1& Al2t. ®2It oY
AZHOl =6HA 2 22, diolgage HIl d2E.

ReasmReqds:

M0l 2R

ol

F OO =
ReasmOKs :

S22 MAME HOoIHIO#Y =
ReasmpFails :

MME = = oI =
FragOKs :

HB8XO=Z fragmentation & HIOIE &9 =
FragFails :

fragmentation AIHSH HIOIEH &S =+
FragCreates :

MMSE fragment %=
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IP statistics

Faorwarding 2
DefaultTTL ks
InReceives 22082
InHdrErrars 0
InAaddrErrors 0
ForwDatagrams 1]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
QutRequests 4073
QutDiscards 1]
DuytMoRoutes ]
ReasmTimeout 1]
ReasmReqds 4054
Reaszmoks 1667
FeasmFails 0
Fragoks 21
FragFails 0
FragCreates 115

Jg 7-3I1P &7

7.4. ICMP SH|

ICMP SHl 3tH=2 WP ZZ2EE2| AE SH S22 HMSELUC. 2 otetilge 329 & 482

InMsgs, OutMsgs :

=4 = dEE HAIX =
InErrors, OutErrors :

=4 = dEE HAIX =
InDestUnreachs, OutDestUnreachs :

=4 = dESE SHX SEotXl & MAIXS ==
InTimeExcds, OutTimeExcds :

time-to-live(TTL)E =ote & L= HEE HAIXS %
InParmProbs, OutParmProbs :

=& = 8EE HAX = D200 FOF 2MsH HAIXIS =
InSrcQuenchs, OutSrcQuenchs :

4 = dEE AA Quench HIAIXIS =
InRedirects, OutRedirects :

b L= MEE = Redirection HIAIXIS ==
InEchos, OutEchos :

bl L= 488 echo LA %
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NEchoReps, OutEchoReps :

cc

A
sS4l L

rr

InTimestamps

ESN|

T 4

InTimestampReps, OutTimestampReps :

A
_l-/lll_l_

CC =
=

e XN=2g
—

2 plEl
L

e

— O -

A
OutTimestamps :
S

A
e

010

echo 29

time-stamp LA 9

time-stamp S&2

InAddrMasks, OutAddrMasks :

=4 b= & =4 0tATe #

InAddrMaskReps, OutAddrMaskReps :

ESN|

C =

— 4

dEE =4 0tAd SES =

ICMP statistics

Ink=gs
InErrors
InDestUnreachs
InTimeExcds
InParmProbs
Insrcduenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAaddrMasks
InaddrMaskReps
Quthl=gs
DutErrors
QutDestlnreachs
CutTimeExcds
CutParmProbs
CutSroQuenchs
CutRedirects
QutEchos
DutEchoReps
CutTimestamps
CutTimestampReps
CutaddrMasks
OutaddrMaskRepns

O o oo oooo oo fo oo oo oo0fp O

7.5. TCP S|

TP SH =t

2

g 7-41CMP &7

0
HI
i
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Ctst Z&LICH.
RtoAlgorithm :
A& ZQI retransmission time-out (RTO) £ne2l&.
g &
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 2= B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
|4 RTO 8t (ms).
RtoMax :
Z/ O RTO 8t (ms)
MaxConn :
0 22 ME =

ActiveOpens :

b

SssHQ HAFO . SsHQ HZE2 SAU0IHEQ HR
PassiveOpens :
F=SHQ HZO . £=ZHQ AZ2 M2 H=R

AttemptFails :

ATHS HAZ A0l CHst ==

EstabResets :

MHaedoz HdEgs HAZ9 %
CurrEstab :

S dgs A&E %=
InSegs :

=4I E segment ==
OutSegs :
HEE segment &=. MAESE segments LS EX &ES.
RetransSegs :
MESE MOBME =
RetransSegs :
MESE HMIOHE & 282 M=+
OutRsts :

Reset 2ci1Jt €3 E0H MdSE MIABES =
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TCP statistics

Rtodlgorithm
RtoMin
FroMax
MaxCann
Activelpens
Passivelpens
AttemptFails
EstabResets
CurrEstab
InSegs 1051
outSegs 1486
FetransSeaqs ]
InErrs ]
DutRsts 2

i T T T s Y s Y o T s Y o Y o

Jg 75TCP &4

7.6. UDP S|

UDP SJ 3tH2 UDP Z2EZ2 AlZols I3 L= HAN 26 SH d22 MI3ELICh
A0

ORHOI 2t DHJHE4ol Ho| o

InDatagrams :

=4IE OoleHOdge =+
NoPorts :

NEE ZEI SE6HAI 20t HII M2 =4 QOIS =
InErrors :

=HE 2F dolgHOde =
OutDatagrams :

d&E ool =

UDP statistics

InDatagrams 28359
MoPorts 4
InErrors 0
CutDatagrams 2863

1&g 7-6 UDP &JH
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8. CLI CtLHA

8.1. A&
root == System admin 2 AlAE 2&E L= Telnet/SSH &
Linux 2% HOUHEZIC! QIEHHIOIA(CLI)O H= & =2~ JUSLICH. CL

Linux 282

Super Series

E£06t0 Super Series AlEHE 2

X HO scripts
=

Bl 2el ol A

22 SAEQ Super Series

(a)ﬂlJ—/M .

. ANBXE

D=2
==

Ol A

UAEZ= Jusr2 O

1024 KB2

KHAOl MIZst shell scriptE A@e

MG T )H#HE Al
root AFE2X= AAE 2L = Telnet/SSH 22l0IHEE AFZ06td CLI o &
LICH.
System admin2 CLIN &% & % gl&LUICH 22 &3 HiwU &2 saiAet &

SLICH
8.2. ESdiAl 24
Super Series LR ZEcfAle Otciiel Eot 20 H*AELICH. ASX= Mdblocks Ol XS E
HE=8 £ QA=0l, Ol= /usr2 0l OIREZDN USLICH. AKX = letc, [var
oo 228 £ UASLICH. MEESs & 03 O S=ol &26t= A Super SeriesOl
gdat2 =X EsUC. L, o4 AIEXIF mMEsSH 822 ot saveconf
AlSHSICIH, A3 Oge HEHH WE SdHA HZe g€z e d, MRED
WE0ol HE2CAH UL OtM, SEotA 2XH SHBESHH Super Series Jb 2HIE N
AS £ USLICH Z2UQ AL, Super Series)t &=oHA ES =% USLICH

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblock1 Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, /var, tmp 64

Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (R/W) lusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. XNI¥ &= Linux SE2|E]

8.3.1. Shell ¥ shell utilities:
sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

8.3.2. File & disk utils:
Is, cp, mv, rm, mkdir, rmdir, In, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tall,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

8.3.3. AIAE! RECIE:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, Ismod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

8.34. HER3 wEIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4. root £&= system admin@& CLI E36}D]

Aelg 2&:
1) PC2l Al2lZ EEQt Super Seriesl 2& LEE
2) PCE HOIE digdiold Z2ds AdHeLICH
3) PC2 Aeld ZEE O3S &0l #FeLICH: 9600-8-N-1 No flow control
4) <enter>E =ELILCH.
5) Super Series root HEOILI admin HE 22 Z JQIHLIC.

Telnet 2=:

2

e
Y
o9
-
Qo

1) telnet Super Series_ip_address
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8.5. CLI2| Super Series && H& G|

8.5.1. €8 ItZ M2t SH:

0

1) Super Series= 2& Al, /enf/cenf.tar.gz W2 /tnp/cenf/ 0O =2 20 HN&

= f
2 /enf/CI®ERCIE unmount &HLICH.

(o]

2) MEXDL 8F2 BHZoH, /tnp/enf/ 0 A= MLSS HES HAGHA SLICH

3) AFZ2XJL &0l Al [Save to flash], €= CLI LHSl saveconf HEE 0I25t01, XS
H&Eote &S, Super Series= /cnf £ CHAl mountatd /tnp/cnf/ Ol Qe HEE It
=2 /cenf/cenf.tar.gz & CHAl EFELILC

8.5.2. CLIOIA €& BHE YHH:

CLIOIAM Super Series® &2 BidoteiH, HAE JIBO M &8 SEC2IEIC confignmenu
£ AEotHL O3S 201 =322 S FELICH
1) vi 8= M3 dige 48 IS HAELICH
(831 mo 2t metoleol thet XME 822 25 C. Super Series 4& It £ &
XoHHIR)
2) saveconf RECIEIE AMEdH A& MYsS S U220 MEELICH

3) applyconf SECIEIE AIEd 2= BHE A2 A2EN HZELICH

root @92. 168. 0. 117: ~# confi gnenu
or

root @92. 168. 0. 117: ~# cd /t nmp/ cnf

root @92.168.0.117:/tnp/ cnf# vi redirect.cnf
root @92. 168. 0. 117: /t np/ cnf # saveconf

root @92. 168. 0. 117: /t np/ cnf # appl yconf

8.6. A& Xt script & &6})|

Shell script /fusr2/rc.user = Super Series)t RFETIH NS SN AMELICH. At
EXsE AMEX A script EE A T2 s AlSHGHD

SUCH.

o =
| ?Ioi rc.user Ls =88 = U

#!/ bi n/ bash
#
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# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n:/sbin:/usr/sbin
# Add shell conmmand to execute from here

echo ‘ This is the wel come nessage defined by users exit 0

8.7. File &&

At

R

O

F

rr

il o
fusr2 CIAE20 HEE = USLICH.

Elte Itg dES flofl ft

root @92. 168. 0. 117: ~# cd /usr2

root @92. 168. 0. 117: /usr2# ftp 192. 168. 2. 3

Connected to 192. 168. 2. 3.

220 | xt 0oo. senal ab. co. kr FTP server (Version wi-2.6.1-16) ready.
Nane (192.168.2.3:ro0t): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renpte systemtype is UN X

Usi ng binary node to transfer files.

ftp> get test.tgz

local: test.tgz rempte: test.tgz

200 PORT command successful .

150 Openi ng BI NARY node data connection for test.tgz (350 bytes).
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye
St A2 A= scp S2l0/HE T2 a8z 012610 Encrypt & AEZ MYS SEAME = USU
. AFE XSl PC OIAl Super Series(192.168.0.120) 0l Y= E& IMLS ZAlol 42 HF2X0

LSl €2 8= MEXN PCOIA & AlH =8 ELICH

[ root @ocal host work]# scp root @92. 168. 0. 120: /usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)"' can't be established.
RSA key fingerprint is cl:70:ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Pernmanent|y added ' 192. 168.0.120' (RSA) to the |list of known hosts.

r oot @92. 168. 0. 120' s passwor d:

rcuser 100%|*****************************| 173 0000

[ root @ ocal host work] #

8.8. Gil Al

8.

H

8.1. &X19 telnet disable dlJ|
Super Series &A=, A 2L LE(SSH 2 TCP LE 22 &= telnetE TCP ZE 23)ES

8MOZ HlZ43 ot= Jlss KXot



ST, AMl2Xts, &/Telnet/SSH & =8t Super Series & HRUHA, 25 222 25 HEA

2X=s MEXE script rc.user S =HESO2M, Al otLISl A 2SE(telnet £=

LICH =8dl= Y-EHe O3S 201 29t MMt

Examplel. 'i netd. conf' WS =FELICH
1 &3 /etc/inetd.conf (telnet MHIAE comment out &= AHHM)S =JELICH
2 &3 inetd.conf £ /usr2/inetd.conf 2 SAt&LICH.
3 & Jusr2/rc.user script & CtS3t 201 BHEELICH

=4
o
=
ol

tE, A SN e Y AIAEES 2EE [HOHCH telnet MBIADE HIZ2d &EHF DS S

AR 4= USLICH.
OflHl 2. iptables rule &8t

1 SH CHSF 2001 /usr2/rc.user scripts =&§&HLICH
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# if user wants to enable telnet service only fromspecific hosts(192.168.0.0 ~

192. 168. 0. 255)
#iptables -A INPUT -p tcp -s ! 192.168.0. 1/ 255. 255. 255. 0 --dport 23 -j DROP

exit O

ANEX=E NAES FEE HOHCH telnet AMHIAE disable &EiJF H=5 & &= UsUIC. AME

XOJF  Factory Reset J|Is2 O0IZ6t0, Super SeriesE & &&X U=
0

fusr2/rc.user script IIIY9 IE2 /Jusr2/rc.user.old# Il XMEZH <ei9

rc.user 20| SFRELICH.
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9. AFE AL HAHDOIOIE JH0l=

9.1. &

Super Serie HAEHDOIOIE 2HE M3dH| 20 AIEX=E SHOM XA Super
SeriesE &HE& = USLICH Super Series= ChS1 201 AFSX HAEOIOIE =H=

NS &Ll Ch.

w

rr
a
02
i

- AFET Fol @ HOIX
- ANBT KAlo RCE XM Y A

AEX= crontab2 0l&80I FIIHCz S ZZ )2 s £~ QUSBLICH crontabS
0125t F=J|& &HS JisolH ol USe HHSS 2= o= AlDJ| HEELICH

SH 1 Jusr2 CIEE2I0 crontab IS MASLICH CI22 ME crontab It 2 /tmp Cl

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two mi nutes

* * * * * acho “date’ > /tnp/current_date

=5},
b file

SH 2 OS2 9382 0/80HA crontab IS S
r oot @S800_Devi ce: /usr2# crontab sanpl ecronta

ESH 3 AMAEES B MAIEE MHZ cron XYEsS IRAHRZ OF

rc.user AJEHEE AIE5HH ELICH

un
_‘ﬂ_ﬂ
2
a
00
3]
my
=}

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n: / sbi n: /usr/sbin

# Add shell command to execute from here
crontab /usr/ sanplecrontab file
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exit O

SSUHIAM=E —e SEOICIEIE ASot0 &M crontabS BE)0l XX H=slis RS
JI BFELICH M2tA AP XHE BFEAl vi HICIEE AFE6HN crontab ISl WES SHE00F &L
Ck.

crontab It 2| IZCH(Y

e
o

IMst 82 2ls4A crontab w22 &HESHAAL. (man 5

crontab).

9.3. AtZ2A &2 & HIOIX

Super Series= AFZX Ho| & HOIXIES XJAELICHL AFZ2Xs & AIEX CIEHHIOIAZ 27016t
S0 AEX F2 HOIKIDIF H Moz Y HIEE HF3E = USLICH CEBE & HOIX
HZ 0 2t TtNet E2= A& 3.9 & M & (Web Server Configuration)S & X0t Al L.
Jl2 & MWOIXIJt 1024 HOIXI(Customer Page)Z HAEADY, AS
CIHHIOIAN =1elst =0 D24 HWOIXIH & ELUC D224 HOIXY WEs +=Totd™
ArZXtE BEEAL index.html IHAOIL CIZEE CGlI T2 =&oior &LICH. 0 & mg:2
Super Series2| /usr2 Cl& &2l ?IXlol USLICH
index.html T2 LHIE &2 index.html IS WHES2 #=Hole RS2 2L LICL
CGlI Z2do Es BZot)l fIiM=, AEXIE BtE
A

5
=det =0 ZMAoH0oF FLICH. CGl Z2 082 A4 DEE HWMEGH| M AEXNE 22

ol
=

m

Mok
=
A=
I
>
0K
B

— 0

e 2Z&(cross development environment) &= SDK(Software Development Kit)J
Super Series® SDKE FotALE 2A=2A g 2F0 28 XASt HFEE  2AStAY
HUHZ==2XE) Jl& X2 % (Sena Technical Support) 0l H2t6HAID] HEEFLICE.

9.4. AEX Xtalel DEE ZE5tD AT

AMER IHAS 88 Z20d IZEE H4Ao)| RdideE A2A Y & L= Super SeriesE
SDK(Software Development Kit) O} & 2 &LICt. Super SeriesSDK= PC CF It S EHZ HS&ELICH
(Super Series® SDKE FotHLE 224 Y 2F0 28 XAst F2E  JAStAY
NUHZ=2XE Jlz X200 HSSHAID HHELICH.

Super Series SDKE AI&E06t0!, Ar&Xt= Super Series2 CLIHA 2010 T2 S HME
= UASLILCHL

H XtMe 2

£ 2otAIH Super Series HAEDOIOIE Jt0IS(Super Series customization
Al 2.

guide)E & Xote
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$0

0 Nz

1

a

Falel Tz )#ME Super SeriesOll

=3
8o |X0| Alelg Olole He
OHSclaole -0l 28t XHAlst
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= o

—

A 1.1 Ethernet Pin outs

Super Series= AT&T 258 A& S

ssioe 2 &

HEEHQ!

&g A-1. RJ45 FIEIE o E WX

I A-1. Ethernet& RJ45 FHEE S & g5
E &9 Al
1 Txr T
2 Tx- =2
3 Rx+ =M 5l
4 NC M
5 NC A B
6 Rx- = A
7 NC A Bl A
8 NC 24 A
N _
= 2 Al2l€ EE Pin out
9 TE & DBI HEEHE AIEESULC. Al2g
O USLICH. 2F Tolle Alelg S

72 A-2DB-9 FHUE 9 B HII/(SS100 E)

H A-2DB-9 F/YEH9 & ZE5(SS100E)

Pin RS232 RS422 RS485
1 - TX- Data-
2 Rx - -
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3 TX RX- -
4 DTR Rx+ -
5 GND - -
6 DSR - -
7 RTS - -
8 CTS - -
9 - Tx+ Data+

A 1.3 SS110/400/8008 =22 & Al2l€ ZE Pin out
SS110/400/8002 =2£ & Alcl¥ ZLE & RIS HUEE AMESELICH. Alclg ZES RIS HYH
o E XNE2 H A3 2D JASLICH 2 Bl Al S8 &80 OHE J1s0l UASLICH
T A3 3£ 2 Al2/g ZEZ RJM45 FHEE B &G
Pin RS232 RS485 RS422
(console and (serial ports only) (serial ports only)
serial ports)
1 CTS Data+ Tx+
2 DSR - -
3 RxD Data- TX-
4 GND - -
5 DCD - -
6 TXD - RX-
7 DTR - -
8 RTS - Rx+
Al4d OlHY! 26T
HelloDevice Remote Host

8 A3 IZAH 0/ HOIESE AtE
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HelloDevice Hub

Remote Host

Rx+(1)
Rx+2)
Tx+(3)
Tx+6)

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

J&8 A4. AEJIOIE OIHE! F0/1EZ AtESEt 0/HE AZ
A1l5 Al2lEg BIdE
A 151RS232 Al2lg BH& E(SS1008)
HelloDevice Serial Device
X(3) P Rx
Rx(2) < Tx
RTS(7) »I— CTS
CTS(8) —1«¢ RTS
DTR(4) P— DSR
DSR(6) < DTR
GND(5) < P+— GND
RS232

& A-5RS232 Al2/Z U4 Z(SS1008)
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A 1.5.2 SS110/400/8008 RS232 AlclE HH&E

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 g 3 TXD
GND Red 4 > 5 GND
DCD Green —> 5 1 = DCD
TXD Yellow 6 <> 2 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 1> 8 CTS
RJ45-DB25 female adapter
Using RJ45 to DB25(Female) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 g 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 o 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 Gt 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 > 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 > 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 Gt 20 DTR
RTS White 8 D 4 RTS

A 1.5.3 RS422/485 Al2|g HBH&&E(SS1008)
RS485
Data-
ata-(1) ' . |
Device
HelloDevice 120Q 120 Q
N=max 31
Data+(9) Data+
Data- Data+ Data- Data+
Device, Device,
12/ A-6 RS485 A/2/g & =(SS100E)
Tx-(1) RS422
\ 4 4
120Q 120 Q
@ \ 4 .
Tx+(9) Device,
HelloDevice

Rx~3) ® ° N=max31

120Q 120 Q
Rx+(4)

Rx- Rx+ Tx- Tx+
Device;

Rx- Rx+ Tx Tx+
Devicey 4

& A-TRS422 Al2/Z b4 =(SS1008)
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A 1.5.4 SS110/400/8008 RS422/485 AlclE HH& T

Data-(3) RS485 Data-
T ? Device
H
581 1;::22!3(]0' 120 Q2 120 Q2
N=max 31
Data+(1) Data+
Data- Data+ Data- Data+
Device, mee Device 4

_J& A-8 SS110/400/800& RS485 A/C/Z HiAH T

(@) RS422 oy
\ 4 ¥
? 120 O 120 O $
: ™ .
$5110:4004800( T+ 1) Re+ | Devicey,
serles aat) T+ | N=max31
\ 4 : 4
? 120 & 120 & ?
Rx+(8) Ta+
F- B+ Tw- Te+ Fx- R+ Tu- TH+

Device, nes Device 4

—J& A-9 SS110/400/800 & RS422 A/C/Z HiH T RS422
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£ £ 2. Super SeriesJt XI&dt= PC ItE

Super Series AlelXx= Ch32 PC IEE XA ELICH.

HA4A HIER=F F1E

Manufacturer Model/Name SS probed Model nhame Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H A5 2N HERF JIE
Manufacturer Model/Name SS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WavelLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-6 ATA/IDE Fixed /AT FtE
Manufacturer Model/Name SS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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H AT Alg/lg 28 JiE

Manufacturer Model/Name SS probed Model name Specification
- PCMCIA CARD :

Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§r21FM56C-NFS FAX/MODEM PC Card
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card

CIRRUS LOGIC
KIT PCMCIA 56K
KINGMAX Fax/Modem Card 56K MODEQ/I4C1:L-MD56XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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£5 3. Super Series &8 I}

A 3.1 System.cnf

syst em cnf

HHH HH

system configurati on which exist only one place on this file.

# kind of IP configuration node
# 1 - static ip, 2 - dhcp , 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192. 168. 161.5

# system subnet nask
subnet = 255.255.0.0

# system gat eway
gateway = 192.168.1.1

# dns configuration
# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,
# you can set 'bmanual _dns' to O.

p_dns 168. 126.63. 1

s_dns 168. 126. 63. 2

# pppoe configuration

# 'ppp_usr' is pppoe account nanme and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai | |oggi ng configuration

# if you want to send log via E-mail, set 'emmillog’ to 1

# 'emaill og_num trigger sending enail.

# The nunber of logs are greater than 'emaillog_num', then send it.
emaillog = 0

emai | | og_num = 5

SMTP confi guration

‘smtpsvr' is a SMIP server

'sysmui |l addr' is a sender address.

‘recvruil addr' is a receiver address.

'snt p_node' neans a SMIP server authenticati on node.

1 - smp wo authentication , 2 - pop before sntp, 3 - snip wW
aut henti cati on

# If '"sntp_nobde" is 2 or 3, you need SMIP account i nformation.

# '"snmtp_user' is a SMIP account nane and 'sntp_pwd" is a password.
bsmp = 0

snt psvr = snt p. your conpany. com

sysnai | addr = SS800@ our conpany. com

recvmai | addr = adm n@our company. com

smt p_node 1

snt p_user adm n

sntp_pwd = adnmin

HHHHH

# 'device_name' mean a unit name assigned. A unit name will be a identifier
anong PS products.
devi ce_nane = SS800 Devi ce

# IP filtering configuration
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# By setting 'btelnet' to 1, you can use renpte consol e.
# Simlarly by setting 'bweb' to 1, you can use renote console
# 0 neans that protect any access.

# 'enable_ip', 'enable netmask' pair is a source rule specification for renote
console filtering

# 'enabl e_webi p', 'enabl e_webnetnmask' pair is for web filtering.

btelnet = 1

bweb = 1

enable_ip = 0.0.0.0

enabl e netmask = 0.0.0
enabl e_webip = 0.0.0.0
enabl e_webnet mask = 0.0.0.0

0

# dynam c DNS(DDNS) configuration

# dynami c dns can be enabl ed by setting 'bdyndns' to 1. 0 for disable.

# 'dyn_dn' is a domain nane for your DDNS.

# '"dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |IP address of NTP server and 'ntp_offset' is a your

of fset from UTC.

# If you don't know any NTP server IP, then set 'ntp_auto_conf' to 1

ntp_enable = 0

ntp auto conf =1

ntp_offset = 0.0
1

ntp_serverip = 192. 168. 200. 100

# Log configuration

# systemlogging is enabled by 'l og_enable' to 1

# 'l ogbuf _size' is a variable for representing | og buffer size by KB

# 'log_stoloc' is a location to save |og.

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# |f you choose log |ocation to SYSLOGD, '|ogbuf_size' you've set will |oose his
role - limting log file size

|l og enable = 1
| ogbuf _size = 4
log_stoloc =1

# syslog configuration

# You can run or kill syslogd by setting 'bsyslog_service' to 1 or O

# 'syslog_ip' is a |IP addresss of a renote syslog server.

# 'syslog_2ndip' is a |IP address of a secondary syslogd server which wll get
the sanme | ogs

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_i p = 192. 168. 200. 100

syslog facility = 0

# NFS configuration

# You can nount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs_ip = 192. 168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb_http' to 1. If not, set tot O.
# 'bweb_https' is for HITPS

# 'web refresh rate' is for refresh the changi ng page when you see the system
st at us page.

bweb_http = 1
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bweb_https = 1
web_refresh_rate = 10

# TCP configuration

# 'keepalive_tine' is a tinme before keep alive takes place.

# ' keepalive_probes' is the nunmber of allowed keep alive probes.
# 'keepalive_intvl' is a tinme interval between keep alive probes.
keepal ive_tinme = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Ethernet configuration

# 'ethernet _node' is a ethernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Hal f Duplex, 2 = 100BaseT Full Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Full Dupl ex

et hernet _node = 0

# PCMCI A configuration

# 'pcntia_card _type' shows a pcntia card type.

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card,
# 3 for Wreless Network card, 4 for Serial Mdemcard

pcnti a_card_type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i prode = 2

pcntia_ip = 192.168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcntia _gateway = 192.168.1.1
pcnti a_ppp_usr = whoever
pcrei a_ppp_pwd = pppoepwd

pcnti a_bmanual _dns = 0

# In case of serial nmbdem card, 'pcntia_nmdeminitstr' nmeans a nbdeminit string.
pcnti a_nbdeminitstr = gqle0s0=2

# Wreless network card configuration

# To enable or disable Wred Equival ent Privacy(WEP), set 'pcntia_wep_enb' to 1
or O.

# 'pcntia_web _node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcntia wep_length' is a length for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcntia_wep_key _str' is a key string for WEP.

pcnti a_wep_enb = 0
pcnti a_wep_node

=1
pcnci a_wep_l ength =

1

# 'pcntia_cf_conf_max' is a maxi mum size to use in case of CF card.
pcnti a_cf_conf_max = 0

A 3.2 Redirect.cnf

redirect. cnf

Port configuration is placed on this file.
Basical |y keys foll owed by 'port' key are data for those port.
Port nunber is zero base index and the naxi num val ue for port is used as all
ort configuration
Data foll owed by all port are default values and will NOT be appli ed.
"port' key notify the port data follow
If you want to activate the port, set 'benable' to 1. If not, set to O.
If you set 'brmanset' to 1, you don't want to change the port data by changi ng

HHHF HOHHHFHHH

124



all port configuration
# |If you want to change the port data by changing all port configuration, set to
0

port =0
benable = 0
bmanset = 0
port =1
benable = 0
bmanset = 0
port = 2
benable = 0
bmanset = 0
port = 3
benable = 0
bmanset = 0
port = 4
benable = 0
bmanset = 0
port =5
benable = 0
bmanset = 0
benable = 0
port = 6
bmanset = 0
benable = 0
port =7
bmanset = 0
benable = 0

# As refered, maxi numport (in case 8 port nachine ,8) represents the
# defaults values for all port configuration.

port = 8

benable = 0

bmanset = 0

# Serial parameter configuration

# 'uarttype' is for UART type. But PS only support RS232

# So set 'uarttype' to 0 and DO NOT CHANGE

# 'baudrate' is for baudrate. From 1200 to 230400 is avail abl e.

# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# '"parity' is for parity. O for none, 1 for even , 2 for odd parity.
# 'flowcontrol” is for flow control. O for none, 1 for XOV XOFF

# 2 for hardware flow contro

# 'dtropt' is for DTR pin option.

# 1 = Always HGH 2 = Always LON 3 = Hi gh when open

# '"dsropt' is for DSR pin option.

# 0 = None, 1 = Allow TCP connection only by H GH 2 = open/cl ose TCP connecti on
# 'interchartineout' is for inter-character timeout. It works ONLY FOR RAWCP
# node.

uarttype = 0

baudrate = 9600

stopbits = 1

databits = 8

parity = 0

flowcontrol = 0

dtropt =0

dsropt = 0

interchartinmeout = 100

# Host nobde configuration

# ' host nnde' neans a host node.

# 0 = TCP npde, 1 = UDP node, 2 = Mbde enul ati on

host rode = 0

# In TCP node, 'localport' is a listening port.

| ocal port = 0

# ' max_connection' is a maxi mum al | oned nunber of renobte host
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max_connecti on = 32

# 'renotehost’ is a renote host |ist

# (Primary | P address: port Secondary |P address: port)
renot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictime ' is a cyclic connection tinme in seconds

cyclictime = 10

# '"inactivitytineout' is a inactivity timeout in seconds.
inactivitytimeout = 100

Crypt ogr aphy Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 rollback v2, 4 = TLSv1l
"encryptionkey' is encryption key file nanme

'key_password' is password for encryption key file

'ci pher_suite' represents a conbi nati on of cipher suite.
‘verify client' is Verify client(server node only) option

0 = No, 1 = Yes

"verify_chain_depth' is a nunber of chain depth to be searched
'verify cn' is Conpare the certificate CN and host nane option
0 = No, 1 = Yes

encrypti onnode = 2

encrypti onkey =

key_password = testing

ci pher _suite = 524287

verify_client =1

verify chain_depth = 3

verify cn =1

HH HFHHFHHHHHR

# | n UDP npde,

# 'accept_unlisted is Accept UDP datagram fromunlisted renpte host option
# 0 = No, 1 = Yes

# 'send_to_unlisted Send to recent unlisted renote host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to unlisted = 1

# IP filtering configuration

# 'allow.ip', 'allow netmask' pair is a source rule specification for serial
port access filtering.

allowip =0.0.0.0

all ow_netmask = 0.0.0.0

# 'porttitle' is a port title.
porttitle = Port Title

Mbde configuration option

' modem node' is nobdem nobde option

0 =Di sabl e, 1 =Enabl e

‘"nmodeminitstr' is a nodeminitialization string
' modem dcd_option' is nodem DCD pin option

0 = None, 1 = Allow TCP connection only by H GH
nmodem node = 0

nmodem initstr =

nmodem dcd_option = 0

HHH HHH

Event notification configuration

Enabl e of disable Event notification by setting 'event_enable' to 1 or O.
‘"notification_interval' is interval of event notification.
"brmai | _handle' is a Enable/Disable E-mail notification option
0 = Disable, 1 = Enable

‘"mai | _title' is atitle of email notification.

‘"mai | _address' is a mail recipient’s address

"bsnnp_handl e' is a Enabl e/Di sabl e SNMP notification option

0 = Disable, 1 = Enable

"snmp_title' is atitle of SNVMP trap notification.
"snnp_trap_receiver_ip' is a |IP address of SNWP Trap receiver

HHHFHHHHFH HEHR
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ZIE HYsSe= 23 228 3J0tA gz
ZE(registered port), =& (Dynamic) E= Ab&
2dHE ZE= 0~10232H Kl OI04, OI0l &

L AE ZEEE= 491522 H 655350HK12] &

oded& ZE(Well Known Port), S=2=
L E(private port)D U= 4= USLICH.
=

PN
= 1024526 491510KK1Q ZEQLICH. SH

2l ZE= |ANADE XIEE X2ZA, URE2 AAHEAME AMAE Z2AALE SZ06
SloteEl APZ X A"st T2 30 lohMet AtEE = UAsUb. H D-12 & 2€ed XZE
Bls 2 2RE Z20HSULC. KAHE WE=2 IANA ZAI0IESE L206HAID1 BHELICH

http://www.iana.org/assignments/port-numbers

H A8 & 2HN ZE HS

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UbP
49 TACACS, TACACS+ UbP
53 DNS UbP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP ubP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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5. Guide to the Bootloader Ol E& 08 OHLHA

A51 i

Boot loader Ol A, 237 s&22 BOOTP/TFTPE AIE6t0 Super Series& =7ol1
Xt

—
TT o
ANAE SIER0E Mttt 2ES MSELICH. Super Series EXI0 &R0

jarm R ) = >
=28 & 3x

OILHOI AFZ XD <ESC> 2IE S, bootloader Ul E2 S 2=g = USLICH. O Hw
A= Chest AIAE OH0IEHE 83 2= UL, StEANH AIAE HIAE

T2 )SOZEH, AIS
2 firmware @ JI0IEE &g == USLILCH

=

A5.2 DI D=

Bootloader i Z2X 0 SOHIIH, AFEX= OS2 20| HOIXIE 2 £ USLICH.

Boot | oader 1.1.0 (May 23 2003 - 22:48: 25)

CPU . XPC855xxZPnnD4 (50 M+z)
DRAM  : 64 MB
FLASH : 8 MB

PC CARD : No card
EEPROM : A Type exi st
Et hernet : AUTO NEGOTI ATI ON

Aut oboot Start: O

Sel ect menu
1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]

2. Hardware test
3. Firmmare upgrade [S/W Version : v1.0.0]

4, Exit and boot from fl ash

5. Exit and reboot
<ESC> Back, <ENTER> Refresh

18 A-10 Bootloader 0o/ ZEZ 3249 o/ B+ MH Ol

A53RTC &£& 0w

e AE

RTC &8 HIRE AMBE2=ZM, AFEX= Super Series2| AlAEL A2 83

o

&MY
]
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Sel ect nenu

1. Date(mm dd/yy) : 02/14/03
2. Tine(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mm dd/yy) : 02/15/03
press the ENTER key to continue

Sel ect nenu

1. Date(mm dd/yy) : 02/15/03
2. Tinme(hh:mmss) : 13:27:20
<ESC> Back, <ENTER> Refresh

Enter Current Tinme (hh:mmss) : 13:25:00
press the ENTER key to continue

Sel ect nenu

1. Date(mm dd/yy) : 02/15/03
2. Time(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

18 A-11 Bootloader O/ ZZ & LH9 RITC &&

A54 ot=FI0 HIAE Ol

AEX=E ot=E/0 HIAE BH=E MESHH o= Fd ASS HAEZE = UsLIH
CtS1 &2 3JtXS ot=3l0 HAE 250t JASLICH

Z(Xs HIAENAM AL HIAE 20| =88

(s HAENAN AR HAESE AMSoH =F)

A2 IOF 181 E d=ols 32, = =

Ol 2E0M, &2 SAE(MH IP FA4)2 ping HIAESRF UART BHIAEDE 8 81 A SHELICH

AT 22 (XS HAEWM A2 HAE 80l +&g)8 Hdedt=s B, ARSIt <ctrl-c>

IIE 20| &K XIS HAED 2oz fK#MFLILH 0 2EUHAM, 8 SAE(MH IP
Z=2)2 ping HIAESQL UART HIAEDL ==& X SASLICH

MNETIL (S HAEUWNA A2 HAEE A

<ctrl-c> 1€ F2J| &NA XS HAEI EHSH

IP =2)9 ping HHIAERH UART HIAEDL BISRCo=Z S FLICH.

-
ot
&
|>
Im
A



=9
Ethernet Z UARTOIA HIAEE JE
Ethernet HO0IEE BIZAl HZ 611

=2
SZofoF gLt HEgt, a8t P F4E58

6] +8ol2 5, AEXE Super SeriesS Ethernet EEO
o FHUEE Super SeriesS ZE Al2lZ EEO
E 8 SAEJ BFEAl QO0I0F EHLICH JIE

A

MBS P FAE 192.168.0.128 0/04 0/ [Firmware Upgrade] UOl=Z2 AlE6t0 #HFE =+

JsLICH. JEX 228, HAES HES +dg = YL
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2! A-12 Bootloader Oil= EZ7& {9 5lEQ0 HAE Ol=

st HAED MsS2e=2

[Auto test]S HEHEH ZFR, BE FIEANH 24 220

AHE X

=AELICH




Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRFDSR)------------- [ SUCCESS]

Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]

[ PCMCI A]

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01.01
Net wor k Adapt er Card

[ Et her net]
Ethernet chip test-----------o-cmmmm i o o [ SUCCESS]
PI NG 192. 168. 0. 135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :
64 bytes from 192.168.0. 135 :
64 bytes from 192. 168. 0. 135 :

seq=0 ttl| =255 tinestanp=11172879 (ns)
seq=1 ttl =255 tinestanp=11173874 (ns)
seq=2 ttl =255 tinestanp=11174875 (ns)
seq=3 ttl =255 tinestanp=11175876 (ns)

*kkkkkk*k

Har dwar e aut o- detect and aut o-test SUMVARY *****xx*

1. DRAM TESt - -------mmmmm - [ SUCCESS]
2. FLASH Test ---------mmmee oo [ SUCCESS]
3. FAN TesSt  -----mmmmii o [ SUCCESS]
4., EEPROM TeSt----------mmmmm oo [ SUCCESS]
5. UART Test Summary
ort NO | exist status | exist status | exist status | exist status
Port 01- 04] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

6. PC CARD Test Summary

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN/ | EEE Versi on 01. 01
Net wor k Adapter Card

7. PING Test [ SUCCESS]

PRESS any key to continue!!

J& A-12Bootloader O Z2)2 LHO SIERN HIAE 3dH

(@A

o S

d HAE

THr
]
r\J
o

1R

ot=dlo 4 <ESC> JIE

HAEEZE ®lIol, ArZEX=

Sel ect nmenu
Test Mode -
Aut 0 t est
DRAM t est
FLASH t est
LED t est
EEPROM t est
UART t est
PC card test

One tine

SUSRCIERICIDILRC
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8. Ethernet test

<ESC> Back, <ENTER> Refresh
----- > 1
x*xxxxx%  Hardwar e aut o- detect and auto-test ***x*xx*

[ DRAM

DRAM TeSt N ProgressS =---------- - oo [ 640KB]

BRI IERT o crm e e et 8 S o e B e S e e e S e s e R e e [ SKI PPED]

[ FLASH]

Hl eslhn Tesi SieilEge=ssccscccscccccscccccccscccccccssccccczamss [ 29

FLASH TESt ===« = == m s o mmm e et e et e e [ SKI PPED]

& A-13ESC 715 AtE26t0H & HAE A7)

24 REE = AUs HAEI s s Mo 2dste 842, HAEI FXEH
Alelg InUse LED= OI=ERON HIAEIN AIHMCi= 2ld| |of ZWALICH. 0 32, AIEX=
<ctrl-c> JI1E =2 0l HIOIXNIZ =0tJt0Fet &LICH.
A 5.5 Firmware upgrade 0%
Firmware upgrade BI=E MEECZM AMEX= EXI2 firmwareE S IdI0IEE = USLICH
firmwareE Y dI0IE8H)| &, AFEX= 02 0% HOIXKL Hw &= 38 M85t &M
firmware HES &0l £ QJUSLICH. firmware upgrade Ol ZE202 A firmware 22
EE <ol BOOTP & TFTP 202 TZ=2&E=2= XI2&LICH. DHCP &&= {8t JIE2 ZEE2
BOOTPLICH. AFEXIDF TFTPE MHEist 2, MMEA= HE8st EXIQ IP =48 &&oH0F SLICH
ZXe Il IP A= 192.168.161.5. & LICH.

s |IP address]Z AXE MO BtEA|
Z=THalloF &LICEH.

[Server’ [Firmware File

EtE A

Firmware upgrade 2o &H=,

Name] 2 &= firmware IO

Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168. 0. 128]

4. Firmmvare File Nanme [ss800. bin]

5. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect nmenu

1. Protocol

2. | P address assigned to Ethernet

[ TFTP]

interface [192.168. 161. 5]
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3. Server's |IP address [192. 168. 0. 128]
4. Firmmvare File Nane [s800. bi n]

5. Start firnmware upgrade

<ESC> Back, <ENTER> Refresh

& A-15 Bootloader U= Z=Z& LH2 firmware upgrade Uil

ASEXIOF [Start firmware upgrade] & dE8iotes 2, =0 HAIXIOE SHO LIEFELICH
Jbryr 8 2=EotH, Firmware upgrade ZZ2AMIAJE AIEEILICEH. Olgfist Z2MA= &
X SH==X 2&LCH

Sel ect nenu

o1l = 29 ) (=

Pr ot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192.168.0.128]

Firmmvare File Nane [ss800. bi n]

Start firmnare upgrade

> 5

Fi rmnvar e upgrade cannot be stopped until finished

And al

| configuration paraneters are restored to default val ues.

Do you really want to start firmware upgrade(y/n)?y

BOOTP

br oadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our |P address is 192.168.161.5
Fi | enane ' ss800. bi n'

Load address: 0x100000

Loadi nQ: #A#H#ARHHHHH TR H T H BT R H R

done
Byt es

Er ase
BLOCK
Er ase
BLOCK
Er ase
BLOCK
BLOCK

B R T R R I R R TR R R
BHAABHHBHHHBH AR AR R HHBHHARBHHRHHHBH AR HHBHHBRH AR AR H AR H AR H BRI
HEHHHHHH R H R R H R R H R R R R H R R H R
RHAHBH AR HHHHH AR AR R R R AR R R R R R R R
BRI R A R R R R R R R R R R
RHHHBHHHHHHBH AR HH R H AR R H AR R R H R
RHAHBH AR HHHHH AR AR R R R AR R R R R R R R
BRI R R R R R R R TR T R TR R
RHHHBHHHHHHBH AR H TR H AR R H AR R R H R
HEHHHHH B H R R H R R H R R R R H R R H R R
B R T R R R I R R T R T
BHAABHHBHHHBH AR HRRHHBHH AR HHRHHHBH AR RHHBHHBRH TR AR H AR H AR H AR
HEHHHHH B H A R H R R H R R R R R R H R
B R T R R R I R R T R T
BRI R R TR R B R R R R TR T
RHHHBHHRHHHBH AR H TR H AR R H AR R R H R
HHAHBHARHHHBH AR H AR AR R AR

transferred = 5838194 (591572 hex)

Fl ash Sectors 9-20 in Bank # 1

1: Copy to Flash... done

Fl ash Sectors 21-115 in Bank # 1

2 : Copy to Flash... done

Fl ash Sectors 116-116 in Bank # 1

3 : Copy to Flash... done

4 : Erase Flash Sectors 117-117 in Bank # 1

Fi rmnare upgrade is finished successfully.

INE=PN;

==
=

(TH



18 A-16 firmware upgrade = ZAlA

N =S CAl LIEFRLICE.

o

firmware upgrade ZZ2ANAJI 22 H, T2 )2 42 HAKXL
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£ & 6. Serial/lPZ Super Series AI&36t7|

A 6.1 Super Series 2 Serial/IP2| 28 Hl1ul

H A-9 Super Series vs. SerialllP S4 S 28 #Z H0/E

Serial Port Configuration of Super Series Serial/lP Configuration
Cryptograph
Host mode Configuration yptography
Configuration Connection
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None _ ) Disable
required connection
No login
TCP Enabled None _ Telnet Disable
required
“SSLv2" or
No login Raw TCP Negotiate
TCP Disabled “SSLv3
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login Raw TCP
TCP Disabled “SSLv3 SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 TSLv1
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login
TCP Enabled “SSLv3 Telnet SSLv3
required
rollback to v2”
“TLSv1” or
No login
TCP Enabled “SSLv3 _ Telnet TSLvl
required

rollback to v2”

Super SeriesOl “SSLv3 rollback to v2" S&2 Serial/lPOl “Negotiate SSLv3/TSLv1"dt &2

Y LICH
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“SSLv3"'E Super Series? 453}

X HAEIL SFERUCHH, Serial/lP= “Negotiate SSLv3/TSLv1”
S8 2= Super Series®?t HZE = 3

A6.2 HZ 0Nl - Telnet ¥ SSLv3 encryption

S 1. S 20| 18 Alelg ZEE SAE =2 AFELICL
Host mode = TCP,
TCP listening port = 7001,

Telnet protocol = Enabled

Serial port configuration - 1 ; Port #1 -——bove to ——— =

Enabla/Disable this part
Port: title
Apply all ports-settings

Host mode configuration

Host mode | TCP v

TCP listening port (1024-65535; 0 for only |?EIEI1 |
outgoing connections)

Telnet pratocal | | Enshled uI

Max, allowed connection (1-32) |32 |
Cyclic connection to remote hosts (sec, 0 |-III |
disable)

Inactivity disconnection timeout (sec, 0 |EI |
drlirnited) |

| Save to flash ][ Save & apply ]|_ Cancel J

Femote host configuration
Port IR filtering
Cryptography configuration
Filter application

Serial pott parameaters
Modem configuration

Part logging

Port event landling

S 2. CI23 Z0l 19 Alelgd ZEE 95 J|IEHe=2 AA  (Cryptography

configuration)&LICt.

Encryption method = SSLv3
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Serial port configuration - 1 ;

Enable/Disakle this port
Part title

Apply all ports settings

Host mode configuration
ramote host configuration
Part IP filtaring
Cryptography configuration

Enceyption methiod @

Enable/Disable cipher suites ;
55L_DHE_DSS WITH_RC4_128_SHA
S5L_DHE_RSA_WITH_3SDES_CBC_SHA
S5L_DHE_RSa&a WITH_DES_CBC_SHA
SSL_DHE_RSA EXPORT_WITH_DES40_CBC_SHA

J8 Al

& 3. Open Serial/lP Control Panel2 €211, Super SeriesQ 181 Al2lg =

Port #1 -— Moveto ———

| SSLv3 v

2t5 718 & Z( Cryptography configuration)

Im
[
O
>
ol

2lol= COM EEE “Select Ports” HES =of HA&&LIC
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_ Serial/IP?Control Panel 4.2.3

TAac i /CAL =
'-_L'Jl'lwarem i

IP-Address of Server: Paort Murnber:

[152, 766,411 700
Configuration Wizard, .,

=% | O TR LT

select Poris rz|

Please selectthe COM
ports you wauld like to
redirect to Seral/IP?

CICOME Al 1.

CICOMID == —I
WICOM11
WICOM12
WICOMI13
WICOM14
WICOM15
WICOMIE

Select Pors... | WICOMIT
W COMIE b
P4|°“ Manitar... TR Cancel.l Help... ]
uCEnSing,.. I 11 LTTrT MUOENT eal.ape.
I~ DSR always high

Advanced, ., | [~ DCD always high

[~ Restore Failed Connections

--'Eecun'ty : :
¥ Enable |S5L Version 3(55Lv3) x|

Close | Help, . | About,,, |

&' A-19 Serial/IP Control Panel A ZESZS A&

©H 4. Enter MHE IP =A(ISuper Series IP F=4)% ZE WHAY Al2led ZEQ| XE
HH)E F &6t 25t O3Sy 201 OE W0IHSEE dSgLU

Credentials = No Login Required,

Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
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— Serial/IP?Control Panel 4.2.3

Tacriges. . I TR

T30 1A I— Settings for COMI1G-

ComMI2 IP &ddress of Server: T
Com13

Comid 192, 168,4,18 70T

SOMIE Configuration Wizard,,,

COMIE -Credentials

t+ Mo Login Required

© Use Windows Credentials
" Prompt on COM Paort Open
" Prompt at Login

 Use Credentials Below:

-Connection Protocal
o el

Select Ports...  Telnet with CA-Padding
" Raw TCP Connection
Port Monitar,,,
-COM Paort. Options
Licensing,., [~ DTR is modem escape
I~ DER always high

M I~ DCD always high

[~ Restore Failed Connections

.éecu.ritlsl.'
¥ Enable |SSL Version 3(55L3 |

Close | Help, .. ] Shout,;,

|

72! A-20 Serial/IP Control Panel 0 A1 I}2tO/EH & &

CH 5. B0l OZ2dold TS 20 ME8dle COM ZEE
AMEXt= ORI XH&l9l PCOl /U= COM EZEWAM EHOE o
MNE36I5<0| Super Series® Alel e

ne
H
m
]
>
0l
1]
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& 32 - [disconnected]) VT

e .: 111 AN Qe ':'-|:..f| .'__:.--i'
it
Tera Term: New connection =
~ TCPIP Host:  [192.166.4.11
Service: © Telnet TCP 5':-_}Fh'|".'
* Serial Port:
OK I Cancel | Help |
b a

18 A-21 Serial/IPZ Super series 9/ A/2/& ZEO HAZ510/

SH 6. AI2Xt= Serial/lP2l Serial/lP Port MonitorO|Lt Trace window=® & AHE
SLIHGIAHLE =& = USLICH

— Serial/IP?Port Monitor 4.2.3
File Edit Help

TacricaL Ao
'.(iJ Ftuwa |'L—'

Activity Trace |

23:06:46.140 COM1E : | 53L initialization proceeding -~

23:06:46.140 COM1e @ | 33L initialization proceeding =

23:06:46.140 COM1g : | 83L initialization proceeding

23:06:46.171 COMig : | 53L initialization proceeding

23:06:46.640 COM1G6 : | S3L: RC4-3HA at 128 hbits

23:06:46.640 COM1E : | COM Port Control negotiaced (RFC-2217)

23:06:460.640 COM1e @ | Server connection negotiated

23:06:46,640 COM1E : | FlushTZ

23:06:46.640 COMig : | FlushRE

23:06:46.640 COM1G6 : | DTE: 1 RT3: 1

23:06:46.656 COM1E : | CTS: O DSR: O =
Clear | ¥ Enable Trace ¥ Hex Display i Auto Seroll T Always On Tap

_1& A-22 Serial/IP Trace Window
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Ol

N e

N

FE 7.SSL ¢l |

A 7.1. OpenSSL IHIIXl &XI

Step 1. Download the latest OpenSSL package. (http://www.openssl.org)

Step 2. Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.

(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>
Download OpenSSL source code and compile it.
# cd /work/
# tar —xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d
# .Iconfig
# make
# make test

# make install

A 7.2. root CA (for Self-signed) 27|

Step 1. Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\Program Files\OpenSSL \bin
< Linux >

lusr/share/ssl/openssl.cnf

Modify [req_distinguished_name] section as follows,
count r yNane Country Nane (2 letter code)

count r yNane_def aul t = KR

countryNanme_m n =2

count r yName_max =2

st at eOr Provi nceName = State or Province Nanme (full nane)
#st at eOr Provi nceNane_def aul t = Sone-State

| ocal i t yNane = Locality Nane(eg, city)

| ocal i t yNanme_def aul t = Seoul
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0. organi zat i onName = Organi zati on Name (eg, conpany)
0. organi zati onNanme_default = Sena Technol ogi es | nc.

# we can do this but it is not needed nornmally : -)
#1. or gani zat i onNane = Second Organi zati on Nane (eg, conpany)
#1. organi zati onNane_default = Wrld Wde Wb Pty Ltd

or gani zat i onal Uni t Nane = Organi zational Unit Nane (eg, section)
#or gani zat i onal Uni t Nane_def aul t =

conmonNanme = Common Name (eg, your nane or your server\'s hostnane)
comonNane_def aul t Sena Technol ogi es
comonNane_max 64

Emai | Address
40

emai | Addr ess
emuai | Addr ess_nax

Modify [req_attributes] section as follows,

chal | engePassword_nin =0
chal | engePassword_max =0

Step 2. Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/openssl-0.9.7d/

< Linux >
# cd /work/openss|-0.9.7d/
# mkdir CA
#cd CA

# sh /usr/local/ssl/misc/CA.sh —newca

CA certificate filename (or enter to create)
;(Press Enter to use default val ue)
Maki ng CA certificate ...
; openssl is called here as follow from CA. sh
; openssl req -new -x509 -keyout ./denoCA/private/./cakey. pem\
;  -out ./denpCA/./cacert.pem -days 365
Using configuration from/usr/local/ssl/|ib/ssleay.cnf
Generating a 1024 bit RSA private key

,,,,,,,, ++++++

...................... 444+

witing new private key to './denoCA/ private/./cakey. pem

Ent er PEM pass phrase: ; CA Password (Enter password and renenber this)
Verifying password - Enter PEM pass phrase: ; CA Password

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nanme or a DN
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be |eft blank.

----- : CA's Information

Country Name (2 letter code) [AU: KR

State or Province Nane (full name) [ Some- State](Enter)

Locality Nanme (eg, city) []: Seoul

Organi zation Nanme (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
O gani zati onal Unit Nane (eg, section) [](Enter)

Conmon Nane (eg, YOUR nane) []: Sena Technol ogi es
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Enmai | Address []: (Enter)
#

2-3. Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

#|s demoCA/
cacert.pem certs crl index.txt newcerts
private seri al

# Is demoCA/private
cakey. pem

A 7.3. 215 Q& K(certificate request) 2t=I|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem -out req.pem
(It is assumed that you are using sample configuration file

- “openssl.conf.sena”)

Usi ng configuration from/usr/share/ssl/openssl|.cnf

You are about to be asked to enter information that will be i ncorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can | eave sonme bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be |eft blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Nane (full nane) [M nnesota]: (Enter)

Locality Name (eg, city) [M nneapolis]: (Enter)

Organi zati on Nane (eg, conpany) [Digi International]: (Enter)

Organi zational Unit Nanme (eg, section) []:(Enter)

Conmon Nane (eg, your name or your server's hostnane) []: Sena VTS

Emai| Address []: (Enter)

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal I enge password []: (Press Enter — Do not enter any other characters)
An optional conpany nane []: (Press Enter — Do not enter any other characters)

A 7.4. 215 QA KM(certificate request)ll MY StI|

4-1. Signing a certificate request
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# cd /work/openssl-0.9.7c/CA
# cp req.pem newreg.pem

# sh /usr/local/ssl/misc/CA.sh -sign

Usi ng configuration from/usr/share/ssl/openssl|.cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)
Check that the request matches the signature

Si gnat ure ok

The Subj ects Distinguished Nane is as foll ows

count r yNane : PRI NTABLE: ' US'

stateOr Provi nceNane : PRI NTABLE: ' M nnesot a'

| ocal i t yNane : PRI NTABLE: ' M nneapol i s'

or gani zat i onNane : PRINTABLE: ' Di gi International'
commonName : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Ot 6 09:39:59 2013 GMI (3653 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, comit? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 1 (0x1)
Si gnature Al gorithm nd5W thRSAEncryption
| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi International, CN=D gi
I nt er nat i onal
Validity
Not Before: COct 6 09:39:59 2003 GV
Not After : Oct 6 09:39:59 2013 GMI
Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=Digi International, CN=Di gi
Port Server CM
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)

_ .- END CERTI FI CATE- - - - -
Signed certificate is in newcert.pem

4-2. Check whether signed certificate(newcert.pem) is generated.

#ls
denmpCA key. pem newcert. pem newr eq. pem req. pem

in

A75.SS & QISA BHSD|

5-1. Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem

# vi server.pem
Certificate:
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5-2. Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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