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SS800
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S8 M.
StERAI RTS/ICTS, &ZERI0 Xon/Xoff

RJ45 H4H

z
fol

RS422 Rx+, Rx-, Tx+, Tx-
RS485 Data+, Data-

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

28 XN O: DTR/DSR and RTS/CTS

UE<S3A CIEHO0IA RJ45 Ethernet HYHE & &St 10/100 Base Ethernet

L8 & RS IP F=a A

O=EE - ARP, IP/ICMP, TCP, UDP, Telnet, SSH v1 & v2,
-SSLv2 &v3, TLSv1
- DNS, Dynamic DNS, HTTP, HTTPS,
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AAE 22
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AL AFEH
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2t ILE : Serial InUse(SS400/8002F ol &)/Rx/ Tx
PC 9t =(SS110/400/8002t o)
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22 25:-40C~66'C
bk 5VDC, 0.5A @ 7.5VDC, 1A @ 5VDC, 1.5A @ 5vVDC
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0.98 (in.) (in.)
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2 (kg) 0.240 | 0.455 15
ols FCC(A), CE(A), MIC
S8 E3 D2t 54
1.4 801 2 20]
Of ME2 = IH=E0AM EHECZ AIBE= E0E Z2AELICL 0 8052 Ay 20|

UL O Super Series®| AtE0 230 H & UASLICEH
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LAN E£= J|EF WEKAIQAWA MAC(Media Access Control) 4= FEEHS 1R§ ot=AN
1S E LIEtELIC. (Ethernet LAN &0ilA Ol= Ethernet =42t =2 &LICE)

MAC 4= 6AXAtel OUI(Organization Unique Identifier) HS 2t 66Xl SIE/H AlE HSZ
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1-1. 20l &

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

P Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol

RADIUS | Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

12
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2 H0lM= SuperSeriesE M2 &XIot]) &80t LEH0 CHotH Z&H&LIC
-21 HE ANME THE BiXl & LED EAl S2 &Y8 LIt
- 22 OIEFO HZSH/M M= Super Series? HE, UERZA & HFX oA

2FgUt.

- 23 AIAE ZE0) %567/ NAE 225 L= tenet L= 8 HSE
Series®| & ZE(N ¥ &ots 2H¥HsS SHELICHL
ANZGHASE OS2 XS0l 2R LICH
- otutel M AOISTHIIKIO ZEetE
- otLtel &/Ethernet HIOIS(IHII X0 Z&HE)
- AOIE IIE@TIIXIN ZEE)
- WESZ 2HHOIA ItE(0ISH NIC)It A= GtLSl PC £ = GHLE2l RS232 Aleld

2.1. E dlolok=z

2.1.1. SS100 IHE dll0I0t=

SS1000il= AEH HAIZ 918 6702 LED KAIZIIF USLICL FAS BO AAH
MEHE EABUCL 0 OS BITE AL RS MHE DASUCL A BM 2Zs
SAUE ARIY ZEQ £41 U MBS TAISLICHL S Al WO I 242t 100

012 10/100 Base OIHY! 213, 121D OIHY EE MBS ZAUM

H 2-1SS5100° LED XAl &E

I &=
=

GOl E

Base-T 0|HY!

g s
AEH (Status) Power 0| B2 & W20 FLICH
Ready AAEO0l SZE EHIDE HAANLE S& S0/ 2t ELICH
OflefJh 2ot 2R AHBLILL (M 2elS =Helold® 212
ZALGHAID| HEEELICH 22 HAI0 26iM= 6.220M ZHEILICH
Aelg RX/Tx SS1002 Aleld ZEE Soil 0Bt SHRAHLE Li2 [HOHCH
I E(Serial Port) e LICE
Ol Yl (Ethernet) | 100Base | 100 Base OIHY! WIERIN HZBE D =H0| FLICH
Link 10 £= 100Base OlHY UWIERI0 AZEH =440| FLIC
Act SS 100 OIHY! ZTEE ol W30l SHLRIL Ldte J 22
250 US MOLCH ZErHILICH
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Factory Reset 10100 Base-T

SENA

Powar
Ready
Sarial Rau/Tx

100Base

+h;|EgI_)zuice"

55100

Serlal Port  Data/Consola—

_J& 2-1SS1009 IHE dolot=z

2.1.2. SS110 g dll0I0t=

8 2-22 08 2-30 20iXlE dME SS 110/400/8000= &EH HEAIE <8 M Q&2 LED
KAl IO QASLICH (0ll: System, Ethernet Z12/1) Serial Ports). =0 X8 H8 M JHe
o= HNR(Power), =H| AEi(Ready) 2l PC 3IJtE CQIHHIOIA(PC Card Interface)E
LIEFRHLICE O O8 M Jliel &#Z= 04 100Mbps(Ethernet 100Mbps), & 3(Link), 12l &S
AEH(Act) D LICH OHXIY #Z= Aleld EEQ #{4l(Receive)lt & E(Transmit)S S0 SLICH

H 2-200lA 2f LED XAl &Z2 Jls=S UL
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Prossar
Ready
PC Card
100M bpe
Link

AL

Saral AuTe ==

ih*-{l-::a[ku i L'Eh.
55110

B3-28W= Ethamat 12100 Sarial Po Factary Rem

J& 2-2SS110° IHE d0l0t=

H 2-2 SS 110/400/800°/ LED X/A| & X

(== s
System Power M0 S=2=™ HELICH
Ready ANAEO| S&& =U|JF &S HELICH
PC card PCMCIA ZXIJt &= S0|8 HZLICH
Ethernet 100Mbps 100Base-TX HZ0| 2 X &™H HELICH
LINK OIS WERIN HAZBZISH HELICH
Act Super Series OIS ZES SoiA IH3!I0l SHL2HLE Lots At
22 830 /A2 [[HDP Ch 2r2rLICH
Serial port InUse A2l ZEDJL ALZ S0l HELICH (SS400/8000112F MECIM, ZE
|:Hll1a'0| ISSHES /é*éému ZE H50| AE 52 M)
RX/Tx Super Series? Al2lg ZEE SoilA OCI0IEIDI SHL2HMLE LIS THOHCH
2 LI Ch.

2.1.3.SS400 IHE dIOIOt=

8 2-30 EHXIXO0l SS4000l= AEH HEAIE ®I8 M OS2 LED XAl #ZDF JASLICH (Ol
System, Ethernet Z12/1) Serial Ports). =0 fIXIst 2 M JHe SHZ= M3 (Power), &HI
AtEH(Ready), 12l PCMCIA QIEHOIA(PCMCIA Interface)E LUEIEHLICE. 2O & A IS

= 0|4 100Mbps(Ethernet 100Mbps), & 3(Link) 2l &5 AEH(Ac)QLICE. 1 OS
HOS2 AMeld ZEN CHol AHES=(InUse), =&(Receive) 12l &&(Transmit)S 2 0 SLICTH
I 225 2 LED XAl #HZO JsS AYUSUC. F IHEos RI45 HUBHE Al2lg ZE,

OIHY! EZE,SS400 2 ZE, Jdell 83 2301 2L LICH
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2.1.4.SS800 IHE dll0I0t=

SS8002]
BtH, SS4000l=

401 Dt

2 WE2 Ss400 He| SLELICh ss8o00l= 8K

AsLICH O Xthlet 32E 36tAlHE,

cl0/0t=2E EZRGHAID| HHELICH

2.2. StERAN HZ

=2 BliM=

=J| "HIAE

Z0olJ|

=

- Super Series2| ¥ = EXE HZSLICH

- Super SeriesE Ethernet 512

- o X0

2.2.1.

Super

E=5H

S0 HE

Seriestil & &

(SS400/800) =

AZELIC

otJ

[—

s N T—

AolES SHBELIOHL HR0l A

W21 AH(SS100/110)2 2 S AEHE RXIEHLICH

—J& 2-4 SS100/1100f && 21Z5t7/
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_1& 2-5 5S400/8000/ XM& o1& 57/

2.2.2. HESAN AZolD|

Ethernet HOI=2 §t% Z2 Super Series Ethernet ZEN| HZ56H1D,
HOIS2 FEHHZS HERKRD ZEN HZELICE HOIZ0| SHtEaH HZE ESL, Super Series®t
Ethernet HIER32t2] HZHEAl= CtS 20| LIEFELICH

- [Link] EAlSE2 =M B35 4tHE JASLIC

-[Act] EASES HZMHA ZEHeIHA Ethernet TH2!2| S24101 G2 E LIEIELICH

- Super SeriesJt 100Base-TX U ER A0 HZ &= ZES [100Mbps] HEAISS =4 S MHE

= XIELICE.
- S UWERZD HZ0| 10Base-T! S [100Mbps] EAIS2 HXIX ESLICH

J& 2-6SS1000] WERF FHO0IE HZoH]

& 2-7SS1100] WERF FH0IE HZoH]

17



_1& 2-8SS400/8000 LWIERZ F0IE SHZ oI/

2.2.3. ol EXI0 HZoH|

Super Series2 Al2lg EEN 2= HO== HZELICL A
HZotHH EX UAMOUM M3s 2 = o &LICE. Super Series
HOIZ 2IE WX W E4 -2 O MEX X0 = AHOIE SHE XIAdHI| <K

H=ELULLCL XAE HEs 85 1. 93 FXotdAlL.

ot EXe 2 ZE0

F9:

SS100E AlclY Z£2 SoiM AFE 20/et, &8 AMEX BFREY Aleld ZEN Aleld
AN2. L8222 Data/Console A%IXIE Console Z22 XIAIZIAAIL. SS100

225 ZOIM XtMIGI CHRD USLICH

HOlI=S A&y

20 e HWE=

I

<@

Serial
Device

& 2-9 &H/ZE SSs1000] AZ o]

18



Equipment

18 2-10 &H/Z sS1100/] HZ o]

R’

—L"

Equipsment

Equipment

T8 2-11 ZH/Z SS400(Z =)/ SS800(R=)0f &1Z517]

2.24. NAE 201 &

I

ot |

Super SeriesOl &=ote Y2 02 JHXIJF JASLICH O0ls, AMEXS /XD 88Xl =
AHOILE H20l ek ety LICH £, Super Series= €A E [, GUI(Graphic User Interface)

% &= CLI(Command Line Interface)E KMl&30otd USLICH.

ANAE 25

ZH AMEXN=E HEE= HOIE2 HEH % 2=E/Ethernet HOIES2 AtE0l Super Series2| Al AE
2L ZE Y HZE =+ USLICH

2 25

Eﬂﬁ

J

E N QEHOAS QT6ts &2 AIZXE HOEY WSIOIEHE AFZ6 Super Series®)
£ 23) £= SSH(TCP 22)0l B8 2 ASLICH

2 HB2tRME AIE0tH Super SeriesE &3&old= & AIEX= Internet Explorer £=
Netscape Navigator?t 22 & B2t ME AIE0t0 Super Seriestl HAZE == USLICH
?1o] Yy

2 2% SUPER SeriesA|AEICZ0| 2018 QP ELICH

19



t1

ol

225 AIAE 2E AIE

£ Super Series2| 2 ZE0

o
i
M

1) E=/Ethernet HOI22 &t

= JHol=S A&6H)

8 2-12 SS1000 AIAES 25

18 2-13SS1100/ Al£E 2£ JoIE= HZ 517/

_1& 2-14 SS400/800 0/ AlIAE Z£ J0/ES HZ o]

2) RJ45-DB9 O & E{(female adapter)S AtS At
3) AMEX BFRES Alelg ZEO AHoI=2 &

20



4) OIOIHHEDOIE (HyperTerminal)t 22 HOIE MEdI0IH Z208s LG O3
20l HOIE o=2diolE Z20#o Alelg &3 Oiet0IeHE & & LIChL

B 9600 Baud rate

B Data bits 8

B Parity None

B Stop bits 1
B No flow control

5) [ENTER] 9|2 SZLICH.

6) AISX OIE HIY HSE 26t Super Seriestl 2191 &LICH Ct

gt AL S 28 = LI

0o
1]
my
=
[
Ml
Im

Login: root Password: root

Login: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92. 168. 161.5: ~#

7) CLIE 0I8dot =J| €8s & = UsLICh CLIo et KHAlgt Ee 8& CLl

OHHAE EHIOHAAIR
8) JIE CQIHHOIAJ HAE Nz & FE2R0 “ssedit” HFHE AdotH, J& 2-

15001 A= Ol sFHOI LHEFELIC

root @92.168. 161.5: ~#ss. edi t

Wl come to SS- 800 configuration page

Current time: 08/22/2003 21:52: 36 F/IWREV.: v0.4.0

Serial No.: SS800438349- 42944 MAC addr ess: 00-01-95-04- 19- 5a

| P node: DHCP | P address: 192.168.14.7

Sel ect nmenu:

Net wor k confi gurati on
Serial port configuration
3. PC Card configuration

4, System adm ni stration

5. Save changes
6
7
8

D=

Exit wi thout saving
Exit and apply changes
. Exit and reboot
<Ent er > Refresh

& 2-15 WO Bi& 38 (SS800)

ol i 2 AIZX= UHs HSE LS5t HU [ENTER] 912 = Super Series Itet0|E
0ol 2R s 852 d948 £ ASLICH ol s stHol Js AIElise 2242 892
of Mae 2=+ ODI2I0IHE 48g = USLICH 2= Oi2t0IEH= Super SeriesS HIFZA



Hi2el =2t MEZIO, Ol MEXIL Ol 5. Save Changes2 &EGHH MEE &= US
M+ 7. Exit and Apply Changes L= 8. Exit and Reboot 2 &Eist (IS ZE HA A2 4F8&

= USLICH.

MEXt= 23 22E2 ME0t= Super SeriesOl E06tJ1 &0l BFEAl Super Series2| IP =45

20L0F ELICH (KNS LHE2 3. WIEFYT EF= FIoYAIR). Super Series2| & Z=0tAl DI

A IZE Js2 ¥ SAE 85 SHEUAM disable 2 = JASLICLAIME HE=2 A& 359

o
ol
rr

1) TelnetZ2 18 L= telnet)|s(0ll, TeraTerm-Pro L£= Hyper Terminal)2 X
DTS A#AZLCL SHX IP =4 9 port number= Super Series?t =20l OF

SHLICH. 28 2, port numberE 2322 XI&ELICH

AZX ZRE ZE ctel AIHHIoIAN OS BEHE LS LICL

tel net 192.168.161.5

I
rir
o
alo
E
!
=
o
i
oy
rir
@
=3
o]
[El
HU
L

B2 ABAIZLICH

File Edit Setup Control  Window Help

Tera Terrn: Mew connection

« TCPHIP Host ((EPRITRITES j

v Telnet TCP port¥: |23

" Serial Port: ICOM1 v|
0K | Canct:ll Help |

1&g 2-16 Telnet ZZ£7& £& 04 (TeraTerm Pro)

22



2) AMEXt= BEAl Super Series2 ZQIGHOF StHH, Ol AEX 0I5 HSE
2ESLICH AEA 018 & 239 UZE €32 AMAH rootE 28 root & AIAE
22| NS 28 admin & JHXIYLICH

2

3) Super Series)t 018t AR, CLI ZEZE T= HAE Hs 330l LIEtELICH
23. 8 Bt AN 2l HHOIAN &0t

Super Series= HTTP2t HTTPS(HTTP over SSL) Z2EZ22 25 XIJ&LICH £§ Super
Series= AtAl & 22| HOIXIE HE&LUICH Super Series & 22l HOIXIN &=0tei™, Super

Series® IPFEALL =4 =24A40| Jisdt SAE Hg & 2elfRXMH9 URL/Location Z =0

AEBIYAIL . OH AIEXH= Super Series® 20 FtHs B2H & 24LICH. A=Xs
BIEAl SHIE AMEX G 2SE AMEotH AIAEN 20 S22M =01ds IS0t
LI =) &8 €32 Usl €sUih

Login: root Password: root

Login: admin Password: admin

FO. AMEHAE Super Series & 22/ HOIXO &=ot7 &0 E'=A/ Super Series@/
IPFEMEE FL B4 JIs5 SAENG AHBL 04T EFE2 2 AL6IAID] HFEHLICH

User authentication required. Login please.

User ID |

Password : |

Move to: ™ Configuration page ¢ Customer page

_J& 2-17 Super Series & Z2/9 Z]0I ofH

g 2-172 Super Series & 22|12 20! SHALICE O SHUM AME2ieE 212 =0 0ls
Ot QA+ Gt= HIOIKIE AMEE o~ USLICH AFE A SZF & E H 0| X|(Configuration page)E & &4
™ A 2= Q

& 2-180l 20l= Super Series & 22| & H Ol s34y SHOIKNE 2 = US

!
Ct. AtEXtIt 028 MOl XI(Customer page)S & EiGHH Super Series & 22| 2AEHHIOIAL JI&

10

=

02 SHOIX £= 2012 SHOIXNE = = UAsLIC & ASA AHHO0IAS, AFSX HAHDE
OlZ0l 28t O &tMgt 28 2B 9. AAEA FAEOH0/E JH0/E 22 FXRGHAID| BHELICH
18 2-182 Super Series & 22| QIEHMHOIAS S#HEE SHOIXYULCH FH =0 0w
B MESELICH O Bi= Biole =a? #3EE Uiw 1801 ZZELICH M= oA 8 &=
= dE8otE 2t J80A ME Jistt 2= of?l liwJt Ecl S 2 LEtEUCL. A EX= o<
Ol7 == HdEoiA e &30 e s 232 HEE = UsLICLL AESkse 2= b



OIKIOIAM B1E AtstS [E2HAI0 HE(Save to flash)], [M& L HE(Save & apply)] e [FHa
(Cancel)]&t = USLICL AZEX=E 28 HiH22 HE8s J0 BEAl [EAHAIN HE(Save to
Flash)|]S &G0 B1ZE OHIHH=S BIFYH JIQEX0 HEHOF SLICH 2RE HIMES
HZ5t)| fIHM AtEXte BEA [HEAME HZ(Apply Changes)]2 AEi6H0F &LICH 0 882
Ol& dte Ot =20 UASLICEH ALZXOF [HBALE B E(Apply Changes)|S SEZHS [HUHISH A
OHJHH =8¢0l Super Series SHE &AM HE&ELICH £& AMSXe SHO MWHHS-E HAGHLD
HAAMES HEo)| ol [ME & HE(Save & Apply)|S HEHE = USLICL

AEXIE M OB at2 RSt 2=C03 [F A (Cancel)]l2 SEGHOF ELICH Ol otH 2E
BHAASO0 FHALZD 0l giez SRELIL

SENA

O ~—

TECHNOLOGIES
MNetwork - -

IP configuration IP configuration

SHMP configuration :

IF mode : IStanc vl

Dynamic DS configuration

SMTP configuration 1P address : [192.168.161.5

IP filtering cubnet rmask ¢ |255. 286.0.0

SYSLOG server configuration

MFS server configuration Default gateway : |192. 163.1.1

Web server configuration Prirmary DMS (0.0.0.0 for auto) : |IEB. 126.63.1

Ethernet configuration .

TCP service configuration Secondary DMNS (optional) @ |IEB. 126.63.2
Serial port FFPCE user name : |whoever
PC card PPPGOE password : [rrrermes
System administration Confirm PPPoE password : |ﬂﬂ**ﬂ

System statistics

Apply changes

Login as a different user
Logout

Reboaot

Customer page

Save to flash Save & apply

Cancel |

Copyright @ 2003 Sena Technologies, Inc. all rights reserved

_1&/ 2-18 Super Series & &2/ 3t&H
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3. UERIA &%

3.1.1p £4

MEX UWESRZD B0 A Super SeriesE AIE0tHAH, R&8 IP
FHIZ X 22 8, AlAE 22 X0H 226t Super SeriesE {8t |R&8H IP FAE Y
2SLICE.  UESRZN Super SeriesE HZoHAH, D7 IP F=AIF @ =
H Ao OF &FLICH
Super Series IP =4 A& Al, AtEXt= G20 &2 342 CIHY Z2EZ 2| otLE de8e
= USLIC.

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPOE (Point-to-Point Protocol over Ethernet)
Super Series= FJ| J|23t2 192.168.161.52 IP =AE 2= Static IP 255 3TN
JUSLICHL H 3-12 3042 2= IP &3 Itel0IHE 2dsLIC. O8 312 AEX IP 832
50| |8t M & D8t GUIE 20 &LICH

H 3-1IP £& ItetolH

Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS

DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPoE Username

PPPoE Password
Primary DNS/ Secondary DNS (Optional)

IP configuration

IF mode : Im
IP address : [192.168.16.1
Subnet mask |255.255.0.0
Default gateway |192.IEB.1.I
Primmary DMS (0.0.0.0 for auta) @ |IEE|.IZE.ES.1
Secondary DMNS (optional) @ |IEE|.125.53.2
PPPOE user name ; [whoever
PPPOE password : |ﬂ”““
Confirm PPPOE password @ |ﬂnnn
Save to flash Save & apply | Cancel |

Jg 311p &%
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3.1.1. Static IP =24 AIE356}0|

SN
=2o

fn

MEXIL static IP A8 AMEE &SR, Super Series IP =42 2H A=z 2
I2t0IHE =522 XAoi0F &LICH 0148 HetoleH0le IP =4, Subnet mask, gatewayet
DNS serverdt Z&ELICH 2 AEA0M= 018 20 XHMSHA CHE A LI

roh

i

&1l: Super Series= E&E I 00 &8 & Z2E 0/180l0 WEFHIE 245t 2 LICL

e |P address

Static IP= “1&" L= IFRHQ AFE Biso dAgs gLICHL 0 Hs= FFHN 2LDO
HERZI &9 AX F=ALZ2AM IS UL dFE= 0lHs IP =AE AIZ0I0 UWERA
AUA A AYESID UStE £ USLICE Wetd, deE 1P Fas UEHT SF0NA
HUXNCoZ R0t RS0k LI
&1 192.168.1.x A2 IP 4= ISP (Internet Service Provider)Jt BI&EGSHK 2=C= EOUlA
A& (private) =24 LICH Super Series AlC|2E HE0tHH 20 et CIHY Y 22 =L
ol CIOIHE =1 2= = A0 6tH, 0] 39 R&& 3¢ IP =AE oo ELICH 3¢l
IP A= EHEOZ XY ISPRRH FYUoHHLE JUHE = UASLICH
e Subnet mask

= 2 UERIZ SAEE

NEYZ 22 X2I&E fAX, 8 A28 L= =LE LANKU A
SELO UWER/KZE Sol WIlte M30l U= B Super Series AlelXE= IH2!01 XIEE
TCP/IP SAED 22 UHIERA 20l A=X MEY OtAIE Soll EOIELICH. =2t Super
Series Al2|Z2% sgst UERZD S0 JUCHH Super Series Al2lZ22H A& HZELICH

dgX #2283 =08 Jl= HOIER/OIE Soff HZELIC

e Default gateway

HOIEROl= OE UERIZ S0Iits 7 IS o= UERIT ZEYLILHL LEHHCZ
UHERZ WA £= XS ISPHA EHEES MOicte EFEHE= HOIERO =EYLICH 222
HESRZT & o SAES S4lot)l foiM= Super Series Al2IZJF J1& HOIESRIOI
ARE2 P =& 20LOF &LICH HIOIERIOl 1P =401 Cist H=s FE= UESRA

el RH0IH S8l AlL.

i

e Primary and Secondary DNS

MEXIE EF EA0IEE 206 otH, ZRB= FAOIES ZF&E IP =20 oo

DNS(Domain Name System HOIA 21, 1 &2 01280t & M0l &=5&LIC. DNS=

QY SO UHYEE AEEH IP F4g BHEINAFT= SAALICH S0 U2 sena.comdt
S = =)

22 242 =UE s €49 018 2 JI9oJ19t O &&LICh DNS MH=

N—r
x



Jefst EAE DJIBtel GOl WIZES TCP/IPO HZSH)| IoH <At IP FAZ2 HEAHAFE

SAEALICH

Super Series Al2l|Z2| DNS J|s2 AtEctd® THQ ez SAEN dEx5g = JUESE 0

DNS AHZ2 IP =42 &3F6H0F &LICH. Super Series AlelZ= Primary DNS server2t

Secondary DNS server 22 DNS AHZ2 IP =45 &HFol=e LS HSELICH. Secondary
%

DNS AMHE Primary DNS AIHE AMEE = Q= I AISdt)| ?Ioil XIZELICH

3.1.2. DHCP AI&36}7|

SH SAE HF S4 AYDOHCP)2 UESRZ 2t IP =242 S XS UWERI
N S 2ot IUssE = U ot S8 Z2ESYLICH. DHCP= UIER A 2l kot IP
=4S SEZ0AN =0t 2HHot== ot FFEDI OE UWERZ /XN 212 & 3=
MZZ2 IP A8 IS dSHES UL

Static IP 222 Z2, IP 4= 2 ZIREHH =522 FHHOO0F L &2 BFEI UE
HESRA fIXz Olskle 22, M2 IP =20t BtEAl €2 00F &LICH IP =40t DHCP
CE0AM EEDH IP =4, MEY 0tA3, HOIEROl, DNS AHE Eegots 2= Iet0IE It
AAseg £FELLC. DHCP= 229 IP =40t ot ZREU ot |=8 Al =,

“H0i(lease)” HES AIZELICL IP =AE gHdot=0 228 Z2E Itel0lH= DHCP AH
SN ASez LM IP A0 AlSEe=E
2=l 8HLIC
Super SeriesJ)t MAZE MHOICH Super Series= UWER DI &0 A DHCP RE=S ZSEILICH
DHCP AMH2 SEols IP FAE HIRGIH ABY 0tA3, HOIEHOl =4, DNS At &
“CHOI" AlZtOl ZEBtEl0f ASLICH Super Series= SAl 0led E2E XAl K220 HEELICH
“CHOI"Jt Bte&l= &ES, Super Series= DHCP MHZRH "CHO™ AlZ2tel HES A ELICL
=

04
L

DHCP AHJI TH HAEES £0l8 AR, Super Series= HSHMAM &M IP a2 SE
[USLICE. DHCP MHIE I HEZ2 SQI6HA 2= &Z2, Super Series=s DHCP MHZ2H
MZ2 IP =4 F EXE AZELILCH

&+ 17: DHCP ZZ0/4/ DNS AIHE E&st P& /EYZ 2& Super Series II2HOIHE TIFS52Z
& ELICL. DNS AUt IsC=Z2 85X 22 FR, AEA= primary 2 secondary DNS IP
FAE YFEOZM +50F HFE + QUSLICL. DNS FLAE s HFo6l2H P, primary &

secondary DNS IP =4 £ 0.0.0.0 (#&&)°2

y
0
0
]
iy
0

DHCP AH= WIESID 2IX Z2latD U= 1P =2 B0M IP ZAS SXHO2 SLELIC
= 2 QLT

Ol= DHCP Z:2i0IHE, GIE =0 Super Series)t &S MOCH THE IP F=AE
DHCP AMHOUIA IP =45 WUGtH AEXIE MEH Y& Super Series =45

= UATEF 2EHoH0F ELICE. DHCP UWIER AWM IP =45 0lYotHA S 22l At Super Seriesl|
ot 220 U= 2t AEIHU U= Super Series?] MAC =45 20t0F &LICTH

27



3.1.3. PPPoE At&otJ|

PPPoEE Z2H T = KA HXE Soll Ethernet LAN(2H2l SAISHAS 02 ZBEH AIZXE
223 AOIEN HZoHI| I8 RALYULICE 6l AFE ASEX= PPPoEE ArEdH lE Y0l
ADSL, A0l 2 L= 26 HZS & = USLICH
PPPoE Z2E=0lX Super SeriesE A&6teiH AEX= PPPoE HA & ADSL 2E1 22
PPPoE &8 &HIJF QO{0F &LICH Super Series= PPPoE ZZ2EZ22 XI5t [
HZES Sof AUHU &9 A SAEN E&E = USULCL MEXN= Super SeriesOl CHE!
PPPoE HE2 ALEX 01§ ¥ 2SS & ZoH0FRH & LICH
ANS2E [MOtCH Super Series= PPPoE MH 2 PPPoE HZZ2 A&NELILL HEZ2 AM&ESte S
Super Series= IP =4, HOIERIOl, AEY OtA3 &L DNS A 22 CIHY AHHN ZRE
HEE HAELICH HAZ0| &/H Super Series= HZ 2 Jisdt &8 el |AIdte] &LICH HZ0|
2c

™ Super Series= MZ22 HZEZ=S RACIH MZ=2 PPPoE HZ = AIZ&LIC

HO
2
>
O
(9]
~

o

PRIt

&1l. PPPoE ZE0fAl= DNS A/H/E &3 Super Series® ZE= UERT =& IICHIIEH=
s HFELICL DNS AU IESLE &L Y2 IR, AIEAE primary 2 secondary
DNS IP =4&8 2geZH +=5F Ql&LICt. DNS F=4AE Ils &&oi3 5,

AA
rimary 2’ secondary DNS IP =4 & 0.0.0.0 (H&&) 2= &F&L/CH
p

10
Hy
X
21
o
N

3.2. SNMP &3

Super Series= SNMP vl % v2 Z2EZ2Z2 X 23t= SNMP(2t0] 2 22| T2 EZ) HOIMEDS
U[USLICE NMS E£= SNMP Ect2Me 22 UESRZ 2elke= Super Series2 = IS0l

=]
—
8% g = UAS &2 OtLict S2E uag =+ UAsLt.
A
T

SNMP IZ2Z&EZ2 GET, SET, GET-Next, 12l1 TRAP=S IZ&&LICh Ol JIsE2 SoiA

Zelte SUe OIfE g2d SXE 2= UL(TRAPs), XtAlEt BEE 28 EXIE X3¢

= QUACM(GET) Xl AHE HZE = JUSLICKSET). SNMP v20lz 88 2 2ot JIsS

S+ = U= GET-Bulk JIS0l FIE0 JASLICH

SNMP 2& IHES Soll AL EX= MIB-Il AIAE JHAMl, B MO 28 2 TRAP =401 £ &0
HE 2%

o
AUsLITH 0 H=HA 23 2elldts 32 uwg 2 s [
=1

32 & QIHHIOIAE S8 SNMP £& 3tHES 20SLICHL
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SMMP configuration

MIB-II system objects

sysCantact ; [administrator
sysMame : (55800
sysLocation : [y location
SysService | "
EnahlesuthenTrap . Im
EnableLoginTrap : Mo =
EnahleLinkUpTrap : Mo -

Access control settings (MMS)

IP Address Corrmunity Permission

[00.00 [poukic [Readanly =]
[aooa [pubic [Feadanly =]
[00.00 [poukic [Readanly =]
[aooa [pubic [Feadanly =]

Trap receiver settings

IP Address Corrmunity Yarsion

[00.00 [poukic v
[aooa [pubic v
[00.00 [poukic v
[aooa [pubic Wl =

i

Save to flash Save & apply | Cancel |

&/ 3-2 SNMP Configuration

3.2.1. MIB-Il A|AE! 24F[(MIB-1l system objects) &&

MIB-Il AIAED 20K dEES Soff AIAE HEh 0I8, Xl ¥ Super Series2 SNMP 0|0l & EJ}
ME6le o1& A1 &2 (Authentication-failure traps)2 &&FE %= USLICE 02t &FS MIB-II

sysName, sysContact, sysLocation, sysService Z12/1) enableAuthenTrap 2{Xl AY¥ A2 (OID)Jt

AtZSote gt MSolil SLIC

2t OID9| 2tttel 282 Usl €sLIth

® sysContact: 2c| AlAE(Super Series)0f Oigt YA A2 E oY 22| X0 A=
Fote s dFELILCH.
® sysName: AIAE AEN AMEEHe 08§22 LUt oZ =92 FQDN(Fully Qualified

ol

b,

® syslocation: AIAEIS] AH S2l& X (0, & 3845, A4, S3)

Domain Name) 2/L|

6]
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® sysService(HIINME) : BOIZ FolE LA ASZ2M AMAE0l HSot= MHBIA HMESS
LIEFHALICH. JI28t2 2 Super Series= S& T2

® EnableAuthenTrap: SNMP OI0IEE ZZNADI 21E AW 2= HE M
201X O£ E LIEIELICE Ol M g2 S8 &3 3=
OIZ AN 2E FE2E HlE84d A = % =

® EnableLinkUpTraps: SNMP OIO|8E ZZ AN ADJL Ethernet HAZ0| ZI/R=KX0 28 HE
M2 HEEE 24X HHRE LIEHSLICL

® EnableLoginTrap: SNMP OIO|ME ZZAHAJF A|AEN 200! =X 2st 38 MES
olE2g UK HEE LIEYLICL

AFZEXE MIB =0t £= =0l e XA0l 2t 2, MU Jls XNARAZ HEGHAIDI
gt LICH MIB2H SNMP2| XtMIEH 2= RFC2l 1066, 1067, 1098, 117, 1318 1lel1) 1213 =AE
Loty AL

3.2.2. HAHIA MO & A (Access control settings)

HMA HOl= Super Series SNMP OIOIME0 CHE 22IXtel &% JtsdsS F2otd ASLICH

0 O &0 &&= 2t2|X2H0l Super Series SNMP OIOIEE0N H£5t0f FE2E wétold
AZE Mg = AsLICH XNEE IP =40 gl dR((E= IP =2= 0.0.0.0 0l 71238, B=
SAE 2| XDt Super Series SNMP IO M EN &8 4 USLICH

3.2.3. E® =410 £F(Trap receiver settings)

Eg 24J|E= Super Series SNMP 0| MEZ2E 28t O|HE(TRAP) 24 Arsts 22| XHO A

NMS(UIERZ 22 AlAE) £= SNMP B2t HE AMEZ0t= SNMP Z2EZZ2 Sl
SeriesE 2t2lg %= USLICH Super SeriesI)t NMS £&= SNMP Ect2XIb A#E D
H NMS L= SNMP BctRME AtZotIl &0, HAA MO
& 3-3 2 Super Series SNMP 0O|ME2|l MIB-Il OIDE E

Zol 4
1 s LeHHOI SNMP Ecte XN 3t AES 20 sSLICH

2
C
°
[¢]
=

$0

40 oA
04 Mo nr

nx

SAEN 5= oIS

pS|

-/

o
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A Adventiet Mib - (=g
File Edit VYiew Operations Help
EEEa HE apey B B xEe 29
P Loaded MibModules :
Q ﬁ-tg RFC1 21 2-MIB Host 182 168.4.10 ﬂ Cammunity
? ngoégdud Set'alue ﬂ Wirite Community
@ &5 internet S0t E w | ContextEnginelD b
directany
® &3 mgmt Chject D |.isD.0rg.d0d.internet.mgmt.mib—2.svstem.sysDescr |
@ &5 mib-2
@ &5 system bt
Desc Sent getrequestto 182168 410 161
# sysObjectiD sysContact.0--=administrator
# sysUpTime
g g"gﬁ;mzﬂ Sent get requestto 192.168.4.10: 161
_@ sisl_ucatiun syshame.0--=HelloDevice 55100
& sysSemices
@ &3 interfaces Sentget requestto 192.168.4.10: 161
@ imlumber sysLacation.0--=Lnknawn
& [H imahle
e [ ?t Sent get requestto 192168410 161
g % n sysSerices 0--»7
icrmp
oy te
. % udpp Sent get requestto 192168410 161
@ (1] egp iMumber.0:--=2
fransmission
& [ snmp = : 1 -
experimental Syntax \DisplayString ( SIZE (0 .| Status mandatory
@ [ private ACCESS Eread-onlv Refarence
? M TRAF‘S_ Index
egpMeighborLoss .
@ @ TEXTUAL CONVENTIONS Object!D |1.3.6.1.2.1.11
PhysAddrass Atextual description of the entity. This value
!. s Descripti.. should include the full name and version
identification of the system's hardware type, —
Global Wiew a ai " I =

18 3-3 SNMP Z2IR2HE Al&ESt Super Series SNMP 00/ E2/ MIB-Il OID E2tR&
(AdventNet MIB Z 2} &)

3.3. S& DNS(Dynamic DNS) & &

MEZXIt Super SeriesE DSL il HZSHHLE DHCP &322 MEE ZE2, UG A2H0]
dotH, IP =20t BEEN SLICH Olfe HEE IP =40 et E28 &4 Exotd Y=
22 MR A2 LLICH £&H 22Xt telnet S2 A 202 Sl O SAE
HE50tdeE 2, IP FA0F HIALAJCH FHEK8 2gs )| HgsLt

=& DNS ANHlAE=E <0AM 238 2HMES HZot)l {8t Z2E20I0H, O ISP E£=
CHHMOA MBELICH =& DNS MHIAS AZE2ZM, AIEXt= IP =229 HZE0 42810l
=& DNS MHOU SE& SAE 0182 S0oll Super Seriesil 85 &= USLICH

28tM oz Super Series= Dynamic DNS Network Services (www.dyndns.org)lll A X338t Ue
=X DNS MHIADHES XIRAELICH JIEF S& DNS AMUHlA HM3XAet 2 A=s SHES ML

LI
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Jlz K& 2MOl HSISHAID] BHEFLICEH

Dynamic DNS Network ServicesJt H&Eotl= =& DNS MHIASE AIEotdH, AAEX=E =9
3|3 NIC(Network Information Center-http://members.dyndns.org)0il H&ES &HGHOF &LICH
AMZXt= Dynamic DNS Network Services Members NICO| £ 1021 & & M&& S& DNS SAE
dIE FIE = USLICL

=& DNS 2% biw0lA, S& DNS AHIAJF Jtsa6t

E H
User name & PasswordE 2 2oli0F ELICI A& BA AEsS HEZ28 F, Al

=<

0K
P
r
v
o
3
o
S

nameft2S AIE35t0! Super Seriestl E =8 = USLICH

8 34= S& DNS £8 & 2HHOIAE 2SI

Dynamic DNS configuration

Dynamic OMNS IW,
Domain Mame |5=800.dyndns. biz
User Mame : |s=800-user
Password [rersrsrres
Confirm password | |“ﬂ“ﬂ“

Save to flash Save & apply | Cancel |

18 3-4 =& DNS &£&

3.4. SMTP & &

S8 i &2 AAAL HHI2 0 HAIKIDH 2ME AL Super Series
o
TT

t
= email S25 Soll 0l 2l & & USLICH 012 fME=E, S=8 SMTP AMH
o 4830| SRELICL Super Series= Ct210 22 30X SMTP A RS XIS LICH
o QIB0l = SMTP
o QIB0l A= SMTP

e POP-before-SMTP

&g 3-6.2 SMTP 2E HE = ot= &3 tHYL

2t SMTP 880N 228 Oiet0IeHe 3 2sLICh
e SMTP server IP address
e SMTP user name
e  SMTP user password

e Device mail address
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=<

t, =, Super Series® Y =24

X
AE EHe 0lSetS =elgLth

L

FZ

Device mail address= 2 211 % &1 MY email {18 &
XIZeLICt. SMTP Server=

MetA, ZEXIol et emall =4 A&

anybody@sena.com)2 2t= 22|29 user name2 AIEE &= USL

0I50l A= SMTP £= POP-before-SMTP mode?)

passwordJt 2 R 8fLICtH

=
=ad

o Mo
0
%
]
3
D
1
>
10
L

5= SAE 0| (.e. arbitrary_user@yahoo.com or
b

SMTP configuration

SMTP enablefdisable : Im

SMTR server name : |5mtp.yourcumpany.cum

SMTP made |SMTF‘ without authentication = |

SMTP user name : [zdrmin

SMTP passwiord [rres

Confirrn SMTR password ; frewes

Device mail address : |SSBDD@yDurcumpany.cum
Save to flash Save & apply | Cancel |

& 35sMTP &&

SMTP configuration
SMTP enablefdisable : IEnabIed vl

SMTP server name @ |smtp.yuurcumpany.cum

SMTP mode : SMTP without authenticatiunj

POP before stTP
fshd TF without authentication
SMTF‘ authentication

SMTP user name

SMTP password

Confirm SMTP password @ |*****
Device mail address @ |SSBDD@yDurcumpany.cum
Save to flash | Save & apply | Cancel |

78 3-6 SMTP && 04l SMTP 2 A&
3.5. 1P EHE

Super Series= IP =4 J|gt &
j }
—

o

£l

m

o ow

Ol
lfl'F

Y
o
9

Super Series(i|

PSS
=
Sl 22 RES oS £ YUsU

o

fﬂ

- S8 IP =AE JIA ot BFLIS] SAEDRHQ| Super Seriestl E2& % QUCH
- S8 MBYN UA=s SAEDO| Super Seriestl 828 = UL
- 25 SAEJL Super Seriestl &2g &= UL
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=

Telnet 2%, SSH £ L= &8 AUl E2£ HME6| |oiM 1P 2HE A2 E26E
(enabled) £= &2 HgHdisabled)22 Bt= == USLICL S So6tAl IP EHEY AEE2

“& 20l E(Enabled)” B2 ©I0 UsUICH

AMEXHE Super SeriesS &2&E £ Us SAEL SAEQ NS UE £ JUSLULICH DU,
MNEXHs BISAl 201 d8E IP A2 AMBEUZ ASGH0t0r SLICH 2 SAENS RE
AMEZXt= Super Series0fl &238tJ] {15 sLICH

Jm

y S AQH0l  Super

Ho

SAED}
0.0.0.022
“Any(RE SAEYZ 0] USLIC

Super

A

S| Seriestil &2
255.255.255.255& AMB4UlE 2608t &LICH
= Seriestfl &E2ot==

S ELICHL XHMEE Atg2 2

1P filtering

Telnet IP filtering
Configuration via telnet
Allowed base host 1P :
Subnet mask to be applied

SSH IP filkering
Configuration via ssh
allowed base host IP
Subnet mask to be applied

web IP filtering
Configuration via web @
Sllowed base host IP @
Subnet mask to be applied :

IEnabIed vl

[0000

|EI.D. 0.0

IEnabIed vl

[p000

[0000

IEnabIed vl

[0000

[0000

Save to flash

Save & apply |

Cancell

Jg 3-71p EHE &£F

£ 3-2 Input examples of allowed remote hosts

Input format

82 ot £y

or
foh

Base Host IP address

Subnet mask

Any host

0.0.0.0

0.0.0.0

192.168.1.120

192.168.1.120

255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128
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2 st M2 Het2 A “enabled”dt 7 disabled”’2| IP ZEHE Jls
Jl28t2 “Enabled” 2LICH “& 20 Z(Enabled)” &EH0IM AMEXteE Z&SHI| fIGHM Super Series

O H25ts ST @ SAE(S)E NFE 4 USLCH
3.6. SYSLOG AW &3

Super Series= & AKXl 22 MHIA, AIAE &2 ZE HOIEH 22 = ?Ist SYSLOG serviceE
N2ELC &Z SYSLOG serviceE ALE0t B, AHZXt= SYSLOG AHHS IPFAS A2
facilityS BFEAl XI&EoHOF EULICH 1O 382 & CIHMHOIAS SYSLOG AMH &F stH
SO0sLICH

no mor

SYSLOG server configuration

SYSLOG service IDisabIed vI

SYSLOG server IP address |192.IEB.ZDD.1DD

SYSLOG facility ¢ |Lcn:aID "I

Save to flash Save & apply | Cancel |

_J& 3-8 SYSLOG A/t &&

27 BAIKIZ Super Series2RE =40t ™ Super Series &8 0A XEE SYSLOG MU=
“remote reception alowed’2%= &HAFET Ot BLICH. Super Series & SYSLOG A AOIO
23tH0l U= 2R, AABles UWtD SH22= UDP IH20I MHssSH Olsg = Us 73

BHE Al Z=DtolOF & LICH

nio

Super Series= locald0 OlA local7tXl SYSLOG FacilitySS XI&&LICH. AIESXi= 0l2f&t
Facility= 2 AIE35l0, SYSLOG HIAIXI2l SHEHZ Super Series HAIXIE MEE == USLICH
SYSLOG servicedt Jts8H AEH0 UL SYSLOG MH AF0| HES HdFE J20C Ar=2Xtes
Super Series AIAE 27 £E= A2l ZEESO HO0IEH 20 &3 slHUA 2 ME AXE
SYSLOG AMHZ XNEE &= JUSLICH ZE/AAE 2 & S0l (st TMet E2= 436 ZE
T3 L 82 AAEH £ £F 2 FLOAAL.

3.7.NFS A &£3F

IZE HI0OIHE NFS(Network File System) MHIAE Sadll NFS
2 XIJELICH. OlE AE5tdd= MEX= NFS AHS IP =24
CAl XIESHOF &LICH 8 39= NFS MW &3 HOIXKIE

Super Series= Al A&
MBI MEE = JAAN o

2 NFS MHS &X 228 Bt
S0sLICH

HU
r
HA
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MNFS server configuration

MFS service : |Disab|ed "I

MFS server I[P address @ |192.IEB.ZDD.IDD

Mounting path on NFS server : |f

Save to flash Save & apply | Cancel |

& 3-9NFS Al &&F

Super Series 271 HI0IEHE NFS MHO M&Eot2AS, Super Series &&0 XI&E NFS MHE
“read and write allowed”22 A A|0F & LICH Super Series & NFS AlH ALOI0I 230l JAs
42, MEX= LIt S02= UDP M3l0l NRENH 0Isg £ Us AES BEAl FIH6H0k
&HLICt.

NFS ANHIADE AFE Jbs AEHO0ID NFS MBI &0l HAESH <012 AFEX
AMAE 27 £= ZE {0l 2% NFS Mz HEE =

HAE AL, Super Series= S22t LOG HAIXIE E2ZX NFS AMHUNE NEEL
231 ME QX0 st XMe 32= 4211 ZE 22 2 6

;_EDI- 6'./\|}\|9

I

Super Series?)

3.8. Ethernet &%

Super Series= 81 22 (el |R&E S EthernetmodeE X & & LICH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeE B1&& =, AI2Xt= AAEES HREEGHOF & LICH Ethernet modell S& =0tAl
Jl2gt2 Auto Negotiation@2Z & & ASLICH HREZS WERKZ SB0 M, Auto Negotiation

2= JIE 4ol A& L= 2E=QLICKH Ethernet modeZ2 &S A M et CIE2H & &o6HH, Super

Series)t WERZA BN SHOHA £2 = USLICH

Ethernet configuration

Ethernet mode : |."-‘-.utD Megotiation =]

Save to flash Save & apply | Cancel |

J& 3-10 0/H% 2= £&
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39. 8 A £3

Super Series?| & A= HTTP & HTTPS(HTTP Over SSL) AMHIASE 2% XIJELICH AIS K=
2t2 JHEH S Z Enabled £= DisabledZ2 &3 =+ USLICL O 3ne & A &3
HIOIXIE 20 &LILCH.

Web server configuration

HTTP service IEnabIed vl
HTTPS service . |Enab|ed vl

webh page refresh rate for statistics data Im— 4

display (0-1200, 0 for no refresh) @ seconds

Default web page . |Cunfiguratiun page x|

Customer web start page : & HTML (indes.btml) € CGI (cai-hin/default)

Customer page authentication @ IDisabIed vl

Save to flash Save & apply | Cancel |

18 3-11 & AH &F

2 &3 HOoIXuA & HOIXI YUOIE ZFJl(web page refresh rate)= E&d= %= USLICH
HOOIE FIl= Al2lg ZE & HOIXI WERK3T CIEHHOIA, Al2lg ZE|IP, ICMP, TCP &
UDPZt Z2 AIAE AE HOIXO AHsELUC 2O 29 & HOXM=E XNHsS2z2 M=2
DA (Refresh)0l HE TIXl ASLICHE KHAHE LHES ME 7. AIAE SHE EEGHAAL.

Ol &3 0= HIOIXINA ArEXt= &0 2212 & Z0l JI2 & HOIXE d8g = ASLICH
MEZ ZotAl Jl=gte &3 H0lXI(Configuration page)0l) AFZXIIF AFZXF H Ol XI(Customer
page)2 #=JE £ USLICE AIEX HIOIXIZ JI2 & HOIXE &d&st F0l AMASXe= fusr2
ClaE2| Otell0ll HTML(index.html) LICGI(default)S I XIAIHA At 2 A& HOIXIE 2&FE
= USUICH MEX= A2 A2 X0 =0 0 LSS =8 &= USLICH AIEX D2
BIZES 0l ALSX HOIXN 2¥e2 HISHEE ot fhdeE AME =
“disable” AEiZ 25X FLUICL AFEX & HOIXIS zHSE st NAMS 2= A& 9.3
AEA ZO| & HOIXE FHXESHYAR.

0R
=

ol

3.10. TCP NU|A &3

TCP H#&0l & SAE MOUM MHEZ= BR, SAE TCP EEQ lock-up2 ZXIoHI| <IGHA
HaHoz2 Z=TIHO0F &LICH 018 lock-up2 Z=2 0o HIEAHQ B
LAMSHH, 01248t lock-up= 2 XISt fIHM, Super Series= TCP keep-alive DI
Super Series= UWER I MG keep aliveXld U=KAl =&0lot)| 2ol
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0l
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10
e
0z
o
fol
>
Im
==
©
0z
=)
0
rr
jas
|0
H
s
4
Qj
K
=
z
o

Super Series2 TCP “keepalive” J|S2 AtEcteli®, AlEX= GOS0t 201 3942 WmetOIEHE
S XH0F &LICTH

® TCP keepalive time (sec):

M& 2te] S4101 Q= MEHUIA S0t B6HH keepalive THI! &S AI&E 210X
FE ZFELIO. JI=2dte 15 =8 &3 USLIC
® TCP keepalive probes (times):
HEES BSSE Xl Za dEeX HHRE &02lot)| ol &3 SAEN keepalive
H2ls & oIl d&6k= JtE UEHEUCH D282 332 8850 AsLt

® TCP keepalive intervals (sec):
Keepalive T2l &&52 Al2F 2tA 2 UEIELICH JIE2gt2 5 =22 A3 D0 UASLICH

]

& x| £3Y [, Super Series = OI0IEJI S4I0l gl AEHRH 15 =Jt XY = 5

o
2O Z 33 keepalive Ii3!2 M EELICH

TCP service configuration

TCP keepalive time(sec) ; |15
TCP keepalive probesitimes) : IS
TCP keepalive intervals(sec) . |5

Save to flash | Save & apply | Cancel |

J& 3-12 TCP keep-alive &&
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4.1. MR

Aelgd ZE 43 Jlss Sl AiSkte 2 £

Im
10
=
o}
Q
3
S}
%
@
=
o

g S¢ ety 2& 22

2 J|E 28 OIet0IHE 8488 & UASLICH

Aelg ZEQ| hostmode= Ci31 &0 &g = USLICH

e TCP:
Super Series= TCP AW & Zcl0IHEZ M HSELICH HZ0| X $£2 HEHOUAM Al
2ld EXZ2FH Y OO0t SH2OH Super Series= SS& 4 SAESH) HEES
LICH OLXl 2CHH, Super Series= OIOIEHE Ol2l M2l 2WHA & LICH =, Super Series=

2 SAEY e 6 AXE HSELUICH

o Mo

fy

UDP 2E =X2 UDP Z2EZ0| JIgt otli= E2 Meldt TCP 2E s Z2&LICH

0l 2= AT HE0E AMEotZ Jot= AFZXUL JIZ0 Alelg EXI0t 28 AT BE0E

e Virtual COM:
0] 222 442 Uzl =i o8 LICH

ZZ MH Z2EZ0M port logging Jls &EHUHIAM, Al2lgd EZEE Sol &&= OO0HE
MEMORY, SYSLOG server, NFS server’'s storage £= PC IIE &2 AIEdl= ATA/IDE fixed
disk card2 &EELICH A= ZE 22 IJIFE HAXNESES S5 = U220, Ol Super
Series= S5 HAIXNIS0l ST&&H emall £= SNMP trap 2 Sofl 22 XHH S22 =
USLICH 0I1E Sofl AAEX=E HZE BIZRHS HAIXE 2AIE = USLICH

-

MEMORY 0O M&EZ O0IeH= Super SeriesOf M0 S0 sHE JAR20S RSELICH
Alelg ZE 27 HOIEHE EZo6ld™ SYSLOG server, NFS server == ATA/IDE fixed disk
card € AFZELILCH

Aelg ZE= HEXHCZ L= NN 25 438 = JUSLICH H 412 Al ZE 2531
2@Est 23 M0 E Aot UASLICH
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H 41 Al ZE £F Iet0lH

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Host mode UDP listening port

Max allowed connection

UDP Accept UDP datagram from unlisted remote
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host?
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host!

Remove a remote host

Allowed host IP

. . 3
e Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography4 Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application Filter application path

Filter application arguments

Type

Baud rate

Data bits

Parity

Serial Port

Parameters Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port log storage location

Port loggin
S Port log buffer size

Display port log

Port event handling | Enable/Disable port event handling

Notification interval

A W N P

TCP/UDP Z2&0t o &

TCP 2% 0l M secondary remote host = HZ &AIHAIN SHHES oM FEELIC.
TCP/UDP Z2&0t G &

TCP 250 S,
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. Enable/Disable Email notification
Email e of T
notification |ueof Emal
Recipient’s Email address
Enable/Disable SNMP notification
Title of SNMP trap
SNMP ———
notifieation SNMP trap recewerg IP address
SNMP trap community
SNMP trap version
Add/Edit a keyword

Keyword string

Email notification
SNMP trap notification
Port command

Remove a keyword

8 412 E-J|8F Al2lg ZE &#F sliHsE EusLC AclgE ZE 23 0 M st
ZESO HEE oot 20sULL MEX= 0l HOIXINA S AE 25, 23t 56, 22
ZE g0l et 222 = = UL, Al2lE ZE Net0le=SS €88 =% UsLIth Us=2

iz
o

°
o

o
SAE ZEO E0Jt Qllotes s £3e A

Description
Host mode . . =
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP «8 *
Modem .
) Modem Emulation * *
Emulation

iy

EiStD HFotedH ZE BlS L= EIOIES SHELULCL Al

El
HF524 M, [All port configuration] ct2 Of2H0l SIXISt [Alll E= [Port

E 2E
P PE EHLE

H

MM 424 5 C S3#H&F EX.
6 MM 427 &5

T MM 4241TCP 25 EX
8 Xl BHA «=.

I S

0
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Sarial port configuration

&l port configuration
Port# Title Host mode Local port Serial-settings
all Port # TCP 7o001 RE232-9600-M-8-1-No

Individual port configuration

Port# Title Host mode Local port Serial-settings
1 Paort #1 TCP 7001 RES232-9600-M-8-1-Na
2 Port#2 TCPs Fo0z R5232-9600-M-5-1-Na
3. Port #3 TEL 7003 R5232-9600-M-8-1-Na
4 Port #4 UDP 7004 RES232-9600-N-8-1-No
7] Port #5 Maodern emulation 7005 RE232-9600-N-8-1-No
6 Port #6 TCP 7006 RE252-9500-M-8-1-Na
7 Port #7 TCP 7007 R5232-9600-M-58-1-Nn
&  Port #8 TELs 7008 RS232-9600-N-8:1-Na
& 41 Al2Ig ZE &F 0o 33
42 8 ZE £F
Super Series?| A2l EEEs= HEHECZ L= SHBHN &8 = Asd, HE 2 [LE ZE

SF0 e met0leHeE sLEL

M

I

Hl

=]
=

m

iz

10

i

A

Im

CtEt 20| 1204 J822 =FELILL

M
=2o

ro

Port enable/disable

Port title

Apply all port settings

Host mode

Remote host: Available only when the host mode is set to TCP or UDP mode

Port IP filtering: Available only when the host mode is set to TCP or UDP mode

N o o M bR

Cryptography: Available only when the host mode is set to TCP mode and Modem

Emulation mode

©

Filter application

9. Serial port parameters
10. Modem configuration
11. Port logging

12. Port event handling: Available only when the port-logging feature of the port is enabled

Hg ZE ZFoHO = HHU U= [--- Move to -] c|AE AWM OIS &ots
EH E

o £¥3HCZE I 0158 = UASLICL
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4.2.1. Port Enable/Disable

2t Al2lg EZE= enable £= disable 2 = USLICEH OreF A2l ZED} disable &EHDF &

2ie Y A2l ZEZ H=s 4 QUSLICH 08 425 AlelY EE enable/disable &
o

&
=2
=

n

Serial port configuration - 1 : Port title #1 -—- kove to ———j

Enable/Disable this port

Enable/Disable this port IEnabIe vI

Save to flash Save & apply | Cancel |
Reset this port Reset |
Set this port as factory default : et
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Moderm configuration

Port logaing

Port event handling

g 4-2 Al2/Z I E enable/disable

2t stuckE Al2l¥ EE &= [Reset this port] 22| [Reset] HES = MEEE = UL, [Set this
@]

port as factory defaul]f £ =2| [Set] HES =2 8& =otAl2 MHZ dE8g = ASLIT

4.2.2. Port Title

of et €8s Yae = USLICH Holols X2 |,
£ E EHOIEE2 43 ZZ2ANANN R8E &

tLI2t Serial port %2 2 portaccess menu (il st 892z & 0|SELICL

r
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Serial port configuration - 1 : Port title #1

Enakle/Disable this port
Port title

--- Move to - =]

Port title |F'|:|r‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Fort logging

Fort event handling

12/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

MEXIIL all ports settings £ 8ol ZLE ZEQ HAFS SHHHU =&5ICHI, HBMNA

= JI& ELE 43 gt=2 =)|stote HS Y| oll, Super Series= W8 ZE HdFUA
SiEE XN 2N HRE &< = U L 2td ZFO0| disable &EHQl A<, JIES &

& 22 all ports settingE =&otHctE RAEA ELICH 18 4-4= apply all ports settings &
& HE SEWSLICH

Serial port configuration - 1 : Port title #1

Enable/Disable this port
Port title
Apply all ports settings

IEnabIe vl

Save & apply | Cancell

Apply all ports settings

Save to flash

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Fort logging

Fort event handling

--- tdove to --- =]

12/ 4-4 Apply all port setting configuration.
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Super Series?| & RLEE "SAE D el ELICHL SAE Z2E0= TCP 25, UDP 25, 24
olZdol® 25 Ml JtXIJF ASLICH
TCP &
Super Series= TCPAIH2 2el0IHE S JIXZ2 HASELICH 0 2E0AM= Alel ITEL}
TCPEEN A OOIEHE M&ot22 HRE2 HE2IAHOIEN ol s&ELICH TCPEEW HZ0I
AN UK LOH SE=E A SAE F 0IF2 RUHAMLE 2 FS £2E s A2
012= Aclg ZEH HEE COIEHE SHELICKL A2lg ZEZRH =SUH2= GOl JUCHH
S5= ¥4 SAEN E456t] HOIHE Z2-LIC
UbP 2&
UDP S22 UDP Z2EZ22 #2¢lte 82 MUotH TCP 222 =&t HI =g LI
28 2dIold 2=
Alelg  &EXIJF 0101 28 AT HHE=2 XRJGHHU AMEXIL AT HES2 MENM H&asS
MOotDA & M 0l REE HAEELICH TCP M&2H XI&AELICH
J& 45= SAE BE SZLFN st HIQ |13 AHOIA FHLIC
Serial port configuration - 1 : Port #1 --= Move to'---
Enable/Disable this port
Port title
Apply all ports settings
Host mode coanfiguration
Host mode @ i_ﬁfl_:'_ - |
TCP listening port (1024-65535, 0 for only |?DD1
outgoing connectionsy:  ———
User authentication | |Dlsab|ed v|
Telnet protacal ¢ i-ﬁiéabled i|
Max. allowed connection (1-32) ¢ |32 |
Cyclic connection to remote hosts (sec, 0 ) |E| |
disakle) :
Inactivity disconnection timeout (sec, 0 |D |
unlirmited) !
Socket ID option | |Disab|ed v__l
Socket IDfor outgoing connections) ; | |
TCP Magle algarithm lDisabIed v|
[ Savetoflash ][ Save & apply ][ Cancel ]
Ramote Host configuration
Part IF filtering
Cryptography configuration
Filter application
Sarial port parameters
Modem configuration
Port logging
Port event handling
18 45 sAE DCE SHLE



424.1.TCP EE

< 4 A OloHalo|l Rl SEsteEl AEHXE Ol £ (State Transition Diagram)E At&dt=
AIt ESLUICH 2l 0 CHol &0 Chet AtE XSl OIHE =271 fIoHM Super SeriesS|

S 20l 2t&ohl 2FotAsLITH

O|I

[E7](Listen)]
"SEE A SAE F oUAI HZ QIO IIE Dl US"S LIEELICH
TCPEEz HFEUS Ml CIZEE AL 2E=LICH
[Et&! (Closed)]
"0l gl= AMEH"E IELICH A SAEQ Super Series?t?l OIOIE &E0] 225,
A" SAE L= Super Series & oL BW AZGHH A2l Z2 0 AHHZ HHHA
Eie XsS22 [ED|(Listen)| 22 & E&tELICH

nc-Received)]
22 SAE T oIt ¢HE Es BWOHE [ED|(Listen)] AEHOIA [&3-2S(Sync-
Received)]2 HIELICH. Super Series)t RES 20IS0|H, [ (Established)] &EHZ
Bk LI C
[l 3 -2 Y (Sync-Sent)]
Super Series)t & QRFS HA
S (Sync-Sent)]2 HIELICL 0 AHEN
= Xl LICH
[%=& (Established)]
"2 0| =& & (open connection)'S LIEtHLICH &
Ct 2OtS0IE AZ0l & [+
[CIl Ol Ef (Data)]
[=~&l(Established)] &EHY [ 8t SAEQ OOIH= UE SAEZ MEE HYLICH TCP
N& sZs 20 gl OloHat)l fIcHAM, OIZH &M CI0IH d&0l 0IR0HX= AHE
[CIOIE{(Data)] 2t 2ELICH. &HMZ, [UIOIE(Data))] &= RFC 793 [TCP: Transmission
Control ProtocolllM &HZ &= 2AXE [E(Established)] &EH2l LR=ZLICH HZ2
OIoIE & SHAHNAM= Ol AEHDF LBHEILICH.

0

POII
I m
=2
H
o
[w)
e
na
Qo
(e
o
(%2
(0]
Z
0z
a
=
x
0
u

rr
FY
JX
fol
-
Im
§%
I
FO
U]
o
ngt
=)
uin
o
=

=

A SAE L= Super Series 2| otLIIt
2 (Established)] AEH2 HIELICH

il

Z=o| o1 @

U]
o

Super Series= &0 W02t TCP MBILI Sct0IHEZ S&HEHLICH Super Series= Al2lg ZE
= TCP ZEZRH UOIHE X522 URE2 OHE/AH0l&0l CHoli LBrEol RED;

SLICH CIZE TCP AEHS TCP AHI @S9 =22 [S|(Listen) 2 LICH

1) ¥EAQ AE &0l
[E Dl (Listen)] --> [& 3- & Z(Sync-Received)] --> [4= & (Established)] --> [HI 0| & (Data)]
--> [£&(Closed)] --> [ 71 (Listen)]
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Or
[EJ](Listen)] --> [& -2 S(Sync-Sent)] --> [==& (Established)] --=> [0l 0| & (Data)] --> [E &l (Closed)]
--> [ Jl(Listen)]

ZFJl AHe [EDI(Listen)]2LICH. Al2lg ZE=ZR2H S02e O0IEHIE JU2SH  TCP
Zl0IHEZN A SAEN FHXS St TCPEEE SoiM d0IEHHE H®SELICL
SHA=E ¢HZ RFS FF AHZRH 22U TCPHMHZAM HABS =& = Al2lg
ZEE Soil HOIHE d™EELICE 0ld Aoz, MEXs 4 Super Series)t S8 22
SAEN B0 HO A JtEE = ASLUICh

2) &

Alelg OoIeH &8s

Aeld &EXIJt Super Series2 A2l ZEE Sofl UOIHE 2< WHOCH CIOIE= Super
Series® Alelg ZE HIHO & AdALICE HEHIF OIS XFHLE Al2E Xi(time-gap)Jt X2+
Et Ot (inter-character timeout)tl = E&otH (2A2t B0 0 28 XtMISH 89S 2 H
4482 ZH(Options)E EF LG AL), Super Series= S5& 2 SAEN THELICHL
TCP AI&0l Ot ==& X ZUCHH. Super Series)t &3

Aelg ZE HIHO OI0IEHE olY SAEZ dEE AL
CioIE= AtME XA LICH

H&E HAZaH

22 SAENMN CIZHAM REES BUHL LS A2 SO Alelg ZENAM CGOoIE
oo &

M Ho

HE0l LOLHX o A& HZ0l ofME AYLICH ol O] Holl& Al2tES "HI&Es
EFR OF2 (Inactivity timeout)"Ol2tD ELICH. (HIZ2S EFQO0IR0 28 XME %82 44
S (Options)2 & ZotAID| BIRLICH. Al2lg ZE BHIHO Z0tUE 2 H0IHE HZ0
SHME [ APHE A LUICH

AASAEZRHO HZE F

TCP Z2210IHE EEliME S0He 2= TCP & QEQ HREE ALLITH

3) DHoHB =
TCP 2lAY XE
oldz2 &3 SAEJ TCPAHEES ¢Zotl OOIHE sS=4g = U

HSULICH TCP claYd ZEE H2st ZEUN ol SUHeE & 23

Super Series= 10242 EH 666350tK ZE 2 &

™ Z (outgoing connection) 2t0| & & LICH (TC

AEXH 21E(User Authentication)

TCP 2Z=0IlM Super Series = ZE AMEX 213
MNEX=s ZE HIZAl AFEX ID & HARE

(
6.6 AtS Xt 22| (user Administration) & & 2 & 1006HAID| BH&LICH)

T o

nr e



Hu DZ2E2

TCPR2 =0l M, Super Series= &Y COM ZE MO =4

MEXe &35 £S(baud rate), HIOIH HIE 2l S8 MO S&E 22 Al2lg OHH
cH o

HEE AISXE2 RFC22175 8 €Yl Z2l0|HE T2 4o 2 HOUE = JUSLICH (Mg
OHOHEH =0l 28 O AAME E2= 429&8 Al ZE HHHSE ZHZSHAID| BHLICEH)
o Ol S&& RFC22173&8 COM ZEE cIUO0IsEH2t &MU AIZ2ZH AEX=E 2019
Aelg ZE 2208 Z2 S AEot0 Super Series2 Al2lY EZE O HE
Hog = AsUC

O0lZ <lol0d, Tactical SoftwareZ S El Serial/IP2] SENA OEM H{& Q! LLCI} Super Series®l
HEZ MSELICL COM ZE 2ICHOIZE ALE0l 2toff O &AE BE2EE 2HH Serial/lP2

£ FXOIAIDl HHELICL (H &AE H2E JGtAIY 25 6 Serial/lPet &M Super
SeriesAtE36tJ| & & XGHAID| BHELICH

Super Series= 2AF SAEZRH Aldlg ZEZC U= %2 X0 32J40tK X2 &LICH

AL | SAE 2|AE A A H(remote host list configuration) 0l 2Iai 0/0] |2 SAE
C = A

01 JAOYE, H2 Jis =kes (dEHEs A2 UG - 001 g2 A SAEQ9
)2 AU HE S0 A2 68 = U= HZ2 xS 322 £FotL, &
SAE Z2IAENAM HA3E 20l et Super SeriesOlA &2 SAEZ 32 AHAZ0| JUCHH,
2R SAEZRH Al2lg ZEN g = Us A2 U2 29(=32 - 3)0| =
NYLICH 23 SAE 2|AE SZLE0 28 O XME E2E B 425 AZF SAE
elAE B BLES FXIOHAID| HHELITH
FIA H&E
ZFJ|® HZA(Cyclic Connection) JIs2 AME20EE A8 JACHH Super Series= Y Al2ld
TEN HZE FXNZRH S0H22E AlelZ OO0IEIt gltet:s FHA 2HAHACZ AIEX HO
HZH SAEN H=otHAD AMEE AFYLUICH 3 SAEN Alelg EX2 2€ OOIEDt
UCHH, AZ0| &S = Super Seriesl Al2lZ ZEE SoilMd A2l Xz dsE =
USLICH 22, A EX= Super SeriesIt 223 SAEN 5 MOCH 3 SAED A2l
dEsS 2EUHEE 22N FIELZ Al2lg EXE ZAE = USUCLCHL Alelg EXIOt
HIOIEHE FIIEe2 BUX £S Mol Moz X 328 +&8g 2RIt U= M Ol
SE0| RSELICH 08 468 SOl AlE S AEHM0IEE 2EWHSLIC
230 1D
Super Series)t 223 SAEQN SN H=0tle 29 AE SAE= HZE Super Series Jt
o™ ZXQXE 2XNES Sot0 P2t & EHIt JAS = JUSLICH 0 B0 A3
ID(Socket ID)0ll S&e ZAUE S KNEGHH Super Series)t 2 SAEN g Z<0
NEE 2NES HM NME0tD Data MB01 AIEEAH ELUICHL AMEX= Aldlg Bs E=
ZICH 49Kt DHXI 2ote 2XNEES A3 IDZ2 XNEEY == USLICLOI SE2 root AFE XL
20| IIsELICL)TCP 2E0A 231 ID = TCP 20| 0I20{Z& W steior Mg LI
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TCP Nagle 21cl&

TCP Z2&EZ0l= Nagle Z12IE Oldts 2400 28 =0 JUsLICL 0 Zes2
SERS 2 2 A2 29 MES YXotI| ol DHEJCH UEs W3 FotE
gXot=0 |S&LICh deflh 0 g1elEd o o™ ZR0= das2HIF 0I=dl &
2LICE. Nagle 21el&1 TCP o XHE ACK € A0l LAHQ MEFX=Z &6t
SHE ZMAIDIIIE ELICH Nagle €12l&2 0l options O0lEotH &4 L= HI243st

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted L
Inactivity time-out

Incoming data via serial port

Established 0
N

Incoming data
from remote host

Accept

=

Incoming TCP connection request

Incoming data via serial port

8 4-6TCPEES HLHMHOI=
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S EFYOFR(Inactivity Timeout)
HIZS E20F=2(Inactivity Timeout) Jls MEOIEE HFIM2 O, HIZES EY0oIR
SHALSMUAM HoHX 3 SO HOoIE AS0 LOLIX LOSEH A SAEQ Super

SeriesAl0|2] HZE2 XIs22 ZHELICH

UDPEE =&2 UDPRE0 Ji8tSs &1 /U0 ¢
Series?t SAIE 2
20 AtEXs

AR SAEJL UDP OO Q&S Super Series?l UDP Z2& EE =9 ©

Super Series= O OIOIEO0l A3 SAE SIEFUNAM EFE SAE 9 StUUAM &2
101X EOISHLICEH oy 222 SAED A SAE SAFLEFHUAM 24 E =9 otLtetd,
Super Series= A2l ZEE SoiA GIOIEHE ASELICH OEX 2COH Super Series=
SH2= UDP OIOIHO™S HIJIELICH il ALSXts 2IAEN s 3 SAEZRH 2
UDP datagram2 £ J|(Accept UDP datagram from unlisted remote host)' OHIHEH+~E '0li(Yes) 2
HHFSIH B SAE BEILEF0O 4280 BE SH2= UDP OOIEH &S Super SeriesIt
HEE S = USLICH A2l EZEZRH SUH2e OO0IEIt U2, Super Series= 0l

OIOIEHE &3 =AE SFZF0 Eode 33 SAEZ MSULL &3 EZEJH SEUX
E o

FLEOE 2WHE, 2N

rm
fol
[>

TCP clad ZEES &2 JHSYLICL KtMet AMet2 4.241F2° TCP ZE UIHHE+E

FxotHAlL.

ol8kl= A2 zIligt

HEE TCPES4AI 1l Z2SLICH KHAISH AMtet2 4.24.12°] TCP ZE MWHH+E oI AR,
=50 &t

g3 SAEZLH UDP OO &)

AEZREH 2 UDP datagram= 2 J[(Accept UDP datagram from
unlisted remote host)) IS0l 'OtLI(No)Z &A&EE M, Super Seriess= A SAE
BILETUAM FHEE JHASAEZRH S0HLE UDP OI0OIHIOESS 2sS JdYLICH
B2 2IAEN Sl 38 SAEZREH & UDP datagram= £HJ|(Accept UDP datagram
from unlisted remote host)' JIS0| '0l(Yes)& &&EIH, Super Series= 22 ISAE

SHEFO 420l 2E SO2= UDP GIOIE IS 22 LT
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el

'0l(Yes)'2 HEEH, Super Series= X 20 Super Seriestl &=st 3 SAEZ HOIHE
A e Al2lg ZEW 52

R AH SAE BILFUM LN Fe AF SAEE ZELLCL 28 Super
AE BALEFUM FHEE SAEWNT OOIHE ds8g = USLICH

AH SAEZ NMBGHII(Send to recent unlisted remote host)' IS0l
'OlLI2(No)'Z2 HEE ™ Super Series= #23 SAE SHFLEN 248 SAEWC HOIHE
S YLICLH Super Series= HIZ2S EF0F=2(Inactivity Timeout) S2F SE0| Sl= z=22 &

SAEES RASLILCH

AESELICE S50 8l 22 33 SAEE Super Seriesl)

UDP Z2E0lM, S=0 gl x229 JAA SAEE RA6) fdH BIES E0I2S
AMEELICH HEs B0tz 2 =50 A= 3R SAEQR Super Series@ Alelg ZE
MOl OIOIEH M&0l 2™, Super Series= A2l ZEZRH S50 Sl z22 JH
SAEZ [tAl HOIHE 2WX %2 ALLICH =, UDP REUAM HIZS Erdotx0let

tJl <Ioi 2teldste AlIFYLICEH UDP
Et20t=2=2 022 &£ &E0tH, Super Series= Al2lgd ZEZZR

s B
2 0™ OOoIHS: 2UWA 2= ALt

P
Ol
@

230 1D
Super Series)t 223 SAEQN SN H=0tle 29 AE SAE= HZE Super Series Jf
Hd EXQXE BANZES Sot0 oA & BRIt JUE = USLICH 0 =0 a3

ID(Socket ID)0I S&& ZXES XIESHH Super SeriesIt & SAEN =g A0
NEE 2NES HM NME0tD Data MB01 AIEEAH ELUICHL AMAEX= Alelg Bs &=
u]

ZICH 49X+ HXI &ot= 2X

g 43 IDE NEE = USLICHL(0l S82 root AFEXE
HAO0l JtsELICL)UDP 2E0A 430 ID = 2= 20 =0t ELICH

MAs DX A2IY ZX0l SEE 20| 2AHE
She HHT, AT 28 FYS 2D o
RS O2Y 2

(0]
SggLt. £ 28 MsE Mot XMelgLth 28 ol=dlol

0

o101 AHEX2 Al2IE EXI0 £ Z220| /Ys 3=
of2

AMEXH Aleld EXI0 M3td AZE ZE0| 0101 UCHH, 0IE S=ol 0IHY HZE Super
SeriesZ WHE = USLICL. AISXIE o0 & 22 ATA/ATDT ZE2 HE==2
oS Al IPFA(EsE S0 ) At=Eols RS LUICH



S50 A SAEZ Al2lg CIOIEHE

Y ZeJt UASE =R

Alelg EXWA ==+2 SAEZ HOHE =2uUoF 8O 28 oZdold Z2EIt
ZQELICL OE S0 Alelg &XI9 = WM HOoleH= = UM doleH &S MUz, &
Bl OOIEH=E & 9N Mz 22 = USLICL AHEX EXIOF ool & g2 EXIuAM
ATD(T) XXX @& E2< OICH IP =A(E= THQ F)S ttR= AYLICH
Super Series? 2 HEd0l@ ZREE AESot0, AIXi= Alelg ClHtolAE oIyl
HEHIN A HZ2E = UA2H, Ol dstd REs MEste RA20 MEELUILL H 4-2=
Super SeriesOlA Xl&ols 2= AT 930 HELLICHL O 4-700A oyl HESHIZN

HZolJ| ?Iof ATDA &

H 4-2 Super Series Al X &EE AT ZE0/
=E e s 1=
(verbose code)
e Y 9 P2 = gl
TCP 2CE TCP Z22/0|01E BC2 HNs 5, HAlE
ATD(T) AN SAER HE2 AE aua, .
[22 1P E= Z0Ho HB5tH,
Y[ ZE][CR]LF 0il) atdt192.168.1.9:1002 CONNECT [CR][LF]
I ] [CR][LF] o121 0 ATl 3} O
re 0l) atdt1921680010091002 NG CARRIER ICRTL
ATD(T) IP =4 192.168.1.9, ZE 10022 HZEHLICH UOE i, | [CF l[w':]
(22 pEr  ZE]|(EEBs=s OARNN F8) ERROR [CR][fF‘]DO =
[CRI[LF] 0ll) atdtss.sena.com:1002
THQ =4 ss.sena.com 2 LE 10022 HAESHLICE
AT £ = ATZ [CRI[LF] TCP A31D Al2lY ZEZ XJ|5HELICH H25HH,
- OK [CRI[LF]
ATA/ [CR][LF] ObXI2t ZES B8 Tt
TCP DCE= TCP MH 2Cz 4ms =, Tcp afs | S U
ATA i i = ' ROR [CR][LF]
(22 ZE B3 [EDI(Listen)]2 & & &LICH
CRILF] - g 0N, 22 ZE HISI HAGX %29,
CHAl TCP MI& DHONEI4, 220 TEJ}F AIZELICH
E,EO: 2 &&Z oHHMELICH.
ATEn [CRILLA] El: 22 &Felic
ATON [CRI[LF] 0,00: HI0IE 2E2 FMatstLICH.
Q,Q0: SH=S ZAIELICH (CIBE)
ATQN [CRILLF] QL 222 HAIBHA eaUch
L 2g =< i > L
ATV [CRI[LF] V, VO numeric code> [CR][LF]

V1 (CIZE): Y =<verbose code> [CR][LF]

AT&Dn [CR][LF]

D, DO: DTR(PC) &S 2 AIELIC.
D2(CIZE): TCP M& HZS SHMELIC

AT&Fn [CR][LF] F, FO,F1: CIZE Q4 HXt2 =8 LICH
o2 Zoop HEQe, BN WOl BBEUC. J21D UM siZsls 2E0 USULDL 2 252 SF51K 2o
Sgool WAL
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K,Ko: S8 HI01Jt 8lsLICh

AT&Kn [CR][LF] K3: RTSICTS SE MO (CIZE)
K4: Xon/Xoff (KI&E )
S, S0: DSR(PC)= A HMILF =&LIC
AT&SN [CR]ILF] S1: DSR(PC)Jt TCP S1ZE 2HELICH
H, HO: & TCP HZ 2 GHM&LICE.
ATHnN [CR][LF] 2= G0IEDF ARIELICH OK [CR][LF]
H1: &M TCP (&2 SXIELICL
I,10: “Sena Technologies, Inc.”E = AI&LILCt.
ATIn [CR][LF] 13: 29 HISE HAIELICH <=
CtE &2 :'OK'E EAIELICL
H&sS EIOIHE n2lx &FELICH
AT\Tn [CRILLF] \TATO: HIZE EIOIDE ARSIK Salth (CIEE) OK [CRIILF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | o,
AT&GN, AT&In, AT&Qn, “e OK [CR][LF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
ATS?, ATSn=x, AT&Cn, oo
AT&Wn, AT&Zn=x e ERROR [CRI[LF]
nO| 10| ™
o OK [CR][LF
ATFn [CR][LF] g2 u%[ g£ EE&,
ERROR [CR][LF]
nOl 00|2t&H
ATWn gls OK [CR][LF]

e Zete

[uild

ERROR [CRI[LF]

BHEA IE(Verbose Code) =Xt 2= (Numeric Code) &9

(“ATV1” Z2E0| d8E F) (“ATVO” HEO0| AdlE £)

OK 0 FHP0l A

CONNECT 1 Q0| MY AZE
RING 2 g &3D

NO CARRIER 3 SEO el MSE 2
ERROR 4 HEotAl ke gy
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A
HelloDevice |g ATZ Serial
SS100 ATZ > Device
OK > Command mode
TCP connection
Request DT
I l
ATDT >
TCP connection
Established.
»| CONNECT X
ATA.... DATA.... TCP mode
DATA.... > DATA.... »
attt
Request TCP ATH
,_disconnection
- ATH »
TCP _ Command mode
disconnection
; OK [
>
NO CARRIER
\4

18 47 258 vsdold 229 FZIH0IEH &89 HFF0 o

425 A SAE SF4H

=
2 SAE FZ LI (Remote Host Configuration)Ol2t Super Series2| Al2lg ZEZ2H O0IH
ME0l UAZS [ Super Series2 A2l ZEZRH HIOIHE Al SAES 552 ZELICH
TCP Z2Z0IAM, Super Series)t 1X &2 SAEN &H6HA
EZEZRFH OOIHE =d&
SAEZ HAO| OIFH&AICHH, Super Series= 1x+ A S
HAA SAEZ HOIHE 2UX Z&UCH dclld 11X |F sA
160H2 HIStE O /}USLICH
UDP Z2E0lAM= Super Series)t 1x 22 SAEQ| ArE|
1X A SAER 4FY = UsLICh TekAd 2x &3 s
()

18 482 & AMEX AUHHOIANA &3 SAE SHEES 2WSLICH(TCP 25)

r

o 0
]
=
i
a
&
O
X
=
o
ne

lsUCL ddu 1x &

27t €2 SAEES sHFY
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Serial port configuration - 1 : Port Title #1 -—- Move to ———j

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration

Remote host configuration

Check Host # Prirmary remote host IP Port # Secondary remote host IP Port #

r 1 192.168.14.1 G001 192.168.13.1 S001
r 2 192.168.14.2 G002 192.168.13.2 S002
&ckion on remote host @ add O Edit O Remove

Primary host address

Primary host port . |
Secondary host address . |

Secondary host port |

Save to flash | Save & apply | Cancel |

Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Fort event handling

I8 48 SF SAE 8Y £
4.2.6. Port IP filtering &3
Super Series A2l ZEN &%= oiZole A SAE= IP =24 filtering &0l J|=06t0 Xl

g & JUSLICL MBXeE
PS

Series Al2lY ZE
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Serial port configuration - 1 : Port title #1 --- Move to ———ﬂ

EnakblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Fermote host configuration
Port IP filtering

tllowed haost IP |EI.D.EI.D
Subret mask to be applied : |D.D.D.D
Save to flash Save & apply | Cancel |

Cryphtography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Fort event handling

_1& 4-9 Port IP filtering for serial ports
427 $33t 4

Super Series= 28 HZH0/&8 ZEUDP ZE= 0OIY)E ZE&st TCP =AMLt 2S5E
N&ES XIZELIC

4.2.7.1. Secure Sockets Layer(SSL) & Transport Layer Security(TLS) 253 J|H

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the
Super Series)t 23S 3tEl MEWA SSLTLS £33t IS X&dt=e OE EX
U LICH

SSL2 Netscapelil 2I3iM Sc0IHEX AHZ2HH A3l fIHM HEEI/[ASLICE SSL
dioleE BE€ 28 Z2ESE0 4%0 /[0 HTTPSY 22 WHE2AH0IE Z2ESUHM s 2
2 USLICH SSL2 oMY, e =&, 2 O & ZZ2E220 HEIIsH2 SH=Z ot
USLICH sSL2 UIERIN Z2HAM S&lote OHSclA0IEN CIoIe 2ets MB&E LTl SSL2
SclAolE ZZ2EZS TCP/IP MO0 U= &S dIOI 2 T2 EZILICH

TLS2 SSLO| LHIOIEE BHEALICH 0] ZZ2&E 22 Internet Engineering Task Force (IETF)<2
X0 2o A JHE = Internet RFCLHOIA XIZELICL TLSZ2 SSLO| &3t HEHOILD SctolHE
L= NMH 2 = ol M22 Z2EZ2 Kotk %= &%, SSLZ UdHdi= YE=S
KNZELICH Metd TLSZ 0ldote X2 B2 HEX #2 LLICH

B sME %

St
—= T

ﬂJIﬂ

I

o

il

SSU/TLS HMI&ES A&GHeH AMHS Z220/HE AOI0 SSL sHEHoIZet] =22l= AKX
W0l ZRELICH SSLTLS Z2EZ22 25 IJl(public-key) 2t THZ! Jl(symmetric key) 2532
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utn

el
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o

1.
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s
o
01
ofy
E

0B
00 o ov o oo
U

AESLICEH CHE Jl(symmetric key) ZdS3t= 3F Jl(public-key) 215 3t2t Hlwol A &4

= 30 ZSLUILH SHEHOR= MUt
MH et SetoIAED &l TUS NMENA
of= 2l 2ol 88X S0 AtEE UE JIE ddols XS SIEol

AN AtEtE S 20l @24E £ ASLICH:

3] TE i
i
o, o
0F0
o Q
n x
>
o 0
o 1z
E o
0o
08
% o
°
re
m
2
x
o
Ol
9'ﬂ
K]

[
ol
0

FOIEDL MH O 220IHE2 SSLTLS HE B1S, AOIH(cipher) &, &2
CIOIE!, 2l MHBJF SSUTLSS AtEots 2cH0IHER Stlote Olol 228 O

ZEE 2YLIC

MHIE 22012 EN MBSl SSLTLS HE 815, AOlH(cipher) €&, RHAZ
diole, el SctoIAEI SSUTLSSE SoiAd MH et S4lct= diol 2R8 O
SYLICH MB E£st THale IEME 2L Y SctoIdEI Sel0ldE 2l
st M XS QESICEHE Set0IHES ISHE I ELICH

= NHE 2Sot)l AohA MBI 2H

SO ALZXHOIA 2MES ZAoi=F1 EssetED ISE HE0|
A s = Us

S 2YLICL MBIt 4BHOE 156D 220/2E

KT T =T o ox
oM [ rn
il

T

e

4T

0

HT

i

=}

0t

gﬂ

=

[w

%

o0 Q

x> LU

== oy o ox

9 S H

2
min
2
UA

1
£
o
jul
N
u
£
02
o

OlHEE=E SMIMA SHEHOIIUAN MHEE 2E HIOIHE AMEAHM Y HMES <ol
M premaster secret2 =10 0|XE2 AMHS = I1(EH 20 BLHE ABH2 S A0
N 20HENE AMSHA 2S3totl 0l &S 3HE premaster secret2 MHE S -LICH O O
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20 2cH0IHE= AMCIE HI0IE2 Set0IHES ASMHE 2SStE premaster secret
ot BN Mz Y

MBIt S0l E = = L
Ct. oile Zel0IHED} CIsE £ ¢lod 1) NE2 S=2E UL SCH0IHEI 43X
A= MHEsE XHAQ A I (private key)E AF20oH M premaster secretE oHSotl &
glo HAHI(SCO0IHUE L&t 22 premaster secretOll Al AIEGHA AGt=)E2 A-HA
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9. NHE AHZFH2 UAIX= 222 0l ME JIE MEdlM &3t 2 A0
= HAIXNIE MHEZ 2YLULCL £8 AdHEsE HEAZL MY B2
= SEHE &S HAIKE 2YLICHL

10. SSL/TLS SHEAIOITIL 22/} OIH SSL/TLS M&E0l AFHZAUSLICH S
Kbl 0 Hld 312 AIBSHA H22H01 S48 GIOIEE 2531610 25
CIoIES 224 HSEU

Client Server
—
Client Hello
>
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text P ServerHelloDone
Certificate -
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
Text Application Data 4—> Application Data
................................. v

18 4-10 2Br& QI SSLITLS

Super Series= TCP 2% AEHN et SSL/TLS MH
SSL/TLSItS| TCP HZ0]
SOtHl SSUTLS MHHEM

SSELICH

HEHOIZ ZZAHA

T= SC0IHEZMN HSE
A SAENMN UM AMHECHH, Super Series= SSL SHE=40/3
BtHE, SSL/TLS S| TCP HZ0| Super Seriesl| Al2l

& UL

ZENM OM ©XH AXE=CHH Super Series= SSL SiE4013 SO0l SSL/TLS
SC0IdEZN HHSELICH

AFZXIF SSUTLS 23 JIEE AISE M, MEXsE OSl 22 iigisss 248 £

USLICH

e AMOIH #E(Cipher suites) E43&H/HIEH 3}
Cipher suites= SSL/TLS & 20tll AtE &= BIHE (asymmetric), CH& (symmetric) 12|12
of+l(hash) 212IES X &ots OOl AEX= HMLICH HIKHE gies2 MH L=
S0IHE(SH)2 A OtOIEIEIEl(identity)2] 2SSt HIY I HE2E XS wEtots
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Cilol AtEELICH tHE Z12IEE SSUTLS HE= SoAd 8s= E2 OOoIHE =33t
o Mz

ot= Olol AFSELICH o+l €uels2 dEE HOoIgIb 85 &5 HEHse XS
g Xlot=0 AHZSELICH R HItHE 202S0 AtEE 312 201 XIEE0{0F &LICH

Sct0IHEIL MBE SSLTLS SHZEE [0l A2 Jtsotll AFESte! ole cipher suitel
5= LICH. A= 0 252 XMl XR&&Z= cipher suite?t HlwWolM 0 S5 S0

l_
MBI AIZE = A1 A
Mt = OlHl Ol cipher suiteE
cipher suite?] SAEHES =& AW 2ot QLIAEN et ZetdLICH RSAON JIEtS

=
cipher suiteS0l Jt& R0l AFE2EH S& HUME e EE2 UEHO0I ASLICH.
C|

0f0
ol
Y]
_O'ﬂ
rir
o

d UM cipher suiteE AEELICH. 220IHER

An

rr

Super Series= CH& 8t cipher suite £ XI&0ot D AtESXt= ol ot= cipher suiteE 43t £
> AS

Hgds stC2M 2 ciphersuiteE dEig

Zc0IHE S (MH 2 &)

AMNEXIL Z2t0/9E Z2Z 80 “0I'et) otH, Super Series= SSL SiEH0|13 =2
(S 2)5 ZCI0IHEQ CISAE QIFEILICE BHHZ AIZXIF 220/ E 2SS S
“OtLl @ et) GtH, Super Series= SSL SHEHOIR Z=zAHA (HH 25 2 oA
PIZSNE 275X LSLICH

OIS A HMQl EA(certificate chain depth) 25

eISM HMelz e HMelel SAMIE FIol e USHO SoHM ARIElE H2Z,
CISNS2 HMYLICH 0 AEM Moo SHE2 NUH(Ef= =S(peer)) USHOUM A2
= A= CA USANMX Azl = As MelsS UEE= AYLILH CA= SS(peer) 2ISAO
AMOIStOZ M OIOIHIEIEIE Z2ZELICH. 2t AL XL HY CAE AT, & AIS XS
[E CSM CHELN SHY S M AF20l JCHH, 01HES AIEXIE AlRlIE S 2SA
st MZE = UAlhs H2 20| LICH Super SeriesOll A AMEXt= 2ISM Mol #AS =8

Migtol M Super SeriesJt 21EA HMOCOA &2Z= CA UASHE HOtAM S8 ZAGHA
2= oi==010F ELICH

2IZH CN &Z

MEXIL CIZA CN &2 SE0 “OI"E HEi5tH, Super Series= Y SAE 050
QIS MOl CN(ZEH 0I18) LXict=XE EZELICL 2t 0] S0l LXISHA L2™ Super
Series= ¥ SAEZO HZE QIS SSELICHL BHHZ AMZXIE 2/SA CN &2 SE0
“OtLIQ"E K EiGtH, Super Series= e SAE 0801 2ASME CNEEH 018)3

2xot=XE BHotA &E&LICH

Super Series= SSLTLSZM =g [HOHICH CN(2EH 018)= & HELICH
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Serial port configuration - 1 : Port title #1 --- Move to ———ﬂ

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Femote host configuration
Fort IP filtering
Cryptography configuration

Engryption method : SS5Lv2 =]
EnablefDisable cipher suites

W s5L_ck_RC4_128_ WITH_MDS

¥ SSL_CE_RC4 128 ExPORT40_WITH_MDS

¥ SSL_CKE_RCZ_128 CBC_WITH_MDS

¥ S5 CK_RCZ_128_CBC_EXPORT40_WITH_MDS

W s5L_ck_IDE&_128 WITH_MDS

W s5L_cCK_DES_64_CBC_WITH_MDS

¥ SSL_CK_DES_192 EDE_CBC_WITH_MDS

werify client {int server mode only) MO =

werify certificate chain depth |D

Check the certificate CH : MO -
Save to flash Save & apply Cancel |

Filzer application
Serial port parameters
Modemn configuration
Fort logging

FPort event handling

18 4-11 =3 74

4.2.7.2. 3DES ¢S5t I

253t JH= 3DESZ & &EGHH Super Series= 3DES(168 bits) 2sstE MEUWHM CHE Super
Series& XI £ = HelloDevice Pro Series?t S48 = USLICH

8 412 3DES IH2!9 HIZE EUES 20T USLICH GIIMM 2 Z2E9 Qile U3
ZSLICh

Z 0l Glol e HE(M<=21)
1& 4-123DES IHZ'9 B Z&

210/= 8hits £XAFILICH O] 200/= WE(EIOIE ¥ ) 20/= ©/0I8LICt 3DES = 64
| TH(cipher) 2 D2IZ012 II0IAC 20l= 8(64/8) HH=2 0l=0f & LICH

m
e
J
>
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oS HE 22 XM(ciphen2 LICL HE 2t2 MY @A-8)0IAS &H IS BIOIELIC.

Super Series2| 3DES ZcIS0HAM SSst=l GIOIEH I3 dd0l AISE It =J1 HHEH=
SS0AM =EELO. d2ld I =52 MEXN 74 Il 22 MM ddELIth. I8 4-13

Il =& HEES 2010 UAsLICL

(]

ro

Key Block(32-byte)

Key (24-byte) IV(8-byte)

Jg 413 7] R&

il e85 U3 20l ZELICH
Key Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key = J| 252 X8 24bytes
IV(Initial Vector) = 9| 52| OtXI2 Bytes

4.2.73. RC4 &53 JIH

253 JIHE RC4EZ EHGHH Super Series= RC4 2S5 StEl NEUH A Super Series& X2t Sl
st SLICH RC4 25 Z2E0AM Super Series= AIEX A I E= AMEBoA 2 TCP
AEZYES 25356t HSELICH. RC4 JIES AMEotH ol L= MES AEotX ELSLICH

ge

b =E0F #HELICH
4.2.8. 28 OHZcI30I&

Super Series= AIEXIIF Al2lg EZEN HZE Al2lg Xt A SAEH 22 OOIHE
LAY = JUSE XNJELICH ZH HE2AHO0IE FHE2 0lde 82&=2 MY = JUSLICH
ANEROE THAlel EH HE2IA0IE ZZ2 8= AMESHCHH Super Seriestfl 22%0t] ZH
OHEcIAHoIE 2H HRE AMASHAM Z2o 0l8n o2 IFHE =

OHE2IHO0IE -0l st XM AME2 94 AEN XA9 FEE XHE61D HE6IE

E
=
S LotYAIL.
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ZZ =20l 2 g2ds XNISUC I =20l et XNAg Atg2 6.9 AIESAH I
of A

Serial port configuration - 1 : Port Title #1 --- Move to ———ﬂ

Enable/Disable this port
Port: title
Apply all ports settings

Host mode configuration
Femote host configuration
FPort IP filtering
Cryptography configuration
Filter application

Filcer application path : |fu5r2fdefault_filter
Filter application arguments : |—pD
Save to flash Save & apply | Cancel |

Serial port parameters
Modern configuration
FPort logging

Fort event handling

J& 414 ZH 04E2|H 014
429 Aclg 2E i

Alelg ZEN Al2lg HEXE AZotedH oid Super Series2 AlclZ2 X2 HEE Alel€

X2t Do =Dt LXIGHOF SLICH Al2lE S&lo 228 HHE=-== UART &4, AlcIE

Hd&E£5(baud rate), GIOIEH HIE, IH2lEl, A& HIE, &4 HO DTR/DSR &4 el
2

=2 Xk2t (inter-character) Ef2 02 S LICH

°
c
>
Py}
_|

<

)
)

X Super Series® oY A2l EX= Alelg S& A0l LXIoHOF &LICH O S& &4

= RS232, RS422, RS485(echo) 25 = RS485(non-echo) 2E S0l USLICH A2l
sS4 Al BHEGH| flold=s g4 H=0M 252 £F3EUL. g4 280 Uoiks =2
£ BY Al2lg ZE HZE R2E2 FIAOHMAIL.

Super Series= echo 2= 2 non-echo 2Z2| & JtXl &4/2] RS485 S4I2 XI&ELICH O]

-~

S 2= 25 20id({two-wire) 2= 2 LICH RS485 echo 2Z& A2l ZENM =48E 22
IOIEi= non-echo2E0M BtEGtE SH0| AH Us2=2 g Alelg ZEZ BrEEL
Ch. Alelgd S4&12] B 240 BHE S0l St XHMISH AtE 2 2519 HZ MES HEXRGHY A

Q.
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Aeld d&=£5(Baud rate)
Super SeriesOl Al AFEE 4= e Al2IY ESEE= OUSH 2&LULICH

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 11cl1]
230400

I 2FE Jl=gt2 9600 LICEH.

CIOIE HIE(Data bits)
CIOIE HIEE 7 bits == 8bits@ LICI. =J| &&= J|23t2 8 bits LICH.

Serial port configuration - 1 : Port #1 -—- hove to ———j
EnaklefDisable this port
Port title
&poply all ports settings
Host mode configuration
Femote host configuration
Port IP filtering
Cryphtography configuration
Filter application
Serial port parameters
Type : [Rz232 |
Baud rate : IEIEEID vI
Data bits IB hits vl
Parity : |NDne "I
Stop bits 1 hit =
Flow contral INDne vl
DTR behavior [ Always High |
DSR behavior : |NDne =]
Inter character time-oukt (0-10000 msec) |1 0o
Save to flash | Save & apply | Cancel |
Modern configuration
Fort logging
Fort event handling
18 4-15 UART &
IH2IEl(Parity)
I2lEl= none,even = oddLICH =J| A&E J|2 22 none LICH

AE HIE(Stop bits)
AE HIEE 1hit £= 2hit2dLICH =J| &8& J|I2 g2 1 hitdLICH

S8 MO (Flow control)
ZJ| HFE J|2 2t2 NoneLICt. Super Series= XON/XOFFE AM&56t= AZEQNH S&
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A2TEQNH S8 MO HA2 S=2XH(XON/XOFF(0x11/0x13))E S He HB& X S2H
HEHAM OIOIH S¢ SE= MOUELICH StE/N S8 MU 2A0AME F i HZ&E &
XS MOIOIM dSE =1 ZS22M HIOIH S& SE2 HMAHELICH

&
RS232 2 ELQH0| 2 MO 2AIS XS LICH RS422 2E2 RS485 2== 0Hs &89

ATEYN L= o=/ S8 MO T XI&otAl 2sLICH

DTR/DSR =%

DTR/IDSR ZI2] EE&= AlelE ZE AMSE MEolM TCP HZ &AtiE MOGHHLE 28 &

S HOE OSI0IE dt= Ool USLICH DTRE MI|IE Z(write-only) £ AIS 0] BHHO

DSR= &J|& E(read-only) &= ASLICH

DTR 28 s&2 US Al e g4 & otuel g4z 482
= g

g m =

Uo 4>

~

ASLICEH always high( &
. DTR S%0| high when
open CF HFE ZFR, DIR & P4 &th= TCP HZ0| &8 & 0l high2 S XIELIC
DSR &2 s&2 U8 & M s& = otuz €32 == USLICH None(&S) L& allow
TCP connection only by high(=Z [H0/2} TCP &Z &/&). DSR 2 =%0| allow TCP
connection only by high & &0l &Y™ DSR &ls 2 Mz HIE Mo
TCPOt HAZELICL E8F DSR &SIt =2 AMEHLMmer, A

205t UDPZ OIOIHE Z&LICH DSR & =X
TCP AHAZ0| ZHALICH Super SeriesOl HZ& HHl= Xl DTR ASE HOUHEE2ZM
Super Pro Series2| TCP H& = Mg == USLICH

C 22 0l=2ddold 2E0AME=E DSR &€ & & g0l &2 810l DSR &EiJt low

A

£ HotH A3 SAEN e 2201 BEOAX

& =85), always low(&4 £5) L= high when open(

0
10

alo

o

_|

Py

&
DTR/DSR && 0=

rr

S0l 243 fHUA= dEHM=E 201X ZSLICH

0

2X2H(Inter-character ) EF 02

Ol OHJHH == Super Series)t 2 HIHUHA &X Alclg OOIHE 2d2=00 A=
ZEAQLICH oY Alelg ZEE SHAM OI0IEI S0 U= B, Super Series= OO0 E
E WS HHO HEELICH HY W BHIHI 2ESI HAM JUAL 22 Al2E 2301 2
At2t EFS OF=(Inter-character timeout)2 2 X & E AlZt LHO =Y 8 ZA20 Bt Super SeriesJt
HIH =0HJU= OOIHE TCPIPE SoiAd HSELICH =A2t EHYOL=2(inter-character
timeout) 0l ‘0'2E AFEH WS BHIHN MEE OOIH= S XAE QL0I SAI M&EL
F

| S
A

[}

b
Ho

A2t Etot22 ArE X2 OHS2IAHI0IE ol ek Eet™LICH otXIg A8 XEE 2
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= JH0F ELICH IE S% Al2lg X EDt 1200 bps, 8 Ol 0
B HIE, 1 AS HE % IH2IEl AS(no parity)2 2 EZEIUCID IHEH 2HAL. 0 =
O otLtel 2XE dEot=0o 228 &M bit2l == 10bit0l1] otLIS| 2XE M &ot= O

ol 228t Al

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms & L|C}.
et ASXte X2 Bt 0RE2 8.3 msECh AH A A0k & LICH. 2Xt2+ EfY0ot29 &
fle =22 L=(ms)LICH
AMNZXOL 22X SeriesE otLIl Waleg ZBUHA D SCHH Super SeriesOl HZE Al2lg &
XAN= A A0S 2Xt2t B0t 0l X AZED M2 242 8SoioF ot OIS &
M Z0l= Super Serieslti® HIH IJI2CH &I{LE 2Z0t0F & LICH Super Seriesl Al2lZ &

HIHS| 2JI= 256 bytes LILCH.

=

4.2.10. 28 +4

Super Series= Alcl2 EZEZCS| XNF 2E HAZS XJELICH AFEXIE AlelE ZEN Z2ES
(=}

HZoldd & Mole 29 4 HOIXOA DCD =&t 2 init-sting2 &S00k &LICH
Super Series= SAE ZEJH TCP ZE2 28 HAS 20 28 22 N2EUT
o E EH3MHIEAES
Ol HwE &43tst B2, AL X Super Series? Al2lg ZEN RES 2E AZE = U
SLICH Ol Do =Dt Ed35tE BR0l= Super SeriesolY ZEJH 28 2&=20 AMSE T

0 2b3=gLICh

e & init-string
AZ2X= Modem init-string OHIHEHE0IM 22 Al & (initialization string)2 XAl ZEI0 9
FUHM 23E % USLICH Enable/Disable modem O 5 &4 (Enabled)2 E&F &2 =M
AMelg ZEJ R Ltz HFHEUS M0l= Super Series= DTR & AlS AS0| EXE
HUE Al2lg ZE 240 23S W=t HE 2 MOICt 2 A& AE
2 LEZz SHEHLICL

e DCD &
DCD &&0| &f0] & mofst TCP &2 &/ &(Allow TCP connection only by HIGHY2 2 & & &
01, Super Series= Al2l€ EEQ°| DCD AEHIl ot0l(high)Y OIS A2 SAEZLECS A
22 SIEELILL 0] JIs2 AIEXIF Al2lg ZEE [(holgel 2E P2 E(dial-in modem mode)
Z0h AISEc6td & Mol =&8 JIsLICL 0 <0 0l0] ¢gZ& 2E0| SittH Super

= —
Series= TCP= HZ 2 51 E0HA ZSLICL

o

el
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o XS oM 22 &
Ats oA 28 2Z0| Enable2 S&EH, HHE StLE Ol&2 TCP H&0l S UL 2
E TCP HZO0| &2 W0l Super Series= 28 AZA2 =5LICL 0 S&0| Disable2 &
HE Fd20le RE TCP AHZ0| &sItt otHet: g HZ2 olXl Z&Lc 0 842
A¥ = 42001 REE = GHLIS RE0] HZBS oM AN NMId AZ2 dEilie
S YASHAIR. 0] 882 2E TCP HZS0| €& 2 [l Super SerieskHMOIA 2 AA
£ =Zcolot= ool AEE &= JUSLICH

AZXIF CHOIZ Ot2(dial-out) JISS AtEdots 2%, AHEXt= DCD &&= None2=2 &FdHOF

EILICH ol o2 ™S 22E0l S 2Dl |dtd= AR LE0 E@2 & = A0k a6t

Jl =L

Serial port configuration - 1 : Port #1 --= hove to ———:I

Enable/Disable this port
Part: title
Apply all ports sethngs

Host maode configuration
Rermote host configuration
Rort IR filtering
Cryptography configuration
Filtter application

genal port parameters
Modem configuration

Enable/Disable modem | |Disab|e v|

Modem init-string |g_|.;-i:|5|j:j
DCD behavior |I-.'|'IHE ;|
Automatic release modem connection | Disahle =
Save to flash Save 8 apply | Cancel |
Port logging

Fart event handling

78 416 28 74
4.2.11. 2E ZZ(Port Logging)

IE 22 JlsS MESHH Aclg ZEE SdiAd 2 O0IEl= MEMORY, ATA/IDE D& Cl
A3 JtE, SYSLOG AW £= NFS A2 HE Xl S0l dEELICH

o IIE Z2 EAM3/H|IEH3HEnable/disable)
ol W= HLE =229 435 Le HIEZEHIE FHOELICL =) &3 [HZ

(disabled)] & LIC}.
o IXIE Z2 HEF X

EZE Z7 OO0 = Super Seriesli S 022l, ATAIDE D& LA JIE(PCMCIA &1 U8),
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NFS At & X L= SYSLOG Aol MEZE = UsLIT HR HZcIE A=A
ZE 2] HOIEHE M&Eote ZR0= Super SeriesJt JHE MOl 0f ZE 27 OIOIBHE &

S LICH Alelg ZE 27 O0IHE EXotd® ME AXE ATAIDE 1F
SYSLOG Al E£= NFS AMBlZ H24AIL2. Ol oted® A= X AHE O

ClA3 g,
oHE OHMIE

- olfOF &LICE Ol DHMIOt HEGHH 2 LK €28 MEXH=E LEHHOIANAM HE XS

Heis & gL

— =

EZE 270 HIKHE 3D|

Of HIHel+== 202 ZE 27] UIO0IHS zIUEsS HLICH WE 02

o
i

In
o

J OoIHE M
clg ZES &2

2 4 Kbytes! L|C}.

g Mole Z2E HIel &M =2I19F 3200 Kbyte

u

~ 22

)3
|
o

EZE HIHSS 3712 &0l 3200 Kbytes Olot040F2F SFL

=
0F0
ol
x
HU

ux
01y
J

ATA/IDE & A3 JIEE MEdHM 21 HOIEHE MEE M ZE BHIHS =0 0= of

g Jtee EEol met et Lt

NFS AMHE AISoHAM 271 HOIHE MEE Mols Z2E B =0 A= MHEt=HA @Es

LICH. AFEXDL e ZE 22 AIAZ0H XF=0A NFS AHE & ol0F LI

SYSLOG AHE MEdHA Z1 HOIHE MNEE Hol= MEXIH ZE 270 HIHS IJIE

SMRE A& 9GS0

Serial port configuration - 1 : port # #1

Enakle/Disable this port
Port title

Apply all ports settings
Host mode configuration
Femote host configuration
Fort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Port logging

Port logging IEnabIe vl
Port log storage location @ IMemDry vI

Part lag buffer size (KB, 400 max.) |4UE|
Save to flash | Save & apply | Cancel |
Port log
=
=

Clear Hefresh |

Fort event handling

12/ 4-17 Port logging configuration
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4212 . 2E O|HE =8 4

Super Series= AIEXE ZE OIHIE HSE FA4HS Solld Al2l2 ZEZ HAE Al2lg EXIO0
N OIOIHE ZLIHENL OIoIHN BEg = A= =H=S HMBELLCL 018 QU2 MEX=E
email/SNMP & & (notification) &= E SoiA Al2lg ZEZ XE 2U

fl

& HHS EclAHE 2 Aldlg EZE Hojg = ASsLICH £8F 0l JIs2 AEXIE A
ZE ZXNE SHM OOIHE ZLIHEGHALE AME FHolE IIREDI X ZH/US Mo A2 F
XNE AE ZH2/MAH & &= UA HESLICEH E£& Super Series?t HE Al2lg HXI2t HZA AEY

Ztelotl) 2LIEHE & = UAsLICh
=

28250 OIHIEN e sg&E 28380l #dE = USLICH HIIMAM EHS(reaction)2 email &35,
SNMP Eg & 2y M5 = 2= BI2E9 X80l 2 = USLICHL

=
Im
:Olg
lin
v
o
or
o
=
0p

= otA™, ZE O/HE S8 = EH Sl (enable)d OF
SILICE. 012 229 B =012 ME0l 0l JIs0l HIZ2A s (disable)=lH oS Super
N tXI 4 SLICH

2
D
o
(]
H
Im
=
=
Im
2
=
re
re
=
8
r&"
ol

e 28 2tA(Notification interval)
Super Series)t ZE O|HIEE
2 (Notification interval) OHIH
= SNMP Eg s SYLICH

SHE2 &0l UAHAN Ed(rap) Tl= XS SLOSLICH 28 2+
Z&LICH Super Series= 22 2HADICH £& email £

2H IO AR HolEl JI/IEE XIELICH Of Of

FE m|
1
i
_>_

o
v
u
N
i
=
N

HE =2 gtol H2H AtE FHold JIAZ=0 =2 gSot| 20 AIAE XS 20l M
SLICH ALEXE 80 2 = UAs ItE 2 sts 2800 AIAE U3 AISS zl4s &

= USLICH

e Email &&(Email notification)
Super Series?| Email €& Jls=S 43t L= HI&43 ot= JIsYLICH Super Series
Email 282 2 [ 0/X2 SMTP A 2E0A 2&& SMTP MBHE AtEELICE. SMTP
MBI ZE06HH HFEDX EUAAHU Hl2dst 2 JACE Email s SAl Hl2dst SLICHL
SMTP Mbl 4 & XAl &H2 3.4 SMTP S X0t AIL.

e Email XM=
O HHH=== AME E2E IIKED EX EAS M Super Seriestl 2N ZLHE Email2
HN== Z&&gLIbh

o AXS Email F4

Ol D == AFE JolE JI/AED BREHASE I €8 Hegs 2= = NE &5 ELIth
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Serial port configuration - 1 : Port title #1 -—- Move to ———j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

Port event handling IEnabIe vI

Motification interval (30-3600 sec) . B0

Ernail notification : IEnabIe vI

Title of Email |Port event notification mail
Recipient's Email address . |admin@my-company.cum
SHMP notification : m

Title of SHMP trap [Fort event notification SHMP trap
SMMP trap receiver IP |192.1EEE.14.I

SMMP trap community [public

SHMP ftrap wversion . V1

[Status event edit]

Status event Ernail Moti,  SMMP trap Mot, Port command Port cormmmand string
Device connection rd = r |
Device disconnection V¥ = r [
TCP connection rd = r |
TCP disconnection I - r |
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port command string
r 1 test Ermail, JCommand  reboot

[Keywaord list edit]

fckion on key word @ add  © Edit ¢ Remove
Keyword string Ernail Moti,  SMMP trap Mot, Port command Port cormmmand string
| ¥ - 3 |

Save to flash | Save & apply | Cancel |

& 418 X E O/HE 58 P4

e SNVP 23

0l OHIHH 4= Super Series2| SNMP 23 J|s

o
[}
0x
ton
A
rr
[

jo
0x
ton
il
C
Q
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Ol Ol == AME EOE IS EXEIUS I Super SeriesOll SIS 2LHE SNMP E
22 A

=4I| IP(SNMP trap receiver IP)
= AIE FoE ISt EXl ZHUS M SNMP EE 222 £4I5t= SNMP E

e SNMP E& HSILIEI(SNMP trap community)
Of D == AtE FHOE JIKFEDL Xl ZIUS I SNMP E HIAIXIO ZE&E HRLUE

£ ZIELUILL

e SNMP E& H&(SNMPtrap version)

Ol O == AtE F2E JI/ED BX &

39
o
=
HE
=
2
(%))
Z
=
i)
Im
I
1o
T
E
o
Iy
0
9
C

X
clg X HZ L= =2l OMENAM FHolior & 4 S M SHASE MASLICH

SRH TCP Z L= =22l OIHENAM FoioF & R4 SH2 M3 HAE

AMEX= HEE JIFJEN e sH2Z “FIb L= “MH'E d8 g = ASLICH

e IS ZE(Keyword string)
AZ2xte 8850 ot IIFEZ HE HHE AISE 4= USLICH

e Email &g

AZXIL A8 E JIFEZ Email €8 HSS 243 = HIE243 & = USLICL

e SNMP E# 2Z&(SNMP trap notification)
A

AZXIE H8E J|F=Z SNMP E- 28 HsS 243 = HZ2ds & = UsLICL
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e Port #d

AEIDL d8E JIYREZ ZE HE AS

mo
g
0x
ol
A
rr
=
g
0x
tol
e
I
$0
i}
c
Q

e Port @3 Z(Port command string)
Super Series= AN ZOE JIREDI EX ZHUAS M AlelE ZEZ HEE IX2 HE B
HHS

S NEgUt. MEX= 0l Hi=0A Al2lE ZEZ ZHE

43. 2= ZLE &£&F

DE ANelg EZEI AL S [ £, 0l JIs£ ol&atAH &LICh All port
configuration AEHUHAN &EAESH g2 HE ZEQ| “apply all port setting” S&0| disableZ
AFC0 UK &2 ZE Al2lY ZEN M=ELICH (SS100/1102 all port configuration O % It
H=

= FoSHNAIR.)

I

3

“all port configuration” Itct0IE= Otelel OS2 UHAN & &= JUSLICH

Port enable/disable

Port title

Host mode

Remote host configuration
Port IP filtering

o o M w NP

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem
Emulation mode)

7. Filter application

8. Serial port parameters

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging

11. Port event handling
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Serial port configuration - all ports : Port title --- Move to ———j

Enable fDisable this port

EnahblefDizable this port IEnabIe vI

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Remote host configuration
Port IR filtering
Cryptography configuration
Filter application

Serial port parameters
Moderm configuration

Port logaing

Port event handling

Port enable/disable
Ol We0lH=E ZEQ| Jls MEWHEREE A&FELICL

Port title
2l ZEN Ost ZE EIOIES O O
O, ZE EIOIE0] “my server'2 H3HEsE 22,

Cl) HLE#29] LE EIOIE2 “my server#2”

0 yo

3:
<
wn
D
2
@
H
=
HU i
W
0x

Host mode
SAE BEJL TCP £= UDP 2E2 HE&= Z22, 2 AMeld EZE= &J|(listening) ZE

g0t OS 201 sz ggEgLICh

(listening port number + serial port number - 1)

2- Alelg ZEQ| [tE Let0IeH &2 “all port configuration”?t 22 value set2 2 & & & LICh.

Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
AJl D82 MiH=+E <dl, “all port configuration” 2| values set2 2 Alelg ZEWA

SZotH ZFELIC
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5 PC Il £3&F

Super Series= JIs2 |44 &L HHEAHZS Ao PC IIE £F22 MS5t2 USLICL T2 40K

72 PC JtE0t XIAELILCHL

- LAN JtE
- 84 LAN JtE

28 3t

- ATAJ/IDE fixed disk card

SS1002 PC It &3 0l |ACHK HBS F2otAAIL

MEX= LAN £= 24 LAN JIEE 01826t £ 2 UIESRZ H&ZZ2 Soll Super SeriesOl
=g = UA2H0, ATA/IDE fixed disk cardE 0180 AIAE & Alcld ZE 27 HOIHE HEE
= UAsUh. 2 HEE MEHE2=ZMN AFE ZEH HBots Alel2 ZE L0l Super
Seriestl 22| (out-of-band) 2 &8 =& UAsUt

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | ot et SErEE
Save to flash | Save & apply | Cancel |

8 5-1 =J] PC FtE && U+ 35

PC JtE &2 AIZ0olI| 2o AI2Xtse U332 HHE +=3aioF &LIC
Step 1. PC IS =X0l PC JtEE & LELICH
Step 2. Select PC 1S &% [0 o L DisCoraewes | o wenzy.
Step 3. Super Series= JIIEE Z Mot ol 2211 o Zd0l(plug & play) JIsS AEE
210104, €% M= S0l UEY AQUCH AZXs 8l IIEE SHAIDII| fst
A ©

Iet0IHE €8 =+ UsLIth

Step 4. Save the configuration settings by selecting __>2© 19 flash | =

JSESg=iu
Step 5. =2 [Apply changes]E &Ei6IH MZ22 &&= HZAIZLICL
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Super SeriesJt PC Jt=E ZAct=0 &otH, O 2F HAIXIOH LIEHELICH.

Microsoft Internet Explorer

18 5-2 20l A ol HIAIX

Super SeriesJt X &3dt= PC IIEQ| 2|AEE 22 JASIAH £F B. /&L E PC JIEE &X

(=}
OHAAIR.

PC JtES A=sE BFAL MSUHA HAotAY, AIEXts Usd 22 2XE HMOF UL
Step 1. [(Ban- show the actual button) Stop card service]E &l E{GHA
Step 2. [Save to flash]S &Ei5I0 BIPE SF WSS NESIMAIR.
Step 3. HI=0Al [Apply changes]E &EiGIH 218 LHES HEAIINAL.
Step 4. PC JIE =X0A PC ItEE M St AIL.

L flg 2
LIk

Mo

EXIE XA &0 =Z0A PC FI=EE HIotE AIAE RS9 J0I0] € =+

30 44
lo

0k

51. & 3= &%

LAN JIEE PC 9tE &0l &XIotH Super Series= 22 HWERA CIHHOIAR IP F=AE

2RotH SLICH O, IP = BtEA ma8t XS XEHoH0F LI
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PC card configuration

Currently configured PC card

Card type : MNetwork Card

Linksys EtherFast 10/100 Integrated PC Card

Maodel [(PCM100) Yer 1.0

MNetwork configuration

IP mode : IDHCF' vI

IP address [152.168.1.254
Subnet mask |255.255.265.0
Default gateway : |192.IEE!.I.1
Primary DMNS : 168 1260031
Secondary DMS . 168 .1260.03.2
FPPOE user name : |whuever
FPPOE password I*w******
Confirm PPPoE password @ |nnnm

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel |

J& 5-3PCLAN 7tE &&

t1) primary % secondary DNS

& 5
g #39 ¢AHsS=2 AE 31 IP &0 NtMol £

Super SeriesJt Xl&ot= & PC ItE ClAEE 2™ £= B. Super SeriesJt A& ot= PC

5.2. 24 LAN JIE £&

LAN JIEE PC IIE =Z0l &XIctH Super Series= 22 UERKZ CIHHOIAL IP FAE

2Rt SLICH O, IP = BtEA mE8t XS XEoH0F LI
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PC card configuration

Currently configured PC card

Card type Wireless Metwork Card
Model Cisco Systerns 350 Series Wireless LAM Adapter

Metwork configuration

IF mode : |DHCF' 'I

IP address : [152.168.1.254
Subnet mask : | 255. 255.255.0
Default gateway |1EI2.IEE|.I.1
Primary DMS 168 126.63.1
Secondary DMNS 168.126.63.2
PPPOE user name ; [whosver
PPPOE password : |HHHH
Confirm PPPoE passwaord @ |**mnm

Wireless network card configuration

SSID

Lse WEP key . IDisabIed vI
WEP mode : |Encrypt vI
WEP key length @ |4D hits vI

WEP key string .

PC card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel |

18 5-4PC 24 LAN JtE &£&

MEX= BIEAl PC & JIEE 48 [ R4 & JIEE HEGH primary 2 secondary DNS

ChE #32 HAHsS=2 HE 31 IP ZF0 XHAsl Z2ZEo

Super Series= 24& LAN EFZ <26l SSID(Service Set Identifier)2t WEP(Wired Equivalent
Privacy) 9| Jls2 XI3&LICL. ArEXt= AP (Access Point)E XI&ot)| fIdll SSIDE &8E
A2 Est, encypted L= shared2 WEP 2EE2 &AF& £ QUSLICH. WEP 9| 20l BIEA
40 L£i= 128 bit 040F & LICH 40-bit WEP 101, AtZXt= 2clid SE()0l 8ls 52 168 =+
IE NMEEZE LHolior &LICH 128-bit WEP 210|12H, 22l 22()01 = 1302 168 RS

4

n

HE =0, 128-bit WEP IJ| SHZ= AIZotJ|l <ol AIEXe OSW 201 13742 16&l+ 2

JIEE FXGHAAL.
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5.3. Serial Modem 3Jt& &%

IIEE ANSECZM AFEE EN HZdt= Aleld EZE Q101 AIEXDF 22210 &2
& b XIAELICH Super SeriesJt

IE =52 2™ 2= B. Super SeriesJ} A/ &5t= PC FIEE EHXAGIYAIL.

PC card configuration

Currently configured PC card

Card type : Serial Modem Card Serial Modem Card
Model : PCMCIA CARD S6KFaxzModem FMSAC-MFS 5,41
PC card service
Discover a new card | Stop card service
Save to flash Save & apply | Cancel |

& 55 PC serial modem 7t &&

5.4. ATA/IDE Fixed Disk Card Configuration

MEIt= AIAE 2 A2IE ZE 205 HEGH| fIoi PC ATA/IDE fixed disk cardE At&ot=0
Z2st M OO 3AJIE Bt Al &#FoHOF &LICH Super Series= &M M&E 3J| &
CIAINA AHE JtsEt AR S22 NHS2z AFELIC

sere D] 2 weiso sico 2 mes AmE 4 Asuc. Asxe o] 2
HEISHH JIEE EWEY = USLICE Super Series= ClA3 =S| EXT2 % VFAT OiY
ANAES XIJELICH

MEZX= Super Series AAE HAEZE export ¥ import 22 M, Super Series && IOIYS
HE L= =572 = UAsLICH

PC card configuration

Currently configured PC card

Card type . ATAJIDE Fixed Disk Card
Model TOSHIBA THHCFOG4MBA
Size o4 MB

File system ext2

ATASIDE Fixed Disk Card configuration

Total data size to be used (0~64 MB) |54
Delete all files in ATASIDE Fixed Disk Card : Delete |

Format ATA/IDE Fixed Disk Card IEXTZ fl Farmat |

PC card service

Discover a new card | Stop card service |

Save to flash | Save & apply | Cancell

_1&/ 5-6 PC ATA/IDE fixed disk card &€&
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6. AIAE 2t

Super Series= AEf CIAZd0] 3t (Status Display Screen)2 Soll AIAE AEHRF 27 HIO0IEHE
BHFH 22/E 2o AASELICH AIAE &M OO0IEH= 22 018, Alelg Bs, EA0 HE &
Super Series? HIER A && S0 ASLICH £8F Super Series= system Iogging se =
NEE =FHHA emailz2 22 HIOIEE X
MEXt= Super Series® &XI 015, X
USLICH g CIHHOoIA, ¥A 22

EAWE YdolES =& USLICH

ol
0

soz MEotH €82 = UsLIth

o AlIZE, & FotAl JIE%22 MA3E =%
A
=

L Alel

_,_

_,_
ol

0=

3
ro
>
010
>

u]

ZE=2 AME06H Super Series

bl

System status

Systermn infarmation

Model Mo, : S5B800 Device
Serial Mo, : S5B00-030799999
F/W Rev. : v 4.0
MAC address ; 00-01-95-04-19-53
Current time : 07/23/2003 13:40:42
System logging ! Enabled
Send system log by email Disabled
PC card type: NONE
PC card modeal : NONE

IF infarmatian
F'mode : STATIC
IF expiratian ; M/A
IP address ! 192.168.14.7
Subnetmask : 255,253.0.0
Gateway : 192.1658.1.1
Receive/Transmit arrors : M,
Primary DNS 168.126.63.1
Secondary DNS : 168.126.63.2

18 6-1 AIAE &E LIAZ40]

6.2. AIAE 2] £33

Super Series= system logging Jls3t AIAE =7 &l HAl JIs2 H3ELUICO AE2ks
system logging ZZHAE enable £= disable &EHDI TI&EE & == US Lt OtLlt, AIAE
22 M&Eocte X L AIAE 20 HIY 3JIE HEg & USLICH

System log storage location

AMNAE 2 & Super Series LIE HIZ2el, PC It &0 &= ATA/IDE fixed disk card,

NFS AHS &X XI&E L= SYSLOG MHO MEZE == USLICH AIAE 221 HIOIHE
MEol=0 W= HZ2E AtEote &2, 21 UI0IH= Super Seriesdt HE [ 2HMELICH
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g
|'||'

AMAE 27 GI0IHE 2&Eoted®, M&E ?IXIE ATA/DE fixed disk card, SYSLOG A
A

NFS AHHZ Z&FoH0F &LICH 02 #=&otd|l 2ol MEXN= B 222 HME At=Zot)|
?let Wt0IeSS £doioF UL MOt HE5l 28EX @2 B3R, MENs e

HHE & E42 838 5+ gisLILhL

System log buffer size

Ol Itet0ite 222E = A= ALY 27 GI0IH2 xHgsS HLICH HoIHE M&Eot
Jl 2o HE HRelE AMEote 22, AlIAE” 27 MMl 2Jl= 300 KbytesE =g =+ 8
SLICH

2] HO0IHE M&0olJ| <o ATA/IDE fixed disk cardE At&Eot= 2, =0 HIH 3AJI= It
C S0l et etdLch

£ OOoIHE M#EoHI) ?oi NFS AHE AMtEots &%, Ul HIH I)|l= SEUHYLICH
MEX= NFS MHE &80t A28 27 J|s0| HES #SE 5= JUAZF olior &LICh.

£ OOIHE M#EoHI) ol SYSLOG Al ZE AMEots &R, AIZXs HIH 3AJIE

AFg 2RIt ASLICHL

Super Series= Z&EEXA @2 2 OIAIXI Ji==Jt Olel XI&E& =Xl 0/12% 27 OI0OIHE
AL

.I
A= email2 & &6
=0 g8 27 )

48 & 2| 8= 20sLICL

JI fI8t IH0IEHE BHEAI
H

F ol email =4 S0|

tol

System logging

System logging @ IEnabIed vl
System log storage location . IMemDry v|

System log buffer size (KB, 200 max.) |4

Send system log by Email : IDisabIed vl

murmber of log messages to send a mail (1-

5

1007) I

System log recipient's mail address : |admin@y0urc0mpany.cum
Save to flash Save & apply Cancel |

System log

07-23-2003 11:258:21 = Boot up Systemn Start ;I
07-23-2003 11:25:21 = Start with Static IP by 192.165.14 .7
07-23-2003 11:258:21 = Start with PPPOE by 192.168.14.7

Clear Refresh |

g 62 AlI2E 20 &% 2 2]
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6.3. AIESX 202 S5

ASXE AIAES S L dAHS ASL 85 22 = AsUI

Users logged on list

sername Terminal Login Date and Time From

root consale ul 22 11:27

J8 63 AEAN 202 =25

i Ci2

ol
10
04
H
M
KT
2
iEh
-
jl

Users logged on list= AIAEIN Z Q1 8t AIZXE <
User name(AFZ X 01 8)
Terminal type for the session (M& 0 e HOIE ®/E)
Time connected (HZ & AlZ)

IP address of the remote host (22 SAEQ IP =&)

-

g gZeE A2 O

6.4 AR HE

08 64 HARE #Z 32 20EUL. B ASKO HAYSES #E5AH
WARES Ya5tn, M MACSE Lais £ A WARCSES =olsh)l 9o st
WARSS Yisior U

Change password

Current username ; adrmin

Enter current pawwsord |

Enter new password |

Confirm new password |

Subrmit Cancel

78 6-4 HARE 1Y
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6.5. &Xl 0|5 (Device name) &%

Super Series2| Z2|E ®lol AXMELS=Z HH| 01
&4 StHALICL AFZ2 XDt Device nameS
CIH CLI &2 ZEXZE L

r oot @sS800_Devi ce: ~#

e 2>

—

Oteiet &0l o e

St
l_

Device name

== AXNst
== =2o=2

Z]= hostname 22

A
e

UASLICH

oA &™H Super Series2| hostname Of
8140l ELICH

J8 65= &Il 08

HZ

Device name :

|SSBDD_Device

Save ta flash Sava & apply | Cancel |

J& 65 &x 0/&

Super Series2| Device name &&0| s 2Xt= o
gl A= KNEGHH EH Super Series2 hostname
ZLICH. 8t Device name&

AEE LT

220
o
o
[

HelloDevice Manager 2t

A X
=2o

ESPN

Super Series2| IP

2SS 7
z2= 2

6.6. ALE XL 22| (user Administration) & &

ortO

Ls —

H AFE XD} Device name
FAZ IAsez X
2l T2 0A EHl AlgEs

0z Mo

)

= /& 6-6
AHZ XHOIL CH

User administration

Usar list
MO, UserID #1 H#2 #3 #4
1 |zena_device | O O
Ldd usar -
User 1D ; |portZ_user [
Fasswaord @ |.......... |
Canfirm |.-.-.--.-. |
Port: [ #1 2 a3 O #4 F\dﬂ-
| Savetoflash | [ Save & apply ] [ Cancel J

& 6-6 ALEAF 22
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6.7. €M L Al2t &F

Super Series= S Y0 L A2t H@2E 22l LICH SS110/400/8002 AlAH & & HF=2
LHe &X M0l 2o SAELICH (SS1000l= W AIHIE A8t &XIJt 8l8S F=SIGtAID]
BEEFLICH AAE THAIZE S0le &M W 2 Al2F 2801 RADX #ASLICHL 422 SS100
QNN HES M L A4S |XSH| A= NTP AHE AISE 242 AEELICH)

J8 6710 201 ALSXt=E 8 €M 2 Al2tS BHEEg = UASsU

S Y A2 EF0lE S OOHK YO0l USLICH H HIHE NTPAHE M=o Em 2 A2
Hd82 KXot HALICE NTP JIs2 MEoESE &3&06tH, Super Series= AMAEIES THAIXE
HOCH NTPABOIA R/ 2 AIE E2E JIHdSLICH NTP MHE 0.0.002 &ZFG6HH, Super
Series= CIZE NTP AHE AMEELICE 0 B0l Super Series= WERIAE SoA CIHY
HZBLZ O UOOF SLILCH AMEXNE H=XSUH Ot =H =& AIZHUTC: Universal Time
Coordinated) 2t2| A2t @IAES HAAG|OF SLICH. & UM HYEHS NTP AHE AIS6HA &1
M AlZtE =522 &HFols JYLICH 0] ZES AIE6HH WE HdXE 0IE5HH et
A2t HEE |RAE = USLICH

L8t AR AIAES @R E AIZS FEEOHH £Fo)| oAM= AlZ2tOi(timezone) 2t
UTC2tO A2t QA HF0| 28 =& USLICL AFZXIF MHEIL S AFESHTHH, AMOERY
AZHCH, UTC2LSl AlZ2F QA AR G & A2 B R OAIRED 22 MHErY D 2t E
HHS HFE ERI USLICH. 0l Soil Super Seriess= HESH AIAE AI2tS HAE =
UASLICH

Date and time

Use MTP @

NTP server (0.0.0.0 for &uta) @
Date [mm/dd,yyyy]

Time [hhemm:ss]

[Standard time]

Timezone :

[Daylight saving time]

Enahble/Disable daylight saving tirme
Daylight saving timezone

Time offset from UTC (UTC + [#.x]hours) :
Start date [mm,/dd] :

Start tirme [hhimm:ss]

End date [rmm/dd] :

End time [hh:mm:ss]

Time offset from UTC (UTC + [#.=2]hours)

IDisabIed vl

|1 92 168.200.100

[oT/08/2004

R

[aTc

00

IDisabIed vl

[0

[o770

|E||:|: 00:00

[T/

|D|:|: oo:on

Save to flash | Save & apply |

Cancell

6-7 SHet A2t 24
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6.8. & &l

AMNEX= 8l Fd 22 CF JtE, NFS AH, AIE

SO WUZ PYExport) & U, CF IS, NFS AMH, AIEX 22 F= 22
SR (Export) T4 HEE SOIS(Import) B PA HER Ot A QaLITH

MEXE SH2II(mpor)E & M fIX SA0M "Factory default"E & B0t HLE Super Series2|
F Hge & &6t Jle 48 A/AXE =d dHdE =) Il 288 =24€ = USLICL
Jg 680N P4 &2 FHHS 2B0HSLICL FH FEE EUWII(Export)cstHLE S0 LI
(Import)otedi®™ CHS MHHH+SS HEBotH Z&oH0F &LICH
2H4¥E EUII(Configuration export)
?IXl(Location) : 2 LHI|(Export)& <IXl.
&S 3HEncrypt) : Yes &= No.
oY (File name)
2EFE 02| (Configuration import)
A Xl(Location) : SH2I|(Import)& < Xl. Factory defaultE H&EotH x| J|I=2 432
=7 = YASLICH
+88E &= (Configuration selection) : HH R PHIEE SUH2I|(Import)E XIE
ZZ UL
AS3HEncrypt) : Yes = No. S0 2I|(Import)& I X I} Factory defaultO|™ Ol H&=
=X &Z&LICH
ot &=(File selection) : CF JIS, NFS AW, 12l AIEXA 328 2 A= X0 A
A4S3 s82 2HESlE EUDI(Export)E Mol S5 20 SLICL
ZZ(Local) : Xt 2Z HAY [ 22 HAOMAN 2UHII(Export)E LS H= A2 &9
SLICH
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Configuration management

Configuration export

Lacation ; © cFcard © NFSserver © User space(fusr2) © Local machine
Encrypt IYes vI
File name : | |.syscm

Export |

Configuration import
Location : © cFcard € NFSserver © User space(fusr2) © Local machine

 Factory default
Configuration selection :

[T select all
[ system configuration { 7 Including IP configuration )
[T Serial port configuration

IYes vI

File selection : |-~ Select file ----- Bl Local:

Irnport |

Encrypt

ZI0tE2... |

18 6-8 24 &2

S U1 (Export)oted ™

1 Expor)& {IXIE H&&LIC
2. U3 SHES AEELIC

3. mtYHEs e LI

4, [2UWHII(Export)] HE=S Z=&LIL

SUII(Export)E REHEE S0 2I|(Import)dtei®™ G EXE HSLIC

1. S02I|(Import)E RAXIE SHEELICEH

2. SUH2I(Impor)S REFEE SHEELICEH

3. 253 sEZ2 HEELIGL

4, S02|(Import) |XIJt 22 HASZ OtLI2 Factory default&™ OfL|2tH [
A

E AN SH22I(Import) & It

5. S0 2JI(Import) |IXIJt =& 0{Al0l2tH
SH2I((Import) & L=

6. [EZE(Import)] HES S &LICL

2 0t2 Jl(browse) HHES 2 5H0
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HAO fdol=

T LIH0IE=E AMelgd 25, A 25 £= & Q2HHOIAE Sl Jisglch =z
AOH0IEE= http://www.sena.com/support/downloads/ Sena I AIOIENA 0ISE %= USLICH

8 692 BAN YdI0lE & LEHHOIASE 20HSLICH

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes masximum

Upgrade | Reset
—1& 69 B0 20/
s Sdl AWE YU oIEsAS TS5 EUHE GELICH
1. HOI2J| BES 2500 =&l HSI0 BiolH2IE dEELICHL
2. SEE HE2Z HOd0lE Ut
3. YIC0I=E Ot2l = HBAEE HEGHI| ASHA AIAEO0l HAIZE ALICH

BAE c0l=e M &8 22 L= A€ 252 AE06H)| fIlA= TELENT/SSH £=
HOIE OolEcdold Z20Y0| z2Y 85 Z2E2S XNJoH0F2t SLICH AW gd0E

S0l= 0lde &2 IP 24 €8S Mot =) Jlg 8322 2AE8 AYLICh
23 252 01800 EAE YOd0lE o)l fldiM= GhS2 EXE MHELIC

1. z& BANHE FAELICH
2. TELENT/SSH HE£= Alelg€ 2£& ZEE AIZotW HOlE oSd0ld Z2H

o

o

A ZgLIC

(AMelg 2 EZEE 0188 d2 ool 2d Ze2l2=Z2, Telnet £= SSHE

g EHAN LAH0IE HwE SEELICH

4. 2210l XAIAtEtE 20 O 6-1100 20l= AME z2
BN gtoldel mes A

5 A0S ZLIY HA AEZ2 S0t Ioh AIAZ0l THAIRE A LICH

6. EAON LIOHOE=E AINGIH, Super Series= 12 6-12HE 0l HAIXIE EAIE
A LICH S8t Super Series= S AW HES |XGHH ELICH

0Q
1<

2&E

]
o

At

0K

o4

Login : admin
Password : *****

Wl cone to SS-800 configurati on page
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Current time: 07/23/2003 15:04: 07 F/ W REV. : v1.0.0
Serial No.: SS800438349- 42944 MAC addr ess: 00-01-95- 04- 19-5a
| P node: Static IP IP address: 192.168.14.7
Sel ect nmenu:
1. Network configuration
Serial port configuration
PC Card confi guration
Syst em admi ni strati on
Save changes
Exit without saving
Exit and apply changes
. Exit and reboot
<Ent er > Refresh
=>4

g0 =@ @1 oS @9 [N

Sel ect nenu:
1. System status
System | oggi ng
Devi ce nane: SS800 Device
Date and time
Change password
User file upl oad
Rel oad factory default settings
Rel oad factory default settings except |P settings
. Firmware upgrade
<ESC> Back, <Enter> Refresh
--->9
Do you want to upgrade firnware? (y/n): y
Transfer firmvare by znodem using your term nal application.
To escape, press Crl +X
**B0f f 000005b157

18 6-10 &2 L= AclZ LS AFEa B0l Zadlole

ORRIRROII=RCOND

#gCom_1 - Hype - 0] x
£

File Edit Wiegw Call Transfer Help

7. Exit and apply changes _I
8. Exit and reboot
{Enter’> Refresh _
—> 4 : Send File ed |
Systen administrat Falder: D:A\DaownloadiSenatFimmare
Select menu: Filenarme:
é: g;gzgm ?E;Elﬁg ID:'\DDwnload'xSena'\Firmware'\SSBDD.img
3. Device name: §
4. Date and time  Protocol
L. Change passwop P =
6. User file uplo IZmI:n:Iem with Crazh Recovery J
7. Reload factory
8. Reload factory
9. Firmware upgra Send[ | Cloze | Cancel |
{E5C> Back. <Ente
—_—> 9
Do you want to uwupgrade firmware? <(y/nd: y
Transfer firmware by zmodem using your terminal application.
To escape. press Ctrl+X.
=*xRBAf f ABAAAL h1 57
Connected 0:02:45 lauto detect  [96008-N-1  [SCROLL  [CAPS  [NUM  [Capture  [Frint echo y

J& 6-11Z2E (HyperTerminal)E 0/&3F Hf0/H2] It& M=
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--->9
Do you want to upgrade firnware? (y/n): y
Transfer firmmvare by znodem using your term nal application.
To escape, press Crl+X
** BOf f 000005b157
**BOf f 000005b157
**BOf f 000005b157
** BOf f 000005b157
Fi rmnare upgrade failed !
Now r eboot ...

6-12 &R0/ &d/01= &I WAl

6.10. AL A I =6

MEXHE A9 IHYE Super SeriesOl H2EE = JSLICHL DL Y H2E JIse 2=
HsMAS XIFELCH I d2C Hises 18 6-130A 2EWXX0l 225 %2 “4. System
administration --> 6. User file upload”tl </ XIoil USLICH
AEIIE 2E H=E AEdHA Super SeriesOil MYES HIZEGH| FoiME, BtEA 228 &85
TZEZ2 X26l= TELNET/SSH E£&= HOIE 2018 T2 )2 AFEoi0F ELICH.

g2 EXte O3S 201 2£ H=E MEdA BAOE Zd0l=ots &N

2. TELNET/SSH &= Al2lg 2£ ZEE AZoild HOIE oEdold =20

(Alelg 2 ZEE 022 ZR 4dEol 2d Z222Z, Telnet £= SSHE
2

AE
3. 8 613% &0 ArZ2A It H=2E N=0A dE8S &L
4. 18 6-1101 20l HAXME 222 XAIAIE et z28 ZZ2E22 MSHA AISX
mes dSsLt
5. 2t 2O A2 W AIAEES 02 6132 20l 4= HAIXIE ZAIE JdLICH
6. =S E AINGHH Super Series= 18 6-14 20| 0le] BIAIXIE ZAIE JLICH

MNEX TIIY 2= @& AIEX 32 (Jusr2) CIAE2|0A 2 A EELICH Super Seriesli £ 2
oY AIAE0 28 O X2 828 2BdW™,82 EA/ IIE/H B2= EXRGHAID| HHELICH

87



18 6-13 AIBA It ZZ2E U= &F HAIX

18 6-14 AEA It YZ== A1 UIAIX]
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7. AlAEL S

Super Series & OCIHHOIA= AlAE SH SIHZ HSELCL AIESX= AIAE SH StHS

X0t Super Series HIZ22I0 MEE SH GIOIEE &g £ JASLICH WERZ CEHOIA
Al ZE SH= link layer, lo, eth 2t Al2l ZE A HLICE. IP, ICMP,
TCP 2 UDP EHl= TCP/IP Z2E 22| 412 J| LtEHEHLICE

b= U’i

it
1
0x
0 o
>
il
=
a2
o
=
o
o
-
ﬂJIﬂl

7.1. HESI3A 2 HOlA(Network Interfaces) S

HERZ 2EHHOIA SH = Super Series2l local loop back interface ! lo 2 Super Series2| J|
2 UERZ 2AHHOIAQH etho TSt JI2 UWIERA CIHHIOIA AHZSS LIEFHLICH

MNetwork interfaces statistics

Interface I ethi
Feceive Bytes at=]u] F4488601
Packets 3 2057
Errars u] u]
Crop u] u]
FIFO ] ]
Frame u] u]
Compressed ] ]
Multicast 0 0
Transmit Bytes at=]u] FooTFo4
Packets 3 3991
Errars u] u]
Crop u] u]
FIFO ] ]
Frame u] 330
Compressed ] ]
Multicast 0 0
J8 71 JERZ CIHHOIA SH
72. Aelg ZE s

Aelg ZE SHE 32002 A2l ZEQ A S, Baud rate &8 L 2 ZLEQ| Tl ANEE U
EFHLICHL (@ :On @ :Off)
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Serial ports statistics

Part Baud Rate Tx Rt RTS CTS DTR DSR  CD
1 38400 D D ) Q 5] Q Q
2 38400 D D ) Q ] Q Q
3 38400 D D ) Q ] Q Q
4 3400 D 0 s ] Q ] Q Q
5 3400 D 0 s ] Q ] Q Q
5 38400 0 D Y Q ] Q Q
7 38400 D D ) Q ] Q Q
B 38400 D D ) Q ] Q Q
& 7-2 Al2IZ ZE AEY
7.3. 1P E A

IP SH 3tHS IP ZZ2ZEZ2S AMESSI0 /S Z0 st At H2E MSELICH
4 O 2

AN2EEesE 222l OietOleol et 82 & 282 Usi €sLIth

Forwarding :
IP forwardingO| enable == disable AEiQIX G E
DefaultTTL :
J|&2 TTL(Time To Live)
InReceives :
AE o™ =
InHdrErrors :
ol @FIF AT =4I oIS ~ERE HMI&(checksum), %Xl &= HE G4,
JIEH HC Oflef, TTL =20t S)
InAddrErrors :

T FOF JACHD =41 OOIHOES =
ForwDatagrams :
Forwarding = OIOIE{ &2 =
InUnknownProtos :
QIAGX %Y L= XNJEX %2 Z2E2017] =0 RAZJXSE &=
Ol &2 ==

Y
|0
HU
4
>
r
o)

InDiscard :
LIZ2EE &2 8 2HMe 2HEX (UKL SAIE(HE S, BHHIH 32+ 52 &el) g
= IP HOIHOHS ==

InDelivers :
M= =4 OoIeHO82 =

OutRequests :
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HdEolEE RFE £ 062 == Forwarding € OOIHIO&#S == N2IE.
OutDiscards :
SPAE &4 HOoIHIO"S == H o EES 20| SHENZ &40 X ZAX S =
M= el= Oolgage =5 20/g. 0l == Forwarding € COIOIEHO822 2t ZIAKX|Ct
012 22 222 RAl JIES 2=ot= OOIHIOHES =5 X8
OutNoRoutes :
destination IP =20l &6t 918 220t ALK %2 HOIHIOZS =~ Ol GoIeHI
2 HII M2ELICH
ReasmTimeout :
HOIHO" L0t &6 =, UHX OIOIEHO&8ES0l S2oliotcte olg Al M2 oY

AZHO =%6HA 22 B2, UoIeHd#E2 HII N2,

|]0II

=

=
=]

o

O

Jh
rr

ReasmReqds :

0l 2Lt HOIHE8S =
ReasmOKs :

d42H02 A= Coledde =
ReasmFails :

M =~ = HOoIHOZES =
FragOKs :

H438HOZ fragmentation & OIOIE &2 %
FragFails :

fragmentation &/ IHst CIOIE Q&S =
FragCreates :

MHE fragment ==

IP statistics

Forwarding 2
DefaultTTL a4
InReceives 2208
InHdrErrors 0
InAddrErrars 0
ForwDatagrams ]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
QutRequests 4973
OutDiscards 0
OutMoRoutes ]
ReasmTimeaout 0
FeasmRegds 4954
Reasmoks 1667
ReasmFails u}
FragOks 21
FragFails ]
FragCreates 118

Jg 7-31P &4
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7.4. ICMP SH|

ICMP S 232 ICMP Z2&E 22| A

2 s ZsUt.

0F0
OHm
=
0
HT
i
é
0B
il
C
o
I
=

tetole 2l dof & &9

InMsgs, OutMsgs :
=4 L= dEE HAX =

InErrors, OutErrors :
24 F= HSE WA £

InDestUnreachs, OutDestUnreachs :

S0 e HEE SHXN SLOA R WA &

InTimeExcds, OutTimeExcds :

kA

time-to-live(TTL)E Zutote =& = &ESE HAIRIS =
InParmProbs, OutParmProbs :

=4 = 8SE HAIX S Met0IE0 2F 0 2
InSrcQuenchs, OutSrcQuenchs :

A E= MEE AA Quench HIAIXIS ==
InRedirects, OutRedirects :

b L= MEE = Redirection HIAIXI2 2=
InEchos, OutEchos :

&4l £ $AE echo REO| %

—

|'0|I

FOIAIXIS ==

NEchoReps, OutEchoReps :
S48 E= =418 echo S€2 =
InTimestamps, OutTimestamps :
48 L= MSEE time-stamp LA &
InTimestampReps, OutTimestampReps :
48 L= MEE time-stamp SE€2 =+

InAddrMasks, OutAddrMasks :

S0 EE HEE FA 0HATY &

L CToT

InAddrMaskReps, OutAddrMaskReps :

= &8s =2 0t2a3 89 =
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ICMP statistics

InkM=gs=

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InsrcQuenchs
InRediracts
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrivasks
InaddrMaskReps
ogthsgs
COutErrors
OutDestlUnreachs
OutTimeExcds
OutParmProbs
OutSroQuenchs
OutRedirects
QutEchos
OutEchioReps
OutTimestamps
OutTimestampReps
OutaddrMasks
OutaddrMaskReps

[ s T e e e e e e S NS e e s e s O A

&g 7-41CMP &7

7.5. TCP SH|

RtoAlgorithm :
A2 FQl retransmission time-out (RTO) 2 12|&. M
DIESH

: CONSTANT - Constant Time-out

: RSRE - MIL-STD-1778 25 B

: VANJ - Van Jacobson's Algorithm

: OTHER - Other

w N —, O

RtoMin :
Z & RTO &t (ms).
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= =
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RtoMax :

ZItH RTO &t (ms)
MaxConn :

0 &2 ME =

ActiveOpens :

S8 HH9 = S3HQ A2 Scl0|HES &%
PassiveOpens :
== HHO = =zHQ AAZ2 MH2 ZF=.

AttemptFails :

AU HB A0 CHEE =

EstabResets :

MEEe2 d8& HE2 =
CurrEstab :

S d8g& o243 =+
InSegs :

=4lE segment ==
OutSegs :

HEE segment =, MESE segment= ZSE A &3,
RetransSegs :

MHESE HMIAHE =
RetransSegs :

MESE MIOAYE & 289 M=
OutRsts :

Reset EciJF &8 & dSE MIAHES =

TCP statistics

Rtoalgorithm
REoMin
RtoMax
MaxZonn
ActiveOpens
Passivelpens
AttemnptFails
EstabResets
CurrEstab
InSegs 1051
QutSegs 1486
Retrans5egs u}
InErrs u}
DutRsts 5

o S o O Y O s T Y s Y

g 7-5TCP &
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7.6. UDP S|

UDP S 3tH=2 UDP ZZ2&EZE AEot= I
0O

coll =2 iR =2 o & &

InDatagrams :
FoIE doigagel =
NoPorts :
NEE EZEI FEotkl &0t HII M2 =& OOoIHIOgS =
InErrors :
=HlE 2F OO0IHIO#S =
OutDatagrams :
MdEE OoIHO#S =

UDP statistics

InDatagrams 359
MoPorts 4
InErrors a
CutDatagrams 3e63

1&g 7-6 UDP &JH/
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8. CLI CtLHA

8.1. A&

root £= System admin 2 AlAE 2L L= Telnet/SSH &2 Z2£== Sofl Super Series2
Linux 2& HUMHEe2el QI HIOIA(CL) &% & £ UASLICH CLl o
Linux @82 S50 Super Series &EiE 2 Alot, & ot HE ArE
A HQl scriptg A&otH |2 SAEQF Super Series AIOIOIA IS

cHAI BIZ22I0IA Sis = JAE= /usr2 0 1024

04

=2
=

e

s

Super Series= WS

HIBELICL AFEXH BA0IM, ABXHE KHIOI FIEE shell scripts g 4 Y20, H4s o
ZOYE 4uE = USUDL

root AHBTHE AIAE B2 E= Telnet'SSH 220I1ES AFE5H0) CLI O B&E 4 ASUICH
System admin2 CLIO| &% & 4+ lUCL 2& &3 Ml 82 SHAS Fx2 4 UsU
Ch.

8.2. SdlAl =14

Super Series WS ZcHAl= OteHel H2b 201 #&ELICH AL EX= Mtdblocks O Xtz E A
@]

= o

d=g = U=0l, 0l= /usr2 0l CI2EZON USLICEL AIEX=E letce, /var ¥ /tenp
oo E2¢ + UAsUb. MFEst = 0lz Lol S=dl #2otk= A2 Super SeriesOl
gdsts =X LSLUICH DU, 2t AF=Z2XDF IYsSo 822 6t saveconf ZES
ASBHCIY, 4% DY HAO W2 BHAl H22 ¥z NI, HRYsHe 0 WEol
HNZCA ELUCH Oetd, S50t EH HFESHH Super Series JI SHE2H S&EOHA 22 =
USLICEH =] B, Super SeriesIt &St 22 =& USLICH

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblockl Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, /var, /tmp 64

Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (R/W) Jusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. NI’ L= Linux SEcClEl

8.3.1. Shell & shell utilities:

sh, ash, bash, echo, env, false, grep,

8.3.2. File ¥ disk utils:

more, sed, which, pwd

I's, cp, mv, rm nkdir, rnmdir, In, nknod, chnod,

gunzi p, gzip, zcat, tar, dd, df, du,
nkdosfs, nke2fs, e2fsck, fsck, nount,

8.3.3. AIAE) RELCIE

date, free, hostnanme, sleep, stty, unane, reset,

i nsnmod, rmod, |snmod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff,

useradd, userdel, usernod, whoanm , who,

8.3.4. UIER 3 RECIE

touch, sync,
find, cat, vi, tail,
unmount, scp
reboot, telinit,
passwd, id, su, who
ssh, ping

ifconfig, iptables, route, telnet, ftp,

8.4. root &= system admin2& CLI &=75})|

Aelg 2s:

1) PC2 Al2lg EE 2 Super Series2 &
2) PCE HOIE disdiol® 22 )8s &
3) PCO Al2lg ZEZ 21 20| SFEL

4) <enter> =&LILH

Hl
Im
i
B
I
o

5) Super Series root H&EO|ILt admin HESZ Z CI8LICH

Telnet 2&:

1) telnet Super Series_ ip_address
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8.5. CLIOIA Super Series &8 THEGHD|

8.5.1. £3 It NE/ZE S&:

1) Super Series= £& Al, /cnf/cnf.tar.gz LS /tnp/cenf/ 0l F2 2 MEoID
/cnf/ CI2M&EC|E unmount &LICH
2) APEXOL EFS BAGHH, /tnp/cenf/ 0l A= WSS LHES HBSHA FLICH
3) AFEXF &AM [Save to flash], &£= CLI LH2| saveconf EHEE 0|E5t0, &3 M&
ol= &=, Super Seriese= /cnf 2 CHAl mountst /tnp/cenf/ 0l U= HASE WSS
/cnf/enf.tar.gz2 CHAl &=ELICH
8.5.2. CLINAN £& 8& 2!
CLIOIA Super Series2| &&= B1&otel™, 8AE DJIBtS] Ui 28 SECIEQ confignenus
Aot HLE st 20l =522 ZF LI
1) vi BES AME8ol digdtles €8 MEsS BYEUL. (2 IE2 2F Oietolgol st
st 8HE &2 C. Super Series && It 2 &2X6INR)
2) saveconf S ECIEIE AIZo €& MLES Sl HZ22/0 ML
3) applyconf RECIEIE Ao LE HE AME S AMAEH HEELICH
root @92.168.0.117: ~# confi gmenu
or
root @92. 168. 0. 117: ~# cd /tnp/ cnf
root @92.168.0.117:/tnp/ cnf# vi redirect.cnf
root @92.168. 0. 117:/t np/ cnf# saveconf
root @92. 168. 0. 117: / t np/ cnf # appl yconf
8.6. A& X}t script & &5}
Shell script /usr2/rc.user = Super Series)t SEHEH U522 SET0N ABELICH AHSR
= AMEX H2 script £= A ZZ2)HE AAHOHI| 9o rc.user MEE =T = USLIC

#! / bi n/ bash
#

# rc.user

#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbin

# Add shell command to execute from here

Sanple script file for running user prograns at boot tine

echo ‘This is the wel cone nessage defined by users’exit 0
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8.7. File &8 &

AEE Y dES A

ol

i ftp S20|0E Z2 )
Jusr2 CIMEa|0l MEE 4 ASLICH

1o
=
00
ot
1>
$0
IT_J
I
Hy
J
0%
o
o
/0
na
(=]

root @92.168.0.117: ~# cd /usr2

root @92.168.0.117:/usr2# ftp 192. 168. 2.3

Connected to 192.168. 2. 3.

220 | xt 0oo. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Nane (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renote systemtype is UNI X

Using binary nbde to transfer files.

ftp> get test.tgz

local: test.tgz renpte: test.tgz

200 PORT command successful .

150 QOpeni ng BI NARY npde data connection for test.tgz (350 bytes).
226 Transfer conplete.

350 bytes received in 0.04 secs (9.6 kB/'s)

ftp> bye
Lt MEXE scp Set0IHE T2 IHE 0IE0HN Encrypt & &HZ MEES SAE = ASL
Ct. AFEXtSl PC OlM Super Series(192.168.0.120) 0l U= S& WL S SAGHLD A2 ER0=

ChSl 22 TS MEX PCOUIM A& AlIH =8 ELICL

[ root @ocal host work]# scp root @92. 168. 0. 120: / usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be establi shed.
RSA key fingerprint is cl:70: ab: 52: 48: ab: €5: dc: 47: 9c: 94: ed: 99: 6f: 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Pernmanent |y added ' 192. 168. 0. 120° (RSA) to the list of known hosts.
root @92. 168. 0. 120' s passwor d:

rc. user 100%'*****************************I 173 00 00

[ root @ocal host worKk] #

8.8. Gil Al

8.8.1. &X|9 telnet disable o}J|

Super Series ZXl=, 33 2£ EZE(SSH & TCP ZE 22 £= telnet& TCP ZE 23)S= M
8oz Hgda ots JlssS XEotNes EsUDL AZXs, E/Telnet/SSH £ S8 Super
Series 2% HI=0A, 2= &3 2£S HIg2d L= 24 dEot =5 & =8 AsUCT

=
MEBXt= AMEXE script rc.userE = EZM, &K StLICl 22 2&(telnet L= SSH)CHS
@]

Blgd el H=Ss & &+ UAsUC. =dote 282 TS 201 29tX12] it
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OlAl 1."inetd.conf' IIYS SASLICH
1

SH /etc/inetd. conf (telnet MBIAE commentout L= AMNS &= E
2
3

EH inetd.conf 2 /usr2/inetd.conf& =SAIELILCH

©H /usr2/rc.user scriptg CtS1 201 HEELICH.

Ol otH, ArEXte e AIAE S FEE WOtL telnet AHIADE HIZE

SEIt HES SH
AZ = AsLICh

Gl Ml 2.iptables rule &2

1 A G2+ 20l /usr2/rc.user scriptg =& &LIC

AMEX= AIAES 298 [H0ICH telnet AHIA S disable &EiJF SI&ES

St
= =2

Jt Factory Reset J|SS 0|820t04, Super SeriesE &l 48X Uz =5t

O A

USLICH ALE X

A
T
™ /fusr2/rc.user

script 22 0I§2 /usr2/rc.user.ol d# ME2 HEEH FcHS rc.user M0l SFELU
Ct.
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8.8.2. &0l ZZ )& Al
MEZX= crontabs 0I80tH FIIHez2 & ZZ)ds Ay = USLICH crontabs
0I80tH I8 HH= JtsSotH oted® OS82 HAH=S=S 2= oi==AlDJ| HteLIC
1 & Jusr2 CIZECI0l crontab MtYS MASLICH 32 &4Z crontab IHE2 /tnp
Clel&Ecel 20l current-date MYS MAGHD 1 HWES 22010+ HAELICH
SHELL=/ bi n/ bash
# Sanple crontab job
# Run every two m nutes
* * *x x x gcho “date’ > /tnp/current_date
2 S G322 H¥2 0lSoHA crontab WS SE&HLICH
r oot @TS800_Devi ce: /usr2# crontab sanplecrontab_file
3 SH AIAEZ HH MAIEE MHlE cron &S gPRE2=z OHEHH O3 20l
rc.user AZJEEE AtE06tH ELICL
#!/ bi n/ bash
#
# rc.user Sanpl e script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbhi n

# Add shell command to execute from here

crontab /usr/sanpl ecrontab file

exit 0
Super SeriesOlAd= —e SE(NCIEHE AMESotH &M crontabsS ®E)0| KNAZK H=
FOIGHAID| BHRLICH M2tA Al X= BEFEAl vi WICIEHE AIE6HH crontab IHE 2l U
ZollOF & LILCH.
crontab It IIGH(| 25t KtMISt BE2= 2l=2 crontab iRgEsS &X
cront ab).
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9. AlEA HAHOIOIE JI0IE

9.1. &

Super Series= Ct&st HAEOIOIE 2E= H30ot2 W20 AZ2X= =H0OH XA Super
SeriesE HEE # USLICH Super Series= OS2 201 AFE2X AHAHOOIE =HS2
Ml = &L Ch.

- FIEQ D20 AY
- ANEX EQ & HOIX
- ALEX XRAle REE Y

e
>
02

9.2. FI|&Ql T2 8 AldH
AEX= crontab2 060 FI)|&Ee2 & Zz JdHE2 Aag =~ UASBLICEH crontab2
0|20l FIIH XHS JisolH otedd CE2 HHES 22T AID| gHELICH

1 & Jusr2 CIZECI0l crontab MtYS MASLICH 32 &4Z crontab IHE2 /tnp

ClelEel 20l current-date WS MAHGHD 1 LHES 22010 HAELICH

SHELL=/ bi n/ bash
# Sanple crontab job

# Run every two m nutes
* * *x x x gcho “date’ > /tnp/current_date

2 SN OS2 B2 0|EMAM crontab LY E2 S=E&LICH
r oot @S800_Devi ce: /usr2# crontab sanpl ecrontab _file

19
o
02
4
14
[0
Hu
=
i
ol
e
o
alo
[

\V]
S

MW= cron &
LICH.

3 S AMAES OB THAIH
AtZotH

1]
um uor

rc.user A3IEE

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: /sbin:/usr/sbhin

# Add shell command to execute from here
crontab /usr/sanpl ecrontab file

exit 0
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SSHM= —e SE(UICIEHE ArE3t0d & crontab2 B&)0| XX &=l ASE F25HAl
Jl HHELICEL MetM AFEXt= BFEAl vi OICIEHE AFE6H0 crontab I2e UE2 HAGWO
&HLICt.

crontab ISl IHOHQ 28t XtAMIst E2= 2l=2 crontab =S HEXoHAMAIL. (man 5

cront ab).

9.3. At2Xt &2 & HOIX

Super Series= AtEXH H2| & HIOIXIE XZELICH AFEX= & AIEX QIEHHIOIAZ 2016t
M

S0 AP Ee HoIXIIE R EHeZ Y HEsE 438 = UsUth U2E & HOolX

HE0 25 XME E2= ME 3.9 & MB 4 (Web Server Configuration)S & E0HA Al 2.
2e Jj2 @ HOoIXIOF 124 HOIXI(Customer Page)2 HZEZIH, AMEIIF & MEX
OIEHHIOIAN ZQIst =0 28 HOIKDOr & &LICH 24 HOIXS WEE2 #=JotdH,

MEXts BIEAl index.html THLO0ILE CI2E CGlI Z s Fofot &LICH 0 & mES
Super Series2| /usr2 Cl&E&Ee|0 fIXIoH USLICH
index.html 22l LHE +FE index.html ILS LS
T2 LHgs HZoI M=, AF=EXOF gt
=5 F0| FMYoHor SLICHLCGlI Z20gol AA IEE US| | AIgXle 224
Y etA(cross development environment) == SDK(Software Development Kit)Jt & 2&HLICt.
Super Series& SDKE FotAHLE IAZA Y SHHN &S KNAS HEE  RJSHAIH
MIUHIA=Z X&) Jl= X252 (Sena Technical Support) 0l H2f3HAID| HEEFLICH

9.4. AL X}t XHAIQl REE 245t A

ol

AMNEX Xale 28 T8 DEE H4ot)| RoidE AL g &8 E£=

SDK(Software Development Kit)Jt & 2 &LICt. Super SeriesSDK= PC CF JtE S EiE H =& LICH
(Super Series& SDKE FotHLr IAZA Y &AW 28 KASE HEE RJAGHAIH
NUHIsZXE Iz K20 HESHAIDL HHELICH.

Super Series SDKE ArE35t0], A& Xt= Super Series®| CLIHA 2012 Zz s HHE %
AUSLICH

Super SeriesE

O XMt 82E 26HAIH Super Series HAE{OIOIE JH0| =(Super Series customization guide)S
HXEAAQ.
AZA JfY SEES AMESHH, MEXE XHAIQl ZZ)EEg 2019 2lsA PCOHM HHE =+
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A 1.1 Ethernet Pin outs
Super Al2lZ2= AT&T 258 &= &=¢tt HEHQ!

154 Mas BE0HSULCL

HZE Ethernet HYEHE AEEL

u}

&AM

[y

re
ol

U
bl

& A-1.RJI4A5 FHYE{9] & bYx/

I A-1. Ethernet2 RJ45 HYE/ S &I &5
T rE e,

1 Tx+ T

2 TX- =2t

3 Rx+ = 214

4 NC = AH

5 NC =M} Sl

6 Rx- =M

7 NC 2 A Bl

8 NC 2HAH

A 1.2SS1008 £ ¥ Al2lg€ EE Pin out

[

ZEZE DB9 H4lHo E

Ss1002 2£ % AldlZ ZE E DB9 HYUHBE AEELICH AlclE
ANE2 2 A-20 AN AsUT 2 Hols Alelg S4& 280 OE JIs0l ASLICH

1 2 3 45

0O0O0O0O
0o00O

6 7 8 9
72 A2 DB-9 F U9 B HiT(SS100 L)
I A-2DB-9 FHYE/9 E &E(SS100 )

Pin RS232 RS422 RS485
1 - Tx Data-
2 Rx - -

3 TX Rx- -
4 DTR Rx+ -
5 GND - -
6 DSR - -
7 RTS - -
8 CTS - -
9 - Tx+ Data+
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A 1.3 SS110/400/800&8 2= % Alclg EE Pin out

S$S110/400/8002 2= Al EZE & RJI45 HEUHE MEELILC Mg ZEE RI45 HY
A o

Bel & X&E=2 & A30 R0 JAsUICH 2 Bils Al2lg S& 230 OE J1s0l Asu

Ct.
H A3 Z£ 2 Alg/g ZEE RIS HEH & 25

Pin RS232 RS485 RS422
(console and (serial ports only) | (serial ports only)
serial ports)

1 CTS Data+ Tx+

2 DSR - -

3 RxD Data- TX-

4 GND - -

5 DCD - -

6 TxD - RXx-

7 DTR - -

8 RTS - Rx+

Al4 0OlY Z2HT

HelloDevice Remote Host

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

Rx+2)
Tx+(3)

&8 A-3 ZZA2H 0/ HOIEE AFEEt 0/ S NE AZ

HelloDevice Hub

Remote Host

18 A4 AELOIE 0IHE J0IEE AtES 0L A Z
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Al5 Alclg BHE =

A 15.1RS232 Al2lZ Hi&E(SS100E)

HelloDevice Serial Device
TX(3) P— Rx
Rx(2) —« TX

RTS(7) p— CTS
CTS(8) —{« RTS
DTR(4) »— DSR
DSR(6) —1¢ DTR
GND(5) —« »— GND

RS232

18 A-5RS232 A/2/Z Hi& Z(SS1008)

A 1.5.2 SS110/400/800& RS232 AlcIg Hi&E

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 1> 7 RTS
DSR Orange —> 2 St 4 DTR
RXD Black 3 | 3 TXD
GND Red 4 > 5 GND
DCD Green —> 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 St 6 <= DSR
RTS White 8 <> 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 St 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 1> 7 GND
DCD Green —> 5 8 <= DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 o 6 < DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 St 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 1> 7 GND
DCD Green —> 5 8 <= DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 St 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 1> 7 GND
DCD Green 5 —r—> 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 > 4 RTS
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A 1.5.3 RS422/485 Al2lg Hi& T (SS1008)

RS485
Data<(1) ° ° Data- .
Device
HelloDevice 120Q 120 Q
N=max 31
Data+(9) Data+
Data- Data+ Data- Data+
Device, Device,
& A-6 RS485 A/2/Z & =(SS100E)
Tx-(1) RS422 Ry
. 4 . 2
$ 120Q 120Q $
L2 4 .
Tx+(9) Rx+ Device,
HelloDevice
Rx-(3) ° ° Tx- | N=max31
$ 120Q 120 Q $
Rx+(4) Tx+
RXx- RXx+ Tx- Tx+ Rx- Rx+ Tx- Tx+
Device; Devicey4
18 A-TRS422 Al2/Z & =(SS100E)
A 1.5.4 SS110/400/800& RS422/485 Al HiA =
Data-(3) RS485 Data-
? r Device
H
551 LTﬁggmnn 120 0 120 0
N=max 31
Data+( 1) Data+
Data- Data+ Data- Data+
Device, mus Device 4

_1& A-8SS110/400/800& RS485 A/2/Z HiL =
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RS422

T-(3) -
\ d
$ 120 O 120 O
\ d 4
$5110/400i800| T+ 1) ot
series RI(6) -
\ d *
? 120 O 190 O
Fx+(8] o+
Fiu- Rx+ Tu- Tx+ Fe- Rxt Tw- Tx+
Device, wee Device 4

—1& A-9SS110/400/800 & RS422 Al2/& Wi = RS422

110

Device

N=max31




2 £ 2 Super SeriesJt XI&dt= PC ItE

Super Series AlelZ2= OG22 PC IIEE KIAELICH

HA-A WERF FtE

Manufacturer Model/Name SS probed Model name Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H AL BH HERT ItE
Manufacturer Model/Name SS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series

11 Mbps Wireless LAN

Wireless LAN Adapter Adapter
Lucent PC24E-H-FC/Orinoco Silver Lucent Technologies 11 Mbps Wireless LAN
Technologies WaveLAN/IEEE Version Adapter

01.01

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems

Orinoco Classic Gold

Lucent Technologies

11 Mbps Wireless LAN

(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version Adapter
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-6 ATA/IDE Fixed /A3 Ft=
Manufacturer Model/Name SS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCFO64MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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T AT Alelg 28 It

Manufacturer Model/Name SS probed Model name Specification
- PCMCIA CARD .

Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§n;1FM56C-NFS FAX/MODEM PC Card
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card

CIRRUS LOGIC
KIT PCMCIA 56K
KINGMAX Fax/Modem Card 56K MODEQ/I4C]:-L-MD56XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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25 3. Super Series &3 I+

A 3.1 System.cnf

syst em cnf

system configuration which exist only one place on this file.

B HH HH

# kind of |P configuration node
# 1 - static ip, 2 - dhcp, 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192.168. 161.5

# system subnet nask
subnet = 255.255.0.0

# syst em gat eway
gateway = 192.168.1.1

# dns configuration
# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,
# you can set 'bmanual dns' to O.

p_dns 168. 126. 63. 1

s_dns 168. 126. 63. 2

# pppoe configuration

# 'ppp_usr' is pppoe account nane and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai |l | oggi ng configuration

# if you want to send log via E-mail, set '"emmillog' to 1

# 'emuillog num trigger sending enail.

# The nunber of logs are greater than 'emaillog_nuni, then send it.
emaillog =0

emai | | og_num =5

SMIP confi gurati on

"smtpsvr' is a SMIP server

'sysmail addr' is a sender address.

‘recvnumi l addr' is a receiver address.

'sntp _nobde' neans a SMIP server authenticati on node.

1 - sntp wo authentication , 2 - pop before snmp, 3 - sntp W
aut henti cati on

# If 'sntp_node" is 2 or 3, you need SMIP account i nformation.

# 'smp_user' is a SMIP account nane and 'sntp_pwd" is a password.
bsntp = 0

smt psvr = snt p. your conpany. com

sysmai | addr = SS800@ our conpany. com

recvnuil addr = adm n@our conpany. com

snt p_node 1

snt p_user adm n

smp_pwd = adm n

HH HHHH

# 'device_nane' nmean a unit name assigned. A unit name will be a identifier
among PS products.
devi ce_nane = SS800 Devi ce

# IP filtering configuration
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# By setting 'btel net' to 1, you can use renote consol e.
# Simlarly by setting 'bweb' to 1, you can use renote consol e.
# 0 nmeans that protect any access.

# 'enable_ip', 'enable netrmask' pair is a source rule specification for renote
consol e filtering

# 'enabl e_webi p' , 'enabl e_webnet mask' pair is for web filtering.

btelnet = 1

bweb = 1

enable ip = 0.0.0.0
enabl e netmask = 0.0
enable_webip = 0.0.0
enabl e_webnetmask = 0.0.0.0

.0

o o

# dynam ¢ DNS(DDNS) configuration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. O for disable.

# 'dyn_dn' is a domain nanme for your DDNS

# 'dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800-pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |IP address of NIP server and 'ntp_offset' is a your

of fset from UTC

# If you don't know any NTP server |IP, then set 'ntp_auto_conf' to 1.

ntp_enable = 0

ntp_auto conf =1

ntp_offset = 0.0
1

ntp_serverip = 192.168. 200. 100

# Log configuration

# system | ogging is enabled by 'log enable'" to 1.

# 'l ogbuf_size' is a variable for representing | og buffer size by KB.

# 'log_stoloc' is a location to save | og.

# 1 = nenory 2 = CF card 3 = NFS 4 = SYSLOGD

# If you choose |log |ocation to SYSLOGD, '|ogbuf_size' you've set will |oose his
role - limting log file size

| og_enable =1
| ogbuf _size = 4
log _stoloc =1

# syslog configuration

# You can run or kill syslogd by setting 'bsyslog _service' to 1 or O.

# 'syslog_ip' is a | P addresss of a renbte sysl og server.

# 'syslog_2ndip' is a |P address of a secondary syslogd server which will get

t he sanme | ogs

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_ip = 192. 168. 200. 100

syslog_facility = 0

# NFS configuration

# You can nmount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs_ip = 192.168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb http' to 1. If not, set tot O.
# 'bweb https' is for HITPS

# 'web _refresh_rate' is for refresh the changi ng page when you see the system
st at us page

bweb_http = 1
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bweb_https = 1
web_refresh_rate = 10

# TCP configuration

# 'keepalive_tinme' is a tinme before keep alive takes pl ace.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a tinme interval between keep alive probes.
keepalive tinme = 15

keepal i ve_probes = 3

keepalive_ intvl =5

# Et hernet configuration

# 'ethernet _node' is a ethernet node

# 0 = Auto Negotiation, 1 = 100BaseT Half Duplex, 2 = 100BaseT Ful| Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Ful | Dupl ex

et hernet _node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type

# 0 for enmpty , -1 for unsupported card, 1 for CF card, 2 for Network card,
# 3 for Wreless Network card, 4 for Serial Mddem card

pcntia_card_type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i prode = 2

pcntia_i p = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcntia_gateway = 192.168.1.1
pcnti a_ppp_usr = whoever
pcnti a_ppp_pwd = pppoepwd
pcnti a_bmanual _dns = 0

# In case of serial nobdemcard, 'pcntia nbdeminitstr' nmeans a nodeminit string
pcnti a_nmodem i nitstr = qle0s0=2

# Wreless network card configuration

# To enabl e or disable Wred Equival ent Privacy(WEP), set 'pcntia wep_enb' to 1
or 0.

# 'pcntia_web_node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcntia wep_length' is alength for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcntia_wep_key _str' is a key string for VEP.

pcntia wep_enb = 0
pcnti a_wep_node

=1
pcrti a_wep_|l ength =

1

# 'pentia_cf _conf_max' is a maxi mum size to use in case of CF card.
pcnti a_cf_conf_max = 0

A 3.2 Redirect.cnf

redi rect. cnf

Port configuration is placed on this file.

Basical |y keys foll owed by 'port' key are data for those port.

Port nunber is zero base index and the maxi mum value for port is used as al
ort configuration

Data foll owed by all port are default values and will NOT be appli ed.

"port' key notify the port data foll ow.
If you want to activate the port, set 'benable' to 1. If not, set to O.
If you set 'bmanset' to 1, you don't want to change the port data by changi ng

HHHF HOHH HHHH
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al |l port configuration
# If you want to change the port data by changing all port configuration, set to
0

port =0
benable = 0
bmanset = 0
port =1
benable = 0
bmanset = 0
port = 2
benable = 0
bmanset = 0
port = 3
benable = 0
bmanset = 0
port = 4
benable = 0
bmanset = 0
port =5
benable = 0
bmanset = 0
benable = 0
port = 6
bmanset = 0
benable = 0
port =7
bmanset = 0
benable = 0

# As refered, maxi mumport (in case 8 port nmachine ,8) represents the
# defaults values for all port configuration

port = 8

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uarttype' is for UART type. But PS only support RS232

# So set 'uarttype' to 0 and DO NOT CHANCE.

# 'baudrate' is for baudrate. From 1200 to 230400 is avail abl e.

# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# 'parity' is for parity. 0 for none, 1 for even , 2 for odd parity.
# 'flowcontrol" is for flow control. O for none, 1 for XOV XOFF,

# 2 for hardware flow control

# 'dtropt' is for DIR pin option.

# 1 = Always HGH, 2 = Always LON 3 = H gh when open

# '"dsropt' is for DSR pin option

# 0 = None, 1 = All ow TCP connection only by H GH 2 = open/cl ose TCP connection
# 'interchartineout' is for inter-character timeout. It works ONLY FOR RAWICP
# node

uarttype = 0

baudrate = 9600

stopbits = 1

databits = 8

parity =0

flowcontrol =0

dtropt =0

dsropt =0

i ntercharti neout = 100

# Host node configuration

# ' host node' means a host node

# 0 = TCP npde, 1 = UDP npde, 2 = Mdde enul ati on

host node = 0

# In TCP node, 'localport' is a listening port.

| ocal port =0

# ' max_connection' is a maxi rum al | owed nunber of renbte host
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max_connecti on = 32

# 'renptehost' is a renobte host |ist

# (Primary | P address: port Secondary |P address: port)
renmot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictime ' is a cyclic connection tinme in seconds

cyclictine = 10

# 'ipactivitytimeout' is a inactivity timeout in seconds

i nactivitytimeout = 100

Crypt ogr aphy Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 rol I back v2, 4 = TLSv1
"encryptionkey' is encryption key file nane

'key_password' is password for encryption key file
‘cipher_suite' represents a conbination of cipher suite.
"verify client' is Verify client(server node only) option

0 = No, 1 = Yes

‘verify chain depth' is a nunber of chain depth to be searched
"verify_cn' is Conpare the certificate CN and hostname option
0 = No, 1 = Yes

encrypti onnode = 2

encrypti onkey =

key password testing

ci pher _suite 524287

verify_client =1

verify chain_depth = 3

verify cn =1

HHFHHHHFH HHR

# |n UDP node

# 'accept_unlisted is Accept UDP datagram fromunlisted renote host option
# 0 = No, 1 = Yes

# 'send to unlisted Send to recent unlisted renpbte host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to unlisted = 1

# IP filtering configuration

# 'allowip', "allow netnmask' pair is a source rule specification for seria
port access filtering.

allowip =0.0.0.0

al | ow_netmask = 0.0.0.0

# 'porttitle' is a port title
porttitle = Port Title

Mbde confi guration option

' modem node' is nodem node option

0 =Di sable, 1 =Enable

‘"modeminitstr' is a nodeminitialization string
'modem dcd_option' is nodem DCD pin option

0O = None, 1 = Allow TCP connection only by H GH
nodem node = 0

nmodeminitstr =

nmodem dcd_option = 0

HHH HHH

Event notification configuration

Enabl e of di sabl e Event notification by setting 'event_enable' to 1 or O.
"notification_interval' is interval of event notification.
"bmai|l _handle' is a Enable/Disable E-mail notification option
0 = Disable, 1 = Enable

"mai | _title' is atitle of email notification.

"mai | _address' is a mail recipient’s address

"bsnnp_handl e' is a Enabl e/Di sabl e SNVP notification option

0 = Disable, 1 = Enable

"snnp_title' is atitle of SNVP trap notification
"snnp_trap_receiver_ip' is a |P address of SNWP Trap receiver

HHFEHFHFHHFH HHR
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ILE Hse sl 22 3JHA g2 & 248 ZE(Well Known Port), SE& I E(registered
port), S&(Dynamic) L= A& ZEE(private port)) L= == USLICH & LA ZEE=
0~102381 Mt OI04, 0I01 S5& EE&= 10242EH 491510tXK1e ZEQLICH =& 2 A4
EZEE= 491522 H 655350tX12] ZEQLILH
& il ZE= IANADL XIEE 22N, HREES AAHNAM=E AlAE ZZAHALL EE0
IOt AFEADF Adlst T2 0 oA S AFZ2E = USUICH HE A82 & il LE B
=o YR E BUHSLICL XA LHEZ2 IANA BAI0IEE 2E6HAID| BHELIT
http://www.iana.org/assignments/port-numbers
H A8 & 23N EE B
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UDP

49 TACACS, TACACS+ ubP

53 DNS UDP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP UDP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP uUbP
443 HTTPS TCP
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5. Guide to the Bootloader Oilss =084 OHLY A]

A51 e

Bootloader Oii== HlI& Al, 57 S&E2Z BOOTP/TFTPE AIE0t0 Super SeriesE =306t
ANAE SIEUHE Aot B2 M3ELICH Super Series X0 M0 238 F 3%
OILHOIl AFEXIF <ESC> J1E 2, bootloader i Z2OYMS e = JASLICH O Hw
T2 )HOZRH, AIEX= CrYst AIAE HM20IEHE E3E = UL, SIE/A AAE HAE
2 firmware 2 H0IEE =& = USLITH

A5.2 0e O

T80 S0, AEX= O Z0l HOIXNE =

alo
1]

Bootloader OHl&

Boot | oader 1.1.0 (May 23 2003 - 22:48:25)

CPU XPC855xxZPnnD4 (50 MHz)
DRAM 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM A Type exi st

Et her net AUTO- NEGOTI ATI ON

Aut oboot Start:

0

Sel ect nenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]
2. Hardware test
3. Firmmvare upgrade [ S/W Version : v1.0.0]

4, Exit and boot from flash
5. Exit and reboot
<ESC> Back, <ENTER> Refresh

&' A-10 Bootloader BH/o/ Z23/9 0o O+ H 0l

A53RTC &€& O+

stO a3

o

RTC €& 0= CZEM, AZ

£ AS

Xt= Super Series2| AAE AI2FS
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Sel ect nenu

1. Date(nm dd/yy)
2. Time(hh: nm ss)

02/ 14/ 03
13:27:12

<ESC> Back, <ENTER> Refresh
----- > 1
Enter Current Date (nm dd/yy) 02/ 15/ 03
press the ENTER key to conti nue
RTC confi gurati on
Sel ect menu
1. Date(nmi dd/yy) 02/ 15/ 03
2. Tinme(hh: nm ss) 13: 27: 20

<ESC> Back, <ENTER> Refresh
----- > 2
Enter Current Time (hh: mm ss) 13: 25: 00

press the ENTER key to continue

Sel ect nenu

1. Date(nmi dd/yy) 02/ 15/ 03
2. Tine(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

_1&/ A-11 Bootloader =+ Z=Z£1& S/ RTC &&

A54 ot=R10 HIAE 0=

MBS SIEZI0 HIAE HISE ARSI SIS0 74 4SS HAES 2 USLIC
Cre Dt 22 371XI2 3IE90 HIAE 2 UsUT

- 18]

- 2LRE HASNA AR EHIAE 90| 23E)

- 2ENS HAEWAM AR HAES AR 238
AFBTIIL 1512 HEiste B2, IS BHIAE = 28 34 Q4 HIAEI}N 8 #or 28T Of
DEOIA, 2R SAE(MH 1P EA) ping HIAES UART HIAED} B & & AsE (|0}
ABIIIN RS EHIASNA AR HAE Q0| 28BS Meists B2, AIRXI} <ctrl -c>
J2 =27 MK KNE HAEI} H=ENoz 2MELCL 0 DEOMA, 2R SASAML P
2=4)9| ping HIAES UART EIAED} &8 2&LICH
AR BHIE HAENA 28 HAEES AR 2B Mesis 22, AR
<ctrl-c> |8 £2I| ENA NS HAED} =Nz 2u#gl|l. 2/, ¥F SASMY
IP Z=4)°| ping HIAES UART HIAED} BrExO2 A8EL|C)



Super Series 9/ Ethernet ZE0]

Hol21 D, AEIHE
HYEHE Super Series ZE A2l EEU
SAEJ} BFEA] QLOIOF EHLICE J1E AH{S
= UsLICH

G

_’E_
g 2=
[Flrmware Upgrade] Ol=Z AtE05I0] BZ &

F9/
Ethernet 2 UARTOIAl HIAEE X
HOoIESE BIEA HAZolD

Ethernet
HAZoHOF BILICI EESF, RZEF|
IP =4 & 192.168.0.128 0/04

ey OI-OD# HAESE JNEE

SSLICH
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&' A-12 Bootloader & ZZ23& {9 SI=ERI0 HAE O+

T4 240 UE HAEI IsS2=2

AMEXIL [Auto test]E MBS B, 2E StERAIA

gLICH




Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]
Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) ------------- [ SUCCESS]
Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]
Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS) ------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]
[ PCMCI A]
5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapter Card

[ Et her net ]

Ethernet chip test---------c-mmmmm e - [ SUCCESS]
PI NG 192. 168. 0.135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192. 168. 0. 135 : seq=0 ttl =255 ti mestanp=11172879 (rns)

64 bytes from 192. 168. 0. 135 : seq=1 ttl =255 ti mestanp=11173874 (ns)

64 bytes from 192. 168. 0. 135 : seq=2 ttl| =255 ti nestanp=11174875 (rs)

64 bytes from 192. 168. 0. 135 : seq=3 ttl =255 ti mestanp=11175876 (rns)

x*xxxxx%  Hardware aut o- detect and auto-test SUMVARY ****#**x

1. DRAMTeSt ----------mmmiimi - [ SUCCESS]
2. FLASH TeSt -------cmcmcmc e e i e e eeee e oo oe oo o e oo [ SUCCESS]
3. FAN Test - ---cmomm i - [ SUCCESS]
4., EEPROM TeSt -------- - - - oo oo oo [ SUCCESS]
5. UART Test Sunmary
Port NO | exist status | exi st status | exist status | exist status
Port 01-04|] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

6. PC CARD Test Summary
5V CARD
5.0V card found: Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapt er Card
7. PING T@St = - - s mm o mm o e oo oo [ SUCCESS]

PRESS any key to conti nue!!

&/ A-13 Bootloader Ol Z22 LS ot=EK0 HAE 3 H

2t SIERIN 8 24 HIAEE o, AHEXt= <ESC> J|1E =i HAEESE 2UE = USLICH

Sel ect nmenu

Test Mbde - One tine
Aut o t est

DRAM t est

FLASH t est

LED test

EEPROM t est

UART t est

PC card test

e Gl @N =

124



8. Ethernet test
<ESC> Back, <ENTER> Refresh

..... > 1
*xxxkx%  Hardware auto-detect and auto-test ****x*x*
[ DRAM .
DRAM TeSt in Progress -------------------- - [ 640KB]
DRAVI TESiT ===cc=sssscccccccccscccccccscsscccccccsccccscsccaas [ SKI PPED]
[ FLASH]
Fl ash Test Status--------------"---"--"----------- - [ 29
FLASH TesSt ---------mmmmmio oo [ SKI PPED]
J& A-14ESC J/E AtEotH E& HAE ALHFHI]
=g

DEE 2= NS HAED} 2EE SO SHIF LMo B2, HAE) INAH A2
InUse LEDE 3HSRI0f HIAEDL AHRCHS 2210 9I5H 2WeILIC 0 B, AIBXHE <ctrl -
= £

=di Ol HOIXIZ S0tJ10

A 5.5 Firmware upgrade 0l %

o

Firmware upgrade 0Il=E AEE2EZM AIEXA= X2 firmwareE 2 1d01EE = USL
firimwareE & Jcl0IE0H)| &, AFEX= 02! Ol HIOIX2 O &= 38 S5t &
firmware H&E S Q18 £ USLICL firmware upgrade Ul ZZ )82 A firmware LI22 &
E <o BOOTP % TFTP 212 Z=z&E=2=2 X2 &LICt. DHCP &&= <8t J

BOOTPYLICH. AFEXIF TFTPE &EsH 22, AEX= HES X2 IP =45 &FoH0F &L

Ct. EXIe JI& IP == 192.168.161.5.2 LILCt.

Firmware upgrade 2| &<, [Server’s IP address|Z &&E AHOU BFEAl [Firmware File Name] 2

A& firmware WA 0| BtE= Al =XHoHOF & LICH

Sel ect menu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192. 168. 161. 5]
3. Server's | P address [192.168.0.128]

4. Firmmvare File Name [ss800. bi n]

5. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu
1. Protocol [TFTP]
2. IP address assigned to Ethernet interface [192.168. 161. 5]
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3. Server's |P address [192.168.0.128]
4. Firmmvare File Name [s800. bin]
5. Start firmnare upgrade

<ESC>

AEXIIt [Start firmware upgrade]S & &iot= 3<%, =021 HIAIXIDOF SHHO LIEFELICH AFE Xt

y' £ 2EotH, Firmware upgrade T2 Ml A D AIEELICEH 0lefst Z2MA=E 222
[e]

Back, <ENTER> Refresh

18 A-15 Bootloader 7 Z =272 Lf9 firmware upgrade 07

(T 2t K

Sel ect nmenu

G50 =

----- >

Prot ocol [BOOTP]

I P address assigned to Ethernet interface [192. 168. 161. 5]
Server's | P address [192.168.0.128]

Firmnare Fil e Nanme [ss800. bi n]

Start firmiare upgrade

5

Fi rmnar e upgrade cannot be stopped until finished.

And al

configuration paraneters are restored to default val ues.

Do you really want to start firmware upgrade(y/n)?y

BOOTP br oadcast 1

ARP br oadcast 1

TFTP from server 192.168.0.128; our |P address is 192.168.161.5
Fi | enane ' ss800. bin'.

Load address: 0x100000

Loadi NQ: ##H#BRHHHHHHHHHEHH I

done

BRI A R R R AR R R R R TR
HHEHHHH B R R R HH R R R R HH R R R
BHAHHAH R R HH AR HH O HH AR RS HH AR R B RO R HH AR AR
BHH BT AR B R AR A R B R AR A R AR R
RHHBRHHBHHAHH AR AR TR R AR AR TR R AR R AR R
HHEHHHH R R R A R R R R HH R R
B R R A R A R B R B R A R R R A R R
BRI A R R R AR R R R R TR
HHEHHHH B R R R R HH R R R R R R R R
BHAHHHH R R HH AR R HH O AR RS HH ARG AR R R AR R
BRI A R R R AR R R R R TR
HHEHHHH B R R R R HH R R R R R R R R
BHAHH A BB HH AR AR A O R R HH AR R R AR R R A R R AR R R R
BHH BT AR B R AR A R B R AR A R AR R
RHHBRHHBHHAHH AR AR TR R AR AR TR R AR R AR R
HHAHHHH R R R R A R R R R HH R R
B R AR R AR AR AR

Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 :

Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2

Copy to Flash... done

Erase Fl ash Sectors 116-116 in Bank # 1

BLOCK 3 :
BLOCK 4 :

Copy to Flash... done
Erase Flash Sectors 117-117 in Bank # 1

Fi rmnare upgrade is finished successfully.

[w3]

o



J&' A-16 firmware upgrade ZZ A4

firmware upgrade T2 MADI 225, T2 )2 43 HAIXL &H H=E CHAl LIEF-HLICEH
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2= 6. Serial/IPZ Super Series AFE3}D]

A 6.1 Super Series2 Serial/IP2l & H|lu
H A-9 Super Series vs. Serial/llP 24 s34 g H0/E
Serial Port Configuration of Super Series Serial/IP Configuration
Cryptography
Host mode Configuration . . ]
Configuration ) Connection )
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None . . Disable
required connection
No login
TCP Enabled None _ Telnet Disable
required
“SSLv2’ or ] )
_ No login Raw TCP Negotiate
TCP Disabled “SSLv3 . .
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3 or )
_ No login Raw TCP
TCP Disabled “SSLv3 . . SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 . . TSLvl
required connection
rollback to v2”
“SSLv2’ or ) )
No login Negotiate
TCP Enabled “SSLv3 . Telnet
required SSLv3/TSLv1
rollback to v2”
“SSLv3 or )
No login
TCP Enabled “SSLv3 . Telnet SSLv3
required
rollback to v2”
“TLSv1” or )
No login
TCP Enabled “SSLv3 _ Telnet TSLvl
required
rollback to v2”
Super SeriesOl “SSLv3 rollback to v2" S& 2 Serial/IPOl “Negotiate SSLv3/TSLv1'lt 22 21

& LICH
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“SSLv3’& Super Seriesl 233}

HAEIL SFEUCHH, Serial/llP= “Negotiate SSLv3/TSLv1”
S22 Z = Super Series?t HZE = QS

SLICH

A6.2 HZ 0Hl - Telnet

=

! SSLv3 encryption

1 B G20 20| 18 Alelg ZEE SAE BEZ 4F
Host mode = TCP,
TCP listening port = 7001,

ol

FLICY.

Telnet protocol = Enabled

Serial port configuration - 1 ; Pert #1 ——= Moye to ——- |«

Enabla/Disabla this port
Port title
Apply all ports sethings

Host mode configuration

Host mode : | TCR v

TCP listening port (1024-65535, 0 for only |?EID1 |
outgoing connectons) ¢

Telnet protocal | | Enabled vI

Max, allowed connection (1-32) . |32 |
Cyielic connection to remote hosts (sec, 0 |D |
disabla) :

Inactivity disconnection timeout (sec, 0 ; |_EI |
unlimited) |

| Savetoflash || Sawe &apply |[ Cancel |

Remote hostconfiguration
Fart IP filksring
Cryptography configuration
Filter application

Serial pott parameters
Modem conflguration

Fart logging

Part event handling

Jal

2 G O3St 201 18 A2l ZES 235 Jgez &

LI

0

J(Cryptography configuration)

Encryption method = SSLv3

LIOAl sd2 0& E6tAlel JlZ 2 HFHAIL.
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Serial port configuration - 1 : Port #1 -—= Moye to —--

Enable/bisable this port
Fart title
apply all ports sethings

Host mode corfiguration
Femote host panfiguration
Fart 1P filkaring
Cryptography configuration

Encryption method | oo=lva v
Enable/Disable cipher suites ;
S5L_DHE_DSS WITH_RCg 128 SHA
55L DHE_RSA WITH _3DES CBC_SHA
S5L DHE. RS54 WITH_DES_CBC_SHA
S5L.DHE_RS5A_EXPORT_WITH_DES40_CBC_SHA

g A-18 25 7/8 & & ( Cryptography configuration)

3 ©H Open Serial/lP Control Panel= Z 1, Super Series®| 18 Al2lg ZES

25l= COM EZEE “Select Ports” HES =i AE4EHLIC.

Serial/IP?Control Panel 4.2.3

Tacricac R
— Sattings for COMIE
|P-&ddress of Server: Part Murnber:
192,168,411 {7001

‘Configuration Wizard,,,

[Toniis Wl Select Ports [X]

Please selectthe COM
ports you waould like to
redirect to Seral/AP?

COME ~ .

CCOMID = P |
MCOMI T
FCOMIZ
MICOMI3
WICOM14
FCOMIG
WICOMIE

Select Ports... | ICOMIT
WICOMI1E o
FPart M':'_In't':-'r"" RS Cancel.l Help... i
uCEnSing,.. I [ | illl 1 TTTUOETTT e L.G|Jl:-

I~ DSR always high

Advanced. ., | I~ DCD alwavs high

|~ Restore Failed Connections

T
(el lalelo e
ZEEZEEEE
e

;:Secun'tg.l
[ Enable  |55L Version 3(55Lv3) = |

Clase | Help, .. | About,,, |

&/ A-19 Serial/IP Control Panel /Al ZESS A&
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5
At
A S

4 ©H Enter AHS IP

ZF2(ISuper Series IP F=2)2t ZE HH (1Y Aleld
EH)E FEtoli Y=ot OSy 201 UOE M20IeHSS S gLt

Credentials = No Login Required,
Connection Protocol = Telnet,

Security = SSL Version 3 (SSLv3)

_ Serial/IP?Control Panel 4.2.3

Select Pors...
Part Manftar,,,
Licensing,..,
Advanced,.,

=
Fac :;‘:ﬂ:& Pm - g
T30 1A I— Settings for COMIG-
COmMI2 |P-Address of Server: Paort Murnbar:
CoM13
Camia [192.168,4,18 | 7001
Ciom15

Configuration Wizard, .,

-Credentials
t+ Mo Login Required
¢ Use Windows Credentials

" Prompt on COM Port Open

¢ Prormpt at Login

 lse Credentials Below:

;-Cnnnection Protocol
o Telnet

e net with CH-Padding

" Raw TCP Connection

COM Paort.Options

I~ DTRis moder escape

I~ DER always high

I~ DCD always high
[~ Restore Failed Connections

 Security :
¥ Enable |SEL Version 3(55Lve |
Claze | Help... ] Ahaut,,, I

12! A-20 Serial/IP Control Panel 0/ A1 IfCtOIEH & ZF

EH BHOIE oisdolE Z208S 21 436t COM ZEE dH
gXt= 0K Ktalel PCOl A= COM ZEONAM HOlE olgdold
ot=0l| Super Series® Al2lg ZEE AIZ2E = UsLIT
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32 - [discannected) VT

3 s
Tera Term: New connection El =
 TCPIP Host: Ii':!}’ft-i!‘r‘:,ii ‘,_|
service: TCP portd: |LL7
 Other
= Serial Port: |[lTREE ~

OK I Cant::f:ll Help |

A

E

J& A-21 Serial/lIPZ Super series Al2/2 ZEY HAZ o617

Serial/IP2

Serial/lP Port MonitorOlL} Trace window2 ™&

g+ AL

AEHE

File Edit Help
TAacricAaL
sofFrwwa

Activity Trace

re

Z3:06:46.14
23:06:46.14
23:06:46.14
23:06:46.17
23:06:46.64
z3:06:46.64
23:06:46.64
23:06:46.64
z3:06:46.64
23:06:46.64
23:06:46.65

Clear |

0 CoMig
0 CoMla
0 CoMie
1 COoMle
0 CoMle
0 CoMig
0 CoMla
0 CoMie
0 CoMle
0 CoMle
6 COM1G

35L initialization proceeding

[

33L initialization proceeding
35L initialization proceeding
35L initislization proceeding

BaL:

RC4-3HA at 128 khits

COM Port Control negotiated (RFC-2217)
Jerver connection negotiated

FlushTX

FlushRX

DTR:
CTS:

W Enable Trace

1. PTG L
0 D3R: 0O

3]

v Hex Display WV Auto Scroll T Always On Tap

_1&/ A-22 Serial/IP Trace Window
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£5 7.SSL 2IEAM &

Ui
g

A 7.1 OpenSSL TH3IXl &X|

1 EtH Download the latest OpenSSL package. (http://www.openssl.org)
2 S Install the OpenSSL package.

<For Windows user>
Download OpenSSL for Windows binary file and run it.
(http://mww.sIproweb.com/products/Win320penSSL.html)

<For Linux user>

Download OpenSSL source code and compile it.
# cd /work/

# tar —xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d

# ./config

# make

# make test

#

make install

A 7.2 root CA (for Self-signed) 2+=|

1 3| Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\ Program Fi | es\ OpenSSL\ bi n
< Linux >
[ usr/share/ ssl /openssl . cnf

Modify [req_distinguished_name] section as follows,
count r yName Country Name (2 letter code)

count r yNanme_def aul t = KR

countryNane_m n =2

count r yName_nax =2

st at eOr Provi nceNane = State or Province Nane (full nane)
#stateO Provi nceNane_def aul t = Sone-State

| ocal i t yName = Locality Nane(eg, city)

| ocal i t yNanme_def aul t = Seou

0. or gani zat i onNane = O gani zati on Nane (eg, conpany)
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0. organi zati onNane_default = Sena Technol ogi es Inc.

# we can do this but it is not needed normally :-)
#1. organi zat i onNane = Second Organi zati on Name (eg, conpany)
#1. organi zati onNane_default = Wrld Wde Wb Pty Ltd

or gani zati onal Uni t Name = Organi zational Unit Nane (eg, section)
#or gani zat i onal Uni t Nane_defaul t =

comonName = Common Nane (eg, your name or your server\'s hostnane)
commonNane_def aul t Sena Technol ogi es
comonNanme_max 64

Enmai | Address
40

emai | Addr ess
emai | Addr ess_max

Modify [req_attributes] section as follows,

chal | engePasswor d_mi n =0
chal | engePasswor d_max =0

2 B3l Making self-signed Root CA(Certificate Authority)

< Windows >
# cd /work/openssl -0.9. 7d/

< Linux >
# cd /work/openssl -0.9. 7d/
# nkdir CA
# cd CA

# sh /usr/local/ssl/msc/CA sh —newca

CA certificate filename (or enter to create)
;(Press Enter to use default val ue)
Maki ng CA certificate ...
; openss|l is called here as foll ow from CA. sh
; openssl req -new - x509 -keyout ./denpCA/ private/./cakey.pem\
;  -out ./denoCA/./cacert.pem -days 365
Using configuration from/usr/local/ssl/lib/ssleay.cnf
Cenerating a 1024 bit RSA private key
........ S
...................... +t++++
writing new private key to './denoCA/ private/./cakey. pem
Ent er PEM pass phrase: ; CA Password (Enter password and renenber this)
Verifying password - Enter PEM pass phrase: ; CA Password
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distingui shed Nane or a DN
There are quite a few fields but you can | eave sone bl ank
For some fields there will be a default val ue,
If you enter '."', the field will be left blank.
----- ; CA's Information
Country Name (2 letter code) [AU]: KR
State or Province Name (full nanme) [ Sone-State] (Enter)
Locality Name (eg, city) []: Seoul
Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
Organi zational Unit Name (eg, section) [](Enter)
Common Nane (eg, YOUR nane) []: Sena Technol ogi es
Emai | Address []:(Enter)
#
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3 ©A Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# |s denoCA/
cacert.pem certs crl index.txt newcerts
private seri al

# |s denoCA/ private
cakey. pem

A 7.3 215 R3 M (certificate request) Ct=|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/ CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem -out req.pem

(Itis assumed that you are using sample configuration file - “openssl . conf. sena”)

Using configuration from/usr/sharel/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distingui shed Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sonme fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Name (full nanme) [M nnesota]: (Enter)

Locality Nane (eg, city) [Mnneapolis]: (Enter)

Or gani zati on Nane (eg, conpany) [Digi International]: (Enter)

Organi zational Unit Name (eg, section) []:(Enter)

Common Nane (eg, your nane or your server's hostnane) []: Sena VTS

Emai | Address []:(Enter)

Pl ease enter the following 'extra attributes

to be sent with your certificate request

A chal | enge password []: (Press Enter — Do not enter any other characters)

An optional conpany nane []: (Press Enter — Do not enter any other characters)

A 7.4 °1E RA M (certificate request)lil A StI|

1 S Signing a certificate request
# cd /work/openssl-0.9.7c/ CA

# cp req. pem new eq. pem

# sh /usr/local/ssl/msc/CA sh —sign
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Usi ng configuration from/usr/sharel/ssl/openssl.cnf

Enter PEM pass phrase: CA Password (Enter CA password in step 2-2)
Check that the request matches the signature

Si gnat ure ok

The Subj ects Distingui shed Nane is as foll ows

count r yName : PRI NTABLE: ' US'

stat eO Provi nceNanme : PRI NTABLE: ' M nnesot a'

| ocal i t yNanme : PRI NTABLE: ' M nneapol i s'

or gani zati onNamre :PRINTABLE: ' Di gi International"’
comonName : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Oct 6 09:39:59 2013 GMI' (3653 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updated
Certificate:
Dat a:
Versi on: 3 (0x2)
Serial Nunber: 1 (0x1)
Signature Algorithm nmd5WthRSAEncryption
| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi International, CN=D gi
I nternati onal
Validity
Not Before: Oct 6 09:39:59 2003 GVIl
Not After : Oct 6 09:39:59 2013 GVIT
Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=Di gi International, CN=Digi
Port Server CM
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)

- _-.-BEG N CERTI Fl CATE - - - -

_ .. END CERTI FI CATE-- - - -
Signed certificate is in newcert.pem

2 S Check whether signed certificate(newcert.pem) is generated.
#1s

denoCA key. pem newcert. pem new eq. pem reg. pem

N

A75SSE SN BH=)|

1 S Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/CA

# cp newcert.pem server.pem

# vi server.pem

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 1 (0x1)
Signature Algorithm nd5W thRSAEncrypti on
| ssuer: C=KR, ST=, L=Seoul, O=Sena Technol ogies Inc., CN= Sena
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2 S} Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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