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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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Power EE
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Serial Fou/Tx m
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Serial port InUse Aelg ZEJL AME S0l HAELICH (SS400/800012H HELH, EE
HIHE 0l JisoteE 3oL ZE H501 A8 5L M)
RX/TX Super Series2| A2l ZEE S OIOIEHI SH22LE LIS THOC
28t LIC

2.1.3.SS400 IHE dll0IOt=

& 2-301 20 XIX0l SS4000l= AEH HZAIE <18 M OS2 LED XAl &It QUSLICH (0l
System, Ethernet Z12|1) Serial Ports). &=0 XISt M2 M e SBZ= X (Power), ZHI

AEH(Ready), 12l PCMCIA QIEHH Ol A(PCMCIA Interface)E LIEtELICE. O G Al JH<

o= 0/HY 100Mbps(Ethernet 100Mbps), & Z(Link) cld &= &AEH(Ac)RLICE 2O O3
HOE=S2 ANl ZE0 o AHEZ=(InUse), =&I(Receive) 12|10 &&(Transmit)= 2 HSLILCH
H 2-2=

2t LED XAl &Zo Jlss YL § IHEN= RJ4S HEUHE Alclg EE,
o

OIHY EE,SS400 2 ZE, Ol M3 430 SLICH
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BHH, SS4000i= 440t USLICHL O XAMe F2E JActAIY, 282 213 SS400 I
a0/0t=28 &HEGHAID| BEELICH

Ll

- Super Series®| &3 2@ HXE HZELICH

T
i
rr
>

- Super SeriesE Ethernet &

- ohe ZXOI HZELICH
2.2.1. 830 AZot)

Super SeriesOl &2 HOI22 HAEUILC. HAA0 HEs 2= ES [Power] HAISOI
=W\

T =M (SS400/800) L= w2HA(SS100/110)22 &

1&g 2-4 SS100/11001 &A& SAZ o]
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Z23t1d, LIHX CHE Ethernet

o % ZZ Super Series Ethernet ZE0N
HZE A=, Super Series2t

3 ZEN AZELICH A0S0l SHt=A
= G331 201 LEHELICH

Ethernet 2H0I=2

AOIES SHHE UHES
Ethernet ULIER 222

-[Link] ZAIES

-[Act] EAISE HSBHA 2

- Super SeriesJ} 100Base-TX UIER A0 HZ L

= Xl &Ll Ct.

- BTHO WIEY 20| 10Base-T! ZS [100Mbps] ZAISS HXIK 2&LICH

=

18 2-6 SS10001 HIER=Z F0/E AZ o7/

g 2-7SS11001 UWIERZ 018 9Z5t7]
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e

2.23. oY EXI0 HZotI

Super Series2 Al2l€ EZEN 2£ 0SS S2ELIO. A 12 2& ZE0

= Z R HX 25
HASHAH EX AHOUA H3SE 2L EZEQ KRS NHE Z It USLICH Super Series
AOIE JIE WIIX Wl E240-0 HHHE2 AIZX X0 %= A0S HEHE XIAoHI| <ol
HZE UL TMAE W8e £5 1. 9ZS FXSHYUAR

F9O: SSI00E A/ ZEE£E SolA &FE H0/2tH, R84 AMEX ZFES A2l EEU
A2l HOoIES HAZoIAAIL. OIS S Z Data/Console AR T/E Console 22 Z RIT/AIFIEAIL.
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Serial
Device

18 2-9 &H/E SS1000] &Zot]
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78 2-11 &H|E SS400(H =)/ SS800(RZ) 0 1257
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HAE Bw QAEHOIAE RFots A AMEXE HOIE UHSAO0IEHE AtEoH Super Series2

telnet(TCP L E 23) = SSH(TCP ZE 22)0 ¥&8 2 ASLICH

2 SetRME MEGIH Super SeriesE &3Fotd= FAA AZEX= Internet Explorer £&=

=2
Netscape Navigator?t 22 & E2t2ME ALE0H0 Super Seriestl AZE = USLICH

2ol g

2 B % SUPER SerieshA|AE o220 27018 P ELIC

un
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tI1

o]

225 ANAE 25 AE

1) =2=/Ethernet H0I=2

= JHOoIES AZ5H)

8 2-12 SS10001 AIAE 25

A 22 H0ISS 2125

& 2-13SS11001 AlAE 25

HolEE AZoH]

AE [m=

Z1& 2-14 SS400/8000/ AlAE 2=

RJ45-DB9 O & & (female adapter)E AtS Xt ZFREHON HZ&LICH
o2 Xl AIZHOF ELICL)

2)
(5S1002] & 0ll=, Data/Console A2 XIE Console &8t

o o
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ﬂJIO

|_ :lél-L| EI.

H

3) AISX ZRES Al2lE ZEO A0S &tF &

4) OtOITHEOI€ (HyperTerminal) 2t 22 HOIEY S0 Z2 02 A#SLICH C

20l HOlIE oi=dlold ZZ2#| Alelg €& MetlIeHE &3 &L
m 9600 Baud rate
m  Data bits 8
m  Parity None
m Stop bits 1
= No flow control
5) [ENTER] 912 SELUICH
6) A=A OIS HIY HSE =6t Super SeriesOl 271
et A ZX €88 gLt
Login: root Password: root

Login: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: *** *
root @92. 168. 161. 5: ~#

o
o
C
Q
w]
010
[
my
o
[l

7) CLIZ OlEotH =J| €8s € = USLICE CLIO CHE XAt HE2 8. CLI 2HUAE

8) JI

Wel cone to SS-800 configuration page

Current time: 08/22/2003 21:52: 36 F/WREV.: v0.4.0
Serial No.: SS800438349-42944 MAC address: 00-01-95-04-19-5a
| P node: DHCP | P address: 192.168.14.7

Sel ect menu:

1. Network configuration
2. Serial port configuration
3. PC Card configuration

4. System admini stration

5. Save changes

6. Exit without saving

7. Exit and apply changes

8. Exit and reboot

<Ent er> Refresh

78 2-15 K2 O+ 88 (SS800)

=2 925U [ENTER] J12
(@)

CIEHHOIAD HAE Hw2 £8& B0 “ss.edit” SEHE AdotH, J& 2-

MHr
[s8
0)]
[
o
@
0)]
@
@
=]
U
[=
@

SE g
S0 ZRE UHn 52 A8 > UASLICH o7 s st Aes MEXN=E 2eto 82



Soll M3 Z= mMe0IHE 238 = UASLICH Z2E Ti2t0lEl= Super Series® HIFZAH
H2el 32t0 HESZM, 0l AFEXIE O/ 5. Save changes2 SEGIH HAEE = USLICH
05 7. Exit and apply changes == 8. Exit and reboot & &Eist OIS 2 E HE A2 £3&
= JAsUTH

MEX= A LS AMESH= Super SeriesOl &=3tJ1 M0l BEE Al Super SeriesQl IP =24

20t0F LICH (KHAIE HE2 3. HIERZ &&= T Lot Al2). Super Series®| & Z=06tAl

i

(.

2 ZE Jls2 8 SAE 85 SHUAM disable 2 = USLICHL(AAIE HE2 AlE 35. IP

Cr22 K& et Super Series®@ 2 Z&0 HZ

AL
i
C
o

1) TelnetZ2 18 H£= telnetd)|s(0, TeraTerm-Pro £ = Hyper Terminal) XI&3dl=
TZOdg AdAZLUCG. SHEX IP =4 % port number= Super Series?t =20k

SLICH Zest A=, port numberE 2322 X & &LICH

AMET BFRE FF ctel CIHHOIAN T8 BEUHE L& LICH

tel net 192.168.161.5

Elle Edlt Eetup antml ﬂlndnw Help

Tera Term: MNew connection

« TCP/IP AT 192.168.161.5 j

M Telnet TCP porti: |23

" Serial Port: ICOM1 v[
0K I Cancell Help |

& 2-16 Telnet ZZ2 78 & 0/ H (TeraTerm Pro)
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2) AIZX= YtE Al Super Series2 ZCIoH0F olMH, Ol AMEX 0180 &£sSE
LSSLICH ASX 018 ¥ 239 CEZEE H&F2 AMAHE rootE I8 root & AIAE
22| NHE f8 admin & JHXILICH

3) Super Series)} £018t AR,CLI ZEZE T&= €AE M stHO0| LIEFELICH

2.3. 8 Bt &2l AEHHOoIAN &56t)|
Super Series= HTTP2 HTTPS(HTTP over SSL) Z2&EZ22 2% XJELICH £8t Super
Series= XHAl & 22| HOIXIE M3&LICH Super Series & 22| HOIXIO &Z50t2dH, Super
Series® IPFELALL =4 240 Jtsd SAE 2 & Bt2X2 URL/Location Z =0
UG AIL . O AI=ZX= Super Series? Z 01 gHE BH 2 2A4LICHL MEXE
BIEAl SHIE AMEX i LSE AEotH AAGH 210 2=2M =201dsS IESoH0F
SLICH =D &8 €32 Usd €sUth
Login: root Password: root
Login: admin Password: admin

FO. AMEAHAHE Super Series & 22/ HOIX0 &=5t7] MO EBF=Al Super Series2/
IPEMEE =24 &8 Jls SAEDD HEW OtAT EFZ ZALGIAIT] GHELICE.

User authentication required. Login please.

UserID: |

Passwaord : |

Maove to : © Configuration page Customer page

—J& 2-17 Super Series & 22/° £]0/ 35
1& 2-172 Super Series & 22|92 210! FHALICL 0] SHUM ArEX= 220 =0 0ls
ot Xt ot= HIOIKIE HEHE £ UASLICH AIZXOF SF&E H 0l XI(Configuration page)E & &
otH, & 2-180 20l= Super Series & 22| AHMHOIAS SHALE SEHOINE = = AUASU
Ct. AFE X2 1028 MOl XI(Customer page)E I E{6tH Super Series & 22| QIHHIOIAS D=
028 SHOIX £= =22 SHOIXNE 2 = UASLICHL & AISX L HOIAS] AHEX HAE DL
OlZ 0l 28t O MAE BEE EAW 9. AN FHALHOOIE Jt0/= BE EFXZGHAID| HHELICH
J& 2-182 Super Series & 22| 2HHOIAS SHBLEH SHOIXYLICH ¥ XM U
O MZELICH Ol O Btole o HLd lis 801 ZELICH Ol HolA 8 &=
= dEotE 2 J80AM AtE Jisdt 2= ot Oi=Jt El el UEHELICH ArEXt= 6t
Ol &f=2S HEoHA oY S0 et O~ &3S HEEY = JUSLILL AE2l=s 2= H



OIXIONA BE AtES [EAAN X E(Save to flash)], [M& L HE(Save & apply)] L= [F A
LICH

(Cancel)|& USLICH AIEXt= &8 o =gtE Bdet F0 BEAl [EHAI0 HE(Save to
Flash)]2 A&i5t0 HIE HIHH=SEAS HIREY JIAEXNH HECHOF SLICH 2 BHIAAMEE
MNEGH| MM ASXi= BtEAl [BIEAIE X E(Apply Changes)]2 & Eioii0F &LICH 0 &2

H
Ol = Bt2l OtcH =201 ASLICH AIS O [HEAE X E(Apply Changes)]= &3S THOI2E M

OHOHEI =8¢0l Super Series A0 HEELICH £ AISX= SHHO OHH~E HEGHLD

HIAME S HEo6H)| o [ME & HE(Save & Apply)|]= &S = USLICH
AZXIE M OB =8tE ot EEUY [FX(Cancel)]S &=oi0F &LICH OIE ot 2=
HAARO0l FHAED Ol gtexg S+ELILH

gﬁﬂs Management | (ﬁ \.’

Network

1P configuration IP configuration
SHMP configuration 1P made : Im

Dynamic DMNS configuration
SMTP canfiguration IP address |192.1B5.161.5

1P filtering Subnet mask : |255.255. 0.0
SYSLOG server configuration

MNFS server configuration

‘Web server configuration Primary DMNS (0.0.0.0 for auta) |1BB12EE3 1
Ethernet configuration

Default gateway : |l 92.168.1.1

TCP service configuration Secondary DMNS (optional) |158.125.83.2
Serial port PPPOE user name : |whoever
PC card PPPOE password : [rreerees
System administration Confirm PRPOE passward : Jroreeees
System statistics

Save to flash Save & apply Cancel |

Apply changes

Login as a different user
Logout

Reboot

Customer page

Copyright @ 2003 Sena Technologies, Inc. All rights reserved

_]&/ 2-18 Super Series & 22/ 35
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.UERZ £

3.1. 1P &%

MEX UESRZ SHUH A Super SeriesE AIE20tH™H, 56 IP =40t 2QELICH IP =40t
THIZA 22 B, AAE Z2elXuH Z2I6t0H Super SeriessE I8 |R& =]
S2SLICH UWESIN Super SeriesE AZoted®, 1R IP =AJF JA00F &= AtAS
HAGHOF &LICH

Super Series IP =4 A& Al, AI2Xt= O
= UASUILC

e Static IP

mU

010

ot 22 30 QY ZRES 9 GHLUE HdeE

e DHCP (Dynamic Host Configuration Protocol)
e PPPoE (Point-to-Point Protocol over Ethernet)

Super Series= ZxJ| J|2g2 192.168.161.52 IP FAE = Static IP 252 EF T
U[_SLICH H 3-12 302 2RE Ip && IIet0IHE 20sLICH Jg 3-12 AIZ2X IP 23S
HPo| s AN & I8 GUIE 20 &LIC

H 31IPp && nfetolE
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPOE Username
PPPoE Password
Primary DNS/ Secondary DNS (Optional)

IP configuration

IP mode : IWC;,
IP address : [152.168.16.1
Subnet mask : [255.255.0.0
Default gateway : |192.IEB.1.1
Primary DMS (0.0.0.0 for auto) [1BB.126.63.1
Secondary DMS (optional) |1EB.IZE.53.2
PPPoE user name ! [whoever
PPPOE password : |*HH*H
Confirm PPPOE password |********
Save to flash Save & apply | Cancel |

Jg 3-11P &%
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3.1.1. Static IP =4 AI=206}D|

M

2 9 =

L otet0lEole 1P =2, Subnet mask, gateway2t
M= 0l 2C+ XHAIGHH T2 A& LICH

[l

o
=

rr
fn
0

MEXIb static IP =45 AIEE &S, Super Series? IP =42
Itet0IEE =528 XIEHoF &
DNS serverDt Z&&LICH 2 A&

9/ Super Series= Z4&Z I 00 8&&E FFE 0/E0t00 LWIERYIE 240t 0 &LICH

e [P address

Static IP= “0N&” L= X2 A8 BSo Hg= UL 0 BHss ZIHREN 20
HERZD &2 AX FA2ZANe IS gLt ZRE= 0lddst IP A2 AIZ0t0 UERZA
o0AM s AlZEolld Oztg = UsLC. OetMd, d8&E 1P F=a4= UERZT SZ0A
BUECL2 DRot) SEoH0re SLICH

9. 192.168.1.x &F4/2/ IP F=4 = ISP (Internet Service Provider)Jf BIE oIA] Y=l & 0A
At&(private) =2/LICF. Super SeriesE X EorH B FR0 Uich CIHA DY 22 5= Sof
LIOIHE =10 &2 = 00t 6ttH, 0/ IR F&st B0 IP =LAE EEoloF &LiCh Zo 1P
A
T

F4AE g ez X% ISPERE 2ot 2

e Subnet mask

NEdlg 22 Xel& X, 8 A2 L= sLs LANY0 A=s 2= UERIT SAES
SEUC WESRKZE Soi Uit= 20l J}= ES Super Series= IH2!0l XIES TCP/IP
=) b 22 HESRIZ 90 A=K AEY OtA3E Soll &lgLICh =4It Super Series2t
2ot WERKT IA0l UCHH Super Series2FH A& HZELICH DX 2 =& I

HOIEROIE Soil AZELICH

e Default gateway
HOIEHOl= OE UWERIAZ S0HIe 4 9= o= UWERZA HELYLLC. gBtEe=Zz
HERKZ UWHM £= XY ISPHA EcZEE HMOct= Z2FH= AHOESROC ELLICL 23

HERZT &8 e SAEQ S4lot)l PloiAM= Super Seriesdt Jl= HOIERO HFHE IP

Il

FAE  Z0t0F ELICH. JAIOIEROl 1P =20 O Z&se 2= UERZD 22 X0l
Z2otyAl2.

e Primary and Secondary DNS

MEXIH EE FAMOIEE Z=2otdX otH, ZRH= ZMOIES HEE IP =40 O6HH

DNS(Domain Name System 22 0180t & MU0l H=&LICt. DNS=
OIHY SO UWIYEE AZESHN IP A2 BHEAIHFE 2AALICH Z0e WY sena.comlt

g2 A2t Xk Ol eSS =Z J|atIIJt O gsUC DNS A=

x
T
2
=
o
B
I
L

=2
=
2
=



st SAE DJIBtel TOlel WS TCPAPO HZot)|l RAoH <A IP F=AZ BHEAMAF=

Super Series@ DNS JIsZ AE6ted® Z0Q W2 SAEN =g = UEE 0l DNS
MBtel 1P =25 &&oH0F &LICH Super Series= Primary DNS server? Secondary DNS
server 22 DNS MBS IP =45 H&ot= HEHE MS&LICH Secondary DNS MbBi= Primary

DNS AHE AISE == 8l= M AtSotI| <o XIEELICH

Oll

3.1.2. DHCP AFEdH|

S8 SAE 43 S4 fA(DHCP)E UWERZA &l IP =29 g2 XA HESIA
AN S 2elotl IUs3e = U ot ¢ Z2E=Y U = UESZA ZelXot 1P
= SN Z=ot) 2UotE=S ot FFHEIH OE UWERKZ /X0 2212 =& 3=

Static IP 222 =2, IP 4= 2 AFHU =522 LHEH0O0F LG 2t IREI UE
HERA /X2 0lstles 83, MZ2 IP =240t BtEA Y E 00 ELICH IP =20t DHCP

COHA 2EEE IP =2, MEY OtA3, HOIEROl, DNS MHE Egol= 2= I2t0IE It
Asez2 ZFELICL DHCP= Y99 IP =40t otLtel FREOO ot KRS8 A2t &
“tH0i(lease)” HE= AEELICL IP =4S Zdot=el 228 Z= WIct0lBH=E DHCP AH
SHUMN s 2850 IP =40t AISEl= 22 DHCP 22012 E FRHBH= 0l2is §2E

Super Series)t MHA&EZ [HOICH Super Series= UIESRIZ A0HA DHCP QAEZS ZSELICHL
DHCP At SEHls IP FAE BIROIH ABY 0tA3, HOIEHNO F=4, DNS AH «
“CHO™ AI2HOl E&HEl O UASLICEH Super Series= SAl 08 3E2E XX U2 L
“CHOI"Jt Bt= g S, Super Series= DHCP MHZEH 00" A2t AEEZ2 QAESL
DHCP AHIF THOY HE

A&LICH. DHCP A HJt

ME2 IP =2 2F EX

?::)1

rr

In

Z9/: DHCP ZZ0/Al DNS AHE H&et ZE HESR T 22 Super Series IICI0/EHE IS Z
ELIC}.. DNS AU} &z HFLHA 22 R

A K]
Eo:/
FAZ QEOZH +502 SFE =+

, APEXt= primary £ secondary DNS IP
USLICL DNS =4Z8 s &FotH P, primary &

secondary DNS IP =4 £ 0.0.0.0 (H&&)ez &&&L/ICk

DHCP A= UERZ 22Xt 2eldtd A= IP =4 ZE0AM IP =48 SHSZ 89§
Ol= DHCP Z2I0IHE, OE =0 Super Series)t ZSE WOICH CH2 IP F=AE 2AIEL
DHCP AMHOIA IP =AE W20t AFEXIF MEH Y& Super Series =AE &4 0IAE

= AEE BHHO0F LICH DHCP WERIAWAM IP =AE Mcted™ 22| Xt= Super Series2
ottt 220 U= 2t AEIHM U[U= Super Series® MAC =AE 200k ELICH

27



3.1.3. PPPoE AE0dtJ|

PPPoE= 2E L= |RA ZXE Sdi Ethernet LAN(2H2I SAZNAS KA ZFHE ASXE
A MOIEN SZotdl st #AYLICH 0d ZRE ALEX= PPPoEE AtSol 21E L0

ADSL, 20l 2 = 24 &3S & = USLILCL

PPPoE Z2=0lM Super SeriesE AlE06l2iH AMEX= PPPoE A& %L ADSL 21 22

PPPoE &8 EHIJI A 0F &LICH Super Series= PPPoE Z2 £ 22 XI2dtJ| HE0 ADSL

HAZE Soff UHU &9 A SAEN ¥EE = USULCL AMEX= Super SeriesOl Cist
(m]

PPPoE HIE2l AIEX OIS € $ZE £Falior2 &Lt

)]
[
°
@
7]
o
=1
(7]
rir
%
1A
b
=
=
Im
0
=
x
T

&
o
>
il

o
-]
P
0]
x
cC

y
rlo
o
o
»E
e
Y
2

|

= = =
25 =4gLIO AZ0] T Super Series= HZS Jtsg & 2 FXAlotel &LICH HE0I

E2 5™ Super Series= MZ2 HZ S REGI0 MZ& PPPoE HZES AlZE&LICL

A0z

9. PPPoE ZLZ0jA= DNS AHHE &35 Super SeriesS ZE HEFI 28 Of2H0/EHE=E
MsLZ A& ELICL DNS AU JtsLE S&8LX 2 IR, AESA=E primary £ secondary
DNS IP =4AE 28 CEZM 58 H4Fg =+ JUASZLICL DNS 2L E Is &FotdH 5,

primary 2 secondary DNSIP &£ £ 0.0.0.0 (Z&&)e= &FEL/IC}

3.2.SNMP &3

Super Series= SNMP vl ¥ v2 T2 &E22 X|&ot= SNMP(2t0] & e ZZ2E2) H0IMEI;
SLICH NMS £= SNMP Bt X% &2 UWERIA 2c2lk= Super Series2 Z== J|s0
USLILCH

=
&g 4 2 ®O 0L HEE DA

s 4 US wol shat &

SNMP EZZEZ2 GET, SET, GET-Next, 12l TRAP=2 XIZ&&LICI. 0|8 JlssS SdlA
A EHE OIMIE LA SXE 22 & AD(TRAPs), KHAHIEH HEE 98 HXs x3e
& QOM{(GET) X AHEZ BZs & USLICHSET). SNMP v20is H2 o 20 )52
=38 & 9= GET-Bulk J1S0l IS0 USLICH

SNMP X IHZES So AFRHS MIB-I AIAE JhA, &2 MOl 2% L TRAP 241D &0
ol 482 & 4 ASLCL 0 HR0A S D2Als N2 08 2L =E JOHE 2
asEt & QELICH J2 32= 2 OIHHOIAS S8 SNMP 25 31012 20IELICH
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SMMP configuration

MIB-II system ohjects

sysContactk |admini5trat0r
syshame |SSBDD
sysLocation ¢ |mg.l location
sysService | A
EnablesauthenTrap : lm
EnableLoginTrap : No =
EnableLinkUpTrap : Mo =

Access control settings (MMS)

1P &ddress Community Permission

[0060 [public [Fead only =]
[0000 [public— [Read anly =]
[0000 [public [Feadanly =]
[0o0o [public [Read anly =]

Trap receiver sethings

IF &ddress Community Wersion

[0000 [public Wl =
[0o0o [public v =
[0000 [public Wl =
[0:00D [public T

Save to flash Save & apply | Canu:ell

78 3-2 SNMP Configuration

3.2.1. MIB-Il A|AE 2HF|(MIB-1l System Objects) &3

MIB-II Al A&l

o

g MY dHE Sofl AMAE A, 018, |IXl ¥ Super Series SNMP 0l 0| & EJt
MEdt= 21E &I &2 (Authentication-failure traps)ES A& & £ USLICHL 0lHS &F2 MIB-II
sysName, sysContact, sysLocation, sysService Z12/1) enableAuthenTrap 28&| Alg &2 (0ID)J}

AtZots = M3Boll SLICH

2t OIDSl 2tetet 8H2 O3 &=L
e sysContact:
22| AlAE(Super Series)0 CHet Y &2 2L oy 220 Hes Fol= 2

L

o

e sysName:

ANAE A0l AIBEE 01222 YBEOZ

-

S 2| FQDN(Fully Qualified Domain Name) & L|C}.

e syslocation:

ANAES M =c2l& X (o, & 3845,

>
i
"

on
an



o sysService(HI|EE):
Z0t2 2ol g gE=2M AIAEO0l M3Bot= AblA MEESES UEHEUCLC JI=Ze=z
Super Series= 88 T2 ) (7) dIE2S XNJASLICHL

ol

e EnableAuthenTrap:
SNMP OlI0OIME EZANAD 15 AIi0 2E H32 ME= oEg HX HEE LIEFHLICH
PSS

&t
A EXH AX HHPEE ¢ SBLICH O|Hez2 2= o= AlIHet @&

ANZE = JAs YES MLt

e EnableLinkUpTraps:
SNMP OIOIME Z=Z NADt Ethernet HZ 0] SR =X0 =
LtEHEELICY.

t

roh
04
HI
0z
0x
o
Qﬂ
0R
e
jas
e
>
2
I
U

e EnableLoginTrap:

SNMP OIOIME ZZMAIE AIAEN 292 =X 28 d2 d8= EY Akl HREE
LHEFEH LIC
AZXIE MIB =0 = =30 e XA0l 28t 2, AU Jlzs NERENZ HHGHAID
HtefLICH MIB2E SNMP2] XHAIgt E2= RFC2l 1066, 1067, 1098, 117, 1318 12|1) 1213 2N E
FXotYAIL

[/
0
i3
-
o

Ol Oiw &0 £&&& 22l X2t0l Super Series SNMP OIOIMEN &35
N2 Mg = USLICH XNFE IP =40t gl R(2E IP =4= 0.0.00 0] J|=2
A E

22l XtJb Super Series SNMP OO E0 858 &= USLICHL

EJ
righ
ol
ik

g
HO

3.2.3. E& =#=41DJ| & (Trap Receiver Settings)

Im

Ot
Lo
ok
4>

={J|= Super Series SNMP G0 EZRH SR OIHE(TRAP) 4 al&s 2| Kol
AEE FgU

)
—

[y

3.2.4. SNMPE 0|38l |

NMS(UIE®R3 &2l AAH) = SNMP EctRXME AMESt= SNMP Z2&EZE Soi Super
I, A

1>
$0
i3
— 0
w]

SeriesE 2t2lg Super SeriesJt NMS = SNMP B2t XMIF &8y Qs
SAEN LS olEoldH NMS E£= SNMP EC2IRME AISol)l &oll, HAHMA MO 232
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MAEG &0t &LICH & 3-32 Super Series SNMP 00| E2] MIB-Il OIDE EctR3d &t
U= LEHEOI SNMP EctM sH AEE BEWSLUICH
_|ol x|

File Edit Miew Operations Help

EEEm B ey

el
= Fark
Rk

BWE K@ ?9

P2 Loaded MibModules
© P RFC1213-MIB
§ Jiory
% &y dod
@ O internet
directary
@ =3 mgmt

% oy mib-2

@ sysUnTime
& sysContact
& syshame
&% sysLocation
@ sysServices
@ =3 interfaces
@ imumber
&~ [H] iTanle
@ ] at
ol
@ [ icmp
@ ] tep
@ (] udp
o ] egp
transmission
@& ] snmp
expetimental
@ (] private
© g TRAPS
egpheighborLoss
@ a TEXTUAL COMVENTIONS
FPhysAddress

: Host @ Cammunity "‘"“"‘"‘"’—
SetValue I:IE Write Comimunity ’—
Object D |.i5u.nrg.dnd.internet.mgmt.mib—z.system.sysDescr |

= ™

Global Wiew

[

Sentget requestto 192168410 161
sysContact 0--=administrator

Sent getrequestto 192168410 161
sysMame. 0--=HelloDevice 55100

Sentget requestto 192168410 161
sysLocation. 0--=Linknown

Sentget requestto 192168 410161
sysServices 0--=7

Sentget requestto 192168 410161

itumber.0--=2

Syntax ;Displaystring {GIZE {0 .. | Status  mandatory '
Access Iread-only Reference

Index

Cbject 1D 13612111

Atextual description of the entity. This walue
should include the full name and versian
identification of the system's hardware type,

& i " L n JEE

Descripti. .

J& 3-3SNMP E2fR M E AtESEt

Super Series SNMP 0/ 0/ E2/ MIB-Il OID E2tF&

(AdventNet MIBZ 2} 2 X)

3.3. & DNS(Dynamic DNS) & &

MEXIIt Super SeriesE DSL il HAZGID{LE DHCP &322 ME8 F=2, O AlZH0l
ZtotH, IP =40 B ELUCH 0lds HEE IP =20 e B2E &4 BRotD Us
22 M o2 YLt £, 22|XIF telnet S2 A 2£02 Sol 1O SAE
HEG6tde 2, IP A0 HAZJCH FHE SH¥HES )| HESLIT

=& DNS AMHlA= Q0AH 28 2HES diZdot)l |8 Z2ES0/HH, 6d ISP £=
CHMIOIA HM3&LICH =& DNS MHIAE MEF2ZM, MEX=E IP =22 BHAN &2210
=& DNS MOl SEE SAE 01&2 Solil Super SeriesOl 85 = AsLIGH

BN O Z | Super Series= Dynamic DNS Network Services (www.dyndns.org)0fl A HSdtD U=

31



=X DNS AHlASS XIJAELICEH JIEH S8 DNS AHlA HSSAet 28 U= SHE2 ML
Jles N& S2A0l HAStSHAID] BEESLICH
Dynamic DNS Network ServicesJt M Zot= =& DNS MHIASE AIEotHH, AAEX= A2

3|2 NIC(Network Information Center - http://members.dyndns.org)0il HE =2 AXHOF &HLIC

AZXt= Dynamic DNS Network Services Members NICH 2 1¢! st £ MZ& =& DNS SAE
2dIE FIg = USLICH

=X DNS &3 H=WAM, S& DNS MHIADL JIscltE=EE & F, ASXts SS& Domain name,
User name % PasswordE 2oli0F &LICH. & HE A2 &8st =, AZA= Domain

nameftE ArE35t0 Super SeriesOl &858 = UASLICH

18 3-4= =X DNS €& & Q2 HHOIASE 20ESLICH

Dynamic DNS configuration

Dynarmic DHS ¢ Im
Damain Mame : [5=B00.dyndns. biz
User Mame : [ssB00-user
Password : I*w*w*w*w**
Canfirm password |**HHHH

Save to flash Save & apply | Cancel |

18 3-4 & DNS &£&

3.4.SMTP &3

ANAE 27 HAIXIE SE e &3 ZRALE 12 B0 HAIXDOL &8&E B2 Super Series
£ email S2E Soll 012 22 A0AH &€ = = USLICL 0IE fiME, RE8 SMTP AH
o €30l SQELICH Super Series= LSt €2 3JtX SMTP Al =&€= XL

e QIE0| 2= SMTP

e QIE0| }A= SMTP

e POP-before-SMTP

g 3-62 SMTP RE HEE ot= &3 23U
2t SMTP E30M 228 Oi2t0IH=E O3S0 Z&LICH
e SMTP server IP address
e SMTP user name
e  SMTP user password

e Device mail address
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Device mail address= 2= 21 & d10 MY email st L4&IXt, =, Super SeriesS 0L

£ XNEELILCL SMTP Server= R2&82 <ol emaill =22 SAE E0Q 0IS8t2 eI LICH
MetAd, EXI0 g emal =4 32 S5&8 SAE 0|8 (i.e. arbitrary user@yahoo.com or
anybody@sena.com)E == &2|9| username=S ALESEY == JUSLICH

2150| U= SMTP L= POP-before-SMTP modedt &&8i&l= SMTP AtEZX 0l ¥ SMTP

passwordJt & &FL|C}.

SMTP configuration

SMTP enable/disakble
SMTP server name .
SMTP mode :

SMTP user name :

SMTP password @
Confirm SMTP password |

Device mail address

IEnabled vI

[smtp.yourcompany.com
| SMTP without authentication =]

|admin

I*****

I*****

|SSEDD@yDurCDmpany.CDm

Save to flash Save & apply

Cancell

SMTP configuration

SMTP enablefdisable :
SMTP server name :
SMTP mode :

SMTP user name :

SMTP password
Confirm SMTP password

Device mail address :

18 3-5SMTP &&

IEnabIed vl

|smtp.yuurcumpany.cum

SMTP without authentication =]

POP before SkTH
' TF without suthentication
SMTF‘ authentication

I*****

|SSBDD@yDurcompany.cam

Save to flash I Save & apply | Cancell
J& 3-6 SMTP & & 0|4 SMTP Z& A&

35 1P E2HE
Super Series= IP =4 J|EF HHY #AHOILL 22 &= 0186t &2 AEH0]
Super SeriesOl EZ2ot= HE U= = USULC AEl=E MOIHY 2832 &8
2 &2 #&2 8t = JAsUt

-S3 IP FAE I8 o oLl SAEDO| Super Seriestl E2& £ QUL

- S8 MBU UJe SAEDHO| Super Seriestl 28 &= ULCH

- 28 SAED} Super Seriestl 28 = ULCH
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Telnet 2=, SSH £ L= & A0l 822 HMs&totdl fIoiM IP 2HE #3S ¥I2oE
(enabled) £= &2 HSHdisabled) 22 BtE == USLICH & ZotAl IP EHE A2
“H 251 E(Enabled)” &EHZ ZOH /USLICH

AEXHE Super SeriesS AA& 4= Us TAEL SAES 2 e 4= JUSLUICHL DL,
MEXE BIEAl 201 oEE IP =A% AEUS LHo{0ret &LICH 38 SAENS B=
A2 XH= Super Seriestl 2610 AHAM BIEAl L3S HABUICl #Hel ool U0 0F2F S LICH
£&¥ S A0H0l Super SeriesOl EZ2ot=SE RIS BHEGHHE, S SAES IP =A%

255.255.255.2552 M EUWUS Aol 0F8H & LICH.
S

2= SAEDJL Super SeriesOl EZ2ot=SE RIS BHEGHHE, IP =4 HMEUES BfF
0.0.0.022 HZELICL XME AtE2 H 3-28 FXotMl. &0 s 33 SAEQ AMH=

“Any(RE SAEY2 T YUsLIC

A

1P filtering
Telnet IP filtering
IEnabIed vl

[0000
[p000

Configuration via telnet

Allowed base host IP

Subnet mask to be applied
SSH IP filkering
|E|.D.D.E|
|E|.D.D.E|

Configuration via ssh

Allowed base host IP

Subnet mask to be applied
web IP filkering

Configuration via wehb @ IEnabIed vl

[0000
[0000

Allowed base host 1P ;

Subnet mask to be applied :

Save to flash Save & apply | Cancel |

18 3-71P EHE &%

H 3-2 Input examples of allowed remote hosts

=2 9} Input format

a8 AE

or
fol

Base Host IP address

Subnet mask

Any host

0.0.0.0

0.0.0.0

192.168.1.120

192.168.1.120

255.255.255.255

192.168.1.1 ~192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128
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& 5t 82 HMEt2 flA “enabled”t " disabled’?l IP &
JlZ2gt2 “Enabled” &LICH “&26IE(Enabled)” &fEHOIA At

0l §2sls =X ® BAE(S)E UZE = USLIL

ol
0

g Jls2 MEELICH M3 E06tAl
x~

t= 4

0K

40tJ| fIoHA Super Series

3.6. SYSLOG At &3

Super Series= & HAIX 222 AUIA, AIAE 2 ZE [OIH 2HE 98 SYSLOG service
N2 ELICH & SYSLOG serviceE AIEotHAH, AIE A= SYSLOG MHE IPFA AIEE
facilityS BrEAl XIZGHOF &LICH. & 3-82 & QHMHOIAS SYSLOG AW &3 HES
SOHSLICHL

2
=

SYSLOG server configuration

SYSLOG service |Disab|ed vI

SYSLOG server IP address 152168200100

SYSLOG faclity ILDcaIEI vl

Save to flash Save & apply | Cancel |

& 3-8 SYSLOG A/Hf &&

27 MAIXIZ Super Series2FE =416t Super Series &&0AM XI&EE SYSLOG MHi=
“remote reception allowed”"2Z SXE {0 &LICH. Super Series & SYSLOG At ALOIOf
230l s R, MEXeE LIID S0H= UDP IHA0l MRS 0IsE = JUs #AES
BFE Al F=DtoiOF &LICEH

Super Series= | ocal 00IAl | ocal 77tXl SYSLOG Facility=2 XI&&LICH. AMEX= 0248
FacilityS S AME0t0, SYSLOG MAIXI2l EEHEZ Super Series HIAIXNIE HES = A&LICH

SYSLOG servicedt Jtsst &EI0 U2 SYSLOG MBH X0 HE5 e HL200H MAEXe
Super Series AAE 27 L= Al2ld ZEE9 HO0IEH 210 4% HUAM 21 ME 2AXS
SYSLOG AHHZE XHE £ JSLICL ZE/ANAE 27 H&E S0l st TAs 2= 4211

HE Z2 2 6.2 A2 £ £8 & FIoYAIL.

3.7.NFS A &%

Super Series= A2AE 27 = ZE HOIHE NFS(Network File System) MHIASE o NFS

MBI MEE = U ot= JIss XNJELICH 0l AtEotd= MEX= NFS AMHS IP =4
2 NFS AW ZX FZE BtEAl XN&oioF &Lt J& 3-9= NFS AH &£& HOoIXE

POHSLICH
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MFS server configuration

MFS service IDisabIed vI

MFS server IP address |192.IBEE.EDD.1DD

Mounting path on MFS server |f

Save to flash Save & apply | Cancel |

J& 3-9NFS A/H £&F

Super Series &1 OIOIHE NFS MBI0l MH&ESHe ™, Super Series &0 XIEE NFS MHE

“read and write allowed”"2& & &0t &LICH. Super Series & NFS AH ALOIO 230l U=

S, AEXE UItD S0H2= UDP 210l X=&EH 0lsg = U Jtol
Ct.

NFS MHIADJE AL2 Jts AEI0lZD NFS M £F0| HEE Z<0I2, AEX= Super Series®

ZE OO0 2212 NFS AMBl2 H&EE = UsUC £, 25 NFS AUt

S MHUSE MEELICH ZE/AAE

6.2

[w=}
NAE 27 &3 MEs

oy
rr
4]
P
i
c
N
>
W
ol
=

b

]

c

Al A

HU
IJ
A
rr

HE8E H22, Super Series= =28t LOG HAIXIE 2L NF
23 M& X0l et XME 2= 421 ZE 22 ¥

A EGHAAR.
3.8. Ethernet &%

Super Series= U310 22 el |RE S| Ethernet modeE XA & LILCH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeE H&AS =, A= AIAHE
Jl23dt2 Auto Negotiation@Z HFENH US
PCE Y Ui AEEE ZELICH Ethernet mode&Z 32 A M CEN &&6HH, Super

Series)t WIERD Z0A SHGHK ES = UASLICH

S MEEoH0F ELICH Ethernet mode2l =22 E06lAl
L

ICt. Q222 UWERKA &8F0 A, Auto Negotiation

Ethernet configuration

Ethernet mode : |.-’-‘«ut0 Megotiation =]

Save to flash Save & apply | Cancel |

Jg 310 0/4% 22 4%
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39.8 AH &F

2 HTTPS(HTTP Over SSL) AHIAE

Super Series®| & AH= HTTP 2 =) =
22 €& 25 Enabled L= Disabled2 &3&8% = UsLUCL O 3-112 & AH &3
HIOIXIE 20WELIC
HTTF =ervice : IEnabIed "I
HTTPS service ! IEnabIed "I
Web page refresh rate for statistics data I—
display (0-1200, 0 for no refresh) . 10 secands
Default weh page : |C|:|nfiguratic:n page x|
Customer web start page . & HTML {index.html) € CGI (cgi-hin/default)
Customer page authentication : |Disab|ed 'I
Save to flash Save & apply | Cancell
18 3-11 & AHH &F
2 &3 HOIXNA & HOIXI OO0IE =J|(web page refresh rate)= ZHE =% USLICL
AHOIE =)= Al ZE HA HOIXL UWERZA 2AIHHOIA, Al2lZ ZE, IP, ICMP, TCP ¥
UDPS2t &2 AIAE AEl HOXN H=sELUCO 2O 292 & HOXAM=E ANAsS2Z2 M=2
D& (Refresh)0l & &I X LSLICH KASt 22 A8 7. A/IAE SEHE EHXSINAL.
Ol &8 0 HIOIXKINAM ArEXE &o 21012 & =0 JI12 & HOIXNE &8g = ASLICH
ME ZotAl Jl28t2 &3F H0lXl(Configuration page)Ol) AFZXIJF AFSXF HI Ol Xl (Customer
page)Z +=&& %= USLICL AISX HOIXZ Jl2 & HOIXNE & s ZF0 AMEX= /usr2
Clai&E2] Of2Holl HTML(index.html) LICGI(defaul)S SIKIAIHA AF2X & AR HOIXE 24X
= USLICH AEXE KA AFZ2 =H0 XF=H 0 ME==S =83 = USLICH AFE X ID2
HIYHS S0l ArEA HIOIXIN fd¥ez HI25ESE ot /ciM=E AFZEX HIOIX 1E A2
“disable” &tEiZ Ct=™ FLUICH AISA & HOIXKS xHSE st XAMst d2= A& 9.3
AMEI F9 & HOIXNE FEHXZIEARL.
3.10. TCP AHIA &3
TCP H&0l & SAE MM MHE= 2R, SAE TCP EEZQ| lock-up2 XISt oA,
JaNoz D00 LICH 0ledst lock-upe EZZ 09| HIEAXNO BBz S22 Qlol
25, 01248 lock-upE XIS fIHM, Super Series= TCP keep-alive JIs2 H3&LICL
Super Series= UIERIAIL X3S keep alivel UK ZQIGHI| <ol FIH2Z &M
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I>
Im

of 22 MSELICH BHE0| oM Al SAEN 040 Us HCZ 2tFotD, MES
ot &L
Super SeriesE& TCP ‘keepalive” JIS2 AME0tHH, MEXesE OsSd 20 3JHe Li2H0IHE

£ HoH0oF &LICH

o

OB fOl
fu

a

e TCP keepalive time (sec):
M& 2te] S4I0l Sle MEH0IAM Z0tLt Z0totH keepalive TH3! &S Al
o

U ¢}
ZEELILH D282 156 =2 &3 &N UAsLICH

1
e
py
re
el
2
!
1

e TCP keepalive probes (times):

HEES SZE WA B4 MEHCIXI HEE =olot)| 2o 38 SAEN keepalive IH2IE £
HOILF M&E0t= JHE LHEH-”LICH JI23t2 33l 8385 USLICH

e TCP keepalive intervals (sec):

Keepalive TH2! M &9 Al2t 2t = LIEHRHLICH Jl2gt2 5 =2 €350 USLICH

o
o
P

a8 x=J| 832 M, Super Series = OIOIE{JF S&I0| = AMEIREH 15 =JF Xt
2

A9 Z 33| keepalive M3lES MSELICH

TCP service configuration

TCP keepalive time(sec) : |15
TCP keepalive probesitimes) : |3
TCP keepalive intervalsisec) . |5

Save to flash | Save & apply | Cancel |

18/ 3-12 TCP keep-alive &&

38



ANelg ZE &3 Jls2 Soil Arl2Xt= 2 ZEQ| host mode, Al2lE S&l Tiet0lH, ZE 22
2 JIet 2t Het0IeE 28€ = Usutt

Aelg ZEQ9 hostmode= CtS1 20l &3 &= JUSLICH
e TCP:

Super Series= TCP AH & ScI0IHEZMN ZSELICH H20] 4K £2 AEHUM Alel
HXNZEH M HOIEIN E020H Super Series= SE2& A SAESN HZ S &UCLCL O
2 20, Super Series= HI0IEHE OlelMdel SWH ELIC A

tetez & X8 HSELICHL

I
)]
[
pe)
@
wn
o
2
(7]
iy
0
I
ol

e UDP:

UDP 2 =&2 UDP ZZ2EZ20 J|8t otili= &

o
zd
to
ol
N
_|
0
T
0
In
o
A
=]
m
g
-
o

e Modem emulation:
0l E5= AT HEUHE AIEotd Jdt= AFS XL JIE0 Aleld &X0F 28 AT HEHE XA
ot AS I M8E = US

e \Virtual COM:

Of B2 #4492 Us0 FItE W™ YLICH

ZZ& MW 2Z=0M port logging Jls AEIOIAM, Al2lg ZE sol d&%= OOoleH=
MEMORY, SYSLOG server, NFS server’s storage &£= PC Jt&

disk card2 HMEELICH AIEX=E ZE E2 JI/FE HAKNESS SEE = U220, Ol Super
Series= SE& HAIXNE0l ES&EH emal £= SNMP trap 2 S0l Xt S 28 =+
A
T

USLICH 012 Sofl ArEXs g2& FIXZRH2 HAXNE ZAIE

]
u

MEMORY 0l M&EE OOIHE Super Seriestf M0 S04 SHE ZL20S SS&LICL
Al2lg LE Z7 HO0IHE EZ06td™ SYSLOG server, NFS server £= ATA/IDE fixed disk

card € AIZ¢&LILCH

Aelg ZE= HEHCZ L= N0 2F 238 = UAsLIG # 412 AldE ZE 231
et 28 MetlleHE oot AUsLICH



H 41 AlCIg ZE & LfetilE

All serial Port Enable/Disable
ports Port title
setting Apply all port settings (Individual serial port setting only)
or TCP listening port
Telnet protocol
Individual TCP Max allowed connection
serial port Cyclic connection
setting Inactivity timeout (0 for unlimited)
#1~#8(1/4) Host mode UDP listening port
Max allowed connection
UDP Accept UDP datagram from unlisted remote
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Remote host®

Add or Edit a remote host*
Primary host address
Primary host port
Secondary host address
Secondary host port

Remove a remote host

Port IPfiItering3

Allowed host IP

Subnet mask to be applied

Cryptography”

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application

Filter application path

Filter application arguments

Serial Port
Parameters

Type

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Port logging

Enable/Disable Port logging

Port log storage location

Port log buffer size

Display port log

' TCP/UDP 2 =68t s

2 TCP 2EZ0M secondary remote host = &2
* TCP/UDP 2E0t dHg,

*TCP 2=0 S,

AIAI0 HHES foHA =EELICH
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Enable/Disable port event handling

Notification interval
Enable/Disable Email notification

Email - -
nohification T|tle. o.f Email .
Recipient's Email address
Enable/Disable SNMP noatification
SNMP Title of SNMP trap

SNMP trap receiver’s IP address
SNMP trap community
SNMP trap version
Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

Port event handling notification

8 4-12 I8t AclE EZE 43 tHs 20sUCLL AldlE Z2E 23 02 Ol
| HIOIKIHA SA2E &, 4535 6, 22
Ch. this2

0
ZE [etiIEHES 288 = USL

Description
Host mode s 5 -
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
uDP UDP * *
Modem )
) Modem Emulation * *
Emulation

EE dEGtD HdFoHAY EZE HS L= E0IES 2L Aleld

HNOR Al2lY X S el
LEE SHHBHN S &Fote{™, [All port configuration] 2t2 Ofefiol XISt [All E= [Port
Title]2 22 &LICH
S MM 424 BAE DC SHSN BHX
MM 427 255 P4 EX,

T HME 4241TCP 25 BX,
8

K& oHAl 3.
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Serial port configuration

Al port configuration
Port# Title Host mode Local port Seral-settings
all  Port # TCP 7001 RS232-9600-M-8-1-No
Individual port configuration
Port# Title Host mode Local port Serial-settings
1 Port #1 TCP 7001 RS232-9600-N-8-1-No
2 Port-#2 TCPs 7002 RS232-9600-N-8-1-Nao
3 Port #3 TEL 003 RSZSZ—‘BSDD—N-B-l-ND
4 Port#4 UDF 7004  RS232-9600-N-8-1-No
5 Port #5 Modem emulation 7005 RE232-9600-N-8-1-MNo
& Port #6 TCP 7008 R5232-9600-N-8-1-No
T Port #7 TCP 7007 RS232-9600-N-8-1-No
8 Port #8 TELs J008 RS2532-9600-N-8-1-No
&8 41 Al2lg ZE && [lo o5
42. 0018 ZE &F
Super SeriesQ Al2lg ZEE= JNEACZ = SHHBHN 32 & Asd, HE € RE XE
AF0H e OetileH= s2E LIt
g LE 432 080 20l 120 Os8ez EF&dLUICh
1. Port enable/disable
2. Porttitle
3. Apply all port settings
4. Host mode
5. Remote host: Available only when the host mode is set to TCP or UDP mode
6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode
7. Cryptography: Available only when the host mode is set to TCP mode and Modem
Emulation mode
8. Filter application
9. Serial port parameters
10. Modem configuration
11. Port logging
12. Port event handling: Available only when the port-logging feature of the port is enabled
20200] g ZE HdESHO 2= AH0 A= [ Move to -] 2|AE BANM OlsS &ol=
LZEE HEoIH [E ZEQ HEsHR=Z ) 0lsg = UASLT
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4.2.1. Port Enable/Disable

2t AM2lg EZE= enable £ = disable 2 = USLICH BteF A2l ZEDL disable &FEHIF &™
A SUCH J& 4-2= Al2l¥ EE enable/disable 3tH S

EXt=s oig Alclg ZEZ H=5g =+ gl
o

Serial port configuration - 1 : Port title #1 -—- kove to ———j

Enable/Disable this port

Enahble/Disable this port IEnabIe vl

Save to flash Save & apply | Cancel |
Reset this port Reset |
Set this port as factory default Set
Port: title

Apply all ports settings
Host mode configuration
Remote host configuration
Fort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Fort logaing

FPort event handling

& 4-2 Al2Ig HE enable/disable
2t stuck® Alelg ZE = [Reset this port] 222 [Reset] HES = MEFE £ UL, [Set this
port as factory default] 2 =2 [Set] HES =21 & =0tAIS iz 48 = JUASLICL
4.2.2. Port Title

CHet 8 g9e = UsULCL W= EFX12 |,
A E S

EIOIEE €3 Z2MNAMAN REE &

|
o
°
o
w
o
z
©
1=
e
Y
He
©
=
QD
o
(@}
[¢]
()
[72)
3
(0]
=]
c
2
2
ro
x
02
|0
HU
H
o
0K
I
°
a
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Serial port configuration - 1 : Port title #1

EnablefDisable this port
Port title

-~ hove to -~ 7|

Port title : |F'c:r‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port event handling

—1&/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

E ZEQ &= sHE =

=
i< X ZX HEE £&8< = A LICH &2 ZFO0| disable &EQ B2, JIES ELE
& gt2 all ports settingS +=&otHat T XA ELIC & 4-4= apply all ports settings &
& 3H2 B0 ESLICL

Serial port configuration - 1 : Port title #1

Enable/Disable this port
Port title
Apply all ports settings

Lpply all ports settings @ IEnabIe vI

Save to flash Save & apply | Cancel |

Host mode configuration
Rermote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Port logging

Port event handling

--- Move to --- =]

_1&/ 4-4 Apply all port setting configuration.
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424 SAE BCE BHLFH

Super Series® &=z 2EE "SAE 2Ev¢t #

HEgiold 2= Al JtXIDE /US

e TCP 2L

Super Series= TCPAMH{2 Z2ct0IHE S It
S

TCPEEONA GOIEHE d&ot22 HE=2 W23
=

S0 UAX 2OH S SAE =

OlZ= Aol ZEN MsE HOIEHE SHEL
S=9 w2 SAEN F40D HOHE 2YL
e UDP Z2E

U
e 28 O=dl0l&8 2E
Alelg  EXIot

HIOIoHI A & [ of 2

tol

g 4-5=

Enable/Disable this port
Part title

Apply all ports sethngs
Host mode configuration

AE 2C SHFEH0 Ui olg |13 AHOIA tH

Serial port configuration - 1 ; Port #1 -—= Move to ——-

ANz HsgLlth

OFF OIALE

cl A0 & Ol CH o

ZENANE Al2lg =2
%l

RIS +=et Us

ICH Alelg2 ZEZRH S0H2= OoIEIt U

Host mode ! i__'l_'ai'_

TCP listening port (1024-65535, 0 for only I?Dm

outgoing connections) & e

User authentication | [Disabled v_!
Telnet protocal ¢ i_DisabIad |
Max. allowed connechion (1-32) ¢ |32

Cyclic connection to remote hosts (sec, 0 ) |D

dizable) | !

Inactivity disconnection timeout (sec, 0 |_D

unlirmited) : : =
Socket 10 option ¢ |Disabled v__|
Socket ID{for outgoing connections) |

TCP Magle algorithm |Disahled « |

[ Savetoflash ][ Save & apply ] [ Cancel ]

Ramote Host configuration
Part IF filterning
Cryptography configuration
Filter application

Sarial port parameters
Modem configuration

Port logging

Portevent handling

LICH SAE Z2E0l= TCP 25, UDP 2&, 2



424.1.TCP 2&

ol
Ol
Oli
rr

TCPE2EE O & OloHotdl fIoHA Eh=3t=l &' &0l (State Transition Diagram)E AtZol
It E&UCH deld of Ttoloi ol thet AFE X2 OlHE =21 fIoHA  Super Series@
e I E={8

[E7I(Listen)]
"SEE AH SAE F oUosI ¢HZ QA0 IIE It US"S LIEHELICH

TCPEEZ HFEUS M CUSE AIF 2EYLICH

"HZ0| Sl AH"E SELUCH @2 SAEQ Super Series?t2l OI0IH &0 255%™
A SAE L= Super Series & oL EW HZGHM A2 Z 0l MEHZ BHHA

e NS22 [SDI(Listen)]| 2E2 A eHELICH

|
o
0
o

o
Ly
: =
o

-2 S(Sync-Received)]
A SAE F oL dZ A2 BWOYH [EDI(Listen)] AEHUHA [A3-2S(Sync-
Received)]2 GBIELICI. Super Series)t RES 20tE0lH, [+E(Established)] AEiE
ut& LICh
[& 3-2 H(Sync-Sent)]

0

Super Series)t & QEFZ A SAEN BRUOH [EE(Closed)] AEHHA [A32-
S H(Sync-Sent)|2 HFELICE 0Ol &= #F IAEI dzE RFS 2052 MK

= Xl € LICH

[=~&(Established)]

"HZ0| =& = (open connection)'ES LIEIHLICH. A SAE L= Super Series =2 otLIJt
CE B9 HZ REFS LOIS0I¥ HZ0| &1 [+~E(Established)] &EH=Z HHELICEH

[CIlOI &l (Data)]

[+~ & (Established)] AEHY [ SAEQ HOIHE U2 AEZ M&E 21LICH TCP
N&E &2 20 A OloHatol fIGHA, OIZ2H AX OOIeH &0l 0IRHX= AHE
[CIOIE(Data)] 2t) 2 &LICL &MZ, [HOlIE(Data))] 2= RFC 793 [TCP: Transmission
Control Protocol]iAl &% &= JHE [+ (Established)] AEH2l LR2ALICE. HAQ
CIOIE &35 SAHNAME 0l AEiDF LB IL|CH.

o

E

Super SeriesE A0 2t TCP MHLE 2cl0|HE=Z S&ELICE Super Series= Al2lg
OH= ° J

C= TCP ZEZYEH HOIHE MNZ502 =9 2IA0IE 0 THah e
SILICH CIEE TCP AflE TCP Abl 259 =22 [EJ](Listen)] LIC}.

In |-t|

—_

Ja

I 2

w4

1) BEHQ &Ef HOI
[E71(Listen)] --> [& -2 Z(Sync-Received)] --> [+~ & (Established)] --> [Cll 0| & (Data)]
--> [&88!(Closed)] --> [E V| (Listen)]
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Or
[E7](Listen)] --> [&l 3-2F Z(Sync-Sent)] --> [~ & (Established)] --> [4I 0] E{ (Data)] --> [£f & (Closed)]

--> [&Jl(Listen)]

ZJ|  AHE [EDI(Listen)]2LICE. Al2l¥ HEZEH sS02= OOlEIE UYSH  TCP
SC0IHEZAN A SAEN TEH2 ot TCPEEE SollM CIOIHE & SELICH
SUHAbE=E HE QS A3 AMHZRH 228 TCPAHZAM HBS s F Acld
ZEE Sofl HOIHE ®ESELICH 0l A2, AEXes &4 Super Series)t S8 2
SAEN =00 S QUCHD ItEE &= JASLICH

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted S
Inactivity time-out

Incoming data via serial port

Established 0
<\

Incoming data
from remote host

Accept

=

Incoming TCP connection request

Incoming data via serial port

J8 4-6 TCPZE9 MEHHOI=
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2) s&

e A2l€ OoIe &5

Aelg &EXIJt Super Series? A2l ZEE Sol OOIHE 2Y MOICH COI0IE= Super
Series2 Alelg ZE HHIHO & JAALICH HIHOL DS XL L& Al2b&Se HoIeH AE0l
LHLAI Z2H Super Series= SS& & SAEN HEKLICH Ol O Hol&l Al2tsS
"2 X0F EFY0F=2(Inter-character timeout)"0l2t) & LICH (X2t EFJO0F2 0l 28 XM ¥
4.29. AlCI2 HEE OIfH+Z ZHXoIAIDJl BIZLICH TCP AI&0l HZEX 22 AEi0A Super
Series)t 83&F oz F SAEQ AHZOl EHH, Aelgd ZE HHS OOIH= Y SAE=

S

d&=a AGUO OZ2X 2§08 I e 2= CI0IEHE AHHE X LI

= LS BUWHAU LHE AlZt S0 Alelg ZEONAM diole &&0I
QLK 2e®  M& HZ0l oHME  JLLICH ol O HoH&l A2t "HIgsS
2 0t (Inactivity timeout)"0l2t2 & LICH Al2l OioleH= AHZ0

oM M ArME AL

12
kel
Im
T
=
2

r
=)
M
0
in

3) Do

e TCP 2lAY EE

01212 & SAED TCPHMIEES ¢HZolld HIOIHE &s+48 £ /UAse TCP ZE WS ALICH
TCP 2lAY ZEE HMIS ZEW ol SHe dZ RES HEE A LICH Super Series=
10242 H 666350tA EE HSE Hetotd ef 022 £330l =¥ UIits & Z(outgoing
connection)2t0l A EELICH (TCP MH Z2E)

o AEX 2B (User Authentication)

TCP Z2E0IAM Super Series = ZE AMEA 1SS XNFEUCLCH 0 360 43 ZH A2
ANEXH=E ZE HIZA AMEX ID o HAKES o0 SLICH (AFZ2A 220l A= 6.6
AEX}F 22| (user Administration) && 2 & X0HAIJ| HHELICEH)

o YUl ZZEZF

=2
TCP2Z0lA, Super Series= 24 COM ZE MO
o1

&&E =S (baud rate), HIOIH BIE 2l &8 A N B8 MEXFY
RFC22175 & 24 Z2H0|HE Z2de=z Mg USLICH (Al2lg DHoHEHE 20 28t O &

Net BE2&= 4.29. A/2/g ZE HHH+E EEGHAID|l BHELICEH)
E

A
ZE 2208 Z2OHES AIESt0 Super Series2 Al2lZ ZE O H=E HOHE =
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-
a

g0

TS @ moo
mn

=}

0

| 5t (4, Tactical Software 2 £ E Serial/lP2] SENA OEM HH& Q! LLCIt Super Series® Hs
LICt. COM ZE ZICIOIEH AtE0l 2o O &Mst H2E 24 SerialllP A
FAIDI BEEFLICH (O &AlEt 22 JotAIH &= 6. SerialllPZ Super Series AtE56f7/ &
SHAID| BEZILICH

b

bal
ﬂJIO Uy Hu

0
Ol

b

o

o OIEEHE HZ9 zliet

Super SeriesE= S SAEZEH Alcld ZEZ9 Us &£ 20 32040 K X ELICH e
Lt 223 SAE 2|[AE #Z 4T (remote host list configuration)Ofl 25 0|0l &3 SAE &=0|
UUH, HH Jts =Xte (oI8de HZQ 2t — 010 HZE A SAEQ 22 2 AFL
Ch. GIE S0 AFE2XIF I8 = Us HZQ (S 3228 EF6HL, 328 SAE 2[AENA
SAHFE gtoll et Super SeriestilM &2 SAEZ 302 AHZ0| UCHH, AR SAEZLH Al
A HLEN LS o+ Uz HAQ ZUH2 29(=32 — 3)0| & HJYULICH A SAE 2|AE Y
SO 28 O XME BEE 2BHH 425 FF SAE FHFLEIS FHZEGHAID] HHELICH

o FIH AZ

=J|& HZ(Cyclic Connection) JIs2 AME0EE HEEJUCHH Super Series= oY Alel
TEW ¢ZE HEXZREH S0H2e Alelg olEDE Sldets =& 2tA22 AISX &9
2R SAEN ZB6ted) AMEE AHYLICH 23 SAEN Alelg EXz2 29 oI JACHH,
HAZO0l =& = Super Series® A2l ZEE SollM Al2lg Xz HESE = JUSLICH 23,
MEXt= Super Series)t 23 SAEN =< WMOICH FH SAEDJ Al2E s BEUHEES
SOEM FIHCZ Alclg EXE ZAE = USLICL Al EXJt OO0IHE FINIHE2=Z
BUX &2 Mo =822 EX FEE =&8g 2RIt JS M 0l S80 SS&LIC. Jg
4-62 TCP 2EUAM ME S HHHEOEE BHSLIC

o A3 D

Super SeriesIt A SAEN HM H&cts 2% A SAE=E AZE Super Series Jb O™
AXCIXNE BXNEE Sot0 REOIDA & Z2RIE JAS == AUSLICH 0 B=20 A3 ID(Socket
ID)Ul S&H& 2XE S XNHotH Super Series)t 22 SAE(N %8 Z20 XNEE SAhgES
HAM MEG6t] Data ME0l AMEEAH ELICH MEXE Aleld 8BS L£= =0 49k DX &ot=

sAHgs A3 D2 NEE = USLICL0l S&2 root AFSXEH BHEH0| JtsgLICh) TCP

Z2E0AM A3 ID = TCP HZ0| OIFHE O &8t 82 FLICH

e TCP Nagle &112|&
TCP Z=EZ20l= Nagle 21e2l& Olete

=
o [=]
22 =2 &2 W2 dES SXot)|l Ao DetEHASH st I3 FotE X ot=0

FEELICL ddLr of ¢12lEs 20 oY B0l ds&HMIt 0IE Il = LT Nagle
ghielsd TCP 2 XE ACK S8 2401 Al MESFXZ 828 SME AT



S
Mo
0x
A
rr
[==
gk
0x
ton
=
nw
1>
$0
s
C
a

fLICH Nagle 2112|&2 0l options 0l&E06

e HIES EFOtR(Inactivity Timeout)

HlZ2s EtY0t=2(Inactivity Timeout) Jls2 AME5IEE 4dAFMS WM, HIZ2s ELHO2
SELEHUAM Hoi& gt S¢t OoIH 8&01 LHUXN 22H ZF SAESL Super SeriesAtOl 2
AZ2 Iso2 ZOELICH

4242.UDP 2%

UDPERE SX2 UDPREW JItE S U0 & GHLel AtE FojE A SAERH0| Super
Series?t SA&IE = UCt= 212 HlotH TCPR =2 Hl=x=&LICt. UDP= HI¢Z ZT2E20(D|
HEZ0l AEXsE I8 HZ8 4 2RIt lsUL

1) s&

A SAEDL UDP OIOIEHI#E Super Series® UDP 2Z XE =9 otLI0 2L, XN
Super Series= 0| OIOIE30| 223 SAE BHIEHEFUM HFE SAE =2 BHLNAM =2

2A0IX| EOISLICE oY &3 SAED A SAE BHASFHUAN 2HE

Super Series= A2l ZEE SolAd OI0IHE MSELICH OEX ZOH Super Series=
E02= UDP OOIEHO#E HIIFUCH deilth Ar2Xt= elAEN Sl ¥3F SAEZRH &2
UDP datagram= &tJ|(Accept UDP datagram from unlisted remote host)' OHIHEH=E '0il(Yes)'2
HEGIH 22 SAE SHALEFHN A2ALI0 RE £0{2= UDP HOIEHI#Z Super SeriesIt
BHEE S = USLICHL Mg ZEZRH S0H2= OOIHIE A2, Super Series= Ol
HIOIEE &2 SAE sZFEFN HoE A SAEZ MSELUICH A EZEI Z2UX

2 CtH Super Series= OIOIEHHE M &0HKl &Z=

sy J
©
[
O

2) DA
e UDP =4l ZE
TCP 2lAY EEQ 22 HIEYLICL XAE A2 4241 TCP 2C9 [jl#4s

At Z5LICH XHAMISE AtEE2 4.2.4.1. TCP 2229 =5 FHXIoIYAL.

o S50 Sl ¥R SAEZLEH UDP HOIEHIE &)

2IAEN gl dH SAEZEH 2 UDP datagram2 2H)|(Accept UDP datagram from unlisted
remote host)' J|S0| 'OtLI2(NoyE A& EIH, Super Series= 223 SAE SHIEFUAM RLE
PASAEZRH S0H2= UDP OIOIHO#ets &= AYLICH B2 elAEN g8l= &4

SAEZRH & UDP datagram= 2J|(Accept UDP datagram from unlisted remote host)' J1S 0|
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righ
0
X
02
=2
0z
1]
©
(=)
HO
fn
in
=)
0
rr
C
o
Y]

'‘Ol(Yes)E &&EI™H, Super Seriess= A SAE

HioleOgs 2= XYLICh

o =F0l 8= 22 F SAEZ SO

'FE0 gle =2 ¥ SAEZ MEGHII(Send to recent unlisted remote host)' 7101 '0ll(Yes)'2
S & EH, Super Series= =20l Super SeriesOl &=8H 223 SAEZ [HO0IHE MSELLCHL
S50 = 22 A SAES Super Series? HY Al2ld ZEW EX5S ;A X SAE
SEEHUAM LR %2 FBE SAEE LELIO. =& Super Series= A& SAE
SALTUNAN FHE SAENE OOHE dsE = JUsLIC 220 2= 22 &3
SAEZ

& &01J1(Send to recent unlisted remote host) J|s0| '0tLI2(No)'E2 Z& &M Super
= #8 SAE SFLFU F4E SAENS OOIHE EYLICH Super Series= HI&s

Et Ot=(Inactivity Timeout) =2 =50 = 22 3 SAESE JRAELICHL

(9]
@
=
”
rl

le 229 ¥F SAEES |Xot)| fof HES EI0tRS AIEELILL
= AEQL Super Series? Alelg ZE ALOIOI GIOIE

S
Hd&E0l 812, Super Series= Al2lEd EZEZRH =SS0 2l 229 2F SAEZ (Al
[mm}

HOIHE EUX &= RLICL =, UDP 2E0A HIE&= Et0t=0lgt Super Seriesdt =SS0
o= E2o A BAE

ol
E KXot Ao 2eldt= A LICH UDP 2EUAM AL XL Hl&S
EIAOIRE 022 HEHGIH, Super Series= Al2lZ ZEZ2H S50 Sl |2 SAE2 Hd

5
CIOIEHE 2WXl = RSLICH

e A3 D

Super SeriesIt A SAEN HM H&cts 2% A SAE=E AZE Super Series Jb O™
AXCIKNE 2ALES Sot0 PRotLX & 2RI JAS = USLICH 0l ol &30 ID(Socket
g A

a2
XI™5tH Super Series)t &2 SAEN HFHg F20 N¥eE 2XHLEs
AN MESGHLD Data B0 AIEZAH ELICH AAEX= i 49X DXl &otes
ZAEE 23 D2 XNFE £ USLICHLO0I =42 root ALEXCH HZFO| Jbts8LICE) UDP

SEUHAM 2320 ID = 2= W20 =IOt ELICH

=
o
ne
e
fob
A
rr
m
[l

2 olEdiold 2E0AM, Alelg ZE Z=2AMA=E OHXl Alelg EXo 2= 2

o
SXHELICL Al2IY ZE T2NAS OHX QA s 20HY, AT 2

o
»
B
s w

S 2D Y
Cot SEELICL T3 28 ASE I M2 gUth 28 NS08 2= OSD 22
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e 0|0 AFEXIY Al2IZ EX0 2= 2EHO| US L.
AZX A2l X0 NMstd HZ2E Z2E0|
Series2 WHE == USLICE AFEXIE o0

Al IPEA(EE SO

o =39 FAFH SAEZ A2IE HOIHE 2 2RIt US 32
Aelg XM =2 SAEZ HO0HE 2U0oE 8t 2
HE =0 Al

Xl A Bl ColeH= ® BN OOIH &5 MHZ, & BM ColtHs 5

X
B AHE 2 = ASUICH AISXH EXI0t ofioF & €2 XA ATD(T) XXX EEs 2

MHOLCH IP F=2&(E= e F)S Btr=s AL

Super Series? 28 WHZd 08 ZEZE AEoIH, AIE2XE= Al2d
HIES IO A AZE £ A2H, Ol Hstd RES AtEote 220 M

Super SeriesOlA XI2dte RS AT FFOW HZALICH T& 4-70AM=

SELIC X 4-2=

AZoH)| ?Iol ATDA SEE AIS;UE M2 Al2lZ ZE FE S5 X E EHSLICHL

= e s& sg °
(verbose code)

++ gg 28 22 =4 s

TCP ZEZ TCP Z0/ME ZEZ AHE 5 HAE
ATD(T) A2 SAEZ F&=S ATELULCH .
[22 P £= i d30l9,
H]:[& = ZE][CRILF] 0l) atdt192.168.1.9:1002 ;OJL\INEST_[QRDL[LF]
c= 0l) atdt1921680010091002 ’\TOE&R?ﬁHEgE’R L
ATD(T) IP =4 192.168.1.9, ZE 10022 S ZELICH. e 01213 u[r/\Hl[ Dq]
22 PEz ze)| (@ewss AN 6) A [*CFE][TFTO*"
[CRI[LF] 0ll) atdtss.sena.com:1002

EOHQl =4 ssssenacom 2 ZE 10022 HZEHLIC
AT &= ATZ [CRI[LF] TCP A3t Al2IY ZEE =J|3t8tLICH HB5HY,

- OK [CR][LF]
ATA/ [CR][LF] OtXIer 932 et=gLCh
— = Al IH5HH

TCP ZEZ TCP AlBl ZEZ2 HFE =, TCP AEHE | S !
ATA = (L 2 WHELIC ERROR [CR][LF]
[22 ZE Bi5] [E7I(Listen)]2 &&F &L P._ )
[CR][LF]_ - @™ OHE L, 22 ZTE BSII HAIZX ZOW,

Chal TCP A& OHOHBI =, 22 ZEJL ArEELICH

E,EO0: 2 &&3Z oHAMELIC
ATEN [CRILLF] EL 22 &XaLC
ATON [CRI[LF] 0,00: HIOIEf RE2 MBHEHLIC

Q,Q0: SE2 EAIELICL (IZEE)
ATQn [CRI[LF] Ol SES HAGK 2aUd

03 2SUF AEEe, KN 20| BHEELCL D210 UA iZsts 2201 USULCL N2 252 AF5K %o

Sgo0l SURLICH
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ATVn [CR][LF]

V, VO: && = <numeric code> [CR][LF]
V1 (EIEE). S8Y = <verbose code> [CR][LF]

AT&Dn [CR][LF]

D, DO: DTR(PC) A& E SAIELICH
D2(CIZE): TCP M& HAZZ SHMELICH

AT&Fn [CR][LF]

F,FO,Fl1: CI2E 28 &3dgts S7ELIh

AT&Kn [CRI[LF]

K,KO: & MOJt gisLICh
K3: RTS/ICTS S8 HOH (LIZE)
K4: Xon/Xoff (K& & M)

AT&Sn [CRI[LF]

S, S0: DSR(PC)= MLt =&LICH
S1: DSR(PC)Jt TCP SZ S B0 ELICH

H,HO: & TCP H&Z= SHAMELICH

ATHN [CR][LF] 2= CIOIEDt ALRIELICE OK [CRI[LF]
H1: &M TCP HZ 2 SAIELICL
1,10: “Sena Technologies, Inc.”E HA|&LICH
ATIn [CRI[LF] I3: @Y BISS HAIBLICH <=
2 22 :“OK'S HAIELICH
HIZS EIOIOIE n22o2 HFELICH
ATV [CRILLF] T, \TO: IZ'E EIOIDE ABSIN 2aUC (CEE OKICRILLF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | o, o
AT&Gn, AT&In, AT&Qn, e OK [CRIILF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
ATS?, ATSn=x, AT&Cn, .
ATEWn, AT&Zhox AUS ERROR [CR][LF]
n0l 10/™
- OK [CRI[LF]
H=
ATFnN [CR][LF] oS = zooiol
ERROR [CR][LF]
n0| 00|2+¢
- OK [CRI[LF]
ATWn %S ez
ERROR [CR][LF]
T 43AT 30/ 88 2=

HEA IE(Verbose Code)

(“ATVI” Q0| MBS %)

(ATVO" 220l MBS 3)

Xt 2E(Numeric Code) &9

OK

CONNECT

RING

NO CARRIER

§o
0l0

ERROR

0 =
1 o
2

3 o
4 = gt
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HelloDevice < ATZ Serial A
SS100 ATZ > Device
OK > Command mode
TCP connection
Leauest ATDT
| al
ATDT >
TCP connection
Established.
.| CONNECT X
» L
ATA.... ATA.... TCP mode
DATA.... > DATA.... I
i+t
Request TCP _ATH A
,_disconnection
< ATH >
T_CP . Command mode
disconnection
> OK >
>
NO CARRIER

v
18 47 28 0l&dol8 29 ZFIGI0/IEH &8° HFFO! 0f

425 33 SAE gE34&F

&E0l AS [ Super Series2l Alelg ZEZ2H HI0IHE =488 SAES SES LELILCL

TCP Z2=0lA, Super Seriesdt 1x 223 SAEQN FHolk RE ME OHlstH A2l
(]

LEZRH OOHE #4g 2X A SAEE HdFE ==&
SAEZ HZO0| O|RHACHH, Super Series= 11Xt A2 SAEZQ HZFO| AIHE MMX= 2Xt
2A SAEZ HOIHE 2WX Z&LUICH 02D 1X 22 SAERZ 838 4 e =Xe 20

Super SeriesJt 1Xt &3 SAEQ AHM

18 4-82 & MEX QUHHOIANAN EH SAE SHFEES 20HsUILCL (TCP 25)
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Serial port configuration - 1 : Port Title #1

Enahle/Disable this port
Port title
Spply all ports settings

Host mode configuration
Remote host configuration

Check Host # Primary remote host IR Port # Secondary remote host IR Port #

[l 1 192.168.14.1 6001 192.168.13.1 5001
Il 2 192.168.14.2 600z 192.168.13.2 S0z
Action on remote host & add  © Edit € Remove

Primary host address

|
Primary host port |
|

Secondary host address

Secondary host port |

Save to flash I Save & apply | Cancel |

Port IP filkering
Cryptography configuration

Filter application
Serial port parameters
Modem configuration
Port logaing

Port event handling

g 48 &
4.2.6. Port IP Filtering &3

J¥
}0||
8
Im
o
Oy
0
0

Super Series Alclg ZEN H&E dEol= H SAE= IP =24 filtering # &0 JI=6tH X
& £ UASLICHE AEXEeE & 4 2 subnet maskE N30l S8 SAEIL Super
Series A2l ZEN HSE > USSE SISELICL XAE HE2 A4 35 IP ZEHEZE FX6

A2,

Serial port configuration - 1 ; Port title #1

EnablefDisable this port
Part title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering

Allowed host 1P |D.EI.D.D
Subnet mask to be applied : |D.EI.D.D
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modemn configuration

Port logaging

Port event handling

1&g/ 4-9 Port IP filtering for serial ports
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427. 2453 A

Super Series= 22 02d0l8& Z2EUDP ZE 0OIY)E ZES TCP ZEWAY &
N& g XI2 g LI

st

tol

4.2.7.1. Secure Sockets Layer(SSL) & Transport Layer Security(TLS) 233 J| &

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the
Super Series)t 253E HEWA SSUTLS &&3 JIHES Xdolse U2 EXsH sS4
USLICH

SSL2 Netscapelll SIoHAl Z2t0IHEQF MBi2toll AFEoH0l fAoHM JHEEASUICH  SSL
doldie B 28 ZI2ESE0 420 JLD HTTPR 22 MECAHOIE Z2ESUHM 15 2
= USLICH SSL2 otE A, WeE =5, deld OE & ZZ2EZSZQ HEIs =
USLICH sSL2 UWEAIN Z2HAH S&lot= OHE2IAH0IE0 oI 2et= Al
HEcIAHO0IE TE2EZ0 TCP/IP AOI0 U= &5 doI 2 T2EZ LI

LS2 SSL2 HHO0IEE HAEYLICH 0l Z2&E 22 Internet Engineering Task Force (IETF)S
L0l QA IHLE Internet RFCUOIAM XIEELICH TLSS SSLOI &atE SEHOILD ZSH0lHE
MB & & ottt MEZ2 ZZ2EZE N&Jotkl 2= B2, SSLZ Wit HEHE
KNEELICH Metd TLSZ Ol&3ot=E A fH&Eoz HEX 2 ALICH

0 ox

o

_|
Fll'

o

HA
rr

[e)

ro
>.

0
FIO

&2

SSLITLS M&E AXGHAH M2t 2c2t0IAE A0 SSL HEHO0IZct] =2l= AKX

wWeo| ZRELICEH SSUTLS Z2E22 &5 Il(public-key)2t THE Il(symmetric key) & 3}9)
LTES AIEELICH & 3l(symmetric key) 25 3t= S5 Jl(public-key) 2532t HIWHA SN
iSLICH StXIgt S I 2SIt A5 YE HilMds 80 ZSLUOL SEHI= MHIL
2= JIE AMEHM XHelS ZU0IHENM 2ISdtD A ZU0IHEI W OS HMEANA
ArZE e 253 25 ols el ol 8X Sol AIEE Ua 18 Mdolse 22 ool
SLICH 2teE HEHOITS &M AEE USh 201 %4E = ASLIT

1. 2210I§EJ} MU0 22t0191ESl SSL/TLS BIA $5, AOIT(cipher) &5, X2 A
A OO0, 121D MHIJl SSLITLSS AI235t= Z22I010EQ Slsts Gl 2R3 o
= ¥E= Pyl

2. MBIJ} 22019E0 MBIl SSUTLS HA #5, AMOIT(cipher) &%, 2A92 ML
CIOIE!, 21D Z2H0IHED} SSLITLSS SoHA ABISH SAlats Oiol Zest 02
= PULICH MBI £8 KA ASAE 2D Y Z2H0I9EJ 22H0I9E 10
LOs MU NS QSN Z20IMES AISAE QEELICH

3. Z20I0ES AHE 915510 YA MBI Bu 22 HE2 0S8LICH e A}
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N premaster secret2 Pt=1] 0l2dE AH
N 2UHENE AtZ2oHA 2S36tH 0l 2 S3HE premaster secretS AHZ 2 ELICH Of
O Ak2& ALOIIH(chipher)Ol M2tA SH0IHE} MBIt EHg = USLICH SSLTLS
= H2 0 "ER&" OtAE AIZRH2 44 WSRO0l Tet et Ut
MBI 2ct0IHE 1SS R+ote ZREEAHOIZS & SAH)ME oid 22H0IHE
Jb O sH=4lola0er AL SctoldESR A geidl HOoIEHE ArELICH Ol
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Hets oot ol ALESl= tHE J1el M& IJl(session key)E MAaHLICH L8t
IEQ MB= 0l OtAE AIZXE2 AMEHA SSUTLS HZBZS Soll S48 A2t
OlE{el RZ H(integrity)2 ZZS&HLILC

SCcOIHEZRHS HAIKX
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MHZ 2YLICH £8 Ae =032 MY 222 3

= HAIXE A= A
dAxz= SEHE g5 HAIKNE SYLICH

SSL/TLS HEHO0IAIt 22 =AU OIM SSLTLS MEOl AZZASLICH S2H0IHER}
NtH= 0l M&E JI1E ALEdM AZ2H0l S48 HOIEHE &¥s3totl] &5 oi=otH O
toleHS 2248 SSELU
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Client Server

Client Hello
#
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text P ServerHelloDone
Certificate
ClientKeyExchange
Certificate Verify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
Cipher I
icati < > Application Data
Text Application Data < pp

g 4-10 28801 SSLITLS AHEHNO/IZ ZZ2AHA

Super Series= TCP 2% AEHW 2t SSL/TLS A L= Z20/HEZN HSE = USLICL
SSL/TLSCl TCP HZO0| 22 SAEWNAN HM AIXECIH, Super Series= SSL SH=E4013
SOHHl SSL/TLS MHZEMW =SELICH BHlE, SSL/TLSHS| TCP HZ0| Super Series? Al2l g
ZEUWHAM OM SH AIXECHH Super Series= SSL SHEH0I3 SO0l  SSL/TLS
ZCl0IHEEZ M X SELICH
AMNEXIL SSUITLS €5 D
SLICH

1S
jo

AHS

o

([

==

, MEX= O

010

o 22 =

o

24

o

A
e

un

g0

e AIOIIH #+E(Cipher suites) 4 3l/HI &4 35t

Cipher suites= SSL/TLS HZ 220l A& = HIHA (asymmetric), CH& (symmetric) 22|31

of#l(hash) Z1el&2 X&ot= OOl AISEe AHMYLICH HIHE Zoelsde MH E£=

Scl0IHE(SHE)2 MW OtOICIElEl(identity)Sl Z&Dt HIZ I E2E oHMSHH wWetct= dlol

ArSELICH OHE Z1elE2 SSLTLS ¢2EsE S HMEE WS HOIHE 233t dt= dlol

ArSELICH di4l 2nelse &3E dioIHI 88 & [
o HIE gnels0 ArEE 212 201E XNEE

220IHEI MHE SSLITLS HZE ol AtE Jtsotl At&E6te! ot= cipher suitel =5
LICI. MBE 0 852 XAl X&& = cipher suite?t BIWGoHA 0 S5 S0 AHIE ASE

UL AtEoted ot= R B cipher suiteE S LICH ZS2t0IHAES M= OIM 0l cipher

=

S
=

S

ol
x

o O
&
OU
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cipher suite?] M2 FHA SHF W 2ot QLIAAEN Ot etELICH RSAN JIEt2 & cipher

suiteS 0| Jt& 20l A X0 £& BHHAME O p?

Super Seriese [l cipher suiteE XI5t AIEX= o
5

o
HIZ2A&3 &892 M 2 ciphersuiteS &8 & UASLICH

_‘.‘2

S8 “ol”2t2 otH, Super Series= SSL &
NE QIPELICH B2 AIZXDF Z210/19E Z
HEHIOIZ ZEZ2AMA (BHH 2)8 Z240IHE

012 TZAHIA (A
SE0l ot 2t
OISNE 276X

Ol

10

(7))
c
e
@
wn
@
a
wn
rr
()]
wn
[
|'0II

e OISA XQl &l A(certificate chain depth) &35
CIZEAM Mele g mMele CESAI Flol Qe ASMU oM AeldeE X2E, UASMHES
MOIALICH O eIEAM Moo sSHE2 IiM(E= =S(peer) ASMUAM &g = U= CA

SS(peer) AUASAU ALIECZ M

O

0
rr
o
o
2
In
rr
>y
1o
C
o
0
>
fr

OLOICIEIEIE 2 Z&LICH 2t ASXIL e CAE Q=& = MEXY RE QSA
CleEe|0l oHY UEAMS AFZ20l UCHH, 0I1XE2 ALZRIE AIQIE s UEAM L& dglg =
[UCt= A2 2I0I&LICE. Super SeriesOlM ArEX= SN Xol A 5 HSHHAM Super
SeriesJt AIEAM MMM 4lZ2i= CA UASMHE HOLA e JMGHR UES HF010F ELIC

["E MEIGHH, Super Series= SHE E 0180l 215Ae

f SA
NE EZELICH ety 0l S0 LXIGHA %£2H Super Series= & &
L

CN(ZEt 0I&) LXlIst

SAEZO A QIEZ2 ZZELICK BHUE AIZXDL 934 CN &FZ SEOl “otLIL"E
S ENGHH, Super Series= e SAE 0|01 S AL CN(E 0I18F) LXIot=XIE EZHotXl
ESLIt

iy

Super Series= SSL/TLSZM &SE [(HOICH CN(2E 0|8)2 B2 &HLICH
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Serial port configuration - 1 : Port title #1 -—- Move to ———j

Enahle/Disable this port
Port title
Aoply all ports settings

Host mode configuration
Fermote host configuration
Port IP filtering
Cryptography configuration

Engryption method S5Lv2 =]
Enable/Disable cipher suites :

¥ SS5L_CKE_RC4 128 WITH_MDS

¥ SS5L_CKE_RC4 128 ExPORT40_WITH_MDS

W s5L_cCk_RCZ_128_CBC_WITH_MDS

W s5L_cCK_RCZ_128_CBC_EXPORT40_WITH_MDS

W S5L_cK_IDEA_128 WITH_MDS

¥ S5L_CK_DES_64 CBC_WITH_MDS

¥ SS5L_CK_DES_192 EDE_CBC_WITH_MDS

werify client (int server mode only) NO =

werify certificate chain depth . |D

Check the certificate CH : MO =
Save to flash Save & apply Cancel |

Filter application
Serial port parameters
Modermn configuration
Fort logging

FPort event handling

g 411 &3 F4

4.2.7.2. 3DES 2353 JIY

A5 JIYHE 3DESE & FoIH Super Series= 3DES(168 bits) 25 3E N&EUHA CHE Super
ASLICH

Series& X| &£ = HelloDevice Pro Series®t SAI& %=
12 4.12= 3DES IH29 Y 2E ZUWS E0F1D USLICH HII0A 2 229 o0l= s
2 &LICH
20| H Ol & Y (M <21)
18 4-12 3DES {2!9 dlZ= =g
[ Dlol

2Z0l= 8-bits =X LICH 0l 20l= WEEIOIEH % IHYE)e Z0/1E 20I&LICt. 3DES = 64
|E =5 XIH(cipher) €102I&0110 KHII0AS Z20l= 8(64/8) Bi== O0I=0{ &HLICH
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e IliY(Padding)

2 Z2& =5 XlH(ciphen)2LICH THE &t Y @Q~-8)UHA2 X IHE HIOIELLICEH
Super Series® 3DES Z1clS0HAM =3t OOIH IH2! MA0M AFEE J19 =J| HH= 3|
EE0AM SEELICL deln I 252 MELN 24 I 22 MEHAM MEELIL T& 4132

Key Block(32-byte)

Key (24-byte) IV(8-byte)

g 4-13 7 R&

Jl 25 Us 20 U
Key_Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key= Il E29 XS 24bytes
IV(Initial Vector) = 21 52| 0FXI 2 Bytes

42.7.3.RC4 253 J|H

253 IS RC4E2 HESIH Super Series= RC4 2S3HE MAUNHAM Super Series& X 2t Sl

& £ USLICH RC4 25 R=0M Super Seriess= AFEX 74 Il €2 Aol 2E TCP
AEEE 2d535lotn GHSELICH. RC4 JIEH2 AME6IH ol L= M2 AISotXl Z&LUCHh
RC4 JI®0| 3DES JI¥2CH =0t WS LICH

Super Series= AFEXIE A2l ZEN HEE Al2lE EXt FH SAEZH &= OOIHE
&g = UATS NFELICL Z2H ScHoE Rd2 0legg k2 A2 = USLICHL
APZ XL AHAISl EE OHE2A01E Z20#HE MESHUE Super Seriestl ZZ=ot) ZE
OHEZcAHolE 24 HSE AMEBoHAM Z208e 0|8n xE PHE £ JUSUCHL ZH
OHSclaAlolE L0l CHEE XHMIEE AME2 94, AIEX Ao TDEE XL D oIS

HXGHYAIL.

roh
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Fo @FZ (=00 I S2YS NABLICL DY G20 HEH THE AMES 6.11. AISA
DY Y2510 HH2 BESAL.

Serial port configuration - 1 : Port Title #1 -—- Move to ———ﬂ

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Filter application path @ |fusr2-fdefault_ﬂlter
Filter application arguments |—pD
Save to flash Save & apply | Cancel |

Serial port parameters
Modem configuration
Port logging

Port event handling

& 4-14 ZE OhEc/F0l8

Aelgd ZEN Alclg HXE HZotAH oY Super Series2 Al2lE EXe HAZE A2l
X2l Do ==t 2 XIoH0oF LICH Alclg S&lol 28 HiE+== UART &4, AlclZ
HMEES(baud rate), OIOIE HIE, WelEl, A5 HIE, &4 MO DTR/IDSR &4 el

2 X2 (inter-character) EF 02 S LICH

e UART type
X Super Series®t HY Aleld HX= Al2lg S& A0 LXdH0F &
RS232, RS422, RS485(echo) 2= = RS485(non-echo) 2= S0| US
£ HZo)| M= Type B 2EE HAF&LICH
Super Series= echo 259 non-echo 252 & JiXl &4l RS485 S4ls XNEELICH 0 &
L= 2% 281 M (two-wire) 2= 2 LICH. RS485 ec
= non-echo2E=0lA BtEGtE S&0l RCEH IUsS2Z e AlelZ
A

SAo B A4 A0l CHEE XHAlS

H

o A2lg d&=T(Baud rate)

Super SeriesOl A AIEE = U= Al2lg BSEC= O3 25ULCE

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200 ~12|1) 230400
ZI| H&E J|2at2 9600 LICtH
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e OO HIE(Data bits)
BIOIE HIES 7bits ©= 8bits2LICH XJ| XS J|=23t2 8 bits2 LICH.

Serial port configuration - 1 : Port #1 --- Move to ———j

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters

Type : [R3232 4
Baud rate : gE00 -

Data hits IB hits vI
Parity : INDI‘IB 'I

Stop bits 1 hit -
Flow control Im
DTR behaviar ; |Always High  ~|
DSR behaviar EELE =]
Inter character time-out (0-10000 msec) |I 0o
Save to flash | Save & apply | Cancel |

Modem configuration
Port l[ogging
Port event handling

& 4-15UART &

o 2| El(Parity)

IHelEl= none, even == odd2LICH =D &&8& JI2 22 none LICH

e A S HIE(Stop bits)
AS HIEE= 1bit £= 2bit2LICH =J| &F& J|2 g2 1bitLIC.

e S& MO (Flow control)

ZJ| 48& J|12 22 None LICt. Super Series= XON/XOFFE At&6t= 2AZEQN S& MO
2t RTS/ICTSE AIE56t= GtE9I S& MO E XI&ELIC

ATEANH S8 M &
SoilM OO0 S& 58
AOIOIA &S E =1 &
9. RS232 ZEL8+0]
L2 TER0 E£= otEF0l &

ro

S22 (XON/XOFF(0x11/0x13))2 S i SiZE XS H
b, SIER/I S8 MO 2= = i =

2M HI0IE S4 522 MO LICH

Fol gAlZS XIEELICH RSA22 2E9 RS4A85 ZE= 0E S22
2 HOolE XR6IX ZSLICH

i o 1>
10

>

=

oot

C

(_l

o)
Oy

OI
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e DTR/DSR =%

DTR/DSR Z2| E&= A2Ig EE MSE AMEdHA TCP (2 &EE MOSHAHU 28 &S X
HE 0=cl0lE ot= Ol ASLICH DTR2 MI| M E(write-only) £ &S0l BHHN DSRE &

)& E(read-only) &8 AISALICH
@)

DTR £ SXe C | B4 E BUS HAoR &
=

alo
>
=

H&E & USLUICEH always high(&ra
=5), always low(&4& &5) L= high when open(£€& [ =&). DTR =20l high when open ©
Z 4¥3& E=2,DTR Bl TCP HZ0| 88 & 30 high2 |XELICHL

DSR 28 &2 U3 & M & = otz 832 =+ USLICH None(HS) L= allow TCP
connection only by high(== [/0/2+ TCP &% Z 6/&). DSR €& =

by high 2 &0l ©/® DSR 430t XS2HEHUAN =2 &2 HE [, TCPIt HEELICH £
St DSR AlSJF =2 AHLMo, 23 SAEZLHS TCP HZ2 51E56t1] UDPZ OIOIEHE
BHSLICE DSR AISIE =2 AEHUAM YS AEZ BeE M, RLE TCP AZ0l ZHILICL
Super SeriesOll H& & HHl= X4l DTR 4SS MO 2ZM, Super Pro Series® TCP HZ S
Hog = UAsLICH

t, 29 olsdold 2ZE0AME DSR 28 & & £F0 &2t 2101 DSR &EHIt low =
HotH 22 SAEN s HAZ0l ZHXIA ELICH

F9: DTRIDSR && l#& ZE0/ 283 H0iAE YEHWMHE 201X ZSLICH

rel
-
0x
07

%0l allow TCP connection only

e =2Xi2ZH(Inter-character) EFAOIR
Ol DHOHH === Super SeriesI)t 2 HHNA &M Al2lY OOIEHE S2=00 2R A
QLICH oY Al2lg ZEE SoHA HOIEII EHLLD Ue B, Super Series= HIOIHE WE
HIHOI MEELICH HY WS HIHOF &3] HAM UHLE 22 Al2E 24201 24024 612 0t=
(Inter-character timeout)2 2 XI&= AlZt LHOI &8 ZR02t Super SeriesJt HIH0I SHU=
HIOIEHE TCP/IPE SdllA MSELICH 2X2t EFY 0F=(inter-character timeout)0| ‘022 A& T
H U HIHO MEE OOIH=E HMst XIHE 80l SAl 8&ELIC
ZH 22X BtHot=z=2 AFEXS OHSclAoIE 0 et EetELICH otXIg A8t XIEE 240l
EWAMS 24 otk 2HAZC0E H0F LD HE =% Al2l2 EEDJF 1200 bps, 8 OI0IE HIE,
1 A8 HE £ W2lEl S (noparity) 22 E&FEJACID IIEN B AIL. 0 B0 stLiel 24Xt
£ Md&ot=dol 28 MM bitel == 10bit0l 2 otLtel EXNHE MEct= Olol 228 AlZt2
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms & L|C}.
Cetd AtEXtE 2At2t Bt 022 8.3 ms2Ct A Z&GH0F &LICH 2Ar2t EtA0ot22 =Hl=
HE2 L =(ms)LICH
AMEXIL 22Xt SeriesE oLl M2l g SA 2 S0 Super SeriesOl HZE A2l EX=
EX ALOIS] 2XH2H EFO0FR0l XIS AIZECH B2 2XE dEoior 6t OoIE2 &M 20l=
Super Seriesli 2 HIH AJI2CH &AL 20t0F &LICH Super Series? Al2lg S4& HHIHS 3D
= 256 bytes2 LI Ct.

i
U
¥

FIO
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4.2.10. 249 M

Super Series= Alclg EZEZ9 AE B AAS XFASLICL AZXIL Alelg ZEN 2=
HAZotel E M 28 P4 HOIXIMA DCD s&1 2 init-stringS &S0 0F2H &LICH
2:

[}
(o] [ Y |
Super Series= SAE ZEJ TCP ZEZ £3 TS A0 2 2= X2 ELICH

B

Ol =8 &4d3tst 2R, AFEX= Super Series® Al2IY EZEN 2EsS AME AZE £+ ASL
Ch. Ol DHOHEH==D} EH3lEl B0 = Super Seriestlfl & ZEJ 28 S 29 ASEC D 2§
LICt.

e & init-string

AMN&Xt= Modem init-string OHJHEI=0lAH 2 & Al & S(initialization string)2 XHAIS] DEN YL
N HE3E £ QUSLICLH Enable/Disable modem OiJHBi~E E & (Enabled)Z H&ESCZM Al
HLEDI} HLE Alel g

=
28 2tz 4¥LAZ2 WUl= Super Series= DTR T AlS AS0| EXE
==

HE F40 2= OOt HE 2 HOICH 28 A AEEES g AlclE ZEZ =dE

-

e DCD S

DCD &Z0| &t0] & Hoyer TCP &Z 5/&(Allow TCP connection only by HIGHy22 &3
Super SeriesE Al2l€ EZEQS| DCD AEHIF GI0I(high)Y O A SAEZLRE HA
ZELICLH 0l JDIs2 MEXIL Al2lg ZEE Oojgel 28 2 E(dial-in modem mode)=Z 2H A
d g ol 238 JIsLLCH 0 Z2<0 0/0] HZ&E 2E0| SiCtH Super Series= TCP

J
Z 2 GIEotAl ¥sLUILH

0

(i}

Uo
Qu

=

=
S

Ou

I
e

o XIs oMl 2 A2

A& ofA Z2E 2Z0| Enable2 EXFEMH, 80{& © g UCHE 2E

TCP HZ0| £32 MOl Super Series= 28 AZS Z&SLUICH 0l S&0| DisableZ #&E &

Lile LE TCP A&0| s8It e 28 HB2 ZolX $ASLICH 0 s dF80e &
Cl

StH 2| =)
DHE Z otLe ZE0l HE2=S €28 AN M3 HE=2 Hellte AS 8oty Al
=
—

[
=
0z
10
—
(@)
o
1)
N
o

AFETIOF CHOIY OF(dial-out) JISS ALZ
SILICH CHOIY Ol YEs o ]

Jl W=2LICh

2
e
P
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Serial port configuration - 1 : Port #1 --- Move to ———j

Enable/Disable this port
Port title
Apply all ports sethings

Host mode configuration
Raemote host configuration
FPort IR filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Enable/Disable modermn ; |Disab|e vl

Modem init-string [ale0s0=2
DCD behavior |r-.'l'li‘-lE ;‘
automatic release modem connection | Disakle =
Save to flash Save & apply | Cancel |
Port logging

Fart event handling

g 416 28 R4
4.211. ZLE ZZ(Port Logging)

ZE 2 JIsE MEGIH Alelg ZEE Sdld 22U O0I6H= MEMORY, ATA/IDE & C
A3 JIE, SYSLOG MHB £= NFS AHe E2 X S0 MEELUCH

on

o IE Z EH3YHIEH3IEnable/disable)
&= S

220 2435 = HIZASE HOFLICH =J| 8F2 [HI2 A sH(disabled)]

o IXE 22 HE X

ZE 27 HOIE= Super Seriesth® 022, ATA/IDE & ClA3 IIE(PCMCIA &% EH%),
NFS Ml &HE X E£= SYSLOG MO HEE = USLICHL WE HZ22E MENA =
27 OO0l E M&Eodle B0 = Super Series?t HZ Mol 0l ZE 27 OIOIEE AL ELICH
AMelgd ZE Z7 HOIHE 2Xotddd M&E fAXIE ATAIDE 1& ClA3 JtE, SYSLOG AH
L= NFS MHZE HMAIL. OIZH otedAH ASEXIL AN HY OHXME *46H0F &LICH Ol

OHAMIOH HEGHH AEEX 22 ASX= AIHHIOIANA ME RIXIE Hd&HE = ASLICH

e IE 21 HHY 3

Ol BpfE4= 202 ZE 27 [HOIE S ML e
OHHE MAE Mols ZE BIHo ®H 3I1J 3200 KbytesS =2 &
o DE TE WHESO 37|19 &0 3200 Kbytes 0I5+0{0k8+ BHLICE) =

=2

2 10

I22IE ArEdiA 223 O
LICl

2
=

(2 Al2lY ZE

(.

fn

| &3 g8t2 4 Kbytes
LICt.
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ATA/IDE & [ClA3 JIEE MEdA 21 HOIHE MEE M ZE BIHS =0 = oiE
JtEQ E&0l Met et& Ut

NFS AHHE AZoilA 21 HO0IEHE MEE Mol=s ZE e 2 2I1= M=K ZsLch
AETL e ZE 22 AMASH X=0A NFS MHE F&ali0F SLICH

SYSLOG AMHE AtEdHA 27 OI0IEHE MEE o= AFEXIF ZE 27 BIHS 3JIE &3

=2 =2 o
s = glsUh

= T

Serial port configuration - 1 : port # #1 j

EnablefDisable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port logging IEnabIe vI
Port log storage location @ Ir\\-ﬂerrmrs.I vl

Port log buffer size (KB, 400 max.) |4D|]
Save to flash I Save & apply | Cancel |
Port log
=
=

Clear Fetresh |

Port event handling

—J& 4-17 Port logging configuration

Super Series= AIEXIE ZE OIHIE S8 F2d= SollA AlclE ZEZ AZE Alele A0
A OIOIEE ZUEEIL HIoIEN 8SE = JAs == HMIEUCL. 018 JdUE AIEXs
email/SNMP & & (notification) £= ZE OIHE HSY RHS SoHA Aleld ZEZ AE EUH
& dE8s EcANEg 2 AdIE ZEE JIFEE d2Ag & USLICL E8 0l JIs2 ASt A
2= EXE SolA OOIEE ZLIHEGHLE AHE EoE IS 88X ZUAS Mol 22 &
XANE HE 2Z2l/Ho & = QA HSLICH L8 Super Series@t oild AlclZ &EXI2tel HZE el

|
U

o o
|0 Super Series®t #Z& SAEZIS TCP H& AHE ZE IIRE ASEHU 22 Y$He=Z

tejot) 2LIHE & += UsLICH

]



2120 OIIE0 CH

SNMP EE &d&, 38 M8 = 2=

o
I
i
n
a
0lo
=)
4

2 = USLICH AHIINAN BtS(reaction)2 email 8 &

=2 Xg0l 2 = UsLIth

t(enable)dH OF &

||
o ¥0||

' Super Seriest

e & ZHA(Notification interval)

Super Series)t ZE O|HIEEZE sHEsd &0 UAAHM Eg(rap) Hl= RS &
(Notification interval) OHIHH =S AIE&LICt. Super Series= & 2

2

SNMP EY¥ s SEYLICH 28 2t AlZE HHE AME HOE JI/FIEE EXELILCH 0 DHHH=

o B
o
D

3 e
2 o
Ry
iy

4

O g0l Ho® AtM HOE IS0 =2 BHSotIl 20 AIAYE IS 0l Ml SLICH At
XL 20t =2 = Ys It 2 gt= 230 AIAE & MES zlas & = USLICH

e Email & (Email notification)

Super Series®| Email €8 Jls2 43 L= UEH3S ote JlsYLICH Super Series Email &
g 2¢ M 0lXE SMTP Mt R&EUAM &E SMTP AHE AMEELICL. SMTP AHIL H&
OHHl AKX LUAINLE HIEHS T UACHH Email Jls SAl BI85 ELICL SMTP M 2
o 2 KM 882 3.4SMTP 2 XA AIL.

e Email NS

Ol === AFE HOE JIRKEIL EX EIAS [ Super SeriesOll SloHA EWHE Emailel M=
£ ZFgLIth

o XS Email FA

Ol Do == AN FHOoE JI/FEDt BXZUS I €8 HEs &S =ANE 3L

=2
Ol DiOHH == Super Series2 SNMP €& JIs=S &4d3st L= Hlg43 &L

e SNMP Eg9 N2
Ol B == AME FolE IIREIL EXEUS M Super SeriesOl 2AHAM ELHE SNMP E 9
HEs 8L

e SNMP E8 £4AIJ| IP(SNMP trap receiver IP)

|2 JIREI EXl A2 I SNMP EY

=)
=
=
£
i
rr
=
o
0
|0
1o
ou
o
4
[
ol
rr
n
Z
<
av)

m

i
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Serial port configuration - 1 : Port title #1

EnakblefDisable this port
Port title

&poply all ports settings
Host mode configuration
Femote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Port event handling

Port event handling

Motification interval (30-2600 sec)
Email notification :

Title of Email :

Recipient's Email address :

SHMP notification :

Title of SMNMP trap :

--- Move to --- 7|

IEnabIe vl

50

IEnabIe vl

|F'Drt event notification mail

|admin@my_cumpany.cum

IDisabIe vl

|F'Drt event notification SMP trap

SHMP trap receiver IP [152.168.14.1
SMMP trap community |pub|ic:
SHMP trap version Y1
[Status event edit]
Status event Ernail Moti,  SMMP trap Mok, Port command Port command string
Device connection rd 3 r |
Device disconnection W = r |
TCP connection I - r |
TCP disconnection rd = r |
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port command string
r 1 test Ermail/ JCommand  reboot
[Keyword list edit]
Action on key word & add O Edit ¢ Remove
kKeyword string Ernail Moti,  SMMP trap Mok, Port command Port command string
| 3 - ¥ |
Save to flash | Save & apply | Cancel |

18 4-18 X E 0/HE =g 74
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e SNMP E# HSFLIEI(SNMP trap community)
Of == ALE ZoE JI/FEJ BX HAS M SNMP EZE HAIXIO ZSE HRLUE
b,

gdgLid

i

e SNMP E& H&™(SNMP trap version)
Ol B == ALE Fol&E ISt EX

mn
9
o

il EWZ SNMP Edo HEZ HEELICH

ANelg EXI A2 L= 22l OIMEN A F ol oF

ot
10
x
o
I
10
é
L
sz
e
i
é
L
!
-
o

e TCP gZ/Zel

2 SAEZRH TCP 2 L= =2 OIHENA F oot

ot
H0
rx
O
bl
10
é
|U
1o
[~
i
W

[PIE 85 By
o JIUE SH
El

ANE=E d8E JIFAEN e sH2Z “ ?

I E= MAE Y U

"
o
[
[ul

i

e IJ|9E ZE(Keyword string)
X

MNEXt= E&FotNX o= IIMNEZ HH HUHE AAEE = USLICH

AZXIE HEE JIRAEZ Emaill 28 H5S 243 L= HZHs € = UsLIH

e Port ¥ Z(Port command string)
Super Series= AMM ZOolE JIKFEDL EX ZHUS W Alel

KEESLICL AAE A= Ol Bi=0A Al2lZ ZEZ2 2UE 3
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(-]
i

B
w

N

2E AM2l<
configuration &EHOHIAN & &St
dED0 UXN %2 B= Al

S2 FOBIMAIR)

©on

FAGHAHLE SLotHl =8Es 3%, 0l JIsS 0IZ8otH UL All port
E

°| “apply all port setting” & 0| disableZ

ZEN HZ&LICH (SS100/1102 all port configuration 05Ot

“all port configuration” Itct0IEH= Otelel O822 UHANH & = UsLICH

Port enable/disable
Port title

Host mode

Port IP filtering

o o M wbh PR

Emulation mode)

7. Filter application

8. Serial port parameters

Remote host configuration

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging
11. Port event handling

Serial port configuration - All ports : Port title

Enable/fDisable this port

EnablefDisable this port :

Save to flash

Save & apply | Cancell

--- Move to --- 7|

IEnabIe vl

Port title

Host mode configuration
Femote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Fort logging

FPort event handling

L

Figure 4-19 £ ZE &35



e Port enable/disable

Of Itetllt= 2EQ Jls AISHRE &8 ELIC

e Port title

Ol met0lEI S8 ¢z 488 &2, 2 Al ZEN e ZE EoIE2 O 90 & XZE
HSo Zgez H4FHELULL WE &0, ZE EOIE0l "my server'2 &&= 22, ZE #19
IZE EIOIE2 “my server#l”"2 H&T ) LE#22| HLE EIOIE2 “my server#2"E X522 &
ZELILCL

e Host mode
SAE ZEJI TCP £= UDP 2EZ £3E= &2, 2 Al g

o st 201 As2ez gEgELith

Ftl

E&= ED|(listening) ZE YW

(listening port number + serial port number - 1)

2t Alelg ZEQ 2 Utel0lEef£& “all port configuration’2t 22 value set@ 2 A& & LICH.

e Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
A SS9 HoHH=E <I6H, “all port configuration” 2| values set2 2 Alclg ZEUHAN S

otH €& ELIC
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5 PC JltE &%

Super Series= J|s2 &
S89 PC IIED X E

- LAN 3IE
- 24 LAN 3t

24 3

In

- ATA/IDE fixed disk card

SS1002 PC JtE &3 MH=E XI2GHK %£S2 F2AGHAAIL.

MEX= LAN £= 24 LAN JtEE 0I8ctH £ OE UESRZA H&= 3o Super SeriesOl
H&g = UM, ATA/IDE fixed disk cardE 0180 AIAE X Alelg ZE 27 H0IHE HEE
= AsLICH Z2E JIEE AMSEHSZMN AEE 20 HZot= Alelg ZE  Ql0l Super

o
SeriesOfl 22| (out-of-band) %2 & =& USLICHL

PC card configuration

Currently configured PC card

Card type ! Mone
PC card service
Discover a new card | St carE SemEE
Save to flash | Save & apply | Cancel |

g 51 =J] PC FtE £& Ui+ 35

s=8lolf OF &LICH

40
%
=
0R
-
rr
o
0l
10
A
X
U

PC JIE= == AtEdI

Step 2. Select PC IS & 0l 0l A Discoveraneweard | = mensrycy,

Step 3. Super Series= JIIEE ZMGHI| ol S22 o Z20l(plug & play) Jls =2
210104, &3 0Ol stHO LENY HYLICHL AIEXis 8 IEE SHEAIIII| st
oetole g 88< = UsUICh

Step 4. Save the configuration settings by selecting Save 1o flash | E HEoIH 23 MHE

MEELIC
Step 5. Ol=2 [Apply changes]E MEi6tH MZ22 &&2E HZAIZILICH
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Super SeriesJt PC JIEE ZAdt=0 A WdtH, TS 2F UHIAIKIIF LIEFELICH

e
T Al

18 5-2 =0l A ol BIAIX

PC JIEE &X GHAAIR.

PC JtEQ &A=Z5 YFILE HMB0UAM MAHGHHH, AI2Xt= U3 22 EXE HAMOF &LICH
Step 1. [(Ban- show the actual button) Stop card service]E «E{5t& Al 2.
Step 2. [Save to flash]E &85t HEE & WHES HESIAAIL..
Step 3. U0l A [Apply changes]E S&E{GI HE HES HSADIAAML.
Step 4. PC JIE =X0AM PC JtEE HAH SHAAIR.

FO. FY 22 EXNE HIX EI =F0A PC FIEE MIHE ALE 2FF2 010/ &
- AsLIC}

51. & Jt= &3&

LAN JIEE PC JtE =50 &X

S XIotH Super Series= 22 UWERZD AHHOIAR IP FAE
SRotH ELICH OlM, IP 4= BIEAl 258 242 XIHWMOF &L
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PC card configuration

Currently configured PC card
Card type :
Model

MNetwork configuration
IP mode :
IP address
Subnet mask :

Default gateway

Prirmary DMS
Secondary DMS .

PPPoE user name :

FPPOE passwaord

Confirm PPPoOE password :
PC card service

Discover a new card |

Metwork Card

Linksys EtherFast 10/100 Integrated PC Card
(PCMLO0) YWer 1.0

[OFCF o]

|1 92.188.1.254
|255. 285,255.0

|192.IEE!.I.1

168.126.63.1
168.126.63.2

|whuever

I********

I********

Stop card service

Save to flash Save & apply |

Cancell

&g 5-3PCLAN 7tE &£&

MEX= BIEA PC &l JIEE HFE M PC & IIEE HESID primary ¥ secondary DNS
NHE &Foior Ut RE U8 &3 HAHS2 4A4E 31 IP &0 [tHdl &ZEO
USLICH

Super SeriesJt X &ot= i PC JtE 2IAEE Bd® &= 2. Super SeriesJf A& o= PC
IIEE XA AIL.

5.2. & LAN Ii& &3

LAN JIEE PC JtE =Z0 &XI5tH Super Series= 22 UESRZA 2AHHOIAL IP =AE
2S26tAH ELICH oI, IP =4 BIEA R&8t A2 XA 0F &LIC
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PC card configuration

Currently configured PC card

Card type : Wireless Metwork Card
Model Cisco Systemns 350 Series Wireless LaN Adapter

Metwork configuration

IP mode : IDHCF' vl

IP address : [192.168.1.254
Subnet mask [ 255. 255, 255.0
Default gateway |192.1EB.1.I
Primary DMNS 168.126.63.1
Secondary DNS 168.126.63 .2
PPPOE user name : [whaoever
FPPOE password : |““”“
Confirm PPPOE password : |********

Wireless network card configuration

551D : |

Use WEP key : |Disab|ed vI
WEP mode |En|:r5.'pt "I
WEP key length : IdD itz vl

WEP key string |

PC card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel |

& 5-4PC 24 LAN JItE £F

H8g [ P4 e JIEE HESID primary 2 secondary DNS
A

g &€& HHs=2 HE 31 IP £F0) XtHS £FE N

Super Series= 24 LAN &2 <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent
Privacy) 71 JIs& X&&LICL. AHEXt= AP (Access Point)E XI&EGH)| ?IoH SSIDE £&&&
AUS0 £, encypted = shared2 WEP 255 AF& = USLICH WEP I 20l BHEA
40 L= 128 bit 040F S LICt. 40-bit WEP 21018, AtEXt= 22IA 2E(:)01 8l= 512 16& =+~

2AGHOF &LICE 128-bit WEP 2101H, Ikt 22()0l = 13742 16&+ DE

»

£ =0, 128-bit WEP J| S8ES AtE0tI| 2ol MEXE Gt 201 1342 168+ DE
E

000F25E4C2000F25E4C2000F24

Super Series)t XI2ot= 248 i PC ItE 2|IAEE BHMH 25 2. Super Series/t A/&5t= PC
JIEE EXSIAARL.
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5.3. Serial Modem 2t& &3

DE JIEE AIESECZMN AFE 2EN HZols Al2lg ZE g0l AHEXDE 2220 32

ts Kops &3t 28 2 Crekst @& 31=IF X2 LICH Super SeriesJt
2.

=L
uper Series 7} X/ & 5t= PC FIEE EXGHYAIL.

Currently configured PC card

Card type : Serial Modern Card Serial Modern Card
Model PCMCIA CARD S6KFaxModem FMSAC-MFS 5,41
PC card service
Discover a new card | Stop card service
Save to flash Save & apply | Cancel |

18/ 5-5 PC serial modem 7/&= &&

5.4. ATA/IDE Fixed Disk Card Configuration

MNEXIE AMAE L A2l ZE 218 HEGHI| fIoH PC ATA/IDE fixed disk cardE AtEZdt=0
Zes MM dOolge AJE YrE Al 360 &LICH Super Series= MM H&E I Z
CIAANA At Jisst CA

=

x
[> 12 0
ol

=

0f JIEE ZoE £ USLICH Super Seriess= ClA3 =Sl EXT2 & VFAT If

>
Vi)

= Super Series® AIAE HAHZ export & import 2= M, Super Series &
g = UsLICh

Currently configured PC card

04
=]
e
o

2
0
i
rr

0
4

o

Card type ATAJIDE Fixed Disk Card
Model ; TOSHIBA THHCFOGHMBEA
Size o4 MB

File system . exts

STAADE Fized Disk Card configuration

Total data size to be used (0~64 MB) 54
Delete all files in ATA/IDE Fixed Disk Card : Delete

Format ATA/IDE Fixed Disk Card | IEXTZ f] Format |

PC card service

Discover anewcard | Stop card service |

Savetoflash |  Savefapply | Cancel |

18/ 5-6 PC ATAV/IDE fixed disk card &€&
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6. Al AE

rt

c|

Super Series= &Ei CIAZ¢20l 32 (Status Display Screen)2
200 22 E ol ASELC AAE AE) H0lIHE 22
Super Series® UWIER3A &F S0| USLICH L8 Super Series= system logging Jls2 S

NEE =Fl0A email2 271 HOIHE NHsS22 Mot €832 = UASLICL

Sofl AIAE MEiet 27 OI0IEHE

0I8, Alclg Bs, B0 HaA

)

bl

[e]]]
=

ANEXt= Super Series? EXl 018, EM2A A2, & HotAl JI=2a22 MAEE =&
UsLICH £t AAEXe=E & CIHBIOIA, 3 25 & AMag 2£2 ALE0t0 Super Series

EAE gaol=Ee

6.1. AIAEY AMEH

Systemn infarmation
Model Na. : S5800 Device
Sernal Na, © SSE00-030799599
FiW Rey. o vi.4.0
MAC address 00-01-95-04-15-53
Current time : 07/23/2003 13:40:42
System logoing @ Enabled
Send system log by amail @ Disabled
PC card tyoe: MOME
PC card model : NONE

P infarmation
1P mode ; e
1P expiration ; M2
1P address : 182.168.14.7
Subnatmask : 235.233.0.0
Gateway @ 19Z.168.1.1
ReceivefTransmit errors ¢ M,
Primary DNS : 168.126.63.1
Secandary DMS | 168.126°63.2

8 6-1 AIAE &Ef CJAE0]

6.2. A|IA®l 2] £F

Super Series= system logging Jlsit AMAE 27 A
system logging Z2AMlAE enable &= disable AEHJF &

 —
21 NMEots A ANAE 270 HIH 3018 d8HE =+

PNI=S

e System log storage location
AMAE 2 0= Super Series WS 022l PC IS £ 0 &2 & ATA/IDE fixed disk card, NFS
MH2 &X XN&E £= SYSLOG MU0 MEZE == JUsLICH AAE 27 OO0IHE MEot=d
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e HIZelE MEdtle 22, 211 UIOIHE= Super Seriesdt HE M AHMELICH. AAE 21
HOIEHE 2=d6ted™, & fIXIE ATA/IDE fixed disk card, SYSLOG MH L= NFS MHZ
SILICH OIE =&iot)| <ol At2Xt= S 229 HXME AFE5t)| I8 MetolHES

2 &0l 0F ot E
SdoloF LICH HMIE H&E5 235X @2 2, MENAs dEHe ME ME FA=Z2
£8g =+ glsUth

e System log buffer size
Ol IetllBHe 2HE = U= AAE 27 OI0IHS xS H2ASUCLH OOoIHE HESH| 2
of i HIZ22IE AtE6t 8 27 A 2AJl= 300 KbytesE =g = SUSLICH
27 HI0OIeE M&EolJ| <ol ATA/IDE fixed disk cardE AlEotls &2, 2l HH )= ItE &
20l Ttet etdLICH

27 OIOIHE M&EoIl <IcH NFS AHE At8ol= 22, =l HI AJI= SEHHYLICH AFE
A= NFS MBHE €806t AIAE 21 J1s0l HE6 AsE

27 HIO0IHE MEGHIl ®lol SYSLOG AW Z1E AtEote=

& ZRIt Sl&LIth

rr
N
0
>
> 0

<, ANEXNE B IINE £F

=

Super Series= 2SN @2 2 UHAIX JH==Jt 0l2l X&Ee X0l 02 27 OOIHE

Isoz2 BEUHEE H4F™s 2 USLILCH AI2XeE emalS &=&6HI| A8 TIEl0IHE BIEA
AHAOF ELICH Ol IHtDIE M= emails d&ol=0 228 22 M, =F Q2 email =4 S0|
EstE 2 USLICH &8 6-2= AMAE 20 &8 & 2| g6 B SLICH

System logging

System logging : IEnabIed v|
System log storage location . IMemDry vl

System log buffer size (KB, 200 max.) |4
Send system log by Email IDisabIed vl
mumber of log messages to send a mail (1- |5
1007)
System log recipient's mail address |admin@y0urcompany.com
Save to flash Save & apply Cancel |
System log
07-23-2003 11:258:21 = Boot up System Start d

07-23-2003 11:28:21 > Start with Static IP by 192.165.14.7
07-23-2003 11:28:21 > Start with PPPOE by 192.168.14.7

Clear Refresh |

g 62 AIAE 27 £F 2 2T
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Users logged on list

sername Terminal Login Date and Time From

root consale ul 23 11:27

Jg 63 A 202 25

i Ct=2

[e]]]
10
0
H
U
H
2
ithi
-
[

Users logged on list= AIAE0 2201 & AEXE
User name(AIE Xt 018)
Terminal type for the session (A& 0l CHet HOIE |&)
Time connected (H& & Al2h)

IP address of the remote host (A& SAEQ| IP =4)

Change password

Current username admin

Enter current pawswsord |

Enter new password : |

Confirm new password |

Subrnit Cancel

78 6-4 ARE B
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6.5. & Xl 0/S(Device name) &3

Super Series2| ZZIE
A& SHALICH AL

CIH CLlI 4o ZEXZE K&t
r oot @S800_Devi ce: ~#

Super Series2| Device name 280 3% =Xt=
Az NS
= LICH
AMEELILC

=]
—

2| ol
2 XIJ} Device name=S ™
Ofteliet 20| i

AMECZ HHl 0152

ot =dH

Device name

MA™HSH A
=2oc= T

tC| = hostname 22

ASLICH

1&g 6-5= &Xl 0I8

Super Series®| hostname 0| HZEZI A

HZ0l ELICH

Device name | |=5800_Device

Save to flash Save & apply | C_anu:e||

Jg 65 &x 0|18 &8
S1E01 =X
Ol =™ Super Series2| hostname 2 Super

L5t Device name2 HelloDevice Manager?t &2

6.6. AFE X &2l (user Administration) &8

Super Series =
S &2 o &

oFO

s —

2tel

M AFZ XD} Device name
FAZ NS2Z2 X
T2 )N & AES

Series?| IP

02 o

40

ool RlhM=E 28 &£

User administration

Lizar list

MO, UserlD #1 #2 #3
1 |sena_device | =
Add usar -
UserlD | |port2_user !

Passwaord ! |.......... |

Canfirm : I.-.-.-.--. |

Port: [ #1 2 [ #=

O #4 [AdR]

#4
al

Remove

| Savetoflash | [ Save & apply J [Cancelj

& 6-6 ArEXL 22/
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6.7. €M H AlZt 24

A

Super Series= S W & A2t F2E 22| &LICH. SS110/400/8002] AlH % = HF=2
e X M0 2o SXELICHL (SS1000l= WE AHE <& MXItb dAS
HEEFLICH AIAE THAIZ S0le 8 €/ 2 A2t &30 |RXEX ASLCL OHEZ SS100
SAUAM HES Il L AIZFE RXGH| FHME NTP MHE AISE 248 AZELILH)

8 6-70t 201 AtESXt= 8 EM & Al2ts 8HEE &= UsLICHL

g 2 AlIZE AF80lsE F OtA 2ROl JUSLICH H HIll= NTPMBHE AIS06t6 €M 2 Al
HAZ RXote HYLICH NTP Jls2S AIE0tE= EFoIH, Super Series= AAES TAIXE

=

HESLICH. NTP MHE 0.0.0.02 &FdtH, Super

=l . 0| 220l Super Series= UWERIIE &

HACN JUNHOF UL AMEX= H=XG0 et 2 =F  AIZHUTC: Universal Time
£ 2 NTP ANHE ALEGHAI &1

%)
@
=
(7]
rr
[wl
M
Im
z
_|
T
x
&
i
=
0R
gﬂ
-
fwl

M2t AlZF

S +202 475
N2t HBE 28 + ASLC
E5 AFSXIOL ARl P % AIZFS FEGIH SFOII FAHAES  Al2CH(timezone)St
UTCSRIO A2t QEA SFO0| BRE +5 AUSUCL ABTII NHEILS AU, NHE
AIZECH, UTCEHO] AIZE QAN AR 2R & AIZH B2 27 2 AIZD 22 NHEYD 2eE

Date and time
Use MTP ; IDisabIed vl

MTP server (0.0.0.0 for Auta) : |I 92, 168.200.100
Date [mmn/ddfyyvy] |D1A’DWZDE|4
Tirme [hherm:ss] |I1:DEI:ZD
[Standard time]

Timezone ; jutc

Time offset from UTC (UTC + [#.x]hours) |D.D

[Daylight saving time]
Enable/Disable daylight saving time : IDisabIed vl

Daylight saving timezone |

Time offset fraom UTC (UTC + [x.x]hours) |D.El

Start date [mm/dd] : |D1/’DD

Start time [Rhemm:ss] |DEI:DEI:EID

End date [mrm/dd] : |D1/’DEI

End time [hh:mm:ss] : |DD:DD:DD
Save to flash | Save & apply | Cancel |

6-7 St A2t 24
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6.8. 74 &l

MEXE M 248 HEE CF JtE, NFS MW, AtEX 32 (user space) L= 2Z Hal &2
S0l MY2 EU(Export) & D, CF IS, NFS AU, AI2X 22

SUW& (Export) 4 FE2E S0HA(mport) X 4 FEZ UE =& UASLICH

MNEX= 20 2I|(Import)E & M Xl =40lAM "Factory default'S &Ei5tHLE Super Series2
F IHES 28 = £ =d gHadE =J| Jl2 38 =24 = USLICL
78 6-80IM 74 22l sHs 2osLIC 74 FE2E ZUII(Export)stHLE SH2DI
(Import)otedi™ TS ES H ZHoH0F &L

i
==
=
T
un
o
_l_l_
-

e IHFE BUJI(Configuration export)
| Xl(Location) : 2 U JI(Export)& <IXl.
FS 3}(Encrypt) : Yes == No.

0

UO

=l

I (File name)

o FHFE S0 2II(Configuration import)
fXl(Location) : SHX2I|(Import)& <IXl. Factory defaultE &E&ictH
E7g &+ AsUCL

P

Jq Jle &3

o

Td3E &Y (Configuration selection) : (i =EF2 FHEIEE S0H2J(Impor)g XIE
ZEELICH

2SS Encrypt) : Yes = No. W 2I|(Import)& <IXIJt Factory defaultO|H Ot2 JEES
=X &Z&LICh

o MSEi(File selection) : CF I, NFS MW, 12l AMEX

0H

2t o HEE XA
= BUII(Expor)E Mol S5 20 SLICL

22 (Local) : RIXIIt 22 HALY M 2Z HAOMAM 2UHII(Export)E LS H= S &2

SLICH

Ot

[

o

g3 54 o= 2
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Configuration management

Configuration export

Lacation ; © cFcard © NFSserver € User space(fusr2) ¢ Local machine
Encrypt I\’es vI
File name : | |.syscm

Export |

Configuration import

Location © cFcard € NFSserver © User space(fusr2) © Local machine

 Factory default
Configuration selection :
[T select all

[ systemn configuration { T Including IP configuration )
[ Serjal port configuration

I\r’es vI

Encrypt

File selection : [--——- Select file ———-- =l Local: ErE 3.,
Jg 6-8 F& 22/
Sl PEEEE BUDI(Export)oted X OIS EXE GHSLICH
1. EUWHII(Expor)e RAXIE SHESLICH
2. 253 SES HEELIC
3. MY s LHASLICH
4. [EWHDI(Export)] HES SELIC
SUII(Export)e REEFEE S0H2I|(Import)otei™ OIS EXE WMHELICH
1. EH2II(Import)E |IXIE HERELICEH
2. SH2I(Import)g HHZESE LS LICH
3. ¥S3 SES HEELIC
4, =02 I|(Import) X0t 22 &S OtLIL2 Factory default® OfL|ctH T & &4
elAE AWM S0H22I(Import)e MYs Hei&LIC
5. S0 2J[(Import) RAXIIt 22 HHAl0IetH ROLE Il (browse) HES 2 6H0
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40 gdlol=

LA EId0lE=E Al2lE 25, 82 28 = @ 9HHBOAE Soi JFsgLItH =l
AH0IE= Sena & AHOIE http://www.sena.com/support/downloads/0l A Ol 2& 2= USLICH

Jg 6-92 EAIW a0l & AHHOIAE EWHSLICH

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes maximum
| sopedl...

Upgrade | Reset

18 6-9 B0l o=

g2 Soil HAWE L0d0IEstdAY thse EXE USLIh
1. ZO0tEJ] HES SE6tH =& BN BtolH2IE A= LIt
2. dE8E HAMS=Z JOd0lE L
3. @c0IEE Ot2l = HAAEYES HESHI| MM AAEO0l MAIEE A LUICH
BAOE SO I &3 2 L= M2 2£= ME0H)| M= TELENT/SSH L=

A
HOIEY Olgdlold ZT2g0| z28 dME Z2ESS X002t SLICH BHAN gad0E

S0le olde BLE2 IP 4 €82 Mot =D Je 282z 2AE XYL
A 22 0180t EANE YOd0lE ot fliM=E G882 EXE GELICH
1. =& BAWE LI
2. TELENT/SSH H£&= Alclg 2 ZEE AIEotW HOIE o=dolE Z2#S

HAZ LI
(A2l 25 ZEE 018
& LICH)

3. J& 6-1001 20l= RHME EAN €c0l= HIwE Jd=SLITH

4. 2ol XAIAtE S 210 T8 6-110 20l XY z28 Z2ESS MESHH AN

0y

10
ol
A
i

Yol 2 Zel22, Telnet £= SSHE AtE

ol

LI A AlgtE Hgot)| ol AIAE0l THAIRE 24 LICH
6. HAON LAY OIESE A IHSHH, Super Series= J& 6-12HE 0 HAIKNE ZEAE

9
ALICH E£8 Super Series= 8 M B HEE SXIStH ELICH

Login : adm n
Password : *****

Wl cone to SS-800 configuration page
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Current time: 07/23/2003 15:04: 07 F/ W REV. : v1.0.0
Serial No.: SS800438349- 42944 MAC addr ess: 00-01-95-04-19-5a
| P node: Static I P | P address: 192.168.14.7

Sel ect nenu:

Net wor k confi guration

Serial port configuration

PC Card configuration

Syst em adni ni stration

Save changes

Exit wi thout saving

Exit and apply changes

Exit and reboot
<Enter> Ref resh

---> 4

€ S en Gl > B9 [ (=

Sel ect nenu:
Syst em st at us
Syst em | oggi ng
Devi ce name: SS800 Device
Date and tine
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except |P settings
Fi r mnar e upgr ade
<ES(> Back, <Enter> Refresh
--->9
Do you want to upgrade firmvare? (y/n): y
Transfer firmvare by znodem using your terminal application.
To escape, press Crl +X
**B0Of f 000005b157

18 6-10 & L= Alc/2 Z2£= AF8et B0/ 24/0/1=

© 9= ep o> I =

# g Com_1 —HrperTei’ﬁ'li_hal_ : o ] 4
File Edit View Call Transfer Help
7. Exit and apply changes J
8. Exit and reboot
<Enter> Refresh _
—> 4 : send File 2=
System administrat Folder: D:M\DownloadsSenab\Firmware
Select menu: Filename:
%: ggztgﬂ ig;;gﬁg ID:\Dawnlaad\Sena\Filmwale\SSBDD.img
3. Device name: §
4. Date and time  Protacal
5. Change passwopr ; -
6. User file uplo IZmodemwﬂh Crash Recoveny J
7. Reload factory
8. Reload factory
9. Firmuare upgra Send[: | Cloze | Cahcel |
<{ESC»> Back, <Ente
_—> 9
Do you want to upgrade firmware? {y/nd>: y
Transfer firmware by zmodem uwusing your terminal application.
To escape,. press Gtrl+X.
**BIPPBIEBBShiS'?
[Connected 0:02:45 luto detect 9600 &-N-1 [SCROLL  [CAPS  [MUM  [Capture  [Print echo 4

& 6-11 22 & (HyperTerminal)£ 0/&3t Hi0/H2] Itg H&
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--->9

Do you want to upgrade firmware? (y/n): y

Transfer firmnare by znodem using your term nal application.
To escape, press Crl +X

**B0f f 000005b157

**BOf f 000005b157

**B0f f 000005b157

**B0f f 000005b157

Fi rmnvare upgrade failed !

Now r eboot

6-12 Z 20/ 0/ &0 OIAIX
6.10. Security Profile
Security Profile 8&&3IHNM= AIE XL SSHvl Z= & 22 Super Series Jt XI2GHH Xl o

ot EXIE H& & & /JUSLICH E£& HTTPS ZZ2ES2 R XE & = USLICH Otel

082 & 2B HOIA AL Security Profile &8 3HES HAIGID JASLICH

Security profile
5SHv1 protocol :Dable_djl
HTTPS secure protocel : [ ssLvz SSLv3 TLSv1

Figure 6-13 Security Profile &

6.11. AHS A It H=Z==6H]

ANEXt= XH&IQl THYE Super SeriesOl 22ES = JASLICH DdU MY H=2E JIs2 22

Hi=olAMe XIAELICH IIY 22E Hses Z& 6-140lM 20XX0l 25 =2 “4. System
lSLICH

MEXI 2& H=E AMEMA Super SeriesOl IS 2 E6t)| A=, BtEAl Z

T2EZE X&2ote TELNET/SSH £ = HOIE HZd0ld T2 S ASolloF &LICH

HEC EXl= U3 20l 25 H=E MSHAM BAE LIH0IE6t= HE D HI==&LICH

administration --> 6. User file upload”0l 2| XIall U

1. 28 MEX I .

2. TELNET/SSH H£= Alclg 2 ZEE AEdiA HOIE o=cdlolEd Z2 0
8L
(AMl2lg 225 ZEE 0I8g 22 4Y06l 2 Z2IEZ, Telnet £= SSHE AEGHIIE
& LICH)

3. J& 6-142 20| AtEX I Y2E =AM d8S &

4. Jg 6-1101 20l= AXME 224! XAIAME et z2Y Z2EZ2E AZEdHM AIEXR
mes d&gLch
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m

22

-

In

o 22 &M AIAEE T8 6-142 201 83 HAIXIE ZAIE JLICHL
I5HH Super Series= 78 6-15 20| 0ldd HIAIXIE ZEAIE 2ALICH

o
e ne
Hu
I}
ux

FO MEN} I SZ2Es & A Z2F (lusr2) LIEEZEZ/00ABH &/E&LICK Super
Serieslf{ 22 Ot AlAEN 25 O ZS JFFE 220, 82 EdjA & EF=2 EZoIAID]

brELICH

Wl cone to SS-800 configuration page

Current time: 08/14/2003 11:56:13 F/ W REV. : v1.0.0
Serial No. : SS800438349- 42944 MAC address: 00-01-95-04-d3-03
| P node : DHCP I P address : 192.168.222. 206

Sel ect nenu:

Net wor k confi guration

Serial port configuration

PC Card configuration

Syst em adni ni stration

Save changes

Exit without saving

Exit and apply changes

Exit and reboot
<Enter> Ref resh

---> 4

NG >@®N =

Sel ect nenu:
Syst em st at us
System | oggi ng
Devi ce nanme: SS800 Device
Date and tine
Change password
User file upl oad
Rel oad factory default settings
Rel oad factory default settings except |P settings
Fi r mnar e upgr ade
<ES(> Back, <Enter> Refresh
---> 6
Do you want to upload a file to user space? (y/n): vy
Enter a filenanme: test.txt
The file will be saved as /usr2/test.txt.
Transfer a file by znodem usi ng your terminal application.
To escape, press Crl +X
**B01f f 000005b157

© eI N ep OG> =

Upl oading a file is conpl et ed.
g 6-14 AlSAt Ot YZ2E Ulm2 &F UlIAIX

Do you want to upload a file to user space? (y/n): y

Enter a filenane: test.txt

The file will be saved as /usr2/test.txt.

Transfer a file by znobdem usi ng your term nal application.
To escape, press Crl +X

**B01f f 000005b157

Upl oading a file fail ed.
& 6-15 AFEA Itg Y2 A HAIX
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&l
(=

7. ANIAE SH

Super Series & CIHHOIA= AIAE SH SHE HSELICH AIEX= AIAE SH HES
Z XSGt Super Series U220 H&E SH GHOIHE &g £ UASLICH WERIT CIHHIOIA
2 A2l ZE SH = link layer, lo, eth 2t Alelg ZEW CHet AHE SHE LIEHELICH IP, ICMP,
TCP & UDP S}l= TCP/IP Z2& 22| 4019 J|2 4 QAS0H e AAE SHE LIEFHLICH

7.1. WESK A CIEH O0lA(Network Interfaces) Sl

HESRIZ 2AEHHOIA SH= Super Series2l local loop back interface 2! lo ¥ Super Series2| 7|

= UERD A HO0IAL! etho THE Jl= UWERZD EHOIA AHSS LIEHELUICH

[—

Metwork interfaces statistics

Interface Io ethi
Receive Bytes 6a0 7448861
Packets =) 8057
Errors a a
Orop ] ]
FIFC ] ]
Frame a a
Compressed ] ]
Multicast 0 0
Transmit Bytes 6a0 Taae794
Packets =) 3991
Errors a a
Orop ] ]
FIFC ] ]
Frame a 330
Compressed ] ]
Multicast 0 0

Jg 7-1 WERZF CIHHOIA SH

7.2.ANclgd ZE SH

H IIE

U

g ZE S

=
[a—

32742 Alel
2 : Off)

= =

o AF2 S, Baud rate &
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Serial ports statistics

Port Baud Rate T R RTS CTS D©OTR DSR  CD
1 38400 0 ] D Q > Q Q
2 35400 i o > Q > Q Q
3 35400 i o > Q > Q Q
4 35400 i o > Q > Q Q
5 38400 0 ] D Q > Q Q
g 38400 0 ] D Q > Q Q
7 38400 0 ] D Q > Q Q
g 38400 0 ] D Q > Q Q
I8 7-2 A2l EE A

7.3. 1P Sl

IP SH H2 IP Z2EZS AIEotH /S 20 et &8 222 MSELIh
4 O

NE&E s 22t Wetoleol tet 82 & 282 s €sLIth

e Forwarding :

IP forwarding0l enable &= disable &E{2IXl O S

e DefaultTTL :
JI&2 TTL(Time To Live)

e InReceives :
2AE OO £

e InHdrErrors :
ol %It ULt =41E HOoIH &S ~(ERE MAE(checksum), 2K 2= H
O 0, TTL =3 )

pat

4 EH, JIEt

r

e InAddrErrors :
FA 2 UCHD =4IE oI %=

e ForwDatagrams :
Forwarding = OIOIEH&2 =

e InUnknownProtos :
OIAGX 210 = XNJYXA 22 Z2E201)] =0 RPAZJAXC S5He=Z =4AlE OOIH

aHO| A
o= T

IJ
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e InDiscard :
T=EZ2 A9 ¢ Ele €ALDX

IP GIOIE D&el £

el
0
>
2
10
>
il
=
i
un
2
[==
=
0B
S
10
el
M
10
10
o
°
Ju

e InDelivers :
NMEE 4 OO =

e OutRequests:

MESEE QAE = U0 2. Forwarding & OI0IE 282 = H2E

o

e OutDiscards :

FAE £ OO == HEHEH2 S 20| SHEXZ 0| M AKX 2H=
= o3 =8 20lE. 0 == Forwarding E HolgHOge=z 2t SAJXNS 0| &2
o

ool LAl JIES B=ots HOIEHIES =8 8.

e OutNoRoutes :
destination IP =240 &&6H)| fst 20 2ADAX 22 OO0 = 0led OO
HJl XE&LIC

e ReasmTimeout :
CIOIE 8 22 =&st =, LIMX GO Q8 =0l & =aolotdl= ds Al2t. ™2IF of

Of =05tk &2 <, HoHOES HII ME3.

e ReasmReqds:
M0 28t oI =

® ReasmOKs:
g38oz THME OolgOel =

e ReasmkFails :
MaE =~ = oS %=

e FragOKs:

H4BEHOZ fragmentation = HIOIE{ Q&2 %=

e FragFails :
fragmentation & I3+ IO Q&S| ==
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e FragCreates :
A

MAHE fragment ==

IP statistics

Forwarding 2
DefaultTTL 64
InReceives 3208
InHdrErrors 0
InAddrErrars ]
ForwDatagrams ]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
OutRequests 4973
OutDiscards 0
CuthoRoutas ]
ReasmTimeout 0
ReasmReqds 4954
Reasmoks 1667
ReasmFails 0
Fragoks 21
FragFails ]
FragCreates 118
08 7-31P S

7.4.ICMP S

ICMP Sl 322 ICMP ZT2E20 A S F2ES MISLICHL 2 Detoleel Feof

2 =S 25U

° Msgs, OutMsgs :

=8 L= dEE AKX =

e InErrors, OutErrors :

=8 L= dEE AKX =

e InDestUnreachs, OutDestUnreachs :

=4 L= dEE SHEXNN SEotA 28 HAIXS

e InTimeExcds, OutTimeExcds :

time-to-live(TTL)E =1ct= =4 L= MEE HAIXIS =

e InParmProbs, OutParmProbs :

= = MEE HAIX S L20IEHH 230 st HAIX2 =

[ J
Al

(I

i
rr

&g; AN

[u

InSrcQuenchs, OutSrcQuenchs :
Quench HIAIXIS] ==

92
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InRedirects, OutRedirects :

[ )
24l = HSEL = Redirection HIAIXIS &=

InTimestamps, OutTimestamps :

[ ]
=4 £= 8EE time-stamp &89 =+

InTimestampReps, OutTimestampReps :

[ J
=4 £= 8EE time-stamp SE2 =

=— 1L UuUotT

e InAddrMasks, OutAddrMasks :
A = JASE FA OtATY

e InAddrMaskReps, OutAddrMaskReps :
=4 L= dEE =4 0tA3T €Y =+

ICMP statistics

InMsgs

InErrors
InDestlUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InaddriMasks
InAaddriMaskReps
Qutr=gs
CIULErrors
OutDestUnreachs
OutTimeExcds
OutParmProbs
OutSroQuenchs
OutRedirects
QutEchos
QutEchoReps
QutTimestamps
OutTimestampRens
OutaddriMasks
OutsddriMaskReps

[ e R e o R s s s e Y s S A e s e [ A [ N

Jg 7-41CMP &7
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7.5.TCP &

e RtoAlgorithm :
AME& =92l retransmission time-out (RTO) £ 12l&. MES
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 £ B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other

e RtoMin :

Zl A RTO &t (ms).

e RtoMax :
Z/h RTO at (ms)

e MaxConn:
O A2 A& =

e ActiveOpens :

SEMOI pZol 4, SSHQ HES J2AOIUES AR

PassiveOpens :

[ J
FSHO AZO = =X HE2 A F=.

e AttemptFails :
A

AIiet HZ AIZO0l THEt =

e [EstabResets :

MHEZdez d8& 222 =

e CurrEstab :

SN MBS oA &

94
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InSegs :

[ ]
=4lE segment =

OutSegs :

e
]
m
P
0
00

[ ]
MEE segment &=, MAESE segment=

e RetransSegs:

MHESE MOAHE =

e RetransSegs:

MESE NOYME 5 272 ==

e OutRsts :

Reset 210t €8 &0 d&5E MIAHES =+

TCP statistics

Rtoalgorithm
RtoMin
RtoMax
MaxiZonn
ActiveOpens
FPassivelpens
AttemptFails
EstabResets
CurrEstab
InSeqs=s 1051
Cutsegs 1486
RetransSegs ]
InErrs ]
OutRsts 3

oo oo oooo

Jg 7-5TCP &

7.6. UDP S|

UDP S stH2 UDP Z2EZSS AME6t= 3! L= A0 28 SH 28 M3 UL

cHOll 2+ Do =2 &2l & £30| L2t AUsLICH

InDatagrams :

[ J
F=olE OO0 82 =

o NoPorts:

NEE ZEJL REotA &0t HI| Mee =4 HOolHId#2 =+
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InErrors :

[ J
FolE 2F OoeHage =

OutDatagrams :

[ J
d&EE OoleIdge =

UDP statistics

InDatagrams 2854
MoPorts N
InErrors o
DutDatagrams 3863

18 7-6 UDP &J/
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8. CLI CHLHA

8.1. A&

ol

root £= System admin 2 AAHE FZ£ L= Telnet/'SSH & ZE= S
Linux & HMEeCR! AIHHIOIACL0 &= & = USLICH CLI OIM USE AZXs EE
Linux @& S0t Super Series &EHE ZAIotL, &3S HEGLD HE AEES HEZ0tLD, ME
At B scriptE AEGIH A SAEQ Super Series AIOI0IAM MY S MEE = AS

Super Series= WS ZcHAl HIZ22I0M &10/£ = JUEE Jusr2 0 102

i Super Series®]

04

=2

~ 0

HESELICH AFSX S2H0lA, AFEXtE XHAI01 MIEEE shell scriptE A& & UCH, HHE =
SOHE Adg =& USLICHL

root AF2Xt= AlAE 2£ L= Telnet/SSH Z2I0|HEE AIE0I0 CLI 0l 58 4= USLICL
System admin2 CLIOI &= & = QIsLIt. 25 €3 x4 82 SoHAs 858 = AsU
Ct.

8.2. SdiAl 14

Super Series WS ZciAl= OteHel Heb 201 A&ELICH AL EXt= Mtdblock5 0l XSRS
(]

gd&58 =+ el O0l= Jusr2 Of OF2EXO [UAsULCL AHSXE /etc, /var & /tenp
oo 82 = JUSUCL HREEst = 0lgd M0l =cl d2ct= 32 Super Seriesl
gstg =X ZSUCH Dl oY AIEXIF MYESH 822 ot saveconf HHEEZ2
SO, &3 M2 HAZN W SdAl 22 g9z HEEMH, MEEotH 0l W&ol
M EULCH Detk, S56HK &0l 258! Super Series )t SHIZH SHGHK %S +
AUSLICH =2 HL, Super Series)t &St 22 =& USLICL

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblockl Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) /etc, Ivar, Itmp 64

Mtdblock4 EXT2 (RIW) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (R/W) lusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. XI”E&= Linux S EclEl

8.3.1. Shell ¥ shell utilities:
sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

8.3.2. File ¥ Disk Utils:
I's, cp, mv, rm nkdir, rndir, |In, nknod, chnod, touch, sync,
gunzi p, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

nkdosfs, nke2fs, e2fsck, fsck, nount, unount, scp

8.3.3. AlIAE! RELIEI:

date, free, hostnane, sleep, stty, unane, reset,

i nsnod, rmod, |snod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

user add, userdel, usernod, whoani, who, passwd, id, su, who

8.34. UIERIA ®RECIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4.root == system admin2& CLI 60|

Alelg 2&:
1) PC2l Alel¥ EES SuperSeries® 2 ZEE HAZgLICH
2) PCZ HOIE O=Sdiol@ T2 s A-dgLICh
3) PCY Alclg ZEE S &0 €& &LICH 9600-8-N-1 No flow control
4) <enter>E S&ELICH.

5) Super Series root H&EOILt admin HE22 2 QI&HLICH

g

Telnet 2:

1) telnet Super Series_ ip_address
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8.5. CLIOIA Super Series && HH& G}

851 &3 It HE/=E &
1) Super Series= 28 Al, /cnf/cenf.tar.gz TS /tnp/cnf/ 0l &2 E0 HEGHL
/cnf/ ClEMEEIE unmount & LICH
2) MEXIH HF2 BESHH, /tnp/enf/ 0l Y= MLS2 WHES HZSH ELICHL
G

3) AEXIF oA [Save to flash], £= CLI W2 saveconf ¥HZ 0|Eot0, &8 H&
ol= &<, Super Series= /cnf £ CHAl mountoltd /tnp/cenf/ 0l Y= BAE TIAES

/cnf/cenf.tar.gz2 CHAl &=ELICHL
8.5.2.CLIOIA £& 83 YH:

= &€& | Eclel? configmenus
ASHBIOILE C

= &8 Wgs HygLIth (€8 ool 2 Lol et

root @92. 168. 0. 117: ~# confi gnenu

or

root @92. 168. 0. 117: ~# cd /tnp/cnf

root @92.168. 0. 117: /tnp/ cnf# vi redirect.cnf

root @92. 168. 0. 117: / t np/ cnf # saveconf
root @92. 168. 0. 117: /t np/ cnf # appl yconf

8.6. ALE Xl script & &3}D|

Shell script /usr2/rc.user = Super Series)t REEH A== SEEH dHELILH A
= APEX Ol script L= @ ZZ2)#s AA#oH)| FIoH rec.user WEsS =HE == USLIC

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n: / usr/ shi n

# Add shell command to execute from here

echo ‘This is the wel come nessage defined by users’exit O
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g
=

MEX= Y MEE ol fip 2C0IHE ZEZ20HE MEE == UL ZZ20Hs O

Jusr2 CIAEZ|I0 H&EE A& QL0

o

H0

root @92. 168. 0. 117: ~# cd /usr2

root @92. 168. 0. 117: /usr2# ftp 192. 168.2. 3

Connected to 192. 168. 2. 3.

220 | xt 0o. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Name (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renmpte systemtype is UN X

Usi ng binary node to transfer files.

ftp> get test.tgz

local: test.tgz renote: test.tgz

200 PORT command successful .

150 Openi ng BI NARY npde data connection for test.tgz (350 bytes).
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

cC

4

ro

MEX=E scp 220|HE T2 S 0|856t0 Encrypt & AHiz ItYE =
Ct. AFZ X2l PC OlM Super Series(192.168.0.120) 0l U= S& MILS SAGHLD A2 B0 =
Ct3 ot HHS MEX PCOIMN A& A4 =2 ELICH

alo
my
ro

[ root @ocal host work]# scp root @92. 168. 0. 120: /usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.
RSA key fingerprint is cl:70:ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanent|ly added ' 192. 168. 0. 120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

rcuser 100%|*****************************| 173 00 00

[ root @ocal host wor k] #

8.8. Gil Al

8.8.1. & X9 telnet disable 5}7]

.1
il

Super Series &Xl=, #A LE(SSH & TCP ZE 22 £ = telnet® TCP XZE 23)E2 M
880z Hlgds ot= Dl &l/Telnet/SSH £ S8t Super
Series &% MI=0A, 28 & e FEHOE DI = & =B /ASLICH

MNEX= AI2XIE script rc.userE =dECZM, &K otLICl &2 2Z&(telnet L= SSH)LHS

Hlad &t SIS & = UsUb. =dols SdH=2 S 201 2I9tX2 oKXt JASLICH

oIr
omo o W
pa
{0
ol
pa
rr
62
ii}3
-
O
>
o O
"
rr
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OIK 1.'inetd.conf' HmMYAsS =FELICH
1 S /etc/inetd. conf (telnet NHIAE commentout £= M) =& & LICH
2 S inetd.conf £ /usr2/inetd. conf 2 SAELICH

3 ©H Jusr2/rc.user scriptg Gt 201 H&ESLICH

#1/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n:/sbi n:/usr/sbin

# Add shell command to execute from here
# Add shell conmand to execute from here

cp -a /usr2/inetd.conf /etc/inetd.conf
ps -ef

while killall inetd 2>/ dev/null;

do sl eep 1;

ps -ef

done

/usr/sbin/inetd

ps -ef

exit O

Ol otd, ALSAts Y AIAE

ANZ = AsLICH

njo

i
om
ot

[ OHCH telnet AHIADE HIZ2E B SIS S5

GllKl 2.iptables rule &l&H

1 S CtS 20l /fusr2/rc. user scriptg =& &LIC

#1/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n:/sbi n: /usr/shin
# Add shell command to execute from here

# if user wants to disable telnet service fromall host
iptables -A INPUT -p tcp -s --dport 23 -j DROP

# if user wants to enable telnet service only fromspecific hosts(192.168.0.0 ~
192. 168. 0. 255)
#iptables -A INPUT -p tcp -s ! 192.168. 0. 1/ 255. 255. 255. 0 --dport 23 -j DROP

exit O

MEBX= AlAEES RS HOtCH telnet AHIAE disable &EHIF & &
tO4, Super SeriesE 2cf 2&X U2
script ISl O|S2 /usr2/rc.user.old# WE=E HMEZH RAcH2 rc.user W0l |LEL

Ct.

st & USLICH AHEXR

o
o
010
Ol

Jb Factory Reset J|ls AStH, Jusr2/rc. user
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8.8.2. FJ|AQl T2)d A

At
0l

K= crontabsS 0I5l FIIHEoz2 EF mz)dgs A
=
=

Ot =D& XA S JtsSotAl otd®™ U382 HAHES

00 0

1 ©H Jusr2 CIEECI0l crontab IS MASLICH US9 ME
o d

c
Clel&Ee| 20l current_date IMYES MAotl 1 LHES 2=20tCH HAELICH

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two mi nutes

* x % % *x gcho “date’ > /tnp/current_date

2 O OS2 EE= 0l A crontab IS SSEHLILCH

r oot @TS800_Devi ce: /usr2# crontab sanpl ecrontab_file

4

MOl cron HYES ANz USHHE s 20l

ot ELICH

3 BHA AAES Y THAIS
t

0l ok

>_

rc.user AJEEES

#1/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n:/sbi n:/usr/sbin

# Add shell conmand to execute from here
crontab /usr/sanpl ecrontab_file

exit O

Super SeriesiAM= —e SE(HCIEHE AME0tH & crontabs B&)0| NJAZK =l A=
F2ISHAIDl BEEFLICH MetA AFEX= BHEAl vi OICIEHE AFEGH0 crontab OIS LHES ©
ZollOF & LICH

crontab LS| IIOHQY 28 LMst E2= 254 crontab IHRZ2= X

o]

ba
=
t0
El
=
o

cront ab).
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9. X HAHOIOIE JHOIE

9.1. A&

Super Series= CO2st HAHOIOIE EE HM3ot)l =0 ASXes SEHOM XA Super

SeriesE XEZE =% QUSLICIH. Super Series= ChSW 201 AI2X HAEDOIOIE 22

. FIHol m2Ow Al

- AME

At
0l

ZX= crontabs 0|50 FIHECoZ EF ZZ s A
= =
o =

Ot =D& A A S JtsSotAl otd®™ U382 HAHS

1 ©H Jusr2 CIZECI0l crontab 2SS MAELICH C32 M= crontab Y2 /tnp
J A

Clel&Ee| 20l current_date IMYES MAotl 1 LHES 2=20tCH HAELICH
SHELL=/ bi n/ bash
# Sanpl e crontab job
# Run every two mi nutes
* x % % *x gcho “date’ > /tnp/current_date

2 S OS2l H¥2 0I8HA crontab IS S=8HLICH
r oot @S800_Devi ce:/usr2# crontab sanpl ecrontab_
3 BHA AMAEES 0 MAEE MHS cron PSS Rz UsSHHE O23 20l

=
rc.user A3 EE AZdHH FLICH
#1/ bi n/ bash
#
# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n:/sbi n:/usr/sbin

# Add shell conmand to execute from here
crontab /usr/sanpl ecrontab_file

exit O

SSHAN= —e sSE(UICIEHE AMESHH & crontabs E&)0| XJTX Ee=lis XS F26HA
JI HHELICH Metd AtEXte BEEAl vi OICIEHE AFS0l0 crontab WS LHES HHOHO0F
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&HLIC.
crontab IO22l ILCHM 28t XtAHIet E2E= 2l=2A crontab w22 EFXSIYAIL. (man 5

cront ab).

9.3. AHEX &2 & HOoIX

Super Series= AIEX 2 & HIOIXE XZELICH AEXE & MEX QEHBIOIAZ Z7]01st

S0 AFSXH Z2 HOIXIH H stEHeZz #@Y g & /JUsLCL C=E & HOoIX

Q
mn
H
I
x O

23
HPO 28t KtMst 82 3.9 & A6 £F2 EFXoINAR.
¢k Il @ MOIXKIDF 124 HOIXI(Customer Page)e WHZLZH, ASXIH & AMSX
CIHHIOIAN =Z10I8t =0l D24 HOIXIJH & ELUCO. D2 HOoIXS WEs +=3otedH

AMEXt= BEEAl index.html IO0ILt CIZE CGlI Z2 &2 £=Hoi0F &LICt 0 & m2
Super Series2| /usr2 Cl2&Ee|0 ?AXIoH ASLICH
index.html IS WHE =&H2Z index.html IS WS
T2 WEs HEo) M=, ALZXot Bt
+=JS S0 AOLoior SLICH CGl Z2 e AA DEE AMAUGH)| fIHA AIEXt=s 22
e 2t&A(cross development environment) = SDK(Software Development Kit)Jt Z R 8fLICtH
Super Series& SDKE oL 2AZA g SHFN &8t XUAEE FE2EE  RSHAIH
NUHI=ZXIE Jl= X3 2(Sena Technical Support)fl &tatAIDl BHELICH.

9.4. At2Xt XHAISl DEE F M3t ASSH|

AET THeel 22 T8 IEE 4ol ks A2A Y &F L= Super SeriesE
SDK(Software Development Kit)Jt Z 28 LICt. Super SeriesSDK= PC CF 9IS EEHZ ME=E LI
(Super Series& SDKE F6toiLE A2A Jg &#Zo 28 XMS HFE2E JotAIH
NUHI=ZX&E Jls XS0 HESHAID] HHELICH.

Super Series SDKE AIE0t0, AFEXt= Super Series? CLINIA =212 &
USLICH

O XMst HE8E 26HAIH Super Series HAEOF0IA J10| = (Super Series customization guide)S

Fl
Hy
I

i
o

Jal

X
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1>

g0

28 £ YsUCh 0 Z2O
5 T=) crontab T2 S AIRE
LICI. AFRXF D200 20| Al2l¥ GI0IE Meletd ZE HEZ2IH0IE M2 Al
2.8. ZEH OWE2IH0IH&
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A 1.1 Ethernet Pinouts
Super Series= AT&T 258 &2 &8 HUHQ HFE Ethernet HYUHE AIEELICHL

g 2 Mys 20sLICHL

o =<

b
>
o
o

e
you

& A-1. RIS F1YE 9 E B/

I A-1. Ethernet& RJ45 HY/E S & g5
E EE Sy

1 Tx+ e Bl A

2 Tx- T

3 Rx+ =AM S

4 NC =M

5 NC A 2l

6 Rx- =AM

7 NC ZAH S A

8 NC 2

EZE E DB9 HHYHE AIESELICL AlelE EXEE DB9 HHEEH2
) A

A
= =
ANE2 2 A20 2SE0 JASLICH 2 Hiils Al2lEd S& 2480 & JIs0l AsLICH

6 7 8 9
2/ A-2DB-9 FHUES E HYI/(SS100E)
H A-2DB-9 HUES E EE(SS1002)

Pin RS232 RS422 RS485
1 - Tx- Data-
2 RX - -

3 TX Rx- -
4 DTR Rx+ -
5 GND - -
6 DSR - -
7 RTS - -
8 CTS - -
9 - Tx+ Data+
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SS110/400/8002 2= E Alclg EZE & RJI45 HEUHE AZELUILCH Alelg ZEES RJ45 H4
ez]
=

BHel & XNE2 ZF A30 AU JUsLICH 2 EHils Alelg s &80 g JI1s0l

Ct.
H A3 2 2 A2/ ZEE RJI4S HYEH & g5

Pin RS232 RS485 RS422
(console and (serial ports only) (serial ports only)
serial ports)

1 CTS Data+ Tx+

2 DSR - -

3 RxD Data- Tx-

4 GND - -

5 DCD - -

6 TxD - RX-

7 DTR - -

8 RTS - Rx+

Al4 0l EHE

HelloDevice Remote Host

18 A3 JZ2A2H 0/HY FI0I2E AE

|'0||

Ol XA oz

HelloDevice Hub

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

Remote Host

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

& A4 AEGI0IE 0ILE HOIEE AtES 0IHF S &
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A15 Aclg Hid=

A 15.1RS232 Al2l2 Hi&d=(SS1008)

HelloDevice Serial Device
Tx(3) »I— Rx
Rx(2) < TX

RTS(7) pt— CTS
CTS(8) —i«¢ RTS
DTR(4) pl— DSR
DSR(6) —¢ DTR
GND(5) —j« P1— GND

RS232

&g A-5RS232 A/2/& W& Z=(SS1008)

A 1.5.2 SS110/400/800&€ RS232 Al HH&E

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 <> 7 RTS
DSR Orange —> 2 ) 4 DTR
RXD Black 3 —t— 3 TXD
GND Red 4 > 5 GND
DCD Green —» 5 1 <= DCD
TXD Yellow 6 <> 2 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 D o o 2 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 4t 20 DTR
RXD Black 3 G 2 TXD
GND Red 4 > 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 G 6 DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 ) 20 DTR
RXD Black 3 G 2 TXD
GND Red 4 Gt 7 GND
DCD Green -—» 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 ) 6 DSR
RXD Black 3 G 3 RXD
GND Red 4 Gt 7 GND
DCD Green 5 1> 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 > 4 RTS
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A 1.5.3 RS422/485 Alel€ HH&=(SS1008)

Data-(1) RS485 Data-
. 4 L .
Devicey
HelloDevice ?1200 120 Q$
N=max 31
Data+(9) Data+
Data- Data+ Data- Data+
Device; e Devicey;
72/ A-6 RS485 A/2/& UL =(SS100E)
Tx-(1) RS422 Rx-
. 4 4
$ 120 Q 120 Q?
L 4 .
Tx+(9) Rx+ Devicey
HelloDevice
Rx-(3 Tx- =
X-(3) ° ° x- | N=max31
$ 120 Q 120 Q $
Rx+(4) Tx+
Rx- Rx+ Tx- Tx+ Rx- Rx+ Tx- Tx+
Device; e Devicey
12/ A-7TRS422 Al2/& UL =(SS100E)
A 1.5.4 SS110/400/8008 RS422/485 Al2l€ HH& &
Data-(3) R3485 Data-
? ? Device
| H
S31 1;2":22."3(]9 120 O 120 O
N=max 31
Data+(1) Data+
Data- Diata+ Data- Data+
Device, " Device 4

1&g/ A-8 SS110/400/800& RS485 A/2/Z HHH T
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RS422

TH-(3] Py
' d *
? 120 & 190 O
* ¥
$5110/400/800| T*+(1) Fht
series R¥-(E) -
s 4

120 & 120 O

R+ ) —

R Rt To- Txs+
Device,

R R+ Tr- Te+
Device 4

18/ A-9 SS110/400/800& RS422 AlCIZ HHH T RS422

110

Device

N=max31




25 2. Super SeriesJt A&dt= PC IIE

Super Series= Ct22 PC IS E X2 & LI

HA4 HERF JIE

Manufacturer Model/Name SS probed Model name Specification
3COM 3CXES89ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card

FA411

Ethernet

N

A5 £

& HERT I=

Manufacturer

Model/Name

SS probed Model name

Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-6 ATA/IDE Fixed /A= FtE
Manufacturer Model/Name SS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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AT AcClE 28 JIE

Manufacturer Model/Name SS probed Model name Specification
Sylelg(r);stolrr:c FM56C series 56KFa§|\CAgAdC§|§E|\AA§gc-NFS et (meh V%0
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card
KINGMAX g;;i)ﬂ%'(\jﬂg$p‘§§§ 56K l\(/f(IDRDREL;I\/i(l_T;I_O-(IE/Ilt():SGXX V.90 FAX/IMODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
Dol\g;)-lll/lo Mobile Card Triplex N NTEE%C_ﬁ li\;/laloeylc\)jb”e 64Kbps

112




£ & 3. Super Series &3 I

A 3.1 system.cnf

syst em cnf

system configuration which exist only one place on this file.

HH K

# kind of IP configuration node
# 1 - static ip, 2 - dhcp, 3 - pppoe
i pnrode = 1

# systemip addres
i paddr = 192. 168. 161.5

# system subnet mask
subnet = 255.255.0.0

# system gat enway
gateway = 192.168.1.1

# dns configuration

# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,

# you can set 'bmanual _dns' to O.

p_dns 168. 126.63. 1

s_dns 168. 126. 63. 2

# pppoe configuration
# 'ppp_usr' is pppoe account name and ' ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai | | oggi ng configuration

# if you want to send log via E-mail, set 'emaillog" to 1

# 'emaill og_num trigger sending email.

# The nunber of |ogs are greater than 'emaill og _nunf, then send it.
emaillog = 0

emai |l og_num =5

SMIP confi guration

"sntpsvr' is a SMIP server

‘sysmmi |l addr' is a sender address.

‘recvmail addr' is a receiver address.

‘snt p_npde' means a SMIP server authentication node.

1 - smp wo authentication , 2 - pop before sntp, 3 - sntp W
aut henti cati on

# If "smp_node" is 2 or 3, you need SMIP account i nformation.

# 'sntp_user' is a SMIP account name and 'sntp_pwd" is a password.
bsntp = 0

snt psvr = snt p. your conpany. com

sysmui | addr = SS800@ our conpany. com

recvmai | addr = adm n@our conpany. com

sntp_node = 1

snt p_user = admin

sntp_pwd = adm n

HoHH R

# 'device_name' nean a unit nanme assigned. A unit nane will be a identifier
among PS products.
devi ce_nane = SS800 Device

# |P filtering configuration

113



# By setting 'btelnet' to 1, you can use renote consol e.
# Simlarly by setting 'bweb' to 1, you can use renote consol e.
# 0 neans that protect any access.

# 'enable_ip', 'enable_netnmask' pair is a source rule specification for renote
console filtering.

# 'enabl e_webi p', 'enabl e_webnetnmask' pair is for web filtering.

btelnet =1

bweb = 1

enable ip = 0.0.0.0

enabl e_netrmask = 0.0.0
enabl e_webip = 0.0.0.0
enabl e_webnet mask = 0.0.0.0

0

# dynami ¢ DNS(DDNS) confi guration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. 0 for disable.

# 'dyn_dn' is a domain nane for your DDNS

# 'dyn_user' is a account nane for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |IP address of NTP server and 'ntp_offset' is a your

of fset from UTC

# If you don't know any NTP server |P, then set 'ntp_auto_conf' to 1.

ntp_enable = 0

ntp_auto_conf =1

ntp_offset = 0.0
1

ntp_serverip = 192. 168. 200. 100

# Log configuration

# systemlogging is enabled by 'l og_enable' to 1.

# 'l ogbuf _size' is a variable for representing | og buffer size by KB.

# 'log_stoloc' is a location to save |og

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# If you choose log |location to SYSLOG, 'Ioghbuf_size' you've set will |oose his
role - limting log file size.

log _enable = 1
| ogbuf _size = 4
log stoloc =1

# sysl og configuration

# You can run or kill syslogd by setting 'bsyslog service' to 1 or O.
# 'syslog ip' is a |IP addresss of a renpte syslog server.
# 'syslog 2ndip' is a |IP address of a secondary syslogd server which will get

the sane | ogs.

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog ip = 192.168. 200. 100

syslog facility = 0

# NFS configuration

# You can mount or unnmount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nmount path.
bnfs_service = 0

nfs_ip = 192. 168. 200. 100

nfs _path =/

# WEB configuration

# If you want to support HTTP, then set 'bweb_http' to 1. If not, set tot O.
# 'bweb_https' is for HITPS

# 'web_refresh_rate' is for refresh the changi ng page when you see the system
st at us page.

bweb_http = 1
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bweb _https = 1
web_refresh_rate = 10

# TCP configuration

# 'keepalive tinme' is a time before keep alive takes place.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a time interval between keep alive probes.
keepalive_time = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Et hernet configuration

# 'ethernet _node' is a ethernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Hal f Duplex, 2 = 100BaseT Ful | Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Ful | Dupl ex

et hernet _node = 0

# PCMClI A configuration

# 'pcntia_card_type' shows a pcntia card type.

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card
# 3 for Wreless Network card, 4 for Serial Mdemcard

pcntia_card_type = 0

# PCMCI A i pconfiguration

# sane with systemip configuration
pcnti a_i pnode = 2

pcntia_ip = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255. 0

pcnti a_gateway = 192.168.1.1
pcnti a_ppp_usr = whoever
pcnei a_ppp_pwd = pppoepwd

pcnti a_bmanual _dns = 0

# In case of serial nobdem card, 'pcntia nbdeminitstr' means a nbdeminit string
pcnti a_nmodem initstr = qle0s0=2

# Wrel ess network card configuration

# To enabl e or disable Wred Equival ent Privacy(WEP), set 'pcntia_wep_enb' to 1
or O.

# 'pcntia_web_node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcncia_wep_length' is a length for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcntia_wep_key_str' is a key string for WEP.

pcnti a_wep_enb = 0
pcnti a_wep_node

=1
pcnti a_wep_l ength =

1

# 'pcncia_cf _conf_max' is a maxi num size to use in case of CF card
pcnti a_cf _conf_max = 0

A 3.2 redirect.cnf

#
# redirect.cnf

#
# Port configuration is placed on this file.

# Basically keys followed by 'port' key are data for those port.

# Port nunber is zero base index and the maxi num val ue for port is used as al
port configuration

# Data followed by all port are default values and will NOT be applied

# 'port' key notify the port data foll ow.

# If you want to activate the port, set 'benable' to 1. If not, set to O.
# If you set 'bmanset' to 1, you don't want to change the port data by changi ng
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all port configuration.

# If you want to change the port data by changing all port configuration, set to
0.

port =0

benable = 0

bmanset = 0

port =1

benable = 0

bmanset = 0

port = 2

benable = 0

bmanset = 0

port =3

benable = 0

bmanset = 0

port = 4

benable = 0

bmanset = 0

port =5

benable = 0

bmanset = 0

benable = 0

port = 6

bmanset = 0

benable = 0

port =7

bmanset = 0

benable = 0

# As refered, maxi mum port (in case 8 port nachine ,8) represents the
# defaults values for all port configuration.

port = 8

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uvarttype' is for UART type. But PS only support RS232

# So set 'uarttype' to 0 and DO NOT CHANGE

# 'baudrate' is for baudrate. From 1200 to 230400 is avail abl e.
# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# 'parity' is for parity. O for none, 1 for even , 2 for odd parity.
# 'flowcontrol" is for flow control. O for none, 1 for XON XOFF,
# 2 for hardware flow contro
# 'dtropt' is for DIR pin option

# 1 = Always HGH, 2 = Always LON 3 = Hi gh when open

# 'dsropt' is for DSR pin option.

# 0 = None, 1 = Allow TCP connection only by HHGH 2 = open/cl ose TCP connecti on
# 'interchartineout' is for inter-character timeout. It works ONLY FOR RAWICP
# node.

uarttype = 0

baudrate = 9600

stopbits =1

databits = 8

parity =0

flowcontrol =0

dtropt = 0

dsropt = 0

intercharti meout = 100

# Host node configuration

# ' host node' nmeans a host node.

# 0 = TCP node, 1 = UDP nbde, 2 = Mode emnul ation

host node = 0

# In TCP node, 'localport' is a listening port.

| ocal port = 0

# ''max_connection' is a maxi mum al | owed nunber of renpte host
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max_connecti on = 32

# 'rempotehost' is a renote host |ist

# (Primary | P address: port Secondary | P address: port)
renot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictine ' is a cyclic connection time in seconds

cyclictine = 10

# 'inactivitytinmeout' is a inactivity tineout in seconds
inactivityti meout = 100

Crypt ogr aphy Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 rollback v2, 4 = TLSv1l
"encryptionkey' is encryption key file nane

' key_password' is password for encryption key file

' ci pher _suite' represents a conbinati on of cipher suite.
‘verify client' is Verify client(server node only) option

0 = No, 1 = Yes

‘verify chain_depth' is a nunber of chain depth to be searched
"verify cn' is Conpare the certificate CN and hostnane option
0 = No, 1 = Yes

encrypti onnode = 2

encrypti onkey =

key password = testing

ci pher _suite = 524287

verify client = 1

verify chain_depth = 3

verify cn =1

HoH H O HHHHHH

# | n UDP nobde,

# 'accept _unlisted is Accept UDP datagram fromunlisted renpote host option
# 0 = No, 1 = Yes

# 'send_to_unlisted" Send to recent unlisted renpbte host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to _unlisted = 1

# IP filtering configuration

# 'allow.ip', '"allow netmask' pair is a source rule specification for seria
port access filtering.

allowip = 0.0.0.0

al l ow_netmask = 0.0.0.0

# 'porttitle' is a port title.
porttitle = Port Title

Mode configuration option

' modem node' is nbdem node option

0 =Di sabl e, 1 =Enabl e

"modeminitstr' is a mbdeminitialization string
' modem dcd_option' is nodem DCD pin option

0 = None, 1 = Allow TCP connection only by H GH
modem node = 0

nodem initstr =

nmodem dcd_option = 0

HoHH R R

Event notification configuration

Enabl e of disable Event notification by setting 'event_enable' to 1 or O.
‘"notification_interval' is interval of event notification.
"bmai | _handl e' is a Enable/Disable E-mail notification option
0 = Disable, 1 = Enable

‘mai | _title' is atitle of email notification.

"mai | _address' is a mail recipient’s address

"bsnnp_handl e’ is a Enabl e/ Di sabl e SNVMP notification option

0 = Disable, 1 = Enable

"snnp_title' is atitle of SNMP trap notification.
"snnp_trap_receiver_ip' is a |P address of SNVMP Trap receiver

HoHH R HHHHH
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IE HS = O3S 22 30K geiE & 2Hd& ZEWell Known Port), SE& I E(registered
port), SZ&(Dynamic) F= AlE ZEE(private port)] L= %= USLICH & LHE ZEE=
0~1023H Al OI0H, 0101 SE]E ZE= 10242H 491510tK12 ZEALICL. & L A4
LZE= 491522 F 655357HK12] EZELIC
& A& EZEE= IANAJE KIEE A2 M, HREES AMAEUHAE AIAE ZZ2MAL SE0
GO AMEXDF A ast T2 M0 2oiMEt A EE = JUSLICH E A82 & il LE B
=9 d2E 2UHSLICH KAE LHE2 IANA BA0IEE 2 E6HAID] HHELIC
http://www.iana.org/assignments/port-numbers
H A8 & 2K HE Ho
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UbP

49 TACACS, TACACS+ UDP

53 DNS ubP

67 BOOTP server UbDP

68 BOOTP client UDP

69 TFTP ubP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP ubP
443 HTTPS TCP
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22 5 Guideto the Bootloader Ml =218 OHLHA

A51 i

Bootloader Hl== Hl& Al, 87 S&2Z BOOTP/TFTPE AIE5l0d Super SeriesE S706t1)
ANAE GIERINE XSGt &S M3 LICH Super Series X0 A0 B=E & 3=
OILHOI AFEXIE <ESC> IIE 2, bootloader Kl Z20ME LS = JUSLICH 0 O
T2 )HOZ2H, MEXt=E CHs AIAE HM0IEHE 28E £ UL, ot/ AIAE HAE
2 firmware ZdI0IEE +=HE 4= USLICH

A 5.2 O Ol

Bootloader 0= ZZ2 &0 SHIOtH, AAZEXt= G210 201 HOIXIE 2 = USLICH

Boot | oader 1.1.0 (May 23 2003 - 22:48:25)

CPU XPC855xxZPnnD4 (50 MHz)

DRAM 64 MB

FLASH : 8 MB

PC CARD No card

EEPROM A Type exi st

Et her net AUTO- NEGOTI ATI ON

Aut oboot Start: O

Wel come to Boot Loader Configuration page

Sel ect nmenu

1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]

2. Hardware test

3. Firmmvare upgrade [S/W Version : vl1.0.0]

4. Exit and boot from fl ash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

----- >

_1&/ A-10 Bootloader 0o/ Z=ZJ2/9] o i~ H O/

A53RTC &€& 0+
RTC €& H=E AMS22ZM, AtEXH= Super Series2] AAEN A2t 8838 = ASLICH
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Sel ect nmenu

1. Date(nm dd/yy)
2. Tine(hh: nm ss)

02/ 14/ 03
13:27:12

<ESC> Back,

<ENTE§> Refresh

Enter Current Date (mm dd/yy) : 02/ 15/03
press the ENTER key to conti nue

Sel ect nenu

1. Date(nm dd/yy)
2. Ti ne(hh: nm ss)

02/ 15/ 03
13:27: 20

<ESC> Back,

<ENTER> Refresh

Enter Current Tinme (hh:mmss) : 13:25:00
press the ENTER key to continue

Sel ect nmenu

1. Date(mm dd/yy) : 02/15/03
2. Tinme(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

1& A-11 Bootloader & ZZJg LS RTC &£&

A5.4 ot=H0 HIAE O

=R HAE H=E AMEStH of=d0 F#d ass HAEYE = USLICL
A

5
ot 22 3JtXS ot=R0 HIAE 2E0F /JASLICH

d(Ats HAENA 22 HAE 80l =™

5t
NS HAENA 2% HAEESE AtSol =)

=
JIE S2J| MK A= HAEI =0z =&dELICHL 0l 2E0M, 33 SAEKNY IP
e F

=
e

9. Ethernet 2 UARTOIA HAEE

ZEQ Ethernet HO0/ES BIZ=Al HZ 6}

kJ I
n
I8
1z
W
i
W
iy
w
[
©
@
w
@
=
w
o
Q
In
>
L
e
M
Im
=2



SAZOHOF EILICL EB RastIP F4AE = FF SAET BIEA] QUOI0F ELICE JlZ2 KBS
=

IP =4£ 192.168.0.128 0/ 0/= [Firmware Upgrade] =2 AtE0t0 HFE + [A=LICKH

JEX &ed, HAEZ HE6 +dg + Szl




72! A-12 Bootloader Ol ZZ2732 {9 6IEH0) HAE Ol &=

S

32, 2= o= 24 240 UE HAEI S22

MEXIL [Auto test]E HEHEH

gLICH




Port # 7 test in progressing(Read/ Wite)---------- [ SUCCESS]

(RTS/ICTS)------------- [ SUCCESS]
(DTR/IDSR) - - === === =---- [ SUCCESS]
Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ CTS)-------m-n--- [ SUCCESS]
(DTR/IDSR) - - === === =---- [ SUCCESS]
[ PCMCI Al
5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapt er Card

[ Et her net ]

Ethernet chip test-----------mmmmm [ SUCCESS]
PI NG 192. 168. 0. 135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192.168. 0. 135 : seq=0 ttl =255 tinmestanp=11172879 (ns)

64 bytes from 192.168. 0. 135 : seq=1 ttl =255 timestanp=11173874 (ns)

64 bytes from 192.168.0. 135 : seq=2 ttl =255 tinmestanp=11174875 (ns)

64 bytes from 192.168.0. 135 : seq=3 ttl =255 timestanp=11175876 (ns)

**xxxx%  Hardware aut o-detect and aut o-test SUMVARY ****x*x

1. DRAM TSt - - - - - - - oo [ SUCCESS]
2. FLASH TeSt --------mmmmmm oo [ SUCCESS]
3. FAN TeSt - [ SUCCESS]
4, EEPROM TeSt - - - - - - - - - oo oo oo oo [ SUCCESS]
5. UART Test Sunmary
ort NO| exist status | exist status | exist status | exist status
Port 01-04| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

6. PC CARD Test Sunmary
5V CARD
5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapt er Card
7. PING TeSt - ---mmmmm [ SUCCESS]

PRESS any key to continue!!

e

72! A-13 Bootloader 0| ZZ772 Lf9 5IEQ0 HIAE 3f

SISO T4 24 HIAEES SIoh, AFSIE <ESC> I8 =2 HAES AUE & ¢

Sel ect nenu

Test Mbde - One tine
Aut o test

DRAM t est

FLASH t est

LED t est

EEPROM t est

UART t est

PC card test

. Ethernet test

<ESC> Back, <ENTER> Refresh

LRI @ >N S

**xxxx%  Hardwar e auto-detect and aut o-test ***x*x*
[DRAM
DRAM Test in progress -------------------o oo [ 640KB]



BN T T T T T ——— [ SKI PPED]

[ FLASH]
Flash Test Status----------------------- - [ 2 9
FELAGH TESfi ====c=c-c=cccscccccccocscccccocococcoccocoocoocoooas [ SKI PPED]

& A-14ESC J/& AEot0H E& H2AE 2HFHI]

£ RCE e IS HAED sdHeE S 2MIt &dols B2, HAEIN XM Al2lE
& =

m
(]
rr
Qj
n
j_g
=)
[u)
[~
Im
S

2elJl o ZWALICH 0l B, AlEXt= <ctrl -

A 5.5 Firmware upgrade 0%

Firmmvare upgrade BIRE MEE2ZMN AMEXH= EX2 fimwareE 1Y 0IES = UsL
Ct. firmwareE Zcll0IESHII M, AtEXt= W 0= HOIXIS OHe &=

SL

<

t
firmware HH&S &g = % Ct. firmware upgrade Ol Zz 132 & fiimware CI22 =
E <o BOOTP ¥ TFTP 2JH8 Z2&=22 X JELICI. DHCP &&Z2 {8t D
BOOTPELICE AISXOF TFTPE &Est 2, AIEX=s HEs X2 IP =42 Z&FoH0F &

Ch EXI2 JIZ IP == 192.168.161.5. &) LI C}.

0

Firmware upgrade 2| Z<, [Server’s | P address]z A&8E AHO BtSAl [Firmwvare File

NanelZ2 &&& firmware L0l BFEAl E=THoHOF &LICEH

Sel ect nmenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |IP address [192. 168. 0. 128]

4. Firmvare File Nane [ss800. bi n]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |IP address [192.168. 0. 128]

4. Firmmvare File Nane [s800. bi n]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

& A-15 Bootloader Hl7 ZZ 372 Lf° firmware upgrade &+
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[Start firmare upgrade]E & &8ict= A<, &0C HAIXIOL 2FH0 LIEHE

Sel ect nenu

1. Pr

2
3
4. Fi
5. St

ot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168.161. 5]
Server's | P address [192.168. 0. 128]

rmvare File Nane [ss800. bin]
art firmware upgrade
> 5

Fi rmnar e upgrade cannot be stopped until finished.

And al

| configuration paraneters are restored to default val ues.

Do you really want to start firnmware upgrade(y/n)?y

BOOTP

broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our |IP address is 192.168.161.5
Fi | ename ' ss800. bin'.

Load address: 0x100000

Loadi ng: ####A#HAHHHAHHHHHH AR R R R R R

done
Byt es

Erase
BLOCK
Erase
BLOCK
Erase
BLOCK
BLOCK

B R R R R B R R TR i T
BHAABHHHHH AR R R H R AR R AR R R R
B R B R R R B R R TR TR i T
BHAHBHHHHHABHHRH R TR AR R R AR R R
B R R R R R B R R TR TR i AT
BHAHBHHHHH AR R R HH A AR R R AR R
B R R R R R B R R TR TR i AT
BHARBHHHHH AR R R HH R HA R R AR R
B R R R R B R R TR i T
BHAHBHHHHH AR R H R AR R R AR R
B R R B R R R R R TR TR AT
BHAABHHHHH AR R R H R AR R AR R R R
B R R R R R B R R TR TR i AT
BHAHBHHHHHABHHRH R TR AR R R AR R R
BHAHBHHHHH AR R R H R AR R AR R
B R R B R R R R R TR TR AT
BHAABHHHHH AR R TR AR

transferred = 5838194 (591572 hex)

Fl ash Sectors 9-20 in Bank # 1

1 : Copy to Flash... done

Fl ash Sectors 21-115 in Bank # 1

2 : Copy to Flash... done

Fl ash Sectors 116-116 in Bank # 1

3 : Copy to Flash... done

4 : Erase Flash Sectors 117-117 in Bank # 1

Fi rmnar e upgrade is finished successfully.

LICH.
NIADJE AIEELICH 01248 Z2MA=E 22E

Sel ect
Pr

F
St

G >N =

menu
ot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

rmvare File Nane [ss800. bin]
art firmware upgrade

126
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<ESC> Back, <ENTER> Refresh

& A-16 firmware upgrade ZZ A4

firmware upgrade ZTZ AN AJI 22 & O,

1<

82 45 HAIXe SN H=E CAl LIEHELICH
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== 6. Serial/IPZ Super Series AIE3HD|

A 6.1 Super Series® Serial/IP2] & HlW
H A-9 Super Series vs. Serial/llP S4 S 24 2 HO/E
Serial Port Configuration of Super Series Serial/IP Configuration
Cryptography
Host mode Configuration ) ) )
Configuration ] Connection .
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None ] ) Disable
required connection
No login
TCP Enabled None ] Telnet Disable
required
“SSLv2” or ) )
) No login Raw TCP Negotiate
TCP Disabled “SSLv3 ) )
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3” or )
) No login Raw TCP
TCP Disabled “SSLv3 ) ) SSLv3
required connection
rollback to v2”
“TLSv1” or )
) No login Raw TCP
TCP Disabled “SSLv3 ) ) TSLvl
required connection
rollback to v2”
“SSLv2” or ) )
No login Negotiate
TCP Enabled “SSLv3 ) Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3” or )
No login
TCP Enabled “SSLv3 ] Telnet SSLv3
required
rollback to v2”
“TLSv1” or )
No login
TCP Enabled “SSLv3 ] Telnet TSLvl
required
rollback to v2”
Super Series0ll “SSLv3 rollback to v2" S&EE Serial/IPOl “Negotiate SSLv3/TSLv1"d &2

& LICE
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“SSLv3"Z Super Series® 253t HASIH SFEUCHH, Serial/lP= “Negotiate SSLv3/TSLv1”
S8 O Z = Super Series?t HZE £ ASLICH

A6.2 HZ OAHl -Telnet € SSLv3 encryption

1 & G20 200 18 Alelg ZEE
Host mode = TCP,
TCP listening port = 7001,

]

Telnet protocol = Enabled

Serial port configuration - 1 ; Pert #1

Enable/Disable this port
Port title

Anply all ports settings
Host mode configuration

Host mode

TCR listening port (1024-65535, 0 for anly
outaoing connectons) ¢

Telnet protocol |
Maw, allowed connection (1-32)

Cyclic connection to remote hosts (sec, 0
disable)
Inactivity disconnection timeout (sec, 0

I>
Im
o
In

nx
0x
o

———Move to ———

| TCP

'

7001

|32

0

|0

unlimited) .

| Savetoflash | [ Save & apply ] |_ Cancel J

Ramobe host configuration
Poft IR filteting
Crypkography configuration
Filter application

Seral port parameters
Modam configuration

Part logaing

Port event hardling

A
=

Encryption method = SSLv3

NG
=]

LIHXI S82 D& £otAIQ JI2 22 "dF8AIL.

129

d & (Cryptography configuration)



Serial port configuration - 1 ; Port #1

Enable/Dizable this port
Part title

Apply all ports sethings

Host mode configuration
Ramote host configuration
Part IP filkaring
Cryptography configuration

Encryption method |
Enable/Disable cipher suites :
S5L_DHE_DSS WITH_RCH4_128 SHA

SS5L_DHE_RSA_WITH_3DES _CBC_SHA

SS5L_DHE_RSA_WITH_DES_CBC_SHA

-~ Move to ——-

| 55Lv3 v

SSL_DHE_REA _EXPORT_WITH_DES40_CBC_SHA

& A-18 2'57/8 & Z( Cryptography configuration)

— Serlal/IP?Cantrol Panel 4.

Tac icAat

=Eo w—

2.3

3 ©AH Open Serial/lP Control Panel2 Z 11, Super Series2 181 Al2lg X
2ol= COM EZEE “Select Ports”

A EHSH Ll E|.

(O = |

~ Settings for COMI18-
|P-&ddress of Server:

Paort Murnber:

192,168,411

[0

Canfiguration Wizard,,,

(=5 | N P L0

select Ports

redirect to Seral/AP?

ICOMS
CICOMIO
WICOM! 1
WICOM12
WICOM13
WICOM14
WICOM15
WICOMIE
WICOMIT
WICOM1A

Select Pors... I
Part Monitor,,, |

%)
Please selectthe COM
ports you would like to
A b
b
Caneel.l Help... ]

Licensing,.. I —

Advanced... |

TTTOOETTT e LAH|_II:.

I DSR always high

I~ DCD always high

[~ Restore Failed Connections

--:Eecur‘ity :
¥ Enable

|SSL “ersion 3 (55Lw3)

= _

Clase

Help,..

| Shout,;, |

1& A-19 Serial/lP Control Panel Al ZESS A&
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A Enter A2l IP =2 (ISuper Series IP =) ZE EH(IYH Alelg ZEQ ZE
HH)E Z=otAH =0t S 20| O E Oet0leHES 88 gLt
Credentials = No Login Required,
Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
— Serial/IP?Control Panel 4.2.3
T30 1A I— Settings for COMIG-
COmMI2 IP-Address of Servar: Part Murnber:
Com13
Eamia |192.166,4.18 700
LOmM15 Canfiguration Wizard,,,
COMIE -Credentials
t+ Mo Login Required
" Use Windows Credentials
" Prompt on COM Port Open
¢ Prompt at Login
" Use Credentials Below:
|
|
-Connection Protocal
= Telnet
Select Ports... " Telnet with CR-Padding
" Raw TCP Connection
Port Manitar,,,
-COM Port Options
Licensing,.. [~ DTR iz modem escape
I~ DSR alwavs high
Advanced... [~ DCD always high
[~ Restore Failed Connections
.éecu.rit'y
¥ Enable |SEL Version 3(55Lv3) =]
Close | Help, .. ] Shout,;, I
72 A-20 Serial/lP Control Panel 0/ A/ It2HOIEH & &
HOE ol=d0ld T2 €1 A3ct=e COM EZEE MEELICH DHH,
ArEX = 0l KHAQ PCOl U= COM ZEONA EHOEY S0l Z2HS
AMEGH=ZO0l Super Series?| Alelg ZEE MEE = JUSLILCL



E 32 - [disconnected] VT

rlle .: 11 =LY Qe LA el

T
Tera Term: New connection @ =

~ TCPAP Host:  [182.16 |

Senvice: TCP portf: |22
+ Serial Port: C(]M1E "i
OK I Can[:ell Help |

X

18 A-21 Serial/lPZ Super series2/ A/2/& HEEO HAZ5t7]

6 SH AIEZX=  Serial/lP2l  Serial/lP Port MonitorOlL+ Trace windowZ ™2 AEE

QUIHSIAU =HE = JAsLICH

_ Serial/IP?Port Monitor 4.2.3 (=153
File Edit Help

Tacrcas, RN <
softuwa L'\—'

Activity Trace |

23:06:46.140 COM16 : | 33L initialization proceeding -~

23:06:46.140 COMl1e @ | 33L initialization proceeding =

23:06:46.140 COM16 : | 83L initialization proceeding

23:06:46.171 COM1G : | 23L initialization proceeding

23:06:46.640 COM1G : | S3L: RC4-3HA at 125 bits

23:06:46.640 COM16 : | COM Port Control negotiated (RFC—ZZI?J

23:06:460.640 COMl1e @ | Ferver connection negotiated

23:06:46.640 COM1G : | FlushTZ

23:06:46.640 COMiG : | FlushRX

23:06:46.640 COM1G : | DTE: 1 RTa: 1

23:06:46.656 COM1a : | ETSE 0 D_SR: n] =
Clear | v Enable Trace ¥ Hew Display W Auto Soroll T Always On Tap

& A-22 Serial/lP Trace Window

132



F£5 7.SSL 2ISA &

i
-

A 7.1 OpenSSL IHIIXl &X|

1 ©H Download the latest OpenSSL package. (http://www.openssl.org)

2 A Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.

(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>

Download OpenSSL source code and compile it.
# cd /work/

# tar —xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d

# ./config

# nmake

# make test

#

make install

A 7.2 root CA (For Self-signed) 2t=D|

1 S Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C.\Program Fi | es\ OpenSSL\ bi n
< Linux >
/usr/ share/ ssl/openssl . cnf

Modify [r eq_di sti ngui shed_nan®] section as follows,
count r yName Country Nane (2 letter code)

count r yNane_def aul t = KR

count ryName_ni n =2

count r yName_max =2

st at eOr Provi nceNane = State or Province Nane (full nane)
#st at eOr Provi nceNane_def aul t = Some- St ate

| ocal i t yName = Locality Nane(eg, city)

| ocal i t yName_def aul t = Seoul

0. or gani zat i onNane = Organi zati on Name (eg, conpany)
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0. organi zati onNanme_default = Sena Technol ogi es | nc.

# we can do this but it is not needed normally :-)
#1. or gani zat i onNane = Second Organi zati on Nane (eg, conpany)
#1. organi zati onNane_default = World Wde Wb Pty Ltd

or gani zat i onal Uni t Name = Organi zational Unit Nane (eg, section)
#or gani zat i onal Uni t Name_def aul t =

conmmonNane = Common Nanme (eg, your nane or your server\'s host nane)
commonNane_def aul t = Sena Technol ogi es
comonName_max = 64

Emai | Address
40

emai | Addr ess
emai | Addr ess_max

Modify [r eq_at t ri but es] section as follows,

chal | engePassword_mi n =0
chal | engePassword_max =0

2 A Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/ openssl -0.9. 7d/
< Linux >
# cd /work/openssl-0.9. 7d/
# nkdir CA
# cd CA

# sh /usr/local/ssl/msc/CA sh —newca

CA certificate filenane (or enter to create)
; (Press Enter to use default val ue)
Maki ng CA certificate ...
openssl is called here as follow from CA sh
; openssl req -new -x509 -keyout ./denpCAl private/./cakey.pem\
-out ./denpCA/./cacert.pem -days 365
Usi ng configuration from/usr/local/ssl/lib/ssleay.cnf
Generating a 1024 bit RSA private key
........ ++++++
...................... ++++++
witing new private key to './denoCA private/./cakey. pen
Ent er PEM pass phrase: ; CA Password (Enter password and renmenber this)
Verifying password - Enter PEM pass phrase: ; CA Password
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a D stingui shed Nane or a DN.
There are quite a few fields but you can | eave sone bl ank
For sone fields there will be a default val ue,
If you enter '.', the field will be left blank.
----- ; CA's Information
Country Name (2 letter code) [AU]: KR
State or Province Nane (full nane) [ Sone-State] (Enter)
Locality Name (eg, city) []: Seoul
Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
Organi zational Unit Name (eg, section) [](Enter)
Common Nane (eg, YOUR nane) []: Sena Technol ogi es
Emai | Address []:(Enter)
#
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3 ©H Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# |s denoCA
cacert.pem certs crl index.txt newcerts
private seri al

# |s denoCA/ private
cakey. pem

A 7.3 21F RAE AM(Certificate Request) 2t=D|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/CA

Run following commands,

# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem -out req.pem

(It is assumed that you are using sample configuration file - “openssl . conf . sena”)

Usi ng configuration from/usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be left blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Nane (full nane) [M nnesota]: (Enter)

Locality Name (eg, city) [M nneapolis]: (Enter)

Organi zati on Nane (eg, conpany) [Digi International]: (Enter)
Organi zational Unit Name (eg, section) []:(Enter)
Common Nane (eg, your nane or your server's hostnane) []:Sena VTS

Emai | Address []:(Enter)

Pl ease enter the following "extra' attributes

to be sent with your certificate request

A chal | enge password []:(Press Enter — Do not enter any other characters)

An optional conpany nane []:(Press Enter — Do not enter any other characters)

A7.4 2lEF R AM(Certificate Request)tl AY S|

1 &3 Signing a certificate request
# cd /work/openssl-0.9.7c/ CA
# cp req.pem new eq. pem

# sh /usr/local/ssl/msc/CA sh —sign
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Usi ng configuration from/usr/share/ssl/openssl.cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)

Check that the request matches the signature
Si gnat ure ok
The Subj ects Distinguished Nane is as foll ows

count r yName : PRI NTABLE: ' US'

st at eOr Provi nceName : PRI NTABLE: ' M nnesot a'

| ocal i t yName : PRI NTABLE: ' M nneapol i s'

or gani zat i onNane : PRINTABLE: ' Digi International'’
commonNanme : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Ot 6 09:39:59 2013 GWMI (3653 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed
Certificate:
Dat a:

Version: 3 (0x2)

Serial Nunmber: 1 (0x1)

Si gnature Al gorithm nd5W thRSAEncryption

| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi International,

I nt ernati onal
Validity
Not Before: COct 6 09:39:59 2003 GVI
Not After : COct 6 09:39:59 2013 GVl

Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=Digi I|nternational,

Port Server CM
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)

_____END CERTI FI CATE- - - - -
Signed certificate is in newcert.pem

2 YA Check whether signed certificate(newcert.pem) is generated.
#1s

denmpCA key. pem newcert.pem new eqg. pem reg. pem

A75SSE 218N B2H=D|

1 A Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/ CA
# cp newcert.pem server.pem

# vi server.pem

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 1 (0x1)
Si gnature Al gorithm nd5W thRSAEncryption

| ssuer: C=KR, ST=, L=Seoul, OC=Sena Technol ogi es Inc.,
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2 &3 Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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