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- $5100/110/400/800 2| & <A

-110vV £= 230v @ 2E

- Al2l€ CIoIE 2H01=(SS100&)

- CAT5 01 2(SS100HI2!)

- 22 A0lIE IIE(SS100 HlLl)

- Quick Start Guide

- SerialllP Com Port Redirector, Tips_Serial/lP Com Port Redirector, HelloDevice-IDE,

HelloDevice Manager & AMEX &HAME E&E CD-ROM
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S5100 |  ssii0 SS400 SS800
NEEEEETTES 1 ZE 4 ZE 8 ZE
A2l =& 75bps ~ 230Kbps
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S Mot
StERI0 RTSICTS, AZERI0 Xon/Xoff
RJ45 214H
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RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
RS422 Rx+, Rx-, Tx+, Tx-

RS485 Data+, Data-

2E M O: DTR/DSR and RTS/CTS

HES3 2IHHOIA | RJ45 Ethernet HEHE & St 10/100 Base Ethernet
8 P 7 IP =2 NA

OZ2ES - ARP, IP/ICMP, TCP, UDP, Telnet, SSH v1 & v2,
-SSLv2&v3, TLSv1

- DNS, Dynamic DNS, HTTP, HTTPS,

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoE, SNMP v1 & v2

PCMCIA =3 Ct& PC Jt& XI&:

ATA Zcdi+ HR2l HE
802.11b 24 & It
10/100 Base-TX & Jt&=

L& JE
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HTTPS

20t E0I2 QIE{HO0lA: SSH

GIOIEl 253t SSLVZ/VS, TLSv1, 3DES 2 RC4
P =4 ZEHE

SCP

Modem emulation AT Z3E0 XI&

=2 Aeld 22 IZE telnet, &, HelloDevice Manager
23 MM XI&: Windows 98/ME/NT/2000/XP
A AE 22
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s
&I LED Power
Ready
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3 I4s 2&5:5'C~50C
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L x Wx H (mm) (mm) (mm) 9.6 x6x 1.2 (in.)
3.94 x 2.83 x 59x4.0x1.0
0.98 (in.) (in.)
DIN-rail mount option

27 (kg) 0.240 | 0.455 15
5 FCC(A), CE(A), MIC
=2 23 DIzt 54
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MAC =24

LAN E= JlEt UERIAWAM MAC(Media Access Control) A= ZEHS 1NRS GI=HAO
HSE UEIELICH (Ethernet LAN &0l A Ol= Ethernet =49 S &LICEH)

MAC F4& 6Xt2] OUl(Organization Unique Identifier) H1S 2t 6Xt2| SI=ER Alg BHES=2
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ISP Internet Service Provider
PC Personal Computer

NIC Network Interface Card
MAC Media Access Control
LAN Local Area Network
UTpP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line

ARP Address Resolution Protocol

P Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol
DNS Domain Name Service
DDNS Dynamic Domain Name Service

SNMP Simple Network Management Protocol

RADIUS | Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTs Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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- 23 ANAE 220 Z%6t7/= MNAE 2L L= telnet = & HEE AESH0 Super
Series? 2 ZEN %ot 28 sS SHELULCL
AXSHAYN 089 &AXS0l ERELICH
- ot M AOIS(@IIXl EErE)
- OtLESl 2£/Ethernet AIOIS(IHII X0l Z&HE)

S oIZ SN EE)

- UWERAZ AHMBOIA SHE(0ISH NIC)IJE JE GtLESl PC £= otLt2l RS232 Al2IE EE

ol

2.1. HE dllolot=

2.1.1.SS100 IHE dlOIOt=

SS1000l= &AEf HAIE 98 6J12 LED XIAIBIZIF QUSLICH z&e #HIEe= AAES A
AEHE EAIZUCL 1 O3 #IZ= AIAHS XS MHE ZAIFUCL M Bl == OO0l
SAS Alelg ZEQ 4 & MES HZAIELICH T8 M JHe &#ZE= 242 100 Base-T 0G4

&, 10/100 Base OIHY! &3, Jdel1 0IHY &S ASEE HEAIELICH

&

.{

H 2-1SS100° LED XAl &Z=

e Jls
AFEH (Status) Power R0 S &I W20l ELICH
Ready ANAE0 s&E =IOt E\i’iﬁu S& S0/ M0 FLICH
Ol DF ZAGHH 2 eI LICH (Ml &ele &l 208
ZAFSEAIDI BHEFLICH 2 *—LMOH 2= 6.2E0A SHELICH
Alelgd RX/Tx SS1009 Al2lg ZEE Soll l0IEI SHLML L2 [HOHCH
L E(Serial Port) 2E g LICH
Ol Y (Ethernet) | 100Base | 100 Base OI4Y! UWIEIAN HABEH =M0| FLICH
Link 10 £= 100Base OIHY! UELI0 HAZEH sM0| FLICH
Act SS100 OICY! ZEE Soll 20l SHRAL Ul 24 22
30| UAS MOHCH 281 LICH
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Factory Reget 10100 Base-T

SENA

Power
Ready
Sarial Rou/Tx
100Base

Link

At

Serial Port Data/Console—

J& 2-1SS100°/ HHE d0/0t=

2.1.2. SS110 IHE dIOIOH=

08 229 08 2-301 20X= HME SS 110/400/8000l= &El ZAIS f8 Ml 182 LED
KAl &I ASLICH (0l: System, Ethernet Z12|1) Serial Ports). XS0 X8t XMS A JHel
T= XN (Power), &=Hl AEH(Ready) 12l PC It= QCIHHOIA(PC Card Interface)S
LIEFHLICEH O T2 M el &Z= O0IHY 100Mbps(Ethernet 100Mbps), & 3(Link), 121 &=
AEf(ACHJLICH OrXe I Al2lg ZEQ #4l(Receive)dt X E(Transmit)2 =20 SLICH

H 2-20lM 2 LED XAl &Z2 JIs8 & LICL

0%
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100Mbps
Link
Ack

Seral RuTx

HollaDevice

Ethamal 120140

—1& 2-2SS1109 IHE cl0l0t=

#H 2-2 SS110/400/800°/ LED /Al &E

g s
System Power S0l S= & HAELICH
Ready ANAEO| S&E =H|JF &3 AHELICH
PC card PCMCIA EXIJt &5 S01% HELICH
Ethernet 100Mbps 100Base-TX HZ0| 2X =™ HAZLICH
LINK Ol WERAIAN HAZH HZLICH
Act Super Series 0IHY! ZEE SoiA W20l SHLAHLE LiJot= At
22 830| AS MOotC 2 ALIC
Serial port InUse Alelg ZEJL AME S0I18 HAZLICH (SS400/800012F MELH, ZE
HIHE 0l JIsSolE S AFotHU ZE HE0| AAE 52 )
Rx/Tx Super Series2| Al2l€ ZEES SdiA CIOIEIH SH2HLE LS O
JJH:II»OIL‘EI,

2.1.3.SS400 L dIOIOH=

08 2-30 20 XI=<0l SS4000l= AEH EA
Serial Ports). Z=0 AXIE M M JHo BI= M(Power), =HI

PCMCIA CIEHOIA(PCMCIA Interface)S UEHHLICE O COS M JHe

System, Ethernet 12|11

AtEH(Ready), 2l

L]
r

fI8t Ml 282 LED XAl &=t ASLICH (0l

@I= 0|HY 100Mbps(Ethernet 100Mbps), & 3(Link) 2l &5 AEi(Ac)LLICH O T2

HES2 AMlg ZE0 ol AHEZ(InUse), ==
H 2-2= Z LED XIAl
OIHY! X E, SS400 25

==4I(Receive) 2|1 &&(Transmit)S 2 0 sLICH

gUol Jiss £FEUL F HEN= RI45 HUHE A2lE ZE,
EE, Jeld 83 301 2UCH
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ihaDevice ™= SS5400

& 2-3SS400 IHE dlolot=

2.1.4.SS800 < ¢ellOI0r=

SS8002 2 IHE2 SS400ut Hel SLE LI SS8000i= 8ISl AldlE ZE XIAIJIDE Ue
BtEH, SS4000= 4940t USLICH O XMe HE2E JotAlY, 282 213 SS400 HE

dlojorzs EEZGHAIDI HHEfLICh.

2.2. olERI0 HZoD|

2 Bild= =J| HAEE

1
%
%)
c
©
o
n
o
=
%]
un
0
Pl
2
e
(I
ol
rr
g
1S
=2
&
jell
=
x
02
ik
c
=l

- Super Series?| &3 B2 Xl
- Super SeriesE Ethernet 32

- oY EXIO SHZELICH
221 ™M AZ6H|

Super SeriesOl &2 HOI=SS HZEUC. M0 H = B [Power] EAISO|

T EAM(SS400/800) L= B2HAH(SS100/110)22 HE &EHE FAIELICH

& 2-4 SS100/1100/ && AZ 57|
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1&g 2-5SS400/8000 && AZ 57|

2.2.2. HES 30 H&ASBD|
Ethernet H0|=2 8tZ% &2 Super Series Ethernet ZEON H25t1, LIKXA
AOISS BHHE UERT ZEW AAESLICE HOISO0l SHI2H

Ethernet LIERQ A2t2 HZEAl= TSt 201 LEFELICH

-[Link] EAIS2 =M S dEHE |XLICH
g

>_
0
£
&
oo
2
x

-[Act] ZEAISS A=l Ethernet TH2!2] &=4101 (IR E LIEHLICE
- Super SeriesJt 100Base-TX WESR AN HZZ = &S [100Mbps] HAIS2 =4

S XIELICH
- 8He UWESR3 HA0| 10Base-T2! &R [100Mbps] ZAIS2 HXI Xl £SLICH

_1& 2-6 SS10001 LIER=F FHO0IE HZ 51T/

—

g 2-7SS1100/ UIERZ F0IE HAZoHT]
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_1& 2-8 SS400/8000 UWIERZ F0IE HZ5HI]

2.23.00E ZX0 HZo|

Super Series? Al2lg EEWH 2F AHO0IE2 HZELIOL AMEXNI EXS 2L ZE
HZGIHAH X KAMOUHA MBS 2L ZEQ RE2 NAE ZRIF USLICH Super Series
HOIE 2I1E WIIX e E240-2 HHHEE2 MEX EX0 L= HOIE EENE XAdH| <ol

MEELICH THAIEt WE2 85 1. 3Z= F oA,

F=9|:
SS100E Al2lg 2£2 Solld 3 2i0/ctH, 248 AISXN ZEES Al2lgd ZEW Al2lg
AHoIE2ES HABGIYMAIL. S22 Data/Console A% X

£ Console 222 X AIZIAAIL. SS100
2 2.25 Z0M XtAISI ChE10 UASLICH

2EO0I et U

010

Serial
Device

1&g 2-9 &H/E ss1000/ &Zor)]
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Equipment

18/ 2-10 &H/E sS1100/] &Zo6t7]

T,,;;-a P :f L ]
E

= Equipment

Equipment

08 2-11 &HZ SS400(F =)/ SS800(2=) 0 o Z 57/

2.2.4. NAH 2&0 856H1

Super Series0Oil &xzots RS 0 JHXIJF UASBLICH 0ls, MRS XD 88X e
FZO0ILF 20l Mt etELICh E£8t, Super Series= BIAE [Ol5, GUI(Graphic User Interface)

0l% S& CLI(Command Line Interface)S M30ot12 USLICH.

ANAE 2

22 AEX= HgEE H0I2 HYH 2 2&/Ethernet HO0IS2 ALSdl Super Seriesl AlAE
ZE ZEN ¥F HZEg > AsUT

2 2&

BIAE O QHHOAS R7SE A AEXe= HOIY HSO0IEE Ar=Zol Super Seriesl

telnet(TCP EZE 23) L= SSH(TCP ZE 22)0l =8 4 USLICH

=]

g BZtRME AMEOSIH Super SeriesE &Fotd= A AEX= Internet Explorer L&
Netscape Navigator?t 22 & BetRME AIE6t0 Super SeriesOl HZ & = USLICH

o ury

2 2% SUPER SerieshA|lA82z9| 2 1012 P& LICH

un
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225 ANA" £ AIESH|

1) 2Z/Ethernet HIOI=2 &

T8 2-12 SS10001 Al AE

-

& 2-13SS11001 AIAE Z£ F0/8S HZ 5]

5

& 2-14 SS400/80001 AlAE ZZ JH0/IES HAZoHT]

2) RJ45-DB9 Of HE(female adapter)E AtEX &
3) AMEX AFES A2IY ZEW HOIZ22 X

20



4) GHOIIHEOIE(HyperTerminal)t 22 EOIE OMSdIOIE Z20dsS AHSLICH O3S
20l HOIE oigdiold Z=289o Alelgd 4F Itet0IHE &3 &L

9600 Baud rate

Data bits 8

Parity None

Stop bits 1

®  No flow control

5) [ENTER] 9|2 SSLICH

6) ArEX OIS HIY HSE Lot Super Seriestl 2191 &LICH Ci23t 20| CIEE
gt AL X &FE gLIC
Login: root Password: root

Login: admin Password: admin

192. 168.161.5 | ogi n: root
Passwor d: ****
root @92. 168. 161. 5: ~#

7) CLIZE 0I85t0d =J| #F2 & = USLICH CLol g XA WE2 8& CLl

8) Jl= CQIEMOIAI HAE Hmw2 £ IR0 “ssedit” SHOHE HdotH, T8 2-

1501 A= 0= 3Ol LIEHELICEH

root @92. 168. 161. 5: ~#ss. edi t

Wl cone to SS-800 configuration page

Current tinme: 08/22/2003 21:52: 36 F/WREV.: v0.4.0
Serial No.: SS800438349-42944 MAC address: 00-01-95-04-19-5a
| P node: DHCP | P address: 192.168.14.7

Sel ect nenu:

1. Network configuration

2. Serial port configuration
3. PC Card configuration

4. System adnini stration

5. Save changes

6. Exit w thout saving

7. Exit and apply changes

8. Exit and reboot

<Ent er > Refresh

& 215 o Bi& 518 (SS800)

o

&St HLE [ENTER] 21 =ci Super Series ItctOl
IR Ol S0l Je AFE2Xise 2240 &9

o)
Ct. 2= Itet0lEe= Super Series2 H|&g

o

0x



HXel 3240 MEE0, 0l AFEXOF M+ 5. Save Changes2 &5t M&E £ USLICH
0+ 7. Exit and Apply Changes = 8. Exit and Reboot 2 MEist (IS RE HE AIE2S £&8&
= ASLICH

226. 33 2£ ME6HI

MNEXE 23 2E2 AE06t= Super SeriesOl =6t M0l BFE Al Super Series8l IP =AE
20t0F S&fLICH (KHMIE 22 3. LIE|T &S EXot&AIR). Super Series?| 2& Z0otAl JI
= IP 4= 192.168.161.5&!LIC}.

22 2z Jls2 A SAE HE SHLUA disable F & USLICLRAE WES & 359
IP ZEES BEGAAIR).

CtS2l XI&O0l et Super Series 2 250 AZELICH

1) TelnetZ2=2118 L= telnet)IS(0l, TeraTerm-Pro L= Hyper Termina)& XI&5t=
DzOds MdAZLC. SA8X IP =4 2 port numbere= Super Series?t =2 6H0F

SfLICH 228 B, port numberE 2322 XI&E&LICH

AESI ZFRE ZE el AIHHOIAN CS HEHE LS LICH

telnet 192.168.161.5

I
rr
o
0lo
E
]
[=]
m
iy
>|LI
rr
3
>
@
I
HU
LJ
IU\O
[
02
>
I
C
o

Edit Setup  Control  Window Help

Tera Term: nnection

& TCPHIP Host: 192.153.151.5 j
W Telnet TCP port#: |23

" Serial Bort: ICOM1 vl
0K I Cancell Help |

Jg 2-16 Telnet ZZ 72 A& 0/ H (TeraTerm Pro)

22



2) AEXE= BHEAl Super Series2 ZQI6H0F ot0f, Ol AMEX 0l8n 2LSE
USSLICH AMZ2X 018 & 2359 LZ2E 432 AAE rootE S root & AIAE

1]
m
>

t

d
3) Super SeriesJt S2I8t &

1
re

#
=

admin & JXILICH
AL CLI ZETE L= HAE s 3tH0| LIEFELICH

g

40
[E

23. 8 Ect2XM 2tel AUEHBOIAN &35t

Super Series= HTTP2L HTTPS(HTTP over SSL) ZZ2EZ=2 25 XIJLICE L8t Super
Series= AtAl & 22l HOIXNIE M3&LICH Super Series & 2t2] HOIXIN &=5tei®™, Super
Series® IPFEALL =4 240 Jisst Z2AE dg & BS2l2MS URL/Location Z =0

[E5IAAlI2 . O2{H AEX= Super Series® Z01 3HE 2 2 AHALICL AEBXE
A 2HIE ASX g3t 2SE AIE0I0 AlAEN 21092 &2 E

fLICH =01 &t €82 OsS 28Ut

T o

In J

3

N

o

Login: root Password: root

Login: admin  Password: admin

F9. MEIHAHE Super Series & 22 HOIXO &=£6t7] Mo EF=Al Super SeriesS/

IPFMEE T4 B4 JI5 22EZ) 9 HEX 0123 £8= ZAIoHAI ] HIELICH

User authentication required. Login please.

User ID |

Password ; |

Move to . @ Configuration page  © Customer page

_J& 2-17 Super Series & 22/9/ £0! 35

& 2-172 Super Series @ 2clo 210 SHHULICE 0 SHUAM AMEX= 2102 ZF0ol 0Is
DX ot= HIOIKNE S8 &= JASLICH AAEXOF 234 F MO0l XI(Configuration page)E & &4
H, 8 2-180 £0l= Super Series & 22| 2IHHIOIAS SBLEH EHOINE 2 = USLI
ANEXOF 128 H Ol XI(Customer page)S & EiGHH Super Series & 2el 2HHOIAS J|2
D2 EMHOIX E= 2019 EHOIXIE 2 = USLICH & AMEX AHHOIALl AFSX HAEHD
O] 28 O &Ast 22 2cdW 9. AIEX HAEO0IE JH0/= BE &XIGHAID| BHEFLICH
Jg/ 2-182 Super Series & 22|l CEHOIAL EHAMLN ZHOIXLLICH StHS =0 O
BEOF MIEELICEH O O Hiole z&e SFE&F oy 2801 ZEELICH M oM &
2t OS0M A8 Jts8 2= of9l Ot Ecl 2 LIEFELICH A 8Xts
o EH i

SESHA oS =0l CHet R~ 23S HEE = UASULL. MEXNE 2=

o=

ar

o
o

ol
10

=
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OIXIOIAM B AtetS [EcHAI0 ME(Save to flash)], [ME %X X E(Save & apply)] [ &
(Cancel)]2 == USUICL ALKt &3 Mg =S BHAS =0l BLEAl [EHAI0N XE(Save to
Flash)]S M85t BHEE OIS HIZEH JIAEXIO HAGHOF ELICH 2 HIAMES
HEZot)| floiA ALEXtE BHEAl [HZ AL HEZ(Apply Changes)|S & EicioF &LICH O S48
Ol Btel OteH 2201 USLICH AFEXIE [HABALE X Z(Apply Changes)|2 HEZS HHISH M
OHOHEH =~2t01 Super Series SIS F| =EELICH E£8t AIZ2Xi= SOl HEHS~E HEGHL
HIAAEES HE6I| flch [ME & HEZ(Save & Apply)|S &S == ASLICH

ALS IO M OB 2t2 RSl L=C0H [FA(Cancel)]2 SEH6HOF ELICEH OIZH ot 2E
HIAEO0l FAZD Ol gtez2 S+ELUICH

TECHNOLOGIES

Network
IP configuration
SMMP configuration
Dynamic DS configuration
SMTP configuration
1P filtering
SYSLOG server configuration
MFS server configuration
Weh server configuration
Ethernet configuration
TCP service configuration

Serial port
PC card
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Customer page

IP configuration

IP mode : lm
IP address : [192.168.167.5
Subnet mask : [256.255.0.0
Default gateway IIQZ.HSE.].I
Primary DMS (0.0.0.0 for auto) : |IBB.125.BS.I
Secondary DNS {optional) |1EB.WZE.EE.2
FRPOE Lser narme : [whoever
FPPQE passward : |
Confirm PPPOE password : |nnnn

Save to flash Save & apply Cancel |

Copyright @ 2003 Sena Technolagies, Inc. &ll rights reserved

2l
=

_]& 2-18 Super Series 2| ope
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3.UERD &3

31.1p &3

ANEZX UWERZT SAOA Super SeriesE AIE5lHH, 88

o

o
M

A0 EREULH IP =40t

FHIZIX %2 Z=2, AIAE 22|XUH 225t Super SeriesE #I8t |R&& IP A5 Y
2ZSLICL  UIESR AN Super SeriesE HAZotd™, U® IP =4I JNHOF Stlh=E AMAS

PAGHOF SLICH
Super Series IP =4 3 Al, ASX= O30 &

= AsLICH

rlo

342 QIE

»
IH
Hu
Hn
iy
O
lo
ol
[
iy
£
I
o

e Static IP
e DHCP (Dynamic Host Configuration Protocol)
e PPPOE (Point-to-Point Protocol over Ethernet)

Super Series= Z=J| JI2gtS 192.168.161.52 IP =& 2= Static IP 22 HFE0
USLICH H 3-12 3 ZE IP €% II2A0IHE EWSLIO. O 3-12 ASX IP 83s
#HAGH| fIst AN & JIEF GUIE EWSLICH

H 31IP && Otetale
Static IP |IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPOE Username

PPPoE Password
Primary DNS/ Secondary DNS (Optional)

IP configuration

L]

i

IP mode : lm
IF address |152.168.16.1
Subnet mask : |255.285.0.0
Default gateway |192.158.l.l
Primary DNS (0.0.0.0 for auto) : |158.125. 531
Secondary DNS {optional) : |188.125.53.2
FPPaE user name : |whoever
PPPOE password : [rrrenans
Confirm PPPOE password |********
Save to flash Save & apply | Cancel |

Jg 3-11p £&F
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3.1.1. Static IP =4 AIZolJ|

I

s}
fr

MEXIL static IP FAE AIEE Z, Super Seriesl IP A2 2 &3
IIet0IHE =322 XI&EoH0F &LICH Olefgt met0le 0= IP =2, Subnet mask, gateway<et
P

=
DNS serverdt Z&ELICL. 2 AEWME 01 20 THMISHH TS AL LICHL

ﬂllﬂll
:'i
S|
Q
i

&1: Super Series&= LI J2E 0/180/0 HHEFYIE 240t 2 LI

e |P address

Static IPE “DE" L= IR AE SS9 Ags UL 0 Hs=s ZIFREN 20
HERZ &2 /X FAZAM2 dg=S UL BFEH= 0lelg IP =22 AIZBotH UESR3A
MM &5 AZEStD USE £ ASULCL Metd, Jd8E P =A== UERIZ SZ20AM
BUEC=zZ URStD |SEOH0FE &LICH

&t77: 192.168.1.x A2 IP A= ISP (Internet Service Provider)Jt BIAGHA 2=Cle EOIA

A& (private) =22 LICH Super Series Al2I2E HEZ5tA® Z<0 Met g 22

Eoll CIOIHE =1 &2 £ AUO0O0F 6t0, 0l B2 REsh 30 IP FLAE YolioF &L
N O

P A= A2 XY ISPERH FGIHU 2UE = AUASLILCH

Subnet mask
MBUl2 Z2 Xe2& <X, & H2 L= L LANMN Uses ZE UHIERKID SAEE
=

SELC UWERKIIE Soil UJts IH3L0]

0y

< Super Series Al2IX&= T30l XIHS
TCP/IP SAED 22 UHERZD 20 A=sX MEY O0tAIE Solil &el&LICH =4It Super
Series Al2IZ2 SL& UWERID IA0 2 Super Series Al2lZ222H AHE HAZELUICH
JEX 2% FUHE JIE HOIEHOIE Sof HAELICH

30
[m]
e

e Default gateway

HOIE/Ol= TOHE UESRAZ S0lIl=s 27 9SS ot= UERIZ ZEYLICH Loz
HIERZ WUHIM E£= XY ISPHA EcHEHES HMOdls ZRH=E AHOERO ==L 22
UHERI &#Z &2 SAES SAlot)| fIHM= Super Series Al2lZJt Jl& HOIESO]
ZHREY 1P F=AE 2Z0toF FLICE HAOIESIO 1P =20 g H&s A=2= UWER3A

2| KO 2205t AL,

e Primary and Secondary DNS

AEXIE SEF "AMOEE Z=20t0X otH, ZRE= HAMOIES HEE IP =40 CHotod
DNS(Domain Name System) AMHOH =1, 1 €2 01560 & MH0l &EHELICHL DNS=E
QIEY SHQ WS AEEH IP A2 HEAA

=S
FE YAULICH S0 WYe sena.comit
S|
eS|

S =2 I35t O & &LICH DNS A=

Al
22 AEXNYd =AE XZEE A9 0IS0IH et



Jedst SAE Jletel el W2 TCPIPO HAZGH| <Io =Xt IP =AZ BHEAAZFE=

SAEQLICHL

Super Series Al2lZ=2| DNS J|ls& otcd® Z0el e

DNS MBS IP =25 &&HoOF &LICH. Super Series Al2l== Primary DNS server<t

Secondary DNS server 22 DNS AMH2l IP FAE &&ote 22 HM3&LICH Secondary
=

DNS AMH = Primary DNS AHE AMEE = S M AEdI] <o XIEEUICH

=

o=
=]

HU

SAEN HaE & USE 0

3.1.2. DHCP AlE&0dlJ|

SN SAE #F S FOHDHCP)2 WESD 2ARIL IP T4 ggs T YEYI

AN S 2ot UssE = UAN ot sS4 Z2ESYLICH. DHCPE UWERZA 22Xt IP

FAE = ofH R UOE UHERKZD AXN S22 & 3R
MZ2 IP FAE IS22 d8EHES gLt

Static IP 252 22, IP == 2 ZAREUH =522 LS00 SLICH & AREI OE
HERZR /AXZ 0lsEH=s B2, ME2 IP =AJ1 BIEAl &g 200 &LICH IP =2JF DHCP
SE0M 2EEH IP =4, AEY 0tAZ, HOIESIOI, DNS MHE ZE&5t= 2= HietolEIt

Isez2 SFELIC DHCPs 299 IP FAJF otLel ZEEON ot |58 A2 =,
‘U0l (lease)” HES AISELICL IP =45 gdYdot=0 ZRs RE IietllEl= DHCP AH
=AM S22 dFEH IP F=A0F Al
= AISHLICH

Super Series)t M&XE MOICH Super Series= UWERZR AWM DHCP RES ZSELICHL
DHCP AHS Sg0is IP =42 HIR6I0 AMEY 0tA3, HOIEHO =4, DNS AH &
“CHOI” AIZHOI EEE0f UASLICH Super Seriess= SAl 013 H32E KA OIZ221001 MEELICH
“CHOI"JF Bt2&= A2, Super Series= DHCP MHZERE! "OH0” Al2tQl ARS QEELICH
DHCP MBIt O HAEES £2g B, Super Series= H=olAd M IP A2 AASE
USLICE. DHCP MWIF T H&ES SQIotAl 2= AR, Super Series= DHCP MBHZ2H
MZ2 IP =& QF BXE AMFELLH

Y17 DHCP ZEZ0fA DNS AHE E&st ZE HEFT 2 Super Series IfCHIIEHE IHSLZ
ZELICL. DNS AUt HsL=2 TN FE FR, AFEXE primary £ secondary DNS IP
AE QJYEOZN +50F HFE + YSLILL DNS FLAE I&E &FotHHH, primary &

gFatL/ck

™

secondary DNS IP =4 £ 0.0.0.0 (H& &)<

Hu

DHCP MW= UIESZ 22Xt Z2lstn A= IP =4 ZEUM IP =25 SH2=Z SYELILHL
Ol= DHCP Z:2I0IYE, & S0 Super Series)t =< MOIC T2 IP =45 SAELICL
DHCP AMHOIAM IP =48 M50 ALSXIF MEH Y& Super Series =45 &4 QIAE
= JACSE SEMHOF ELICH DHCP WERKINAM IP =AE HL5tAH 22| Xt= Super Series
otet 220 U= A AEHOl J}_= Super Series MAC =AE 20t0F & LICH

27



3.1.3. PPPoE At&3dlJ|

PPPoE= 2& & £ S0l Ethernet LAN(2H2l SAZHAQ 0id ZHH AISNE
A AMOIEN AHAZBHI| /s AALLICHL el BFEH AMEX= PPPoEE AtEdH lE SO
ADSL, AHOIE 2 L= 2H HZBS & = ASLICH
PPPoE Z2Z0IA Super Series& AIE5ted2 AEX= PPPoE HE % ADSL & 2
PPPoE &=& &HIJt QA00F &LICt. Super Series= PPPoE Z2&=2 XI235J| IHE0| ADSL
HdE2 Sofl 2HY Ao A SAEN ESZE & USLICH AHEX= Super SeriesOl CHS

PPPOE HE2l AIEX 018 & 2SE £FoH0Fe SLICH

i

flo

AM=ZE [HOICH Super Series= PPPoE MH{ 2 PPPoE HZS AIXELICH HBES Al&ctsE =2t
Super Series= IP =4, HOIEHO0l, AEY 0tA3 2L DNS MHQ 22 24l A0 ZLst
HFBE $ASLICH HA0l &H Super Series= HZ S Jtsst & 2 |Xlota] ELICH HAO0I

O
U

©|™ Super Series= M2 HZBES REGIH MZ2 PPPoE HZ = AIZ&LICHL

t1: PPPOE ZZ0jA/l= DNS AHHE &5+ Super Series® ZE£ UWERIT 28 LIet0lEHE=E

17
AN=s2Z JFELICL DNS AUt &2 SFLX FE FR, AEXE primary £ secondary
DNS IP =45 YN +85FCE H4FF =+ ASZLILL DNS =2E & HFoIHY,

primary 2 secondary DNSIP =24 £ 0.0.0.0(H&&)e= ZF&L/CH

3.2.SNMP &3&

Super Series= SNMP vl & v2 Z2EZ2= X&0t= SNMP(2t0] & 22| ZZ2ES) oI ED;
USLICE. NMS £ = SNMP Ect2XM2 22 UE®Z2 &2elXt= Super Seriesz2 Z= JIs0l

SNMP Z2 D TRAPEZ ZEELICL 02 Js2 oA
DA EE OMIE 2 SXE B2 4 YN(TRAPS), KHAEH BEE 93 XS Z3|a
CHSET). SNMP v20l= FE L Hob Jls2

(=)
= UASMH(GET) Xl &HE Bldg += UsU
=

Ol =Jt=lof U

S71g = U= GET-Buk JIs LICH

SNMP £& IHE2 S Sl AFEX= MIB-II AIAE JHA, 85 MO £F & TRAP =41D| £F0
ol 282 & = USLICL 0 =AM £33 22dls 2 uwa 2 A5 HOHE 25
=AY = JGLICL O8 322 & AUHHIOIASE S& SNMP £F s EWSUIT

28



SMMP configuration

MIB-II system ohjects

sysContact : |administrat0r
sysMame : |SSBDD
sysLocation : |mg.| location
sysService ! "
EnablesuthenTrap Im
EnableloginTrap : Mo =

EnableLinkUpTrap : IND vl

Access control settings (MMS)

1P &ddress Community Permission

[00a0 [pobic [Read anly =]
[00a0 [pobic [Read anly =]
[00a0 [pobic [Read anly =]
[00a0 [pobic [Read anly =]

Trap receiver settings

IP address Community Wersion

[30.00 [pubic v
[30.00 [pubic v
[30.00 [pubic v
[30.00 [pubic vl =

b

Save to flash Save & apply | Cancel |

_7&/ 3-2 SNMP Configuration

3.2.1. MIB-Il A|AE 2HF|(MIB-IIl system objects) &&

| & Super Series SNMP 00| & EDJt

MIB-Il AIAE 243 &2 Sl AIAE e 018, 91X
AMEdtE 215 A1 &2 (Authentication-failure traps)E & & =+ USLICH 01218 EF 2 MIB-II

sysName, sysContact, sysLocation, sysService _12|1) enableAuthenTrap 2¢Xl Alg &2 (0ID)Jt

ASots gt Mol SLICH
2 OID2| 2tctst d82 OsSh 25Ut

® sysContact: 22| AlAE!(Super Series)0l Ot E2X &2 2 GHY 22lXo A

Fotes S SHELICH.

o

® sysName: AIAE AHH AE&E= 01822 Lutdoz LS9 FQDN(Fully Qualified
Domain Name) & LIC}.

® syslLocation: A|AEIC] A 2cl& /X (0, & 3845, A4, S5)

29



® sysService(SJ|1HE) : B0IZ2 2e2le L9 US2M AIAH0| MBote MEIA HMEESES

LIEtESLICEH D282 2 Super Series= 88 Z28(7) digets XJZUTH

® EnableAuthenTrap: SNMP OIOI®E EZZAAJ 215 AN 2HE FE MHES &g
X R E LIEHYLICH 0 2HA 32 S3 23 FEBE &0 sUh oAez RE
oIE Allfet 28E FEE HIZ2H AZ = U= Y-HE MSELLCHL

® EnableLinkUpTraps: SNMP OO E ZZANADJE Ethernet HZ 0l & A=R0 28 FE

MEE S8 AKX RS LIEIYLICH
® EnableLoginTrap: SNMP HIOIME ZZHIADL AIAEN 2101 =X
Slgg 202X GRS LIEHYLIC

AT MIB =JH £ =Z0l et X&0l 228 IR, MU Jls XNERENZ AHGHAIDI
HHELICH MIB2t SNMP2| TtAISH 2= RFC2l 1066, 1067, 1098, 117, 1318 12|l 1213 M E

RSN AI2.

3.2.2. HHIA WO &F(Access control settings)

HAHA M= Super Series SNMP OIOIMEN st 22|kl E% JisdS d2lotn USLICH
0l O &tol &&e 22| Xt2t0| Super Series SNMP OOIMEN &H%06 g

S22 MOE &= ASLLCL XNFE IP =401 gl ER(ZE IP 4= 0.0.00 0 JI24), BE
A E

Zt2l XtDb Super Series SNMP IO M E0 &8 & USLICH

bl

fon

3.2.3. E® £41D| HX(Trap receiver settings)

=4&1J]= Super Series SNMP IO MEZR2H S8 O|HE(TRAP) &4 A2 22| XHHIH

UCF LIt

3.2.4. SNMPE 0|2

ro
13}

cl

NMS(UIERIR 22l AAH) £= SNMP EctRME AIEdt= SNMP Z=2EZ2S2 Solil Super
SeriesE 2clg % QUSLICH Super Series)t NMS = SNMP Et2XMIt A&z U
StedA™ NMS £= SNMP EctRME AFSSHI MO, HAA MO 4

Ct. 108 3-3 2 Super Series SNMP Ol0|ME2] MIB-Il OIDE Ect®

0 UAs LeHHEQl SNMP Eetf XM ot AESE 20 SLICH

r

3

04 o
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] [
File Edit Wiew Operatmns Help
PR @ EWE SEe 2?9
r‘tg Loaded MibModules g
® ¥R RFC1213-MIB 7k Host 192.168.4.10 Cammunity
? ?;Uargdod : SetValue J Wirite: Communmr
@ 3 internet : antaitha i el
directory [
© =3 mgmt : Ohbject 1D |iso.org.d0d.internet.mgmt.mib-2.system.sysDescr |
Q@ &3 mib-2
@ 3 systemn e -
| [Sent get requestto 192.168.4.10 161
gSYSObJEC“D | | |sysContact 0:--= administrator
syslpTime 1
ggiﬁ;”mtzﬁ | |Isentgetrequestio 192188.4.10 161
@ sysLocation : sysMame.0--=HelloDevice 85100
@ sysSenices Al
® = interfaces I Sent get requestto 192.168.4.10 1 161
@ iMlumber ; ; sysLocation.0--=Unknown
&~ [ iTable :
o (3O ?t | | lsent getrequestto 192.168.4.10 : 161
g % p | leysSenvices .07
icmp :
@ [t 7 [
o g ucgp | |sentget requestin 1924 68.4.10: 161
o 3 eop & iMlumber.0--=2
transmission i
@ (] shmp e
experimental : Syntax ?D\splaystnng ( BIZE (D..| Status mandatory
@ [ private i | Access Iread-anly | Reference |
@ g TRAPS 1 Ihdex
egpMeighborLoss ) ;
o] a TEXTUAL CONVENTIONS Ohject D L1.3.6.1.21.11
PhysAddress Atextual description of the entity. This value
[ N Descripti... | Should includs the full name and version
identification of the system's hardware type,
Global View a " . i T

12/ 3-3SNMP EZtRHE At&3t Super Series SNMP 00/ & E2/ MIB-1Il OID EZtR&
(AdventNet MIB E 2} 2 4)

3.3. & DNS(Dynamic DNS) &3

AMSXIF Super SeriesE DSL e2tolofl HZot)HLE DHCP &322 A&
SHH, IP =401 HAEA ELICH 0l2dst SIS IP =40 st 38

OJ_

22 W o2 LYUCHL E, H2AXI} telnet SO WA 2OIS S 1 SAE0
Zaolys F2,IP FAD MALACH IET wHS I 0YSLIC

SX DNS AHIAE SN o138 SHES o)l S DZZEB0/H, 0 ISP E=
SHOIA HMEBELCL SX DNS A2

Ct. g
X DNS NHOU SS= SAE 0|52 Soll Super SeriesOfl

O

BIM O 2 Super Series= Dynamic DNS Network Services (www.dyndns.org)OllAl H35t1 A=
S& DNS ABlA2E X2ELICH JIEF S& DNS AMblA M3t 28 JAses SHMEBS MU

31



Jlz K& 2AM0 SHEOHAIDI HHELICE

Dynamic DNS Network ServicesJt XM&Z0t= =& DNS MHIAE AEotedH, AIEXt= 159

3|2 NIC(Network Information Center-http://members.dyndns.org)til H&ES &FoH0F &LICH

-

ArEXt= Dynamic DNS Network Services Members NICOI 2191 & & MZ2

2d3E FIOg = UASLICL
=X DNS &#& H=0A, =& DNS AMHIADL JISotES
User name % PasswordE 220H0F SLICH &8 HE AEE HES =, AHEX= Domain

name2t2 AF20t0! Super Seriestl &£8 & USLICH

18 3-4= == DNS &€& & QHHOIAE 2EWHSLICH

Dynamic DNS configuration

Dynarnic DMS ¢ |Enab|ed vI

Domain Mame : |SsBDD.dyndns.biz
Jser Mame ! |SsBDD-user
Password I-x-x-xw-x-x-x-x-x-x
Confirm passward [rrrrreaans

Save to flash Save & apply | Cancel |

& 3-4 =& DNS &%

3.4.SMTP &%

ANAE 27 WAL S& i 218 BAOILE U2l 31 HAIXIDL 24E S Super Series

= email S2E Soll 018 2e2lXUA & = = USUILCH 018 M=, &8 SMTP MH
o 4F0l =2 LILH Super Series= Lt 22 3JtXl SMTP MY R8s XJAELICH

o Q1E0| &= SMTP

e QIE0| /U= SMTP

e POP-before-SMTP

]
Ql
rr
x
0
tor
2
e

g 3-6.2 SMTP 2E &¥f

e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address
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Device mail address= 2 21 2 1 MY emall

£ XAELICE SMTP Server= 242 ol email

st LR, =, Super Series® O =4

= =40 SAE THQ 0I58sS &QIgLICh
Metsd, EXI0 et emall =& H¥32 S5 SAE 08 (.e. arbitrary_user@yahoo.com or
anybody@sena.com)= 2t= 22/2| user name
21E0l Y= SMTP KL= POP-before-SMTP mode?

passwordJt g LICtH

njo
>
0f0
S
1
30
)3
C
o

SMTP configuration

SMTP enablefdisable : IW,

SMTP server name . |smtp.y0urcompany.com

SMTP mode ; | SMTF without authentication x|

SMTP user name : Jadrmin

SMTP password

Confirm SMTP password : |*****

Device mail address ; |SSBDD@yDurCDmpany.com
Save to flash Save & apply | Cancel |

& 3-5SMTP &&

SMTP configuration
SMTP enable/disable |Enab|ed vl

SMTR server name @ |smtp.y0urc0mpany.c0m

SMTP mode SMTP without authenticationj

OF before SMTF
nout authenti
SMTE authentication

SMTP user name @

SMTP password :

Confirm SMTP password |*****

Device mail address @ |SSBDD@yDurcompany.com

Save to flash I Save & apply I Cancel |

& 3-6 SMTP &£&0jA SMTP 2= &&

35. 1P EHE

Super Series= IP =4 J|Et HHE RA0ILE 22l &£ 0I86tH el AS0l = SAEI
Super Seriestl E25t= A2 UsS = JUSLLL MEXN= MetlIHEY HdEFs =FE2=2M

=
ISl 22 AAsS 2t &= ASLICH

=
IP =48 Jt&l o otLtel SAERHOl Super SeriesOl E2& = UL

_=x

/o
- E3 MBYN JAs SAEDLHO| Super Seriestl 28 4= UL
- 25 SAED} Super SeriesOl 82 = UL
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Telnet @&, SSH 22 L= & MHO E22 HEto)l foiA 1P 2HE RES 824
(enabled) &= &2 &H(disabled)22 2tE = UASLICH 2 £otAl 1P ZEHE 7
‘B 256/ E(Enabled)” &EiZ2 =0l USLICH

MEX= Super SeriesE H&E £ U= TAEL SAEQ TS e £+ USUCL DU

MNEXs BIEAl E20] 38E IP A2 ABEUS S50 SLIC 28 SAEM 2E
MEXH= Super SeriesOl & 2ot RAGHA BIS Al & HAEYCl el ool AN OF2H &LICH
S& ZA0l Super Seriestf HIZOIEE AEZS HIEGIHH, S SFAEQ IP =A%
255.255.255.2552 A EUE 23 0tet &LICH

25 SAEDJL Super SeriesOl FZotEE #3AS HZFCAHE, IP Fad NMEUHES BSF
0.0.0.02% HFEILICL XAISH AtE2 H 3-25 HZoIAR. 830 e 23 SAEQ A=

“Any(RE BAEYZ 0] USLICH

1P filtering

Telnet IF filkering

Configuration via telnet : IEnabIed vl

gllowed base host I |D.D.D.D

Subnet mask to be applied : |D.D.D.D
SSH IP filtering

Configuration via ssh IEnabIed vl

gllowed base host IP |D.D.D.D

Subnet mask to be applied : |D.D.D.D
Weh IP filtering

Configuration via web ! |Enab|ed vl

gllowed base host IP [p.0.00
Subnet mask to be applied : |D.D.D.D
Save to flash Save & apply | Cancel |

18 3-71P EHE £F

H 3-2 Input examples of allowed remote hosts

2 Jjs sAE Input format
Base Host IP address Subnet mask
Any host 0.0.0.0 0.0.0.0
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128
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g E3t 2 Met= ?IohA “enabled”t " disabled’2| IP
Jl2gt2 “Enabled” YLICH “E 251 Z(Enabled)” &EH0IA A

25t =X A SAE(S)E NEFE & USLILCH

1]
m

d Jlss MEELUL. ME £56tAl
PSS

= 8FoHI| ! M Super Series

0o

2
it

3.6. SYSLOG AH &

Super Series= &2 HAIX 222 MUIA, AIAE 2 ZTE [{Ole 2242 28t SYSLOG serviceS
KJAELICH &2 SYSLOG serviceE AtEotHdD, AIEX= SYSLOG AWl IPFASL
facilityS BtS Al XI&GHOF &LICH. 18 382 & QCIHHOIASl SYSLOG AW &&
SOELICH

>

\-_(')j
e oo
mo ok

SYSLOG server configuration

SYSLOG service : |Disab|ed vl

SYSLOG server [P address . |192.158.ZDD.IDD

SYSLOG facility |LDcaID vl

Save to flash Save & apply I Cancel |

& 3-8 SYSLOG A/t &&

£ MAIXIE Super Series22E #4156t Super Series 8F0HAM XEE SYSLOG MH &=
“remote reception allowed”"2Z &XFE Ot &LICI Super Series & SYSLOG AW ALOIOH
L0l JAs 2, ASXEeE UL S0H2= UDP W20l UHKEH 0sSEg = s RE2
BES Al Z=DtoioF &LICH

Super Series= local0 OlA local7tXl SYSLOG FaciitySS XIR&LICL AtZ2Xt= 0l2ist
FaciitySS AE03t0, SYSLOG HIAIXIS HEHZ Super Series HAIXIE HEE = U

SYSLOG servicedt Jbssh AEH0l AL SYSLOG AMH &AHF0l HEol dFE Z202, MEXe
Super Series AIAE 21 L= Al2lgd ZES2 OHO0IH 23 &3 SHUA
SYSLOG Atz X&EE UASUICH ZE/NAE 27 ME S0l e XAME B2= 436 ZE
Z2 L 82 AlAEH 2T =

0

3.7.NFS At &3

Super Series= AAE 270 = ZE HOIHE NFS(Network File System) MHIAE Soll NFS
MBEO MEE 2= U St= JIsE X2ELICL 0 AI8Botd= MEX= NFS MBS IP =24
2 NFS M2 &X F2E BEAl XEoHOF [Ct. 0% 3-9= NFS At &3 HOIXE

o
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MFS server configuration

MFS service : |Disab|ed vl

MFS server IP address |192.158.ZDD.IDD

Mounting path on NFS server : |/

Save to flash Save & apply | Cancel|

& 3-9NFS A &F

Super Series 271 OIOIHE NFS MHO MEStHA ™, Super Series &0l XIEE NFS MHE
“read and write allowed” 22 & X OF &LICH Super Series & NFS A AOI0 2320l A=

R, MEXE WItD S0i2= UDP IH3!0l K=& 0188 == A= #ES BtEAl FOtoloF

=}

erLICh.

NFS AHIADJE AF2 Jts &EH0IL) NFS AMB £F0| HEs ZR0/2, A XK= Super Series2)
ANAE 27 E£= XZE {08 202 NFS MHZ M&EY = UASLUICH £, X NFS At
HFE AL, Super Series= S2E LOG HAIKIE EX NFS MHMNSE MEELICH ZE/ANAY
230 M X0 g XANE HEs 4211 EE 22 2 62 AAEH ZZ HES
XA AIL.

3.8. Ethernet & A

Super Series= U383t 22 02l R& 2 Ethernet modeE XA & LICH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeS Bl st £, AIEX=E AMAHE MWEEoi0F &LICH Ethernet mode2 & ZotAl
Jl23t2 Auto Negotiation@Z HAFEI0 UASLICH HEE2 UWERTD A0 A, Auto Negotiation
2o JtE 2UollH HALZ = 2ELLICH Ethernet mode& &2 &M 2 CHEN &&6HH, Super

Series)t LIER 3 SZ0AM SHEGHA ES &= UASLICH

Ethernet configuration

Ethernet mode : |Aut0 Megotiation j

Save to flash Save & apply | Cancel |

Jg 310 /4% 2E £F

36



39.8 AMH £3F

Super Series2 & A= HTTP 2 HTTPS(HTTP Over SSL) AHIAE 2% XIJLICH AHEXt=
212 8 X222 Enabled £= Disabled2 &&& = USLCH O 3-112 & MY &£F
HOIXIE 20iSLICH

Weh server configuration
HTTP service : IEnabIed vl
HTTPS service @ |Enab|ed vl

Web page refresh rate for statistics data Im— 4
display (0-1800, 0 for no refresh) seconds

Default web page : |C0nfiguration page vl

Customer web start page : & HTML (index.html) € CGI (cgi-bin/default)
Customer page authentication : IDisabIed vl
Save to flash Save & apply | Cancel |

Jg 311 & HH £F

2 &3 HOIXIA & HOIXI ZOO0IE FI|(web page refresh rate)e= Z™E £ USLICH
HOOIE FIle Al2lg ZE HZ HOIXI HWERZT CEMHOIA, Al2IZ EZE, IP, ICMP, TCP &

UDP2} Z=2 A28 &E moXo HEEuUd. I 292 & HoXlMsE UHs22 M2

D& (Refresh)0| ®2 X LSLICH XA LHE2 Ad 7. A/IAE S EXGIMAR.
Ol &3 Ui HOIXIMA AFZXE &0 20012 8 =0 JI12 & HOIKNE A8 & JASLICH
JlEzte2 &3 B 0lXl(Configuration page)0l) AFEXI AFZ Xt

page)2 #+XH& £ QUSLICL AI=2X HOIXZ JI12 & HOIXIE &X™s =0l AIEX= jusr2
Clat&2| OfeHol HTML(index.html) LICGI(defaulyS AXIAIHAN AISXH & AIZ HOIKE 23
%= USLICH AMEXE IS AIS SH L0 0 IYEE 3 UASLICEH AFS Xt D2t

E

Ol XI(Customer

4>

HIZHS g0l MEX HIOIXIN dHeZ2 HISHEE ot M= ALZ2A HIOIX 15 R3S
Mg BEs “4 93

o L /|

.

“disable” &EiZ 2HEH FLICH ASX & HOIXS EHSE A’ X

AMEX ZE & HOINE FXEoHAIL.

3.10. TCP AMH|A &3

TCP MI&EOl & SAE MUHAN MEZH=E B3R, SAE TCP ZEQ| lock-up2 ZXIdtI oA,
HFAMNOZ ZZL/OOF &LICH O0ld8 lock-up ZZ MOl HIEANQ ZEF2 S22 2l
2SO, 01248t lock-up2 2 XIGH)| <IoHA, Super Series= TCP keep-alive JIs2 HM3&LICH

Super Series= UIER3AJI O0&SGl keep alivedlf U=sXl EQlotI| <o FIIE2=Z A
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Super Series2 TCP “keepalive” JIS& AIEotd ™, AMEX= O3S 20 3049 HetOIEHE

S EoHOF &LIC

® TCP keepalive time (sec):
M@ 2te] S4101 = AEH0A L0l B 5 keepalive TH3! &

HEE ZFELIOL JI=28t2 16 =22 €80 JUsUILCH

o
1o
>
I
o
>y
e
>

® TCP keepalive probes (times):

ol

HEBS S=Y WNR & ZEHeIXl R E &0elot)| Rdh AZF SAEN keepalive
Hale & 2oL M&35t= JtE LIEFELICEH JlE2t2 33z 88 % 0 JUSLICH
® TCP keepalive intervals (sec):

Keepalive THZ! &&2| Al2 2tAS LIEFHLICH JIE242 5

P

2 2350 AsLIch

3% =J| €32 M, Super Series = COIOIEIJt S4&l0l 8l AEHSH 15 =Dt At = 5 =
2

20292 33| keepalive IH2!8 XMSELICH

TCP service configuration

TCP keepalive timelsec) : Il =]
TCP keepalive probes(times) : IS
TCP keepalive intervalsisec) : |5

Save to flash I Save & apply | Cancel |

1& 3-12 TCP keep-alive &&
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4. Nlclg 2E &3

4.1. 4R

AMelgd ZE 3 Jisg2 Sl ALl 2Xe 2 ZEQ host mode, Alelg S Iiet0lH, ZE 22
& DJIEH 2t Ijet0IEE €3g =+

Ae2lg ZEZQ| hostmode= Ci31 20| 888 = USLICHL

e TCP:
Super Series= TCP AW 2 SClOIMEEZM ZHSELICH HZ0| SSSX L2 HEHUHA Al
2l BXNZ2H ™ HIOIEIF EH2OY Super Series= SSE 3 SAESEN HAE=S
FLICH DX 20, Super Series= OIOIEIE Ol2iMel EWA €L F, s=

2 SAEQ JERZ HZE MY HSELULCL

=

o

o

e UDP:

UDP 2E S&2 UDP Z2EZ0 JItt dtil= E2 HMASHD TCP 2 & 25Ut
e Modem emulation :

0l 2E= AT EEUHE ASot2 Jdct= ALEXU JIEM Al2lg EXIOt 28 AT EEAHE

N&stD AS i A8 = USLICH
e Virtual COM:
0l 222 42 U=0l FIOtE o8 L.

2= NMH ZEO0AM port logging Jls &EHUIAM, Al2lgd ZEE Sdi 8&&EH= OOIH=
MEMORY, SYSLOG server, NFS server's storage L= PC = £%2 A&0ol= ATA/DE fixed
disk card2 MEELIL MEX=E ZE E2 JI/FE HAXSE S5 &= U220, Ol Super

Series= SE& MHAXS0 T&HEH emal £= SNMP trap 2 Sofl 22IX0H SE& =
USLICE 015 Soll Al2lte dZE FXZ2EH2 HAIXES ZAIE = JASLICH

MEMORY 0l M&EE COlIOIEl= Super SeriesOl M0l S0 SHE HFL202 RSELICL
Alclg ZE Z7] 0IOIeHE E&E6t2d™H SYSLOG server, NFS server L= ATA/IDE fixed disk
card E AIEELILCHL

Aelg ZEE= HEH2=Z L NN 2F 23 = ASLICL E 412 A2lg ZE &3
2teist 48 Met0IeE 226t ASLICH
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H 41 Al2lg ZE &F Itet0lH

All serial Port Enable/Disable
ports Port title
setting Apply all port settings (Individual serial port setting only)
or TCP listening port
Telnet protocol
Individual TCP Max allowed connection
serial port Cyclic connection
setting Inactivity timeout (O for unlimited)
#1~#8(1/4) Host mode UDP listening port
Max allowed connection
UDP Accept UDP datagram from unlisted remote

host or not

Send to recent unlisted remote host or not

Inactivity timeout (O for unlimited)

Modem emulation

Remote host*

Add or Edit a remote host”
Primary host address
Primary host port
Secondary host address
Secondary host port

Remove a remote host

Port IP filtering3

Allowed host IP

Subnet mask to be applied

Cryptography*

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application

Filter application path

Filter application arguments

Serial Port
Parameters

Type

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Port logging

Enable/Disable Port logging

Port log storage location

Port log buffer size

Display port log

Port event handling

Enable/Disable port event handling

Notification interval

! TCP/UDP 2 =0t Biig.

2 TCP 2CE 01 M secondary remote host = &2 ATHAIN HeS QM 22

® TCP/UDP 20+ Bl
*TCP R0 .

on

FLICEH
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. Enable/Disable Email notification
Email - -
nEiiieaiion Title of Email
Recipient’'s Email address
Enable/Disable SNMP notification
SNMP Title of SNMP trgp :
notification LSNMP trap receiver’s IP address
SNMP trap community
SNMP trap version
Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command
Remove a keyword

g 4-12 H-0IE Alelg EZE 43 SHsS BosLICH Aldlg ZE 43 0 His sH2
ZESO HEE QAW 2HSLICH AMEX= 0l HOIXNMAM SAE RE, 253t 86, 22
IZE 8ol st E2E =2 = D, A2l ZE Ilel0IHSES 4838 =& USLILHL U3
SAE 2EO Z0{Jt 2blotes HE £Fe AYLIC

Description
Host mode 5 5 7
Mode Encryption Telnet
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP +8 *
Modem
) Modem Emulation * *
Emulation

E Bs &= E0ISES ZHEUO. Al2g

[l

Hl

EE dHotn £FHs5tAHH

i
£ SHBN 25 &3Fote{d, [All port configuration] 2t Of2iol <IXIS [All E£&= [Port
= 2

® N o O

HME 424 2AE ZE

ME 427 &S5 P& FL.
HME 4241TCP ZE FX.
K& GHA 3.
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Serial port configuration

all port configuration
Port# Title Host mode Local port Serial-sethings
all - Port # TCP 7001 RS232-9600-N-8-1-Mo
Individual port configuration
Port# Title Host mode Local port Serial-sethings
1 Fort #1 TCF 7001 RS5232-9600-N-5-1-Mo
2 Port #2 TCPs Fo0z R5232-9600-N-5-1-Mao
3 Fort #3 TEL 7003 RSZSZ-Q&DD-N-S-l-ND
e Fort #4 UCFE 7004 RS232-9600-N-8-1-Mo
5 Port#5 Modem ermulation 7005 RE232-9600-N-5-1-No
& Port #6& TCP 7006 R5232-9400-N-5-1-Mo
7 Fort #7 TCP Foa7 RS232-9600-MN-8-1-No
i} Fort #8& TELs 7005 RS5232-9600-N-6-1-Mo
g 4-1 A2l ZE 4F blel o5
42018 ZE &
Super Series2| Al2lg ZEE= HEANOZ L= SHARN SFHE 4 U=dl, HE L LE XE
SAH0 Cist Uet0leH=E s &Lt
g ZE HF2 023 201 12)f 2822 =FELICL
1. Port enable/disable
2. Porttitle
3. Apply all port settings
4. Host mode
5. Remote host: Available only when the host mode is set to TCP or UDP mode
6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode
7. Cryptography: Available only when the host mode is set to TCP mode and Modem
Emulation mode
8. Filter application
9. Serial port parameters
10. Modem configuration
11. Port logging
12. Port event handling: Available only when the port-logging feature of the port is enabled
21210l g ZE HEFSIH F AHU U= [-- Move to -] 2IAE EANAM OlSE Rot=
LES HEGIH OE EES 4F33HCZ g 0IsE = UsLICH
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4.2.1. Port Enable/Disable

2t Alelg ZE= enable = disable 2 = USLICH 2teF Alele ELED} disable &E{IF &I

e oY A2l ZE=Z LICH. 08 4-2= Al2l€ ZE enable/disable 3% S

oA

Y
=

o

A Of
T BA

Serial port configuration - 1 : Port title #1

EnablefDisable this port

Enable/Disable this port IEnabIe vl

Save to flash Save & apply | Cancel |
Reset this port : Reset
Set this port as factory default Set

Paort title

Apply all ports settings
Host mode configuration
Rernote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

& 4-2 Al2lZ ZHE enable/disable

2t stuckE Al2l2 EZEE= [Reset this port] £E2| [Reset] HES =2 MEHE 4= U1, [Set this
o

port as factory default] 222 [Set] HES =2 3& EotAIQ &EZ2 883 5 USLICH

4.2.2. Port Title

ASXs 2029 ZEN HAZE X0 e d¥s gHE > ASUCL Hlldls B2X RF,
39Xl = AR FE S0l T8 £ USLICHL ZE EIOIE2 48 ZZHNANAM 888 &
O OtLleh Serial port 22 2 port access menull (st &HC 2% 0| &LICH
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Serial port configuration - 1 : Port title #1

Enahle/Disable this port
Port title

Part title |F'Dr‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Port logaing

Port event handling

_1& 4-3 Port title configuration

4.2.3. Apply All Port Settings

SE ZEQ HFS BN >ESICHLH HHA= o

= AE UI| 2loH, Super Series= HE ZE HF0UHA 0
SIS X LX HRE ST £ UNA ELICL 2ty HFHO0| disable &EIQI 22, J|&EQ XE &
& g2 all ports settingS +=&stHetE |SX A ELICH O& 4-4= apply all ports settings &
& 3Hs BHELLCH

rial port configuration - 1 : Port title #1

Enahle/Disable this port
Part title
Apply all ports settings

Apply all ports settings : |Enab|e vl

Save to flash Save & apply I Cancel |

Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logaing

Port event handling

_1&! 4-4 Apply all port setting configuration.
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424 SAE BE EAY

0

o
c
il
ol

Super Series2 &5 RLEE "SAE ZErg AE PCEl= TCP 2%, UDP 25, 28
Gigelold 2= Ml JtXIJF JA&LICH

TCP 2E&

Super Series= TCPAIH 2 Z2I0IHE S X2 HSELICL 0l LEHAME A2lg &
TCPEEONAM CIOIEE M&5I22 HWRES HSclAH0lEol ol SZSLICH TCPEEN &HZ
SN JAX LUH ST A SAE T IR RUAL AZ EsS 26 O3 A4S
Ol2= Alelg ZEN M&EE COIEHE SHELILL Al2lgd ZEZRH S0 2= UOIEIE ACHH

st
=
SE& A3 SAEN ¥=6t0 COIHE 2dLICH

>

UDP 2 SX2 UDP ZZ2EEZS &8s 2 MUotH TCP 22 S& 1 HI==&LICH
od olgdold 2=

Aelg  &XIJb 0l 28 AT ZHES XotHUL MEXIE AT HHEES AMEBdM MES
MOt DX & [ Of 25 H=ELICHL TCP A& XIFELICH

& 4-5= SAE 2C SZLH0 et o2l I3 AHO0IA SHYLICH

Serial port configuration - 1 : Port #1 --- Move to ---

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration

Host mode @ |_'F6P v

TCP listening port (1024-65535, 0 for only |?DD]

outgoing connections) L

User authentication | Disabled « |

Telnet protocaol Disabled vl

Max. allowed connection (1-32) @ |32 |
Cyclic connection to remote hosts (sec, 0 ID |
disable) :

Inactivity disconnection timeout (sec, 0 @ |D |
urlimited) ! !
Snocket 10 option ¢ |Disab|ed v|

Socket ID(for outgoing connections) ¢ | |
TCF Nagle algorithm | Disahlad vi

[ Bavetoflash ][ Save & apply ][ Cancel ]

Remote host configuration
Part IF filkering
Cryptography configuration
Filter application

Seral port parameters
Modem configuration

Port logaing

Port event handling

g 45 AE DE AFLE
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424.1.TCP 2E

0l &(State Transition Diagram)E AlE35t=
2SIt @&UOL 2l o ol &l tHet AtEX2l OloHE &=J1 ?IHAM Super Series®
At

EE A3 SAE F UMM HZ REFO0 RIIE Jitelld AS"S UEHHLICH

TCPEEZ HFEUS M USE AE ZEQUILCL

(=
"HZ0| gle MEI"E SELUCHL 3 ZSAEQ Super Series?2tll OIOIH M&E0| 25&H,

#ZH SAE L= Super Series & otLI BW HAKH A 2 0l AEHZ BHHA

LI O & MNEls ISo2 [EDI(Listen)| 252 XEHE LICH
[A13-2+3(Sync-Received)]

A SAE F oiUIE ¢Z QAS BWICOHE [EDI(Listen)] AEHUHA [&3-2E(Sync-
Received)]2 BrELICt. Super Series)t REZ E&0I=0|H, [+~ (Established)] AEHZ
BHE LICH

[A43-2Y(Sync-Sent)]

Super SeriesJt H& RAEES JFZ SAEN 2ERCOHE [Z2E(Closed)] AEHUA [&Z32-
S (Sync-Sent)]2 HHELICE 0l AHle A SAEI HZE QAS 20SY WX

SXIE LT

[#=&(Established)]

"HA0| =~ & (open connection)"E LIEIHLICH A SAE L= Super Series 2| otLEJt
[l Zo oid QAS B0IS0|® 0| &1 [42 (Established)] AtEHZ HHELICH
[CI0lEl(Data)]

[+~& (Established)] AEHHY O & SAEQ HOIHE U2 SAE=z dMEE JLICL TCP
N& S22 20 A oloidtdl <fIhA, OIZH AXM diole &30l OIR0HX= &AEHE
[CIOIE{(Data)] 2t2 S ELICH. ARX=Z, [OO0IE(Data))] == RFC 793 [TCP: Transmission
Control Protocol]0ll A A &= A& [E(Established)] AEH2 L22ALICL. HAQ
CIOIE && SHHOMME O AEHDE LBrELICH

—

Super Series= A &0 et TCP AHLE 22I0/HEZ S&ELICH Super Series= Al2lg
= TCP ZEZERH OOIEHE XECH2Z HR=ES OHE2IAH0IEN ol LurA
ELICH. CIZE TCP &H= TCP M 2Et =22 [EDI(Listen)] 2 LICEH

=

n HII

FQ

[wm]
-

J

1) d8HQI AR &0l
[EDI(Listen)] --> [& -2+ S(Sync-Received)] --> [+~ & (Established)] --> [0l 0| & (Data)]
--> [£ 8! (Closed)] --> [E DI (Listen)]
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Or
[EDI(Listen)] --> [& -2+ S(Sync-Sent)] --> [== &l (Established)] --> [HI 0| E{ (Data)] --> [£ & (Closed)]
--> [E|(Listen)]

S
0z
m

i

rr

[EDI(Listem)]2ILICE. A2l

Xz SH2= OoIHIE UA2H  TCP
AN #H SAEN B2 ot TCPEEE S &

0 oA ClolEE &
QACE A QIS AA NHZE2H 2OH TCPAHZEAM ¢ZES L8 = Al2g
g i OOIEHE AESELLCL 0lg Az, MEXN= &4 Super SeriesIt S
=5

SAEN E£00 =0 AT HEE &= ASLICH

e
Im
Iy

unoa b
|

m <

2) &

Alclg OIolE &5

Aelgd &EXIJb Super Series? A2l ZEE Sl HO0IEHE 2¢ WHOICH OI0IE= Super
Series® Al2lZ EZE HIHO & AALICH HIHIF JIS XHALE AlZ2E XHtime-gap)dt S X+2t
Et2 O} 2 (inter-character timeout)0fl SE6IH (2XH2F EF0IR0l 28 KAS &9s 229
4422 g (Options)E EX5IAAIL), Super Series= S
TCP MI€0l OFZ +EX LACHR. Super Series)t ABHO2 @12 SAE(N HB5HY,
Aglg ZE HIHS UO0lHeE oY SAEZ d&E AYLICH DX 2L0H HIY o9 2
iolE= AtME AU

A& HZalH
2 SAENAN HZoHH RFS SBUHHLE LFE At ¢t Alelg ZEWA CIolE
(@]

ME0l LOUX 2o H&E HZ0l cHAME dLUCH ol o Hol&l Al

EF%'OP%(Inactivity timeout)"0l2t1) &LICH (HIE
&(Options)2 ZZGIAIJl BIZLICH. Al2lg 2

GHME M ArdE JLIC

PFAASAEZLRHY AHE R

TCP 22l0IHE ZENME SH2= B= TCP 22 QF0 HEE AYLICHL

Im o
m
0o

3) DHoHEH =

TCP gAY EE

olxde 2 SAE)J TCPHM&EgZ dZotl OOIHE g £ JAs TCP ZE
HSALICE TCP 2lAd ZEESE HMs ZEN ol SHsE ¢Z RFS HEE AU
Super Series= 10242 E 666350tk ZE HSE HMStotH 2+ef 022 AF0| &I¥ Uite
o & (outgoing connection)2t0l A EELICH (TCP A 2E)

MEX 21E(User Authentication)
TCP ZE0IAM Super Series = ZE AZX Q&S XNJELICHL 0l SE0| 43 2 U2
H AMEXE ZE HZAl AFSX ID o HARIEES 610 SLICH (AHSA 220l oA

6.6 AtE Xt &2l (user Administration) && = Z1GHAID| HFELICE)

Comment [GHOSTRAN1]: & &2

=toloH

ASLICH

Al BFELICH IFR e Liet




3y OD2EZ

TCPZ2Z=0IlAl, Super Series= &4 COM ZE RHMO SH&(RFC2217 &8Hs X522
MEXt=s dE = (baud rate), OIOIH H g

HAE AMS XSS RFC22175 8 g4l Z2t0|¢HE T2 0oz HUHE & JUSLICH (Al
OHOHB =0l 28 O &AM B2E= 4298 Alclgd ZE MHHSE EXZ6HAID| BHEILICH)
o Ol S48 RFC22175% COM XE ZICHOIEE SH MEZ0U AEXs 2019
Aelg ZE OiEcH0ld T2 082 AMESHN Super Seriesl Alelg ZE i BHx~8
Hog = AsLICH

0lE <Iot0, Tactical Software2=E Serial/lP2l SENA OEM H{&Q! LLCIt Super Series2
HEZ HMZEELICL COM ZE 2ICHOISE AFSHl 2o O &ME E2E Z2HH Serial/lP2
SME FEZOIAIDl BHELUICH (H AAME E2E JAotAIH 25 6 SerialllP2t &M Super
SeriesAt&E5tJ| 22 & XGHAID| HHELICH

Si8d= HZ9 zHst

Super Series= 22 SAEZRH AMelZ ZEZQ UE X2 zI0 32)HNX XA ELICH
Jdefl 33 SAE 2|AE 34 (remote host list configuration)dl 2I3H 010 2 SAE
Y01 JACE, 22 Idts =Xs (GIEEHEs 229 zUg - 0101 HEBE AH SAEQ
£)2 ZAELICH HE S0 AIEXDL 3188 = U= 229 zHs 322 £Fot, 4
SAE 2IAENAM EFE g0l et Super SeriesMlA 223 SAEZ 3042 AZ0| UCHH,

2R SAEZPH AMolg ZEW FSE > U= HZ9 xS 29(=32 - 3)0| =
ZQLICH & SAE 2IAE SHALFO &8 O KMS FEE BHH 425 /A SAE
elAE EHEHAHS FIGHAID| BHEILICH

FIH HZ

ZFJ|® HZ(Cyclic Connection) JIs2 AMEdot== HdFEJACIH Super Series= ollE Aleld
ZEN HZE HFXNZRH S02= Alelg Ol sldetE =X 2tHez AEXN F9
P SAEN F=GtHALD AIZE AYUC FZ SAEN Al EX2 2 dolEdt
UCHH, HZ0| & & Super Series? Al2lg ZESE SoiM Al2lg AXz dS5E =+
USLICH Z=3, AAEXt= Super Series)t 223 SAEN 5 WOICH A SAED Al2lg
gd¥s B2UHEE 2z2ZM FIH2=Z Alclg AXE ZAE == JUSLCH Alelg ZXIot
HIOIEE FIHez BUXN %2 s FIHSE HX F2E 38 220t A2 O 0
SHE0l SEELICH. 08 462 TCP ZEUAM M&E SHO MHAMOTZE EWSLICH

231 1D

Super Series)t B2 SAEN UM H&ote 22 #F SAE= HZE Super Series It
Hd EXICXNE SXES Sot06 2otk & I UAS = JUSLICH 0 ZR0 421
ID(Socket ID)0Il SHst 2AZ2 XIEGHH Super Series)t 23 SAEN HHE F=20
ANEE 2XEs UM MS6tL] Data M50l AIFEH ELICL AMIEXeE A2Ig BHs =
ZI0h 494 NHX Aot 24

gs A3 D2 XNFE 5= USULCLOI SEES root ALEXE
Ol 2

HF0l JtsELICL) 2 ID = TCP HZ0l OI20E [ &tBigt Mg FLICH

_|
'U
0
In
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TCP Nagle &2I&

TCP ZZEZ20l= Nagle 2125 Olats Aol 28 = JAsLICHL 0 Llese

SLRE 2 29 A2 IAQ AME2 YXotI| o DEUSH WwEs M2 2oHE

gXst=d SESLICH DLt 0 ¢12E W20 odEH ZR0e 42X 0DIEd &

&LICH Nagle 212/&3 TCP 2 XHE ACK SY 240 LA MESHIZ &2

ZHE ZMAIIIINIE ELICH Nagle €1elEE 0| optionE 0/80t0 &4 L= HE2d3
)

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conntection request accepted

Inactivity time-out

Incoming data via serial port

Established '@

Incoming data
from remote host

Accept

=

Incoming TCP connection request

Incoming data via serial port

8 4-6 TCP2E9 MEHMOIE
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& Et2OF=2(Inactivity Timeout)

|2S EtYO0tR(Inactivity Timeout) JIsS AIE6IES IS M, HIEs ELOIR
JETNAN FoH& gt SO OHoIH &S0 LUK 2eH

SeriesAlOl2] HZE2 US2=2 ZHALICH

o
Jy
fo
[>
Im

et Super

424.2.UDP 2E

UDPZ2E S&2 UDPZEN JIEts S0 A & St AIM HOE FZH SAEPRH0| Super

¢}
U= Ae MotH TCPZES HIx=gLICH. UDPE HIgZ Z2EZ0|7|

Series? S4&lg =
a0 AIEXe I8 A8 288 20t elsLtt
1) S&

22A3 SAEJ UDP OIOIEHHQ®E Super Series? UDP 22 EZE =2 oLl EUHH, HA
Super Series= 0| OO0 A SAE BSFLFUAM HFE SAE =9 SHUNMN =2
2401 SOISHLICEH oY | SAED 2 SAE SFALFUAN RHEE SAE F9 ofLietdH,
Super Series= Al2lg ZEE SoiM OO0IEHE HMSELICL OZX LCHH Super Series=
E0 2= UDP HIOIHIO&#S HIDJIELICH DLt AI2Xie 2lAEN e 2H SAEZRH 2
UDP datagram= &'J|(Accept UDP datagram from unlisted remote host)' O~ '0ll(Yes)=
A |AA SAE ESHFSFN AAS0 LE E0HL2= UDP HOIEHO#E Super SeriesJt

==} £ = USULL AelZ ZEZRH S0H2e= O0IEI JA2H, Super Series= 0]

HOIEE /A SAE sALAF) Ho=E &

A REPSPS| Holgl ®H SAEZ MSELIC /A EEI Z2UX

I Super Series= Ol 0l & OtXl &S AYLICH
2) DHoHEHE %
UDP #=¢4l ZE
TCP clad ZEQR Z2 MHEYUT. XAME A2 424122 TCP ZE MIHH+E
RSN AIR
SIEdHeE 929 Fat
HES TCPSAlN Z2SLICH KHAISH AFEt2 4.2.4.18 2 TCP Z2& OB +E ZZXoIAA2.
S50 &t S E UDP CIOIEI O™ )]
=]

=]

E2H & UDP datagram2 2 J|(Accept UDP datagram from

unlisted remote host) J/s0| 'OlLI2(No)Z2 AXEMH, Super Series= &2 SAE

BEEHNA FHE FAASAEZRH S0H2= UDP dOIHIOYPtE2 22 2AdLICH
Btz 2lAEN e ¥H SAEZ2H & UDP datagram=2 2HD|(Accept UDP datagram

from unlisted remote host)' JIs0l 'Ol(Yes)Z2 &&E ™, Super Series= &2 SAE

ZAT A2210 2 E0H2= UDP HOIEHIOE g2 242 LI

o
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J

S0 gl A2 WA SAER MBS

[(Send to recent unlisted remote host) J|s0|

"Ol(Yes)'=2 &F &M, Super Series= X220 Super SeriesOl E£8 223 SAEZ HOIHE

O 2= =2 |ZF SAER Super Series? oY Alelg ZEW E=S

XL A SAE BALFUNA FLALHN U2 A SAEE LELILL 22& Super
Series= ¥ AE SBEIHUAN FPHE ZAENZ OOIEHE &EE = UsSLICH

=
'S0 g H2 A SA

Im

e

'OlLI2(Noy'Z 83 g

S HLICE. Super Series= HI&S EHY 0t=2(Inactivity Timeout) =2 SE0| Q=

SAES KRAELLL

HIES EIYOIR

UDP ZRCE0A, =

AFZELICH HIZ2S EIY0IR S SE0

ALOIOl CIOIE &0l &

SAEZ UAl HOIEHE 2BUX &S LI
[e2]

20 el 229 24A
gle 22 SAEQ Super Series®
ZEZRH SE0 8=

, UDP ZE0A HES

Y
12

O™, Super Series= A

£ M&E5HII(Send to recent unlisted remote host) J1S0l

Super Series= 28 SAE SALFHN R4HE SAENS HOIEHE

LIRS

SAEE KAoIl Qo HES EEIRS

Nelg ZE
x20 A

o

Et&ot=0let

Super Series)t 250 8l z22 A SAEE |Xot)| FAdl &22lct= AlZLICH UDP

PEUAM AIEXOL BIZ2S EIY0IRE 022 &FotH, Super Series= Al2lZ ZEZR2H

=
SE0 2l 38 SAE2 ¢ OOIHE BUHX &€ ALUICH
23D

Super Series)t 2 & S|

oE AXCXNE SXNZS Sol0 FEot0A & ZRIF JAS &= USLICH 0]
ID(Socket ID)OI EXE EXES

NEE 2Xgs HH
ZI0 49K NHX ot

42 &
#HZ0l JbsELICL)UDP 2E0AM A3 ID = 2& W20 =t ELICH
4243 29 0ISd0l8 2=
g ol=dold 2E0AM, Alel

[wm]

=

SRELICL N2l ZE DA BOlA Ste XME, AT 28 ZYS
[

ct SEELIO. E8 2F MSE o XMLt 28 oisdold

[> e

0101 AHEXLS Al
AT Alelg #X10
Series2 WHE = USLICL AMEXIL GHoF & L2 ATA/ATDT ZHQ

dets Al IPFA(EE e F)E AEdts X YLICH

22 XN HGIH Super SeriesIt A2 SAEW H&£E
H&E0tD Data 8&01 AIFEA SUC. ALK Al2lg Bs =
_E_ [e2]

2 D2 XNEE = USLICL(0l SEZ2 root ASXHEH
2

AEN HHY £l 22 A SAE= HZE Super Series Jb

F20 424

F 201

ZE ZZ2ANA= OHX Al2lg EXo 2 280l AME
[m)



49 AH SAER AZ|Y HOIEE B eI US AL
ARIY EIINM 240 SAEZR HOHES 2W0OF 0B 2@ f230l&
LRSI S SO0 Al2IY =X X HN HOES X HM HOE =S A
B CIOIEE S BI ABE 29 & UASLICL AFRX ZXIJF sHoF & 22 ZXI0A
ATD(T) XXX EHS 2 MOICH IP TA(CE SHQ )2 HiRe AALICH

Super Series2 28 0HEdI0l& ZEE AISotH, MEXNEsE Alel€ CBHOIAE 0l
HIERIZN Al 2B = UASH, Ol Hstd ZES AIEdts XECH MEELICHL E 422

iy

Super SeriesOlAl  XI& St
oZot)| fIol ATDA

mo r
>
010
39
o
2
10
=
Ll
ne
]
Im
(=3
0
[Ol
ol
10
P
0g!
ikl
e
=
L
kT
=
-
o

02
oy
=
el
oin
b
i

(verbose code)

++H+ gy 24y 22 57 s

TCP 2ZEE TCP 53}0\ E ZEZ HFHE =, AE

ATD(T) A2 SAER Fa2 AZELUCL J—
[22 P L= ZHQ d=0otd,
Y& ZE][CR]LF] 0ll) atdt192.168.1.9:1002 CONNECT [CR][LF]

HAZ0 AIHoHH
£ 0ll) atdt1921680010091002 NG BRI e
ATD(T) IP =4 102.168.1.9, ZE 10022 SIZBtLICH e u[w%[}m]
[22 P2 ZE]|(ZEYSE DANNN 38) ERROR [CR][E:T =
[CRI[LF] 0il) atdtss.sena.com:1002

Tl =4 ss.senacom 2 LE 10022 HZASHLICEH
AT = ATZ [CRI[LF] TCP A3 Al2IY ZEZ =D|5ELICH H25HH,
- OK [CRI[LF]

ATA/ [CRI[LF] OIXIS ¥HS gr=a L)

ATH G,

TCP ZEE TCP A 2E2 &F &

It
—
(@]
e
0z
o
w

_ ERROR [CR][LF

g’; — [S](Listen)|2 &= ELICH OR [CRILLF]
[CRE][L;]— = . g HES, 22 ZE SO YAIGX %o,

tHeal TCP A& OHfE<, 22 ZED} ARSI LI

E,E0: 2 &XS SHMELIC
ATEN [CRIILF] El: 22 SFsLC
ATON [CR][LF] 0,00: CIOIEl 2E2 F&gLICh

Q,Q0: 222 HAISLICH (LIBE)
ATQN [CRI[LF] QL 222 EASIX 2aUt

V, VO: & = <numeric code> [CR][LF]
ATV [CRILLF] V1 (CIZE): 8& = <verbose code> [CR][LF]

D, DO: DTR(PC) A& 2 S AIELICH
AT&Dn [CRI[LF] D2ACIZE):TCP M& S22 SHRELIC
AT&Fn [CR][LF] F,FO,F1: CIZE Q& AXgs =7,

® o2 2SOt MEEe, MY WOl BBELIC. 121D LA SIYsiE 2201 LSUDL 012 252 S50 2o

SEe0l 2EHELICH
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K, KO: S8 HMO0iot Si&LIC
AT&Kn [CR][LF] K3:RTS/CTS B2 R0 (LIZE)
K4: Xon/Xoff (KI& = @)

: = AL =SLICL
AT&Sn [CRI[LF] S, S0: DSR(PC)= &KLt E=SUIT

d
S1: DSR(PC)J} TCP S1ZS 2HSLIC

H, HO: & TCP HZZ2 oM ELIC.
ATHnN [CR][LF] DE GIOIEIF AKIELICH OK [CRI[LF]
H1: 8 TCP H&Z 2 S XI&LICh

1,10 : “Sena Technologies, Inc."S HAI&LICH
ATIn [CRI[LF] 13: 28 HSS TAISLICH <=
L8 B2 (“OK'E HAIEUCH

H&s EOIHE nE222 £&ELICL

AT\TN [CRIILF] \T\TO: HIZE EIOIDIZ AIRSIX 2aLICH (LIBE) OK [CRIILF]

ATBn, ATCn, ATLn, ATMn,

ATNn, ATP, ATT, ATYn,

AT%Cn, AT%EN, AT&BN, | oo

AT&Gn, AT&In, AT&QN, e OK [CRI[LF]

AT&V, ATMn, AT\An,

AT\Bn, AT\Nn, ATXn

ATS?, ATSn=x, AT&Cn, o

AT&Wn, AT&Zn=x us ERROR [CRI[LF]
n0| 10/™

- OK [CR][LF

ATFn [CR][LF] =] m%[ %]—[?—E]}Dd,
ERROR [CRI][LF]
n0| 00|2tH

- OK [CR][LF]

ATWn 89S e oot

ERROR [CRI][LF]
H 4-3AT FE0o 88 Z=

HEA IS (Verbose Code) %=X ZE(Numeric Code) &3

(“ATVY" 270l M8 =) (‘ATVO" 20| AsE =)

OK 0 HHO| aHE

CONNECT 1 [0 BlHl RS

RING 2 2 ASI 2XE

NO CARRIER 3 DE0| Helo MsE Us

ERROR 4 Mokl 22 2Y9
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HelloDevice |[g ATZ Serial 4
SS100 ATZ > Device
OK > Command mode
TCP connection
Leauest TDT
. l
ATDT >
TCP connection
Established.
»| CONNECT X
ATA.... DATA.... TCP mode
DATA.... > DATA.... o
|+t
Request TCP TH
,_disconnection
- ATH g
T_CP . Command mode
disconnection
pl OK >
>
NO CARRIER
\/

8 47 28 oEdold B2 FEIGO0IH E82 HFFO 0

o
Ji
fon
[
Im
Mo
N
iy
0
pY)
)
3
S
¢
I
o
Q@
(@)
o
3,
=
=]
>
=
=
=
s
2}
c
k=]
@
()
@
=
7]
1o
=
o
e
Hel
Im
Hu
Sl
o
o
o
o

&E0l US [ Super Series2| AlelZ ZEZRH HOIHE 41g SAES S5 ZELICH

TCP Z2Z0IA, Super Series)t 1X 22 SAEN &EHG6HA

ZEZS2H OO0IHE =#4E 2X A SAEE 38 2% .
SAERZ HAO| OIFUHACHH, Super Series= 1At 2 SAERZS HZO0| AIHE MNKl= 2Xt
2H SAEZ HOIEIE WXl &£&LICH D2l 1X 2823 SAER 838 £ e =Xe &M

\J

1X 33 SAEQ 8Fg = USLICH [etd 2x 33
(¢]

5
8 482 & ALSR IEHHOIANA #2 SAE S#FHFS BOSLICL (TCP 2S
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Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Remote host configuration

Check

r
r

Host #
1
2

Primary remote host IP
192.,168.14.1
192,168.14.2

Action on remote host

Primary host address :

Primary host port

Secondary host address

Secondary host port

Save to flash I

Port #  Secondary remote host IP Port #

Save & apply | Cancel |

G001
Gooz

192,168,131
192,168.13.2

S001
Sooz

& add O Edit  © Remave

Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Paort logging

Port event handling

T8 48 2% SAE By &

4.2.6. Port IP filtering &3

Super Series Al2lg E
USLICH

Series Al2lg ZEO

Sl &dt=

g 4+ =2
slgs

m

al

=

LICH XHAIE LHE=2
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subnet maskE X3

AE= IP =2 filtering
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Serial port configuration - 1 : Port title #1 --- kove to --- =

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering

Sllowed hast IP ; jo.00.0
Subnet mask to be applied : |D. 0.0.0
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logaging

Port event handling

—1& 4-9 Port IP filtering for serial ports

Super Series= 28 H2d0ld ZEUDP ZE& OtE)E
M&S XIJAELICH

e
oo
o
—
(@)
o
0
In
=
x
=
02
for
tol
i

4.2.7.1. Secure Sockets Layer(SSL) ¥ Transport Layer Security(TLS) 2&3 J|&

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the
Super Series)t 2S3tE M&EWAM SSLTLS 253 JIEE Xdsote G2 AXNEN S =

USLICH

SSL2 Netscapelll 2lcHA ZSct0IHE} ABI2H0 AFESHD] AGHA IHZEJASLICH SSL
dioldE 2 28 ZZ2ESE0 A0 UYL HTTP 22 MHSeA0E ZZ2ES0HM +s 2
= /USLICH ssL2 oMy, HE £&, D2l U8 & Z2E2S29 HEIs8s SHZ ot
o ==

=
ASLICH SSLE UWERKIN Z2HMAM SAldte OHE2IAHoI&N HIolE 2ot M3&LICh SSLe
EciolE T2EZ TCP/IP AOIM A= &S ol 2ot Z2E3ILICH

2 SSLO YHIOIEE HAELICE 0l Z2EZL Internet Engineering Task Force (IETF)2
2AZ0 2AGHA IHLE Internet RFCLIOIA XIZELICH TLSS SSLOI ZIgtE SEHOID 22101 E
= AH 2 & olUIt M22 Z2EZ22 N0tk &€= ES, SSLE Udlie gds
KEELICH Metd TLSZ 0l8ate e AUEC2 HEX &2 LIt

SSLITLS MN&S AIXGIHAE MH2 SctoIPE ALOI0 SSL HEHOIZ2t] =2cl= OAIX
Weol EReLIC SSLITLS Z2EZ2E

1

=Z Jl(public-key)2t CHE 3Jl(symmetric key) 23352
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ZTE2 MEELICH & Il(symmetric key) 2&53t= 3F Il(public-key) 2532t HlWaiA SN
iSLICH SRR 25 I £33t ¢S YY BUlM=s SO ZESLICH #HEHNOII= MBIt
=5 JIE MEWMA XalE Se0IHAENMN 2SotD MUt 220IUED MW O3 HEA
APSE e 253 25 s 2l 2ol EX Sol AFEE UE 312 Mdole A8 sl
SLICH 28 HEHOIZ2 HAl AEE TSH 20 224E = AsU

ru

S2L0IMEDN MBI0I 22t0191E 0] SSLITLS HA 15, ALOITH(cipher) &%, L& A
A= GI0IE, 0210 MHIJ} SSUTLSS AFR3ls 22I0/0E9 SAsls ol 2Rs

2. NHBiJt 22019 E0 MBS SSL/TLS HE 815, AOITH(cipher) €3, f&f2 dd=
GIoIE, Dell Zt0IHEDI SSLTLSE SaiM At S4ldt= diol 228 08 32

£ 2YLICL MBl E£8 el ISNHNE 2 e Zct0IgEIL S2H0IHE 2150l

= NE QEELICH

3. 2Cl0IUEE NBIE QSGHI| RIchA MBI 2t 28 H2S 0IE&LICH HE At
OIEE = UY MEXNA 2HES ZDd=D L3t SE HZ0| 25 Z
£ Sllle H8 ZELUU. NIt 83Fez 5L H SeH0IdEE U8 HHE MEE
LICH.

4. SCHOIHEE= SN HEHOIDNAM MHAE 2 CIOIHE AEHM e MEAS 2ok
AN premaster secretS S 0112 MU 33 II(SH 2018 2HE HH2 IS A0
N Z2UHE)E MEBHA LS36tH 01 & S3tE premaster secretS MHZ ZHLICH O

| ﬂ

-

Ol AF2E AFOITH(chiphen)Oll M2tA Z2I0IO1EQ AMBIJF Eaig & ASLICH SSLTLS
= B2 0l “ZRE" OIAE AT M4 K20l et LetE L
5. MBI 22I0101E 0IE2 QIsts HSFSHO0IT S8 SH)E Y 221010
Jb 0l BESHO0IT0E YD 22H0IHES A UKol LAZX HIOIEHE AFQIELULCH Of
==l

220 ScloIHE= MOIE OOIE2 Scet0IHES AIENME L S3tE premaster secret

ot 8N AMBE 2-LICH

6. MBIJ}I ScOIHE 2EE 2FA%te &2, Y Mtz ScUHEE 2Scteil AMEEL
Ct. oY Sel0IHED 2EE £ U2 1 N2 EIELICH S20IHEI 8382 =Z
QIELH MHE Xalel AtE Jl(private key)E ALESHAM premaster secretE =5t &
2o HH(ZCI0IHE 5t 22 premaster secretil A AIEGHA &AEsleE)ES ASHA
OFAEf Al2 & (master secret)S M A &HLICE

7. ZU0IHEd A= 0l OtAE AIASS METHAM SSLITLS AE Sotol weteE B3EE
2SS df=sct= Ol MEZ= & 212 A& Jl(session key)S MAsLICH L&
ZC0IHER M= 0l OtAH A E ALEHM SSLTLS HAZS Sl S48 A2t
S0l HAE HO0IE 2 & H(integrity)2 2 S&LICH

8. SCl0IHEE= ZSU0IHEZRHS HAIKI= Y22 0l & IIE MM £&55 & A
Olgt) edx= HAIXNIE A=z EYLICH £§ Set0IdE= HEH 022 Set0IAHE
P22 EZHRUb=E A2 ez SEHE 25 HAKE LICt



M= AHZREH2 HAIX= 222 0l AE IIE AIZ2dA Ess 2 A0letd L
= HAIXIE MBIZ EYLIC £ MAHe sHEH0IA2 MY 222 S2HUls AS
deixz= SEEE 235 HAIKE SYLICh
10. SSL/TLS SHEH 02D 22 &A1 OlH SSL/TLS HIEO0l AZEEZIASLICE Z2H0IHER
MBl= 0l HNl&E JI1E ALEaHM AZ2tofl S48 HOIHE 2S3tot) 235 H=S5HH 0
oIS REHs ZSELIC
Client Server
Client Hello
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
T P ServerHelloDone
Certificate
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
. Cipher : |
icati < > Application Data
Text Application Data < pp

& 4-10 EtF QO SSLITLS

=

HEHOIT ZZHA

Super SeriesE TCP 2= AEHOI M2t SSLITLS AH E= Z2H0IHEZN ST 4 ASLICH
SSL/TLSItS] TCP HA0| & SAENMM 2HM AIZEECHH, Super Series= SSL SHE#41013
SO0l SSLITLS MHEM XHSELICH BHHEZ, SSL/TLSSl TCP HZ0| Super Series2 Al
ZENAM OIMd S AXECH Super Series= SSL S1E#0/13 S0l SSL/TLS
SCI0IHEZ M EHSELICH

AEXIE SSUTLS 245 JIEHES AI2SE M, AEXsE OSH 22 igsss L £
USLICH

o AOIH #AE(Cipher suites) 4 3H/H| &3}

Cipher suites= SSL/TLS & 200l AFZ2&l= HIU & (asymmetric), CH

ol #/(hash) Z12I&2

ScH0IHE(SE)Y

X&stE ol AZes
Al OFOI €l E| El (identity) 2|
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& (symmetric) el
HHALICH HIOE 2hels2 My =
HY I F2E OHAGHH wEtotes



tor

dioll AFEELICH CHE ZelE2 SSUTLS HZS SolM d3E U2 OOoIHE 23
St= Ol Ar=ELICH dixl ghnels2 888 Oolgl ds &5 HEdde A
ZAot=0 ASELIC W HIHE 2S00 AEE 312 20IE XNEEZ 0k &LICH

Z22H0IHEI AHZ SSUTLS HZE Mol Al Jtsdtl A26te ot= cipher suitell
SE2 BHUO. AMH= 0f =2 XM X% = cipher suite?t HlwdhAd 0 S5 S0

X
MBIOE AI8E = AL AEdtdd ot= ® YW cipher suiteE MEELICH Z2t0/HER:

o

MHE OIAl Ol ciphersuiteE AIEoiA HZEES 2o+&HLICH

cipher suite® MEH2 FOX AW Lot QPAIEN T2t ZL2t&LICE RSAN J|gtE =
cipher suiteS0| Jt& 20| AAEEZ0 & HUME . %2 AFO0| USLICH

Super Series= CI2st cipher suiteS X &5tD AIEZXt= iEotE cipher suiteE 43 L=
HIZ2Hs 822 M 2t ciphersuiteS &EHE 5= USLICH

Zci0IHE S (MH 2E &8)

MNEXIL Z2t0/9E Z2Z &0l “0l"2t2 otH, Super Series= SSL SHEH0I3 T2 AHA
(SHH 2)= S2H0IHES CSHE QFELICL BHUHZ AMSXIL Z2H0/9E ZZ S8
“OtLI@"et) St™, Super Series= SSL SHEHO0IT ZZAMA (EHH 2)F ZC0|HEQ
OIEME QP6HAl &SLICH

OIZ A Al & A(certificate chain depth) &

OIEM HMel2 dig Moo ASMIL FHol Qe ASAMUl QoM AQIElE HCZ,

OIENES HMOIYLICL O 2AEAM Mol SHRZ2 KM(Efs SS(peer) ASMHUM &I2IE

= A= CA IBSANX &g &= A= HesS 2tE= ALICH CA= SS(peer) IS A0

AQIBEO 2 M OIOICIEIEIS S ZELICH. 2 AZXIL oY CAS AlZIEHUHEH, = ALEXS

FE QUSAM UHECIN oY ASH AFZ20l JACHH, 01H2 AIEXIE ARlIE SS 2UEA

L5t A28 2 Jlhs A4S 20IELICH Super SeriesHl Al AFE2XH= QISA Mo HAQ 5

Mgt A Super Seriesdt CIEAM HMOINA AZ= CA CAIBSNHE HOIM 28 AMGHA

UACE HFO0F ELICH

oIZEM CN &H

MEXIL 2154 CN &FZ SE0 “0I'E HEGHH, Super Series= g SAE 0S50l

OISM2 CN(YE )ub 2XioteXlE EHELICH oY 0 S0/ LXIohK 22H Super
=1

E =2
[==] =
Series= 21 SAEZ9 ¢A QIS = sS4l

SELICH BHHZ ALERIb 2134 CN &
(=]

“OtLIL"E I EIG6tH, Super Series= ol SAE 01501 2ASAM2 CNEEH 0IS)n
UXlot=XIE HZotX LSLICH
Super Series= SSL/TLSZM HSE OIS CN(2EH 015)2 L& LICH
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Serial port configuration - 1 : Port title #1

Enahle/Disahle this port
Part title

Apply all ports settings

Host mode configuration
Rermote host configuration
Port IP filkering
Cryptography configuration

Engryption method : SELv2 j
Enable/Disable cipher suites :

¥ SSL_CK_RC4_128_WITH_MDS

V¥ SSL_CK_RC4_128_EXPORT40_WITH_MDS

W SSL_CK_RCZ_128_CBC_WITH_MDS

¥ SSL_CK_RCZ_128_CBC_EXPORT40_WITH_MDS

¥ S5L_CK_IDES,_128_WITH_MDS

W S5L_CK_DES_A4_CBC_WITH_MDS

¥ SSL_CK_DES_192_EDE_CBC_MWITH_MDS

werify client {int server mode only) MO =

werify certificate chain depth |D

Check the certificate CH MO =
Save to flash Save & apply | Cancel |

Filter application
Serial port parameters
Modern configuration
Port logaing

Port event handling

& 4-11 &535 P4
4.2.7.2. 3DES &ts3l J|YH
253 JE2 3DESZE & &0t Super Series= 3DES(168 bits) 25 3tE M&EWA CHE Super
Series& Xl L= HelloDevice Pro Series?t S48 = USLICH
8 412 3DES I3l HRE EUE 2B0FLD JASLICHL OII0AM 2 29

2 &LICH

ol

°l0le s

20| | e (21
& 4-12 3DES I§Z/° 2= FoH

[
o
rr
®

-bits Z=XLICH 0 201 WEEI0E L ) 2012 20/&LICH 3DES = 64
|E 22 XITH(cipher) 2D2I1F0/D 0IJI0IAS 20l 8(64/8) =2 0/20f HLICH
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Super Series® 3DES 21c|E0AM =3t OO0 A Hd0 A& Il =71 HE= I
ES0A RZELUICL delll 21 52 AEX 74 3| €28 AISdiA M8EULL J& 413 2

Jl /& WEE B0HF1D UASLICH

Key Block(32-byte)

Key (24-byte) IV(8-byte)

J8 413 7| R&

2|

2
=

rlo

CtSot 201 2Lt

e

Key Block = MDS(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)

Key= 3| 259 XS 24bytes

IV(Initial Vector) = 9| 252 0tXlY Bytes

253 JIYHE RC4Z2 HFGHH Super Series= RC4 LS 3tE MAEW A Super Series& X2t S4l
& 4 QUSLICH RC4 25 DE0IM Super Series= AFSXH 24 I €2 ASdH 2E TCP
HEE&LICH RC4 JIEHE AESHY ol £= Y2 AESHA ZSLICH

3|
[HECH £=0t wSLIC

4.2.8. 2E OH=cIAH0l4

Super Series= AMS XL Al2lg ZEN HZBE Al2lg FXY A SAEZN =2 OOIHE
2 = UTE NFEULCL Z2H HScloldE FE2 0lddd 82 MY = AsUT
ASIOE RHalel EH OHEcIAoE ZZ2IOWS ASSHOE Super SeriesOl 22E3dt0D ZH

El=

HE2IAHolE FE HIwE AMEBHAM Z2Ie 08 5 I4EE £ USLICL
OHScIAolE -0l et XHMIEH AME2 94 AFBX X4le) ZDE &

RSN AIL.
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5
A7

Z£ =20l Mg Ad2YS N2EUCL I 20l st A Atg2 6.9 AAZX I
2= 2

serial port configuration - 1 : Port Title #1

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Filter application path : |/usr2/default_filter
Filter application arguments @ |-DD
Save to flash Save & apply | Cancel |

Serial port parameters
Modermn configuration
Port logaing

Port event handling

J8 4-14 ZE WE2IH0IE
4.29. Nelg ZE DN

Alelg EE Alelg EXE HZotAH oHY Super Series? Al2lg EXet HZE Al
X2l DN =<=OF LXIGHOF BILICH Alcle S0 ZRe HHHEs~E= UART &4, Alglg
&= (baud rate), CIOIH HIE, IH2IEl, A& HIE, S4& WA DTR/DOSR A 1egln

S X+ 2H(inter-character) E}2 0t SQLIC

e UART type

HX Super Series®t HY Alelg EX= A2l S4& A0 2 . 4
0l= RS232, RS422, RS485(echo) 25 £ = RS485(non-echo) 2E S0 JUASLICH Aleld
S "AlS BAGH| RAdhME g4 H=UN 255 £FEUL. F4 e =7
£ BY A2l ZE ¢ 22 FISYAL.

Super Series= echo 252 non-echo 2E°| & JtXl &40 RS485 4l XAELICH 0]
T 2= 25 20018 (two-wire) 2= 2 LICH RS485 echo 2= Al2lg ZE
OIOIE = non-echo2E0IA BtEolE S0 ACH US22 ol Alelg = =]
Ch. Al2lg salol & -0 S0l CHSE XtAISH AFEE 2219 A MHg &Xotd
2.

on
=
|10II
Q
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AZlg &5 E(Baud rate)
Super SeriesOl Al AIZE 2= Qe Al2IY ASETE USW 25LUICH
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, -2l 230400

ZJ| €8 Jl=dt2 9600 LICH

OIOIE HIE(Data bits)
OOIE HIE&= 7bits £= 8bits LICH =J| &F& JI2at2 8 bits& LICH

al po onfiguratio Port # --- Move to ———j

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Remote host configuration
Paort IP filtering
Cryptography configuration
Filter application

Serial port parameters

Type @ IF!SZSZ vl
Baud rate : Im

Data bits IW

Parity : lm

Stop hits 1 hit -
Flaw contral Im
DTR behavior : IW
DSR behavior : [Mone =]
Inter character time-out (0-10000 msec) : |1 oo
Save to flash | Save & apaly | Cancel |

Modem configuration
Port logging
Port event handling

J& 4-15 UART &

IH 2| El(Parity)

M2IEl= none,even £= oddQLICH =D & J|2 22 noneLICH

A& HIE(Stop bits)

AS HEE 1bit L= 2bitdLICH =J] &F& Dl

e
g
flo
-
=3
1o
o
fwl

&E HIOi(Flow control)

M0i2t RTS/ICTSE AIE6t= ot=30 S8 HMOE XEEU
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L2TEN S8 MO A2 S42XH(XON/XOFF(0x11/0x13))E S Mol AZ& &HIS2Hl
MEollA CIOIE S4 552 MO ELICH IS &8 MO ZEAMAE S e AZe &
XIE MOIUA AMSE F1 HSOZM HOIH S& 552 HMOELICH

&

RS232 2E0t0] S8 MO ZHAS XRAELICIH RS422 2E2 RS485 2E= s 512
ATEYN L= SIEHAN SE HOE XISoHK ESLICH

DTR/DSR S%

DTR/DSR T2l &&= Alclg ZE ASE MEMAM TCP & AHE HMOSHLE 2 &l
S HMOE HSUO0IE dt= Ol UASLICH DTRS MI|XN E(write-only) &2 AS0| BHHO
DSR= 2AJ|&E(read-only) 22 AISLICH

DTR £ S&2 US M M2 4l S otLte Aoz £F3E8 == ASLIH always high(&f

& =8), always low(&H4f &S) L& high when open(€ 2 [If =5). DTR S&0| high when
open S HFE Z2R,DTR E 74 AElsE TCP 920l 48 BR20 highz |SXIELCH
DSR 238 S&2 U8 F e sS& & otuz 8482 & USLICEH None(&HS) L& allow
TCP connection only by high(ZZ [H0/2} TCP &Z &5/&). DSR &€& =X0| allow TCP
connection only by high 2 &&0| &2 DSR &SIt Y24EUHM =2 AMHZ BgE o,
TCPOt HZELICH 6t DSR 41&JI =2 AMHLMHL A2 SAEZRHS TCP 9&EE 5
20ot1) UDPZ OIOIEIE Z&LICH DSR AlSIF =2 MHUAN Y2 Az 23tE o,

TCP AHZ0l ZOELICE Super SeriesOl HZE HHl= X&lS DTR ¢SE HAHE2ZM,
Super Pro Series®| TCP HZ & MOUHE = USLICL

t, 22 0Ed0l® 2E0AM= DSR 28 & S8 £F30 &2 80l DSR &EHDL low
£ HHotH R SAEN s HB0l BAHXA ELICH

&

DTR/DSR S& Hwe 20| 43 JoUs AEidiA=E 201X ZSUICH

2X2H(Inter-character ) EF0IR

Ol DHOH®2== Super SeriesJt LI HIHONA && A2l HOIHE 2A2=00 AR%=
ZHEQLICH oY Aleld ZEES SoiM HI0IEIt S0 U= E 2, Super Series= Ol 0l E
E WS HHOW MESLUC e WS HIHO 23] HAM AHLE 2XE2E AlZ2E 28201 2
AF2F EFE OFZ(Inter-character timeout) 22 X & E Al2F WO S8t Z <02t Super SeriesJt
HIHO S0A= OIOIEHE TCPNIPE SoilM HSELICH &X2t EF OF=2(inter-character
timeout)0] ‘022 HFEH W2 HHN HEE OOH= HOE XNHEZ 210l SAl &SELU
Ct

ZH 22t EtYotR 2 AFS XS ofSelAol&o et et LICH SHAIgH XAs NEE 2
dIOIENAML 22X BtLt 2tHBChe 40 &LICH OIS &9 A2l ZEDL 1200 bps, 8 GO0l
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B HIE, 1 A8 HE 2« MelEl Z(no parity)22 HFEIUCD ItEN 2HAI2L.
S

H&Eot=0l0l 228 8Al bit2l == 10bit0l2 3L 2XAE A &E6t= O

/1200 (bits/s) * 1000 (ms/s) = 8.3 ms LILCt.
etd Ar2Xte 2X2F Bt 022 8.3 ms2Ct AN SHFoHO0F &LICH X2 Bttt &

Sle HE2o UX(ms)YLICH

AMNEXOL 22X SeriesE StLI2l TH2I2Z 2LHS 10 &Y Super SeriesOl HZE Al2lg &
X= KX A0I2l 2XH2t EFO0H20] XIS AIZIE0H HEg 2AE MESOH0F ot oIS ®
M Z0l= Super Seriesth® HIIH 3JIE2CH HHLE Z00F S LICH Super Series® A2l =

21
& HHIHSl 3J1= 256 bytes LIC}.

4.2.10. 28 24

Super Series= S

Super Series= Al2lg ZE=Z9 AEF E AZsS XNJELICH AHEXIE Al2lg ZEN 2=
o125l & mole 2€ 24 HOIXINA DCD S&3t 2 init-sting2 400402 &LICH
A

E REJITCP ZEZ £F HAS BR02 2 AZS NSSLICHL

28 gd3/Hgdst

Ol =5 4358t 2R, ALEXtE Super Series? Al2lg ZEN LES Y HZE 5 QU
SLUICH Ol DHoHE =Dt 8 43tE Z20= Super SeriesollE ZEJ 2 220 AZE T

0 2t=gLICH

28 init-string

MEXt= Modem init-string OHOHEH=0IA 2&! Al & H(initialization string)2 AH&I2l DEH S
FOAM 3% % U&LICH Enable/Disable modem OB~ E &4 (Enabled)Z A& &2 M
Aelg ZEJ RE R SFHLAS Wol= Super Series= DTR &l &A1 &50| EXE
HLE Alelg ZE 40 S HHS=IF $d 2 MOt 28 AIZ AE

2 ZEZ SHEYUO

3

DCD S&

DCD &Z/0| 50/ & [Hol2t “TCP & Z 5/ &(Allow TCP connection only by HIGH)'2 & A& &l
9, Super SeriesE Al2|2 ZEQ9 DCD AtEHD} 510I(high)2 MOt |2 SAEZEEHS o
Z2 SISELICL 0l JIs2 AFZXIF Aleld ZEE CH0|g el 22 2 E(dial-in modem mode)
20t AlZotdd g Mol g=s JIsYLICH 0 20 010 A= [EO| ACHH Super

Series= TCPE HZE A &5tAl ZSLICH

s ok 23 o
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s ol 28 2Z0| Enable2 &3 ™, HH S iU 01&Q] TCP 20| 2 UACIH 2
E TCP H&0| &2 M0l Super Series= 28 HZ=S &SLICH 0l S&0| DisableZ &
HE ZFR20e RE TCP HAEO0| BICH olH2E 2 HZE2 E5|X %SLICH 0 382
AT A2Q0l REE = otLIS REI0| HZE oW AN Makd HZHe gsitis A
2 HASHAAIR. 0| SE2 2E TCP HZES0| &S [ Super SeriesHMUHA 2 HZ
£ =2ealote diol ALEE = USLICH
AZXIE CHOlE Ot=2(dial-out) JISS AtEote 22, AtEXt= DCD &&Z NoneR=Z A A0k
ELICH CHOlY O 282 20 9 BUIl fiME AFEXDE 20 82 & £ A0k of
Jl M2 LICh
al port config 0 Po -~ Move to --- x|

Enable/Disable this port
Part title

Spply all ports sethngs
Host mode configuration
Remote host configuration
FPort IR filtering
Cryptography canfiguration
Fitter application

Serial port parameters
Modem configuration

Enable/Disable modam ;
Modem init-string
DCD behavior

Automatic release modem connection |

Save to flash

Save &apply || Cancel |

IDisabIe vl

|aleis0=2
|MONE

Ilf'isahie 'l

Port logging
Part event handling

g 4-16

4.2.11. X E Z2(Port Logging)

ZE 22 JIsE
A3 JtE, SYSLOG MBI E£E= NFS Abiel &=

28 74

AMEStH Aelg ZEZE SoiMd 2WE Ol0Iel= MEMORY, ATA/IDE & [

X SOl HEFELICH

e INE Z2 EA3SI/HIEASIEnable/disable)
0f D= HZE =229 M3 L= HIZHSE FHSLIO. I 32 [HEds
(disabled)] & LI Ct

e HE 22 HE 9X
EZE 27 UI0IE = Super Seriesltis HI22], ATAIDE D& ClA3 IIE(PCMCIA £ U8),
NFS MHQ &2 2IX L= SYSLOG MU MEE 2 USLICH WR HZ2E AMZEdA
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EZE Z7 HOIHE MEGt= A< 0= Super Seriest HE WOl 0l ZE 21 HOIHE &
ZELICHL Alelg ZE 27 O0IHE 2X6te¥ ME fIXE ATAIDE ¥ CA3 3tE,

SYSLOG MH &= NFS MHZ E28AI2. OIZH ot AFE X0 AFE Ol

e OHME

TaoiioF &LICH Ol OHMIOF HESHH ZFCX $2H AEX= AHHOIAMAM ME AXIE

deg 4 gL

ZE 27 HEHS AT

Ol o2~ 204 ZE 27 H0IHS X=UEs S LICH W
&A™ 3AJ10F 3200 KbytesE =2
810l 3200 Kbytes O|5H04 OF2F BHL

1 OHOoIEHE MEE Hile ZE HIHS
2lg ZEQ BE XZE HIHE2S AJ|<
2 4 Kbytes! LIC}.

ATA/IDE D& ClA3 JtEE AI2oilAM 21 CI0IEHE MEE I ZE B 20 Adles o

g JtEQ S0l Met etd8Uth

F

it
=2
0
o

NFS AHE AEoilA 21 HOIHE MEE Hols ZE HIHS 20 Adls M %S

LICH AFEXIL oile ZE 22 AMAE0H X=0A NFS MHE 2&aH0F &LICH

SYSLOG ANHIE AtZcHA 21 CIOIHE MEE Hole Mo ZE 21 8IS 3JIE

£3g =+ glsUth

Serial port configuration - 1 : port # #1

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Rermote host configuration
Port IF filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port logging
Port log storage location
Port log buffer size (KB, 400 max.) :

Save to flash I

-—- Move to —--

=

IEnabIe vl
IMemory vl

|4DE|

Save & apply | Cancell

Part log

Clearl Hefreshl

Port event handling

18 4-17 Port logging configuration
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4212 . XE OIHIE HEE A4

Super Series= ALZXIF ZE O|HE &2

?
N GIOIHE ZUHEEAMU OO0 Bt8E =+
E

Ue =2 MSELILHL 018 AUz ASke
email/SNMP 2 & (notification) £= ZE OIHE S5 PHS SHA Alclgd ZEZ HF 2EUH
& PHs EQIAHE 2 Al2lg ZEE IIYEES FYE £+ YBULICH £8 0l s MEXIE A
ZE EXE SHA OOIEHE ZUHESHALE AME F2E IIKFED X IAS Mol 228 &
XNE MY Z2/MOH & 2= UH oHSLICH L8t Super Series?t oflE Al2lZ X2t 2 AMEY
T2l Super Series?t A2 SAE?ZIQ TCP HZ AEHE ZE IS MSHY 22 Yoz
2telstn 2UEE g &= USLICHL

282t0] OIHIEN e S BrE0l &2 = USLICH AHIINA EBHES(reaction)& email &S,
SNMP E8 M5, 28 8& L= 2E B8E9 280 2 & AUSLICH

S OIEotdH, ZE 0/HE #HSgZ &35t (enable)dlOF
SHLICH 012 22¢Y¢ HHE=010] W20 0l JIs0l HIZ 43k (disable)=I® oY Super
EO

[BIEN 2t 8 8 L& otXl ESLICH

o 2UE ZHA(Notification interval)
Super SeriesJt ZE OIHEE HEE &0l JUAHM Ed(trap) = XS UOISLICH LE 2t
2 (Notification interval) O JH . Super Series= & 2tA0ICH L& email £
= SNMP E#Z SHLICH 28 2+ Al2F WS AFE HOE JIfISE EXELICH Ol OH
=0l g0l oW ALY FHojE IS0 =2 BHSoH)] 20 AIAE TS 0l M

LI AFZXOE 20t S = As IHE 2 S SFH0E AIAE & A

FE m|
m\m
>
0o
o
-
(=

<|

00
o
Jral
b~
fou
]

e Email 2&(Email notification)
Super Series? Email 28 Jls& 43t = H&4d3s ot= JISLLICH Super Series
Email 282 2 i 012X 2 SMTP AW FHUAM F&E SMTP AHE ALSELICE. SMTP
MBI HE6HH RPESX LUAAL BI2HS S0 JUCHH Email Jls SAl HIZ43S ELICH
SMTP AMB 24 & XtMIE &Y 2 3.4SMTP £ X5 AIL.

e Email XS

o XS Email =24

Of DR == M Zo&E II/A=T EXNEAS [ 28 LS 2= =N E L
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Serial port configuration - 1 : Port title #1

Enables/Disable this port
Port title

Apply all ports settings
Host mode configuration
Rermote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

Port event handling : IEnabIe vl

Motification interval {230-2600 sec) B0

Ernail notification : IEnabIe vl

Title of Email |F‘or‘t event notification mail
Recipient's Email address : |admin@my-company.com
SHMP notification : Im’

Title of SMMP trap : |F‘or‘t event notification SMNMP trap
SNMP trap receiver IP |192.158.li1.l

SMMP trap community |pub|ic

SMMP trap version : I'v'l vl

[Status event edit]

Status event Email Mok, SMMP trap Moti, Port command Port command string
Device connectian 2 = r I
Device disconnection ~ = r |
TCP connection 2 = r I
TCP disconnection 2 = r I
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port command string
r 1 test Ermnail/ JfCommand  reboot
[Keyword list edit]
action on key word : @ add C Edit € Remove
Keyword string Email Moti,  SMMP trap Moti, Port command Port command string
I— 7 = v I—
Save to flash | Save & apply | Cancel |

8 4-18 XE 0/HIE #HEE 74

e SNMP 2¥

=20
Ol DHOHE === Super Series® SNMP 28 JlsS &4d3t L= HI&24dst LI
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SNMP E89 HS
Ol D= At HoE ISt EXIEAUS M Super SeriesOl 2AHA ZLHE SNMP E

g2l N== &8t

SNMP E& £AIJ| IP(SNMP trap receiver IP)
== AA FoE ISt EXl ZAS M SNMP E

g a9 IP =AE ZFE LI

&15l= SNMP E

-
U
o
¥
OI‘

SNMP E& HSFLIEI(SNMP trap community)

Ol D 2= AtE ol ISt EX ZUS M SNMP E& HIAIXIN Z& & HFLIE
E dFELICL

SNMP E& H & (SNMP trap version)

O DW= AtE H2E II1FAEJ X [ 2WHE SNMP Eg2 HEs ZEE LI

wn
$Q
ﬂI\O

0
ﬂ
e
My
A
rr
AL
o
10
=}
[E3
im
2
x

FHollor €& R4 SHS I HAE MASUICH

2 SAEZREH TCP 92 L= =222 OIHIENA FHoHoF & 4 SH2 XA HAS
ML

eSO OE SHOR X L= RH'S MUY > USLICH

IR} E ¥ (Keyword string)
ANEXHe 8HGIDX ofe IIFER HE HOHE AISE &= USLICH

Email &gl

AZXOF HEE JIREZ Emall 28 HSE 243 L= HE2dE € = AsUh

SNMP E& 2&/(SNMP trap notification)

AP HEE JIRIEZ SNMP EY 28 A5S 243 L= Hlgdst g &= ASLICH
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e Port H™H

AETL HEE JIRIEE ZE 338 5= 243 L= Hgds g = ASsLICL

e Port 23& g (Port command string)
Super Series= AIE HoIEl IS0t EXl EHAS W Al

22 NZELIC AZXE 0 BiF0A Alelg ZEZ 2L

e

[l
02
o
o
>

41

2= Alelg ZEJ |AGHHU SLotH =& &

FI_F

42, 0l Jls2 0I835tAl ELICh All port
&g ZEQl “apply all port setting” S&0| disableZ
HZELICH (SS100/1102 all port configuration Ol It

nx
0
0n
=
$0
pa!
nel
1o
]
rin
=
o
ne
]
Im
2

“all port configuration” I2t0lEH= Oteiel AE22 UHAN &2 = /JUSLICH

Port enable/disable

Port title

Host mode

Remote host configuration

Port IP filtering

2 T o

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem
Emulation mode)

7. Filter application

8. Serial port parameters

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging

11. Port event handling
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Serial port configuration - All ports : Port title -—- Move to ——- =

Enable /Disable this port

Enable/Disable this port : IEnabIe vI

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

Port enable/disable
Ol Itet0lHE ZEQ Jls AIS0ERE S3E LIt

Port title

Ol mHEIOIEIDE S& ¢0o2 d3E F2, 2 Al2lg ZEN st ZE EoIgE2 1 ¢ &

ILE B39 g2z HFELICL HE =0, LE EI0IS0l “my server’2 8% = Z=2,
E #19 ZE EI0ISE “my server#l"2 HFE D HLE#20 LE ELOIES “my server#2”

Host mode
SAE LD TCP £= UDP 2Ez #dE8% = &2, 2 ANadlg ZE= EDl(listening) ZE

280t TS 201 IHs2e2 ggELh

-

(listening port number + serial port number - 1)

2t Al2lg EZEQ| [t2 Iiet0lelE2 “all port configuration”?t &2 value set2 2 & & &LICH

Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
& OES2 HoHH==E <Io, “all port configuration” 2| values set2 Z2& AlelZ ZE0NAM

SgotH €8ELICh
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5.PC Jtt &34

Super Series= J|S2 R4 L SHLS ol PC ItE =2 MIot /JUSLICH TS 40X

289 PC IS0t NEELICH

- LAN 3tE
-S4 LAN JtE
2E e

- ATAJIDE fixed disk card

A AR,

njo
[o]]

Fo

SS1002 PC JtE &3 OI=E XI&otA €3

ol Super Series0il

AEX= LAN E= 24 LAN JIES 0I86t0f & 02 UERT oz2S =
&g 2 QUOM, ATAIDE fixed disk cardS 08 AlIAE U Al2lg ZE 27 HOIEE NEE
& UBLICL 2 =S ASHOZMN QAR ZHN OASHe Al2lY EE 20l Super

SeriesOl 22| (out-of-band) =S & =& USLICH

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | i) e SER R E
Save to flash | Save & apply I Cancel |

J& 51 £J] PC FtE && U~ o5

PC JI= =sXR= ME0otJ| <lcl AEXNE OS2 SAHE ==olioF SLICH

Step1.PC IS £20| PC JIEE &ELICH
Step 2. Select PC 9IS & il 0l Al Discoveraneweard | = wensrch.

]

Step 3. Super Series= IIEE Z2M5t)| o 2210 M Z=dIOl(plug & play) JIs2 AIE
20I0, &3 0w 3O LIEtY d2LICH AIBXs M IIESE SXHAIIIl =
IMet0IHE 888 5 USLICH

Step 4. Save the configuration settings by selecting M S CEGIH & AMEd
MEELICH

re

i

Step 5. 0I=2 [Apply changes]E &EGIH MZ22 €32 EEAMZLC
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Super SeriesJt PC JtEE 2AGH=0 &MdtH, O8 27 OAIXIOF LEFELICH

g 5-2

Super Series)t X &dt= PC IIEQ 2I|AEE 22 JAGIAH &= B. /&L= PC JFIEE &%
SHAAIR.

PC Jt=el HES SFAL MSUA Moloted®, AgA= USh 2= EXE AXMOF SLIH
FAAIRL.

|
AL,

Step 1. [(Ban- show the actual button) Stop card service] S I &

[e]]

_}OHZ

=]
te

Step 2. [Save to flash]S MEi6I0 HEE 48 HWEsS H&

>

ol

a

Step 3. HI=0ll Al [Apply changes]S &Ei5I0] BlE UWES HESA
Step 4. PC IS &R0A PC 312 HH oStAAIL.

FO. Plo 2 BXE HIAX &1 XM PC FIEE MIAHGIE AAE @FS9 00/ 8 =
S=]ns

51. & JIE &&F

LAN JIEE PC S =Z0l &XIotH Super Series= 202 UHERD CIHHIOIALY IP =AE

2Rt ELICH O, IP A= BtEA R&st XS XEHOF &LICH

1]
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PC card configuration

Currently configured PC card

Card type : Metwork Card
Linksys EtherFast 104100 Integrated PC Card

Madel : (PCM100) Wer 1.0

Metwork configuration

IP mode : IDHCF‘ vl

1P address : |192.158.1.254
Subnet mask : |256.255.255.0
Default gateway : |l 92.168.1.1
Primary DMS 168.126.63.1
Secondary DMNS @ 168.126.63.2
PPPoE user name |whoever
PRPOE password : |********
Confirm PPPOE password |********

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancell

& 5-3PCLAN JtE &F

MEX= BIEAl PC & JIEE & [ PC e IIESE Mot primary ¥ secondary DNS
NHE SFoior LIt RE U8 &3 UHsSE2 A& 31 IP &0 KMol 20
USLICH

Super Series)t XI&dt= & PC tE 2lAEE 2dH® &5 B. Super Series/t A/& 5= PC

JIEE EXOINAIL.

52. 4 LAN Jt&E &3

4N

LAN JIEE PC IS &0 &XI6tH Super Series= 22 UERID QAHHOIAL IP FAE

=
=otH ELICH OlM, IP =A== BtEAl KRS8 XS XZOF &LICH
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PC card configuration

Currently configured PC card

Card type wWirgless Network Card
Model : Cisco Systems 350 Series Wireless LAN Adapter

Metwork configuration

IP mode : IDHCF' vl

IP address : |192.168.1.254
Subnet mask |255.256.255.0
Default gateway |192.158.l.l
Primary DMS 168.126.63.1
Secondary DMS 168.126.63.2
PPPOE user name : |whuever
PPPOE password : |********
Confirm PPPOE password : |********

wWireless network card configuration

S5ID

Use WEP key : |Disab|ed "l
WEP mode IEncrypt vI
WEP key length @ |ﬂD hits vI

WEP key string

PC card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel I

& 5-4PC R4 LAN JIE £F

4N

P& 2 FHESE HdESGHD primary ¥ secondary DNS
A

A= BFEAl PC & JIEE £FE [
= 2 44 31 IP £F0] XASl ZF0

g
NHE &ZFoior LIt 2

Super Series= 24 LAN E&FE <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent
Privacy) 1 JIs& XIR&LICL. AH2Xt= AP (Access Point)E XI&EGHI| 2o SSIDE E3E
USM L&, encypted E£= shared2 WEP 2SS A& 4= USLICH WEP 3| 20l BHEA
40 £ = 128 bit ({0F & LICt. 40-bit WEP |01, AtEX= 2c2lA SE()01 = 52 168+
IE NEE oo &LICH 128-bit WEP I[01H, E2IX 22()0l &l 1342 168+ DS

4

E
OIE =0, 128-bit WEP J| SH8S AZot)| ol AIEXs O30 200 13742 168+ 2E
NEE BIEAl L=aHor LI

000F25E4C2000F25E4C2000F24

Super SeriesJt XI2ot= 24 & PC JtE 2|AEE 2eH 2= B. Super SeriesJt /&5l PC

JIEE HXotYAI2.

o0
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5.3. Serial Modem JIE & &

DE JISE MEHEOZM AFE DU HZots Aleld ZE L0l AFEXDIL =22telo &2
JISELICH 222 56 Kbps XMatd RE & st 2 IIEIF XIS LICH Super SeriesJt
X&3ot= PC ItE =S5 2 £ = B. Super SeriesJf X2 5t= PC FIEE XS AIL.

PC card configuration

Currently configured PC card

Card type : Serial Modem Card Serial Modem Card
Model PCMCIA CARD S6KFaxModem FMSEC-HFS 5,41
PC card service
Discover a new card | Stop card service
Save to flash Save & apply | Cancel |

718/ 5-5 PC serial modem 7/& &&

5.4. ATA/IDE Fixed Disk Card Configuration

Eh= AIAHE 2 A2l ZE 205 MEGHI| I PC ATA/IDE fixed disk cardE AtE5t=C
Z2est A Oole 22 EAN &EFolor ZLICH Super Series= &M M&E Al ¥
CIA0AM ALE Jts8t O

X

Deletel = Meust

ANEXte = S0l RE MUS AWM = UsUCL ASREs M g
HEIGIH JHEE HEOE = USLICL Super Series= LA IIEQl EXT2 %2 VFAT It
ANAEES XIJAESLICH

AEXHE Super Seriesl AAE HFHZ export ¥ import 22 M, Super Series &8 IS
NE = 578 = USLLCL

PC card configuration

Currently: configured PCocard

Card type : ATAFIDE Fixed Disk Card
Model TOSHIBA THMCFOE4HMBS
Size @ 54 MB

File system @ ext2

ATAADE Fized Disk Card configuration

Total data size to be used (0~64 MB) |64
Delete all files in ATA/IDE Fixed Disk Card : Delete

Format ATASIDE Fixed Disk Card |E><T2 *] ijm‘gtjl

P card service

Discoveraneweard | | Siop card service |

s taffash | Savedapply | | Cancel |

18 5-6 PC ATA/IDE fixed disk card &&
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6. AIAE 22l

Super Series= &EH ClA S0l 33 (Status Display Screen)S Sl AIAE AEIQ 21 OIOIHE
200 22lE i AHZELILH AIAE AE OO0IHE 22 018, Al2lg 85, Ao HE &
Super Series® UHIERI & S0 ASLICH £t Super Series= system logging 1SS &
NEE =HAUH email2 22 OHOIHE NS MY €F3E &= USLICL

ANEZXt= Super Series2 FIX 018, LM A2, & HotAl JI=2U2s: MWAIHE =&
USLICH £& AEX= & HHOoIA, 3 22 2 Al 22£E2 AMESHH Super Series
HAYNHE f0d0IEE =& USLICH

ol
=

o

6.1. AIAE &EH

Systeminformation

Model Na., S5800 Device
Serial Mo, ¢ S5B00-030799592
F/W Rey, ! w40
MAC address ; 00-01-35-04-189-53
Current time : 07/23/2003 13:40:42
System logging ! Enabled
Send system log by email @ Disabled
PC card type: NOME
PC card madeal : NOME

iR infarmation
1P mode SLATlE
1P expiratian ; M/
IP address 1 182.168.14.7
Subnetmask : 235,253.00
Gateway ! 182.168.1.1
Receive/Transmit errors ¢ Mo
Primary DNS | 168.126.63.1
Secondary DS ¢ 168.126.632.2

& 6-1 A28 4E OJAEd/0/

6.2. AIAE 2] &3

Al Jlsg M3gLIth AEXs

Super Series= system logging Jlsidt AAE 27 AH =
£ g £+ U2 =L otLlel, AlAE
2 Cl

system logging 22 MIAE enable £= disable &EiJI &%
205 M&Este |AX L A28 27 HY 308 48 =
System log storage location
AMAE 2= Super Series WS H2el, PC 1= &R0 &2 & ATA/IDE fixed disk card,
NFS AHEl &Xl XI&E L= SYSLOG AU MEZ = JUSLICHL AMAY 21 OOoIEHE
H&oted We HZ2elE MEdte d<, 21 U0le= Super Seriesot HE [ AMELICH
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Super SeriesE 2%

ANAE 27 OOIEHE 2&EoHY, ME fIXIE ATA/IDE fixed disk card, SYSLOG MH L=
NFS AHHZ ZHoH0F SLICE 01 &5t RcH AMMEXes HH 222 WME ALS5HI
fst Met0IEHES EFoi0F &LICH OHAMOE E&20 285X $2 B2, MAEX= HEE=
HHME NE Ziz 438 = SisLICHL

System log buffer size

Ol It0IeH= 22 = A= A28 27 OOoIH2 S F2ASLICH OoIeHE ME st
Jl |l W2 HIZ2E AME8dte B2, A28 221 &AM 2D|= 300 KbytesE =& = 8l
SLICH

27 OI0IHE MEGHI| ?IdH ATA/IDE fixed disk cardE AtEot= 22, 2l HHIH AJl= 3t
S S0l met getdLlth

27 OIOIHE M&EoI)| <o NFS MHE AtEdt= &
MEX= NFS MHE 2360 AIAE 210 J|1s0l HE

m
sl
2

2 221 WAIX JH==2Jt 012l XN&E& X0l 02 21 OOoIES
Asez2 BUEE HFg = USLILL AEX= email@ &&6HI| A8 MWHOIEHE BtEAI

ZoliOF §LICH Ol Wet0IEI0l= emaile d&ot=0 228 21 M, =52 email =& SO0l

System logging

System logging @ IEnabIed vl
System log storage location @ IMemory vl

System log buffer size (KB, 200 max.) : |£1
Send system log by Email ;@ |Disab|ed vl
Murmber of log messages to send a mail (1- |5
1007
System log recipient's mail address : |admin@y0urcompany.com
Save to flash Save & apply Cancel |
System log :
07-23-2003 11:25:21 = Boot up System Start ;I

07-23-2003 11:28:21 = Start with Static IP by 192.1658.14.7
07-23-2003 11:28:21 = Start with PPPOE by 192.165.14.7

Clearl Flefreshl

8 62 AlAE 20 43 2 27
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6.3. AEX 22

2=
==

&

Users logged on list

FAQ] ALS Xt

Username Terminal Login Date and Time From
root console Jul23 11:27
18 6-3 AEN £d=2 ==
Users logged on list= AIAEI0N 2201 &t AFZAE flof OS2 E2E 2WHSLICH

User name(AFE X+ 0| 8)
Terminal type for the session (M &0 CHE EHOIE |RE)
Time connected (HZ & Al2h)
IP address of the remote host (28 SAEQ| IP F2)

5

=

W
lo

0

GZEE= 22 OHLICH

00h

E MEIE SF0| LIEFLIX

=]

6.4 INARE HE

08 64 IASE #Y 3ei2 2OSULL 3 ASXY
HAEES YAstD, M HAYCSES st = A HAYUCSE
HASE YAGHOF BLICH

ZSLICEHTTPHTTPS ZZ2EZ22 S

Change password

Current username
Enter current pawwsord

Enter new password :

Canfirm new password

Subrnit | Cancel |

T8 64 HARE &1
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6.5. &Xl O|S(Device name) &3

Super Series® 22|lE fIol ANMESZ ZHl 0182 €8 = JUsLICH 1O 6-5= EXl 0l
A StHALICH AF2XIF Device namesS HAGSIAH &I Super Series® hostname 0] HZ & A

T/ CLI &2 ZZZE L35t Oteliet 20l sHE &= hostname 22 HAO0| ELIC
r oot @S800_Devi ce: ~#

Device name

Device name ! |SSBDD_Device

Save to flash Save & apply | Cancall

& 65 &1 018 £F

Super Series2| Device name £&0| 3% 2Xt= o1E01 &KX 220 AEXIL Device name 2
8l 2X2 XI&SIH &H Super Series2 hostname 2 Super Series? IP =42 IS22 XH
0l ELICt E£8t Device name2 HelloDevice Manageret 22 2tel T2 00N Ul AEsS 9
off At=ELICH

6.6. A2 X} 22| (user Administration) & &

b

Ol
X

e

>
0 o

MNEXt= & 6-6 Af
SNl B AFBROI ChEt
g deax MBIl AME 2 =

HMo| MEX 215 S0l #4835 SI0| A0I0F 51 ABX 2SS TCP 2E0AR X0l

ELICH (AF2X S0 tHoldE 4.241TCP 25 2 AAEX 25 RES ECHAID| HHELICH)

Super Series = ZE HIZAl A= &S XNJELL. ZE &
EX &2 o 22 AEX 22l Hi=A Z&F01 JtsELICH At

AMelg ZE Z2 =

=)

e o r

MEiMO2 MHAE 2 USLICH AIEX

=]

m v
1o

User administration

Uszer list

NO.  UserlID #1 #2 #3 #4
1 |sena_device | = O
Adid user

UserID | |port2_user |

Canfirm ¢ |.......... |

port: [ #1 2 [Os#z [Os#4 Adﬂ-

[ Savetoflash | [ Save & apply ] [CanceIJ

& 6-6 AFBAF &/
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My

6.7. €M H A2t £33

Super Series= &M EM L A2t E2E =[S LICH SS110/400/8002 AlH & &3 &F2

W &I 20 2ol SXELICH (SS1000l= WS AIHE S8 EXJt ASS F2I6HAID]

HHETLICEH AIAE THAIE =0l 8 S0 2 AlF 4301 RANDKA (SLICH D422 SS100

DANAN HES DM L A2S 26| AGHME NTP AHE AIEE 208 AZESLICL)

8 6-710 201 ALEX= 8 S 2 Al2tE HEE &= USLICL

Sl 2 AlIZE EF0e= JEXl 20l JASLICH & BME NTPABE AIEo0 ER &L Al
& X5tH, Super SeriesE AAEES THAIEE

=
L AIE BEE JIASLICH NTP AHE 0.0.0.02 &XotH, Super
Series= CIZE NTP MHE ALE&LICH 0l Z<20l Super Series= WERKIE SaiM IO
HZL UAOCOF FLICE ALBX= HFXG0 et =M =& AIZHUTC: Universal Time
Coordinated) 012 Al2t Q@IZAS HHGOF SLICH S WM &HS2 NTP ABHE AME6HK &1
et AtE =822 &FGt= AYLICH 0 Y-S AS0HYH UWE dXE 018306 et

=2
=
N2 Z2E |XE 4+

=
]
[l
z
—
T
x
&
2
x
e

CESt ARSI AIAES ER E AIZES FEOHH ZFot) fIHAM=E Al2tCH(timezone) 2t
H2F0 ERE =& USLICHL ASIIE MHEIZS AISSHUYE, MHEY
AZHH, UTC2tSl A2t @A AR S 2 AlZ2H, S8 SR 2 A2t 22 MHES D 2&AE

= =
42 £3g ZERIF USLICHL 0IE Sl Super Series= HESH AIAE AlZtE JHbtg
o]
AN

C
_|
O
o
10
>
ry
0
[H
vz

4

Date and time
Use NTP ¢ IDisabIed vl

MNTP server (0.0.0.0 for Auto) |1 92.168.200.100
Date [mm/ddiyyyy] : |DI/DEI/2004
Time [hh:mm:ss] |1110912D
[Standard time]

Timezone jutc

Time offset from UTC (UTC + [x.x]hours) IU-U

[Daylight saving time]
Enable/Disable daylight saving time : IDisabIed vl

Daylight saving timezane : |

Time offset from UTC (UTC + [%.x]hours) @ |D.D

Start date [mm/dd] : |DI/DD

Start time [hh:mm:ss] |DD: 0000

End date [rmm/dd] : |DI/DD

End time [hh:mmess] |DDZDDZDD
Save to flash | Save & apply I Cancel |

6-7 EHte A2t 74
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6.8. 4 &el

MEXt= 8 4 E2E CF JtE, NFS MH, AtEX E2t(user space) £= Z2Z Hal 22
X0 LT BY(Export) &= UL, CF =, NFS A, AIEX 22t &= 22 HAOA

S (Export) 24 FEE S0HA(mport) X 48 FE=2 UE =5 USLICHL

MNEXHs E02I|(Impor)E & M X HH0 M "Factory default"S &4 HLE Super Series2|
S oMge B ot )2 4% ARXE =4 dAMed: =J| Ji2 4388 =718 5+ USLIChL
g 6-80IlM T4 22l sHs LBHSULCL PH HEE B2UDI(Export)dtHLE S0 2]
pS

(Import)Sted® CtS HHHE =SS HESHH £ FoH0F SLICH

FHFE HEUI|(Configuration export)
2| XI(Location) : 2 LHII(Export)& < Xl.
2S3HEncrypt) : Yes £&= No.

o

=

ot H(File name)

A4 FE S0H2I((Configuration import)

?AXl(Location) : S0 2I|(Import)& I X|. Factory defaultsS &€
S7g = USLICL

A4 FE HE(Configuration selection) : O ZF2

2L

e =01 Jlg &

ol

Iz
0
o

0x
L]

HE2E S0 2I(Import)& X

25 3HEncrypt) : Yes £ No. EW2I|(Import)& 2 XIJt Factory defaultO|™ Ot Z&ks2
=X 4&LICH

oty MEi(File selection) : CF JtE, NFS AW, Dcld AISX B2t 59 HEE IX0A
AdS3 SEE UFGle BUDI(Export)E MY S=2E5 20 SLICH

22 (Local) : XDl 22 ALY O 2Z HAlNA BUDI(Export)E TS
SLICH

bl
rr

=

o

o
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EUII(Expor)E REZEE SH2(Import)otedi® OS2 &

Configuration management

Configuration export

Location : © CFcard  NFSserver © User space(/usr2) € Local machine
Encrypt : |\r’es vl
File name : | |- syscm

Export |

Configuration import

Location : © CFcard  NFS server € User space(fusr2) € Local machine
© Factory default
Configuration selection :

™ Select all
[T system configuration { T Including IP configuration )
[T Serial port configuration

Encrypt : I\"es vl

File selection : [-——-- Select file ----- =l Local: | ZotE2...

Import |

8 6-8 7& &2

fi
=
-
m
X
©
o
=
Qﬂ
f
d
i
x
I
il
c
a

A
=

tE TEUCH

pall

1. S02II(Impor)& AXIS HEELICH

2. E02I(Import)E RETEE HEHELIC

3. ¢353 S8 HdeEUL

4. S0 2J|(Import) RAXIDt 22 HAIST OtLIL Factory default® OtL|2t®H I KEX
SIAE SBtANAM E02II(Import) e MY S MEHEHLICEH

5. S0 2J|(Import) XDt 22 HalOl2tH F0tE | (browse) HES Z25tN
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AN fddiol=

HAON gOdolss Alelg 2%, 223 2 L= @ CHHIOAE Soil JisgLlch zal
2 1d0l== hitp://www.sena.com/support/downloads/ Sena ZIAIOIEUHIA OI2E £ USLICH

& 6-92 " 20d0I1E & 2HHOAE E0SLILL

Firmware upgrade

Select the new firmware binary file
This will take S minutes maximum

! _ sl |

Upgrade | Reset

Jg 69 &0l g 8/0/1=

g2 Sol EANHE LOY0IEstHAE s BXE WMELICH

1. HO0IEI| HES 2&ot0 2d RO BioIH2IE SEHELICH
2. dgg gi®ez ¢gagol= &L _ -~ | Comment [GHOSTRANZ]: & 20l
3. ZC0I=E Otz = HBAES HE0ot)| AAcHA AIAE0l HAIAE JYLICH uploadetd T AN LREZR

gels Xer, Al 'gOelols ot

HAWE FOdoIEE I & & £= Al

2]
=
HOIE oigdold 22080 z28 88 Z2ESs XJAH0ret LG EH90 gd01=

Sole 0lde 342 IP 774 €8S Moty =J| Jl2 €822 2AE AH2Lth

[t

0

o4 m=a
= «

=2 0I&dt0 HANE Fdlol

1. =4 BAAHE FELICHL

2. TELENT/SSH T&= Al2lg 2& ZEE ASoto HOlE dgdiols
HZELIC)
(Al2lg 2E EZEE 028 J2 Adol 22 2222, Telnet £= SSHE
AEoIIIE HEELILL)
8 6-10001 20l AHME EAW F0d0IE H=E LS LICH

4. 2¢ctel XAIAIE S a2 08 6-110 20l AHME z28 ZREZSZ2 AFE0H0]

HO vtoldel mEes F

5. Z0IEI BUYE BHE ALES HE6H| Aol AIAE0l THAIZEE A LICH

6. BN LIOHOIESE AIHGHH, Super Series= 18 6-12HE 0l HAIXIE ZAIE
JALICH S£8F Super Series= &M B HES SXSHA & LICH

In
ol

I flhAE G2 EXE T UL

27

IH
02
o

Login : admn
Password : *****

Wel conme to SS-800 configuration page

85



Current time: 07/23/2003 15:04:07 F/ W REV. : v1.0.0
Serial No.: SS800438349-42944 MAC addr ess: 00-01-95- 04-19- 5a
| P node: Static IP | P address: 192.168.14.7
Sel ect nenu:
1. Network configuration
Serial port configuration
PC Card configuration
System admi ni stration
Save changes
Exit wi thout saving
Exit and apply changes
. Exit and reboot
<Ent er > Refresh
---> 4

RIS

Sel ect nenu:
1. System status
System | oggi ng
Devi ce nanme: SS800 Device
Date and tine
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except |IP settings
. Firmware upgrade
<ESC> Back, <Enter> Refresh
--->0
Do you want to upgrade firmware? (y/n): vy
Transfer firmvare by znobdem usi ng your term nal application.
To escape, press CQrl+X
**B0f f 000005b157

18 6-10 &&F L= Alclg 2£= AEe ZF0l ZI401=

©E R En @1 > @ [N

“#Com_1 - HyperTerminal -0l x|

File Edit Wiew Call Transfer Help

7. Exit and apply changes
8. Exit and reboot
<Enter> Refresh

-—=> 4 1 Send File : 2l

System administrat

Faolder: D:\Download SenaFimmware

Select menu: Filenarne:

% ) ggzggﬂ ?_E ;;iﬁ o ID D ownloadsSena\Fimmware 55800.mg

Device name: &
Date and time  Frotocol:

3.
4.
g - Change passwor IZmodem with Crash Recoveny j
7.

User file uplo
Reload factory
8. Reload factory
9. Firmuare upgra Saﬁt | Cloze | Cancel |
<§Sg> Back,. <Ente
Do you want to upgrade firmware? (y/n>: vy
Transfer firmware by zmodem using your terminal application.
To escape. press Ctrl+i.
=»=BAf f ABABBRSHh157

Connected 0:02:45 |uto detect 9600 8-h-1 [SCROLL  [CAPS [MUM  [Capture  [Print echo

& 6-11 ZZ2 & (HyperTerminal)£ 0/&5&t Ht0/H2] It H&
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--->9
Do you want to upgrade firmware? (y/n): y
Transfer firmvare by znbdem usi ng your term nal application.
To escape, press Crl +X
**B0f f 000005b157
**B0f f 000005b157
**B0f f 000005b157
**B0f f 000005b157
Fi rmwar e upgrade fail ed !
Now r eboot

6-12 Z'RI0/ Zdcjol= & HIAIX

6.10. Security Profile

Security Profile 88 3HUAME MEXIF SSHvl ZZ2EZ2S Super Series Jt XI26HAH & X o
StH X8 &3 & 4= USLICHL E8 HTTPS ZZ2E2Q 8% XN& & £ USLICH Ofed

J8e & QIEHHOIAASl Security Profle &8 3tHsS HAISHD U}USLICH_

Security profile
SSHv1 protocol : iDisabIed |
HTTPS secure protocal : [ ssLvz SSLv3 TLSv1

Figure 6-13 Security Profile /&

6.11. AEX IHY HZ =01

MNEX= Halol MY E Super SeriesOl S2EE +~ USLICH DLt Y YRE JIs2 22
HsOAS XIAELCH Y H2E Hiss 18 6-140AH E0HXS0 25 02l “4. System
administration --> 6. User file upload”0il ?IXloi USLICH
AMNEXIL 2£& HHE ME0HM Super SeriesOl IS L2 Eot)| AdMAME, BIEA 228 NS
ZZEZ2E XYot= TELNET/SSH £ = EH0OIE ol2d0/1&@ T2 03 S ArZoioF &LICH

HQZE EXte= S 20l 25 HEE MEHAM EAHE S0d01Est= & HIZELICH

2. TELNET/SSH &= Alelg 2£ EEE MEolM HOIE WdSdold Z2 0
S

(Alelg 2 EZEE 01822 J3d2 ddol 22 Zel2=2, Telnet E£= SSH

L]



ZotIIE AFELILH)
O 6-142 201 ALSX Y HZ2E Him0N S SLICH

4, 0% 6-140 20l 20XE 2212 XIAIALE T2t z28 ZT2ESS AIZHAM AISX
mes dSE LI
UGt U2 AZEEH AAHS O 6-142 201 43 HAIXE EAE ALLICH
AZEE AIHGCHH Super Series= 118 6-15 20| Ol HAIXIE EAIE 22LICH
=9
MNEX IIY 2= QF AIEX B2F (fusr2) CIHER|0ACH 5 ZE LICH Super SeriesUi£ 2l
MY AIAEI0 28 O X2 328 224H, 8.2 EA IIE/H BS EZX6HAID| HHELICH

8 6-14 AEX It 2 Z2E =2t 8F OIAIX
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18 6-15 AFEXN 1 225 I OIAIX
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7. AAEL S

H SHE HIELICH MEX= AAHE SH SEHS
H OOIHE &g &= USLICH WERZ HHEOIA
! A2l ZE SH = link layer, lo, eth 2t Al2lg ZEO0 A L

A

o
TCP % UDP SHE= TCPIP ZZ2EZ2| 412 J|2 74 QA4S0 UEt AL2 SHE UEHELICH

Super Series & QCIEHOIA= AAE &
=
o

FZ5H0 Super Series HI2210 &=

Il

(u]

A

7.1. HESR A CIHHO0IA(Network Interfaces) Sl

HERAR AHHIOIA SH = Super SeriesS local loop back interface ¢ lo 2 Super Series2| J|
= UERAZD AEHOIAQ etho THEH J12 UWESRIT QAEMHOIA AFZE UEH-LICH

Network interfaces statistics

Interface lo etho
Feceive Bytes 520 7448861
Packets =] 8057
Errors u] u]
Drop u} u}
FIFD ] ]
Frame a a
Compressed u] u]
Multicast ] ]
Transrit Bytes G20 Faa7o4
Packets =] 3991
Errars a a
Drop u} u}
FIFD ] ]
Frame u} 330
Compressed u] u]
Multicast u] u]

J8 7-1 HIERT CIHBEOIA &5

7.2. N2lg ZE Sl

Aclg ZE SH= 32042 Alele ZES| AHZ S, Baud rate €& & 2t ZES| E AHE Lt

EHHLICHL (@ :On @ :Off)
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Serial ports statistics

Part Baud Rate Tx R RTS CTS DTR DSR  CD
1 38400 o o > Q @ Q Q
2 38400 o o > Q = ] Q Q
3 33400 o o > Q > Q Q
4 33400 o 0 &> Q @ Q Q
5 38400 o ul > Q @ Q Q
& 38400 o o > Q > Q Q
7 33400 o ul " ] Q > Q Q
= 33400 o o > Q > Q Q
I8 7-2 A2l ZE NE
7.3. 1P Sl

IP S SHE IP Z2EZ2S AE5HH
X3 es 2t2te] Ltetolsol tiet ol

Forwarding :

IP forwardingO| enable £ = disable
DefaultTTL :

JI& TTL(Time To Live)
InReceives :

=4E HoIHOE =

InHdrErrors :

Sl 270t ACHD #=4E HOIHO-S ~(22E M4 (checksum), XXl = HE

JIEF EC% 0led, TTL =3 &)
InAddrErrors :

AEHQIX 4=

4 FI JACD =41 OO =

ForwDatagrams :
Forwarding & CIOIEO&2 =
InUnknownProtos :
QIMGXl 20 &= XNAZX &#=2
Ol ol =
InDiscard :
Z2ES &9 ¢ 2les €A
S IP OO0 O™ =
InDelivers :

HEE 4 o8 +

:

OutRequests :

[H
Hy
Hn
y
=4
S
=
D
2
10
>
n
5o
aal
o
0x
0
1A
0
Hy
1
=
il
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HEotEE QAE =3 HOHIOE2 2. Forwarding

OutDiscards :

SAE == Oole 32 =

M= Sl doleH el =8 20l&. 0l == Forwardin

Olet 22 229 Al JIES
OutNoRoutes :

destination IP =201 & &3]

2 HIl MEELICh
ReasmTimeout :

CloIe 08 LI =28 =,

AZHO &St @22
ReasmReqds :

H&0l 228 ClOIe O =

ReasmOKs :

HHEZ2 XS0

= OolHIge == M.

LIHX OIOIEH# S0l =00t 38 Al 8201 Y

43522 WYE toledge +

ReasmpFails :

HeE += gl= HOoIHIZE =

FragOKs :

HZBH2Z fragmentation & OO =

FragFails :

fragmentation & IHE GIOIEH Q&S =

FragCreates :

MM E fragment ==

e, HoEIyS HIl HES.

IP statistics

Forwarding 2
DefaultTTL 64
InReceives 3208
InHdrErrars 0
InaddrErrors 0
ForwDatagrams u]
InUnknownProtos 0
InDiscard 0
InDelivars 4592
CutRequests 4073
OutDiscards 0
OutMoRoutes ]
ReasmTimeout 0
ReasmReqds 4954
ReasmOkKs 1667
ReasmFails 0
FragOKs 21
FragFails 0
FragCreates 118

J8 7-31P &F
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7.4.1ICMP Sl

ICMP S stHE2 ICMP ZZ2EZ229 AE SH BEE MIELILCH

= sy €sUth

InMsgs, OutMsgs :

=48 £ = BSE WAIX =
InErrors, OutErrors :
=0 = MEE AKX =

InDestUnreachs, OutDestUnreachs :

=4 = JEE SEXO SEotAl 28 HAIXL =
InTimeExcds, OutTimeExcds :

time-to-live(TTL)E Z=Mot= =4 L= 8SE HAIXS =

InParmProbs, OutParmProbs :

=4 = dEE OAIX S OIH0IE0 2F O L8 HAIXS +=

InSrcQuenchs, OutSrcQuenchs :

248 = MSE AA Quench BIAIXISl =
InRedirects, OutRedirects :

w4l £ = ME 5= Redirection HIAIXIS
InEchos, OutEchos :

4 £= 4E echo 2F2Q =+
NEchoReps, OutEchoReps :

sS4l £= 4E echo EE29 =
InTimestamps, OutTimestamps :

=4l = 8EE time-stamp &2 =+
InTimestampReps, OutTimestampReps :

=4 L= MEE time-stamp SE2 £
InAddrMasks, OutAddrMasks :

=8 E= MEE =2 kAT
InAddrMaskReps, OutAddrMaskReps :

=4 = dEE =2 0tA3 SE2 =

(g
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=

tetolEe el &9

al

=

MO

=

=}



ICMP statistics

InM=gs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddriMasks
InaddrMaskReps
CutMsgs
OutErrars
outDestUnreachs
OutTimeEsxcds
OutParmProbs
OutSrcQuenchs
OutRedirects
QutEchos
OutEchioReps
QutTimestamps
OutTimestampReps
outaddriasks
OutaddrMaskReps

OO0 00000000 4040000000000 4048

Jg 7-41CMP &7

7.5.TCP S

(u]

_|
0
T
om
>
o
2
ro
_|
0
)
[El
HU
HN
U]
10
=
00
om
X
04
H
L1

N

0H

SUICH 2t metoleel 82

i

RtoAlgorithm :

Ol
=)
[Pl
OF
ue
kJ
o
Ol
ro
o
0l
10
LS
Ot

A& Z2! retransmission time-out (RTO) 212l
JHE.
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 25 B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Z & RTO 3t (ms).
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RtoMax :

Z|H RTO &t (ms)
MaxConn :

ZI0 A2 ME =

ActiveOpens :

SSH0 HZFO = SsHQ HA2 S0IHES F=R
PassiveOpens :
SSHQ AZHO £ FHQ HE2 MH F=2.

AttemptFails :
AlIfst A

\J

2 A0l CHE ==

[l

EstabResets :

MEHCZ dEgE Ao
CurrEstab :

Bl d8E HZE =
InSegs :

= AlEl segment &=

OutSegs :

Pl
OF
n

e
o
0
s
5
0l

M&EE segment 2. M segment=

RetransSegs :
MHESE MIOHE =
RetransSegs :
MESE MIOHE S 2F 9] M=
OutRsts :
Reset SciJt €FE 0 8EE MIAYMES =+

TCP statistics

Rtoalgorithm
REaMin
RtoMax
MaxConn
ActiveQpens
Passivelpens
AttemptFails
EstabResets
CurrEstab
InSegs
CutSegs
RetransSegs
InErrs
OutRsts

Mmoo oo oo oo

L) e R R
£ O
[uu i |
=T

Jg 7-5TCP &7
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7.6. UDP S

UDP Sl 3tH2 UDP Z2EZES AISote M2l L= 20 28 SH F2& MSELUILL o
A

SOl 2F DR =2 Ho

Ha

x

g W
o 0
°

o

20

¥

-

Q

InDatagrams :
=AIE Holgage =
NoPorts :
NEE EEI |REGHA 20t HII M2& ==& ClolE & =
InErrors :
=AlE 22 OoIgHa8e =
OutDatagrams :
d&E dolgHage =+

UDP statistics

InDatagrams IA50
MaoPorts 4
InErrors i}
OutDatagrams 063

J& 7-6 UDP &7
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8. CLI 2tHLHA

8.1. N8
root £= System admin 2 AIAHE 2L L= Telnet/SSH A ZE=2 S Super Series2
Linux 2= HMEeel AIHHEIOIACLYM &= & = JUSLICH CLl UM 2ISE A 8Xts BEFE
Linux 2= &0t0 Super Series &EHE 2AIGtL, &3 HEGD HE AgES HEotLD, A2
At HOl scripts A#ot0 22 SAEQ Super Series ALOIOIA IHY S MEE 5= UASLICH
Super Series= WS ZcHAl HZ22l0A H1/€ = JAEZE /usr2 0l 1024 KB2 AMEX B2t
MSELICH AFEX S2H0IM, AHEXb= XHAI0I HMIZ St shell scriptE Adg &= U200, HHE =
EOHE Aee =T ASLICH
root IS XtE AlAE 24 = Telnet/'SSH 22I0|HEE AFE6H0 CLI Ol B8 & USLITH
System admin2 CLI0I &= & == ASLICH 25 8% il 82 S 358 = AsU
Ch.
8.2. EciAl 4
Super Series WS ZciAl= OteHel Het 201 FAEELICL AMEX= Mtdblocks Ol MRS
&g = A=, Ol /fusr2 Ol GI2EZ0N USLICHL ASBXesE /ete, /var Z /tenp
oo 828 4 JASLICH HEEst & 0l3l meol Ste=dl ¥20ots 212 Super SeriesOll
gakg =X ZsUCh OdHu, 2t AR EXDIE IS d22 ot saveconf HWHEES
ASHOY, 88 M2 HADLNH WR ScdiAl M2 292 HEBH, HEESHHE 0 WSOl
HEZCH ELICH MetMd, RS6HK 2 HBSHH Super Series It SHIEN S&GHA £ =+
USLICH z %2l HL, Super Series)t &S0tk Z2 =& USLICH

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblockl Kernel None 768

Mtdblock2 CRAMEFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, Ivar, Itmp 64

Mtdblock4 EXT2 (RIW) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (RW) lusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. A& &= Linux

8.3.1. Shell &

sh,

ash,

ol
=

bash, echo, e

8.3.2. File ¥ disk utils:

l's,

cp,

mv, rm nkdir,

O El
TS

clEl

shell utilities:

nv, false,

romdir, In,

grep,

nmknod,

nore,

chnod,

sed, which,

touch,

pwd

sync,

gunzi p,
mkdosf s,

gzip,

zcat,

tar,

dd, df,

du,

find,

cat, vi,

nke2f s,

e2f sck,

fsck, nmount,

unount,

scp

tail,

SECIE:

8.3.3. AIAHl

dat e,

free,

host nane,

sl eep,

stty,

unane,

reset,

i nsnod,

r mod,

| smod, nodpr obe,

kill,

user add,

killall, hal t,

ps,
userdel ,

8.3.4. UE®I3 RECIE:

route,

shut down,

user nod, whoam ,

t el net,

power of f,
who,

passwd,

reboot,
id,

ssh, ping

ifconfig,

i ptabl es,

8.4. root

Aelg
1
2)
3)
4)
5)

Telnet
1)

—
_I_CE:

25!

Aelg
PCE HOIE Ol
PC2l Alelg

=
<enter>E S&LICt.

pPCel

ftp,

system admin2& CLI &

1]
s

Im 1
o]
=}
x
IH
Hu
IJ
0g

o
|

g:h

o

-

a

=611

Super Series root H&OIL} admin HE 22 Z1QI&LICH

=g
—=.

tel net Super

Seri es_i p_address
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telinit,

su, who

init,



8.5. CLIOIA Super Series &3 EH& S|

851 43 Y MNEB/ZE SF:
1) Super Series= £& Al, /cnf/cnf.tar.gz T2 /tnp/cnf/ 0l 52 E0 H&EGHL
/cnf/ CIEER|IE unmount & LICH
2) AEXIL 8&Fs HAGHH, /tnp/enf/ 0l Y= MLS HE8sS HBSA ELICHL
3) AEXJF &0olM [Save to flash], £= CLI W2l saveconf ¥HEE 0 o
ot= &<, Super Series= /cnf & CHAl mountotd /tnp/cnf/ 0l U= BHEE MLSS

lcnf/cnf.tar.gz2 CHAl Z=8tLICH
8.5.2. CLIOIA £3 HE YH:

CLIOI Al Super Series? E& 2 SB1HolH, HAE I8t W 238 RE2lElQl configmenus
(@) A

= o
It 20l ==

AL TS 2 28Ut
1) vi B8s AMSdl = 43 mds HISLUO (838 Mo 2 metoleol st
TSt 892 &= C. Super Series &% 2 2 EX0tNR)
2) saveconf RECIEIE MBS £& WLsS ZH4 M0l MEELIC

rg
oY
=
oo
1o
=
>
0z
2
ikl
0
o
-
o

3) applyconf RECIEIE AIEoH 2E

root @92. 168. 0. 117: ~# confi gmenu
or

root @92. 168. 0. 117: ~# cd /tnp/cnf

root @92. 168.0.117: /tnp/ cnf# vi redirect.cnf
root @92. 168. 0. 117: / t np/ cnf # saveconf

root @92. 168. 0. 117: / t np/ cnf # appl yconf

8.6. ALE Xt script A &3]

Shell script /usr2/rc.user = Super Series)t R2EEH A=s22 SEEHNH AHELICH AEX

= AFEX Ol script L= AY T2 )3s A5G| ?A6H rc. user T

#1/ bi n/ bash

#

# rc.user : Sanple script file for running user progranms at boot tine
#

#PATH=/ bi n: / usr/ bi n: /sbi n: /usr/sbin

# Add shell command to execute from here

echo ‘This is the wel cone nessage defined by users’exit 0O
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8.7. File &%

IH
Hu
IJ
0g
1o
[ml
H0
nt
2

ANEXE IIY AMES2 <o fip 22A0IHE Z2OHS MEE == U
L

lusr2 CIFECIOl MEE = US

root @92.168.0.117: ~# cd /usr2

root @92. 168.0.117: /usr2# ftp 192.168.2.3

Connected to 192. 168. 2. 3.

220 | xt oo. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Nane (192.168.2.3:ro00t): sena

331 Password required for sena.

Passwor d:

230 User sena |ogged in.

Renpte systemtype is UNI X

Usi ng binary node to transfer files.

ftp> get test.tgz

local: test.tgz renpte: test.tgz

200 PORT conmand successful .

150 Openi ng BI NARY nobde data connection for test.tgz (350 bytes).
226 Transfer conplete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

LS AFEXt= scp 22H0IHE T2 03 E 0/26t0] Encrypt E &AEIZ TS
Ch. AFEXISl PC OIA Super Series(192.168.0.120) 0l A= S& WS S A6t
Ct2lt 22 E¥sS MEXN PCUIAM &8 AlA =% ELILCH

[root @ocal host work]# scp root @92. 168. 0. 120:/usr 2/ rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.
RSA key fingerprint is cl:70:ab: 52:48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f: 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanent|y added ' 192.168.0.120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

rc. user 100%|*****************************| 173 OO 00

[root @ocal host wor k] #

8.8. OIl Xl

8.8.1. &X|2l telnet disable 6}J|

Super Series ¥ Xl=, 3

or i

JY Mo MR

gxoz Hlg4d3s o= Dl NGt = LSLICH ASXts, &/Telnet’'SSH & S8 Super
Series &8 H=UAM, RE |2 ZES HIgd = 24 4EHIt I&F & =0t ASLICH
MEXt= AMEXE script rc.userE =22 M, ©HXl StLISl A 2 (telnet £= SSH)2HS
HIEd At SIEF & £+ UASLICH =8ote 2y U3 201 2JtX2 I ASLICH
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OlFl 1."inetd. conf' WS =ASHLICH

EtHl /etc/inetd. conf (telnet MHIAE commentout £= AH)S =& &LICHL

1

2 SH inetd.conf £ /usr2/inetd.conf 2 SAIELICTH

SELICH

3 ©H /usr2/rc.user scriptE CtS0 20| HZ

OIEJ ofH, ALSXts Y AIAE S S8 MOICH telnet MHIADE HIZdE B HESE S5

O Xl 2. iptables rule &3
1 S TSk 201 Jusr2/rc. user scriptg =& & LICH

USLICH AIHET

-

gl MHOICH telnet MHIAE

MNEIE AAEEZE 228
Jb Factory Reset JISS 0/ &3t0, Super SeriesE el &&X Wz =)ot
usr2/rc.user.ol d# MY=2 HEEMH ReH2 rc.user IOl SEFEL

£ disable &I} T == & £
o

, lusr2/rc.user

script &2 0I§2
Ct.
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Iél

8.8.2. FJ|HQ &2

0
0%

AMEX= crontab2 O0IE6I0 FIIHCZ EF ZzNHMsS Mg = USLICL

OI23tH FI1H &AUS IIsSot ot The2l 2HES 2IoiFAID HHELICH

1 A /usr2 CIAECI0 crontab MYS MAFLICH OS2 ME crontab M2 /tnp
Al

ClatEel 20l current-date IIY S M5t 1 LHES 22010 BAIELICH

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two ninutes

* * % % *x acho ‘date’ > /tnp/current_date

2 O O3 HE 2 0I80HAM crontab T2 SE&LICH
root @5TS800_Devi ce: / usr2# crontab sanpl ecrontab_file

3 B AMAHES Y THAIHE HOHE cron PSS IFH2Z s
rc.user A3EEE MEotH ELILCL
#1/ bi n/ bash
#
# rc.user : Sanple script file for running user progranms at boot tine
#
#PATH=/ bi n: / usr/ bi n:/sbi n: /usr/sbin

# Add shell command to execute from here
crontab /usr/sanpl ecrontab_file

exit 0

Super SeriesfiM= —e SE(WCIEHE AFESH0 & crontabs ®E)O0| XJAZK L=lis
FOIGHAID| BHLICH MetM ArEXsE BHEAl vi HICIEHE ArE6H0! crontab me LHE

ZollOF BfLICH

crontab IOl IO 25 XtMS 2= 2l=2A crontab MRS FXoHYAI2. (man 5

cront ab).
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9. AtZXt HAHDOIOIE JI0IE

9.1. NE

Super Series= 28t HAHOIOIE ZHE M3otHI W20 AHEXi= SHO XA Super
SeriesE =HEE % USLICL. Super Series= CS1 201 AMEX HAEOOIA #H=2
M=t Ct.

- FIJIHQ Z2Od Ad

- APEBX ol & HOIX

- AEXE XRALE

- 5
DEB MM L A

Y

9.2. =J|&¢@l

|E

CIE AL

ABT= crontabs OI86t0 FIIH2Z SF ZZJ¥E g == USLICH crontabS

1 A Jusr2 CIMECI0 crontab MYS MAELICH CIS2 MEZ crontab M2 /tnp
Cle&Eel 20l current-date IS MEGtD 1 LHES 220tCH A A& LICH

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two ninutes
* * % % % agcho ‘date’ > /tnp/current_date

2 GO39 HE 2 0I80HAM crontab T2 SE&LICH
r oot @S800_Devi ce: / usr2# crontab sanpl ecrontab_file
3 CHH AIAEZS 8 THAIEE OlE cron HYE IFRHoz S OSW 20l
rc.user A3 EE AIE5tH FLICH

#!/ bi n/ bash
#

# rc.user : Sanple script file for running user programs at boot tine
#
#PATH=/ bi n: / usr/ bi n:/ sbi n: /usr/sbin

# Add shell conmand to execute from here
crontab /usr/sanplecrontab_file

exit 0
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SSUHlM= —e SE(UMCIEIE AME3t0 &M crontabs EE)0l XJEX gEsls A
Jl BtEUICH TetA AF2XeE B'EAl vi OICIEIE AME06H0 crontab M2 WE
erLICh.

crontab UrQ| IICHQ| 2

1=
o

b XHMISE B2E= 254 crontab OHEZE2 &ZXoHMAIL. (man 5

I_

cront ab).

9.3. ALEX &2 & HOIX

Super Series= AFEX FO & HIOIXIE XFELICH AMEX= & ALSX QIHEIOIAZ 21016t
S0l AFEA Z2 HOoIXIL R ez Y HESE £F3g &+ UASLICH UZE & HOoIX

HAN 28 XME 2= ME 3.9 & A P4 (Web Server Configuration)S & X0 Al 2.

et JI2 & MOIXKIOF 2% HOIXl(Customer Page)= HAZH, ASXIE & AKX
QIE] A0 Z2els F0l 024 HOIXIOF 2 ELUCh 12 HOoIXS WEs 35t H,

ABTte BFEAl index.html MOILF CIZEE CGlI Z2 @2 £HoHot &Lt 0 & oY

Super Series®| /usr2 CIAE2|0l fIXISH ASLICEH

index.html 22l WE ==&2 indexhtml Y2 WES #&Hdot= A2=2 &YLICL Lt

Z20gol s HAEGH e, AEXIE BIEAl CGl Z2)e| /2 AA 3
kI 3

=&t 20l ZoMUGHOF ELICH CGlI ZE20™yol AA DES AWASGH| KA ALS K=

CaGl
=

[>

==
L
FAI

ul

on

JHe 2Z(cross development environment) £&= SDK(Software Development Kit)Jt 22 b,
Super Series€ SDKE FolHL ZIZA g &Fo A8 UHE HEE &

NUH I =2 X&) J1= X2 2(Sena Technical Support)fl SH&totAID] BHEHLICEH.

(o]
e

9.4. NEXt XHAIQl DEE FHotD A6

02
Ol

AZR XHalel 28 Z28 DEESE Mot fldidMs 224 Y & L= Super SeriesE
SDK(Software Development Kit)Jt Z 2 & LIC}. Super SeriesSDK= PC CF JIS EEHEE M3 LI
(Super Series® SDKE FotHLE IAZA JHE &&F0 28 XAHst FEBEE otAH
NUHII=Z2XE 21z X200 HSHAID] BHEILICH.

Super Series SDKE At&0t0, AI&Xt= Super Series2 CLINIA 2012 T2 S HNHE =
AUSLICH

O XiMist 382E 2otAlH Super Series HAE 00l A JH0| =(Super Series customization guide) S
SRS AIL.

24 g &3S AMEotHE, AIZXts ARlel

[H

£

o

=012 el=sA PCOUIM HdE =
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A 1.1 Ethernet Pin outs
Super Al2|Z== AT&T 258 #2228 &8 A

o

Il T ZF Ethernet HYHE AMSELICH E A-1

J
flo

o ostg 2 MMd MAS B0SLICHL
1 8
& A-1.RJ45 F{HEE S & HiXl
H A-1. Ethernet& RJ45 FHYE 9 & &5
Bl EE R,
1 Tx+ FEME Bl
2 Tx- =a
3 Rx+ =M A
4 NC = Al
5 NC ZAD Sl
6 RXx =M
7 NC 2D Bl
8 NC ZM
A12SS1008 2 % Al2lg€ EE Pinout

Im
010

& DB9 HYUHE AISELICL AelZ ZEE DB9 HUEH E
NE2 2 A20 240 ASLICHL 28 Holls Alclg S4& €80 b2 JIs0l ASLICH

123 45

[el oo} o)o]
00O0O0

6 7 8 9
78 A-2DB-9 HUE O B HiI/(SS100E)
I A-2DB-9 HHE9 B 2E(SS100S)

Pin RS232 RS422 RS485
1 - Tx- Data-
2 RXx - -

3 TX RX- -
4 DTR Rx+ -
5 GND - -
6 DSR - -
7 RTS - -
8 CTS - -
9 - Tx+ Data+
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A 1.3 SS110/400/800& 2= ¥ Al2l€ EE Pinout

S$S110/400/8008 2= % Alelg ZE & RJI45 HUHE AISELICH Al2lg ZES RJ45 HY
[ea]
=

Hol & X&E2 E A30 2250 AsUTH 2 EHille Alclg sS4 &80 OE JIs0l AsL

Ct.
H A3 2£ 2 Ac/2 ZEE RIS HYEH & g5

Pin RS232 RS485 RS422
(console and (serial ports only) | (serial ports only)
serial ports)

1 CTS Data+ Tx+

2 DSR - -

3 RxD Data- Tx-

4 GND - -

5 DCD - -

6 TxD - Rx-

7 DTR - -

8 RTS - Rx+

Al4 0l0Y 2HE

HelloDevice Remote Host
Rx+(1) Rx+(1)
Rx-(2) Rx-(2)
Tx+(3) Tx+(3)
Tx-(6) Tx-(6)

Ol

18 A3 2424 0/ FI0IEE AIE

FOIEY BE o1Z

¢

HelloDevice Hub

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

Remote Host

Rx+(1)
Rx-(2)
Tx+(3)

Rx+(1)
Rx-(2)
Tx+(3)
Tx-(6)

I8 A4 AEJOIE OIHT HOIEE AESH OIHT AZ
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Al5 Al2lg HHEE

A15.1RS232 Al2l2 Hi& E(SS1008)

HelloDevice

Tx(3)

Rx(2)

»
>

A

RTS(7)

CTS(8)

A 4

A

DTR(4)

A 4

A

DSR(6)

A

GND(5)

RS232

A 4

Serial Device

Rx

TX

CTS

RTS

DSR

DTR

GND

18 A-5RS232 A/2/g B4 =(SS100&)

A 1.5.2 SS110/400/800& RS232 Ale|lg HiAME

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 1> 3 TXD
GND Red 4 1> 5 GND
DCD Green —p> 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 1> 6 < DSR
RTS White 8 1> 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 <t 2 TXD
GND Red 4 € 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 > 6 < DSR
RTS White 8 1> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 4 RTS
DSR Orange > 2 > 20 DTR
RXD Black 3 < 2 TXD
GND Red 4 < 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 1> 3 RXD
DTR Brown 7 > 6 <= DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 <> 3 RXD
GND Red 4 1> 7 GND
DCD Green 5 <> 8 DCD
TXD Yellow 6 1> 2 TXD
DTR Brown 7 1> 20 DTR
RTS White 8 <> 4 RTS
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A 15.3RS422/485 Algl¥ Hi& T (SS1008)

Data-(1) RS485 Data-
L 4 L 2 .
Devicey
HelloDevice 120 Q 120 Q
N=max 31
Data+(9) Data+
Data- Data+ Data- Data+
Device, T Devicey
18 A-6 RS485 A/2/E HH & Z(SS100E)
Tx-(1) RS422 Rx-
L 4 L 4
$ 120 Q 120 Q?
4 4 .
Tx+(9) Rx+ Devicey
HelloDevice
Rx-(3 Tx- =
X-(3) ° ° x- | N=max31
$ 120 Q 120 Q?
Rx+(4) Tx+
Rx- Rx+ Tx- Tx+ Rx- Rx+ Tx- Tx+
Device; T Devicey 4
& A-7TRS422 Al2l2 BH& Z(SS100E)
A 1.5.4 SS110/400/800& RS422/485 A2l HHE =
Data-(3) RS485 . Diata-
Device
581 1;2:22!300 120 0 120 Q)
N=max 31
Data+1) Data+
Data- Diata+ Data- Data+
Device, e Device 4

J& A-8SS110/400/800& RS485 A/2/Z HHL =
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@) RS422
.
120 0 120 O
. 4 . 4
$5110/400i800| T+ 1]
series Ri-(6)
. 4 . 4

1200 1200

Ry+(8)

Fx- Ryt Tw- Tt
Device, "e

Fx- R+ Tr- Tx+
Device 4

J& A-9 SS110/400/800& RS422 Al2/Z & Z= RS422

11

Device

N=max31




25 2. Super SeriesJt AI&3dtl= PC &

Super Series AlelZ2= Ct22 PC IIEE X LICH

HA4 WER3 FE

Manufacturer Model/Name SS probed Model name Specification
3COM 3CXES589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H A5 22X HEQT IIE
Manufacturer Model/Name SS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
H A-6 ATA/IDE Fixed [/AF FtE
Manufacturer Model/Name SS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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H AT Al2lg 28 Jt=

Manufacturer Model/Name SS probed Model name Specification
SyBS'l'E';’T:‘;OI?]C FM56C series 56KFazIa('\)AdEI§ FQE?C-NFS ampient (Intel) V.90 |
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card
KINGMAX gg( /i/lco':j/lgnI]ACEfrE 56K I\(/f(IDRlDREE/IS“él_E)-(I\Bﬂll(DZSGXX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
Do’\ét?l—\/lo Mobile Card Triplex N NTTCE%CT(;?SFGQASWE 64Kbps
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£ 2 3. Super Series &3 I
A 3.1 System.cnf
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# By setting 'btelnet' to 1, you can use renote consol e.
# Simlarly by setting 'bweb' to 1, you can use renpte consol e.
# 0 nmeans that protect any access.

# 'enable_ip', 'enable_netnmask' pair is a source rule specification for renmote
console filtering.

# ' enabl e_webi p', 'enabl e_webnetmask' pair is for web filtering.

btelnet = 1

bweb = 1

enable_ip = 0.0.0.0
enabl e_net mask =
enabl e_webi p = 0.
enabl e_webnet mask = 0.0.0.0

.0

o o

0. 0.
0. 0.

# dynam c DNS(DDNS) configuration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. O for disable.

# 'dyn_dn' is a donmin nane for your DDNS.

# 'dyn_user' is a account name for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800- user

dyn_pwd = ss800- pwd

# NTP confi guration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the |P address of NTP server and 'ntp_offset' is a your
of fset from UTC

# If you don't know any NTP server |P, then set 'ntp_auto_conf' to 1.
ntp_enable = 0

ntp_auto_conf =1

ntp_offset = 0.0

ntp_serverip = 192.168. 200. 100

# Log configuration

# systemlogging is enabled by 'l og_enable' to 1.

# 'logbuf _size' is a variable for representing |log buffer size by KB.

# 'log_stoloc' is a location to save |og.

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# |f you choose log | ocation to SYSLOGD, '| ogbuf_size' you've set will |oose his
role - limting log file size.

| og_enable = 1

| ogbuf _si ze = 4

log_stoloc = 1

# syslog configuration

# You can run or kill syslogd by setting 'bsyslog_service' to 1 or O.

# 'syslog_ip' is a |IP addresss of a renpte syslog server.

# 'syslog_2ndip' is a |P address of a secondary sysl ogd server which will get
the sane | ogs.

# 'syslog_facility' specify what type of programis logging. O ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_ip = 192. 168. 200. 100

syslog_facility = 0

# NFS confi guration

# You can nmount or unnmount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |IP addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs_ip = 192.168. 200. 100

nfs_path =/

# WEB confi guration

# If you want to support HTTP, then set 'bweb_http' to 1. If not, set tot O.
# 'bweb_https' is for HITPS.

# 'web_refresh_rate' is for refresh the changi ng page when you see the system
status page.

bweb_http = 1
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bweb_https = 1
web_refresh_rate = 10

# TCP configuration

# 'keepalive_tine' is a tinme before keep alive takes place.

# ' keepal i ve_probes' is the nunber of allowed keep alive probes.
# 'keepalive_intvl' is a tine interval between keep alive probes.
keepalive_tine = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Ethernet configuration

# 'ethernet_node' is a ethernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Hal f Duplex, 2 = 100BaseT Ful | Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Ful | Dupl ex

et hernet _node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type.

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card,
# 3 for Wreless Network card, 4 for Serial Mdem card

pcntia_card_type = 0

# PCMCI A i pconfiguration

# sane with systemip configuration
pcnti a_i pnode = 2

pcntia_ip = 192.168. 1. 254

pcnti a_subnet = 255. 255, 255. 0

pcnti a_gat eway = 192.168.1.1

pcnti a_ppp_usr = whoever

pcnti a_ppp_pwd = pppoepwd

pcnti a_bmanual _dns = 0

# In case of serial nodem card, 'pcntia nobdeminitstr' neans a nodeminit string.
pcnti a_nmodem i nitstr = qle0s0=2

# Wrel ess network card configuration

# To enabl e or disable Wred Equi val ent Privacy(WEP), set 'pcntia_wep_enb' to 1
or 0.

# 'pcntia_web_node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcntia_wep_length' is a length for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcncia_wep_key_str' is a key string for WEP.

pcnti a_wep_enb = 0
pcnti a_wep_node

=1
pcnti a_wep_l ength =

1

# 'pcntia_cf_conf_max' is a maximum size to use in case of CF card.
pcnti a_cf _conf_max = 0

A 3.2 Redirect.cnf

#
# redirect.cnf

Port configuration is placed on this file.

Basi cal |y keys followed by 'port' key are data for those port.

Port nunber is zero base index and the maxi num value for port is used as all
ort configuration

Data followed by all port are default values and will NOT be applied.

port' key notify the port data follow
f you want to activate the port, set 'benable' to 1. If not, set to O.
f you set 'bmanset' to 1, you don't want to change the port data by changi ng

HFHH O HT HHHH
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max_connection = 32

# 'renmptehost' is a renote host |ist

# (Primary | P address:port Secondary |P address: port)
renot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictime ' is a cyclic connection tine in seconds

cyclictime = 10

# 'inactivitytineout' is a inactivity tinmeout in seconds
inactivityti neout = 100

Crypt ogr aphy Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 rollback v2, 4 = TLSvl
"encryptionkey' is encryption key file name

' key_password' is password for encryption key file

'ci pher_suite' represents a conbination of cipher suite
"verify_client' is Verify client(server node only) option

0 = No, 1 = Yes

"verify_chai n_depth' is a nunber of chain depth to be searched
"verify_cn' is Conpare the certificate CN and host name option
0 = No, 1 = Yes

encryptionnode = 2

encrypti onkey =

key_password = testing

ci pher_suite 524287

verify client = 1

verify_chain_depth = 3

verify_cn =1

HHEHFHHFHHHFHFHHR

# In UDP node

# 'accept_unlisted is Accept UDP datagram fromunlisted renpte host option
# 0 = No, 1 = Yes

# 'send_to_unlisted Send to recent unlisted renpbte host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to_unlisted = 1

# IP filtering configuration

# "allow.ip', "allow netmask' pair is a source rule specification for serial
port access filtering

allowip = 0.0.0.0

all ow_netnmask = 0.0.0.0

# 'porttitle' is a port title.
porttitle = Port Title

Mbde configuration option

' modem node' is nodem node option

0 =Di sable, 1 =Enable

"modeminitstr' is a nodeminitialization string
' modem dcd_option' is nodem DCD pin option

0 = None, 1 = Allow TCP connection only by H GH
nodem node = 0

modeminitstr =

nmodem dcd_option = 0

H oHHH HH

Event notification configuration

Enabl e of disable Event notification by setting 'event_enable' to 1 or 0
‘notification_interval' is interval of event notification
"bmai | _handl e' is a Enable/Di sable E-nuil notification option
0 = Disable, 1 = Enable

‘"mail _title' is atitle of email notification.

"mai |l _address' is a mail recipient’s address

"bsnnp_handl e' is a Enabl e/ Di sable SNVP notificati on option

0 = Disable, 1 = Enable

"snnp_title' is atitle of SNMP trap notification
'snnp_trap_receiver_ip' is a |P address of SNWP Trap receiver

HHEHHFHHFHHHFHHR
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HLE HSE OIS 22 30t gz & L4 ZE(Well Known Port), SE& X E(registered
port), SZ&(Dynamic) L= At4 E(private port)2 Ltz = RUSLICL F LHAA EZE=
0~1023¥tAl Ol0H, Ol0I S8E EE= 102426 491510tK2 EEQLILH & 2L A4
ZE = 491522 H 655350tK12 LEQ

Hel

1l
ne
o
>

I ZE= IANADE XIZE H2Z2AM, HHREE2 AMAHUM=E AMAE Z2AALE S

(=]
=
FEXIL deist T2 0 SohAE AISE 5= USLICH H A82 & i ZE BS

Sl IotEl A
=2 2RE 2EHSULCL THHIE LHE2 IANA ZAI0IESE Y =20otAIJ| BHELICH

http://www.iana.org/assignments/port-numbers

H A8 & 2N HE Ha

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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£= 5. Gui

A51 iR

Bootloader Ol=&

ZZ2)HOZRH,

de to the Bootloader H5s =208 OHUUA

& Al, 87 S&822 BOOTP/TFTPE AIE0l0 Super SeriesS
ANAE SIE/ANHE &tote YHS

OILHOl AF2 Db <ESC> 2|

(T

A52 M Ol

Bootloader Ol = ZZ 0 SOHIIH, AIEX= TS 20l HOIXE 2 = USLICL

T AR

Boot | oader 1.1.0 (May 23 2003 - 22:48:25)

CPU :  XPC855xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO NEGOTI ATI ON
Aut oboot Start: 0

Wl cone to Boot Loader Configuration page

Sel ect nenu

Har dwar e t

&> =

. Exit and r
<ESC> Back,

RTC configuration [ Feb 14 2003 - 11:00: 26 ]

est

Fi rmwar e upgrade [S/W Version : v1.0.0]
Exit and boot from flash

eboot
<ENTER> Refresh

18/ A-10 Bootloader o/ ZZ g2/ (o B~ H O0lX/

A53RTC &€& O+

RTC 23 H=E MEEF2ZM, ALHEXt= Super Series@ AIAE AIZ2tS &

4
0x
o

[ =

121

AEXE OH2e AIAE Met0lEE €38 & AL, L= ALY HAE
c

2 firmware & 1¢l0|

M S&LICH Super Series X0 M0 3z = 3

o ES
™, bootloader 0l T2 0¥2 S £ UASLICH 0 B



Sel ect nenu
1. Date(nmn dd/yy) 02/ 14/ 03
2. Ti ne(hh: nm ss) 13:27: 12
<ESC> Back, <ENTER> Refresh
Enter Current Date (nm dd/yy)
press the ENTER key to conti nue

02/ 15/ 03

Sel ect nenu
1. Date(mm dd/yy) 02/ 15/ 03
2. Ti ne(hh: nm ss) 13:27: 20
<ESC> Back, <ENTER> Refresh
Enter Current Tine (hh: mm ss)
press the ENTER key to conti nue

13:25: 00

Sel ect nenu
1. Date(nm dd/yy)
2. Ti ne(hh: nm ss)

02/ 15/ 03
13:25:01

<ESC> Back,

<ENTER> Refresh

&/ A-11 Bootloader O+ Z=Z7& Lfo] RTC &&

A54 ot=4d0l HAE O

ANEIFS SIEY0 HAE WSS AR50 SIS0 24 QASS HAES & UsUC
S 22 301X2 3IS90 HAE 2E0 UASLICH

- 13

- RIS HAEWNA A HAE 20| 238

- RIS HAEWAM AF HAEES A2 23a)
AFBTIIL 1312 Meisle 32, IS HIAE = 28 24 QA EHIAED} 8 ok 2L 0f
DENAM, BH SAEMY IP F=4)9 ping HAES UART BHIAEDN 8 B & s}
ANBIIIN 2H(IE HAENA 202 HAE 20 2+:aH2 Meisls AL, A2l <ctrl-c>
JE £2)| MWK NS EHIAED} pEmoz AT 0| DE0A, X SASMY P
=4)9| ping HIAES UART HIAEDN +E X 2SLICH
ABIN RIS HAENA AR HAEES AR +:E)2 Mdeisls A2, ASXIt
<ctrl-c> 312 $2J] ®@NA NS HAE)} =02 +#LC J2|D, FR SAEKY

BHERO2 gLl



=9
, AF&XtE Super Series9 Ethernet ZE0

Ethernet 2 UARTWA HAES ZHZ5 &t/
Ethernet J/0/ES BIEA HZotd FEZY F/U/HE Super Series® ZE Al2lg ZE
E e 2Z SAED} BIEA Q00F EHLICH Il HHY

SIZoflOF BILICL EBH R858HIP F4
IP F4E& 192.168.0.128 0/0f 0/& [Firmware Upgrade] H=Z Al&ol0] B1FE = QAUSLILCH

JEX goH, HAEZE HEol +dg + sl
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_71&' A-12 Bootloader &+

AMEXIE [Auto test]E SHEEH AL, D=

FLICH

T2 fo] at=g0l HAE O+

SIEAO 24 QA0 e HAEI S22
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72 A-13 Bootloader 0w Z2 02 WO ol=f0 HIAE 3HH

SIERIN 7E 24 HAEE Ao, AHX= <ESC JI1E =d HAEE HUE = USLICHL
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8. Ethernet test
<ESC> Back, <ENTER> Refresh

..... > 1

*xxx%k%k%  Hardware auto-detect and auto-test *xxx***
[ DRAM ;
DRAM Test in Progress -----------mm oo [ 640KB]
(D B =T R e [ SKI PPED]
[ FLASH|
Fl ash Test StatuS----------ccmmmmm i [ 2 %
FLASH TeSt - ---mmmmmm oo oo e [ SKI PPED]

18 A-14ESC J/E AtESIH S8 HAE AU FHI]

m
v}
rr
Ql
n
0
2
aZ
[>
Im
A=
e
:l?:|
o 9
a

A 5.5 Firmware upgrade 0%

Firmware upgrade Ol=E AMSE22M MEX= EXQ firmwareE Zdl0IEE = JUSLICH

firmwareE &2c0IESGHII &, AFSX= WY 0w HOIXS e &5 38 &

firmware H& S 2018 £ USLICH firmware upgrade 0l Z2

£ <ol BOOTP & TFTP 2JHel Z2EE2S X JAELICI. DHCP &2 &t e Z2E

BOOTPLICH AFEXIF TFTPE HEist A2, AMEX= HES HX IP =AE SFH0F
2

Ch. ZXI2 J12 IP A= 192.168.161.5.& LI C}.

o
0
N
T
2
)

° oo
O o
o

W Ko re

In =

fo

il
-

Firmware upgrade 2| &2, [Server's IP address]lz &&& ABHO BESAl [Firmware File Name]2

SAHE firmware T2 0| BFE Al &I 0F & LICEH

Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168.161.5]
3. Server's |P address [192.168.0.128]

4. Firnmware File Nane [ss800. bin]

5. Start firmare upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect nenu
1. Protocol [TFTP]
2. | P address assigned to Ethernet interface [192.168.161.5]
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3. Server's |P address [192.168.0.128]
4. Firnware File Nane [s800. bin]

5. Start firmare upgrade

<ESC> Back, <ENTER> Refresh

E Xt

‘y' £ oM, Firmware upgrade T2 A AJF AIEELICH 0|8 Z2HA=E 252 WX H

J&' A-15 Bootloader =+ ZZ 72 ({9 firmware upgrade 0+

[Start firmware upgrade]E & &ict= 3, &l HAIXIOL SO LIEFELICH AFE Xt

f

Sel ect nenu

@ > [=

>

Prot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192.168.0.128]

Firmnare File Nane [ss800. bin]

Start firnware upgrade

5

Fi rmnar e upgrade cannot be stopped until finished.

And al

configuration paraneters are restored to default val ues.

Do you really want to start firnmware upgrade(y/n)?y

BOOTP broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our |P address is 192.168.161.5
Fi | ename ' ss800. bin'.

Load address: 0x100000

Loadi ng:

done
Byt es

Er ase
BLOCK
Er ase
BLOCK
Er ase
BLOCK
BLOCK

g g g g g g

HHHHHHHHHHH AR AR

g g g

g g

HHHHHHHHHHH AR AR

g g g

g g

HHHHHHHHH AR TR

g g

g g

g g

HHHHHHHHH AR AR
g g g

HHHHHHHHHHH AR AR

HHHHHHHHH AR AR
g g g

HHHHHHHHH AR AR

HHHHHHHHH AR

transferred = 5838194 (591572 hex)

Fl ash Sectors 9-20 in Bank # 1

1

Copy to Flash... done

Fl ash Sectors 21-115 in Bank # 1

2

Copy to Flash... done

Flash Sectors 116-116 in Bank # 1

3
4

Copy to Flash... done
Erase Flash Sectors 117-117 in Bank # 1

Fi rmnar e upgrade is finished successfully.



18/ A-16 firmware upgrade ZZA/A

firmware upgrade ZZNAJL 22, T2IA2 45 WA} MW H=E CHAl LIEFELICH
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£ = 6. Serial/IPZ Super Series AEZ6})]

A 6.1 Super Series2 Serial/lP2] & Hlw
H A-9 Super Series vs. SerialllP £4& S84 #E HO0/E
Serial Port Configuration of Super Series Serial/lP Configuration
Cryptography
Host mode Configuration
Configuration ) Connection ]
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
) No login Raw TCP ]
TCP Disabled None ) ] Disable
required connection
No login
TCP Enabled None ] Telnet Disable
required
“SSLv2” or ) )
) No login Raw TCP Negotiate
TCP Disabled “SSLv3
required connection SSLv3/TSLv1
rollback to v2”
“SSLv3” or
) No login Raw TCP
TCP Disabled “SSLv3 ) ] SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 ) ) TSLvl
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login
TCP Enabled “SSLv3 ) Telnet SSLv3
required
rollback to v2”
“TLSv1” or
No login
TCP Enabled “SSLv3 ] Telnet TSLvl
required
rollback to v2”
Super SeriesOl “SSLv3 rollback to v2" S&& Serial/IPOl “Negotiate SSLv3/TSLvl"dt 22 A

LI
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“SSLv3"Z Super Series® 233 HAE
[e2]

SH 2 2= Super Series?t HZE >
A6.2 HZ 0IXl - Telnet ¥ SSLv3 encryption

1 G G 201 18 Al2lg ZESE SAE 2E=Z AFELICH
Host mode = TCP,
TCP listening port = 7001,
Telnet protocol = Enabled

Serial port configuration - 1 ; Pert #1 ———Move to -——

Enabla/Disable this port
Paort title

apply all ports settings
Host mode configuration

Host mode [TeR v

TCP listening port (1024-65535; 0 for only |?DD1 |
outgoing connections) ;@

Telnet protocal |Enab|ed v|

Max, allowed connection (1-32) ¢ |32 |
Cyclic connection to remote hosts (sec, 0 |D |
disable) ¢

Trnactivity disconnection timeout (sec, 0 ¢ |D |
unlimited) ;

[ Savetoflash |[ Save &apply || Cancel |

Femote host configuration
Part 1P filtering
Cryptography configuration
Filter application

Saerial port pararmneaters
Modeam configuration

Part logaing

Port event handling

Jg A17 2AE ZE &%

2 S OSH 20l 18 Al2lg ZEE &5 JIH22 & F(Cryptography configuration)
StLICH

Encryption method = SSLv3

LIHAI 882 0& FotAIS Jle ez HdsydAle.
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Serial port configuration - 1 ; Port #1

Enable/isable this port
Port title

Apply all ports settings

Host mode configuration
Remote host configuration
Part IF filkering
Cryptography configuration

Encryption method ;

Enable/Disable cipher suites ;
SS5L_DHE_DSS WITH_RC4_128 SHA
S5L_DHE_RSA WITH_3DES _CBZ_SHA
SSLDHE_RSA WITH_DES_CBC_SHA

-—- Move to -—-

[S5Lv3

S_SL_DHE_RSA_EXPORT_WITH_DES4D_CE\C_SHA

g A-18 2=7/8 & &( Cryptography configuration)

3 @l Open Serial/IP Control Panelg &
E=
=2

2ol COM ZEE “Select Ports” HHE

Searial/IP?Conirol Panel 4.2.3

1), Super Series? 18 Al2lg =

s dEELICh

-~ Settings for C

|

om18-

IP Address of Server!

Tac ica ==
'-'.c:l'lwarem i

Port Mumnber:

[152 768,411

o000
Co0000
ZEEEEE
OEmmEmr

[CoviiE |l Select Poris

Plaase selectthe COM
ports you would like to
redirect to Serial/IP7?

Configuration Wizard,,, I
X |

[COMSE
CICOMID
MICOMI
VICOMI2
VICOMI13
VICOM 14
VICOMI5
VICOMIG

Select Ports... | MICOM 17
WICOMI1B
Port Manitar. ., |

Cancel.i

[

Help... |

[

U_censihg,.. I 1 BT
Advanced. .. |

TIOOET oL oD
I~ D8R always high
I~ DCD always high
[~ Restore Falled Connections

-~ Becurity -
i Enahle

|S5L Version 3 (55Lv3) v | |

Close

Help...

About,., |

<l

712! A-19 Serial/IP Control Panel Al ZES=S M&
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2H)E tE OltOIHES dEHELICH
Credentials = No Login Required,
Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
- Serial/IP?Control Panel 4.2.3
Tacricar N =\ S
(o6 7 A E— Settings for COMIE-
COmM12 IP-&ddress of Server: Port Mumber:
COMI13
CoMia 1192, 168,4,18 {7001
LOMI5 Configuration Wizard,,,
Eonia -Credentials
i Mo Login Required
 Use Windows Credentials
" Prompt on COM Port Open
 Prampt at Login
" Use Credentials Below:
|
|
-Connection Protocol
Select Ports, . ¢ Telnet with CR-Padding
" Raw TCP Connection
Port Monitar...,
-COM Part Options
Licensing,., [~ DTR is modern escape
I~ DER always high
gﬁ.dvanced... I~ DLCD always high
|~ Restore Failed Connections
.é.ecu.rit.y
i Enable  |SSL Version 3(S8Lv3) =]
Close | Help.. | About,.. J
12 A-20 Serial/lP Control Panel 0l A/ I}2t0/E & &
5 &3l HOIE OSdiold Z203¥S E1) &43Sdl= COM EZEE HEE
MEXtE OFXI X2l PCOHl A= COM EZEONAM EHOIE o=dold

ArS

4 YA Enter AHSl IP (ISuper Series IP

_D'C_
ot 5ot TS 20l OE

Fa)Q ZE W

o< 0| Super Series® Al2|g
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Tera Term: New connection

 TCPHP Host:  [192.168

Senvice:

& Serial Port: |[OIVIEEE -
OK I Cancell Help |

R

J& A-21 Serial/lPZ Super series®/ A/2/& ZEO0] HZ 517/

w
—

6 SH AMEX= Serial/lIPQ Serial/IP Port MonitorOlL} Trace windowZ HZ AEIE
QUEHGIHL FHE & ASLICH

_ Serial/IP?Port Monitor 4.2.3 (=1
File Edit Help

Tacnca, NN RS
'\hl'tw.-u'\;

Activity Trace |

23:06:46.140 COM16 : | 3L initislization proceeding ~

23:06:46.140 COM16 : | 3L initislization proceeding =

23:06:46.140 COM16 | 3L initislization proceeding

23:06:46.171 COM16 @ | 3L initislization proceeding

23:06:46.640 COM16 : | 35L: RC4-SHA at 1258 kits

23:06:46.640 COM16 : | COM Port Control negotiated (RFC—2217]

23:06:46.640 COM16 : | Server connection negotiated

23:06:46.640 COM16 : | FlushTX

23:06:46.640 COM16 : | FlushRX

23:06:46.640 COM16 : | DR GLoRTEE L

23:06:46.656 COM16 @ | TS 0 DSR: o =
Llaar I ¥ Enable Trace W Hex Display ¥ Auto Scroll [ Always On Tap

18 A-22 Serial/IP Trace Window
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£5 7.SSL 2SN BtSDI

A7.10penSSL IHIIX &X

1 S Download the latest OpenSSL package. (http://www.openssl.org)

2 &7l Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.

(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>

Download OpenSSL source code and compile it.
# cd /work/

# tar —xvzf openssl-0.9.7d.tar.gz

# cd openssl-0.9.7d

# ./config

# make

# make test

# make install

A 7.2 root CA (for Self-signed) 2+&D|

1 93 Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\ Program Fi | es\ OpenSSL\ bi n
< Linux >
[ usr/share/ ssl/openssl . cnf

Modify [req_distinguished_name] section as follows,

count ryNane = Country Nane (2 letter code)
count r yName_def aul t KR

countryNane_m n =2

count r yName_max =2

st at eO Provi nceNane = State or Province Nane (full nane)
#st at eOr Provi nceNane_def aul t = Sone- St ate

| ocal i t yName = Locality Nane(eg, city)

| ocal i t yNane_def aul t = Seoul

0. or gani zat i onNane = Organi zati on Nane (eg, conpany)
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0. organi zati onName_default = Sena Technol ogi es | nc.

# we can do this but it is not needed nornally :-)
#1. or gani zat i onNane = Second Organi zation Nane (eg, conpany)
#1. organi zati onNanme_default = Wrld Wde Wb Pty Ltd

or gani zat i onal Uni t Name = Organi zational Unit Nane (eg, section)
#or gani zat i onal Uni t Nane_defaul t =

conmonNane = Common Nane (eg, your nane or your server\'s hostnane)
commonNane_def aul t Sena Technol ogi es
commonNane_max 64

Emai | Address
40

emai | Addr ess
emai | Addr ess_max

Modify [req_attributes] section as follows,

chal | engePassword_mi n =0
chal | engePasswor d_nmax =0

2 S Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /wor k/ openssl -0.9. 7d/
< Linux >
# cd /wor k/ openssl -0.9. 7d/
# mkdir CA
# cd CA

# sh /usr/local/ssl/msc/CA sh —newca

CA certificate filenane (or enter to create)
;(Press Enter to use default val ue)
Maki ng CA certificate ...
; openssl is called here as follow from CA sh
; openssl req -new -x509 -keyout ./denpCA/private/./cakey.pem\
; -out ./demoCA/./cacert.pem -days 365
Usi ng configuration from/usr/local/ssl/lib/ssleay.cnf
Generating a 1024 bit RSA private key

,,,,,,,, ++t+++t

,,,,,,,,,,,,,,,,,,,,,, ++++++

witing new private key to './denoCA/private/./cakey. pen

Ent er PEM pass phrase: ; CA Password (Enter password and renenber this)
Verifying password - Enter PEM pass phrase: ; CA Password

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distingui shed Nane or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

----- ; CA's Information

Country Name (2 letter code) [AU: KR

State or Province Nanme (full nane) [ Sone-State] (Enter)

Locality Nanme (eg, city) []: Seoul

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
Organi zational Unit Nane (eg, section) [](Enter)

Common Nanme (eg, YOUR nane) []: Sena Technol ogi es

Emeil Address []: (Enter)

#
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3 B Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# |s denpCA/
cacert.pem certs crl index.txt newcerts
private seri al

# |'s dempCA/ private
cakey. pem

A7.3 21E Q& K(certificate request) BHS|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/ CA

Run following commands,
# openssl genrsa -out key.pem 1024

# openssl req -new -key key.pem -out req.pem

(It is assumed that you are using sample configuration file - “openssl . conf . sena”)

Usi ng configuration from/usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distingui shed Nane or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nane (2 letter code) [US]: (Enter)

State or Province Nanme (full nane) [M nnesota]: (Enter)

Local ity Nanme (eg, city) [Mnneapolis]: (Enter)

Organi zati on Nanme (eg, conpany) [Digi International]: (Enter)

Organi zational Unit Nane (eg, section) []:(Enter)

Common Nanme (eg, your nane or your server's hostnanme) []: Sena VTS

Emai | Address []: (Enter)

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal |l enge password []: (Press Enter — Do not enter any other characters)
An optional conpany name []:(Press Enter — Do not enter any other characters)

A7.4 215 QA KN(certificate request)tl A &DI

1 Sl Signing a certificate request
# cd /work/openssl-0.9.7c/ CA
# cp reg. pem new eq. pem

# sh /usr/local/ssl/msc/CA sh —sign
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Usi ng configuration from/usr/share/ssl/openssl.cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)

Check that the request natches the signature
Si gnat ure ok
The Subjects Distinguished Name is as follows

count ryNane : PRI NTABLE: ' US'

stateO Provi nceNane : PRI NTABLE: ' M nnesot a'

| ocal i t yName : PRI NTABLE: ' M nneapol i s'

or gani zat i onNane : PRINTABLE: ' Digi International’
conmonNane : PRI NTABLE: ' Di gi Port Server CM

Certificate is to be certified until Oct 6 09:39:59 2013 GMI (3653 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updated
Certificate:
Dat a:

Version: 3 (0x2)

Serial Nunber: 1 (0x1)

Signature Al gorithm nmd5WthRSAEncryption

| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi |nternational,

I nt ernati onal
Validity
Not Before: Cct 6 09:39:59 2003 GV
Not After : Cct 6 09:39:59 2013 GV

Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=Digi International,

Port Server CM
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)

~-_BEG N CERTI FI CATE- - - - -

----- END CERTI FI CATE- - - - -
Signed certificate is in newert. pem

2 &3l Check whether signed certificate(newcert.pem) is generated.

#1s

denpCA key. pem newcert.pem new eq. pem req. pem

A75SSE QIEA B=D|

1 Sl Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/ CA
# cp newcert.pem server.pem

# vi server.pem

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 1 (0x1)
Si gnature Al gorithm nd5W thRSAEncryption
| ssuer: C=KR, ST=, L=Seoul, O=Sena Technol ogies Inc.,

137
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2 93 Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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