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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol

RADIUS Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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2: Al &6

= M= VISIIE MS &£Xlotd ZFolk=s -0l ot £F&ELIC
-21 IHE XM= THE HIXI & LED HEAl 2 &Y

-2.2 otER0 G ZoHI0M= VIS S @%, HESRZD £ &X 32 dgs &FELIh

-23 AAE ZE0 50k NAE 25 L= Telnet £= & H=E ALE0HH VTS 112
2 ZE ¥=otls 2¥ES 2L

ARS8 2ol =XIS0l ZRELICH
- BHLbSl XM HOIZ@IIKI Ol ZEE
- 5tLISl 22 Ethernet HI OIS (IH3I IO Z&He)

- A0 Il E(MHBIIIOH Zsd)
- WERA IEHHOIA ItE(0IF NIC)IE U= ot PC £= otLtel RS232 Al2lg ZE

21IHE HiX

2.1.1VTS 11400 IH'E HHXI

VTS Il 400 Ol= & 2-11 20| MH

g0l ZxeE Z2Eo FR0= A8 HNFH 2E AN X 2049 AEi LEDIF FIHE Xl

UASLICH 2 LED 2 Jis2 # 2-101 220 UAsLICL IHE RFE2 242 Ethernet ZE,
=] o

USB ZE, B&E2| /4l ARAXl, 8& A3 & AlelZ ZESO0| JASLICH

g 2-1VTSI4009 IHE i x/

2.1.2 VTS 11 800/1600/3200 IHE HHXI

VTS Il 800/1600/3200/48002 & WE=2 18 18 2-228 201 8% IHE0 &E ZAIE P&t
LED =0 <IXloff UsLICH. ZE0l H==E ZEO

o LEDOJt =It2 fAXlofl U200 PC ItE

B
by
He
Jg
HM
ol
E
bz
[>
40
pal
H
s
=
e
s
ﬁ
ﬂ
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AUSLICH 2 LED 2 JIs2 H 2-101 €850 ASLICH VTS 1l 800/1600/3200 2l
“d2 SLotH (VTS 1l 4800 2 < M3 230l MU /X)) HE AR=E2
ZE,USB ZE, &3 A3 L Alelg ZESO0 UAsUICh

Moy oha

—

—

212 Ethernet

VTSI 800

Ethomet 1

- VTS II 800

uss Console

W00.290VAC
s0/60H2, 0374

VTSI 1600

Ethemet1  Ethemat2
Power1 Power2  Ready T00MBp oovbpa - Find
LiokiAce  tinkher

Ethernet 1

VTSII 1600

DiscornactAC power cord
etors senvicing

100-240VAC 100280VAC
s A So/6ohz, 0.97A

VTS II 3200

PCCard
Ethemet1  Ethemet2

usa TooMops  oMaps FInd  Factary Reses
recad Link/Ast LinkiAet

Eshemar 1

Disconcast AC powarcerds
o ke

‘ VTS II 3200

100-200VAC nscle P Ethemet 2
5082, 074

VTSI 4800

1 ot Ethemet 1 Ethemet 2

100Mbgs. woMbps  Find. Factory Raset
Linksaer Link/Act

60240VAC
S0/60Hr, 0374

VTSII 4800

I:IDOD

Gonsole  Find  Ethemet2

1&g 22 VTS 11800/1600/3200/4800 < IHE X/
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H 2-1VTS 1132002/ LED A/A/ &&

ZANS s
Al AE Power 1 A A3 10 M0 2x23e= 2 S UG
Power 2 A A3 20 A0 === R EE LU
(Dual Power 22| &)
Ready AMAE HZ0| EHlEH= 32 88 &ELICL
FIND g VTSI 2 /IXIE ZII9E &2 AIEELICH
Ethernet 1 100Mbps Ethernet 1 £ EJ} 100Base-TX H&Z= A< S &LICH.
Link/Act Ethernet 1 LEJ} HER AN HA&E= 22 ESE 0 Ethernetl
ILIEEZE Soll 30l EXRD LJls B 2 ELICH
Ethernet 2 100Mbps Ethernet 2 ZEJ} 100Base-TX ¢ &L= AR &S ELIC
Link/Act Ethernet 2 L EJ}t HIER AN AZE= B2 S0 Ethernet2
IEEZE S5l 30l SR LJts B 2D &LICH
PC Card PCCard Xt &5E= 39 &S ELICL
(PC Card 2310 H&Z U= 2L E)
USB USB EXIJt Bstle 32 85 LI
Modem DTR 20| H¥steE 32 S U,
DCD HSAZ0l T U= B2 S U

2.2 ot=R0 HZobl

- oty EXI0 A& LICH

221 &8& HAGH|

VTS NGl && Aol=S A2LICH O3S0, 88 AAXE ZLUCL 8301 HEo S8 &%,

[Power] HAISO| =EMOZ HS HEHE RAELICHL

s

e

g 2-3VTsSol && &Zot7/

Ethernet H0IE9| &% ZZ VIS Il Ethernet ZE 1 0l &6+, LHHAI CI2 Ethernet H 0| £9

EHHE UHESRZA ZEN HZELILCL (Ethernet ZE 25 SAI0H AIEot2XA & Z=R0=
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Ethernet ZE 2 0l Ethernet H OS2 HZs5tD ULIOX CE Ethernet HOIS2 EHHS
UESA ZEN HZELICH. HOIS0| SHIEH HZE EL, VIS I Ethernet HIERKZ3Z2tS
AZHAl= ChS 20| LIEFELICH

Ethernet {23! 2| &40 HFEE ULEFHLICH
- VTS lIJ} 100Base-TX WELIAN ¢ZLs & [100Mbps] HEAlse2 =4 B AHE
S X &L CF.

- 8Me UWESRA HZ0| 10Base-T2! Z2 [100Mbps] EAIS2 HKXIX ESUICHL

1&g 24NVTSI0l HIER=Z FH0/S &ZotI]

223 0oHE EXI0 H&E6HD]

VTS 112 Al2lEg ZEN =2£ HOIS AZELICH AIEXIDF #X2 225 ZEN H&ZoidH
X AN HSs 28 ZEQ K F JASLICH VTS I AOol= 2IE THIIAX
LHel E211-2 HEEH=S=2 A2 & HOoI=2 SEHE XI2ot)| | HS3&ELICH XHAIst
W2 25 A3 H0o/IZ CHOI0JZEE HESIAAL.

Equipment

18 2-5 &H/E VTS S ZoH7]

23 ANAE 2£0 &0l

VTS 110l &X6te Y82 0d JHXIJF JASLICH Ols, AFSXe RAXIOE 88Xl £= 2AO0ILE
G20 et ZetELICH &8 VIS lle 81AE %, GUI(Graphic User Interface) Bis £&=
CLI(Command Line Interface)E H33dt1 USLICH

ANAE 25!

22 MEXE HEEH= AHOIE HEH ¥ ZZ£/Ethernet HOIES ALESH VTS 112 AlAE 2£
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TEW MY K 2+ USLICH
2% 2
HAE K% QEBOIAS Q7cts VA ASKE HIE KHSUEHES ASH VIS 12

Telnet(TCP L E 23) L= SSH(TCP ZE 22)0 ®=8 2 USLICH

al:

2 BetRME AIESIH VIS I1E &3oldd= &&3 AIEX= Internet Explorer £= Netscape
Navigator?t 22 & B2t HE AIEotH VIS A& = ASLICH

o YHES 2F VISII AIAEO=Zo 27018 QPELICHL

1 Bo= ot E20A VIS Il 2 J|2 32 Telnet 213 HTTP Z2&E2S 0|38 &
g2 HM&otn AsUC =I| EB0= SSH £ L= HTTPS Zz&EZ22 0|38 ¥
00| JtsELICH 0] 432 9.7 Security Profile0fl &% & Ht2t 201 System Administration

> Security Profile 220 M 81&0| Jts&LICH

2.3.1 AIAEN & ALE0lD|

1) Z=/Ethernet AH0I=2 &% = VISIIC 2£& ZEN HAZELICH

18 2-6 VISIIU AlAE Z2Z£ HO0IEE SFZ oL

2) RJ45-DB9 Of & E(female adapter)S AIS Xt &

3) AMEX BFEHY Al2lg ZEN AHOoIE2 &% 25 AZELICH

4) 5FOI1HE+DI‘—*(HyperTermlnaI)" Z2 H0lg NS0l Z203s8 A#ELICL tsh
Z0|l EHOlE olgd0ld Z 0o Al

9600 baud rate

8 Data bits

ne
nx
04
_C'_I
o
=]
@
i
x
0
il
°

Parity None
Stop bits 1

® No flow control
5) [ENTER] 2|E€ S&LICHL
6) AIEX Ol HIY HSE 225t VIS I 22190 LIt G283 20| CI2E &t

AL 282 gLICH
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Logi n: root Password: root

Logi n: admn Password: adm n

Sena_VTSI | | ogin: root
Passwor d; ****

[root @ena VTSI ~]1#

Sena_VTSI | | ogin: adm n
Password: ****

Wel cone to VTSI -4800 confi guration page

Current tine : 09/26/2006 11:06: 12 Seri al No. . pp48-rev02
F/ W Rev. : v1.0.1 Bi os Ver. : v1.0.0
MAC addr . (et hO): 00- 01-95-04-22- 35 IP addr. (ethQ) : 192.168.5.1

7) 2E Al, SLE AN QUHMIOIAIN UEIELICH BIAE Biw QUHMIOA £= CLIE
O0l83dt0d =JI 432 & = USLICH 2 MEX FEUM AIBE = U= JIE AAER
CIEIHIOIA0 CHE XKHMIEH WE=2 9.1 AIEA &2/ HXGHA AL, CLIO CHst XtHAlst
WEE2 11:CLI 2HHAHE BXOIE AL,

JlE CIHHOIAD HAE Himz &8 <, 18 27 0 J= Ui 380l LIEFELICH

Sena_VTSI| |ogin: adm n
Passwor d: ****

Wl conme to VTSII-4800 configuration page

CQurrent tine : 09/26/2006 11:06: 12 Seri al No. . pp48-rev02
F/ W Rev. :v1.0.1 Bi os Ver. : v1.0.0

MAC addr . (et hO): 00- 01-95-04-22- 35 IP addr. (ethQ) : 192.168.5.1
1. Network

2. Serial port

3. Clustering

4. Power controller

5. Peripherals

6. Systemstatus & | og

7. Systemadm ni stration

8. Activate Locator LED

[hlelp, [s]lave, [a]lpply, e[x]it, [r]eboot
COMVAND ( Di splay HELP : hel p) >

& 27 B2 Bl 3HSVTS Il 4800)

VTS 112 HI&Z4d(Flash) OI22

Elhs  Hi=d0A [s] 212 =060 HE= Wet0le gtS Flash 22

20

StHO AIEX= Ois HESE 200 vIs I Mtet0leH €80 228
OleH= =



USLICH Hi=d0A [a] I1E HEotH HIE &= HEANZ = USH [x] E H=otE Ol

Oi=0lA BEE L == JASLICH

MEXIE &2 ZES AkEol= VIS N0l E=50k)1 &0l BFEAl VIS 112 IP =4S 20H0F

SLICH (KHMIE LHE2 3: HEYT &= FLoAAR). VIS 119 & E0tAl JI2 IP =as=

2 2L Jse ¥H SAE HE SHEOA Disable 2 =+ %'%LIEP.(I}MI@ Lige 35 IP
ZEHES FIOAIR). VIS lle 223 Z£2 96t Telnet & SSH Z2EE 2FE XJELILCL
&, ZB& E06IAl Telnet ZT2EZ2 X3 2 M &H(Disable)Tl0f JASLICH Telnet ZT2EZ2 0|50

A 2E ¥52 Adle R 9.7 Security Profiletfl &Y & Htet 20| System Administration >

Security Profile 220 Al Telnet Z2ZE2 XI&ZS Enable ot0{0F &LIC

his

G2 X0l et vis 2 250 A2 &Lt

1) Telnet(t= SSHEZZ )& L= Telnet(t= SSH) JIS(0l, TeraTerm-Pro £ = Hyper
Terminal)2 Xl 2ote Z2 &S AHAIZLIGC. =&EX IP =2 2 Port Number= VTS
2

et Soliof &LICH 2RE B2, port numberE 23(E£&= 22)22 XI&EELIC.

AMEX BREH EY ctol QIHHOIAN O8 EEHE LE&LICHL
telnet 192.168.161.5 (orssh adnmi n@92. 168. 161. 5)

= US M20IHE 2= Telnet T2 S AHAIZILICH

Elle Edlt §etup antrnl ﬂlndnw Help

Tera Term: New connection

= TCPfIP Host: 192.153.151.5 j
M Telnet  TCPpor#: [23

" Serial Port: ICOM1 vl
oK I Cancell Help |

18 2-8Telnet T2 72 && O H (TeraTerm Pro)
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2) MMEXE BtEAlI VIS 12 ZQ2I6H0F otH, OIF AFS X+ OIS

[> 02
fol
i
1]
Je
o
-
o

AMEX 018 & &=2 LZSE 282 AAE rootE 28 root E AIAE 22|XE A&
admin & JtXIZLICH9.1 AFEA &2/E EXGHYAL)

3) VIS IIJI QI8 2, CLl ZEXZE L= HAE fiw e 221 AAZX HES JI=2
shell £Z01 el AFS XA LIEHELICH. A2 X CLI ZESZEN 21016t Xt ot=
B2, NHAIE LHEES 11: CLI HUHAHE EXoIUAIL. AIZXt= HAE Him QHHOIAS
AMESIH D= BsSE =& =, [ENTER]IE =2 Oim &§SS d8g = UsLIb
AME= 0l2t SLE stHS Sol 2st W0IEHE 288 = UAsLt

248 St 2l AHHOoIAN &S50

L

VTS ll= HTTP 2 HTTPS(HTTP Over SSL) Z2 &2 252 XNJASLICH &, & Z0tAl 2242
?IGtH HTTP ZE2 &= X3 2 HMEH(Disable)Tl0f USLICH HTTP Z2&E =S 0I&6t0 VIS Il 2
AANHO BH2 Jdte B 9.7 Security Profiletll &Y & B2t 20l System Administration >

Security Profile 2E0 A HTTP ZZ2Z &2 X3 2 Enable 3t0{0f &LICH

SAE 0|22 & S2tRM URL/Location ZE0 2540F SLICL 012 Sof
70l 3EOoR2 XF 0/SE 4 USLCH AABXE M6 AIZX 01D HlL
| oIsg ¢ =18

= Z0t0F gLt JI2 882

=4, T= 258
MEXt= VTS I

0

Logi n: r oot Password: root

Logi n: adm n Password: adm n

n

(1]

EINVTS I & &2 HOoIXIo] EFotI &, AFBAHE VIS IS IP F4(&EE &
dcld HEH OtAT &= A OF gLt

g
fol
|-
Im
S
gﬂ]
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VTSI Series
Management TECHNOLOGIES
User authentication required. Login please.
User 1D :
Password :
BSERVER

Copyright © 1998-2007 Sena Technalogies. All rights reserved.

Jg 29VTSI & 22/ HolX 230 ofH

g 2-102 VIS 11 & 22| CIHHIOoIAN st AHEXH SHO0IXIE 20 SLICH Ois bte 3t
2EZ0 UsLICL 0= b= JtE zHae 23 lis 28 Zgotl JAsUCh Ois o2l
=52 MdEo0 2 OS0HAM AIE Jts8 2 otfl w2 &M 212 SLICH AIBXts o<
Ol =S HEGIH oY &=0l s metole 488 =38 = UASLICH

AZXF HE HOIKIS FZE & Wst] HEHOIXS A2 U Y A2 2
g=2o2 I 0lse = JUAEE,VISIl= HOIX M= Ot 225 HAIotD 28 Z20tC O E
HOIXIZ E3AE M3&LICL O 2-1021 &2 IP configuration M= Ot2H0ll /network/ip 2te
2t EAZ D MEXII B2 W2l network L= ip @325 HE5IH HY HOIXZ HZE =
USLICH

ME2X= Z2E HIOIXINA [Save to flash], [Save & apply] = [Cancel] JIs2 XT&E =%
USLICL AHEXE £ Met0IY S HES = [Save to flash]E & &0t0 Hl=Ed 22 0
HAE IOl 22 MEOOF SLICH 2= BHE MEsS HEStei®, AHEX= [Apply changes]
H=E S=ioior &LICL. 0 s&2 0% BF SHEHUA AFRE 2 USLICH AFEXDF [Apply
changes]S & &gt Z=20| stoll, M2 Hiet0le 2t0l vIs I &30 HgELIt. AIgXis

[Save & apply]E SEiGIH =AM B AIES MEGHLD EE8E =5 U1, [Save to flash]E
SEi5td M&S = [Apply changes]E &G HEE UWES HEE £ USLICH AE XL
MZ& HetolHe 22 MESHA 20X Ghe

FAOF &I Ol™ gtol BZELIC.
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]
VTS II Series

Management TECHNOLOGIES

|| o ||
[ network / ip
Network
H conhaueation 1P configuration #1
SNMP configuration -
Dynamic DNS configuration i s oplieatin —
SMTP configuration IP mode: |static P v |
1P filtering configuration IP address: 7|
St o et made o
Web server configuration . U_gﬂﬁﬂg
T — Enable/Disable secondary IP address: [Disable |
TCP service configuration IPv6 configuration
PPP configuration 1P mode: |Disab|e v|
Serial port IP configuration #2
Clustering 1Pv4 configuration
Power controller IP mode: |m|
Peripherals 1PvE configuration
System status & log IP mode: | Dizahle i
System administration = -
System statistics gﬂ_”tsrg:old IP at bootup time on DHCP |wl
Use Manual DNS: Enable «
Activate Locator LED Primary DNS: ED'D'D'D—I
ADD_Iv Chang_es Secondary DNS (optional): [pooo
Login as a different user ——————
Logout
Reboot [ Savetoflash [ Save &apply | [ Cancel |
Menu Bar Workspace

Copyright & 1998-2007 Senz Technologiss, All rights reservad,

Jg 2-10vTsi & &2 %
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B UERAD €4

31IP &3

AMEX HERI AWM VIS IIE AEoteH, R&8 IP =401 EQELICL IP =40t
EHIZX 22 22, AIAE 22| XA 225t VIS IIE

HERIN VISIIE HZ5tAH, DR IP =4I J00F &
VTS II= SIH2l EthernetinterfaceS MIS&LICH OteHel LHEEZ 5 Interface 0l £201 HEELICH

3.1.1 IPv4 address & &

VIS Il IP =4 &3 Al, Al2X= UsS &2 22 CIHY Zz&Z2 2| otLIE d8gE £
ASLICH
e Static IP

e DHCP (Dynamic Host Configuration Protocol)
VTS ll= =J| J|I2gtS 192.168.161.52 IP =AE &= Static IP EE2 &850 JUASLICH 2
312 2)He 2= IP &8 W20IEHE 2HSUICL O 3-1 J

M & D8 GUIE 20 sLICH

H 31IPv4 £& 1tet0lE

IP address

Subnet mask

Static IP Default gateway

Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)
Enable/Disable secondary |IP/Secondary IP address/Secondary subnet mask
Reuse old IP at bootup time on DHCP failure

DHCP Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask

2
o

=T UASLICH

AMNEX= £ IP modeE DisableZ Z&6tH WESRAW VIS IIE HZGHA

Enable/Disable secondary IPJ} Enable2 & & &l 11, Secondary IP address 2t Secondary subnet
maskJt Static IP Z2EZ22 R&& IP =40t &2 EH, A A= 0l 2Xt IP =AE Sot¢ VIS
g oHZE = USLICH 2X IP =AE H&8ote Y8HE& 3.1.2 Static IP ££ AESHIE

ZZCHAID| HierLl

25



IP configuration

Fnetwark fip

IP configuration #1

1Pv4 configuration

IP mode: static 1P«
IP address: 192,168.12 48
Subnet mask: 2RE.2585,0.0
Default gateway: 192.163.1.1
EnablefDisable secondary IF: Dizsahle

IPvE configuration
IP mode: Disahle -
IP configuration &2
IPv4 configuration
IP mode: Disahle

IPvE configuration

IP mode: Disahle v
Reuse old IP at bootup tirme on DHCP Disakle
failure:
Use Manual DMS: Enable «
Primary DMS: 168, 126.63.1
Secondary DNS (optional): 168 126.64.2
[ Save to flash ] [ Save & apply ] [ Cancel ]

g 3-1Ipv4 &%

3.1.2 Static IP =2 AFE36}HD]

=
OH1 0R0
>

|0

Ot Static IP F=AE AIEE Z2, VIS 112 IP =42 23 U= 2E &3 LII2H0IHE
2 XIZoHOor &LICH 0l48 Wet0IEHM= IP =4, Subnet mask, gateway2t DNS serverJt
ZetELICh O MENM= 0IE 20 RtAISHA THE XA 2 LICH

&1 VISIE & [Ilf 00} €8 & F32Z 0186t HIEFIE S Aot/ gtLIC)

IP address

Static IP= “D¥" &=

= o]
T -/
MM &S Aot stE =+
7Q|_ S

o
HHECZ DKot

& 12 192.168.1.x &4/°/ IP =4 & ISP (Internet Service Provider)Jt BH&SIA ZELCHE & 0IA
AF&(private) =AL/LICH VTS | AIIZXE J&6125 ZR0| Ltet QI I 22 25242 S

LIOIHE =1 g2 = 2l0/0F ottH, 0 3R =gs Zo P =42 250 gL/l Z2 1P
FAE YR Z XY ISPERE 226t Qg = QASLICH



Subnet Mask

AEdle 22 Xl /X, & A= £ 28 LANYO U= B= UHERIT SAEE

= =
YLt UER/RZIE Soi Wte A0l A= B2 VIS 1l Al2l2= {30l XI&& TCP/IP
SAEJL 22 UERZ g0 AsX N2Y OtAZIE Sofl #CIELUIOh =2Jt VIS I

C
AelZet st WERT A0 JUCHH VIS Il Al2IZ222H HE AZE L0 88X $22H

FO & Jl= HOIEROIE Soil AZ&LICH

Default Gateway(P|& HOIEHIO0I)

HOIESIOl= CE UEfAZ S0its 27 Y9gs o= UE®3 FFYLICL L
HESID WHM £= XY ISPUHIM EHEES HOdcts FFE= HOIEYJN ELLICHL =2
HERT &3 %o SAEQ S4IoH)| fIHM= VIS II Al2lZ=Dt JI2 HOIERIO ZBFE2 IP

F& O
/) —

H

ny

F=AE 2O0toF EUCH HOIEROl 1P =201 et H&Ee F2= UERID 22Xl
Z 2ot Al 2.

Primary / Secondary DNS (7|

AEXIE S8 EAMOIEE &=

rt
ne
H
]
o
p
&

X ofH, FFB=E FAOIES FEsh 1P =240 ot
Cl

= gfLICt. DNS=
OIHY el HYES AMEGHH IP A2 BHEANAF=E SAYLICH SHel UYE sena.com it
22 2N =AUE Lgel €42 0150 etz JIY6tot O &sLICH DNS A=
st BAE DJIBtel el WlZES TCPIPO HAZGH)| Rlol <At IP F=AZ BHEAIAFT=
SAEYLIC

VTS Il Al2lZ2] DNS JIsS AtEdtdd THel Ugez SAEN E52 = ASS 0l DNS
Ch. VTS Il AlelZ2= Primary DNS 2t Secondary DNS 22 DNS
NS IP A8 H8ote Y2 M3ELICH Secondary DNS MH = Primary DNS MHE

3.1.3 DHCP At&0alJ|

S8 S AE HF S8 R (DHCP)2 UWERAZD 2ot IP =42 €Ed2 XA UERAINA
= 2oty Ussg = UM ot sS4 Z2EZSYULILL DHCP= UWERZA 22Xt IP
FAE SHBUA Z=ot) =Hiot=S ot FFEIH OE UERD |AXN 21 & 3=
MZ2=2 IP FAE S22 8&8HESE LI

Static IP 222 =2, IP 4= 2 ZREUH =522 LHEH0O0F SLCL & BFEI UE
HESRZA fIXZ2 Olste &R, M2 IP =40t BEA 22T 00F &LICL IP =240t DHCP
CEUAM 2EEE IP =4, MEYW 0tAZ, HOIEROI, DNS AHE E&ol= 2= Ict0IE It

AAsez SFHELLOL DHCP= 229 IP =AJt otuel AFEHOU ot KRS8 AlIZE S,



A MHsez &850 IP =20t AISEHE % DHCP 220/ E FFHB= Oldiet 2

> (2

Sl

]
& O
a

<
=5
0]
[

P HEEE Mot vTs lle UWER D d0lM DHCP QE S ZSELICH DHCP AH 2l
P =4S HIXRoIH MEYW OtAZ=, HOIEROl =4, DNS AMH & “CHO” AlI2+0
LICL VTS IIE SAl 0l 222 KAl HZ20 XELICHL“CHH "It
DHCP ABIZ2E "UHO” Al2te] &= RFELICH. DHCP MBI U A E
VIS ll= HSoHA 8l IP =42 HSE &= ASLICHL DHCP MBI THol &= s¢l
Z2,VISIl= DHCP MHZRH MZ2 IP =& 2F EXE AMEELILL

0l
Q
n 2

-

[u]
[ul)

0
10

I
o

2=
X

=

o
!

<
=5
n

A
=
(@]

t

0
ol
Pl

rnr 4o

b2
Ho

0

%
B~ 04 kI

DHCP ZZ0jA DNS AHE ZE&set ZE WERF 2 VIS Il IfeilHE IH&EL
ZLICL. DNS AUt M=sLZE HFLX ZE FL, AEAE Primary 2 Secondary DNS
2 9g5ocEZN 502 HFE £+ QUSLICH DNS FAE IS5 &FoI2H, Primary 2

SecondaryDNS =4Z 0.0.0.0 (H&&)e=z &F&L/CH

TN

DHCP MHl= UWESRZ 2kt 2elotd A= IP =4
Ol= VTS 112t &2 DHCP Z20/HEJt A== ot
MHOA IP =28 M6t ALEXIE MS

SZoi0F &LICH. DHCP UWERAINA IP =AE 0l ot
et AEIHO A= VIS ISl MAC =45 20t0F 8LICH

Reuse old IP at bootup time on DHCP failure2 EnableZ &&5tH, VIS 11Dt 282 1 DHCP
MHOIA VTS 12 IP =48 gF 2X 2 & 2R, 28 &0l AIZotd IP =22 0/E0t¢H IP
™o UWESKIAN HZELICE 0 = “CHO” Al2t0l 22 & ™ DHCP MU0l IP =AE
LAEELICHL

3.1.41Pv6 =4 &3

IPv6= IPv4S| =4 10 2AH
T ASLICHL IPveSl F=2&
T ASLICH IPveOIA =
L IPvBlilA=E S 253t JtsE
HEAHO0IEN A280] 0l Viss HEE =+
VTS ll= IPv6E X

A, AEX=E USH €2 342 Y ZZ2EZ 2| otLUE d8E &= UsLICHL
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e Auto confiuration

e Manual configuration
e DHCPv6 (Dynamic Host Configuration Protocol version 6)
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il

=
M & Jlgt GUIE 20s

= 2 ZZ2E2Y &3 Itel0IeHE S2WSUILL 08 32 AFZX IPve 832 B85

LICH.

H 3-2IPv6 && 1tctOlE

Secondary IP Address

Auto configuration

6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address

IP address

Default gateway

Manual configuration

Secondary IP Address

6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address

Secondary IP Address

DHCPv6

6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address

IP configuration

Fnetwork fip

IP configuration #1

IPv4 configuration

IPva configuration
IP mode:

IP address:
Default gateway:

Secondary IP address:

IP configuration #2

IPv4 configuration

IP mode: static [P«
IP address: 192,166,112 48
Subnet mask: 2RE.256.0.0
Default gateway: 192.168.1.1
Enable/Dizable secondary IF: Dizsahle

atod tunneling Enable/Disable; Enable
[Pv4 address of the remote 6to4 relay: 192,83.99, 1

Owerwrite local IPv4 address (optional):

IP mode: Disable
IPva configuration

IP mode: Dizakle v
Reuse old IP at bootup time on DHCP Disakle
failure:
Use Manual DMS: Enahle
Frimary DHS: 168.126.63.1
Secondary DME (optional): 168.126.65.2

tanual configuration «
2002 428 7161201 168
2002 428 7150 1: 210 4k

[ Save to flash ][ Save & apply ][ Cancel ]

71& 3-2 IPv6 address & &
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5O
o
4
in

EX= E8 IP modeE Disable2 &£&5t0 IPve WERIAW VIS IS HZGHA

3.15IPv6 =4 XS &3

AMEZXIL Auto configuration 2EE AIEE 22, VIS ll= RA(Router Advertisement) OIAIXI S
g0} VTS 112] Mac address2t Z=&ot0] IPv6 =4S MAELICH

RA OIAIXI= 2tREI II822 BAStHL RS(Router Solicitation) HIAIXKIE a3 S [
SAELICH SAE= 0 HAXIZERH prefix€ 2=+ AL, 0 prefixE AMECHH U522 FAE
HFg = UASLICL

RS OIAIXI= 2B RA BIAIXIE R&Eot= HAIXILICH

&1 IP modeZ Manual configuration0/L} DHCPv6 £ & &SI Z, HWER 0 RAE ZUE
Router7t ZIHEIHCHH VTS Il= RAE AI856I0 IPv6 T4 E MAELILC

3.16IPv6 =& =5 &F

PSS
=2o

a4

rn

AMEZXIE Manual configuration 25 AIE2E &2, VIS 112 IPv6 =42 2t U= &
Iet0IHE =522 X&EoioF &LICH. 0148t Let0Ie 0= IP address, Default gateway,

Secondary IP address S0| Z&&LICH

IP address
IPV4UIA 2l IP address2t OF&EHDIXIZ “DE” L= I3
IPv40lA 2l subnet mask2t & dsr=2

prefixOt M0 1 22 645 20| ELICT.

Default gateway(71= HOIEHIOI)

IPv4IM 2| gateway 2t 22 &2 = EHLIC

Secondary IP address

FIIH 2 Z IPv6 addressE &5t AFEE &= USLICEH

3.1.7 DHCPv6 AtE

i
o
0
a
o
1>

IPv40ii Sl DHCP2 Ot&EIEXIZ IPVvEUI Al = DHCPVEE ALESHH IP
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3.1.8 6to4 Tunneling

IPv6 UIERIDE FHoik IPv6 UERAI=SS HZdi== IPve UIERAIIL EMotXl &= =&
UL, A2EIF IPv4 S0l ctRE0HK 22 =5 USLICH 012 £€2 SHE &) 2ol IPve
overIPv4 EHE0Icte Jl==S AIZELICH

6tod= RFC305601 JI=Z0 U= A2=Z, IPva B0 A IPv6 AOIEDI2I S4lcte ZE< 0
AOIEDL S8 =AE 0I8lM ANS2E HES ot= A{YLICH 6todE 0OlEol
MOIEWA AtE0t= =492 2002:VAADDR:/48 2t 22 "AZS Jt&ELICH. JIM VAADDRZ
6to4S 0IEct1] U= MOIENA BHE2 Z2F0l EHe 6to4ctREHI = 22E IPvAFAE

ZLICH [etA AHE IPE AME0te 8% 6t0dE AEE == USLITH

ro

0
4
i
ol
i
o

Tl

I

IPv4 address of the remote 6to4 relay
Relay M2l IPv4 addressZ LICH Ol relay AHHE Solf IPvAZIZ 0N IPV6E AMEEEY = ASLICH
192.88.99.12 relay AHE XIZGIH, X VIS 12 UWERKZD |AXNAM JtE IS relay MHE

FOF X2 AFSELICH U 018 Y2 I8 el relay MHE 2= Z2I0t JLB=
=& 4HR(203.254.38.130) ctRHE AtEotHU UWESRZ 22 X0H 2ot AIL.

i

o

Overwrite local IPv4 address
g Z0ol IPv4 F=ALLICE. 0O F=A0t

el
SILICH BHof IP =40t AbE IP F=Ac2tE 6to

4> o

B2 AsS22 &M VIS 112 IP F=AE
o

tunnel0l & EX @S = UsSLICHL

3.2SNMP &3

VTS IlI= SNMP v1, v2 & v3 ZZ2EZ2Z X 206t= SNMP(Simple Network Management Protocol)
HOIMEDL /USLICL NMS L= SNMP Bt 2t HESZR 2ellt= VIS Iz ZE=
Jlstl 8% ¢ = Us =8 OtLiet EEE weEeg =
SNMP Z=&Z2 GET, SET, GET-Next, &l T
el ks SUE OIHE 2 SXE 2= =

(GET) EXl AHE © = &
U= GET-Buk JIs0l =IO USLICE SNMP v30ll= 20t DI

2 %0 M
pv)
njo
1
0
o
-
O
o
[0S
N
or

80
=
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Y
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x
ron
Ml
HT
1
40
ro
0
]
FA O
or o
x

o
HI
e gy Mo

9
0y
tol
0
kJ
®oor
mo — mor

X
o

Sofl AHEXt= MIB-Il AIAE JHH, B MO 28 2 TRAP ==4&1D]
AUsLICH 0 H=A 283 2elks &
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SMMP configuration

fnetwork f snmp

sysContact: administratar
syshame: Sena VTSI
sysLocation: my location
sysService: 7

Options: Trap Ermnail
EnablePowerOnTrap/Email: Mo s || No  «
EnablesuthenTrap/Email: Mo o« | MNo
EnableLinkUpTrap/Email: Mo s || Mo
EnableLinkDownTrap/Email: Mo s || No «
EnableLoginTrap/Email: Mo s ||Ho w

Trap event recipient's email address:

Access control settings (WMS)

Mo. IP address Community Permission
1 192.168.100.101 senavtsii Fead Only
2 E |D.D.D.EI |
3 Ll |D.D.D.D |
4 F |D.D.D.D |
Access control settings (SMMP-AY3)
Mo. User Security-level Auth Priv Permission
1 admin AuthfPriv MDS DES Read/Wwrite
2 O
3 O
4 O

Trap receiver settings

Security-

No. IP address Community User level

Version

1 [Ofoooo |

2 [I[oooo |
|
|

3 [Ofoooo
4 [O[pooo

Save to flash ][ Save & apply ][ Cancel ]

g 3-3SNMP &&

3.2.1 MIB-Il AIAE] 24X (MIB-1l system objects) & &

B-Il AIAES MM £F2E Soll AMAEAE, 0I5, AKX & VIS 112 SNMP 00| 8 EDJL AtEStE
o153 Al & 2 (Authentication-failure traps)E A& & == USLICL 0lHe &2 MIB-Il sysName,

sysContact, sysLocation 24Xl AZ2 &L (OID)J)t AtEot= 32 NM3ol SLICH

Mi
o

BA
EnablePowerOnTrap/Email, EnableAuthenTrap/Email, EnableLinkUpTrap/Email, EnableLink
DownTrap/Emailldt EnableLoginTrap/Email0] s A
addressZ O|0IY2 S HEGHH & =% USLICH

£ Trap event recipient’'s emalil
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2t OIDS| 2HEHE B2 S 2&LICH
2 ABIVTS )0 CHEH SRt A2 2 o

Uol-gl% M D:‘EHJ E|,

® sysName: AIAE AEN A& 0182z Moz =92/ FQDN(Fuly Qualified
Domain Name) £ LICt.
sysLocation: AIAEISl A X =Scl&d <X (0, & 3845, &4, S5)
sysService(HII1ME) . S0tz Z2leE Lo sUES=2A AAEO0l M6t MBlA NHESS
LIEHHLICH D=2 2 VISl S8 T2 8 (7) dgtts XU

® EnablePowerOnTrap/Email: SNMP OIOIME ZZHADL AIAEIO| AIEEIJA=KX0] 28
2 4= oY NN RS LIEELICH

® EnableAuthenTrap/Email: SNMP OO|ME ZZAAD CIE AN 2E 32 MY2S
S8 WX GHRE LIEFHLICH O 2HA 2 S8 43 F2E @0 SLICH 0122z
2= oS Ao 2HE FEE HEH AIE = U= SEHE MSEL

® EnableLinkUpTrap/Email: SNMP HIO|ME IZ=Z AAD
2 4= oY AN RS LIEELICH

® EnableLinkDownTrap/Email: SNMP OO E ZEZ A ADJF Ethernet HZ0| &H&E E A=K 0l

st 2 MHE= o8 ANAUXN HREE LIEHHLITH

® EnableLoginTrap/Email: SNMP OIOIXE T2 NIAJL AAEN 210 X0 2 H3E

1]

HEd=S IEE Ak R HEFELICE.
AFEXOE MIB =04 £ =30l e X301 28 2, MU Jlzs XNIFRNZ HEGHAIDI
gt LICH MIB2 SNMP2| XHAIgH 2= RFC2l 1066, 1067, 1098, 117, 1318 12l1) 1213 =AE
Loty AL

3.2.2 HAIA HO &3 (Access control settings)

HNA HOE VIS Il SNMP GIOIMEN CHet 22lXt2l 8% Jtsd= 2ot UsUIth 0l
Ol7 &0l &&= 22l X2H0l VTS Il SNMP GOl & E0 B0t §2E2 WEotd 52 Mg
£ ASUCL XNFE IP =20 gl R(2E IP 4= 0.000 0 J|23), BE SAE

J

oo=
22| X VIS IISNMP QIO M EN 858 &= USLICH

SNMP v3 HAIA HOI= VTS Il SNMP GOl E0 CHet 8% E2= ESotd AsLICH Ol Hiw
o0 £ ZEE AIE0I0 VIS Il SNMP OIOIMEN &=

= UAsLICHL

33



3.2.4 E® £=41D| &3 (Trap receiver settings)

Eg 40|= VIS II SNMP OIOIMEZREH SR8 OIHE(TRAP) ZM Atsts 22| XU
SEE = UAEE HlELIT
E —
3.2.5 SNMPE 0| &8t 22|
NMS(UIERZ &2 AlAE) £= SNMP E2tRNME AE0t= SNMP Z2EZ22 Soll VIS IIE
2elg = AUSLICE VIS 11 NMS = SNMP Bt MIF gl UAse SAEN E52
ol20td™ NMS L= SNMP Ec2tRME AIEoI|l HOll, HHA M 4832 H&Eol 8300t
gLICH 8 3-42 VIS Il SNMP MOl EZ2l MIB-IIl OIDE EctR& ot U= LAl SNMP
SN HES 20 SLICH
] i | ] 1
File Edit Wiew Operations Help
EEBa HE a0y B OB SE® 29
B Loaded Mibhodules NE
Q H-E RECT213-MIB f;, Host 192168410 ﬂ qu"nmunit\,r pasaa
? ¥ org e el e : ’—;
= | i Setalue Wirite: Communi
© 3 dod ik =l b
G & internet Egg el | LoneiEngnen -
directory igﬁ ,.
G &3 mymt gg? o Object 1D |.iSU.0rg.I:IUd.imernet.mgmt.mih—z.system.sysDescr |
? cymiv2 - .
© =3 system ik pec?
, escr | ||sentoetrequestta 192.168.4.10: 161
@ sysObjectiD Eg i |sysContact 0—-=administratar
@ sysUpTime ;gg
g
% E:gggmﬁ | | |entoetrequestto 192.166.4.10 161
E i
@SYSLDcatiun gé o [sysName 0—-=HelloDevice 55100
@ sysSenices ik
© =y interfaces || |sentuetrequestto 192.168.4.10 1181
@iﬂ\lumber gé f§ sysLocation 0--=Unknown
o [ iable FE
& (1 at é 1 5ent get requestto 192.168.4.10 161
@ Ip ?é i |sysSerices. 0--=T
@ (] icmp ik
o to ﬁg o
o g ng gg o |Sentgetrequestto 192.168.4.10 ¢ 161
= E | litumber.0-->2
transmission g,%
i i
o 1 snmp i _ — . _ :
experimental ;gg Svntax DisplayString {8IZE (0 Status mandatory
& (] private gé Access  read-only | Reference | |
? ETRAPS, ?é Index
egpMeighborLoss i ) -
§ @ TEXTUAL CONVENTIONS SR S el | B T 2 .
PhysAddress A textual description ofthe entity. This value -
!. N Descripti., | Should include the full narme and version 2
2 identification of the system's hardware type, —
Global Yiew [ = + M bed o

72 3-4SNMP E2I2HE A28 VTS IISNMP 0f0/F ES/ MIB-1OID £2/2& (AdventNet MIB
EEEYC)
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3.3 & DNS(Dynamic DNS) & &

>

IIE DSL ctelofl &

Xt VTS ZotJLt DHCP £& 2 AIZ2E 32, i Al2t0l BtotY, IP
FA0F HALA ELUICL Oldst HEE IP =40 U8 F3EE &4 ERotD Js A2 =
M2 LYUICH E£&, 22Xt Telnet S8 A 2&0s Sol 1 SAEN E5otdes 22,
IP =0 HALUCH &S YHE I HH8sUIT
=& DNS AMNHlA= QUM dz=8t ZMEZS diZot)l {18t Z2EZ20I0H, 0 ISP £&=
SHOA MBELC =& DNS AMHIASE AMEEH22ZM, AAZXs IP =22 B0 &28l0]
=X DNS MBi0l SE& SAE 0[82 Sol VISIIK 52 = AsLICH
Qe o2 VTS ll= Dynamic DNS Network Services (www.dyndns.org)lil M X35t1D Uese SH
DNS MHIASHS XIRELICH JIEF & DNS MUlA HMBXet 2ed Az 2HME2 ML D=
K& 20 HotAIDl HHEFLICH
Dynamic DNS Network ServicesJt Ml&Eot= =& DNS MHIAE AME6ted®, MEX=E D8
3|3 NIC(Network Information Center-http://members.dyndns.org)til H&ES &&GHOF &HLICH
M&Xt= Dynamic DNS Network Services Members NICO| £71¢0! & & MMZ2 S& DNS A E

gd3dE =g = Usuth

=& DNS £& H=0lA, S& DNS A

PasswordE & &3
St VTS 10l & =gt

User name &

nameZt=2 AtS

18 3-5= 4

Dynamic DMNS configuration

HIAJE Jtsote= st
OF &LICH €3 B& A
= UASLICH

DNS &% & QIHHOIAE 2WSLICH

fnetwork f ddns

Dyrnamic DMS:

Use custom program:
Diamain name:

Use key option:

User name:
Password [(new):
Password (confirm):
IPv4 address:

IPvE address:

Enable
Disahle
vtsil. dyndns. hiz
Disable

wis-user

192.168.12.48 (eth0) »

Digahle

[ Save to flash ] [ Save & apply

| [ Cancel |

18 35 & DNs &£&
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3.4SMTP &%

AAE 27 HAIKIIOE S8 i 213 &
Email E2E Sof 0|2 22| X0 &2
A0 SQELICHL VTISII= OIS 22 3JHA SMTP Al |8S

e SMTP without authentication

e SMTP with authentication
e POP before SMTP

FSMTP 830N 228t Iet0lHeE 23 25U
e Primary/ Secondary SMTP server name
Primary / Secondary SMTP mode

Primary / Secondary SMTP user name

Primary / Secondary SMTP password

e Device mail address

A&

BFALE ZHI2l Z1 HIAIXIDH
=

= AU 0l RloiM=

St
=

2t &

=
LICl

b,

=

3L VIS ll=
SMTP MH &

SMTP configuration

Fnetwork f smtp

Primary SMTP server;

Primary SMTP server name: 192 168.12.1 |

Primary SMTP Mode:

SMTP with authentication v|

Primary SMTP user name: |admin |

Frimary Passward (new): | |

Primary Passwaord (confirm): | |

Secondary SMTP server:

Device mail address: |w5@ygurcgmpany,cum|

[ Save to flash ][ Save & apply ][ Cancel ]

&g 3-6 SMTP &&

SMTP configuration

Fretwork [ smtp

Primary SMTP server:

Frimary SMTP server name: 192168121 |
Frimary SMTP Mode:

Secondary SMTR server:

SMTP without authentlcatlon

SMTF‘ Wlh authentlcatlun

Device mail address: POP hefore SMTP

Save to flash ][ Save & apply ][ Cancel ]

& 3-7 SMTP Mode &7&
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Device mail address= 2 21 % ¥ 8Y Emailg st 24X =, VIS 112 K =4S
XI™ELICE SMTP Server= Sa2482 2ol Email A2 SAE THQ 0|S0tS EQISHLICH M
chA, ZX0I CHEt Email T2 &2

SE& S2AE 0|8 (i.e. arbitrary_user@yahoo.com or anybody
@sena.com= 2= 29 UsernamesS AISE 4= USLILCH

SMTP with authentication &= POP before SMTP modeJt d&8i&l= AL, SMTP AIEX 0|8 &

SMTP passwordot 2 2 &fLICH

Secondary SMTP &2 A Bl SMTP MHHE Sst Ol
QELICH =, A B SMTP ABHE S8 MY &350l
SOt g &&= Aot ELICh

a5

o

| &g <0 0l=otIl <ol

SO0l 2t Secondary SMTP At

e

> e

e

IlJIﬂJ e
0y

35IP 2HE

VTS ll= IP =24 J|8te] ZHE AAS ALZ0t0 &¢el #s0l 8l SAEDIL VIS 11Ul E50t=
AE Y= JIs0l AsLICH IP EHE #Es &30t g &=0l= Interface, Option, IP

address/Mask, Protocol, Port2 Chain rule

on
=
0
i)g
-
o

Interface
HOIHE %= UERZA AHHIOIAS 0182 &£Fot= &=2LLICH OS A JtX2 IHHOIA
= OtUE HEELICH

e ethO:VTSII J|2 CIEHHOIA

e ethl:VTSIl J|2 CIEHOIA

e all:eth0%t ethl 2IEHHIOIA 2F A

0K

Y IP Z2HE H20| IP address/MaskWlAl 8= SAE HAW ZEE SAEN HsZX
o

ZELX @22 SAEN HEEXNE ZEELILC OUS F JHX2 Option SHA e LICH
0.| S

e Normal: SAE 80 Z&= SAEN EE

e Invert: SAE Y0 ZEIX 22 SAEN E=2
IP address/Mask
T SAE P =4/ ABY OtATS AloZ BN GHE IP ZHE AE0 E2E SAEQ
HAE HHELICH AMSXes H20IEH 282 BHEEo2ZN SAE YHRAE US A2l &9
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X 3-31Pv4 Address/Mask &' o)A/

ol moy
HE SAE WS
= BAE P FA ey otA3
os sAE 0.0.0.0 0.0.0.0

anywhere

192.168.1.120

192.168.1.120

255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128

X 3-41Pv6 Address/Mask &' o)A/

Qlsd Irof
HE SAE H<9
F SAE IP F=A N84l O0tA3
QS sAE 00 0
anywhere
2002:1234:5678:90ab:cdef:1234:5678:90ab | 2002:1234:5678:90ab:cdef:1234:5678:90ab 128
2002:1234:5678:90ab:0:0:0:0
~ 2002:1234:5678:90ab:: 64
200 2:1234:5678:90ab ffff ffff ffff ffff
2002 1234:0:0:0:0:0:0
2002:1234:: 32
2002.1234.ffﬁ.ffff.ffff.ffff.ffff:ffff
2002:0:0:0:0:0:0:0
2002 :ffff fFef - Fff T 2002 16
Protocol
SAEQ VIS 12 S4lUl AMIEdes 22822 A& gLICL TCP, UDP, ICMP, HTTP, HTTPS,
Telnet, SSH, PORT, Cluster 2 &= S0 &d8g £ USLICH
Port
SAED 8%6td= VISIS ZEBSE A FHELICH Protocol 0l HTTP, HTTPS, Telnet, SSH 2!
20 tist Port= A2 XNAEEM, PORTE HEE HXR AICIZEZEE HEHE %= USLICH
ClusterS &€iolH AllportsOl CHst 8oz s E&FELICL
Chain rule
SAEQS FHE0| Z2EX L HEEXNE EAMESLULC O2 S JHN =2 o deHs £
ASLICH



0K

e ACCEPT: &2 9

e DROP: &2 HZF

IP Z2EHE E CAEN S8 EEN HELZ= ACCEPTEXM DROPE0I Mg E2, clAE
X~

LIEtLEE =AM 0l 2tH 810l ACCEPTE0l 2N HE& 1) DROPE0|I U=0 HEELIC

Hel

8 3-82 IP 2HE €4 & 2HHOAE EWHsLICH

IP filtering configuration

Fnetwark fipfiltering
No. Interface Option IP address/mask Protocol  Port Chain rule
1 |all j«| |Invert «|[19216B.0.0/255255.0.0||S5H v |22 DROP  «
2 |al s |Invert |+ |[192.1B8.0.0/255.255.0.0 || Telnet v 23 DROP
3 |all |s|| [Mormal s |[192.165.1.0/255.256.255] | HTTP || &0 ACCEPT
4 |all »| |Normal w|[192.166.2.0/255.255.255) [HTTP v &0 ACCEPT w
s [all «| [Normal «|[0.0.0.0/0.0.00 HTTP «|80 DROFP  w
& |all «| |Normal « [192.166.1.0/255.265.255) HTTPS +| 443 ACCEPT
7 lall s |Invert |+ |[1592.166.2.0/265.256,2565) | HTTPS v | 443 DROP
g [all ~| [Normal «|[anywhere FORT «|[ &l ports +|[ACCEPT »
9 all  «| |[Marmal «| anywhere Cluster s | all ports ACCEPT »
Mew |all s | [MNormal (s TCP | ACCEPT
Save to flash ][ Save & apply ][ Cancel ]

J&g 3-8Ip EHE &£F

8 3-80lA 18 IP E2HE A2 192.168.0.10A 192.168.255.254 AlO|2] SAE HL(IP
address/Mask : 192.168.0.0/255.255.0.0)0 U= SAEE H 2 (Option : invert)st SAEJL eth0
= ethl 2IEHHOIA(Interface : allE S0t SSH ZZ&EZ(port : 22)Z VTS 0l &2 AICE
I %01 HRE = AS AOIFLIOC =, 18 73 192.168.x.x MEU0 =8 SAEQH S
TZ2EESZ VIS Ul 852 = UEE dSELICL 28 #E2 192.168.x.x AMES0 X8t
SAEQ| ethOLt ethl 2IEHIOIAE Soll VISIIZ Yl &2 SIS 20IELICL

58 RE( OlF HHE SAES HTTP ZZ2EZ(Port : 80)2 VTS 0l &&3 2 aLICH
dHLE, 38 A0 2o 192.168.1.x MEY SAES HZ0| A=%D, 48 A0 et
192.168.2.x MEY FAES FH0| JtsgLUICH [TetM, 3YHOAM 58X A0 2| oH
192.168.1.x9} 192.168.2.x ABUI &8 SAECHO| HTTPR VTS0 H=8 2 AN ELICK

7H RS 192.168.2x MEUH =5 SAES HS 2E SAEQ HTTPS(Port : 443) H=g
MetetLICh 621 HAEE 192.168.1.x AMEUN =gt SAEQ FHIZES SISELICH OetM,
192.168.1.x2} 192.168.2.x MESM =5 SAED0| HTTPSE VIS0 =8 % AN SLICH

2

rn

ol

8, 981 7 X0IA anywhere= 0.0.0.0/0.0.0.0 It 22 20/ JtELICH 8 A0 2

39



SAEE Z2E Aldlg ZEN s d22 SI=ELUCL 9% AXlo 2o LE SAE=E 2E
Clustering ZE0 &2 Jts&LICH

AMEXt= IP 2HE RnES &F5t [Add] HES S26tH MZ22 IP 2HE a2 FIEU
Ct. [Remove] HES 22I6tH S=& IP ZHY RES HAHE = ASLIL SEE #EE9 &
2 BiHPs F [Save to flash] = [Save & apply] HES 22/6l0 IP 2HE RS HE
HE £ UASLICH [Save & apply] HES SZ2{LI Apply changes HIwE SEiGI HE AISS
Mol MNtKl= IP ZEHE R0l VISIIN HESIX LSLICH

3.6 NFS At &%

—

VTS ll= AIAE

L= ZE [HO0IEHE NFS(Network File System) AHIAE Soll NFS AH Ol
Mg = AN of

o JlsE KZELICL 018 ME8dtde AMEX= NFS MBS IP =4 & NFS
MHel X B2E BtS Al XIEAOF &LICH 08 3-9= NFS At &3 HOIXIE 20 &SLICH

VTS II 27 HI0OIEHE NFS MB0l MESHHAH, vist &&30 XIEE NFS AHE “read and write
allowed” 22 &HFoH0F ELICH VIS I & NFS A AtOl0fl & 3E0| AMEXteE LIt

21 F

o= 9o
PO e

SH2= UDP M3!0I UH=SH 018E = U= A2S BtEAl =Itoll0F & LICH

NFS MHIADE AFZ Jbs &EH0112 NFS MB £F0| HES HR0I8H AIZX= VTS 112 AIAE
27 = EZE OO0 218 NFS AHZ H&EE = AUASLICH £, 2L NFS At 48 =
d2, VIS ll= S8 LOG HAIXIE Ex NFS MHHE MEELICL ZE/NAE 27 HE
KX St XHMIEH 2= 4.5.8 Port Logging & 82 A/IAE 27 &F MES EXOIYAL

MFS server configuration

Jfnetwork § nfs

MFS service: Ernable
Primary MFS server name: 192,165, 12.90
Mounting path on primary NFS server: Awork/mount
Primary MFS timeout (5-3600 seconds): 5 second(s)
Primary NFS mount retrying interval (5- g d
3600 seconds); Rl
Enable/Disable encrypted primary NFS Disahle
SErver:
Secondary NFS service configuration
Secondary NFS service: Dizakle |w
Email alert configuration
EnablefDisable email alert for NF3 Disakle
disconnection:
SMMP trap configuration
Enahble/Disable MFS disconnection trap: Disahle
[ Save to flash ][ Save & apply ][ Cancel ]

& 3-9NFS Al £&&
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2t NFS A &0 A 228 Oiet0IH=E S 250
e Primary / Secondary NFS server IP address
e Mounting path on primary / secondary NFS server

e Primary / Secondary NFS timeout
e Primary / Secondary NFS mount retrying interval
e Enable/Disable encrypted primary / secondary NFS server

e Encrypted primary / secondary NFS server user

e Encrypted primary / secondary NFS server password
e Email alert configuration

e SNMP trap configuration

NFS timeout
NFS serverdt SE0I RS &, VIS IIJt NFS2| SE2 L0t S92 JIUZEXIE XIFELICH 0]
A2t SO NFS serverl SE€0| 2™ NFS server? XIHE CIEC|(NFS server2 mounting

pathyE AHOI2E & LICH

NFS mount retrying interval

VTS 11D} NFS server22] H&0| JIsstNE &Edol= =II1E dE&LICh &&8E =I|0tC VTS
= NFS server2 HZ0| JIsSHNE HZELICL JIsdt0Y, VIS lle VIS 112 CIZE2IZ NFS
server® mounting pathE CtAl Ot2Eotl, ER0t0H U222 OoIH =22 fXIE NFS
server2 HAELIC
Encrypted NFS
NFS= UESRIIE Sott PSS Sx/ot=d gl AZdHes Z2ESYLUICH ddu, ZEeHA
©2 NFS= UDP Z2ZEZS AEotE2 Ul 22 Eotae EMES JtNLD ASLICH

- NFSserver 2t client AHOI2] data= 2S3t &0 HELC

- NFSserverlil &=0td= AIEX2 IDO T2 oI5 2¥ S 0teoI10F 8L

- NFSserver 2 client AtOl2] &3tH0| U= B NFS JIsS ALE6HI1JF HE L
4L, SSH HE a2 01828 253E NFS(Encrypted NFS) JIs2 0I20tH % 22 SHME
oz & = USLICH LS3E NFS JISsS MEOHHY, AlEXt= TCP Z2EZ2S X&dt=
NFS server2 AtEoli0F &LICL HHREE2 0OI0IA2AZE 2ATXZ NFS server= TCP
TZ2EZSS NJAELICL L8, 2S3E NFS server2 AMEE SAEN = SSH O20] &85

AUOOF ELICH DAL=, VIS Il M3 &Ml M3B&= pause.exe ct= RECIEl 22
SSH Ol2 =20l fAXIEt CIH&ECZ2 SAtiOF &fLICE O JIs2 20 XME 482 £
G: &33& NFS Jls 2HHE F106tAID| BHELICH

Email alert configuration

Enable/Disable email alert for NFS disconnection optionO| EnableZ & & &% NFS server2
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0l Z0Z& MOoICH VTS ll= Ol &2 &&Email alert configuration)dl et OIS

SNMP trap configuration

Enable/Disable NFS disconnection trap optionO| EnableZ &#&& 1, E 41D &AF(Trap
receiver settings)llAl IP F=AJF EY £4AD|2 HI2H Z& S, NFS serverl HZ0| SHEE
MHOLCH VTS lle Ed =410 &80 XF0 Es&i=S ZHLICH Use global SNMP configuration Ol
Enable2 &&FE ™ SNMP ConfigurationtilA A& E& =40 430 SNMP Eg2

SR AZELICH RHAE LHES 3.2 SNMP &&FS ZX5HAID] HHILICH
3.7 Samba & &

VTS ll= AMlAE 27 = ZE HO0IHE Samba AMHIAE Soff Samba MHO HEE &= UA
ot= Jls2 XIZELICL Ol AMEdtdi= AMEX= Samba MH S IP =4 2 Samba AH 2
X B2E S Al XIEAOF &LICH 08 3-10= Samba A &3 HOIXIE 2 SLICH

VTS Il 27 HI0IeHE Samba AHO MAESGHH, VIS II 2&0 XIZE Samba AHE “read and
write allowed” 22 A &EGHOF &LICH VTS Il 2 Samba MB AOIO 30| /U= 2R, A=
LIJID S0{2= UDP TH2!0l RIRENH 0ISE =+ U= #ES2 BIS Al FItaHoF &L

Samba AMBIADL A2 Jts AEH0I2 Samba MH &F0| HEE A
ANAB 2] £= ZE HO0IH 212 Samba MHEZ MEE == USLICH £

SIXI0 CHsh XtMISt 2= 4.5.8 Port Logging & 82 A/IAE £ && NES HAGHAAIL.

40
=
=
>
0k
>
S
(0]
lo

on

Samba configuration

Fnetwork f samba

Samba service: Enable

Samba server name: 192.168.12.1

Mounting path on Samba server: /share

Samba timeout (5-2600 seconds): [ second(s)
Samba mount retrying interval (5-3600 5 second(s)
seconds):

Samba server user: admin

Samba server password (new):

Samba server password (confirm):

Email alert configuration

Enable/Disable email alert far Samba Disable w

disconnection:

SMMP trap configuration
Enable/Disable Samba disconnection trap: | Disable w

[ Save to flash ][ Save & apply ][ Cancel ]

& 3-10 Samba &£&
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2t Samba MHH HE0AM Z2R8 It2t0lBH= O3S 2 5LICH
e Samba server name
e Mounting path on Samba server
e Samba timeout
e Samba mount retrying interval
e Samba server user
e Samba server password

o Email alert configuration
e SNMP trap configuration

Samba timeout
Samba serverdt S€0| 2 &2, VIS 1D} Samball SE2 &0t ¢ JIUEXE KNFELICH
0l AlI2H =2t Samba server?l SE0| A2 Samba server?l X &EE Cl2&E2|(Samba serverl)

mounting path)E AH0I2E &L

A

Samba mount retrying interval

VTS 11Dt Samba server£2| HZ0| Jis SfLICH, £&& =JI0tCH
VTS ll= Samba serverz2 HZ0| Jis&HA 5 ™, VIS ll= VIS 11¢
Cle&E2|lZ Samba server® mounting pathE CiAl OI2ESHD], ZRoUH Us2e2 HolH 22

| XIE Samba server2 HAELILCT.

Email alert configuration
Enable/Disable email alert for Samba disconnection optionO| EnableZ2 && &% Samba
server?l AZ0| ZO&E MOICH VTS Il Ol0E Z2E2 & & (Email alert configuration)dil ket

OlHg=s &8&ELICH

SNMP trap configuration

Enable/Disable Samba disconnection trap optionO| EnableZ &% 11, EY 41D & (Trap
receiver settings)llAl IP F=AJF E@ £=ADJ|Z B2 A3 &M, Samba serverl HZ0| =HEE
MHOLCH VTS lle Ed =410 &80 XF0 EsE=S ZHLICH Use global SNMP configuration Ol
Enable2 &&FE ™ SNMP ConfigurationlilA A& E& =40 430 SNMP Eg2

SHNNE MEEULCH THAIE LHEE2 3.2 SNMP &&= EXotAID| BHELICL

388 NH £F

VTS 112 & At

HTTP % HTTPS(HTTP Over SSL) AHIAZE 2
NFRIE DI .

AN 228l NMHIAE JHEHECL=z M3 X o

2 1
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AtAIBt LHE& 9.7 Security ProfileS & XotAID| HHELICH O 3-112 & MY &€& HOoIKE
SO SLICHL

Web server configuration

Fnetwaork [ web

Weh page refresh rate for statistics data

! d
display (0-1800 seconds, O for no refresh); S
Login timeout (0-1440 minukes, d for &0 minute(s)
unlimited):

Blocking time for suspicious intruder (0- 5 h
720 hours, 0 for non-blocking): CRLED
Authentication
Authentication method: Lacal v

Eliminate root access: Disable
Serial ports count on connection page (16- [gn
a0y
vweb applet option: Built-in with S5HZ «
HTTP port: an
HTTPS port: 443

Save to flash ] [ Save & apply ] [ Cancel ]

18 3-11 & AH &€&

2 &3 HOIXINA & HOIXI HHIOIE FI|(Web page refresh rate)= ZHE = USLICH
AOOIE FIl= Serial port 22 HIOIXI2t WES3 CIHHIOIA, Al2lg ZE, IP, ICMP, TCP &
UDPSt 22 AIAE SH 2 LEtW= HIOIX 2 MY AESH 2el HOoIXNSH =HEELUICH
1 2ol & HOIKAME Xs22 ME D& (Refresh)0l Mg ZX 2SLICL ZE HAN st
HE 2 4.7 Serial port FZS EXAGIAILD, AIAE SHOI CHE XHAIE HES 10: A/AE

SHE HFXOIYAL.

Paa|
x
o
-

ZOIHHOIAE LE A0l ZWE SOt AZSHA 2LCHOH Al AHEE B2 M2 IeIGtE=
ot= AlZH2 Login timeoutOllAM A &ELICH 022 dE8TH MWZ212S Q7oA 2Z&LICH

SAEQS FH2g YU USLICHL 028 XS 20| U5l
X8t Al2+(Blocking time for suspicious intruder)2 &
USLICH. 022 HAHLH H2E2 HStotkl LSLICHL 201 HMsetEl MY List

rr

Authentication method &% [H=0HAE &0 g 1 AIEX 25 HEHES HdE8g =+
USLICH &M VTS 118l &M= Local, RADIUS server, RADIUS server - Local, Local -
RADIUS server, RADIUS down - Local, TACACS+ server, TACACS+ server - Local, Local -
TACACS+ server, TACACS+ down - Local, LDAP server, LDAP server - Local, Local - LDAP
server, LDAP down - Local, Kerberos server, Kerberos server - Local, Local - Kerberos server,
Custom PAMSS ¢QI& 8= XN2gLICh o5 Z-ol s TAst WE=2 45.10

44



Authentication £& S & X6tAIJl BHELILCH
Remote authenticationS Soil &0 ZQ & AR AMELS G52 20 et 21 OE
AMNEX eSS HSLICH
e AEXIL VTSI Ol SEHU JUs B2
NEXNE S W NES AFZ2A D80 e &85 S RSLICL AAEX 088 &5
B2 9.1 AHEX ZelE FEHXIGHAID| HHELICH
® AZXIE VTSI 2 web_admin HAIA 2IAEN ZEETNH U= BR
At

MEX= System admin & &= #otS HSLULICH TAISH WE2 9.2 HAMA ClAEE

ZXGHAID| BEEHLICE
e AEXJI VIS 2 web_padmin HAIA ZIAEN ZEDN U= HR
ArZ2XH= Port admin & &% Asts 2ASUICH KAS WE2 92 YHA 2IAEE
ZXGHAID| BEEHLICE
® ALEXIJL Remote authentication serverdi| 2t SEE0 U= B
ArBXtE User 8 & AStEs HSLICHL

Eliminate root access & =2 Enabled2 & &3t VTS 12 root AtEA2] & CIE{H Ol A
Hste 4= USLICE VTS 112 root AFE XIS EUl/SSH T2 EZ202|] |2 L= Al2lg 25
Kietaled ™ 11: CLI CHHAC 11.1 AHES EHXSIAAL.

1 J
rory
mo  nio

&g & ANble o BEE A2l EES olF gy Zcl 24 local HIOIEHHI0IAE
&HXotH &0l AsLICEL =, S o5 8= &5 2/ 282/ RDAIUS, TACAS+, LDAP,

Kerberos SCZF && ot local LIOIEIHIOIAG HE AEIIF &= FR0E 21S0/
2ot ELICL B WS AEXI EZH 21F AHUI0A 2/1Z0/= ZR0E local G 0/E HI0IA 0
JIELE0 e gz PAILI ELICL Alclg ZE9 915 882 4.5.10 Authentication £&
£ &JolAIJ] BFELICE S8t local HIOIEIHIOIL0IA Sl AFEAF 22 9.1 AFEA 22l E &1
OFAIDl GFELICE.

0n

AMelg ZE HZ HOIXNUHA 8 HOIXI HAIEZ EESE Serial ports count on connection page

SR0IM SFF & USUCL 0 +20 S ZES ZAH0 T AL MY EE o
HOIXIS 2= A0 C12 HOIXNZ XHF OIS 4 UE=E ot= 2lAE %AS MTEUC

KtMIEH LHE2 4.7 Serial port 922 E Lo AIL.

Ale2lg ZLE, A LE L= S0|IB EX2 Al2lg ZLEZ HAE Java applet] SFE Web

applet optionl A E&E £ USLICL VIS 1Dt HS6t= Java applet2 At&ote &<

TI2Z2ES2 X0IJF 1) SSH ZZ2EZ0 42 SSH HM1(Built-in with SSH1)S AIEE Xl SSH

H&M2(Built-in with SSH2)E AME2g XIE Z2FoH0F &LICH. VIS IIJF H&0dtl= SSH HAE1E

X &dt= Java applet2 &8st ZE2, AMACZIEl ZZ2MC] SSH HAELIS ME EJisotES
O

& H(9.7 Security Profile Java applet@2 SSH Z2&EZ22 ZE(} E2E =+ S

o
o
fﬁ
ol
2
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T8% F=OI5tAIJl BIELICE AFEXDIF BFE Java applet2 AIEE =& USLICEH. AFE XD Bt
Java applet2 /usr2/jta.jar & =AGtH Web applet optionl User-definedet= & =0|
FIOtELICH 0] &== dEotH AMASXIF BHE fusr2/jta.jar It Javaapplet2 2 AtEE

o

e

= USLICH

HTTP port2t HTTPS portE 218380 & ANHlA ZEE HA
3.9 Ethernet &%

VTSIl CSl 22 02 282 Ethernet modeE Xl & &LICH

- Auto Negotiation

- 100 BaseT Half Duplex

- 100 BaseT Full Duplex

- 10 BaseT Half Duplex

- 10 BaseT Full Duplex
Ethernet modeE H&S =, AAEX= AIAEES THREHOF &LICH Ethernet modell =& Z=36tHAl
JIEat2 Auto Negotiation9§ HAECN AUASLICL HRE=22 WERKD 2F 0 A, Auto Negotiation
L= JHE 2ot HEZ= 2E2LICH Ethernet moded &S A M2 CIE2H Z&0HH, VTS
1ot HESRIZ 30l SHOHK 2= = ASLICH

Ethernet configuration

§ netwark [ ethernet

Ethernet mode: Auto Megotiation ~

[ Save to flash ][ Save & apply ][ Cancel ]

J&! 3-12 Ethernet 2Z& &%

3.10 TCP AMHIA &3
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TCP service configuration

[ network [ tcp
TCP keepalive time (more than 1 second}: [z | second(s)
TCP keepalive probes {more than 1 time): ’-5 time(s)
TCP keepalive intervals (more than 1 ::20 1 second(s)
second): L |
Reverse DNS lookup: D|Sable v
IPv4 forward: Enable v

[ Save to flash ][ Save & apply ][ Cancel ]

& 3-13 TCP service &%

VTS IIZ TCP “keepalive” JIsS AE0teiH, AtEXt= UGS £0| 342 Met0IeHE &0
efLIC.

® TCP keepalive time (sec):

Ni& 2te] S0l Bl SEHolA 0Lt & otots keepallve IH2! MES AIEE A0IX
2 ZEEULL JI=dt2 12022 €350 USLICH

® TCP keepalive probes (times):

HZ= ST WA ¢ dHeX HFE #elot)| 2ol @23 SAEN keepalive
22 & YOIl 8&6ts JHE LEHELICH Ji23t2 632 d&8 &0 USLICH

® TCP keepalive intervals (sec):

Keepalive TH2! &&C Al 2tAS LIEHELICH JIE28t2 20 =2 &5 USLICH

le

& x| €3¢ M, vIs OIOIE Ot S4101 le AEHRH 1200t XYt = 20 = 2HHC=Z
6

3| keepalive TH3!2 &M SEHLICH

Reverse DNS lookup2 EnableZ &&3IH, VTS = XXX XXXXXXXX A [P =4S TH Q!

OlE2= Bt HEAIELICH

IPv4 forwardS DisableZ & A&G6IEH, VIS II= IPv4 1

5
1]
i

Olah M&EGHAI sLUICH

3.11 PPP & &

PPP=E & U2 ZREJI M2 AHHOIAE Sofl S4E I 2Rt I2ESZ Hotslds Sl
MBIl HZdt= PCOIM AtEELICE. PPPE IPE AEGHH, TCP/IP THAS ZEZHOHAM &K

ez 20 2 = JASE SdgLth
VTS llE PCOIA ModemE Soi VIS 12 HZ2E = UTE Ot 22 CIHHO0IAE
M ZeLlCh
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PPPE St IPEE=2 2E XIE =2 IP pool@ 0IE6t0 S22 ZE0| JtsgLth. O8
3-14= SH IPp £E= % IPpool €& SHHYLICH

Basic PPP settings

frnetwork f ppp f basic

Basic PPP settings
Dynarmic IP address pool for incomming _m
connections:
First IP address: | |

Murber of address: | |

Incoming PPP connections
Advanced PPP settings

[ Save to flash ” Save & apply ] [ Cancel ]

12! 3-14. Basic PPP & &

PPP 2= I8t £82 18 3-150IA% 201 A2 B2 2] G20 £F0| JisgLth

Incoming PPP connections

Fnetwork f ppp £ incoming

Basic PPP sethings
Incoming PPP connections

No. Userpame Authentication Remote IP address

1 admin CHAP/PAP
2 puser PaP -—

Username: | | add

Advanced PPP settings

Save to flash ] [ Save & apply ] [ Cancel ]

& 3-15. Incomming PPP connections & &

g 43S 08 31610 20/, AASX 0I18, IHARKIE, Authentication method, peer2t local
A =

=1 2= OB €8 A2t S gle Ef 85 Z& idle timeout S
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Incoming PPP connections - 1

# network # ppp / incoming /|1 %]

Basic PPP settings
Incoming PRP connections

Authentication configuration

Username: admln .

Password (new):

Password (confirm]; |
Authentication: CH,e.‘p/p,qp >

Peer configuration
@ Allow remote peer to specify remote IP address

() Assign static remote IP address

Allow client access to local network wia PPP connection

& fAssign static local IP address
Local IP address: |

advanced configuration
Enable idle timeout
Timeout:

Advanced PPP settings

SECS

[ Save to flash ][ Save & apply ][ Cancel ]

18 316. AtSXHE PPP && ot

Proxy ARP & &2 peer2| IP2 system2
&HLICh.

O &SLIC

48 3t =l
2, peerZ2 29 IH2!0| 2tRE HEE

& 3-172 Advanced PPP && 3tHd
= sd

IPE ARP table0l F=JI5t=5 ot

Advanced PPP settings

frnetwork § ppp f advanced

Basic PPP settings
Incoming PPP connections
Advanced PPP settings

[] Process ARP request (Proxy SRP)

[ Save to flash ][ Save & apply ][ Cancel ]

78! 3-17. Advanced PPP & &

gt VIS Il 4Z0/ PPPZ && 0/ &Z/0{0F &FLICL

=9 .
e PE=s S8

1. PPPE XI& ok Flo
o) 2% 28 S9Zot0f PPPE X/ ok ot7{ L} PC Modem

2. DS S5 PPP 01ZSS ZE
Card) 2 L& 202 0/25/01 EF0| ISELICH
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4 Nelg ZE 43

41001

ANelg ZE &8 JIs2 S AEXt= 2 ZE2| Host mode, Al2lZ S4l Oi2t0lH, ZE 24
A

2 DBt 2 Mt0IHE &

AN
02
o

Alelg ZEQ2 Hostmodes CISF 20| 838 £ USLICH
e Console server mode: 92&2 QEE2 A SAEZLEEH HSELICHL 018
SAEE VISIIC Alelg ZEN &8 4 JUSLICH

e Terminal server mode: 92&Z QA2 Al2lg ZEZ2H HSELICH

O

off &K<
I Soil WERAZA

=
e Dial-in modem mode: 22 H&Z=Z2 o VISII

o 8¢ = AsLICH
e Dial-in terminal server mode: 28 HZZ2 Sofl WERID &2 A SAEY =5

USLICH

VTS lle 28 SAEZRH HZ QIO W UHERIAMS A SAEZ J=Hole
ZE(remote port) JISsE KNJELICL |&A ZE= AlelZ EZE2| Console server modeX &
SAEZRH HZ QAZS AT VIS 112 Al2lg EZEZ H£Z0t= Alclg EZEQ2 Console

server model2t= €2l 22 SAEZ HFEELUICH OdlM, 3 ZEHNAM=E Al EEQ Serial

0
MY

0

port parameters && &l =g JAH SAEQ 4= &Fol= Remote port parameters

Z£F0l AtEELICH

VTS ll= &£8 Port access menuES HS3ELICH. 0 Oises ZE Al EEE stH
TAECO2M, TE s 2 £
E %=

2= Al2lg ZE(

==
FSES

I

Z= AMH Z2E0 M Port groupl 2 EFENH U= ZES2 OAS8UH ZEHH U= ZES oL
oM 8 LE ZLESZ 22 HYUWE M3 =+ JUSLICH Deln, S ZEW HZ25A
Uz AMEHOIM 22 Portgroup LISl CHE ZE=Z Q| M20| Jts&LICEH L8 Port group2 221
= e 8 HS Soll A8 =& ZESS ShHHN 8388 & UASLICHL

VTS ll= Al2lg ZEN HZE EXE AMs2z 2ME 4= USLICEH Port automatic detection
configuration A& SIHUHME A2l ZEN HZE EX2 baud rateE ZMote 2=
HOISLICH L£8F Automatic detection 282 0| QA X HEBo 222 HOELICH

22 MBl Z2Z0lA Port logging Jls &EHOIA, Al2lE ZEEE Sof 8&&H= O0IEH=
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MEMORY, NFS server storage, Sambe server storage, PC 9= &2 AI&dt= ATA/IDE fixed disk
card £= USB €22 AME6t= USB N2l 2 MYELICH /UM SHE HEOMAH HIOIHE
M&EGH= 230 SAI0 SYSLOG server2 HOIHE M&otESE 48 =& JUSLICH ALEX=
ZE Z2 JIHE HAMXNESS SEE = JA2H, Ol visS lle S5& HAIXS0 =&
Email £= SNMP trap & Soll 22lX0H SEY = USLICEH 0I5 Soi ALEXs H2E

SXNZ2HS HAIXE ZA

MEMORY

g = UAsLICh

O M&E&E CIoIE= VTS ol 8301 S0 s&HE 208 RS LICHL Alelg ZE

27 UIOIeHE B2 Z=05tei® SYSLOG server, NFS server, ATA/IDE fixed disk card £= USB
H22lE A &HLIC

O
ob

BT
22 MY
ls2 A
& s

VTS lI=

0= L= Troubleshooting

VTS ||= Multiple session JIsS MB&LICL =, 0 AFE0l SAI0 & ZE0N E=0t0, g§ES
A =

@
Hl
Im O
0
o

ICH 16ZGtXI2l Multiple session

o

S=s 4+ UsLICL
DO AolY BEN HAUE SAEL 22E ZEE AACE AA SAEI KVM
[ F2, VIS = ALBXIDL KVM 22H0/9E Z2IAS 0I18510] SAEN 22

1
m
o
=
0t
il
i
[w

A ZAMOE XEULCH AlelE ZE0 HEE SAEL cI2E XZEZ HEL=

A SAED Inteligent Platform Management Interface(IPMI), Intergrated Lights-Out(iLO), Dell
Remote Assistant Card(DRAC)E XI&ot= &ZS, VIS lI= IPMI, iLO, DRACS Sl SAEE
ZAIGEHLE HIHE = USLICH

=
o
ne
0z H

Eot A ZEE HEHCSZ L= HBH 25 28E = USLICH H 4-100 Al2IE
It 2tHAEt 4F Ii2H0IEHE 26tUsLICH

H 41 Al2lg ZE £F 1Iet0lH

Port Access Menu | Port Access Menu Enable/Disable

Enable/Disable assigned IP

Assigned IP

Listening TCP port

Protocol (Telnet or SSH)

Inactivity timeout (seconds)

Quick connect via (Web applet, Local client, User defined)

Client program path

Web applet encoding — Web applet only (English (latinl), Korean (KSC5601), Japanese (eucjp),
Unicode (UTF8)

Web applet size - Columns, Rows

Login on port access Enable/Disable

Authentication method (None, Local, RADIUS, TACAS+, LDAP...)

Enable/Disable email alert for port login

Title of email

Recipient’s email address

Enable/Disable port login trap

User global SNMP configuration
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IP Address

Community
First / Second Trap | User name
receiver settings  ["Security level (NoAuth/NoPriv, Auth/NoPriv, Auth/Priv)
Engine ID
Version (v1, v2c, v3)
Sa arals Group name
configuration Login on each port (Enable/Disable)
Ports
Baudrate
Port automatic Data bit -
detection Paraty bit
configuration Stop bit
Probe string
Wait time

All ports setting
Or
Individual serial
port setting
#1~#5
(4, 8,16,32,48)
Or
Remote port

Port Management

Enable/Disable this port

Group

Reset this port (except all ports setting)

Set this port as factory default (except all ports setting)

Apsgti"“nlggort Apply all port settings Enable/Disable (except all ports setting)
Automatic detection Method (Off, Active, Passive)
Initial delay
Recheck interval
Start time
. Probe string
guett(éznt:aotlnc Detected OS (Read only)
Use detected port title (Enable/Disable)
Use detected type of console server (Enable/Disable)
Use detected freeKVM (Enable/Disable)
Use detected serial parameters (Enable/Disable)
Automatic detection : Start Now
Port title Port r?aming rule
Port title
Host mode Type of console server
configuration Service processor (NONE/IPMI/ILO/DRAC)
Enable/Disable assigned IP
Assigned IP
Listening TCP port
Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (0 for unlimited)
Console Enable/Disable port escape sequence
server Port escape sequence
Port break sequence
Use comment
Quick connect via
Client program path
Web applet encoding (same as Port access menu web
applet encoding)
Web applet size - Columns, Rows
Terminal server option (Remote connection / Shell
) program)
Terminal Terminal server shell program path
Server Destination IP
(except remote —
port) Destination port
Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (0 for unlimited)
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Modem init string

Enable/Disable dial-in modem callback

Dial-in modem

(except remote Dial-in modem callback phone number

Enable/Disable dial-in modem test

port))

Dial-in modem test phone number

Dial-in modem test interval

Terminal server option (Remote connection only)
Dial-in Destination IP

terminal server Destination port

(exceptremote | protocol (Telnet/SSH/ RawTCP)

port) Inactivity timeout (0 for unlimited)
Modem init string
PPP Modem init string

freeKVM
configuration

freeKVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path

Serial Port
Parameters
(except remote
port)

Baudrate

Data bit

Stop bit

Paritybit

Flow control

DTR option (except Dial-in modem / Diakin terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

Destination IP

Destination port

Protocol

OEM type

SMASH (Enable/Disable)

Allow unattended continuous connection

User name

Password

Reestablishment interval

Port logging
(only provided in
console server
mode)

Port logging (Enable/Disable)

Logging direction (Server output / User input / Both with arrows / Both
without arrows)

Port log storage location (Memory / CF card / NFS server)

Port log to SYSLOG server Enable/Disable

SYSLOG facility for port logging

Port log buffer size

Port log file name option (User port title / Specify below)

Port log file name

Time stamp to port log (Enable/Disable)

Show last 10 lines of a log upon connect (Enable /Disable)

Strip the “M from SYSLOG (Port log SYSLOG server enable only)

Automatic backup on mounting

Port event
handling (only
provided on port
logging enabled)

Monitoring interval (sec.)

Key word

Case sensitive

Email notification (Enable/Disable)

Title of email

Recipient’s email address
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SNMP trap notification (Enable/Disable)

Title of SNMP trap

Use global SNMP configuration

Authentication

IP Address
Community
First / Second User name
Trap receiver Security level
settings Engine ID
Version (v1, v2¢, v3)
None
Local

RADIUS server

First/Second authentication server

First/Second accounting server

Shared secret

Timeout (0-300 sec.)

Retries (1-50 times)

TACAS+ server

First/Second authentication server

First/Second accounting server

Shared secret

Authorization service

LDAP server

First/Second authentication server

LDAP search base

Domain name for active directory

Kerberos server

First/Second authentication server

Realm for first/second kerberos server

Custom PAM

User access
control

<<Everyone>> or
individual user’s
or access list’s
access

Port

Monitor

Power

Multiple session

Enable/Disable multiple session

Session display mode (Server output / User input /
Both)

Display data direction arrows Enable/Disable

Alert configuration

Console server

Email alert for port login (Enable/Disable)

Title of email

Recipient’s email address

Email alert for device connection

Title of email

Recipient's email address

Email alert for active detection

Title of email

Recipient’s email address

Email alert for service processor

Title of email

Recipient’s email address

Port login trap (Enable/Disable)

Device connection trap (Enable/Disable)

Active detection trap (Enable/Disable)

Service processor trap (Enable/Disable)

Use global SNMP configuration

IP Address

Community

First / Second

. r nam
Trap receiver User name

settings Security level

Engine ID

Version (v1, v2c, v3)

Email alert for dial-in modem test
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Dial-in modem
(Dial-in modem
test enabled)

Title of email

Recipient's email address

Dial-in modem test trap

Use global SNMP configuration

IP Address
First/ Sec_ond Sggn;;rr:tg
Trap receiver -
settings Security level
Engine ID
Version (v1, v2¢, v3)
Power control Power controller
configuration Outlet
Destination IP
Destination port
. User name
Service processor
configuration Password
Sensor alert Sens_or type
configration Email alert
SNMP alert

0

StHE BHSLICL

Configuration

/ serial / serial_config

Port access menu configuration

Port group configuration

Port automatic detection configuration

Ports configuration

No. Group Title Mode Port Protocol Serial-Settings
All MNONE Port Title Cs 7001 Telnet 9500-N-8-1-NO
1 MNONE server name on port 1 C5 7001 Telnet 9500-N-8-1-NO
2 NONE Port Title #2 C5 7002 Telnet A800-N-8-1-NO
3 MONE Port Title #3 Cs 70032 Telnet 9500-N-8-1-NO
4 MNONE Port Title #4 Cs 7004 Telnet 9500-N-8-1-NO
31 NONE Port Title #£31 [ 7031 Telnet 9600-N-8-1-NO
32 NONE Port Title #32 [ 7032 Telnet 9600-N-8-1-NO
Remote port configuration
33 NONE Dell DRAC 5 CS 7033 Telnet  192.168.1.16/22
34 NONE HP iLO CS 7034 Telnet  192.168.1.18/22
Port title:
Listening TCP port: Acld
[ Save to flash ] [ Save & apply ] [ Cancel ]

HEHCZ Alelg ZE £
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2 &, Dest/Assigned IP, Port, Protocol S£= Al2lg &332 Z22§LICH. 228 &3 HHAJ=E
28 SIHCZ HADN 3 HIEY = YA UL Alelg ZEQ JAA ZEES S
25 HdFoleid, ZE HSH [Al0I2tD HEAE o 52 MdeistH gLUIC

MEIs &2 ZE dFNAM A=A ZE EOIEW Listening TCP portE 25t [Add] HES
225i0f 22 ZEE FIIE £ UL, [Remove] HES 225t A ZEE AHE
AUSLICH

AEX= & CIEHOIA &0IAM, BEI0IE ol=cl0ld Java AppletS O0IE6tH 2t Al2lE Z2E E£=
2

A=A L EQ Portaccess menu 0ff HZE = USLICH
1. MEXe 2F 0% Hhol A= Serial port > Connection S & &5l 0F &HLICH.
2. HZolde ZEQ EE HSLI ZLE EOIE2 2= ali0F &LICH
3. At&Xt= Individual port connection il = EO0IE Icon2 S EHGHOF &LICH
4. MNEXte= &M port access menu connection0il MSE Al2lg ZE 2IE AMEE
== AsLIt

&1l ZE AZ0 [Hat XA EH AFetE 4.7 Serial port FZS & JolAIJ] BFELILCH

4.2 Port access menu & &

4210

VTS ll= Port access menus 0|20l Telnet/SSH 2210/ E HZES Soll AIYE I ZEZ
AZE = USLICH Port access menu2t HZ & H, VIS Il= Port access menu € ol 2 Al
2l ZEQ A TE=RO oz AHZ SLICH Ol gt TE BS, LE EOIE £ Alel
g LE DEE ESELICKL VIS Il AFE2XI =2 St ZE HSE HE5I 2& Atz
AHE AM2lZ ZEN 85612 SIS LILH AIEXs R2 A6 A ZE Z2|AE HO
2 0|lS¢e & A ILE HoE HMEsIH 2 ZTEN 58 4 JASLICH

O 422 |22 Telnet T2 08 S AIZ206+0 Port access menulll =6 S BHSLICH
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SN 192.168.19.1

Welcome to UTEII-3288 Port Access Menu <(Sena UTSIID>

UTSII-3288 Login : root
UTSII-3280 Password = e

server name on port 1
Port Title H3
Port Title H5
Port Title H?7
Port Title H?
Port Title #11
Port Title #13
Port Title #15
Port Title #17
Port Title #19
Port Title #21
Port Title #23
Port Title H25
Port Title #27
Port Title H2?
Port Title #31

Enter command (1-33 serial port. P passwd. Q exit D>

& 4-2Telnet=S 0/E0t0 ZE HH A Ol=01 &=017/

VISllE [ISS 2=HEO2M AR Jtal ZTEQ HAZL T2 &HLIC
-VTIS e IP =4 2 Portaccess menu £ X&=E TCP LE BHSE AIZEHLICH
m

-Port access menu £ KX&E IP =4 2 Telnet &£= SSHe| TCP ZE HBHSE

>
0F0
il
C
)

HE =0, St VIS 112 IP =& rt access menu 2| TCP ZE H S}
=]
[e)

t 192.168.1.1000] 11,
700092! =

J
2, ANENE B2 88 ZBZENAM T
e

[ net 192.168.1.100 70

Por
yHS e + YSUCH
0

<ENTER>

Port access menu2 IP =40 192.168.1.13291 AL, AIEX=
2 25t oY ZE HSE AIE06HA Z0E ZEN HZSE = USLICHL

telnet 192.168.1.132 <ENTER>
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Port access menu configuration

[ serial / serial_config / pam

Port Access Menu:

Enable/Disable assigned IP address:

Listening TCP port (1024-65535); I:ﬁﬁhﬁ'"—]
Protocal: i'"T'é'I_ﬁ é_imv-i
Inactivity Fimeout (1-3600 seconds, O for ﬁ"ﬂg — | second(s)
unlimited);
Quick connect via: | Web applet v,
Web applet encoding: [m(latuﬂ) _v
Web applet size: Calumns |80 |Rows 24
Login on port access: [Enable fJ )
Authentication

Authentication method: | Local v|

Alert configuration
Email alert configuration
Email alert far port login: [Digabhg P
SMNMP trap configuration .
Port login trap: [Disable |

Save to flash ] [ Save & apply ] [ Cancel ]

15/ 4-3 zE OH/H/A 0{/'— /é/X'/

fi
Hy
e
Y
ot

Login on port accessE DisableZ2 &&3dt™, Port access menuZ SoilAl Al2l
H Al ZES AIZA 215 EX 2101 2 JtsELIth

Enable/Disable email alertZ EnableZ & &otH, AFEXIJL Port access menuZ £1° &= &7
o2 & i €3 42 48& H=2 000l 8&&ELICH Enable/Disable port login trap 2

Enable2 & &ol™, Trap receiver settings2] &0 et SNMP trap= M < &LICH

Qucick connect via 0l5= Web applet, Local client, User defined =

Web applet2 &= &AL, JTAZ Soll Port access menug AIEE
applet sizeE Sdll JTA =<2 AJIE XIHELICH Local clientZ2 &
(et oy Z=z 30| A@ELICH User defined 2 &0t oY 220 U

0
g =5 UAsUIh

m
50

I

°
0
=

=)

s

@D

(e

0
Qb
rr
0y

g MNETIE OIE 2AE IP T4 S=44 &
=Olot0{OF EFLICH BtY ZS=&H & 3R, HHA B2 P F=£T} Disable &E/JF &L/
Ct. Assigned IPZ Disable A/Z7/7{L} Assigned | 0.0.0.02%F &5 g Al2Ig ZE0 PE &
SoIX ¥ g ZE= VTISIIC IPaddress o ZE HISE SolABr §%0/ Jts &LICH

10

&) ZE SHA Bmo P 45 2
=

H
Im

T
My
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4.2.2 Port access menull CHst oIS

MEXIE VTS 112] Port access menu0ll E%0t)| fIoiAd= 01sHQ 215 EXE Z2H0F LI
Port access menu 0l E=0tHd™ Al=2Xt= & Port access menu0fl CHst 1EE 2H0t0F & LICH
T30l Port access menulilA Al2lZ ZEE MHEGIH HEE= AN2lE ZE 852 SIE 23S
£ ZotoF ELICH 2+ Port access menu2l Authentication methodJt Nonelz H&E &H=,
2 E MEX= Port access menu 500 A2l ZE/FE ZEE MEEY = USLICH A2l
LZE/AA HLES| Authentication methodJt Nonel& &A&E R0, MEX=E 2S5 0] Al

el ZE/RALEN XY = USLICH
9t2 Port access menull Authentication MethodJt Local2 &S UHLE CIE  2HE(0.
RADIUS, LDAP, KERBEROS £ = TACACS+)0| X8 &= E2, Ar8X=

Ot Portaccess menull Al2lZ ZEW &5g = USLICH

- AEXIL Port access menu 215 Sit.

- AEXIL Port access menu 2 A2l ZE o152 St

- ANEIIE ZE ALEX SE0 S5&.
MNEXIL 1E5S &2 &Z 2, Console server modeZ &N Ues Al2lg ZEQCH &8 %
UL, UE BEZ HFE ANalg ZEN= 85 = AsLICH
oIE Lol CHEE KHAISH LHE2 4.5.10 Authentication &£&2 & X5tAIJ| BHELICH

4.2.3 Port access menu ZE2EZ

Telnet/SSHE AtE30tH ™ Port access menu Z2EES A& 0F &LICH. Port access menu 2
TZ2ESO0| 229 Alelg ZERZE ZEQ Zz&E21t LXIGHA S USLICHL Alelg X
E/FZ ZEQ H2EE2 A SAEZRH VISIIZS A ot HOIEZ, AZEXL
Jb Port access menuE Soff VIS 12 2101 HCHH 282} LES ZZES2 20|t
S SLICH Port access menull Z2E 20| 222 A2l ZEQ SH0 RHGHH &I,

Ol 32 2 Al2Ig ZE/EA ZES £32 HELX EsLIth

5O
0
4

lo ¥
0.

v ¢
o
02
>.

[H
Hu e
HN
I

4.2.4 Port access menu options

ol

Quick connect via option2 Serial port 22 HOIXIE S& &% Al AIZE Client Z2 1082 X
A& £ U E&LICL Quick connect via option0l Web applet22 A& QUCIH, & HES2
NHZRH 22 H0IHE 2tHU Z Aot fIoi Web applet encoding optionS 0|&6t0H &&=
2822 HEELICH Email alert for port login option0l Enable2 &% AZXDF Port
access menuzZ =29 = =Z0tx2 & MOOCH VIS lle Ool0g &2 A& (Email alert

configuration)Ofl (2t OIHIY S X SELICEH Port log in trap optionO| Enable2 AAT 1D, EY =+

:
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A1J| A8 (Trap receiver settings)0llAl IP =401 EY
access menuZ £19 £= Z02 & MOILH VTS lI= HE =2
ELICt Use global SNMP configurationO| EnableZ &&%™ SNMP Configurationtil Al & &
EY =41J] 280 SNMP E&2 SHXZ MEELICLH XHAMIE LHEE 3.2 SNMP £& = &0t
AIDI HH&LICE

F=&J|12 B2 28 &Y, AEXIL Port

E=| j| A—!I-IO.” Dl-xo.i EB% =

4.2.5 ClusteringAl2] port access menu

Clustering Master / Slave(5.2 Clustering Master / Slave && &EX)E A t= 22 Master unit2

O|I

Port access menuE Sot( Slave unit2 2 & =0tH & LICt Port access menu2| 0! 00l A
SE 2ot Slave unit SEHFUHA 1~480tK2 R BHSE 220t Rot= Slave unit2 &
Eist & QASLICE Slave unittl E=6tH oY unit2l Port access menuJt LIEILICY, 0101 M &Gt
= PortE HEGIH RActe ZEE F2E = USLICL
Clustering Peer-to-peer(5.3 Clustering Peer-to-peer && I*I)E ANESt= &%, Port access
menuE S0t CHE Peer unit2 2 &= == USLICH Port access menu2| 02! H=0A RE
UG Peer unit dEH=UHA Peer RS HSE
&

menuE HZE ), ots EZES HEOHAM ZE

U HASIH RAA5t= Peer unit2 Port access
Z2otH ELICHL

[ SENA VTSI | ]

Port # Port Title Mode Por t # Port Title Mode
1 server name on port 1 (65 2 Port Title #2 (65
3 Port Title #3 (05} 4 Port Title #4 (05
5 Port Title #5 (05} 6 Port Title #6 Cs
7 Port Title #7 Cs 8 Port Title #8 CS
9 Port Title #9 (05} 10 Port Title #10 (05
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 (05 14 Port Title #14 (05
15 Port Title #15 (05 16 Port Title #16 Cs
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 (05 22 Port Title #22 Cs
23 Port Title #23 CS 24 Port Title #24 CS
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 Cs 28 Port Title #28 Cs
29 Port Title #29 (05} 30 Port Title #30 (05}
31 Port Title #31 CS 32 Port Title #32 CS

Enter command (1-33 serial port, S slave unit, R peer unit, P passwd
<Enter> More, Qexit )

[ SENA VTSI 1]

Unit # I P Unit # I P

192. 168. 19. 2

O~NO1T Wk
1
1
1
1
1
1
1
1
1
1

PO BN
1
1
1
1
1
1
1
1
1
1



T SRS 14 e
G SR e 116 RS RSE
17 eeeeee- 18 emee-a--
18  eocmcmomoec AY  eococoooos
21 eeeeee- 22 e
7 J 24 eeiaoo-
P S 2 H IR
27 eeeeea- 3 Sococacoac
71 J 30 e
ZhL e T eceorooeos

Enter command (1-48 slave unit, L serial port, R peer unit, P passwd,
<Enter> More, Qexit )

______ > R

[ SENA VTSI 1]

Unit # | P Wit & 1P N
1 [192. 168. 19. 1] 2 192.168.19.3 -
3 192. 168. 19. 4

Enter command (1-3 peer unit, L serial port, S slave unit, P passwd, Qexit)

VTS M= 2 ZEE 822 4Fg = JUSLL NSz H4F¥E ZES2 SHHBN 22
a0 M50 JtsELUDL 8 8 ZEZ HFMA dSU OE EEZQ M0l IJHsS6HH,
Ol, Login on earch port && 0| EnableZ Z2&0 T2 AMEX ASHES AHXIAH UL OdS
L ZESQ ZelE S0IotH s, ZE D82 BE ZE ¥ g8 Has Lest=0
t= AFEEUL. 2 ZE 2EH0A 282 H82 ZXE 15 H806t0 Mot g ZE
OS0 =8 ZEN UM 882 HZ&LICH (46 AllPort 8% &X) 18 44 = ZE I8 &
clE ?gt £8 stHs 2E0WSLILL ZE J8W ZE 23 s =

Port group configuration

[ senial f senal_config / portarp
No. Group name Login on each port Ports
3 ._F'or‘tGrDupI |[Disable | #£1, £2, £3, £4, £5, £6, £7, £8 ...
2 [PorGroupz || Enable | #11, #12, #13, #14, #15, #17 ...
New | || Dizable Add

[ Save to flash ][ Save & apply J[ Cancel ]

I8 44 XE 5 &F
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Port group configuration - 1

[ senal f seral_config / portarp ;‘ ]"
Group name: i-FTDI“tGrDu[ﬂ-
Lagin on each port: Dlsablev
Ports : o
[ Checkall | [ Uncheckall |
[“]Port Title #1 [¥] Port Title #2 [¥]Port Title #3 [¥]Port Title #4
[l Port Title #5 [¥] Port Title #6 [¥] Port Title #7 [¥] Port Title #8
[l Port Title #9 [¥] Port Title #10 CPort Title #11 CPort Title £12
[JPort Title 213 [JPort Title £14 [JPort Title 15 [JBaytech on Port 16
[Port Title #17 [JPort Title #18 [JPort Title #12 [CJPort Title #20
[Port Title #21 [CIPort Title £22 []Port Title #23 [CIPort Title £24
[Port Tide #25 [IPort Title #26 [(IPort Title #27 [IPort Title #28
[IPort Title #29 [IPort Title #30 [(IPort Title #31 [IPort Title #32
[JDell DRAC 5 CJHPiLO
[ Save to flash ] [ Save & apply J [ Cancel J
J8 45 ZE JF HE &F
d8UWel & LEZ HZA = portescape menuE S ItH port group H 0| LIEFELICH
Port Menu:
b send break
| show | ast 100 |ines of |og buffer
a send message to port user
g port group 'PortG oupl'
X cl ose current connection to port
<Port G oup ' Port G oupl' >
c send command to all ports
s switch to a port
| show | ast 100 lines of |og buffer
Sel ect a port to connect

([*]123456 789 10 )

up EE0 ‘gE HEIGH
HEZ &2 GE0E 2UHL TUE
log bufferE Saolf CHE EZEQS 21E

PSES
=

EZ

g
0
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=
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™, send command to all ports, switch to aport S8 2
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e

Ct.

Soll. 118
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UsLICH. &, show last 100



4.4 Port automatic detection configuration &8

VTS lle Al2lg ZEN oHZE EXQ Aclg #4382 sz dAME = USLICL Port
automatic detection &8 StHZ Soll Ais BMAl MEEse 832 =MUZ H2LIC

Port automatic detection configuration

[ serial / senal_config / port_autodetect

Port automatic detection hist
No. Baudrate Data bit E;ritv Stop bit Probe string }r;'gi:t}time
1 [5E00 '"J-i (Bhis w|[None v|[1hit v |[#x0D \[30 |[ Femave
2 Al v|[Bhits & |[Mone ] [1hit w]| |20 |[ Remove
2 |38400 vJ| 7 hits vJ| Maone vJ| 1 hit v||W><E|D IEN | Remave
New | Al v|[Bbits w|[None w|[1 bit ]| [ | [Add]
Savetoflash || Save &apply || Cancel |

_1&/ 4-6 Automatic detection list
8 4-62 9600-8-N-1, All-8-N-1, 38400-7-N—-12| =92 probe stringdt wait timesS <=2lal
H 2MeI==E HdHdl==2 SULICH. Probe stringdl gl 2AR2= EXZEH ULes HAIXE
Ct.

wait time S JICA M &gt Alelg ZE 432 0L Probe string0l /s 2= 0l
X

£ 22U Ue SE= wattime S JIUHAAN Heet &8= HOtELICH

45018 LE &F

VTS 112 Al2lg ZE/EA ZE= HEHCZR L= R EZEES SAM 222 = U=, HE
=
o

48 & RE ZE HFH CHSH Oi2t0le = s 2L&ELICtH Basic configuration HIOIXIE Sl 23|

280 ZE HFZ otHLE 20 Advance configuration HOIXIE Soil AAMS &322 & =
UsLICH O8 4-72 Basic configuration 0il=2 & 3tHS 20 SLICE Basic configuaration
HOIXIHAM=E ZE 2435 & U243 Host mode &3, Automatic Detection S2 23 &2
Uz HEE HEeZ sz 8FE LIt
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Advanced configuration0flil A= 2522

Basic configuration

[ serial / serial_config / ports ;’;H V,f basic

Basic configuration

Enable/Disable this port : [Enable ;’I

Host mode ‘Console server |

Listening TCP port (1024-55535) : [7oo1

Protocol ! '-Telnet v._

Automatic detection ! :;Custom v

Part title : [Port Title #1]

Serial port parameters : ':EIEEID v_‘_El hits v]NDne v?l hit mv]NDne v

freekVM configuration
Authentication

User access control

Advanced configuration

| Savetnflash ][ Save & apply J[ Cancel ]

_1&/ 4-7 Basic Configuration

4

g ZE &3

o

PNPS Olead
= = /M

!
i

v’

HdF2 U3 20l 144 D822 =F&LICH

I

Hel

m

Port management

Apply all port settings

Automatic detection

Port title

Host mode configuration

freeKVM configuration: Only available if the host is set to Console Server Mode.
Serial port parameters: Only available for serial port

Port logging: Only available if the host is set to Console Server Mode.

© ® N o g~ 0N PE

logging is enabled.
10. Authentication
11. User access control: Only available if the host is set to Console Server Mode.
12. Alert configuration: Only available if the host is set to Console Server Mode.

13. Power control configuration : Only available if a power controller is added.

Hl

Im

Port event handling: Only available if the host is set to Console Server Mode and Port

14. Service processor configuration: Only available if the host is set to Console Server Mode

and Service processor is IPMI or iLO.

O g ZE HFSH fF 4H0l U= [-- Move to ] 2I|AE EANAM 0SS &
£ dEol0 OE ZEQ &35z g 01sg = UsLICh



4.5.1 Port management

2t Al ZEQ A ILEE= Enable/Disable 2 == USLICH 2 Al2lgd ZE/E
Disable &'E{JI T AIEXH= olY Al2ld ZEZ H5g == ASLICHL Group 82

TE 5 HdFHNA 4s ZE Q50 Z& AMZ = ASLICH O 48= Port Management
StHE 20ELICL

i

2H0F ZMst TEE [Reset this port] 22| [Reset] HES =2 MEFE £ UL, [Set this
A
T

port as factory default] =2 [Set] HHES =2 & Z=0lAI2 &EH=Z 43¢

Port management

[ senal [ seral_config / ports j|]_"| J port_magmt

Basic configuration

Port management

Enable/Disable this port: |Enahle «
Group: E-NONE v:
Reset this port:
Set this port as factory default: Sat

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parameters
Paort logging
Authentication

User access control

Alert configuration

Save to flash ][ Save & apply J[ Cancel J

&/ 4-8 Port Management

65



4.5.2 Apply all ports settinigs

AFZXEOF All ports settingsS #8510 RLE ZEQ HFS SHAHN ==HolCHl, HAMAN= o
Cl= JI&E ZE £& =2 Al port settings HE0A =&8&E= AS I 2o, vISli= HE =
E HF0AM 0IE oiE8g XN ZX HEE 48 = U &LICH Apply all ports settings Itet0l
10t EnableZ &&E™H All port settingsfilM &3 Ol ZES HFE HZEELIOL

Disable & &8& &2, J|&E2 ZE &F g2 All ports setting2 =&otHctE KX H ELICH

o
£
0
ol

& 4-9= Apply all ports settings &8 3HS 2 SLICH

Apply all ports settings

[ senal [ seral_config / ports j!__]. V J apply_all

Basic configuration
Port management
Apply all ports settings
Apply all ports settings: [Enable «|

Automatic detection
Paort title

Host mode configuration
freekVM configuration
Senal port parameters
Paort logaing
Authentication

User access control

Alert configuration

[ Save to flash ][ Save & apply ][ Cancel ]

18/ 4-9 Apply all ports settings & &

4.5.3 Automatic detection

AZIE 2212l ZEN 22E X0 e 28 ANs22 dMg X HRE £FELICH KD
Ole &XI2 Alel2 280 2EANH, S2E 08 88, IP =4, 2& AW 5% S0 282 +=
USLICH sz HAME HEE HIECZ ZE E0IEN 225 A BF, freekvM & Al2|
ZE 23 ¢Hdg &= UsLIL

e 4-102 Automatic detectioin &8 stHS 20 SLICH
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Automatic detection

/ serial / serial_config f ports f. 1 Vi,‘ auto_detect

Basic configuration
Port management
Apply all ports settings

Automatic detection

Device detection method: | Active "I

Initial delay: 55 | minutes
Recheck interval: every 1440 [ minutes
Start time (hh:mm:ss): [Zo0:0o |

Probe string: inDD |

Detected OS: '

Use detected port title:

FPort naming rule:

Use detected type of console server:
Use detected freekVM:

Use detected serial parameters:

Baudrate Data bit Parity bit Stop bit Probe string Wait time

9600 & bits MNone 1 bit \x0D 30
All 8 bits None 1 bit 20
38400 7 bits None 1 bit \x0D 30
Automatic detection: Start Mow

Port title

Host mode configuration
freekVM configuration
Serial port parameters

Port lagaging

Port event handling
Authentication

User access control

Alert configuration

Power control configuration

Service processor configuration

[ Save 1o flash ][ Save & apply ” Cancel ]

& 4-10 Automatic detectioin &&

o

Automatic detectionOl 4 Z ¢t Itet0IeH= OsS 2 5LICH

[

Device detection method
Initial delay

Recheck interval

Start time

Probe string

Use detected port title
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Port naming rule
Use detected type of console server
Use detected freeKVM

Use detected serial parameters

Device detection method

Alelg ZEQ g2 FX2 2EAHML S AE 0|8 =2
=& 24y £ HFELICH Host modelt Console server 250110 HAE EXIOF I

Jb Ot [MHOl2t Off/Active/Passive SUHA A8 Jisdt] DX 22H oOff Its A&EELICH
220z g4 off2 48510 HEE & USLICH Actives VIS 11D &

D gosMd EXMA 22 CIOIHE Ht2 246t X9 E2E F&LICL Passive=
£ Z Aot EXIo E2E RELICH [t2tA, Passive= Port logging0l Enablez2 & &
S0 A4 JtsotHl ELICE fetc/active_detect L= Jetc/passive_detect scriptE B2 o0 & X0l
N BU2 HOIEHWA X2 29HHA SAE 0|ES 22l We gEHs =38 = UASLICH
ZZ XM= Nharrun/OSPortxx A0 SAE 0I52 Marfrun/HostnamePortxx IO, 1 2 22
SELLCL 0IIM, xxe ZEYHSE UEYLICH D

MZ

0
HT
1
>
Ofn
10
tu
s
i
o
>
Im 2

£ /var/run/detectedPortxx I 0l 2

X HE L2 FIHEHO=Z2 AdOLH, & & L

SHLICH ActiveZ &&= ZL VIS 1D EXEHEE 248 HAIUE Alert 20N 28 02
(=4

EmailOlLt SNMP trapS & ESELICH XHMIE HE2 45.11 Alert &&= T X0tHAIJ| HHELICH

Initial delay
Device detection methodJ Active =2 Passive?! 22 22 JIs&LICHL VIS IOl &X BEE

=&ot=s =J| XA Al2ts 2L

Recheck interval
Device detection methodO| Active 2 Passive?l 3 & JIs&LICL VIS 1D &X E38E
2 =

Z4ote FIIE L0 B2 FIH2=Z

oH

o— =0 -_ ST T

Start time
Device detection methodJ} Active 2 Passive?l 3L & JIs&LICEL VIS 1D &X 382
TH3t= A& AlZt2 EFELICH Al2t2 E6HA 22D ST Al2t2 AIE Al2teZ2 S&EL

Ct.
Probe string

Automatic detectionO|l EnableZ &A&&&E ZFR20 2 &= JisgLICH &X 22 =&daot)| flol

VTS IDF X0 EUls 2Es 28U
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Use detected port title
sz =8 EX9 E2E 0| ZEQ ZE EOIEZ M

detection method JI Active £& PassiveZ &&3 Z 202t

g AeXE Z£FELIC Device

nx o

Port naming rule

Use detected port titleOl EnableZ &Z& = A= &
°f FEE LZE HOISZ2 F4dots YEHES LZFELILL $0ssil= EXI2 2GHMAH OIS
$HOSTNAMESOl= SAE 0|50 $#0lle £ E

Ct.

y

Use detected type of console server

Hsez =8 &Xel HE2 type of console server 882 HAE X &FEHLIC

Use detected freeKVM

sz =aE EXo 22 freeKvME & & LILCL
Use detected serial parameters

4.4 Port automatic detection configuration &&0M &Est A= HIECZ U522 =& &

B2 X9 Al2lg ZE Itet0IHE £&ELICH

4 5.4 Port Title

AMEXE 229 ZEN AZE HXO e 882 g32g = AsULL HIlols EFXe =,
g3 oM £= /X 2 S0 ZeE > JUSLILH ZE EOISS 88 ZTZHMANN 88 &
9t OtLI2t Serial port @2 % Port access menullM ZEO st &H2Z2 T O0|EELICH AME
AoF AHE ZE EOISES Y&€ots U s M2 ROt HXIO et E2E 080t 2=
E BEOIEE2 74dE =& AUASLICH = M0l st KA LHEE 4.5.3 Automatic detection
£ ZIGHAIDI drELIt

8 4-12 ZE B0l €8 3= 20sLItL
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Port title

0| / title

[ senal [ seral_config / ports j!__].___

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Port title:

|server name on paort | |

Host mode configuration
freekVM configuration
Serial port parameters
Port logaing
Authentication

User access control

Alert configuration

Save to flash ] [ Save & apply J [ Cancel J

JEg 4-11 ZE EI0/1E &8

4.5.5 Host mode & A

VTSIl &= 25= Host modectl = & LICL CHSF 22 512 Host modelt AFS Jbs&LICH

Console server mode
Terminal server mode
Dial-in modem mode
Dial-in terminal sever mode
PPP mode

Console Server Mode
0l 2E0 A=, Telnet
ASEILICH Telnet/SSH

TCP AMBl 4310

adg HZE/REA ZEO
HZE FHI2 2 ZEN E5€ = UAsUb. &8 ZEQ Jd=20s 0 258 XA ELICH
Aeclg ZEJ & ZEESE Soff ZHlol ¢2&ols 2 32 ZE= A ZE HdFH0A NEE
2R SAEZ NFE Z2ESS MESHH F=ELILH
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Terminal Server Mode
0l 2E0M =, Terminal server option2l E&0 M2t VIS 112 A2l ZE0 HAE ZXIUA
AA SAEZ Telnet £= SSHE 0125t 0L vIS e & Tz )eg A5t &LUIC

A LENWHM= NRAZX EsLICH

[H

Dial-in Modem Mode
VTS ll= &8 2EsS AE0tH 22| (out-of-band) &% Jls=S KR LICH A2l
in Modem ModeZ H&E Z2, VIS ll= Al2lg ZEDJ}L 2&EE 2 %
Z2 JIGELICH HOIE 2018 T2 S AIZSH 20
N

n

23 NZ22H Hdat g5 A
H&6tE VIS N0l 52 elSol)| fI8 2¢ 330l ZAIELIC 23 ZElNM=s XA
2 SLICH

Dial-in Terminal Server Mode

Diakin Terminal Server Mode= HOIE AW ZRE2 M % 2 ZE9 =28 REYLIT
MEXIL Al2lg EZEE Dial-in Terminal Server ModeZ &&3IH, VIS lle Aleld

EE EY AZE Ao=Z AFotL, I HE HZS JIUELICHL MBI HOlg
fi2cllol® Z20HS ALZoH VTS 110l M3t 8£6t= <2, VTS ll= 0 2ZS 6iE6t 010
ol U=s A SAEN Telnet L= SSHZAN TCP HZES SHELICL A EZEWM=

N =X &5

PPP Mode
PPP modell XIMIEH &2 3.11 PPP &&= & XoHAIDJ| HFELICH

e 4-12~ O 4162 2 252 Hostmode £& siois 20 SLICH
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Host mode configuration

Basic configuration
Port management
Apply all ports settings

Automatic detection

freekVM configuration
Senal port parameters
Port logaing
Authentication

User access control

Alert configuration

Port title

Host mode configuration
Host mode: i_Cunsole servar v
Type of console server: | Other v|
Service processor: E—N_E_JFJ_E v|
Enable/Disable assigned IP address: EDisabIe Vi
Listening TCP port (1024-65535): |-?‘Dm |
Protocal: |T_eI|E _7| .
Inactivity Fimeout (1-2600 seconds, O for  [100 | second(s)
unlimited): ) J
Display port information: Disable
Enable/Disable port escape sequence: |Enahle
Port escape seqguence: Ctrl—|2 |
Port break sequence: i"~break |
Use comment: |Nu_v|
Quick connect via: | Web a_p_pf?_ﬂ
Web applet encoding: | English (latin1} v
Web applet size: Columns |80 | Rows |24

Save to flash ] [ Save & apply

| [ Cancal |

18 4-12 Hostmode &'& - Console server mode

Host mode configuration
Host mode:

Terminal server option:
Destination IP address:

Destination port (0-65535):

Terminal server

]

Remate connection v |

Protocol: Telnet
Inactivity timeout {1-3600 seconds, 0 for |IDD |second(s)
unlimited):

& 413 Hostmode &'Z& - Terminal server mode

Host mode configuration
Host mode:

Modem init string:

Enable/Disable dial-in modem callback:

|Dia|—in modem

v

|o1e0=0=2800

_1& 4-14 Host mode &'& - Dial-in modem mode

Enable/Disable dial-in modem test:
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Host mode configuration
Host mode:
Terminal server option:
Destination [P address:
Destination port (0-65535):
Protocol:

Inactivity timeout (1-3600 seconds, 0 for
unlimited):
Madem init string:

& 4-15 Host mode

Host mode configuration
Host mode:

Modem init string:

Dial-in terminal server

Rermote connection s

Telnet
o0 second(s)
glels0=2&d0

A& - Dial-in terminal server mode

PPP v
glels0=2&d0

72! 4-16 Host mode &£'& — PPP mode

Console server mode &3

Console server 2E2| 22, ArZX= US3 20| O =2 483

Type of console server
Service processor
Enable/Disable assigned IP
Assigned IP

Listening TCP port
Protocol

Inactivity timeout

Enable/Disable port escape sequence

Port escape sequence
Port break sequence
Use comment

Quick connectvia
Client program path
Web applet encoding
Web applet size

Type of console server

Alelg ZEN HAZLH0 As 25

MNH 2

EF2 0l MS SAC console 2! X| Of

c
bl
1]
x
18
9
-
a
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Service processor

AMelg HEEN HAZNH Us L A2 Service processor EZE MHEHELICH Service
processor2] EZ0 2t Service processor configuration §0| HAISIMH, Ol Service processorE
Sofl 23 MBHE 2Al 1 HHE = JUSLICL

Eanble/Disable assigned IP
Assigned IPE AMEE Xl IR E ZFot=0 AHEELILCH

Assigned IP
MEXIE 25 AH2 Al2lg ZE = |A ZE) IP FAE gYst 32, d8&E ZEQ IP
=28 Sofl Alelg ZE = A ZEN AE ZFEg == USLICL MEX= Telnet(23) £=
SSH(22)2] HZ= TCP ZE B3It Uz Telnet £= SSH Z2H0IHE ZZ2 1S AMESIH EZE
o &g = AsLit
EZEO IP =40t 192.168.1.1012 2= 3%, AIBAs S 201 ZEN o2 USL
Ct.

telnet 192.168.1.101

n
SEYE IP A= JIEY IP =420 SSEA 200 ELICH Y S=5e= &2, Al
= A LEQ| |IP 4= Disable &EiDF ELICH Port access menulll A 2t 20| IP =4 S}
Xl %222 ™ Enable/Disable assigned IPE DisableZ 6t HLI Assigned IPE 0.0.0.022 otH &L

Listening TCP port

MEI= Al2lg ZE T= JAA ZE H=E=Z of VIS 112 IP =4 % Listening TCP port
numbers 0|8 £ USLICH AIEX= Telnet/SSH HZ S st oY Al2lg ZEQ TCP port

It

number & VTSI IP =45 AFZ310F &LICT
VTS 112 IP =20t 192.168.1.100 0|1, ol Sl= Alelg EE2 TCP port numberdt 6001 2! &
2, AAEX= G313 20| oY Al2lg ZEN HEE 5 USLICL

telnet 192.168.1.100 6001

Protocol
ProtocolZ Telnet, SSH L£= Raw TCPE HEE&LICL AIEXIJt Telnet 22I0|HE ZZ2 ]2 At
a2

Eote &R TelnetS SEELICH. AFZ2XIF SSH 22H0IHE T2 S AMESH=
/1 EH

Ir

Inactivity timeout
Inactivity timeout L}2t0IE &2 SH2 TCP HZ AEHE Closed £ = Listen22 FXot=0dl
USLICE XIEE Inactivity timeout 2t S92t VTS 112t Telnet/SSH Z2c2t0IHE ALOINIAM GIOIH




SAI0l gl &2, I HZE HNEES XAs22 Z0lH ELIh AIEXDE dZS REHUZE R
Xotde &S, timeout AlZ2E2 022 &EFELICE Inactivity timeoutOl Enable AEH0 U= Bt
&, VTS ll= “keep alive’I3lE FIIHCZ MESHH Telnet/'SSH Z22t0IHE 2L VTS A0S &
AEIE XEH2Z HALELICEH Telnet/SSH 2201 EDF TH2I 0|l SEOIA %22 2R, AIAEHS ¢
Z MEHIF EH JUCHD 2t=0ot1, Inactivity €& 10 &2 20| J|ES| Telnet/SSH A& S ZSLICH

Enable/Disable port escape sequence
t=0Ol At

0
il

LICH.

m\J
0
OII

Port escape sequenceg AIEE Xl HHRE

Port escape sequence

MEIIL Al2lE ZE/AA ZEN HAS =, Port escape sequenceES 225t Port escape
menulil E2& =+ USLICH Port escape menullle 2= AFEXI H26t= [show last 100 lines
of log buffer], [send message to port user], [close current connection to port], Port AIZXIE
?I8t [send break] 12l Port2t Monitor =23 stE 2% JI& AFZ X2l [disconnect a sniff
session] 0= S0l USLICL Alelg ZE/AA ZEN HZE FXOF I AES2 o=l
HZE U =08t AFZXIE Power 82dEE =0, Port escape menulll= [power
device on], [power device off] 2 [reboot device using power-switch]|S2| && 1t 2ted& 0l =t
It LICH

Port escape sequenceZ A& E 22Xt

i
Hl

P

(o]

EZ M50l Port escape sequences &9 2 &

=

HLtE port escape menulll Al Port escape sequenceE &6t & LICH

Port break sequence
MEXt= ZEW HZ = port break sequenceZ A& E g2 LBEHO=M Y EZEZ break

&l 2d = UAsLIth

fo
i

Use comment

Use commentE YesZ &A&GIH ZE ASEXIH ZEZ HIEY [ 42 L =
Ch. & 0l &&2 Protocol0| Telnet &£= SSHY 2 HZFEL|ICH dHEE FTH2 A
o2 HIOIX2Q Individual port connection £& = Comments &S0 EAIELICH (X

4.7 Serial port FZE ELoHAAIRL)

Quick connectvia
Quick connect viaZ VTS Il &2 A& HOIXNM 7= E Clent2l 55 Web applet, Local
client £= User defined2 &E{&LICH. 0l 2&& Protocol0| Telnet £i= SSHE! Z<0EH HE2E
LICE Alelg ZE HZ HOIXOOAN AFEXDL HZ 00|22 Hdeig <, AEXIL VIS IIDF M3
S0ot= Telnet
Wi

ot= D8t java appletE2 AIESt= E Web appletE2 A& LICH. 2F X MO J
L= SSH S20/HE Zzds UHs22 ?=0te 8% Local clientg A& LICH Windows &2
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XM Z2 Protocol0l Telnet2 [ Local clientE &EHGIH Hyper Terminal T2 1 2840| Al E
LICt Client T2 00| /XIE XNESHH oY T IS Aot IA ot ER0l= User defined
£ dEigLICH

Client program path

Quick connectviall user definedZ 28 HL, AsHg Tz )k

nio
0
1o
o
=
o

Web applet encoding
Aelg ZES HZE FILL MHERH 22 OO0IHE & WS stHu HESHH H&otd| <

=
X e
of elPEoles &Aals EFot=0 AFZELILH

Web applet size

Quick connectviall M Web applet & &5t A JTAS 2= AIOIZE XEEY = USLICHL

Terminal server mode &3

Terminal server mode2| 22, MEX= CUS8Y 22 LI240IHE €8 = ASLICH

Terminal server option

Terminal server shell program path
Destination IP

Destination port

Protocol

Inactivity timeout

Terminal server option
Remote connection® 2 A& & AL, VIS 112 A2l ZEQ HAZE FXUA Telnet , SSH £ =
TCP ZZ2EZ22 0|256l0 A SAEZ FHXELILH Destination IP , Destination portS2| 23S
AE HEQ MEBE ZZEZ, Inactivity timeouts S & &olOF &LILCE Shell program2 &&= &
S,VIS 2 Alelg ZEZ HE5HH VISHHAM Terminal server shell program path0ff &3 & 2

T2 )YE AdgLIth

AT

-

Terminal server shell program path
Terminal server optionO| Shell program22 A&E F20 A2l ZEZ H=0| 0IRHAH
VTS IOt aAleis & Tz s XI&E LG

Destination IP 2 Destination port
Terminal server option0| Remote connection@& & & & &2, Destination IP 2 Destination port

o
= VIS 0l ¢2Z& EXJt 550K ot /23X SAES IP 4 & TCP port numberg 2
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OlgLlCh.

Protocol
Protocol2 Telnet, SSH £ = Raw TCPJI & == USLICEH AFEXIIL Telnet £= SSH A B0 HZE
otld ol= &ER, Telnet L= SSHE AEGiOF &LICK Terminal server option0l Remote

connection@z &A&FE ZR0 0t &A45ELIC

Inactivity timeout

Inactivity timeout Al2t S0t VTS 112} Telnet/SSH AlB1 AFOIGI CIOIE S&I0] 2™, S Telnet
o
e

L= SSH M&E0l SE& ELICH MEXDE HZE R ®Xotelse &

&LICE Terminal server option0|l Remote connection2& A &E ZR200F &4 3ELICL

Dial-in modem mode & &

o 22 LH0IHE 48 = UsLICh

0lo

dialin modem model & X, AIEXt= O

Modem init string.

Enable/Disable dial-in modem callback

Dial-in modem callback phone number

Dial-in modem secondary callback phone number
Dial-in modem callback login

Allow dial-in modem callback number change
Enable/Disable dial-in modem test

Dial-in modem test phone number

Dial-in modem test interval

Modem init string

= o
Tzt AEE S XNFGHA 2e E=
(]

[¢) J
A2 ‘g1e0s0=2&d0LLICI. P& =I| AEY

Enable/Disable dial-in modem callback
Dialin modem callbackO| &43tE AR M3t &% HZ0| HH VIS ll= HZ2 21 LA Dial-
b o

in modem callback phone number0f ZAIE M3

Dial-in modem callback phone number

Dialin modem callback0| &4d3lE AR VISIDI HZEE MFGHSE HAIELICHL
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Dial-in modem secondary callback phone number
Dial-in modem callback phone number 22| HZ0| AMHS R0 VIS D} HZE BX9

Pl
o

T

¥
ro
(@]
o
P
N
C
=
i
Qj
[=)
>
::IZI

S E YAIELICt (Diakin modem callback phone number £2| A&

o

&2 Dial-in modem secondary callback phone number £ HZ&

Dial-in modem callback login

r
o
iR
I

Diakin modem callbackOl &43l=l H <L, Dial-in modem callback login0l & & &0,

AZAl AEX 2SS ot 215 d3Al callback &0 M ELICH

Allow dial-in modem callback number change

Dialin modem callbackO| &4&3tE &<, Allow dialin modem callback number changeO| & & & ™,

&3t @ H2Z Al Dial-in modem callback phone numberE HZEE 211X &1 callback &2

Enable/Disable dial-in modem test
Dialin modem testJ} &4d3tE 2R, LEO| & S&EGt=X FIEeZ B HELICH Diakin
modem test)} EHSIEH Alert 28 SIHUA 28 HAE ZUE OIHLOILE SNMP trapsS Sol

2s = USE €3 = WA UL XAlet WE2 45.12 Alert £F = FX0otAIJ| BHELICHL

fl

Dial-in modem test phone number

DE0l Z& s&ot=Xl HZotJl ol visot gZ< &

o
<
fol
i
02
=
o
-
a

Dial-in modem test interval

280 Z& SHo=XE 8 FIIE AlAHAZ NF LIt

Dial-in terminal server mode &3

Dial-in terminal server mode 2| A2, AIEX= US &2 W20IHE 88 &= AUSLICH

Terminal server option: (Terminal server mode A& 2 EXGHAAIL)
Destination IP: (Terminal server mode M&& & XA5HA A Q)
Destination TCP port: (Terminal server mode &&Z ZZXGHAAIR)
Protocol: (Terminal server mode M&EE2 & LS AIR)

Inactivity timeout: (Terminal server mode & & & X5HA AlR)

Modem init string: (Dial-in modem mode &2 & XTI AIR)
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PPP mode &3

PPP mode 2| &<, AtEX= LSl 22 WetlIHE €88 = UAsLIth

Modem init string: (Dial-in modem mode &2 & X5 AIR)

4.5.6 freeKVM configuration

Console Server 2ZE0IAl freeKvM & &HO0| FOtTH, 8= KVM 2240/ E

VTS 112 Alelg EE/AA HEN AZE AHZ FH0t0 A stHE IIB=2 0t

st 2 QA ol SLICH Client programO| Web redirection® 2 &S &&E AR

pathOff XIZE URLE HAZELICH

VTS 112 ZEN HAE A ABIF T2 KVM 22i0/HE Z2 )
9| freeKVM &S LHOIEE S22 M AFZXIE KVYM 22401

= JAS= ELIC (4.7 Serial port & &X)

o
=

ol

00 J
It

18 4-172 freekKVWM &3 StHZE 20 SLICH

freeKVM configuration

[ senal [ seral_config / ports j] %/ wvirtual_kvm

Basic configuration

Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration

freekVM configuration

No. Connection IP address Client Program Program path
L [Disabls ]
New |Disable v Edd

Serial port parameters
Paort logaing
Authentication

User access control

Alert configuration

[ Save to flash ][ Save & apply ][ Cancel ]

J& 4-17 freeKVM &£ &

79




S @ [Add] HHES Z2=0otH gLItL Fotel €8s =
= 2329 BHSE Z2=HotH Y freekvM2 AR WES #=Fols TSI 0ISE UL
4-18= freeKVM N2 &3 stHS 20 SLICH [Remove] HES SE6tH &S ANE

& LICH

freeKVM 2= ?loff 2Rt Oiet0IH= O3S ZsLICH
freeKVM connection

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path

freeKVM configuration - 1

[ senal [ seral_config / ports jl_ljj:l J wirtual_kvm / i1 rJ

Basic configuration

Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration

freekVM configuration
freekVM connection:

Automatic IP detection:
IP address:

Client Program: [User defined LV

Client program path:

Senal port parameters
Paort logging
Authentication

User access control

Alert configuration

Save to flash ] [ Save & apply ] [ Cancel ]

& 4-18freeKVM A2 & &
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free KVM connection

freeKVM A1& J|Is=S AMIEE AN E €8 LICHL

Automatic IP detection
KVM 2c2i0|HE T 80| AZE MAH2 IPE Al2lg 222 85010 sz HdMEX o

MAX™S
o

&LICH. Host mode configuration 2 Type of console serverJt MS SAC consoleZ &%
FOl JIsE AFEE &= USLICH

Ton

=
o
e

m 4o
L
a

r

IP address
KVM Z2t0/HE Z2 80| A2 MBSl IPE A A& LI

Client program

Client program pathE & XNEE = UALE ZSE Sci0IgE T2 2/AES MSELICH
Windows remote desktop standard connection, Windows remote desktop console connection, VNC,
Radmin, Xmanager, Web redirection S0HA SHE5IH Y 220/HE T2 10| Client program
pathOl Xt s22 HAIELICH User definedE & &Gt Client program path & AFEXDF 2 & 24
ol OF &fLICH.

Socket/Screen number for VNC connection

Client program0l VNCZ &EXFEUS R VNC H&ZE &t

r
@)

lient program pathE & 43¢
= UAETE &LICH Screen 1S = TCP port HSPH 2&5tH VNC HZE I8 Client program
pathdt Atse2 HAFELICH

Client program path

AMelgd ZEL FIZZEN HEE AHZ KW AlEE HZ2E = &= Sc0IgE ZE2ds X
& & LIC Client program0il M Web redirection2 &&35tH KVMZ X &5t URLE KIZE = US
LICH $IP$= SclOIHE ZEZ2 0| 88 MBH IP =45 20ILIC

4.5.7 Serial port parameters / Remote port parameters

Al ZES| A HHIE VIS 12 A2l EZES HAGHHS, VIS 112l Al2lg ZE Tiet0IHE
HBE Yo FS ZE0 A £Foi =00k SLICH
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Serial port parameters

[ serial [ senal_confg / ports fi 1 |%| / parameter

Basic configuration

Port management
Apply all ports setbings
Automatic detection
Port title

Host mode configuration
freeKVM configuration

Serial port parametears

UART type: R5232
Baudrate: |_9qu__ﬂ
Data bit: | & hits » |
Parity bit: |Mone |
Stop bit: [Thh |
Flow control: INDT_V|
DTR option: |Mpm|
Flushing buffer on closing TCP connection: | Disable v|
Port logaging
Authentication

User access control

Alert configuration

[ Save to flash H Save & apply ” Cancel J

12/ 4-19 Serial port parameters &%

AclE SAolA 28 metit=s Sl €L

Baudrate

Data bit

Stop bit

Parity bit

Flow control

DTR option

Enable/Disable delimiter (only for RawTCP protocol)
Delimiter (only for RawTCP protocol)
Delimiter option (only for RawTCP protocol)

Inter character time-out (only for RawTCP protocol)
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Baudrate
VTS I A XI&6t= baudrate= CISF 25&LUICH
75, 150, 200, 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600, 115200 & 230400

& EotAI2 JI=gtE2 9600 LICH

Data bit

Data bits= 7 hits2 8hits S0 A oILIE MEE &= USLICH & =oAL J|242 8 bits2 L
Ct.

Stop bits

Stop bits= 1bit2t 2 bits SWHA &S = JASLILH S& SotAl2l JlZ8t2 1bitYLICH

Parity bit

Parity= None, Even £= Odd S0A &8 == JSLICH BF =6tAI2 JI2&t2 None LILCt.

Flow control
SE MO 22 None, LAZEY(XON/XOFF) FE= GIEANH(RTS/ICTS) ZSUHA HSeig =
USLICH B& =otAI2 JI=82 None LIC}.

DTR option

AM2lg ZEQ DTR £ S&2 Always HIGH, Always LOW £ &= High when open2z &FE
= USLICH DTR S&0| High when open2 2 A8E AR, TCP HZ0| OIRHEA AHOHNME=E
DTR EIol &EiDJt HighZ S XIELICt Host modelt Dialin modem mode &&= Diakin terminal

servermodeZ2 A& E 3L, DTR =& &ZF0| XNFEX ESLICHL

Enable/Disable delimiter

TZEZ0l RawTCPQ! %2, AlclZ ZEZRH S0H22= HOIEHE 2201 ENH 2 IHA2
2 Liy= gEgs dFgLICh 0l 240 EnableZl U2H Al2IE ZEONAM 22 OOIHE
Delimitert ZAE MHOICH M3 22 =clotH Sct0IHEN M ES8LICH Disable2 £ & ZI® Inter

character time-out Al2t SOt A2l ZEZ2H HI0IEII SHLA £ 212 20I0|HE=Z

dEELICH

Delimiter

Enable/Disable delimiterdt Enablez & & Z<2, HOIEHE =Clot=0l AHE2E 22 NE NEE
LICt.

Delimiter option

Enable/Disable delimiterJt Enablez &8 & Z2, =2z Z2lE WS e M 22iNUE



ool

H 8&5& X HRE £d& LIt

Inter character time-out

Enable/Disable delimiterJt DisableZ A& & Z<2, Alelgd ZEZ2H MEE HOIHE =cldtes
O ArE&Z=E S2X2E Al2t2tA3E SFELICH 0] A0l RILEE I0IEIE Fot2 02Xl &£2
H Sct0IHEZ UIOIHE M SELICH

Flushing buffer on closing TCP connection
Ol S&0l| Enable 2 & ™ TCP HZ0l S 0IFNH & &= serial buffer 0l A= data E U=
= HIY el &ELCh

I

A EEQO H2, Zd0IgES HZ QAN EHY FF SAES 2 S0 018

Remote port parameters

/ serial / serial_config [ ports ,fl 33 Vi,l’rpor‘t_param

Basic configuration

Port management

Apply all ports settings
Part title

Host mode configuration
freekVM configuration

Remote port parameters

Destination IP address: ﬁ_92_1_581_1_5
Destination port (0-65535): |22
Protocol: [SSH "i

SMASH: Enablm

Allow unattended continuous connection: Ena.EEv|

Automatic login: _E_n_a_blé:|

User name: root

Password (new): |

Password (confirm): |

Reestablishment interval: [5 seconds
Use a customizable script: Disable
Port logging

Authentication
User access control
Alert configuration

Power control configuration

Save to flash ] [ Save & apply ] [ Cancel J

_1&/ 420 Remote port parameters &%
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ol

28 ZEWAN 228 miet0ieH=E O3 Z5LICHL

r

Destination IP

Destination port

Protocol

OEM type

SMASH

Allow unattended continuous connection
Automatic login

User name

Password

Reestablishment interval

Use a customizable script

Destination IP

g85g 3 SAE9 P FAE £FELICL

Destination port

AA SAEN H=5t=0 AHEE TCP port numberE & & & LICTH

Protocol

HAA SAEN E=ct=0 MEE=E ZE2EZE £&FE LI Telnet, SSH, RawTCP, RMCP+(SOL)
= otLtel g2 JtE s USLICE. RMCP+(SOL)0| M8 %™ Destination IP2+ Destination PortJt
Service processor configurationdl Ai Destination IP2t Destination Port2 Ar& & LICH(4.5.14 Service
processor configuration &) J12l1, Serial Port Connection HO| X0l SOLZ O|&dH IPMIE X

Hg = A= HE=2 HABIsSE 001201 HEAIELICH

OEM type
ProtocolO] RMCP+(SOL)E &8 &E Z< IPMIJt M35 = gas XNE
20BMC S0IlM deigr & ASLICH

il

LICF. Nonell Intel IPMI

SMASH
Host mode configuration Ol Al Service processorE iLO LI DRACS & E5IUS R SMASHE
ME HRE XIFELICL

Allow unattended continuous connection
A HEEY AEXZGIA 2ot FHE SAE=ZO AHZZ AHASZSSXNE X
Disablez &A&&E dAR0= AI2AI 3 ZEZ 58 M VIS lle &

AN LICHL EnableZ2 238 Z2R0= VISIie &3 SAEZS HES AL |RASLICH



Automatic login
AMZ2XIE Remote portll HZM S [ Remote portdt 22 SAEN XAS2ZE login & 20| X 0l
Uist HEE &EX™ELICE 0l= Alow unattended continuous connection 0 E&EH XNsSO=2

233U

-

User name
Allow unattended continuous connectionOl EnableZ &&= AL, VIS lIJ} /23 SAEZ

HAZS KNS fIol 5L I AtEdk= AL 01§28 &ZELICL

Password
Allow unattended continuous connectionOl EnableZ &&= AL, VIS lIJ} /A3 SAEZ

HZS RAot)| ?lo B I AtEcts AFEXS IHAREE £ LI

Reestablishment interval
Allow unattended continuous connectionOl EnableZ &&= AL, VIS lIJ} /A3 SAEZ

HZ0l BOH/MS M CAl EHotks 2H2=S 28U

Use a customizable script

Allow unattended continuous connection0O| Enable2 &&& &<, Automatic login XtS22
ols2 =dole YBES LIFELICH Enable2 4AXFoH, MEXN BHIO ItsE perl
script(/etc/rportcon)= A SHBH CH &t ZH| ol A LI DisableZ S &otH
letc/autologin/portxx2| HMOILE Jle2 A& ItQl fetc/autologindefE Z LG US| AIEXt
oIE2 XMelgLCh.

4.5.8 Port Logging
Console Server 2= 0l Al Port Logging0l Enable ™, VTS II2] Al2lg ZE K= )3 ZEZ &

0= HO0IHE MIR2e2l, ATAIDE fixed disk card, USB HI2¢2l, NFS MH = Samba AHZ H&
g & QSLICH SAIN SYSLOG A0 HES XE XAEE & USLICH

f

LS, AH2X= port event handling &8 0A ZEZ S 2= HAIXKS S8 I/FAEE HEHGHH
Email / SNMP trap & Soll Ztel X0l MEE = USLICH AIEX=E 0 JIssS Soff dZ&E &
h

ANZ22H 2= HOIHE ZAE = USLICH KHAIS g2 A& 45.9 Port event handling &&
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A L EOS Host modelt Console server modeZ AEE AL20W S Port

Logging

IS0l SE&LICH. Al2lg ZEDJI Terminal server == Diakin modem modeZ &&=
Z <2 Port Logging

s A8 = 8lsU b
Port Logging0ll CHst & Hel0le= ChSa 2 &LICh

Port logging

Logging direction

Port log storage location

Port log to SYSLOG server
SYSLOG facility for port logging
Port log buffer size

Port log file name option

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the *M from SYSLOG
Automatic backup on mounting

Port log view
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Port logging

[ senal [ seral_config / ports jl 1 "l,i‘portlog

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title
Host mode configuration
freekVM configuration
Senal port parameters
Port logging

Paort logaing:

le |

Logging direction:

erver output

|
|

Part log storage location: iMemDrsJ v'l
Port log to SYSLOG server: [Disable «|
Port log buffer size: 0 | KB

Port logging filename option;

iSpecify helow +|

Port logaing filename (null as default file
name[port¥xdatal):

Time stamp to port log:
Show last 10 lines of a log upon connect:

Port log view @

[ Clear ] [ Refresh ] [View]
Port event handling

Authentication
User access control

Alert configuration

[ Save to flash ][ Save & apply ][ Cancel ]

Jg 421 ZE 2 &%

Port logging
Port logging Jls2

Logging direction
MEXIL Al2ld ZEZ HYot= W

(o] =] %13
S oS

(Server output),
AEGHA
2 LICH.

ot=
==

2d(Both without arrows)

b AlSl JI=gt2 Disable & LI LCt.

EZRH2 HOIHE JIE
(Both with arrows)?! X|
JlEgt2 Server output
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Port log storage location

ZE 27 HOoIeH= VTS 12l e HI2el, ATAIDE fixed disk card, USB BI22l, NFS MH £=
Samba MBIO HEE = JASLICH ZE 200 HNLZ20 H&EE = 3%, VIS 110 HE I ZE
£ OoleHE AHELCE Alelg ZE 27 O0IHE 2&otedd, ME AXE ATAIDE fixed
disk card, USB BI2¢2l, NFS Al £&= Samba MHZ &H&SHAHLE SYSLOG serverz2 M&ES &3
oiOF ELICH At2XteE H&E X0l &4Sotk= M OHME Olel &&oH0F &LICH M&E AKX &

ot X FEUAUE, AIZXs HE/AXNE HHE = Ol SLICL

Port log to SYSLOG server
Ol ItetOIE It Enablez &&&H ZE 2] HOIHE NEE HE X2 SAINH SYSLOG MH
e M&EE = ASLICH

SYSLOG facility for port logging

Port log to SYSLOG server0O| Enable2 Z08t & Jts&LICH. 2 0E SYSLOG AU M
M MEE facillityE XNEELIC ZE 270t AH SYSLOG MHZ MEZHAH SYSLOG-NG
SE UM SYSLOG-NG & =0l 6IIM K& facilityE Z&st 0| oLt 014 A0 0F &L
Ct. Oledg &0l et XIZet Destinationz ZE 2 1E MEGHAH = LICH XA LHiEE 8.3
SYSLOG-NG &&= & X6tAID| BHELICL

Port log buffer size

Ol Otet0le = loggingEl= ZE 22 OI0IH2 =0 ZJIE 2 ELICH Log HOIHE MEGH
?ol WS HZ2E AIEotes 22, ZE BIHS 8 3J1= 3200 KbytesE =0totXl &Z0tOF &
LICH B& =ot Al JI23t2 50Kbytes & LIC

2] HOIHE M&EGtI| <ol ATA/IDE fixed disk cardLt USB BI2cIE AtEot= &2, 2l ZE
HIH 3= 2t=2 S0l et etELIC

27 UO0IeHE M&EGH)| ol NFS ML Samba AHE AlE6t=s &2, =0 Port buffer size=
MBEel &AM TEH T, AFX= NFS ML Samba AHE =EotH 29o6t0 Port logging

Alﬁ(?:-lilol XS A O = OHOI; S.:-’Llﬂ

o2 T O AMALT

Port log filename option
Use port titleZ2 &3 &M ZE EOIE0] ZE 2] T 0§22 AIEELILH Specify below 2
A AL M Port logging filenameOfl & & T2 0|50 21 T 01222 AI=2ELICH

Port log filename

Port logging filename optionO| Specify belowz & & & ™ Port log filename 0fl Y& & It 0|2
0l 21 It 01822 Ar=2ELIth 22 It 0180
2l portXXdata ct= 0150 AHE ELICH HIIM XX2 oY Alclg ZEQ HSE HAIELICH

U0l UK US AR IR 2T Y

89



Time stamp to port log
Ol Wet0IH g0l &8%H JIEEe ZE 21
22 Disable 2 LICH.

rr

S$40ICH Time stamplt E&TAH ELICH &

Show last 10 lines of a log upon connect
Ol HmtetOIE It Enablez2 && & H, A ZEZ HZE 1 22| OHAIS 100l HAIELICH
J|l23gt2 Disable 2 LICH

Strip the "M from SYSLOG
Port log to SYSLOG serverJt Enable2 &% 10 0| Ttet0IE DL Enable2 8% H, ZE 27
IOl S0AM SYSLOG AMHOUA W22 HEAIE= 0x0D GIOIEHJt AHOIAZ AT ZE 2

21 CIOIE Ol OxOD GIOIE Ot ZeEl Xl %2 AEHE SYSLOG MB{0l MEELICH
Automatic backup on mounting

Port log storage location0| CF card, USB 0I22l, NFS M L= Samba AAHZ EFE H20

oF 4Fg & QUSLICH 0 &FO0l Enable=l ™ oY ME Z2t0l CtAl OI2EE 22 2JE M

Port log view

Port log view 3tH 0= EZE ZIF HAIELICL [Clear] HES &M Z1E AHIEHLIC
[Refresh] HHES ZE UAl 2H 2| Rl AMEELICL [View] HES 218 &9l |
Xelote HHE +=3ot= View port log 2tHE MAELICH View port logOll CHEE XHAISH LHE

18l 4-39 View port logS & AGHAIJ| BEEFLICEH.

4.5.9 Port event handling & &

Port logging Ol Enable0] &I ZEZ =0 2= HAIXIE SAHA 0101 &S IS LA
C/™ Email £= SNMP trap = Soff 22| XtUH HEotH & = USLICH Port event handling2
ZE 22 00l = |ote IIKFAEE XNEOHHW oY /A= dALH 25t= Reactions =3

b
oAl ELICH Reactionffl Uist 882 2t JI/AE €2 d3E £+ U2MH Emaildt SNMP trapl S
JIX| ReactionS SAI0 E2 MWEXROZ ASO| JtsELIC
jlo CE g%él.a:lﬂ:] D—i/\H |.aj al _IE o)

LE OME #EY - JIYCE S= %S BOSUL JIYSE S=6t 2L S=8 JIYS
MSE MEsll JIRES AFos SIPI0E 01SE 3 JIYEE AFFLIC 18 4-232 EE
OIMIE BiS2 - SIS &% 502 PoEUC
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Port event handling

[ senal [ seral_config / ports jll_jfl J portevents

Basic configuration

Port management

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration

Senal port parameters

Port logging
Port event handling
Manitoring interval (5-3600 seconds): .E | second(s)
Keywords Configuration l l
No. Keyword Reaction
Nothing
MNew ISearchThisWDrd | Add

Authentication
User access control

Alert configuration

[ Save to flash ][ Save & apply ][ Cancel ]

78 422 ZE O/HME #S2 - JIYE 5=

Port event handlingS <& LItct0IE & JIRE & Hellitd=s s Z5LICL

Monitoring interval

Key word

Case sensitive

Email notification

Title of email

Recipient’s email address

SNMP trap notification

Title of SNMP trap

Use global SNMP configuration
First/Second SNMP trap receiver settings

91



Keywords Configuration - 1

[ senal [ seral_config / ports jl 1 "l,"porteuents J keywords f! 1 "l

Basic configuration

Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parameters
Port logaing

Port event handling

Monitoring interval (5-3600 seconds): 5

Keywords Configuration
Keyword:

Case sensitive:

Email notification:

Title of email:

Recipient's email address:
SNMP trap notification:

Title of SNMP trap:

Use global SNMP configuration:

Trap receiver settings

No. IP address

Community

|second(s)

|SearchTHi5WDrd

|Enable |

[Enable v-i

|Enable |

|Disable |

10000 Hpublic:

2 (0000 || public

Authentication
User access control

Alert configuration

Security-

Version
level

Save to flash ][ Save & apply ][ Cancel ]

8 423 ZE 0/HE

Monitoring interval

S35

Port loggingOl
&St ReactionsS

24N &
=2 =

= FI10t LICt. Ol
USLL AIAEN 2|AAS 0l AFZSHA

gt |CHgt

KeywordE

== SN
=T o

i
[l
ro
2]
o

=
=)

Case sensitive
Ol ItetBlE4{DF Disable2

ERl

1 Port event handling0| 838%™
otAl ELICH Ol [, Monitoring interval

st= A €3 oi=d WE Aol KeywordE &=

BA = =
TB82 M

HFot= A0l JtE ESLILH

Keyword & A&

2
iy
U

ol

JF
BA
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LTEZ2H KeywordE ZAIHA =
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Email notification & &
Email notifications =& o0 X}
o H=ss 8FELICH

e
N

22 Email notificationS Enable2 ot £=AIXIS] =42 MY

SNMP trap notification & &

SNMP trap notificationO| Enable®! &<, FIREIL YAZH SNMP trap0l && & IPE & EELICL
SNMP trap & &0l 228 2t =52 & 232 3.2SNMP £&F= 16N AIL.

Use global SNMP configuration
Ol ItctOIEJt Enable2 £& &, HERT 28 &= = SNMP 2EH0A A= E =410
AHO| Ed =4D|2 ASELUILCH

I EJt Port event handling €& 0l It ™, VIS lI= 0] 2IRFEJL 2M5t=X ZAIELICH IS
COF Zdotd AMSXIF 30 2SS i IHAl Al2lg 2E H3Z HOIXS ZE E0IS &
=0 B0 0t0IZ0l EAIEUCH

Ol0A 22 2ds HHE =
=

Z

clg ZE HAZHOIXLE Al2Ig ZE HZ = XE 0|AJH0IZ
2

=2
USLICH O 4-242 ZE ELOIS0| server name on portl2l 1

Serial port connection

/ serial / senal_connect

Peer : -‘3*” FJEEFS V Port title : | Search

Port access menu connection

Port access menu connection

Individual port connection

Status Port# Title # of User Comments

W 1 server name on port 1 o]

< Not used =
2  PortTitle #2 0

< Not used >

& 4-24 &0 00|22 E&et Al2lg ZE HAZ WO X
4.5.10 Authentication &€&

0l Z(Authentication)2 LEIECZ AIEXA 0|1F & H

els 2 HY HSE JIEZ o0 HEFHO=Z AIEXNE
Al"8otsE HEYLICE VIS e Al2lg ZE0 856t A EUE S0t f18t H-H2Z None,
Local, RADIUS, TACACS+, Kerberos 2 LDAP 2 22 0 o1& &2 KIJELC

2152 None 22 &&FoIH, 215 WA 8l0I AFSXIH ZEN 5 &= JA2M, LocalZ2 €& E
B2, VISIle AZXE IS5t fIoh VIS Rtale] AZX S5 ALE & LICH Custom PAM &
HA2 HAE50 Linux-PAM (Pluggable Authentication Modules for Linux)2 XI&& £ & USLICH
1 219 BRs, AR S MBIE 0IZdcts BSRZA, VIS lle 2F & AH(0l. RADIUS,

Kerberos, TACACS+ & LDAP AlH) Ol ALEX 1SS RFEY A ALICEL 108 4252 AR 213

T S

NHE AIEE [He AIEX 215 ZZNAE HEEH2Z 2 SLICH

—_— =
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3) Y% oIz AHZSE
(3= & A

S MHOo| AFZ X}

1) AF2 X DS} H|UHEZ
E {0f AFZ2X 232

4) ZE 10| AEX
AMA 58

5) ZE 10 HEE EX|0| ALZX GMA

8 4-25 92 KOl SEt AET OIF HE

ASXE E8t 215 LHS ot 88 = JASLICH 0 BR0s, dS52 822 VISIt
CISE AZolCHt &It 32, & Hl &y¥22 25S AMTEL

2, VTS lli= RADIUSE |2 RADIUS AHIOI oI=2 23Xt
VTSI XHAlO) AFB T SS£ =
RADIUS down - Local 915 20| Z<20=, 2% RADIUS MU0 2152 RE5H1, RADIUS Al

=
S , 2F R
Bt T2 s He VIslie Xalel AlEX S5 Sofl 2SS A= LI

¥
2
§::I::I
o
0
J0
=2

=9
Custom PAMZ Linux-PAME X2 &LIC}L. 0/E AtE0tZ P | et s/ pam d/ custom If2E &
& off OFEfLI LY.
CtSS VIS IOt 2F Aleld ZEN MSst LE 215 s&ELIt
None
Local

RADIUS server
RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
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TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
TACACS+ down - Local
LDAP server

LDAP server - Local
Local - LDAP server
LDAP down - Local
Kerberos server
Kerberos server -Local
Local - Kerberos server

Custom PAM
|
VTS II Series

Management TECHNOLOGIES

|| User : root |

/ serial / serial_config f ports ji 1 v:,ﬂ’auth

Network
e ?oﬂ . Basic configuration
Configuration
Connection Port management
Apply all ports settings
Clustering pply all pi g

Automatic detection
Port title

Power controller

Peripherals :
Host mode configuration
System status & log =
freekVM configuration
System administration .
Serial port parameters
System statistics S ISeEas

Port event handling
Activate Locator LED

Authentication
Apply Changes

: : Authentication method: [ |
Login as a different user gLocaI v
Logout User access control Mone
Reboot Alert configuration BADILS server

{RADIUS server - Local
|Local - RADIUS server
Service processor configurabion BADIUS dawn - Local
TACACE+ server
TACACS+ server - Local |
[ Save ta flash ] [ Save & apply ] [ Cance Local - TACACS+ server
| TACACS+ down - Local
|LDAP server
\LDAP server - Local
|Local - LDAP server
Copyright © 1398-2007 Sena Technalogies, All (LDAP down - Local
|Kerberos server
—iKerbems sarver - Local ——
|\Local - Kerberos server
|{Custom P AN

18 426 Alc/2 EE0| het 915 =4

Power control configuration

2t 013 AHE Z2st 48 Liet0IeH= G323 Z25LUICH
RADIUS server
First/Second authentication server
First/Second accounting server
Shared secret

Timeout
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Retries
TACAS+ server
First/Second authentication server
First/Second accounting server
Shared secret
Authrization service
LDAP server
First/Second authentication server
LDAP search base
Domain name for active directory
Kerberos server
First/Second authentication server

Realm for first/second kerberos server

tol

18 4-272 RADIUS MHl — localdil CHet 15 &3 stHES 20 SLICL

Authentication

[ senal f seral_config / ports jll_jfl J auth

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parameters
Port logaing

Paort event handling
Authentication

Authentication method: [RADIUS server - Local

First authentication server:

Second authentication server:

Second accounting server:

Shared secret:

[RA] Isecond(s)

i
First accounting server: |
[
I

Timeout (0-300 seconds):
Retries (1-50 times):

| time(s)

User access control
Alert configuration
Power control configuration

Service processor configuration

Save to flash ] [ Save & apply ] [ Cancel ]

18 4-27 RADIUS A/t - localtfl et o5 &

0
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4.5.11 User access control &3

VTS Il Alelg ZE/FAA HES HAEA E2de L= I AEEH otz

Port 2 A&t Monitor §22&2 Alelg ZE/AZA ZEXZO HZA Z2AsSs 2EFELIL
Power E2det2 I3 AESH Ot AZE AlcIE LES MBS MOots AS Hetot
HLt olEot=0l AESEULCH ZEJH I AESH Ot 22X E2 B Power 22
st2 AZEX Esut

2382 User access controll A JHE XM O =2 HAIZ = Al
MNEXS 82 SIS YAISILICL <<Everyone>>2| HIZASHW (12 E2ATS & AEX
& oll

User access control &2 ASKt 2lAE = HAA SAE

<<Everyone>>2| &

010
bl
i
=
£
ro
0
fr fin

AMEX 2dEte 2EHUWAM AFEX= M JHN D822 WE = JA&LUICH Port / Monitor 22
F

, Monitor &2 &8t D& AFE X LICH

St RFE Jt& ALZ X Port 2R EHRH JFRL ALS At

Port 2A&S I MEXN 82 ZEM HAGHH 4J/MD| JIssS O 08 = USLICH
Monitor 23 &8t I8 ArEXH 82 $401 JIs8 JtELICH Port / Monitor 8238 255 It
AR OS2 Port 2EE JHE AFZX S0 2= HII/MI| IS8t otLliet ZEO
HAZE OE MEXNY s &2 =& Usut

AFS XEJF Authentication £ &30l et VTS lILE ¢1E AHS 152 HAMHOE ol HS 22011,
User access control &80 2t E2AS0l 2HII OB Al2lg ZEN HZ0| JtsELIC

=
Authentication & &0l 2tst AtAMlSt WS 4.5.10 Authentication &&

Ml

User access control

236t SEH= Port, Monitor, Power2| Al &It USLICH Pot E2AE2 Mo NMELZ ZE
O 28 &= A=K HRE YAIELICE Monitor 2RSS Sniff session@ & ZEW I2& =
U[_=X HFRE LIEHHLICH Power 23 et2 ZEQ MR FHZE = JU=XE HAELIT
<<Everyone>>C| HIZAHEIE L2 SETA A2 Let AASXS ZE2HeHo HEELICH Bref
<<Everyone>>2| HIZASI Y (2 H2AEGIS & AMEXDE JATHH F2AEE €52 HAIGHH
SEol0F ELICL 22 HI2HEES L= MENSS GHU2 HAHA CIAEZ BIEX HAA 2IA
EQl H2ASS HAISIH SEE =& USLICHL HAIA 2IAEN KHMES UE2 9.2 dAHA 2/
AEE EZXGHAID| BHLICH

22X S8 ZEZQ| H22 HEetd A2 AIEXAIF JUCHH, Ze|Xt= <<Everyone>>2| &2
dEtES XMAs MEHZ S=ot0 HMEtcteds AIEXS H2AEE MIASHA 22 AHZ MEXNE
SSotH ELUCH 22Xt S AIZXCHHALE Al2lgd ZEZS ¥Z2=2 ol&6ted sttdH



<<Everyone>>C| HZA&ES Motk &2 &tiE ZFotd, SEAEXS E2HES HAs &

Bz AISXNE SSot® ELICh

User access control

z |
/ serial / serial_config / ports /|1 |/ user_access

L B
Basic configuration

Port management

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parametears
Port logging

Port event handling
Authentication

User access control

Access type

User or Access list = Action
Port Manitor Power

<<Everyoness
userMonitorAccess J F
userNone |l [F] [F]
userPortAccess F il
grMonitoriccess F F
grPorticcess [F] F
————— Select an access list ----—- f|

Move to Access lists to edit access fist.
Enable/Disable multiple session ! E_Disable v.:

Session display mode :

Display data direction arrows ;

Alert configuration

[ Savetnflash ][ Save & apply ][ Cancel ]

18 428 AlCIZ EEO0| LHat HH L Mol £€F

Multiple session

Multiple sessionS =off Gicd H2l AFZ XD otLtel Aleld

Port L= Monitor H2AStS JH& AIEXts O2 AR 0

Aelg ZE/AA ZEN E5g = USUOL SAUH 85 = Us

== 16012 SHEE A0 L8 AIAES e|AA0 2ol MEtE = USLICH

AMZX2l Multiple session2 Q&G ™ Enable/Disable multiple modeE EnableZ2 & &3l 0f
S

LICt. User

Multiple session user 2

—

&tLICH Session display mode= User input, Server output? BothZ &H&& £ U
input 252 &FE &AL, Muliple session AIEX= Al2lg X 2
HIAIXI2HS 2EE £ USLICE Server output 2=z E&&FE Z=0
o
T

ZEZ2HS HAIXZS 22 = AsLILL BothEEz2 ZF&E &
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2tae > USLICH
Display data direction arrows= LDt S0 Jt= GIOIE QS gisks HAlol
EH EAE X 6IRE HSFE&LIC.

rr
fon
[
tH
i
L
=)
aq
to

JIE0 0101 AF2XIOF ZEN HZE O A2 M, Multiple session AFZXJF TS0l HZ6ts &2,
O 4-29% 22 33HO0| LIEFLEAI ELICH Ol [ Port escape sequenceE 22 6tH Port escape
uJt LIEFELICH. Port / Monitor 23 stE2 25 =10 U= ALEXt= Port / Monitor & 23 &8t

|= ot

me

t

>

|
>

B AZNED =2 dEE ER0

=
‘2
wm
(@]
o
>
>
(9]
(o]
—
[}
wn
=}
=
=
wn
(0]
wn
n
(@]
=
=2
2

rel
=

ol

=

HEC0 A= CE Session AHEXNE S8 AHSE
=

=
[send messages to port user]E Soff JAol= ALRZXO0A HAIXIE HEE =%
!

$0 =
EI> OFO

LIC}t. [show last 100 lines of log buffer] & AL
connection to port]E Sofl M2 HAEA=S =Y =& ASLICH ZE OIHE &

JIFMEIL ZdotH D=0l ZEIH HAELD [clear alert] HI=E &6t FEE Mg =

Vel come to VTSII-3200 Consol e Server (Sena_VTSII)
PORT — server name on port 1

VTSI | -3200 Login : admn
VTSI | -3200 Password : *****

Entering server port, ..... type ~z for port menu.

>> "root' initiated a new r/w session

o

port escape sequences & & &t

Port nenu:

<<<< Alert detected ! >>>>
b send br eak

| show | ast 100 |ines of |og buffer
d di sconnect a sniff session

a send nessage to port user

c clear alert

X cl ose current connection to port

& 4-29 Sniff user 9/EHO|A StE
4512 Alert &4

Host modeJ} Console server mode?! &R, ZE ZQI0|L} ZE oA O|HIEDI ZMst ([
Ot OIoIME= oltilY 22 &F0l WMet o=

SAF0l e SNMP trapsS 22l KH0IAH M EEELIC

Automatic detection2 &0l A Device detection methodJl Active2 &H&EE ZF2 &30 et
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VTS IOt FIIHCZ 245 X EE2E OlHL0ILE SNMP trapE2 8&& == USLILCH
Host mode & & 0| Al Service processordl IPMIZ &EE| 1D Service processor configuration 0f
HAE Sensor FEI LMo AF ek OIHLO0ILE SNMP trapE A SE 4= USLICH

o
A ZEQ AR0U= EE Z 211+ Service processor Alert2t X & & LICH

Alert configuration

[ serial / serial_config / ports ,’| 1 V'f alert

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title
Host mode configuration
freekWM configuration
Senal port parameters
Port logging
Port event handling
Authentication
User access control
Alert configuration

Email alert configuration

Email alert for port login:

Email alert for device connection:

Email alert for active detection: |D|5able v-

Email alert for service processor: | Disahle v’
SNMP trap configuration

Port login trap: M'i

Device connection trap: Disable v

Active detection trap:

Service processor trap:

Use global SNMP configuration:
Trap receiver settings
Security-

Mo. IP address Community User level Version
1 [ooon || public \:l
2 [0ooo || public (vl ]

Power control configuration

Service processor configuration

[ Save to flash ][ Save & apply ” Cancel ]

_J&' 430 Console server mode 2/ Alert £ &

Alert &30 Gist &3 mtet0leH= O3 ZsLICH
Email alert for port login
Email alert for device connection

Email alert for active detection
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Email alert for service processor
Title of email

Recipient’s email address

Port login trap

Device connection trap

Active detection trap

Service processor trap

Use global SNMP configuration

Trap receiver settings

Email alert for port login

AMEXIE A2l ZE = &3 ZEZ 20 = 200 & M ollgs 858Xl 6HRE

&% gLt

Email alert for device connection
Alelg ZEJ Eblg HAZE AL HZ0| 22 M OlHES dSERX IR

i
x
04
o
C
«Q

Email alert for active detection
Automatic detection €& 0l A Device detection methodJl ActiveZ 8&3E AL, FIIES=Z

=4 FANEEE olfl2z 858 X RE &8ELth

Email alert for service processor
Host mode & &0IAl Service processordt IPMIZ &&% 10 Service processor configurationOf

AAE Sensor AEJF £ME [ O|lHYsS ASEX HEE HAFHELICH

Title of email

d&EEHE olflge M=s 28Ut

Recipient’s email address

d&EEHE Olflgds 2= =28 &

AN
0
el
c
a

Port login trap
MEXIL A2l ZE = A ZEZ 2701 £= 202 & M SNMP trap2 ZMAIZ X
G

ISPS
=

i

0
ﬁOII
5

Device connection trap
Alelgd ZEJ HHlzg HAEAHLE HZ0] 22 [ SNMP trap2 ZMAIZX HRE &FESLICH
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Active detection trap

4l

Automatic detection €& UM Device detection methodJl ActiveZ 8&3E AL, FIIES=Z

=4 FXNE20 28 SNMP trapsS ZHAIZ X HEE £ ELICH

Service processor trap
Host mode & &0IA Service processor)t IPMIZ &&&E 1) Service processor configuration 0]

HAAE Sensor AEIF LME [ SNMP trap=2 2MAIZ X HEE EFHELICL

Use global SNMP configuration
Ol ItctOIEJt Enable2 £& &, HERT 28 &= = SNMP 2EH0A A= E =410

HFH0 EY 40|12 AZELICH

Trap receiver settings

SNMP trap €& 0l 228t 2 &5

-

il CH

232 3.2SNMP £F= Z1GHAAIL.

in
re

Host mode D} Dial-in modem modeO| 2 Dialin modemtest)t 8™ LIS HS, Dial-in modem test 0l
CHSt OIHIEDE 2rAist [, OlHIY OOINE= OlHY HE &0 Wet OIS &&36k, SNMP

IOl E= SNMP trap & &0l {2k SNMP trap2 22l KA & Z&LIC

Alert configuration

[ senal [ seral_config / ports j!__]_ E V' J alert

Basic configuration
Port management
Apply all ports settings
Port title
Host mode configuration
Serial port parameters
Alert configuration

Email alert configuration

Email alert for dial-in modem test: [EEE'[E_V'E

Title of email: | |

Recipient's email address: | |
SNMP trap configuration : :
Dial-in modem test trap: |D|5_ab|;I
Use global SNMP configuration: |Disab|e » |
Trap receiver settings - :
Security-

No. IP address Community User level Version

1 (0000 [vl &

2 [nono (. T
Save to flash ] [ Save & apply J [ Cancel J

18! 4-31 Dial-in modem mode &/ Alert &%
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Alert &30 Cist &3 mtet0leH= O3 ZsLICH
Email alert for dial-in modem test

Title of email

Recipient’s email address

Dial-in modem test trap

Use global SNMP configuration

Trap receiver settings

Email alert for dial-in modem test

Dialin modem testOfl CH&H OIHIED} L& [ O|HIZS NMEZEXN HEE &8 &§LICL

Dial-in modem test trap

Diakin modemtest0fl CHSH O|HIED} A& [f SNMP trap2 ZMAZX HREE &8 &LICL

4.5.13 Power control &3

ot AESHIF VIS 10l HZE0 JACHH, Alel€ ZEIL 1 IHe 2ESH2 o= of=3ol o
20 UA=XE £FELICL 0 &8= 0800 AlclZ ZEN HE= X2 d3As 22U

o

Power control configuration

]
[ serial / senal_config / ports;‘ ¥/ power

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Senal port parametears
Port logging

Port event handling
Authentication

User access control
Alert configuration

Power control configuration

Port# Manufacturer Title Outlet Action
MNo power controller outlet found...
<«<Everyone>> Power access | Baytech on Port 16 :1 1 »| Add

Service processor configuration

& 4-32 Power control &' &
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4.5.14 Service processor configuration

Host mode & & 0IA Host modeJdt Console server modeZ2 & & T 1) Service processorlt IPMI

= iLOZ #&EH, 3 SAEES IPMIL} ILOE Soil ZAl MOGHI| o 2R It H

S&ELICH 8 4-33= Service processor configuration 3tHZ2 20 SLICH

Service processor configurationil CHet & & Iiet0IHeE S0 &
Destination IP

Destination port

User name

Password

Sensor alert configuration

Service processor configuration

[ senal / seral_config / ports / ||_j'|;' ipmi

SLICH

Basic configuration

Port management

Apply all ports settings

Automatic detection

Port title

Host mode configuration

freekVM configuration

Seral port parameters

Port logging

Port event handling

Authentication

User access control

Alert configuration

Power control configuration

Service processor configuration
Destination IP address: |

Destination port (0-55535): =

Password (new): |

|
|
User name: | |
|
|

Password (confirm): |

Sensor alert configuration
Mo. Sensor type Email alert SNMP alert
Mothing

New | (O [l Add

[ Save toflash ][ Save & apply H Cancel ]

_1&/ 4-33 Service processor configuration
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Destination IP

AH AHE 2ZAl / HO{dl= BMC(Baseboard Management Controller)2l IP =45 & & &HLIC.
Service processor)t IPMIOILD, &2 IZECS| Remote port parameters &X0IA ProtocolS
RMCP+(SOL)Z &lEigt B3 Remote port paramtersOilA & &St Destination IPJt HAIZl 10 &7|

dZ Wet0lE It =0 HE3E = glsUth

Destination port

A HMHE 2ZAl / HOdt= BMC(Baseboard Management Controller)2] TCP port HSE
SAHELICH. Service processordt IPMIOIL], &2 IEES2l Remote port parameters &&0AM
Protocol2 RMCP+(SOL)Z & &5t HS Remote port paramterstilAl & &St Destination portJt
AT 201 882 mt0IeI D HEE &= ASLICL

User name
AH AHE ZAl / HOdl= BMC(Baseboard Management Controller)2 &=6t=0 Z 2§t
o

AEX 0152 LHEELICH

User password
AH AMHE ZAl / HOdl= BMC(Baseboard Management Controller)2 &=5t=0 Z Rt

AMEXS] HARKEES JSHELICH

Sensor alert configuration
Service processorJt IPMlI & &2 #A3 NHS BE2E LHMAIZ Sensorl Z&2 OIHIZO0ILt

SNMP trap &2 B2 EFE HEELICH BE2E ZMAIZ Sensorg SSEotHet: &A=z

dEE LMAIIIHAH Alert &30 A Email alert for service processor Lt Service processor trap2
Enable2 & &0oi0F &LICt

4.6 All Port &3

(um ]
-

rn
=
o
ne
Hl
Im
N

t S2otH =&8&= &%, 0l JIs& 0lEctH &ELIC All port
configuration AEHOIA &EAS 2t2 HE ZEQS| Apply all port setting S&0| DisableZ

HEE0f UK 22 DE Al

All port configuration Lt2t0IH= Otefel &2z U0 & £ USLICH
1. Port management
2. Automatic detection
3. Port title
4

Host mode configuration
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freeKVM configuration: Only valid and visible if host mode set to Console Server Mode.
Serial port parameters: Invalid for remote port

Port logging: Only valid and visible if host mode set to Console Server Mode.

© N o »

Port event handling: Only available if the host is set to Console Server Mode and Port
logging is enabled.

9. Authentication

10. User access control: Only available if the host is set to Console Server Mode.

11. Alert configuration: Only available if the host is set to Console Server Mode.

12. Service processor configuration: Only available if the host is set to Console Server Mode

and Service processor is IPMI or iLO.

Port management

[ senal [ seral_config / ports j-q” V J port_magmt

Apply all ports in a group: I,e-,|| pgrt'g_:f;
Basic configuration

Port management

Enable/Disable this port: ?IEnable v

Group: i:NONE- :'u .
Automatic detection ) .
Port title

Host mode configuration
freekVM configuration
Sernal port parameters
Paort logaing
Authentication

User access control

Alert configuration

[ Save to flash ][ Save & apply ][ Cancel ]

L

8 434 D= ZE £F

Apply all ports in a group

e 80l ofiEole ZESHH £ HEELILL

Enable/disable this port
Ol metbleH=E ZEQ Jis MEHRE 44

M
il
-
o
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Port title
OlEDE S8 02 d3E ZE2, 2 Mg ZE = JAA ZE) s ZE E0IE2
= = H, ZE Et0IE0] “my server's H8&=
|10 EE #29| LE EIOIEES “my server2”
2l

s
Asoz AFELIth 23 ZE #12 “my server33’'(AMel2 ZE £ + 1 0= VIS Il 32002
A

Host mode configuration

olsE 2 Alelgse €5 IP Fas UsS

el]

Host modeJ} Consol server modeZ2 A& E= &H2,

22 YaoZ sez g9 EL I
(IP address assigned + serial port number - 1) for serial port and
(IP address assigned + remote port number — 1 + serial port count) for remote port
HE S0, gg& IP =20t 25 ZE SZ0A 192168.1.12 €YE= ER, ZE 19 |P
F=AE 192.168.1.101 ZIH EE 29| IP =4&= 192.168.1.201 &LICE. VTSI32002 &2, A
EZE19 IP 4= 192.168.1.3301 & LICE 0I2F = ASHA, Listening TCP port number= &t
Cse gdaez d8ELICH

(listening TCP port number + serial port number - 1) for serial port and
(listening TCP port number + remote port number —1 + serial port count) for remote port
Host modeJt Terminal server 2E& S8 L= S, 2 Alel€ EE2 Destination IP A=
oz g LICh 2Ll Destination TCP port numbers
LICt. OIE =0, Destination IP =4 £ TCP port numberJt
= 4 EZE 19 Destination IP =242 TCP port number=
I =

22| Destination IP =22 TCP port number= 192.168.1.2:8001Jt

0
Jz

Console server 2| 3292 &
0

£
ne
i

serial port number 2} &f 2t
192.168.1.1:80012 & &
192.168.1.1:80010} &0 X
ELICH

=)

=
=
o
2:

Lﬂ
40

freeKVM configuration, Serial port parameters, Port logging, Port event handling,
Authentication, User access control, Alert configuration, Service processor configuration

? D% I0IHS 22, Al Port 2E0AM £3& 2 2= Al2lg ZE £= A ZENA
2USHAH ™ ELICH Cte Serial port parameters &8 2| FR0= &3 ZEN &2 0IXX &£

o]
LICt.

0

o> oM
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4.7 Serial port ¢ &

VTS 112 & &3 QHHOIA= AEXNZ of0= AFSAH KRSl Telnet L= SSH 2202 E
T2YE MEGHN ®#10T Alelg ZEN Ex2 = U= o= & JIgt Serial port

7 HHOIA AlelE ZE HAZ blw &= (Serial
2F

Ol HIOIXINIAM= port access menu, Alelg ZE, |}A ZE ZHAHYE =H0E X Z
ZEHAHEY Peer-to-peerl CHE Peer X2 AHE IS8 B= Alelg ZE0 st A& JIsS
NS & LICh

HAIOHOF & ZE It & MH 2Z33B.8 & A4 £F FX)0A XNEE & HOIKI HEAEE
Alclg ZE =5 =g 2 8 ZEE 1 X232 U=0AM 8 HOIXIo HAlctL, CE

HOIXZ &l 01Sg8 &= UEF 2F &=0l [-Movtto -] 2|AE SHASE HSELILCHL
J

Status ZE U= &R0 HA UL 82 AHE & = A= 2R L= Port event handling
UM e JRAED AT HEI YA B0 oY 001201 ZAIELICH I =&
Ot0I2= Z¢<otP Serial port power control HIOIXIZ2 HAZN Al ZES TMAE HAHE =

AN o =
Port # ZEYS ZS=olH EZE BsS =A=x2 FEg = UsUD. HSls LSIH=2=
d&otl & ¢ O S=ot8H UWEXH=2z2 JZELILL [-- Movt to -] SIAE EtANE 0ISE

L =Y
SN HEAELIC 3 ZE= AN Alelg ZE =20 2
20l HAIZID, SHAHE =di0lE EX2 ER0les ZE s 20l =dolE EX B30t
Z25LICH 2HAHE Peer-to-peerll Peer X2 B2 Peer Xl HSI ZAIE L, Peer HXI2
SdAHE =dI0IE EXY B Peer Xl HS O3S0 2HAHYE =di0lE EXI St
HEAIELICH
Title ZE XS S2IotH ELE EI0IE &A= FZELL M38lle EXH=22 Fdsotl & o

= H

S=otH WEX=e2 ZZ§LICL [-- Movt to -] 2lAE EtANE=E 0ISE

A

22 dMAHS HEoHHLE d&otD [Search] HES 2&otH
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|
VIS 1 Series SENA

Management TECHNOLOGIES

|| User : root || Serial port connection

[ senal / senal_connect
Network Peer : ‘ﬂEBBI’S VI Port title : | | [ Search ]
Serial port
Configuration Port access menu connecktion
SOmnECHio Port access menu connection
Clustering Individual port connection
Power controller Status Port#¥  Title # of User Comments
Peripherals "] 1 server name on port 1 1] < Mot used =
2 PortTitle £2 0 < Not used =
System status & log 3 PortTitle £3 0 < Not used =
System administration 4 PortTitle £4 0 < Mot used =
AR 5 PortTite #3 0 < Not used >
Syst tatisti 2
LE 6 PortTitle £6 0 < Not used >
7 PortTitle £7 0 < Not used =
AfeEte loratar 15D 8 Port T!tle #8 0 < Not used >
aonly ch 9 PortTitle #9 0 < Not used >
bl 10 PortTitle £10 0 < Not used =
Login s a different user 11 Port Title £11 0 < Not used >
Logout 12 PortTitle #12 0 < Not used =
Reboot 13 Port Title #13 0 < Not used >
14 Port Title #14 0 < Not used >
15 Port Title £15 0 < Not used =
16 Baytech on Port 16 o] < Power controller =
17 Port Title #17 0 < Not used >
18 PortTitle #18 0 < Not used >
19 PortTitle £19 0 < Not used =
20 Port Title #20 0 < MNot used =
30 PortTitle #30 0 < Not used >
31 PortTite #31 0 < Not used >
32 PortTitle £32 0 < Not used =
33 DellDRACS 0 < Not used =
34 HPiLO 0 < Not used >

Copyright © 1338-2007 Senz Technolegies. All rights reserved.

-
8 4-35 Al2l& ZE % Z HOIX

AEX= HMOlotels EES ZEBSLE EIOIES 220l & Jtsd HYSS clAEY =
USLICH HHCUAENA ot HHES HE6tH LEE MUHE = JASLICH 1O 4-362 EE
ISt EIOIEES Z2Eot0 LY HYPUAEE 20HSUC ZES XHYLIAEIL HAE
SEH0IM EE Bl EIOISES S=otH HYeAEIL A2HELICH 0 BN OE ZE
BISLE EHOIES HEGHH Ol ZES| HMYCIAEE AfetXD M2 MEis LEQ| XHYL|AEDIL
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Serial port connection

/ serial / seral_connect

Peer : | All pears V Port title : | [ [ Bearch |

Port access menu connection
Port access menu connection
Individual port connection
Status  Port Title £ of User Comments
“ 1 server name on port 1 1 root < Mot used »
@ Power Control
= Serial Terminal Connection
% freekVM
2 View Port Log
‘d" Clear Port Log Alert
#* IPMI GUI Access
& Port User Management
] 2 PortTitle #2 0 < Not used =

8 436 ZE HZC/AE

AeIAEN U= BHOIE 22 Serial Terminal
E0 &H£s £ USLICH AIEXDF oY ZEQ HOlg
Lt

ASXHOIA AlelE ZE E=0 et

&1 oy ZEQ ZZE£Z0| Telnet £& SSHE && 40 Y2 FIR0E EYHE HOE
olgd0/& &9 ZF= 4.55 Host mode EFOIA Jl=& HI2H 20/ Quick connect via O #+2/
LI gto] 0ret et L

Java Telnet Applet2 ZE| &=£56H)| |ISt SAE D8] AFEXF 2EHHIOIAE HSEHLICH Java
Telnet Applet2 Telnet = SSH HZ S X|25tH, EE2| Host mode)t Raw TCP & 2=
H48E 3= 2= Sl ZEN =g = &L gE3Eg ZEE 226tH, Java Telnet Applet
0| LIEHLIA &30, AAEXts O ZEN 85
geolcte REFS I ELIU. 25S 22 B2, AEXesE 8 Aldlg ZE, 83 ZE
S2HAHY =di0IE EX/2HAHE Peer X2 ZEN =g == ASLICEH Java Telnet Applet
o EtOIE Ht= Telnet £= SSH2 oHZ AHf, ZE BSe ZE EOIEW 22 FES
SOHSLICHL & Otcel BHESE Local echo ON/OFF, &, 38 L= EdoI3 &2 59 Dl

HZot) AsLICh.

I
i

10
or
nio
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elnet Applet - Microsoft Internet Explorer

Telnet [ 1 : server name on port 1 ]

Trying 192.168.19.1 7001

T admin

S

for port menu.

Is _ Local echo | Connect | Disconnect SendBreak

Close |

1& 437 JTATelnet =R

SSHI[ 1: server name on port 1 ]

2

[

4 SSH User Authentication

S5H Authorization required
User name admin
Passwaord e |

| Loginﬂ| Cancel

Close

& 4-38JTASSH FZ ¢
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VTS 11D} SSH H& 12 Xa& X R = ARCIEl Z2mM2 SSH V1 E=0A ZFELICH
(9.7 Security Profile &#=X). Java Telnet Applet2 0|&0t0{ SSHZ o2& [ AF&%l= SSH
HE2 & Ml 232 Web applet option =0 A &S&E&LICL (3.8 & AHH £& &X).

&1l SSH ZJ J1Z2 SF& AFEAIE Java Telnet Applet 0/ SSH ZJf 7] QIS MZorA &1
o

=20/ Java Telnet AppletES 0/&0t0H &= Sof ZEO0 &%g = ASLICL

Aclg ZE/AA HEES M HOo et 28 JlssS MU HEUAEN A= On/Off
&EiE HAIol= Power Control 0t0I2E Z2&0tH, MEXs Al ZE/EA ZECQ
I

&2 M O (Serial port power control)ot= HIOIXIZ 0ISE =+
_?_

X MREAS 22g = JUSLULICHL VIS N0l =Ote Iie AESHE 22g = Us IS
ZHAEEH 22l(Power controller management) HIOIXIZ22 HZ JlsS MIELICH EZEIt

=]
10
A
Im
Il

ol HZEN JYD MIAHESHZ I ULH
Management Ot0I20| ZEAI&El=0l 0l OI0I22
EEHE MOUHE = JUSLILL KAE WHE2 6.34 IIE ZEED RA &2 - Alcl€

ww
Ju
Qﬂ
e
E
0
o Y
im
o
o
=
]
=]
(=
>
HU
=
0
9'j
2

ZEON HZE MBI KVWM HZE X&ot freeKkvM &EF0l D0 U= ZEES &ER

HAHCUAEN freeKvM HZ OtOIZ0] ZEAIELICH ALEXL freeKVM &2 00122 2= 6HH

KVM Z22i0IHE ZZ2 )= Aot AHE MO 22g = JASLICL =22 freeKVMOI
O

2FEH0 UL ==2| freeKvM 2F ZS0AM ZS2A0IHEI X&ots KVM 2S0[SHE

I

T2¥s de8g = JASE KWM 2lAEDN HAIZD 0 SHUAM S&8& KVM 2et0IHE
S2OYs MMELICH

View Port Log Ot0|22 MEiotH & 4-39%2 22 View port log 2tHO0| LIEFELICEH [Clear]
HES 226t &M IAE AHME =+ USLICHL [Refresh] HES 26t &l 2108
ZAE £ 1, [Close] HES 226t View port log 3tHS &2 %= USLICL. 2OU0I Port
event handling &8 0HAN SE& IIKFEI LATH SHH AN ZDIF HEAIE D [Clear alert]

o Ji

HE0l EAIEUICH O H = US
HYCIAEN A= Clear Port Log Alert Ot0I2% ZUW IIREI EHE I ZEAIE =0, 0O

OLoI2%= Z2E odliMoatol Aok AHEELICH

rm
iy
Ju
o]
e
0
HI
i
ol
=
]
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View port log - 1 : server name on port 1

Port log @ W Alert  Click [Clear alert] button to clear alertion
|searchThisword |

:[ Clear | [ Refresh |[ Close | [ Clearalert |

_1&/ 4-39 View port log

Host mode & &0l M Service processorl &F 0l et IPMI GUI Access, iLO GUI Access, DRAC

GUI Access 2| 0t01 &0 HEAIELICH

Service processorg IPMIZ S&ME Z2 IPMI GUI Access O0tO|20] HEAIELICH O otolE22

22otH IPMIE Soll 32 SAEE ot= oIHMHOIAZ HAELILL O 4-4082

IPMI GUI Access StHE S O0SLICHL Ao 2IAE EANA dte HYPS HEGH0 MEF
2

S=2EZ FH SAESE ZAl/ HOHE = UsLICH

IPMI [server name an purt 1] on port 1

{ serial / serial_connect / | T
Control
Chassis Power is off

&' 4-40 IPMI GUI Access

A ZEWAM Host mode & 0l Al Service processorE IPMIZ & &35t Remote port parameters
S0 A Protocol2 RMCP+(SOL)EZ & E&i6tH, IPMI GUI Access 3HHOI [Connect to system]
tHE 1 [De-activate SOL on another session] HHE0| LIEFELICH O 4412 0| &3E
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AEIOIA &2 ZEZS| IPMI GUI Access 3tHE HEAIELICH [Connect to system] HES Z&6tH

23 ZENM XEs A3 SAEQ BMCZ HZol0 SOLES Sdl HE A SASE ZAl

MO E &= A&LICH [De-activate SOL on another session] HES Z2&otH &M E55 0 Use

SOL &S 20 MZ2 SOL ¢HZ S JtsotEE LI 01 22 Serial port &2 HOIXISl &
HNHelAEN LIEtLt= Serial Terminal Connection Ot0I22 Z22/5t0 SOL HZ 2 MEE
US

IPMI [Port Title #33] on port 33

[/ =erial f serial_connect § |N0ne j
Cortrol
Chassis Power is off
Connect to system
De-activate SOL on another session

& 4-41 2 HZEO9 IPMI GUI Access

Service processorE ILOZ &FFMES Z iLO GUI Access O0t0I20| HEAIELICE 0O otolE22
/

=26t ILOE Sl &8 SAEESE ZAl [/ MOicts 2eleHHoAZ HZELICL

34 HPILO 0 < Not used >
= Serial Terminal Connection
2 View Port Log
#ILO GUI Access
+ SMASH GUI Access

J& 4-42iLO GUI Access

iLO GUI Access 2tHE System summary, Control, Access settings, IP settings, System Health
information, SNMP, iLO event log S22 ?*&E0H USLICEH System summary 0 A= BIOS
information, System information, Processor information, Memory deviceS2| H2E I AI&LICH
Control B0lME &3 SAEN &E=ckAL, WHE HEZE & == USLICH Access settings
B0l A= SSH, Telnet, Web, Terminal, Virtual media S2 ZEE XI&StHUL Access Its HHRE
H&E = USLICL IP settings BE SolAeE 8 SAEQ IP addressE HEE = UASLICH
System health information 8= &2 SAEQ| Fan, Temperature, VRM, Power supply S2)
FE2E == USLICL SNMP H0M= iLOS SNMPOI Ust BEE £FE = USLICH iLO

Eventlog B2 Soff iLO2| eventlogE = = USLICH
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iLO [HP iLO] on port 34

/ senal f serial_connect / ilo

System Summary

BIOS Information W03 08/08/2006

System Information ProLiant ML310 G4
Processor Information 3400 MHz; 64-bit extensions
Memaory Device DIMM 01; 1024 MB; 667 MHz

Control

Connect Connect to iLO Console
Restart Restart system

Shutdown Shutdown system

Access settings

IF settings

System Health information
SNMP

ILO Event log

J& 443 & HZEO9 jLO GUI Access

Service processorE DRACR2Z &FME HS DRAC GUI Access O0t0l201 EAIELICH O
Ol0|22 226t DRACES Sl 32 SAEE ZAl/ HOGt= &CIEHHOIAZ HZEELICH

33 DellDRACS 0 < Mot used =
= Serial Terminal Connection
2 View Port Log
+* DRAC GUI Access
+* SMASH GUI Access

&' 4-44 DRAC GUI Access

DRAC GUI Access 3t3 & System summary, Control, Access settings, IP settings, System Health
information, SNMP, iLO event log S22 F&&Z 0 USLICL System summary Ei0lA= System
Model, System BIOS Version, BMC Firmware Version, Service TAG, Host name, OS names 2
HE2E HAIELICL Control E0lAE 33 SAE0 E50LL, IIKE AHEE & = USUIGH
Access settings Ei0lA= SSH, Telnet, Web, Console S2 ZEE X &3tHLE Access Jts
HEE d8g = USLICHL IP settings BIE SoiM= 8 SAEQ IP addressE &g =+

USLICH DRAC Eventlog 882 Sdll DRACS| eventlogE = #= USLILCH
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DRAC [Dell DRAC 5] on port 33

J serial f serial_connect / drac

System Summary

System Model PowerEdge 2900
System BIOS Version 1.1.0
BMC Firmware Version 1.14
Service Tag HMS10C1
Host Name poweredge
0S Name
Control
Connect to DRAC Console
Start system

Access settings
1P settings
DEAC Event Log

J& 445 &2 HZES DRAC GUI Access

SMASHE X|&6t= Service processor(iLO/DRAC) Ol CHAlAl= Remote port parameter &3 0l A

%)
<
>
@)
T
lo
=
0R0

o dg
= A= BE== HES HALIDL e HES 2EHE22ZM &M Targetdll ol &
=

of g =
HHE Aol =F SLICH B Property & 18 JSOtCHEH Property?l &2 OICIEEAZ HA
T HEE £ UASLICH 22 HAGD BHAE propertySS HESH & GHO| Set HES 2
™ Y property2l 2t01 BHHFELIC
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SMASH [HP iLO] on port 34

[ senal f senal_connect / smash

[Star‘t] [ Stop] [ Reset ]

Targets
firmware
bootconfigl
log1
led1
oemhp_vspl
cpul
memory 1
memory2
memaory3
memoryd
slotl
slot2
slot3
slot4
fanl
fanz
sensorl
sensor2
sensor3
sensord
powersupplyl
powersupply2

Connect to SMASH-CLP Console
Current Default Target Path : / system1

Properties

Name

name

number
enabledstate
oemhp_powerreg
processor_number
pstate_number

Value
= ProLiant ML310 G4
= »=not present<<
enabled
auto
=1
2

g 446 &Z HZE S SMASH GUI Access

Csh Alelg ¢Z HOoIXlole 8 ZEQ H= Ao st FEX
ANEXS =# &5) ZE ASX Ot0ICI(User &) ¥ ZE AIEXIt L6t
g=)2 ZEYZ ZAELUC

Aelg ZE & HOIXo HAE= Hel M&E AL A0 8 28 =
CIAEES olg =& UL, AIZNY HEBS ZHIE 8L =% UsLICH HE
[# of User] &== SotHL HHCIAEN A= Port User Management OtOI2S
4-47 2701 el Alelg ZE ASX elAE 330l LIE ELICH

117

M0
x
)
9o
3
3
D
=)
7

st

ikl
J



<3 Serial port users logged on list - Microsoft ... E|§|E|

Serial port users logged on list - 1 ; server name on
port 1

F Terminal User ID

ttyco* admin
[ Kl N“ Reload | [ Close

& 447 201 Z01 A2 ZE AEX} c|AE

Ol st AIZX ClAE S

o
e AtEX=2 HEs HHZ S8 = USLICH

x
e
Y
OB
S
9&
[n]
rr
>
0t
]
nin
o
i
ro
ol
=
(=
fm
o
4
[
|'Cl

VTS ll= & QIEMHOIAN ZeIcHK &1 HE Al2lg ZE H XZE L= =408 FX2
Alelg ZE) &Zot= & HOIXIE H SMe =AM OS2 201 YHotH

mlo O_H
]
c ol
[
[
T
o

Alelg ZEN XHE HZot=s JTA S

OIIM <IP>= VTS 119 IP =4 £ = Z02 01§ 20IgLICh <port number>= Al2l
SALICH A Xt= <port number>2| ZTE HSE JI& ZE
f= ZE 0|80l <porttitle>2 L& LEZ A S8

& LICH

S, <port title>2 A2l ZE2Q| 0]
2
Al

—/

Z2g = USLICH <port number>= Ct

o A
S

[ R{ peer _nunber}][S{slave_unit_nunber}][P]port_nunber
o) 1. Alelg ZE #1:1 or P1
2. 2HAHY =dI0IE X #1929 Alelg ZE #2:S1P2
3. 2 AHY Peer-to-peer EX|l #2 Al2lE ZE #3: RP3
4. 2HAHE Peerto-peer HX| #22| ZHAHE SH0IE X #32 Adlg ZE #4 .
R2S3P4
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4-48% 118 4-492 <port number>%2t <port title>=2 AMSot0] A& Al2lg ZEZ HHGI=
HE 2WSLILCHL
User =2 CtSt 20| LS5t AIEX= SSH 22 Aelg 2£2 Solo Alelg ZE, A
ZE £= &di0IE EX9 Aelg ZEN AEE = ASLICL
<user>: p=<port nunber >
T=
<user>:t=<port title>
T=
<user>:<tcp port number>
OIIA <port number>= ZE B35, <port title>2 ZES| OIS ALICH. AFZ2Xt= <port number>2]
ILE HSE JIA EZEZ T= EE 0/S0| <port title>dt LXdt=s ZEZ HZE = UASLIGH
Port number2 Al2lg ZEW HE AZW AL <port number>2t 22 HAS 2ASLICH <tcp port
number>= ZEQ| TCP ZE HSALICL TCP ZE YIS}t <tcp port number>Q! Al2|gd ZE=Z
HBY = UsLIt

A JAVA Telnet Applet — Microsoft Internet Explorer

OHE(Ey BEE) 220 SAFEIIA O
T g] httpi/#192, 168,19, | /connect, asp7p=1

=EA(H)

Welce

PORT — ¢ name on port |

“z for port menu.

SendBreak

_Local echo " Connect || Disconnect |

Telnet[ 1: server name on port 1 ]

Trying 192.168.19.1 7001

[

[

@] UH%E‘ .de.mud:J{a.Appl.et- startad ] @Ei':ﬂ

& 4-48Portnumber £ A/2/E EEQ XE HZ
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; JAYA Telnet Applet — Microsoft Internet Explorer

OHE(E) MEEY 2200 SAHFNE 3D ESEH ;
=000 | @] http://192.168.19, 1 /connect aspf=server v Buas

Telnet [ 1: server name on port 1 ]

Trying 192.168.19.1 7001
[2]

Entering “z for port menu.

[41

_ Local echo " Connect || Disconnect " SendBreak

@] HEEF de.mud.j.ta..;ﬁppl.et. started ] @.Ei.':ﬂ

& 4-49 Porttitle= A/2/€ ZE0 &E&E HZ

5010 8 4512 2lsAMA <port number>1t <port title>2 0/ &6l SSH &2 Al2l Y

8 4
ZE2 SO0 ZEN 2ot MYLICH O 4522 2ISAWAM <tcp port number>E 0|25t

SSH &3 Al2lg 2£=2 Sot ZE0 HZot=s M LICH

[root @ocl ahost ~] ssh root: p=1@92.168.19.1
root: p=1@192. 168. 19.1' s password:

Entering server port, ..... type ~z for port nenu.

J& 450SSH &&F Alc|lg Z££ & ZE % Z - port number

[root @ocl ahost ~] ssh ‘root:t=server name on port 1@92.168.19.1
root:t=server name on port 1@92.168. 19.1's password:

Entering server port, ..... type ~z for port menu.

=

18 4-51SSH & A/2|g ZB£E &a&F ZE A -porttitle



1&g 452SSH &Z& A2/

nQ

ZL2 S5 ZE % Z - tcp port number
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5: Clustering €38

51K

VTS ll= Clustering J1s2 AtE0t0d otLtel VIS 1E Salf, T2 2] VIS IIE2 Aleld ZES
T &g = UASLICH VTS 112 Clustering 23 0l= Clustering Master/Slave 2F& 1t Clustering

LICH

EI>

Peer-to-peer 20| AU

+

Clustering Master/Slave At&Xt= StLIQl OtAEH VIS IIE Soll &I 1,632H0 K2l Al2lg ZE
(=(48 Al2/g EE + 48 &Z HE)* 16 JfC =d0/1E EX + OLAEH ZX/2 48 A2/ ZE

¥y UAsULH

-

Sd0lE &XI2 Alelg ZEZ HZ20tI| fdH VTS lli= NAT(Network Address Translation) 0ff D1 Bt

Jlgrel 2ttt IP forwarding A4S AFESHN, VTS Il X011

ot 82 ZE S NIELICH B, AIZXIF 8 &3S Btdol= IP
forwarding #&S =322 ZF&0UH VIS ll= UE BOIE MHEE L& 2e1g = U0 &
LI Ct.

OFAES VTS 112] TCP port2 ®&Cl= H0IEE 2012 VIS 119 (IP =4: TCP ZE)( ®gg
LICH MHetAl, AFRXIDF OFAES VTS I0IAL IP forwarding 7% 0F A& =01, ODIAE VTS 112
S 20 VIS NSO HSE & N SUCH 28012 VIS 0ls EIhE0l X0 Be 9
SLICH

d=0ot0 =diol2 VTS 112 AlelE ZEN B2 AMEStChd 426l
JgLICH

o

AEXIE OFAE VTS NI

SACL OS2 8N AEXS S8

ror
e

- AEBXN FARHS IP =4:192.168.0.100

- DEAH VIS S IP =4:192.168.0.2

- =diolE vISIel IP =4 192.168.0.3.

- OrAE VIS 12l TCP ZE 7201 =d0IE VIS 112 Alelg€ ZE 1 (TCP 2 E, 7001)E
fIoi =2 XI&E&LICH

o
=
06
o
2
il
-
o

8 5-12 018 =2 ot2l VTSI Clustering J1s0ll CHE &
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NAT:IP forwarding

From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:7201 To: 192.168.0.3:7001

User |—1> 1: Master |—1> 2. Slave
192.168.0.100 <2,_| 192.168.0.2 <2_| 192.168.0.3

From: 192.168.0.2:7201 From: 192.168.0.3:7001
To: 192.168.0.100:34567 To: 192.168.0.2:45678

NAT:IP forwarding

J& 5-1 Clustering Master / Slave && IS

L]

O 5-2= == CIHY 2F0AM, OtAH VIS 1E Sol SdI0IE VTS It HZol= 885

LIEFESLICH

|
!J Y Users'access over the VTS

— Master VTS: 211.112.67.34 (public IP)

— Master serial ports: 211.112.67.34: 7001~7032
— Slave 1 serial ports: 211.112.67.34: 7201~7232
— Slave 1 serial ports: 211.112.67.34: 7301~7332

Remote User PC

Master

Master's TCP port forwarding:

7201 ~ 7232, 7301 ~ 7332 192.168.1.101

(211.112.67.34)

Clustering configuration
Master's TCP port 7201~7232

—

Slave 1's TCP port 7001~7032

Network

Master's TCP port 7301~7332

Slave 2's TCP port 7001~7032

TCP ports
7001~7032

TCP ports
7001~7032

Slave 1 Slave 2
192.168.1.102 192.168.1.103

18/ 52 Clustering Master / Slave &/ 4/

It
ru
It}
I

0

Clustering Master / Slave= 0tAH EXE SoHM =012 ZXI00 U5 LICH Clustering
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- PeerE

Al

Peer-to-peer=
Clusterng LH 2]

ClusteringLi 2

l

il

St Peer= IP forwarding &
= B O0lA Clustering Master / Slave 242
Soll AFE Xt ZOolA & Xl
Clustering Peer-to-peer L2l 2= Peer=0| OtAH X
Jl 20, Clustering Master / Slave Ol A OtAH & X2 HE
2 20 eEE
Ct
PeerJt

NasE A OIEl,i
H— =2 e AN —

= ct

AJ—I‘n_ =

=
j—

Clustering Master / Slave2| OtAH & X[2tH,
£elole EXI2 ZENE E28 USLICH
CtE Peerl £dI0IE X2 &E OOIHE
Peerdt Xt&lol &d01E EXI0A GIOIE
0/&06l™ Clustering Master / Slavelt 2t
H & =5 USLICH

Clustering Peer-to-peer Ml A
OotHLE EHEIE M O s sz A
U eldl I8t =XIE oAl 2Het:s 2

18 5-32 Clustering Peer-to-peer S & 22| E

AL
T

Peer2 CtE

rr

- o=

= 2= Peers0| &
J=o

=
Es <2

| n

i w—

=
-

O &SLICk
Peer 1
192.168.1.101

e

Slave 1

192.168.1.201 Peer 2

192.168.1.102

L

Slave 2
192.168.1.202

Peer 4
192.168.1.104

o 19

ol

]

>
o]
=)

I

2l Clustering Peer-to-peertil A=
PeerE Soff SHAHE U2 CHE Peer=2 50| Jtsg

ANEXS

IP forwarding tableS
. - Peer? &£30|

Peer=0| dAlE WHE2

ot

4 P

o
@
@
Hu

ry
o

c n
o

o
12 o
U
&

Mg

o

1o
IT o 2

=
2

b

0
ﬂ

e Je o
]

3

b

=)
Paa

\J
hs

e
=

|Ct. Clustering Peer-to-peer2|
Peer?l LEZEDH OtL|ct

L

Peer2 =dI0IE EXI0 2

9|
&1, L2 PeerOlHl HIOIEHE

[==gy =]

=% 11, Clustering

i

Slave 3
Peer 3 192.168.1.203

192.168.1.103

—

Slave 4
192.168.1.204

TCP ports
Peer 1: 7001~7032

Slave 1: 7001~7016
Slave 2: 7001~7016

Slave 3: 7001~7016
Slave 4: 7001~7016
Peer 4: 7001~7032

Peer 2: 7001~7032, 7201~7216, 7301~7316

Peer 3: 7001~7032, 7201~7216, 7301~7316

_1&/ 5-3 Clustering Peer-to-peer

TCP ports forwarding (2 Peerlil 2 &)
Peer 1: 15002~15033

Peer 2: 15036~15067

Slave 1: 15070~15085

Slave 2: 15088~15103
15106~15137

Slave 3: 15140~15155

Slave 4: 15158~15173

Peer 4: 15176~15207

Peer 3:
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5.2 Clustering Master / Slave &3

Clustering Jls2 &&06tJ| floiA = Authentication mode 2t Update master on changes & H| 2
2 O0tAH EXI0A StH ELICH Authentication mode= AFEXDF OtAEH EXIE
12 &XQ ZEZ AHZE [ Oecln 1 EEZQ| Authentication modeJt LocalZ & &l
XA X =dolE EXIAM XS Z2EELICH Update
aster on changes= =dl0|2 X2 £30| HIEHN HE22 3% =dI0I2 X2 BHE At
OIAE X2 22018 20 s dalg X HRE SFELICH VIS IS Clustering mode
Jb Master2 &&E/™ Authentication mode2 Update master on changes &2 HI&4d3s &
LICt.

x

ol
30 = {0
mo ml> in
@
o

Mo 3 <2 om
==
=
0 o
=
re
Ol
o
=)
>
@

AMEXIE & VISIIE OtAHZ & &F0ot)| &dte EX, Clustering €38 3tHOA £&oi0F ot=0l,
HXE OIAHZ £FotH OtAH 230 2 €8 330l UEELICH 18 5-4= Clustering
Master / Slave €& 3tHES B0 SLICH A2 XDt Clustering modeE O0tAHZ A &6HD MEGHH,
8 552 22 0tAH &XIE & Clustering Master / Slave &8 3H0| E A& LICEH Clustering
modeJt Slave 2 &S Clustering master unit filtering2 Soil Masterdt 2 = Us KR IP

adressE & & o USLICH

]

=
VTS 11 Series

Management TECHNOLOGIES

T

/ cluster / cluster_config

Network
Serial port Clustering mode configuration
Clustering Clustering mode : fuélave :|

Configuration = = Authentication mode : |Lacal |

RERL10 Rer Cunligur dUon Update master on changes : | Mo |
Power controller a

. [ Save to flash ][ Save & apply ][ Cancel ]
Peripherals
System status & log Clustering master unit filtering
System administration No. IP address/mask Status Action
System statistics No filter found...Any unit can be a master unit.
New | i fdd ] [ Update

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright © 1398-2007 Senz Technologies, All rights reserved,

_1&/ 54 Clustering Master / Slave &'&
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Clustering configuration

Jcluster f cluster_config

Clustering mode configuration
Clustering mode :
Authentication mode :

Update master on changes :

Clustering information

Unit 1D Slave unit address Mo, of port

[ Save to flash ﬂ\’ Save & apply ” Cancel ]

Master «

J,

Unit ID Slave unit address Mo, of port

sdi0lE HXIE FIGoAE, A2t =di0IE EXl ID £= =48 Z&6t0 O8 5610 22
Slave Unit 28 3tH2 2 0lSotH FIHHQ 282 & = UAsUIOL 0l SHUA =d012 FXE
EnableZ2 &EiotH, XI&= =cl0l2 X0 e FOHHQ £33 & = Us 18 581 &2

StHo 2 dvHELILCH

Clustering configuration - Unit 1

J cluster / cluster_canfig / unit_infa /|1 =

Basic configuration

Enablef/Disable this unit

Dizahle -

[ Savetoflash H Save & apply ” Cancel fz

18/ 5-6 Clustering Master / Slave && - Slave Unit &&
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Clustering configuration - Unit 1

/ cluster / cluster_config / unit_info /|1 =

Basic configuration Advanced =

EnablefDisable this unit ; Ernable Kg

Slave unit address | &uto Configure

Slave authentication mode : Local v
[ Save to flash ] [ Save & apply ] [ Cancel ]

_12/ 5-7 Clustering Master / Slave && - Enable && = Slave Unit &&

MEX=E sdi0lE X2 €82 F4otJ| floll IP forwarding HIOISES =322 FdY =
UL, =dolE FX0 RESIH £ S Importott NS22 A =& JSLILHL =822
diole &xl9 ¥2E PHoldM Advanced >> 23E 225t 1 581 &2 =02 &

IP forwarding EIOIS3tHUWA & &EotH FLICT

Clustering configuration - Unit 1

/cluster { cluster_config / unit_infa /|1 =

Basic configuration << Basic

Enable/Disable this unit : Enable «

Slave unit address

|[ Auto Configure ]

Mo, of port

!

Slave authentication mode : Local -

Connect to slave unit to change configuration © Please, Do [Auto Configure] after changing
Enahle Source port Destination port Protocol

1 EBE_1 MeE

Port access menu configuration

Enahle Source port Destination port Protocal

O] E =

Individual port configuration

Port Enahle ) . Source  Destination
& = Title at master unit . - Protocal
t o | | | || =
2 O | | | | | | =
> O | | || | | =
+ O | | | | | | =

Base title : | | [ Set |

Base source port : | | [ Set ]

Base destination port : | | [ Set ]

[ Save to flash ] [ Save & apply ] [ Cancel ]

&/ 58 Clustering Master / Slave && - £4/0/2 &Xx/ IP forwarding &/ 0/
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sdlolE &Xl IP forwarding HIOI=3H W= Port access menu, CIEHHOIAE {8 AMHIA

ZE Y Al2lg ZEMRA EZEN &%0t)| st IP forwarding EIOIS0| ME&LICH Source port

= 0tAH &XI2 TCP ZE HS0/0, Destination Port= Source port2 && &= OIOIEI MEE
=di0lE EXIS TCP ZE BSYLIL 322 =08 &AXQ HEE H3g B2 Port
access menu%t AMHIA ZE= HdFE 5 QUSLICL

IP forwarding EIOIE2 N=s22 80t =dI0IE X2 IP =4 £= ZHQ 0182 et
Ct=2 [Auto Configure] HES 2 &LILH. OtAH EXls= SdI0IE X ZE FEE NIs2=2
Importot) 0l CHEF OtAEHS AA ZE HEBEE U222 SFELICH 08 59= s 30|
d433ME M HAIXNE UEHWD O 5-10= AUs £33 & = 2NE 20sLICL s £33 =
ZHAIL AT BR, 2F HAIXIDF LIEFELICH OIS 2etd0l 92= 2FSE IP =4 ¢4
= UER/KZI 2H0. UERKZ £801 &2 F)YLICL O8 5-112 s €30l 2dHMsS &

£ UEtU= BIAIXIE 20 sLICH

OtAHE £dI018 EXo 832 NUs 4822 JId 2 1 XA Console server 252
HAFE ZED US2=Z FOtM diE = FEE Import HAl ELICH. AHEXtE Base tite2 &%
St =diolE X2l ZE E0IES 22Xz H4Fe = USLICH St Base port BISE
A5 0l O2kA Source port 1S S = Destination port IS E H&GIEE NEE =& QU
SLICHL & QHHOIAE sdI0IE EXE £&ot=s & AHHOIAZ HEL= E3IE M3ELIC

.
Connect to slave unit to change configuration £=2| Protocol2 &=z M, =dI0I1E EX
o

[s=]
HFot= & CIHHOIAZ HEE [ MEE ZZ2ESS HE8Y = JUASLUILCL

i

&t 1), Source port 1S = OFAEH X EEQ Ji&E SN ZS=LHEE SF5HA Z010F gL
=

&= &2, Clustering J/50/ HI&24& AEIOF ELICH

Of

Microsoft Internet Exzplorer

18 59 Clustering Master / Slave && - It& && &ZF UIAIX
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Clustering configuration - Unit 1

/ cluster { cluster_config / unit_info /|1 =

Basic configuration << Basic

Enable/Disable this unit : Enable «

Slave unit address : [192.168.19.2 | [__Auto Configure Ri’l
Mo, of port

Slave authentication maode ; [Local  ~]

Update master on changes : Mo -

Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enahle Source port Destination port Protocol

Fort access menu configuration

Enahle Source port Destination port Frotocal

[ferer o]

Individual port configuration

P;rt Enla:t|3Ie Title at master unit SEE:_EB Des;igfttion Protacol
1 Slave Unit #1 | [ ]| | ] =l
2 Slave Unit #2 R | ] =l
3 Slave Unit #3 | [ ]| | ] =]
4 Slave Unit #4 | [Fema | | | ] =l
13 Slave Unit #13 EREEE | =
14 Slave Unit #14 | 214 ] | | =l
15 Slave Unit #15 | [F25 | | | =l
16 Slave Unit #16 | [Fa8 | | | =

Base title : | | [ Set |

Base source port | | [ Set ]

Baze destination port : | |

[ Save to flash ][ Save & apply ][ Cancel ]

18/ 5-10 Clustering Master/ Slave && - II& && =

Microsoft Internet Explorer

s 88 T2 HAIN &36HH 4018 X2 ZE HEIt HESHH SFEU=X &ol
Q. 1d U8 &diol2 EXI0l hE Clustering 882 2=0tJ| fIoH [Save & apply] HE
2ol 882 M&StD Mo AL, 18 5-12&= Clustering 882 H&otD Hgs 2t
o sLICH

18/ 5-11 Clustering Master / Slave && - Xt& && @& UAIA
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Clustering configuration - Unit 1

/ cluster { cluster_config / unit_info /|1 =

Basic configuration << Basic

Enablef/Disable this unit 'W‘

Slave unit address : |192.1EB.19.2 | [ Auto Configure ]

Mo, of port

Slave authentication mode |Local =l [ SetAdthentication |

Update master on changes : [Mo | [ Set Update Master ]

Connect to slave unit to change configuration @ Please, Do [Auto Configure] after chanaing
Enable Source port Destination port Protocol

HTTF - [Connect to slave unit]

Fort access menu configuration

Enable Source port Destination port Protocol

o o]

Individual port configuration

Port Enable ) . Source  Destination
# 0 Title at master unit - - Protocal
1 |Slave Unit #1 | [72m ] | | =
z |Slave Unit #2 | [7z02 | | | =]
3 |Slave Unit #3 | 7203 ] | | =
4 |Slave Unit #4 | [fz04 ] | | | =l
13 Slave Unit #13 EREEE | =
14 Slave Unit #14 | 7214 || | =]
15 Slave Unit #15 | [F25 | | | =l
16 Slave Unit #16 | [Fa8 | | | =

Base title : | | [ Zet |

Base source port | | [ Set ]

Baze destination port : | |

[ Save to flash ] [ Save & apply L\\\J [ Cancel ]

18 5-12 Clustering Master/ Slave && - It& && Save & apply &

HES SEE22ZM, AIEXs =

Slave authentication modeE & E{Gt1) [Set Authentication]
d& & UASLICH Update master on changes

4018 X2l clustering authentication modeE #H&

™ =dI0l1E &XI2 Update master on changes

£ dE5t1] [Set Update Master] HHES 226t &

E P& 4= UASLICL [Connect to slave unit] 2= @32 22otH AIEX= 22018 &X2
¥ BHEEg = A= =diolE BXY & 2QHHOAZ Olsg &= JUASLICHL &d0IE &S
H™MES BASH & AI2X= [Auto Configure] HES 22610 =d012 A9 BHA= &S
OFAE & X Clustering & &0l BtHaliOF &LICH. 124U, Update master on changesJt Yes 2
AN JASH Zdl0IE BXQ H4FS HAGHD HMEoHH OtAH XM AAs2=z vrHELICH
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5.3 Clustering Peer-to-peer &3

2 COIE{HIOlA 2| Clustering > Peer to peer configurationg M5 Mot 18 5-132 &2
Peer to peer mode configuration 30| LIEFELICH.

VTS II'Series
Management TECHNOLOGIES
|| User : root || Peer to peer mode configuration
J cluster / cluster_p2n_config
Network
Serial port Peer to peer mode configuration
Clustering Peer to peer mode : Disable -

Configuration

Peer to peer authentication method @ Locs
Peer to peer configuration

Peer to peer password (new) ! |

Power controller

3 Peer to peer password (confirm) |
Peripherals K H ( ) L |

System status & log Save to flash ] [ Save & apply ] [ Cancel
System administration

Peer to peer infarmation

System statistics

Start device locating
Apply Changes

Login as a different user
Logout

Reboot

Copyright @ 1998-2006 Sena Technologies, All rights rezerved,

18! 5-13 Clustering Peer topeer mode configuration £ 0/&

Peer to peer mode Lt2t0IEH= Ol &XIJt Peer to peer modeE AIEE X HRE Z2HELICH
Ci

Peer to peer modeJt EnableZ2 &€& HR 8 LI2I0IHSE 88 = USLICLH Peer to peer

authentication method= CIE Peer0lM 0l &XI2| AuthenticationO| Local2 &8 & ZHZ HZE
otedl & M, HCIAM o152 & HeIXE ZFHELICH Local2 &8E 0= 0 &xle 2&

=
oI5 EXE [MELICL Peerz2 HFE A0
A

[ =2

>

Ct2 PeerflA 12 EBXE WENA ELICH Peer
o peer password= Z2E Peers0| Z4&l H22 HAGH)| ol HIOIEHE =10 &2 M 2HAH

2o PeerE M2 XtAHO0|l JA=X HEE BHot=0 AFZELICH IHWARAEDN THE Peerdt Peer &

B2 QESAHL HAIGHA LD ofH SHAHEUC Peers2 01 HYS LAIELICH

Peer to peer information &35 A&6tH 18 5-141 2 & Clustering peer to peer information

30l LIEFELICY.
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Peer to peer information

[ cluster / cluster_p2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Mot joined

scion
P Authen. Weh port Port =l .
zer N uthen eb po ort access Source port a\lre A
o, method  Protocol Source Protocol Source Linit

Mo peer found....

Invite pears

_1&/ 5-14 Clustering peer to peer information

Peer to peer status= Clustering peer to peer2 &I &EHE HAIELICH. HAl Jtsst &EH= C
S Z&LICH

- Not ready : Peer to peer modeJt Enable&l Al ZAHU HEE X L2 ACEH

- Not joined : Ot&! JoindtAl 42 AHEH

- Joining : Join2 Al&5t= AEM

- Joined : Join 0| 2= = 2ofEH

- Changing peers :  Peerto peer A& LS| PeerS2 EEE Aot Uz AEH

- Withdrawing : Peerto peer J1E2| € &0t A& S0l AEY

- Withdrawn : Peerto peer 152 EE&lst &Y

ANEXtE [Refresh] HEZS 22Iot0d S H
Peerto peer J1E0 =8 Peerl =25 &
g &= UASLICH O I Peer2l =401 &
LAUNL M2 LS AMEHOIALL, Peer to peer JE2| Peersdt ARSI LXIGHA 2o
Peer2 &It =+ QIsLICH e8st =45 I8l PeerJt Peer to peer 1&0 &ItE &H

ULt Ot Peer to peer JSW &EIIoHA %22 AEHH &EIISie = Peer2t &
peer JE= EHELICH. 18 5-15= U2 Peertopeer S22 Joindted= sHLICH

Peer to peer information

fcluster f cluster_p2p_config

OIXIE =& B2 HAE = JSLICH Eototdd=
St [Join] HHES 225tH Peerto peer 1&0H &

& Peer2 Peer to peer modeJt Enable2 & & &l Xl

=
=
HU
o
o
D
ol
3

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Mot joined

#ction 192.168.19.1|

P Althen, Wyeh rt Port sl .
zer N uthen eb po ort access Source port a\lre -
no. method  Protocol Source Protocol Source LInit

Mo peer found....

Invite peers

_1&/ 5415 Clustering Peer-to-peer - Join
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8 5-16= Join 2&

[l

£ JoindtHA e Peer2l Peer to peer information 3t & L| Ct.

Peer to peer information

foluster f cluster_p2p_config
Peer to peer mode configuration
Peer to peer information
Peer to peer status . Joined
Action [ Withdraw | [ Update |
Peear P Althen, Weh port Port access Source port Sla\.fe Action
no. method Protocol Source Protocol Source LInit
1 192168191 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1
2 192.162.19.2  Local HTTPS 15039 Telnet 15040 15041 ~ 15056 -- This
Invite peers
18/ 5-16 Clustering Peer-to-peer — Join &£ & 3%

18 5-172 Join CHAQ! Peerl 3t LICE.
Jcluster / cluster_p2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Joined
Action [ Withdraw | [ Update ~
P Authen, Weh port Port =l .

ear N uthen eb po ort access Source part a\.re Action
no. method Protocol Source Protocol Source Linit

1 192.168.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This

2 192,168.19.3  Local

HTTPS 15039 Telnet 15040 15041 ~ 15056 -

Invite pears

18 5-17 Clustering Peer-to-peer — Join & & = Join [f4f peerS 3t

Peerto peer 1S 0l =8t Peers

eIAEN= Peer 815, Peer =2, Peer to peer authentica-
tion method, ¥ QIEHOIA A2 23, Portaccess menu A2 2 &3, Al2IZEZER |ALE
Source Port

H2 Y Slave &Xl HE=S0

=]
| EAIELICH & CIeHOoIA 238 2ot HE Pee
PIHHIOIAZ 0l &S3dHH

. Port access menu 232

of g
=22l3
=

HE Peerll 882 HEE &= USLIC
215t oY Peer® Port access menuz & £E& %=

|8t =02k, I8 SAESS 0| SAEDJL &8 Peerto

SOl Invite 2 LICt. Peer to peer information 3FHMI A Invite
Eist & FHE RIEY Peers=2 F=4AE s F [Invite]
InviteE OI=ot0d & S0l =IO 10012 SAENA Joins = A28Z ArZ2Xt= Peer to

peer &= & &g = JUSLICL InviteSt=

E= 3l SI-Ll El.

— = ="

US g 5-182 UHE =

sHE 20sLICHL
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Peer to peer information

[ cluster [ cluster_pZp_config
Peer to peer mode configuration
Peer to peer information
Peer to peer status . Joined
Action Withdraw | [ Update |
P Authen. Weh port Port = .
zer N uthen eb po ort access Source port a\lre A
. method  Protocol Source Protocol Source Linit
1 192.168.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This
2 102,168,193 Local HTTPS 15039 Telnet 15040 15041 ~ 15056 -
3 [192168.19.4 |
+ | |
5| |
6 | |
7
| |
a | | 3
9 | |
10 | |
11 | |
12 | |

_]1&/ 5-18 Clustering Peer-to-peer — Invite

e 5-192 Invite 22 £ stHS B0 SLICL

Peer to peer information

[ cluster [ cluster_pZp_config
Peer to peer mode configuration
Peer to peer information
Peer to peer status Jained
Actian ; [ Withdraw ] [ Update ™
Peer N Authen, Weh port Port access Source part Sla\.re Action
o, method  Protocol Source Protocol Source Lnit
1 192.162.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This
2 102.168.19.3 Local HTTPS 15020 Telnet 15040 15041 ~ 15056 —
3 192.168.19.4 Local HTTPS 15057 Telnet 15058 15059 ~ 15074 -
Invite pears
_J&' 5-19 Clustering Peer-to-peer — Invite & =
Peer to peer &0 ZJIst Peerdt OS2 ZE&IGtHAE [Withdraw] HHES Z2=0otH

[Remove] HEEZ Peer 2|AEWH M PeerE HIHGH|

Peer 2IAEQ| Peerg ZUHA SE0| FAAE Peers2| =

2o AFEELICH [Update] HES 2

LFOL0 HAELIC

==
_I_E
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5.4 Clustering

2E Melg ZE/AA ELE, Clustering Master / Slave2| Slave X2 XEE, Clustering Peer-to-
peer0il Al Peer2l L E = Serial port HAZH O X0 EAIE LICH

Serial port connection - Page 1 --= Move to --- w

J serial / serial_connect

Peer : ”F'EBVS v| Port title : ' ' Search

Port access menu connection
Part access menu connection

Individual port connection
Status Portz Title # of User Comments

[ o 1 server name on port 1 0 < Not used =
2  Port Title #2 0 < Not used >
3 PortTitle £3 0 < Not used =
4  Port Title #4 0 < Not used =
[ 1 1 Slavelnt =1 Unit 1 - Port 1 Source Port : 7201 |
1 2 Slave Unit #2 Unit 1 - Port 2 Source Port : 7202
1 3 Slave Unit #3 Unit 1 - Port 3 Source Port : 7203
1 4 Slave Unit #4 Unit 1 - Port 4 Source Port : 7204
2 13 2ndPeer #13 Peer 2 - Master - Port 13 Source Port : 15054
| 2 14 2ndPeer £14 Peer 2 - Master - Port 14 Source Port : 15055 |

1&' 520 Serial port & Z [0/ X] — Clustering Master / Slave 2} Clustering Peer —to-peer

]

&l 5-20= Clustering Master / Slave?2| Slave & X|2t Clustering Peer-to-peer2l Peer &
gt &Xl2l Serial port AZMHOIXE 2EWSLICH ZE HS= Peer H
et Port B2 ALELICH 8 520018 H BIM AIZEC ZE BisE ofE ZEDIL
Aelg ZE/AA ZTEAS HAIELICH (o: 0 &XIQ 1 g
EDJt Clustering Slave EXI2 Alclg ZERA &
). Al B APLEC ZE HSHE Peer HS 2 Port S
SOt gle= ZE2R0l= 0l ZEJL UE Peer? OtAH &EXIQ Al2lg ZE/RAA ZEAS BHEU
Ch. (Oll: Peer2® &XI2 DIAE HXI2 1481 ZE).

| 1 1 5 Slave Unit #5 Peer 1 -Unit1-Port5  Source Port : 15027 |

Ilﬂ f‘I

AS LIEtY

A% L2 FAQ ZE HS = [IE Peer? &dI0IE EXI2 ZEAUAS TAIELICH (0: Peer 1H

Serial port AZHOIXIE S8 SHAHZ ZEQ AHZ, & CIHHOIASE S8 2HAHZY EZEQ
NE Y, SSH A AMeld &2 S8t 2HAHY XEQ HASES 4.7 Serial port FZ2 &
XOFAID| HFLICH Port access menuZ Soll Clustering0] 8&8&E EXZ 820l YE2 4.25
ClusteringA/2/ port access menuS & XGtAIJ| BH&LICH
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6: Power Controller

6.1 0L

SENA PM Al2l=, Baytech RPC Al2l%, Servertech Al2lZx 22 W HEEHE VIS
Folotd) AHFolD MOE £ JASLICL AF=ZXOF VIS N0l Y HEEHE FItotld VIS 119
AMclg ZEN HZE EXE I HESHY o230 210 ¢ = I HESH & E(power

controller configuration) 3t3H0ILI Al2lg ZE & A2 power control configuration 330 A

aANg8 838 = USLICEH. power control configurationOfl CHSt XHAMISH WHE2 4.5.13 Power

control &&F =222 FFIOHAILZ. AIEX=E WY HESZH &2l (power controller

management) atHOILL Al2le ZE HZE SIHUAM O0lsE€ = U= serial port power control

SHHUA HMAHE = US

VTS 112 IIY HEEH JIss SHE2 AMSXIE VIS Il Alelg ZEN dZE &AXo M
£ &0+ OtLlet Iy

F

o
LICL €3 L= ZA =2 09 ZES2H2 SF0 T

ANaE= It AEE= U3d 25U
-SENAPM Al2l &
- Baytech RPC Al2|=

- Servertech Al2|=

6.21I3 HESH &4

MEXt= IY HEESZE VIS N0 It / HMAGHD, I AES249 ot =, 0184 &L
Jlsg &3F5tn oS S EXU VIS Il Alelg ZEN HAZE MHZ AZELICH
MEX = £§ Al2lgd ZE 432l power control configuration SHUME I HEEHQ
Ot2eES VIS Alelg ZEQ HFLRUClE 488 = USLICL

6.2.1 power controller =t / HIA

0l =8t0l A Power controller > Configuration Biw&=sS AEGHH IR HESH & H(power
controller configuration)3t2 0] HEAIELICH (O 6-1 WY HEEH &3 FX). Add power
controller 220 A Il AEEI AZENH U= ZES 9 HES MITAE H=ot1)
SENA PM2 220z E2HZE |R2 E+E &S = [Add controller] HHES 2&6tH



oIt HEEZIr FItgLUth o9 HESHIH FIOIDY oY HESEH |% &3 sHH0|
HEAIZD AEXt=E HIIN FOtE e 2AESe9 E8E 438 = USLICH

AMZXt= Power controllers 220 A= [Remove] HES 26t LI HEEHE MIIE =+
USLICH

]
VTS II'Series

Management TECHNOLOGIES

|| User - root || Power controller configuration

/ power / power_config

Network
s Add power controller
Serial port
Clustering Posks
Manufacturer :

Power controller

Configuration The number of cascaded units :

MTgamEnt Add controller

Peripherals
Power controllers
System status & log

Portz Manufacturer Title Outlets Action
Eystemaiminisivation 16 Baytech Baytech on Port 16 g

System statistics

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright £ 1998-2007 Sena Technalogies, &ll rights reserved.

1&g 6-1 It¥ 2ZEEZ £F

VTS Il= SNMPE X2 56l= Power controllerES XIS &ELICH. AIEXs J|&9 &2 LTEE (0|20}
HU M=2 &3 LEE MAHSGI0H Power controllerE AFE £ USLICH Ol AIS XK= O

6-210t 20| Power controllertil &=otJ| 28 & Z(Power controllerl IP address, SNMP ZE
GET/SET Community, SNMP H&)E A &ELICH M2 |23 ZEE MMols R, 3 LEQ
TCP portZ 2|0|6t= Listening TCP port & & 6H0{0F &fLICH
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Power controller configuration

/ power f power_config

Add power controller

Port : [Mew vi
Manufacturer EIQE'E\]EF"T_EEH__JE
The number of cascaded units : : 1 |

Listening TCP port (1024-65535) : | 7049

Destination IP address : '1921[3%122@

Protocol : fSNMF’ ;_;

Destination port (0-65535) : [162 j
Community (GET) : ;EEH: .
Community (SET) : ;public |
Remote version : .__""1“;:"

&dd controller

Power controllers
Port Manufacturar Title Outlets Action
Mo power controller added...

&/ 6-2Remote I} ZEEZEZ &F
6.22 1t¥ HEEH |FRX &3 - Power controller &

-1 IR HESY €3 FX)WA

ot HEEIF =IOt AU It 6
HEEHIH dEH, II7 HES

Power controllers £=2| It AHE
& A2l Power controller E8(1& 6-3 It? HEEH RX HEF - power controller & &) 3tHO0|

HAIELICH

Power controller configuration - Baytech on Port 16

fpower § power_config / power_controller

Power controller

Manufacturer : Baytech «
Outlets : g -

Title . |Elaytech on Port 16

Save to flash ][ Save & apply ][ Cancel ]

Alarms & thresholds
Outlets

8 63 ItH ZEEZEZH R% &ZF - power controller &

S
m
£Q
[
Q
=
0
=
rr
o
L:_I
0
N
Im
M
o
o
ol
10
HU
N
IS
10
L:_I
Jo
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6.231IY HEZE KA &3 - Alarms & thresholds &

ot AEEH &3 (A 6-1 It AHEEH & HFX)WA Power controllers 222 ItH
=

HEEH CIAENAN IR HEESHE H8s & MY HEEH #% &3 FHUA Alarms &
thresholds B8 &EGHH I HEEHS JEJIs £3 st (A% 64 oY HEEH B
A& - alarms & thresholds & ZZX)0| EAIELICHL OIIN ddolse =22 W HEEHY

SF0l et €22 = UsUICH

Power controller configuration - Baytech on Port 16

fpower f power_config f power_controller
Power controller
Alarms & thresholds

alarm threshold |SD.D |amp5 trnaxirnum value)
Temperature threshold : |32.E| | ® °F O °C
] send email alert ( on alarm threshold O temperature threshold )

To: | |

] send SHMP trap { on alarm threshald on temperature threshold 1

Use global SMMP configuration

Trap receiver settings ;

Trap receiver Primary Secondary
IP address : | || |
User name : | || |

Security level ;

[NaAuth/NaPriv 7]
Althentication protocol @

[DES =]

[\ =

Authentication password |
(new)

Althentication password |
(confirm) ¢

Privacy protocaol

Privacy password (new) |

Frivacy password (confirm) |

Engine IO ; |

Wersion

[ Save to flash ][ Save & apply ][ Cancel ]

Outlets

J&8 64 It9¥ ZHEEZH % && - alarms & thresholds &/

It 2HES Z22 Jls €8S <8 WetlledH=s s &sLICh
Alarm threshold
Temperature threshold
Send email alert
Send SNMP trap
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Alarm threshold

Ol met0lESl gt2 =tote dFIF IIe AESH0AM 2XE I Z2EE LMSLICH 0 &
Ol SEotH & Send email alert?t Send SNMP trap 220 &&= 20 2t ol &
SNMP Egi0| M<ZELICL

Temperature threshold

ot AEEH WR2 250t 0l mt0IHe g2 =0 M Z2ot LAsLICh o ZE0l
CYEotH M Send email alert?t Send SNMP trap 20 &8 L0 T2 OlHY BLLE

SNMP E&0| M ELICH

Send email alert
Send email alert : B2 L&Al OIHYS ELX HEE AFELICL
On alarm threshold : T} &F It alarm threshold 2t0ll SE3S M OIHYS
H&Ee A 62 g
On temperature threshold : W% HEEH WS %It temperature threshold 2(0l SEMS
M olHgs 88 X HEE 4ZELICHL
L

To: Ol0l2S &= =45 288

Send SNMP trap
Send SNMP trap : 25 ZMA|

4 S
Onalarmthreshold : ¥ HEZE2 &F
04 =2

AR X HFE €83
On temperature threshold : II® ZHEZEH WR 25Jt temperature threshold gt 0ll S
[ SNMP EZ S ZMAIZ XI HRE &S LIC
H o

i

AN HEE £FELICL
Trap receiver settings : SNMP E&f &0 28t 28 =0 st 4 & 3.2SNMP £&F=

oY AIL.

I HEEH 43 FH(OAY 6-1 It HEEH & ZX)0A Power controllers £22| I
HEEH ClAENAN MY HESHE HES & MY HEEY RY A5 SHOA Outlets &S
MEiStH Y HEEZ22 ot &3 3 (O 65 IY AEEY X &EF - outlets &
2 X)0| EAELICH
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Power controller configuration - Baytech on Port 16

fpower f power_config f power_controller
Power controller
Alarms & thresholds
Outlets
Outlet Port Title
1 None Mone
2 None None
3 None Mone
4 MNone MNone
5 Mane MHone
[a] MNone MNone
7 None None
2 MNone MNone
1&g 65 If® HEEZH 2K &F -outlets &
MEX= 0t BHSE S0l otz 48 B2 EE =& UL, EHE o=
226t o2 &8 222 UAl 2 =& JUSLUCL J8 66= ZEXHE o2 £4F
HAIELICH
Power controller configuration - Baytech on Port 16
S power f power_config [/ power_controller
Power controller
Alarms & thresholds
Qutlets
Cutlet Port Title
%F_"} Mone Mone
Serial port Mone -
Outlet title : |Nc|ne
User access control :
User or Access list Power access Action
Z<Evervones=s
| |
[----- Select an access list -————- =]
Mave o Access lists to edit access fist
[ Save to flash ][ Save & apply ][ Cancel ]
2 Mone MNore
3 Mone Mone
4 Mone MNane
5 Mone None
[&] MNane Nane
7 Mone MNane
= Mone Norne
&g 6-6 Il9 ZEEIH RX £F - 0r=2d &8
or=sl 482 st WetlleH=E 2 25U
Serial port
Outlet title

User access control
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Serial port

VTS 112 Al2lE ZEN H2E HUI0 M3 S MBcts IR AESHS Ot S HAIELICH

None& O OF23I0l VTS Il Alelg ZEW HZE HH|IJF 0 &l o =

OI0IELICHL VTS II2 Alcld ZE SOt 48T UCHH, Outlet title2 Al2lg ZE HFO ZLE E
e

T
[m
r
N
=
=2
I
Y
[T
$Q
ml

O0lE &tz &% 1, Power AtEX 823 8H(User access control)2 Al
_|

A H2As BF(User access control AZH)2 2 UIXl T 0 &8=2 HEE = H ELICL
(08 6-7 IR HEEZEH %W &3 - Al2lg ZEW HAE ol 438 FX)

Outlet title

Ol mtet0lH=E OtResS ZActe= OIS LLICH AFEXIF Ot23E SFoHHLE 2elg M, Ol
=2 AIZXUE0] otRUE PEE = USSF ELICL Serial port &850 Al ZE BHSZE
HFCH 0 &5 HE 2IsoHH D1, Alelg ZEQ E0IEZ 4350 Alelgd ZE H4F9
Port title 2&3tHC=2 Ol = A= HZ0| MBELICL (AE 67 IR HESH |H &£F -

Alclg ZEN & Oot=s €8 FX)

User access control
ALS XL O OFRE0I 2280l A=K HFE EEELICH AEXDL Power E22etS JHAIH
L

MEXt= Alelg ZE HZE 51H(6.34 IIg ZEEZH X &2l - Aldlg EZE

gz ZEI)0IM
d2 AHE ZAEg = A, I HEEH SN 22l sH6.3.3 IFg FEEYH A &2 -
Outlets & &X) L= Aclg EE HZ JtH XHZAESQ Power Control OHOIZ 0 A

HZ &= serial port power control 3t (6.3.5 I}& ZIEEZ &% 22/ — Serial port power control
A

2 X 2lAELE Access listOfl

Helst 2 AEX= Power ZE2Z2EES HAH Z1, B2l F=20=

T
m
_fE
C
wn
@
QD
(@]
(@]
D
wn
wn
(@]
o
=
S
10
HI
1o
>_

Serial port 50| Al2lg ZE BHS 2 4F5H 0 &¢52 HEO SJtsotH =1, AMlelg ZE
&8 User access control 882 Power E2AE 8822 UWMELICH Alg ZE HFQ
User access control 8822 0l = U= &30t M3ELILC (A 67 IIY HEEH %
HF - Alelg ZEN HZE o2 43 FX)
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Power controller configuration - Baytech on Port 16

fpower f power_config f power_controller
Power controller
Alarms & thresholds
Qutlets
Cutlet Port Title

1 1 server name on port 1

Serial port : 1 -
Mave to serial port configuration fo change [itle] or [nower access]
Cutlet title .
User access control
User or Access list Power access Action
LLEVENYonRe s>
Move to Access lists to edit access st

[ Save to flash ] [ Save & apply ] [ Cancel

2 MNone MNone

3 None None

4 MNone MNone

5 None None

[a] MNone MNone

7 None None

8 MNone Mone

18 6-7 Uf® 2ZEEZ RX £F - AlclZ ZE0 FZ&E 0lTa &

0

6.25 Alclg ZE EAF2 power control &8 HE

Power control configuration 3tH 2 serial port &2l oHLIZLICH TR HAEZ2HIF VTS 10
FOtel ™, 2 ZEQS| A2l ZE HF 0= Power control configuration &0 F=Jt&LICH (4.5.13

Power control && & X).

Ol a2 VTS 112 Alelg ZEN H2= HHIE It AESH2 Of=3Y HEE = U=
HEEH Oot2U=S FHIA HZBEYE = UES

MEX s IIf HEEHY OIS WY HEEYH 22l M, Serial port A& 3H1 Serial port
HZ SHOUAN HSE = Serial port power control SFHUIA 2FAl / 22| &LICH

6.3.1 1% HEELD &l - IR HEEH clAE

OBl A Power controller > Management Hi=& =
6-8 II¥ HEEH 2el - It HEEYH 2lAE HEX)W VTS 0 =ItE T HEES2] 2lAE

143



b EAEUCH oY HEEI HEE VIS 112 Alelg ZE WS, H=ZAH 08, ot M=
St 22 W HESEH FEJ UHEtUL, Iy HESEH S ZAIEUL. I HESH
O AEHJt Connected O1%H, IR HESHO Al ZE BSL 0152 HE0IH IIY HES
SO 2| StHCZ 0lsg = UsLIt

VTS 11 Series

Management TECHNOLOGIES

n
m
=
>

|| User - root || Power controller management
/ power f power_manage
Network
ST st Power controller
erial pol .
P Port# Manufacturer Title Outlets Status
Clustering 16 Baytech Baytech on Port 16 k3 Connected

Power controller
Configuration
Management

Peripherals

System status & log

System administration

System statistics

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright © 1398-2007 Senz Technologies, All rights reserved,

Jg 68 It¥ ZEEZ 2 - It¥ ZEEH C/IAE

6.3.2 I HEEH KX &2l — Power controller €4

oIt AES] 2el stH(AE 6-8 IR HESH 22l - Y HESHY elAE FX)9 Ity &
EEY CIAENM II® HESHE HEGIH IR AESH 222 oY HESH 83H (A
6-9 II¥ HEEH S 22l - power controller & &X)S &€ = USLICE O 3HE Serial port
HZE SHO HHZAEN Ueze Power Controller Management 00|22 22610 &2 =& QU
SLICH

e AEZe2(o HEe MEHII EAELICH [Clear] HES 22060 Max current detectedS 1t
22 AS MET & == ASLICL I8 HEEH SF0 Ot EADesE &850 getd = US|
Ct.
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Power controller management - Baytech on Port 16

S power f power_manage / power_controller
Powier controller
Model . RPC14
Alarm threshald : 20.0 amps
Temperature : 878 °F(31.0°C)
Circuit breaker Good
Awerage power 0 watts
Apparent pawer 0 watts
FMS volkage : 236.7 volts
EMS current 0.2 amps
Max current detected : 0.2 amps
Outlets

J8 69 It¥ ZEZZ R% 22/ - power controller &

6.3.30I% HEEH FX &2l —Outlets &

oY HEEH 22l (U 6-8 IIY HEEH 22| - Y HEEH 2/AE &EFX) sH I
ZHEEY C2AENM I HEESE HEGH Zele mif AEEH A 2el SHA
Outlets B2 HE5IH O} HEEH 7% 22l Outlets & FH(AY 6-10 IR HEE 7Y

el - outlets 8 FX)0 E2E = UAsUILCL

Power controller management - Baytech on Port 16

fpower f power_manage / power_controller
Power controller
Qutlets
Outlet Port Title
QFF 1 1 SErver name on port 1
OFF 2 1 server name on port 1
OM 3 2 Port Title #2
o]y 4 Mone None
a4} 5 Mone Mone
oM ] Maone MNane
oM 7 Mone Nore
a4} g Mone Mone
18 6-10 It ZHEEZ 2% 22/ - outlets &
0l 3tHMl= otx3ol A& e Alelg ZE BS, O 0|SS 22 HEEH
otz HE2 or=sel & HAIELICH ot=g0 &= ZHU|le MAS = U=
otz 22| 225 H3E AMNEX= 0] 220A EHIE HD HAHALE MEEE ASLICEH
oree HSE ZE5tH or=2eel oz 22| 22 EXAU &2 = AUSLICH O
6-112 Ot=g 22| F=0l & S LICH
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Power controller management - Baytech on Port 16

fpower f power_manage § power_controller
Power controller
Outlets
Outlet Port Title
OFF 1 Server name on port 1
[] Control power on all outlets named server name on port 1

OFF 2 1 server name on port 1
oM 3 2 Port Title #2
OM 4 None None
8]V 5 MHone MHone
oM [a] MNone Mone
OM 7 None None
oM g MNone MNone

18 6-11 IH3 2ESEY RX &2 - of=d 22

Al ZE U0 S 0l&2 0t=s0l H&EE &<, [Control power on all outlets named ...]
HZEQO FHHlo M

= =
TZots BE OFRAS WP 2 & USLICHL E, 0l4E B2, MAS WU WRYE 32
2E 0123

Jz
[>
i
é
LU
Q'E
kJ
B
(@]
<
d
(@]
3
T
m r
1o
i
Ju
Q'E
e
=}
40
b
S}
e
Iy
n
>
o
e

6.3.4 I HES= |FH &cl - Al

ne
H
Im
e
Y

Ol =80l A Serial port - Connection 0l =S MEIGHA L= Alelg ZE A& 3t (O

4-35 Al2lg ZE & HOIX2 O 4-36 ZE XYLAE EX)HAZ IIY HEEZC

NMEHE oY = USLICH I HES 7R 22l 3430l Ot 2HNA I AES
a A

Aelgd ZE & SHUA= VIS 1l Al

rar
= o

10

0z
g
i

I HEEHQ AMEIE ZAIE &0 otLieh AFEXS0| Alelg ZEQ MAS 2HAlotL] Xl
== RU= Serial port power control tHCZ 0lsg = Y= AT HMSELICL ZE HH2A
Power Control OIO|20] H&E (=4 O0I0I&) £= NHEEM 0l0|8) &EHY B0 2 Power
Control Ot0|22 226t Ar&Xt= Serial port power controldtH g 0|SE £ USLICL (O
6-13 W¥ HEEH S% &2l - Serial port power control &=). Power Control 0t0|20] & 0|
(24 OF0I3) MHZ B=Rils 222 = 8lsUbh.

oMY HEEHI HAE Al2lg ZE= HY2AEN IIY HEEH RN 22| HZ 0|

A Of
T A

=

Power Controller Management OtO|20| HEAIELICH.
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Serial port connection

/ serial / serial_connect

Pee AII Deers vl Port title - rElag,.ltech on Port 16 ' [ Search J

Port access menu connection
Port access menu connection
Individual port connection
Status  Port#  Title # of User Comments
16 Baytech on Port 16 0 < Power controller =
2 View Port Log

+ Power Controller Management

18 612 AlCIE ZE FZ o0 - WFZHES I GZ= EES XHIYo/AE

6.35 I3 HEEZ |RK &2l — Serial port power control

Serial port A& StHO HHAENM HE / HE & HAI2 Power Control OLOI2Z
22/5t™H Serial port power control 3tH(1& 6-13 IIY HEEH ®% &2l - Serial port power
control H#X)22 OISELICH. I HEZEH Oot=3 22| 3430l I HEESHY OtxE =S

MlOojote e, O stH2 Al2l2 ZEN HAZ= FH|e 3= MOlot=0 AFSE LI

Serial port power control - 1 : server name on port 1

Power controllers
All outlets controlled by this port will be managed.

Port# Manufacturer Title Outlet Status
16 Baytech Baytech on Port 16 1 OFF
2 OFF
Power an | EEwEnr ot | Hetost |

18 6-13 I}¥ 2EZZ R &2/ - Serial port power control

O 2tHOIA Al2l2 ZE FHJF HZ= Otz 22 i &8l 83 dEE =Holg =+
USLICH O SHHUA Il 8 HLD HALL HEEE = JASUICH A2l ZE FHI0 ¢
Orxsl0] gZE 32 SAl0l 2& Otx80l S&HELICH
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7. F8 2x 83

7.1PC 3t &3

VTS ll= JIs8 Rod 2 SHLE o PC JIE XS MSotld UsULL OS 49K
&9 PC JtEJF X
- LAN Jt&
- 84 LAN JtE

28 3t

- ATA/IDE fixed disk card

>

tE2X=E LAN £= 24 LAN JIEE 0180t £ OE UERZT H2= Soil VIS N0l 5

= UASO, ATAIDE fixed disk cardE Ol&doi AIAE 2 A2l ZE 27 HOIHE MHEE =+

AUSLICH 2 HEE MESE2ZN A 2E0 AZots Alelg ZE L0l VIS 110l 22
—

(out-of-band) &E@== & =+

PC card configuration

# periphieral f pocard

[ Currently configured PC card ]

Card type: Ermnpty
[ Detected PC card ]
Card type: Metwork Card
Model: NWETGEAR FA411 Fast Ethernet
[ Configure the detected card ]

MNew PC card is detected.

Save to flash ][ Save & apply ” Cancel ]

g 7-1 =J] PC FtE && U7 35

PC JtE &R 2 AIE0otI| /ol Ar2Xie U382 SAHE =30k &LICt
S 1. PC IIEE PC IS &0 &L&LICH
S 2. PC ItE &3 0=2l [Configure the detected card] HES &= & LICH
SH 3. VTS ll= JIEE 2M5H)| 2ol 224 o4 Zd0l(plug & play) JIs2 AFSE 21010,
2

A3 0w StH UEY AL AIg2Xes 88 IEE SZHAIIIIl st
otet0IeHE 83 = USLICH
EtH 4. [Save to flash] HHES &HE6IH &&= MEELICH
< El

A 5. Ol5=2 [Apply changes]E &&6l0 ME2 €835 HSAZLICH
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VTS IDt XI&ot= PC JtE S5 Ed® £58 B: VIS IIJF J/&ol= PC FIE B2 T Loty

A2,
PC JtEE &EX L= Mo RAdH AI2Xt= G20t 22 SHHE ==HoloF &LIC
CtH 1. [Stop Card service]E & EEHLIC
CHHl 2. [Save to flash]= SEiGIH HA AtetS MEELIC
A 3. UI=2 [Apply changes]E MEi5t0 HE MES HEELICH
CH 4.PC ItE ERCE2H PC HEE MAHELICH
o 8 NEW OGEX S0 =F2ZFE PC FIEE o= 2 AlAE IF9
2010/ € =% QUSLIC

LAN JtEE PC JtE ==X0l ZXIctH VIS ll= 342 IP =22 2RotA ELICH O, IP
—

PC card configuration

{ peripheral § pooard

[ Currently configured PC card ]

Card type: Metwiork Card
Maodel: WETGEAR FA411 Fast Ethernet
IPv4 configuration

IP mode: Static w

[P address:

Subnet mask:
Default gateway:

IPva configuration

IP mode: Disahble v
Primary DMS: 168.126.63.1
Secondary DNS: 168.126.63.2
Feuse ald IP at bhootup time on DHCP Disabl
failure: 1S=12l1=

[ Stop card service

Card service is successfully configured. Save the PC card service configurations.

Save to flash ] [ Save & apply ] [ Cancel ]

& 7-2 PCLAN 7t& &%

JtEDF 2IAlE =, AFERS UERZD &F 0l & FItHel WERZD L2iIeH=SS £ &6t 0k
SHE0 S&GHI SUC UWERD Wetilee €82 3.1 IP £&F0 KtAlsl €0
VTS 1Dt XI&dl= PC JtE S8 S It X35t PC FIE E EXoIMAIL.

0
i

i

0
i
o
2
1t
J
W
< o



7.1.2 24 LAN JtE &3

24 LAN JIS2 PC 3IS ZR0| £XI512 VTS 1= 342 1P FAZ 260 SUCL o, 1P
ZAE BICAl RE8 22 KO BLIC

PC card configuration
fperipheral f pocard

[ Currently configured PC card ]
Card type:

Model:

Wireless Metwork Card

MELCO WLI-PCM-L11 Version 01.01
[ Detected PC card ]

Card type: Wireless Metwaork Card
Model: MELCO WLI-PCM-L11 Wersion 01.01
IPv4 configuration

IP mode: Static |«

IP address:

Subnet mask:
Default gateway:

IPv6 configuration

IP mode: Auto configuration -

Secondary IP address:

gto4 tunneling Enable/Disable:

Disahle

Primary DMS; 168.126.63.1
Secondary DMS: 168.126.63.2
Reuse old IP at bootup time on DHCP Disable
failure:
Wireless network card configuration

SSID:

Use Wep key: Ernahle

Wep mode: Encrypt w

vWep key length: A0 bits |«

Wepn key string:

[ Stop card service ]

Card service is successfully configured. Save the PC card service configurations.

[ Save to flash ][ Save & apply ][ Cancel ]

18 73 PC 24 LAN JtE £&

JtED0F 2IAE =, AFEXS UERZD &F0l & =ItHel WERZD L2iIeH=SS £&6t0 0k
X

SHtEA s&otA ELIth WERK D mtel0lgel 882 3.11P Z&F0 XtMsl &ZE0 AsLIt
VTS Il 2& LAN 832 <ol SSID(Service Set Identifier)2t WEP(Wired Equivalent Privacy) 3|
ssS

|[2ELICH. At Xt= AP (Access Point)S XI&oH)| 2ol SSIDE

HHE > Uon £,
—
o= T u— g

encypted £= shared2 WEP 252 &g =+ UsUCLCL WEP I Z0l= BEAl 40 £= 128
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bit G40F &LICE 40-bit WEP 2|01H, AIEXt=E 2l 2 2()0] 542 168l BE NE
oo &LICL 128-bit WEP 2|0lH, 22X 22()0l 8l= 1312 168 ZE HE
235 &Lt
OIE =0, 128-bit WEP J| S&E AE0tI| flol AtEXt= OIS0 201 13J4He 16&=+ 2
MHEE BtEAl &olioF &LICH.

000F25E4C2000F25E4C2000F24
VTS IDb XI&dt= PC JtE 82 2H4H 25 B: VIS IIJf X/&5t= PC FIEE EXOIMAL
7.1.3 Serial modem Jt& &3
SE JIEE AIZ2ECZEN AEE ZEN HZole Alelgd ZE Q101 AIZEXIE &22ko &
ItsELICH HEE2 56 Kbps Mot 28 & st SE It X2 & LICH VTS 19 X &St
PC JIE =52 24H £ B: VIS IIJ} I8 5t PC FIEE FLoHA A 2.

PC card configuration

/ peripheral / pocecard

[ Currently configured PC card ]
Card type:
Madel:

Serial Modem Card configuration
[] Enable PPP connection on the Modem
Init string:

Enable/Disable callback:
Callback phone number:
Dial-in modem callback login:

Allow dial-in modem callback number
change:
Enable/Disable modem test:

Test phone number:
Test interval:
Email alert configuration
Email alert for modem test:
Title of email:
Recipient's email address:
SMNMP trap configuration
Modem test trap:
Use global SNMP configuration:

Trap receiver settings

MNo. IP address

Serial Modem Card
3Com Megahertz 3CXM756/3CCM7 56

Community

|01els0=2&d0 |

[Enable |
| |

[Enable v|

'Enable vl

|Enable |

every EZﬂ

| hour(s)

! Enable ".

| Enable v,

|Disable v |

Security-

Version
level

1 [oooo | [public

2 |oonoo | lpublic

Stop card service

Card service is successfully configured. Save the PC card service configuration.

[ Save to flash ][ Save & apply ][ Cancel ]

&g 7-4 PC Al2/

> ool

g 28 JiE 448
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Jl2 B8 X=JIg AEY g2 “gle0s0=2&d0"LICt. Ol= Z2E0] 28 ZES(quiet mode)(‘ql’),
2 22 2E(echo off mode)('e0), A= S Z&E 24 2(Auto Answer mode equaling

two)(“s0=2") 112l DTR line 2AI(&d0)2 &HFHE <

0

o

ICt. o B8 MEO et XiAlgt

Callback &<, Modemtest &=21} Alert 882 4.5.5 Host mode && 1} 4.5.12 Alert £Z&°| Dial-

=2 o —i

inmodem mode 222 EAGHYAIL.

7.1.4 ATA/IDE fixed disk It1& & &

MEXt= AIAE 2 Al2lY ZE 205 MEGHI| 2ol PC ATA/IDE fixed disk cardE AtEZot=0
L&t MAl OOoIH AJIE BtEAl SFGH0F SLICL VISHIE &M H&E 301 2 CAINAN ALE
Jtset ClA3 B2t sz 4F¥eLt

MEXE Delete HES =2l IIEQ 2E LS AHME £ USLICH

MEXE Format HHES =2 JtEE ZWE = USLICHL VIS ll= CA3T JHES EXT2 &
VFAT It AIAEIS XI@ELICH

MEX= VTS 112 AAE HHZ2 export ¥ import E22M, VIS II| &8 IS H&E &=
S = AsLIt

PC card configuration

{ peripheral f pooard

[ Currently configured PC card ]

Card type: ATAFIDE Fired Disk Card
Model: SanDisk SDP 5/3 0.6
Size: 245
File system: yfat
ATAFIDE Fired Disk Card configuration
Total available data size to be used: 245 MB
Total data size to be used: 245 MBE
Delete all files in ATA/IDE Fixed Disk Card:
Format ATA/IDE Fixed Disk Card: ExTZ s

[ Stop card service ]

Card service is successfully configured. Save the PC card service configurations.

[ Save to flash ][ Save & apply ][ Cancel ]

12! 7-5 PC ATA/IDE fixed disk card & &
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7.2 Modem & &

t= Alelg ZE 2101 ArEXIt 2etelol 82

Ol
rr

0

LHE ZEsS AMSEC2ZM AEE 2o oA
f

Enable PPP connection on the Modem 2 Z2 &= PPPmodeZ AIEE J2o| 20|&LICt
Jl2 B8 FJ|lgt AEY g2 ‘gle0s0=2&d0’'&LICt. Ol= Z2EI0| 228 ZZS(quiet mode)(‘ql’),
2 2Z 2CE(echo off mode)('e0), A= S Z2E 24l 2(Auto Answer mode equaling

two)(“s0=2") 12|11 DTRline 2Al(&d0)2 d&= 2|0I&LIC.

=

Callback &<, Modemtest &=21} Alert 882 4.5.5 Host mode && 1} 4.5.12 Alert £Z&°| Dial-

==

inmodem mode 222 EAGHYAIL.

Modem configuration

[ peripheral / modem

[] Enable PPP connection on the Modem
Init string: Imeggﬁéﬁag |
Enable/Disable callback: iEnabIe ™

Callback phone number: [ |

Dial-in modem callback login:

Allow dial-in modem callback number
change: ———
Enable/Disable modem test: |Enab|e v

Test phone number: | |

Test interval; avery |2:1 ' hour(s)

Email alert configuration

Email alert for modem test: : Enable "I

Title of email: | |

Recipient's email address: I |

SNMP trap configuration
Modem test trap; | Enable vl
Use global SNMP configuration: E_Disable v|

Trap receiver settings

No. IP address Community User f:\e:::ritv— Version

1 (0000 |[public |- v~

2 (0000 |[public | — vl ¥
[ Save to flash ][ Save & apply ][ Cancel ]

28 76 28 &
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7.3USB £&

=sX2 HMZ3otl /UsLIth M UsSB ME
USB N&E EIIE 0S8l AAE & Alel2 ZE 27 CIoIHE

UsB configuration

§ peripheral f ush

Currently configured USE devices

Mo. USB type Model
Mothing

Currently detected USE devices
Mo, USB type Model

1 LUSB Storage Device SanDisk Corporation Cruzer Mini

Mews devices are detected.

[ Save to flash ][ Save & apply ][ Cancel ]

&g 7-1 =J/ USB &£& U= 2t

USB ZHIE AZdtI| I At2X= OS82 SHHE 3ol 0F &LICH

CHHl 1. USB ZHIE USB =X 0l &&rLICH

S 2. USB E& OI=2 Currently detected USB devices =Z 0l Al [Configure] HES
SELELICH

S 3. VIS ll= 24 & HHIE Currently configured USB devices SZ0| €2 210I0, O]
SE0AM g ZHIE L6, &3 His 3tH0l UHEE JYLICh MEX= &M
ZHIE SHAIIII| Hs WetDIHE E3E &+ UASLICL

CHHl 4. [Save to flash] HES &EotH &8s MEELU

& 5. OIS [Apply changes]E & &6t ME2 282 HEAZLICH

UsB configuration

J peripheral f ush

Currently configured USE devices

Mo, USB type Model

1 LUSE Storage Device SanDisk Corporation Cruzer Mini
Currently detected USE devices

Mo, USB type Model

1 IUSE Storage Device SanDisk Corporation Cruzer Mini -—-
UsSB devices are successfully configured. Save the USB configurations.

Save to flash ] [ Save & apply ] [ Cancel ]

18 7-8 £&& UsB &4l 3H
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PC JI=E2 &EX L= M6l <o AtS
EH

S 1. [Stop service]E &

S 2. [Saveto flash]= &EictH B8 AtgtS MHEELICH
A 3. UI=2 [Apply changes]E MEi5t0 BHE MES HEELICH

CHHl 4.USB ==X

A g XNEW MEX 20 =%

CZRH USB HHIE MAHELICH

Z2E USB HHIE MIHot= HE AlA

&9

2010l 8 =2 QYSLILE

7.3.1USB & &EX

MNEXt= AIAE L Al ZE ZOE MEGH| o USB ME HXIE AMEdts st
M OOIH 2AJIE BEAl &FoH0F ELICH VISIE 8 H&E 301 & CIAIWM AFE Jisst
ClA3 32t A=s22 £FE LI

MEXt= Delete HES =cf tES 2= LS ANE = JUSLICH

MEX= Format HES = JIEE ZUY = JUSLICH VIS lles CA3 JHES ot
ANAE S X2 ELICH

MEX= VTS 12 AIAE HAHZ2 export ¥ import E22M, VIS II| &8 It fe=
S37g = AsLIG

Currently configured USB devices - 1

/ peripheral f ush J cur_config f| 1 %

Delete all files in USE storage device:

Format USE storage device:

USE type: USE Storage Device
Maodel; SanDisk Corporation Cruzer Mini
Size: 244
File system: wfat
USE storage configuration
Total available data size to be used: 243 MB
Total data size to be used: 243 MB

[ Save to flash ][ Save & apply ][ Cancel ]

18 79USB & Hx £& =5
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7.3.2USB ®

& LAN EXIE USB =%
otAHl ELICEL uUsB

LANJI= €38 EX

-|[] HL 40

(o]
TT
Al

-| LAN k!I-I

Ol &

S AL 2.

&XIotH VTS ll= PC LAN JtE
SH LAN £33

et

2FA
[==]

stHe J8 7-101

2F

20l
[Ct.

Currently configured USB devices - 1

[ peripheral / usb [ cur_config / |_tj7|

USB type:
Model:

1Pv4 configuration
IP mode:

1P address:
Subnet mask:
Default gateway:
IPve configuration
IP mode:
IP address:
Default gateway:
Secondary IP address;
otod tunneling Enable/Disable:

Primary DNS:
Secondary DNS:

Reuse old IP at bootup time on DHCP
failure:

Wireless network card configuration
S5ID:
Use Wep key:
Wep mode:
Wep key length:
Wep key string:

Wireless Network Device
ZyDAS USB2.0 WLAN

EManuaI configuration vi
I |
i |
| Disable +

0.0.0.0
0.0.0.0

Disable

VTS 110t

Xt
o

Save to flash ] [ Save & apply

| [ Cancel |

&g 7-10 USB

X&ot= UsSB S£4& LAN

2=
==

oMM AIL.

24 LAN £F

o

e = C

=
e
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8: AlAE &Ef & =21

VTS ll= &8 CIAZ0l 3H(Status Display Screen)2 Sl AAE AEIQ 2711 COIHE
BOHF0H 2e2lE ol ArFSELICH AIAE &Ef HOolEH= 2 018, Alelg ¥5, HAo I:H@,
HHOI2A HE & VTS 112l WESRZA dd S0l JASLICH E£§ VIS ll= System logging Jls
Soll XN =FOIUH Email2 21 HI0IEHE NHsS22 Mot 82 4= USLICh

8.1 A|AE! AEH

Jaystem f sysstatus

System information

Maodel Mo, Sena_WTSII

Serial Mo, : WTSII2200-2006050001
Fl Ry, w1.0.1rcl

Bios Wer. ! v1.0.0

MaZ address (ethd) 00-01-95-28-BB-FF
MAZ address (ethil) 00-01-95-25-RC-00
Uptime 5 min

Current time ; 09/17/20068 23:31:29
System logging ¢ Enahle

Send system log by email Disahle

PC card type: HOMNE

PC card rodel MOME

Power status ; Single power

IP information

IP mode : STATIC

IP expiration : IS0

IP addrass : 192,168.19.1
Subnetmask : 255.255.0.0
Gateway . 192.168.1.1
Feceive/Transmit errars ; S 1Y

Primary DMS 168.126.63.1
Secondary OMS . 168.126.63.2

T8 81 AlAE A CJAZH0l
82AAH 2] &4

VTS ll= System logging Jls1t AMAE 271 MEH HAl JIs2 M3&UCLC. MEXE=E SYSLOG-
NG H&F0A System logging AtEAl ZRst 322K AIAE 205 MESt=E X & AIAE
21 HIY 2IIE S8 = USLICH

System log storage location

AMAE 2= VIS I R BIEal, PC JtE =X0l &&= ATA/IDE fixed disk card, USB

USB M& &XI, NFS AHZS &Xl NI® L= Samaba AHS &AXl XN&EUH HEE = USLICH
AMAE 27 HOIHE M&Eot=0 WS HIZ2E AtEcte &2, 21 UI0IH= VIS 119 HE
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AMELICH AIAE 27 HI0IEE E=otd®™, M& fIXIE ATA/IDE fixed disk card, USB HI22|,
NFS AMH L= Samba AAHZ &A6I

HLE System log to SYSLOG serverE EnableZ & &G0 &
LICt. OIE £=835tD| <ol AFEXtE U 222 IHXE ALZ5tD| 918 M2t0lHES 8 &oloF &
LICH OHMIO HE0l 28X @2 E2, AZ2Xe dE=s HHE NE E42 23 = 8s
LICt.

System log to SYSLOG server
AAE =27 OO0lHeE XNEE HE XA sSAI0H SYSLOG MHNE HEE == JUSLICH

System log buffer size

Ol metbleHE 2HE = U= AMAE 27 HI0IHS xHEs EoELILL HOIHE H&EoH| <
of LHE BIZ22IE AEcte 82, AAE" 27 &X 3JI= 300 KbytesE =1t

£ UIOIHE M&EGHD| <o ATA/IDE fixed disk cardLt USB M& &HXIE ALE5t
H 3Jl= EX2 S0 et ™ LICH

4
£Q
0 m
C
a

7] CIOIeHE MEGH)| 2o NFS A, Samba MHE AtEot= <, =0l HIH 2J1= LU
LICE AFESXt= NFS AlHH, Samba AHE Z&oIH AAE 27 JIs0l HES HsE = UL
= oiOF &LICH

System log filename
Ol ItetOle= Logging=l= M2l 0I5 H2ELICH LIS

Im

&2 messages & LICH.

Automatic backup on mounting
System log storage location0l CF card, USB, NFS server, Samba server& && & Z202 &%

g = UASLICL 0l €80l Enable= 2 oflg M&E 210l Al Ot2EE 3% 21

g Ites 2tsLIC

i

Send system log by Email
VTS Il 285X 22 21 AKX =2t 012 ANEe X0 0123 21 HOIHE Us2=2
BUHEE 48 = USLICL MEXN=E Emale 8E6H) tetOIEHE BtEAl &EFH0

I
SfLICE O m2tOIEOlE Emalle d&ot=0l 2RE 2 #=FQl Email =4 S0l Z&E

|
m

r

J8 8-2= €3 & AAE 210 2| stHsS BHSLICH
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System logging

faystem J systemlog

System log storage location:

SYSLOG facility for system logging: Lacald

System log buffer max size: 200

System log buffer size: |IDD |KE-
System log filename: |messages |
Automatic backup on mounting: Ernahle «

Send system log by Email: Enahle

Mumber of log messages to send a mail | |
{1-100):

System log recipient's mail address: | |
System log view

Mar 26 04:20:30 Sena NTSI1 sysact: ¥TSI1-4800: System Ready. A~

Mar 26 04:23:57 Sena ¥TSI1 pan_local_auth: authentication failure; uid=0 euid=0
ttw=console ruser= rhost= user=root

Mar 26 04:24:00 Sena_¥TS11 login: FAILED LOGIN 1 FROM (null) FOR root, Authentication
failure

Mar 26 04:24:06 Sena ¥TS1| pam_local_auth: authentication failure; uid=0 euid=0
ttw=console ruser= rhost= user=root

Mar 26 04:24:09 Sena_¥TS1| login: FAILED LOGIN 2 FROM (null) FOR root, Authentication
failure

Mar 26 04:24:12 Sena Y1511 pan_local_auth: session opened for user root by LOGIN(uid=0) ™

[Clear | | F-lefr-esh | [view|

[ Save to flash ][ Save & apply ][ Cancel ]

g 82 A28 27 & 2 27/

8.3 SYSLOG-NG &3

rr

J

A2 JIEE = Y= YE8=S HMSELILL SYSLOG-NG
o]

= goz ot €88 = A0, dole ez 28l
g = ASLICEH ofd 201 Uigt RZE0 232 FIHMULMH, 2] HHELZ Jdts
3% él—o LH A C OI§L|CI.

SYSLOG-NG Configuration

§ system f syslogng

Mo. Filter Destination Location {File/IP address)
1 F-Locald systemlog Frarflog/messages
Mew | Facility (auth) v| |[File v| | | Add

[ Save to flash ” Save & apply ][ Cancel ]

J& 8-3 SYSLOG-NG =7/ && 3t
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Filter, Destinationlt Location® 2ot [Add] HEZS 20l MZ22 SYSLOG-NG &0 F
JtELICH AfHIotHAE= SYSLOG-NG &0 U= [Remove]l2 SSSLZMN AIEEX 2=
SYSLOG-NG A2 MHME = USLICH. SYSLOGNG =22 Filter &t=2 HEGIH SYSLOG-

NG &S EHE = JUSLICH (A8 84SYSLOG-NG MF £F 3tH FX)

SYSLOG-MNG Configuration - 1

/ system fsyslogng /|1
Filter :
[ Check all ] [ Uncheck all ]

[ Facility (auth) [ Facility {auth-privy [ Facility {cron) [ Facility {daeman)
[ Facility (kern) [ Facility {lpr) [ Facility (mail) [ Facility (news)
[ Facility (syslog) [ Facility (user) [ Facility (uucp) Facility {Locald)
[ Facility (Locall) [ Facility (Local2) [ Facility (Local3) [ Facility (Local4)
[ Facility (Locals) [ Facility (Localg) [ Facility (Local7) [ Priarity {debua)
[] Priarity (info) [ Priarity (notice) [ priarity {(warning) [ Priority {err)

[] Priarity (crit) [] Priarity {alert) [] Priarity (emerg)
Destination: systemlog
File: Svarflog/messages

Save to flash ] [ Save & apply ] [ Cancel ]

_1& 8-4 SYSLOG-NG A4I& && ot5

FiteriA= 21 JIE2 ZHY0IAH &EULCL MAE Fiters2 2101 JIS&LICEL Port Logging
Ol M Port log to SYSLOG serverE EnableZ &&0t® SYSLOG facility for port logging0| &4
StELICH HEE facilityS ZE 2 0t= SYSLOG-NG 70| =IH5HOF Port Logging &8 WA 2%
StHI2 Port Logging0l SYSLOG server2 J|S&LICt Destination 2 File, UDP, TCP, systemlogs

o == JIELICL FileS AtE0lH oY LS Mol 215 JIS6tH ELICH UDP LE TCPE
SEHSHH T AFE IP =AZ Y 202 ZUWHAH ELICH systemloge 8.2 A/AE 2 &F 0

10
o
=

SXs W et 212 JI=56HH SLC
8.4 Users logged on list

AZXE AIAES S 2 A2 AISK #s28 2FE = USLICHL

Users logged on list

§system f userdoggedonlist

Username Terminal Login Date and Time Fraom

root console Mar 26 03:24

adrmin pt=s0 Mar 28 00:22 192.168.12.1
admin ptsfl Mar 28 00:22 192.168.12.1

& 85 AEXN 22 =22
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9]

alo

H Ct

[e]]

st AAEXE 9

Users logged on list= AlAEIN 20!

User name(AtE At 0 §)
Terminal type for the session (MI&0 CHst HOIE S3)

Time connected (HZ = Al2})
P E4)

2

IP address of the remote host (22 SAEQ]
ZE= &&t

FSLICLHTTPHTTPS ZZ2 &=

& of &£ols AFBAtE S0 LIEHX]
=2 HZ0/ RALX ESLICH
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9: A|AE!

e

cl

VTS ll= 3042 AtEX Z2hY RS 0IE0H0 CHE JIs0l st &5 Jts&ds 22l Lt
MNEX FEO MIHX d®E System admin, Port admin ¥ User 2 Lt= &= UASLICH

System admin &2 VIS Il 222 211 & = Us &= Hst= 2ELICH System admin 2
O@st HMst 2101 VTS IIE AI2E £ US =0 OtLiet VIS II &8s & L= HEE =
USLIC

Port admin JJ&& Alclg ZE/AA ZEQ MY AEEHS Ot & gts 211 £ = U=
&= Fets A0, LHHA VIS II 43 iS22 s = U= HEHer k5L E&, ZE
et 8% #st= ZSLICH

User &2 VIS Il 882 =3& £ U= S0l ASLICH User = VIS Il A2l ZE/RA
ZEN &% L= port access menu Ol &=506t0| o & CIEHHOIA2 Serial port HZ FHHO
d=g = ASL

p S =
ICH It AESHE 2c2lot)| ?loil & CIHHoIAL I HESX 22l(Power
L

controller management) StHNE =g = US

VTS ll= MEX 15 Z-CZ Local 215 28 20 25 AHE 0/ &¥= XNFELIC
RADIUS, TACAS+, LDAPS1 Z=2 & 25 LE= £3FolH, VIS lle &3 s M-l
ASHE D HAAEE 2EUHAM A2 SES &AL MEXsE &3 2501 216t Local
eSS Alote = 1 BtHE SHols gs 25 HHE A8E = UsLIt

AEXE VIS 112 EX 018, M2 Al & AMEXS HAAEE HFotH, 8=
MNEotAUL N €8s UAl 2d =2 = USLICH L8t MEX=E & 2HEoA, A 25
2 AlelZg 22ES ALE0H0 VIS I ER/AWE SdolEge =5 /UsUIC

9.1 AE X+ 2t

VTS Il 4h2 MEX 1822 MEXNSS 2clglth. vis el €8 & Aldlg ZE/
8= dst2 ArZEX OS0 Wel THSLICH

0
I
i
Im

® User: 2Bt ZE AL O8
- 0 080 Z&tl= 2= ASKs Alelg ZEN 852 = UASLICHL
- 0l D80l =8 Power 2RSS JtXl RE AMEX= 0 Alelg ZEDJ HFE or=23
of MAS 2elst)| /et s §F5E = ASsUT
- 0] Q&% A&Xtes portaccess menu O =8 £ USLICH
- 0 082 MEXE & CIHHOIAL Serial port 22 2 IR HAEEH 22l HRE
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Al2lg ZEo SdZ= Zblg HE= MENS

Ol O82 MHEXe= Vvisll €8 Blw E£= CLl 0l 858 = glsUCh

s Jdsez &c2/g + 2 ot Fol [User

access control] J/&0/ HE&LICL

® Port admin: Serial port 2|t &

Port admin &2 & QHMHOIA &

PS
=

Portadmin &2 User J8EL =2 F&s JHELIC
= =

i/

NAg 2

=2 Sol vIs Il €3 N &

I

=& £ QUELICH 0l 28& Serial Port, Clustering & Il HEE2 Ol 2=
AN Wet0lEH2ts HAE & UASLUCH 1 22 VIS Il AIAES] 84X HIZ2I0IHES
dote AEE2 0l OS82 AEXNSHH M=K 2SLICH (0. HE/KZR 43, PC IS
o OAIAE 22))

Of D80l Z&& AEX= CLl ol 58 & l&LICH

® System admin: A|AE 2| O

System admin &2 Port admin JE&20 =2 A& JtELUCH
System admin JJ&2 & QHHOIA = AAE Z£2 Sdl €3 H=UH S50 Al

A9 2= IeHlIHES =88 &= USLICL

AN
System admin 82 CLI 0ff 58 4 U200, CLI A HB%= 235 shell programs
2 88 £ USLICH 0l 282 CLI 2 saoll vIs I && & port access menu Ol &
=g £ UASLICH

® root: AlIAE ATH 22X

- root = A2l ZEN HZE AIAE 22l O8N =2 dEsS JEUt
- root = Linux CLI Ol Ot Mg 810l 5 = USLICL CLI € Sol ArSX+ 22, T
2= AH, =& % shellprogram =& S 2= JIsS Mg 2101 AAE&LIT
- root = & & FHOIH, AL 0|82 HEE = ASLICH
ST EotAle D12 AL 018 ¥ HIE BisesE sl st
AAE FIH 22|kt
Logi n: root Password: root
AAE 22| Xt
Logi n: admn Password: admn

H 9-10i

VTS IIOIA ZelEl= AtEX 18 L oigsle AA8A 182 dets oo stsLIb.

163



H9-IMEXHN O5 & HEt

a8 root System admin Port admin User
JIE2 AFEX OIS Root admin - -
&3 J|2 eleHolA CLI BIAE Wi - -
CLI CLI
= = BIAE e BIAE Wi BIAE e
(o] A II 2H
PlEjmol~ 25 )& port access port access port access port access
menu menu menu menu
SSH sMH Il 2= @] O X X
CLI &% ] O X X
VISII &3
SAS O B4 © © e X
PSS
port acces_i menu & o o o o
%’ GUI EII_J_H\_ (@) O A K A kKK
AAE O2t0Ie HE O O N X
ALE X THet0IE B E O 0] X X
A EXL HE/ AR O 0O X X
&1
1) *%

Port admin /& Serial port / Clustering £ I}t¥ ZIEZZ Ot=23! Jlsd 28&8 4808 =4
g £ YUSLILL O 29 32 @F g AHetet USLIC

2) wkx

User 5= & && 3t00JAH 2F Serial port/ Clustering 9Z 2 It® HEEZ 2&2] 330

or 8£5g + Qs

18 9-12 User 1&= Zclob)l 2?18 & eIemolA2 st LICH

User administration

Fadmin f user_admin
User name : |USer User group : | User | [ Locked

Current local users

O# User name User group Shell

F1 userl ser Part access menu
Oz Lserz ser Port access menu
3 userd User Port access menu

[ Add ][ Remove || Unlock |

g 9-1. AtEAF 22/
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.
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ol
e
=
0p
=}
OfH
M
m
=
0R0
=
S
oY
Iz
i
-
[

ANEXE =Dl 6t H, [Add] HHES 22l610d AIEX = gtHg o &, AIEX 018, 18 ¢
HY HHSE s S [Add] BHES MESILICH. 18 92 AMEX I} slHE E20ELIC
MZ=2 ArEX HIEsS 4ot fIoh OsS Iiet0IeSS H&0l 8&6t00F LIC

MEXt 0IF (User Name)

ALEX & (User Group): User, Port admin, System admin & otLt

MEX HIZ ®S (User Password)

shell ZZ & (Shell program): CLI, Configuration menu, Port access menu & GtLt

SSH Z2JH J| 21Z(SSH public key authentication): Enabled = Disabled = otLt

SSH H&(SSHversion): vl &= v2 & otLt

SSH ZJH 3| I (SSH public key file)
JI2doZ=, SSHE Sofl VIS IIZRH &S 2= [, MEX 01§ & HIZ BSE 0|E8
oIS = A0l JI20IL, ALS X0l HE SSH 304 J1E VIS 10l Y2 E06tH, SSH Z2H0/HE
T2y 2 I3 I MLS MEEF2EZM, S22 VISIIZEREH &5 25 &= ASLIT

&1
AMNEIF =IF E= HIA AEX 0/18 L password= E AL SH 33X 0/140/0{0F &LICE 3 X} & X
YE FR0E @EIF BYGIH ELICH

Fadmin f user_admin / add
User name :
Select group Uzer v

Password :

Confirm password

Shell program ; Port access menu «
S5H public key authentication Dizable «

Select 55H Yersion

SSH public key file:

g 9-2. AtEX =67/

AMEXE MAHGHAH SS ot AIL.
o ANEX 22 FHENA AESASS MIARLUICH

e [Remove] HES S &LICHL

AEX HES Met0IHE BHEoteAE, AFZ A 223 HUA AFEX 015 S dE6tH AIZS A B E
SHHS A =, AEX FOH9 YHo2 ArEXA HES met0IeHE HEELICL
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9.2 MAHIA 2IAE

JHE EZEQ| User access contorl 882 SO0I6tH oIl ol HAHA 2IAE D

WNA EIAEE OtE = HNHA 2IAEN MEBXE FI6tD JHE ZE HFHO| User access
control && WA HAHA SIAEE FIIGHH oY YAHA SIAEN ZEE 2E AIEAS 23

st 2280z XNEgY = USLICH

J/ admin / access_list

Access hists configuration

No. Access list name

1 [grionitoréccess [ Remave
L AR TRATEAT J

2 [grPortécoess || Remave
New | [ T (&dd

Synchronlzatlon configuration

[ Save to flash ][ Save & apply ][ Cancel ]

g 93. YHA CIAE - A 2/|AE 22

18 9-32 AL 2IAEE 2elcte stHES 20HsSLIL SS&8 AL AES0 UHEELICH

HAA CIAE SES ol U352 ZEXE UGEYAL.

1. WAL CIAE BSE [New]Z2 A

2. WAIA 2IAE 018 2

3. [Add] HES =22
010] SEE HUANA C/AES SMOIH MZ22 HANA CIAES GS+E USLICL SA (e A
NHA 2IAES ASA 8E2E SAELICHL HAA 2IAEE SAteH T U329 EXE GEdAR

1. YHA CIAE BHSE SAF (& HAHA 2IAE BHEE d¢

([Add] HE0| [Copy] HHES2 HIR )

2. MZ 2tS0ZE HANA 2|lAE 018 24

3. [Copy] HE 2%
[Remove] HES Z ol YAHA 2IAEE MAHE =& UL, HAHA 2IAES 0|82 &Y %
ol BHEY =& JSLICHL HAA 2IAEE HMAHGHALE 0182 BHRAHE IHE ZEESl User
access controlOil Al AFZ2E HANA 2IAEE S22 MAHotHU 01§ B2 X &I 20 OH
HEEDL EMGHA L= HNA CIAEE EFXE = JA2B 2 FOGHAID] BHELIL
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Access lists configuration - 2

J admin / access_list / access_list / .2"

Access lists configuration

Access list name: Eg_rl"—"Er_-t',E.c:u:ess

User list

No. User name

i admin

MNew | . Add

Synchromization configuration

[ Save to flash ” Save & apply ][ Cancel ]

& 9-4. YHA CIAE - AEX 22

SXE LIZELICL AR 0182 2otl] [Add] HEZ 2260 MEXNE SEE = U1,
[Remove] HES 26t AIZBAE HAHA CIAENM AMEY =& USLIT

[Access list name] 2l AE A WA [--- Access lists ---] 52 HEHGI0H KA A 2] Z2|otHS
Z 0SE £+ AL, UE HAHMA 2IAEE HEGIN BHA 2IAE A 22/3HC=Z 0|

&1

Access list name= web_admin Zf web_padmin £ remote authenticationA/ local0f AtEXt 0/ 0/
U= R AMEXS A2 R0 Fol AFELEE JS52/LICL web_admint ZEZ/0 U= Af
Zt7f remote authenticationZ &of & =0of= &R System admin & 5=, web_padmin 0f Z &%/

0 Q&= AEXE Portadmin &t 2 & LILCH

Synchronization configuration

VTS lli= clustering 2 peer to peer2 RS2 &2lot= B2 access list

£ 22 &a¥
= JAEE SIIst H=E MBELICH L& VIS I FHISS S)I30t JtsoteES 8 9-52
g 9-61 €0l €&8= &Ltk

P, Access listE &2 HH|IS2 118 9-52 20| Slavez & & &HLICH
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Synchronization configuration

J admin / access_list / sync_config

Access hists configuration

Synchronization configuration

Enable/Disable synchronization: ‘Enable |
Synchronization mode: :lSIave v-i-
[ Save to flash ” Save & apply ][ Cancel ]

_1&! 9-5 access list synchronization - slave

2 2l VIS I EXE M85t 18 9-610t 20l Synchronization modeE masterz &3
1, tHat HHIE2 2IAEE PAHF Synchronize HEES 2™ Master &U|2| access list &
ul

I=S2 &g HA0l ELCh

Synchronization configuration

[/ admin / access_list f sync_config

Arcess hists configuration

Synchronization configuration

Enable/Disable synchronization: | nable |
Synchronization mode: rMaster v’:-

Status of synchronization: Ready

Address of synchronized host
No. Address of synchronized host Status

1 152.168.12.48 | Added

| Added #dd

Mew |

Save to flash ][ Save & apply ][ Cancel ]

_1&/ 9-6 access list synchronization - master

o8l AFERS HAREE BHEGHY, S A

8 9-72 HARE B8 s 2dsUt. o =
FAEE YAGID, M HAREE st = M IHARKAEES =0lot)| Rlofl &t O M IHAREE
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Ffadmin § change_pwd
Current username : admin
Enter current passwoard

Enter new password :

Confirm new password

[ Submit | [ Cancel |

g 9-7. AR E #HZH
Port access menu0ll2t 8 2& £ U= A XX Port access menu SHA MHAK/AES HAE
o Oleiet 22 S0l EAIELICH 28 et PE

2 QASLICH Port access menulf 256+
QA = N HARKEE L5t =0Iah)| 2ol

o

t O =otd ARSI BHELUICH

[

[ Sena_VTSI | ]

Port # Port Title Mode Port # Port Title

Port Title #1
Port Title #3

1 Port Title #2
3

5 Port Title #5

7

9

2

4 Port Title #4
6 Port Title #6
8 Port Title #8
10 Port Title #10
12 Port Title #12
14 Port Title #14
Title #16
18 Port Title #18
20 Port Title #20
22 Port Title #22
24 Port Title #24
26 Port Title #26
28 Port Title #28
30 Port Title #30
32 Port Title #32

Port Title #7

Port Title #9
11 Port Title #11
13 Port Title #13
15 Port Title #15
17 Port Title #17
19 Port Title #19
21 Port Title #21
23 Port Title #23
25 Port Title #25
27 Port Title #27
29 Port Title #29
31 Port Title #31

BR33333383883834
3333333338388 888 §

Enter command (1-48 serial port, P passwd, Qexit )
______ > P

Enter new password : *x***

Ret ype new password : *****

Save Done.
Password was changed.

9.4 &Xl 0|E(Device name) &A

VTS 112 22l <ol AME2Z

ISE €8¢ = UsLIt. 18 9-8= &Il 018§ &€&

0
SIHLICH AFZ XD Device names B 0N &S S 112] HostnameO| Y1A & LICH

—o -
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Device name

Fadmin § device_name

Device name: |Sena_VTSll

Save to flash ” Save & apply ][ Cancel ]

18 98. ¥x/ 0|18 £&

Device name HZ3IH CLI &2 ZTEZE £ot 0l 20| oiE T = Hostnamel2zZ H&E0| &
LICh.
[root @ena_ VTSI ~]#

VTS 112 Device name &Z&0| B8 2X= &0l X L2 ASXIl Device name 2 Bl 2
A2 XEGHH Z9 VTS 112 Hostname 2 VTS 11 IP =42 As22 XN&EO| ELICH S8t
Device name2 VTS Il Manager?t 22 2tcl Z21S0lA &Ul A8E ol AL=ELICH

95 &M L A2t &3

VTS ll=e STHe &M & A2 E2E JtXLD USLICHE VIS 112 AH & &€ 8432 U=
BiEel &0 oo BHAELICH AFE2X= O 9901 LIEHL HiQF 2001 ST YW Y Al2tsS

B2E & QIS |C}

Date and time

J admin / date_time

Use NTP: |Enable «|
Use DHCP option for NTP servers: |'|j_i_s_a_b'E:|
NTP server: lclack.isc. org p pcn:l ntp 0:
NTP option: |F‘er|0d|call5,.I V|
NTP date int I: T: [
update interva 5 | hour(s)
[ Select [Standard time] and [Daylight saving time] from list ]

Standard time
Timezone: iK-S_T-

Time offset from UTC (UTC + [x.x]hours): .EI

Daylight saving time
Enable/Disable daylight saving time:

[ Save to flash ][ Save & apply ” Cancel ]

18 9-9. & ¥ A2t £F
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9 L A £33 AFG6D| /s 2Ee 2JtX0F JASLUICH HEM YES, NTP AHE
AEdtE HYLICL NTP JIsS0l &4 AEHI ZH, NTP optiondl et &&0l HEE MU VTS
0 THEEE MOCH 52 FIIH22Z NTP MHZRH SR & A2t E2E 22 = USLIC
NTP AMHOII 0.0.00 22 HAFEHEH, VIS lli= JI= NTP AHE AIEELICH 0l <0, VIS II=
oIl HZEH UM O0F &LICH. Use DHCP option for NTP servers €& &&G6tH &H DHCP
NHOA 2E NTP server 325 20tA AISELICH MEX= L8 & AXI0 Ot §E
HA EEAUTC)ZRH 2QEA AIl2 AFGH0F &LICH &=2 d2R=, SZH 22 49
AN2tez A F=MHO0F &LIC

SH Y2, NTPE AIE0IA 210 5292 YW &L Al2t2 &Fots ALLICHL 0 &2, W

ANAE It Al2t2 HEGH dFoteld ASX2 fAXo OE timezonell UTCZRHQ
QUA 22 HFGOF ELICHL AMESXIL daylight saving time2 O0I&S8HCHH, daylight saving
timezone, UTCZ2RH2 IAl AZUAl, SSLAl S 22 4= ZFa0F &LICH VIS lI=

Olgl LI2t0IEHE OIS0t &t AlAE

St AlZ2ES HIAELICH Select [Standard time] and
F2H 0 8432 2lAENM Hdeold A H43E 2

[Daylight saving time] from list HES
b

UEE o= sHHO0I ZAIELID

9.6 &4 |
MEX= SIS HFE CF card, NFS server, user space = local machineS1t 22 H&
X0 MYz MEE £ AL, M= &3 IS olsdisd 8N ddgez 22 8 &%
USLICEH &£t AN 2ISMU SSH IS ME Upload & = USLICH 8 9102 £33 22
HE BHSLIC
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Configuration management

[ admin f conf_manage

Configuration export

Location : CF Card SR storage Primary NFS server Samba server
() User space(fusr2) O Local machine

Encrypt : |m|

File name : | I.Syscm'

Configuration import

Location : CF Card LUSE storage Primary MFS server Samba server
() User spaceffusr2)  Local machine ¢ Factory default
Configuration selection : %Cunfi_guration V_I
] select all

[ MNetwork configuration ( Including IP configuration )
[] Serial port configuration

[] Clustering configuration

] system user configuration

] Power controller configuration

[ PC card configuration

[] UsB configuration

] System configuration

Perl configuration

Encrypt : IYes v-!

File selection : | ———— Selectfile -—- Local : | I

Automatic backup configuration

Automatic backup option : |“|ji-§éble v |

Location : CF Card SR storage Primary NFS server Samba server
User space(/usr2) Send via email
Encrypt

File name : | l.tar.gz |

Backup interval (hour, 1 - 720) : ]

Recipient's email address : |

Save to flash ][ Save & apply ][ Cancel ]

g 910. && 22/

VTS IIE 3& £ot &te 43 dEZ Zs2lIl floides Configuration import 82| Location
£ tor

Itet0lEe € Factory defaultz2 AE5IH 882 =H 2L VTSI &H IHE 2| Reset Button 2
S=29 "Lt

VTS 11Dt Is22 482 H&Eote JlssS XNJELICH Automatic backup configurationS
= (@}

T £33 S22 MEELILL
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Configuration, Webserver certificate, CA certificate 2| &== JI&LICH 432 227 2K
ConfigurationS AtE06t1], Webserver certificateE &0t BIMH CISMHE HZ2ESE = Y
Ct. CAcertificateE &850 SSH & XA 2UIEME 228 & £ USLILCL
&% NE6H|
Location : &% s HEE X
Encrypt: &3 1l 253 o8
Filename: &8 It 0|8
243 20|
Location: &8 IS EH42 Xl Factory default AEi5tH & EotAl 822 52
Configuration selection : 242 &2 &
Encrypt: 22i2 4% I 2355 R
File selection : LocationOl CF card, NFS server £= User space 2! &2 Y <
Zot= Encrypt S@S CHEotE M0l €A
Local : LocationOl Local machine2 &< Local machine®il M&EE && IMLs =
Al
s £33 H&
Automatic backup option : XIS &3 NZ& Y2 XN&
Disable — XIS && N& otk &£3.
Periodically — =J|822 &3 XM&. Backupinterval &8 Z Q.
10 minutes after lastchange — & & #H& F 102 1WAl €& NHE.
Location : &% s HEE X
Encrypt: &3 1l 253 o8
Filename: &8 It 0|8
Backup interval : Automatic backup option0O| Periodically & &< X8 &8 H& |
Recipient’s email address : Location0| Sendviaemail2d Z2< 0l =&KX =4
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4. 9 XIJt Local machine& Factory defaultes OtY ZRUY M 2|AE BIANA
SHE UESteE Y /X2 43 Mg A

5. fXIJ Local machine2 &L Z0I2)| HE 2ot 2353 s&82 0+=dl= It

6. [Import] HES &

9.7 Security Profile

VTS II1E 2Yot=s 2 dMs AFELILL VIS I AHIAN 23E 20 HERZA 29,
Eol AZ0 et 2SS9 AIAEH 2o Y IHARE 2A2|E S8 BoS0 28 S

AMFClE Z20g 2 O3S 20| 24 A2 =F&ELUCh
1. System security

2. Password security

9.7.1 System security

VTS Il MHIA, UWERZ, HE ZE2 HAZ 1t
g 9-112 AAE AlFRCIE Z20E 248 otHYLICH

System security

fadmin f security_prof f sys_security
System security
Level of security : ) Custom (& Standard () Secure

SHMP (getfset)
Discovery (MANAGER] @
Telnet :
S5H

SS5H W1
HTTP :
HTTPS :
All ports

Set all ports to
Stealth mode :

[ Savetoflash ][ Save & apply ” Cancel

Password security

& 9-11. Security profile — System security

&8 Jisgt tetiide=E s ZsLth
Level of security

SNMP (get/set)

Discovery(MANAGER)
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Telnet

SSH

SSH V1

HTTP

HTTPS

All ports

Set all ports to
Stealth mode

Level of security

4
$0
g
[
o

Hot =5 HHELILCH Custom@Z2 HAE|H 2t2t90] Hot &=25 AIZXHIt
Standard &= SecureE A& &™ 2
default2 HAEHSIH 2ot =F2 Standard2 &8 & LICH 2o =FY 2ot =59 g2 U3

DI—ALl El.

Security Item Custom Standard Secure
SNMP (get/set) Configurable Disable Disable
(MDAiS"\(I:AO\éeg?) Configurable Enable Disable
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSHV1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable

All ports Configurable Any Any

Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable

SNMP (get/set)

SNMP Z2EZZ Soll VIS 12 MEHE BHEotHLE =3lot= MEBIAE Hae Xl HRE &8
LICH.
Discovery(MANAGER)

VTS Il Manager®il Al WIERIZ N HZE O

S2E £d&Uth

s
I
3
i

| Aet 70 Oioll SEE 22X O

Telnet
Telnet consoleS Soll VTS Il E26t= XS SIEE X (IRE 2EHELICL U329 1P 2HE
HES FItHU HAGHH XI& L C

AH Interface | Option IP address/Mask Protocol Port Chain rule

175



Disable all Normal anywhere Telnet 23 DROP

Enable all Normal anywhere Telnet 23 ACCEPT
IP Z2HE A0 CHE XME WE2 3.5I1P ZEES FX0tAID| BHELICH

[s=)

SSH
SSH console2 Sall VTS 10 &=206t= A
=2 FIIotAHLE 816t AR ELICH

o
el

EY N 6HFRE ZZgLIt 32 1P 2HE 7

&L EN Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere SSH 22 DROP
Enable all Normal anywhere SSH 22 ACCEPT

IP 2EE 20 et XAl tHE2 3.51P ZEHE S ZX0otAIDJ| BHELICH

o

SSH V1
SSH b1 Z2EZS X3 X HRE Z£ZELIC DisableZ €3 Z2 SSH HH&28 XI&

=2o=2
= LICH

HTTP
HTTP Z2&EZ2S St & MBIAE HEE X HRE ZFELIC O3Y Ip 2HE #ES =t
StALE H&ot0d K2 LIt
AFER Interface Option IP address/Mask Protocol Port Chain rule
Disable All Normal anywhere HTTP HI;I' c‘)l'rItD DROP
Enable or HTTP
Redirect to HTTPS All Normal anywhere HTTP Port ACCEPT

P ZEZ AR 48 KHE WSS 35 I1P ZHYS &
HEE 0 HTTPE S8

|’0II
H-lo

S
4 OIHHIOIA HE 2 HTTPSZE H&EGHES | gL

HTTPS

HTTPS ZE2EZ22 S8 &8 MUIAE HEE XN HRE &L U329 Ip EHE AEE =

Jtot AL HAGHH X &L
&L EN Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere HTTPS H-PFZES DROP
Enable all Normal anywhere HTTPS H;ZES ACCEPT

P ZHE &0l st KHAME LHEE 35I1P BHE S FXG6HAIDI BHELICL

All ports

E ANelg ZE & JAA TEQ HAZ MBS A HEE AFELIC. U322 1P Z2HE #ES



FIOtot AL HASHH XIJAELICH
&FEN Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere PORT All ports DROP
Enable all Normal anywhere PORT All ports ACCEPT

IP 2EE 20 et XAlet tHE2 3.51P ZEHE S ZXotAlJl BHELICL

Set all ports to

Port access menu2t Al2lgl ZE L JAA ZEZ HZE = QU= ZZEZ S HAFELICH Telnet
F= SSHE 3 ZE HHA M Z&32 Port access menu protocol IHOHOIE 2 Al2l
HLE 2 AA HTEO Host mode &8 = Protocol LI2I0IEHE Telnet £= SSHZ HAELICH
RawTCPZ & &EL™ Port access menu= HZAGHA &1 Alelg ZEQ JAA ZEQ LFO
RawTCPZ HZELICH XtAISH HE2 4.2 Port access menu & &1t 455 Host mode £&S &
ZotAID| BFELICH

Stealth mode

Stealth modeJt Enable2 A& T|™, Z2Ct0IHEI XRACHA 2= ZEZ HEES AMNTE Z=2 VIS
10t A& HROHA 20 SYE 6t LsLItH

9.7.2 Password Security

MEX HARE 2e|E Set 2o FH=S 4 LI 08 9-122 IWARE AlFRCIE &8 3t

& LICH

Password security

Fadmin § security_prof f pwd_security

System securty

Password security

Minimum password length (3-255): q

Maximum password age (0 for disable): 0

Enforce password complesity: Dizahle

Enforce password history: Dizahble

Enfarce max password attempts:

[ system admin [ Part admin ] Users
[ Save to flash ][ Save & apply ][ Cancel ]

712/ 9-12. Security profile — Password security

4% Jiset ItetileHeE s 25Ut
Minimum password length
Maximum password age

Enforce password complexity
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Enforce password history

Enforce max password attempts

Minimum password length

HARE HAA WARKAE 2019 xligis LI

it

Maximum password age
HARE w2t d8ELICL 0l 2212101 AL IHARE HAE WAA VTS I 01=0]
HMigtE Ll Ct,

Enforce password complexity

Ch=st IHARIE AH2S M Etot=0 ALEELICH Enable2 £3&EH M WARKEE= OS2 x2S ¢
=0 OF & LICH

1. ZO0IJt =2 8A+ 02af01010F & LICH

2. B0 8 &t Olde a2k, A24, <k, E+2AE Ze&oiloF &LICH

3. 66Xt Ol&tel 2Xt= 28 O0laf AFSE Xl 20F0F & LICH

4. A= 2XU =Xe ALEE X 20H0F &Lt

5. A EX 0|82 ZgoiM= et ELICH

Enforce password history
IHARE HHAl Ol™ 1002 WHARE S=20 JA=s WARKAEE Xcts WARAE AIES HME

efLIC.

Enforce max password attempts
MEX OS82 HARE S AT 2+

HARES B2 QYA oY AR

£ HMEELt. €38 MEXN OS2 MEXIL 330l &f
22X w58 XXE FobJl X VTS 1l 01E0]

—

Kigt& LIC.

9.8 Firmware Upgrade

Firmware= AlAE 2Z&, Telnet 2% F= & 2HHOIAZS Soff 2H0IEE 4= USLICH AL
2 AOIEQl 22 & HIO| Xl (http://www.sena.com/korean/support/downloads )0l Al &4 Z Al9
firmwareE 2 0IEE & £ USLICL VISIIE 2EA S22 Firmware 2 838 UsS2=2
g0y 0lEdteE Jls2 HBELICH automatic firmware and configuration 222 A &otH VIS e

SEE I Firmware2t 880l MZ& BIEQIX 205t £ HR5IH M2 A 228 ¢ c
FLICEH % 9-1301 firmware upgrade & QIEHHIOIA FHZS LIEFLHASLICE

o
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Firmware upgrade

fadmin f fw_upgrade

Select the new firmware hinary file
This will take 15 minutes maximum

Location Local machine s

Local machine :
Upgrade ] [ Reset

Automatic firmware and configuration upgrade at boot Disablc BB

time :

Protocol

IUse DHCP option for remote server and hash file
IP address of remote server !

Hash file name :

[ Save to flash ][ Save & apply ][ Cancel ]

&/ 9413. Firmware upgrade

e
o
O
ol

i firmwareE 2 1dI0|E6te™ CSE I AL,
1. Firmware € MU CO22E AMOIENAM G2Z2E0HH AHE XS PCOH M & &FLICH
2. “Location”S “Local machine’@=2 &E4&LICt
3. “HOIEI|" HES 206t 22 Firmware IS SEELICH
4. “Upgrade” HEZS SEGHH S dI0IE&LICH.

5. Yd0IE0 22 & H AIAEOl HREED D #HA A0l HEELICH
VTS II2] CFcardE 0I&0of Zcll0IEsteE USE ot AIL.
1. “Location'E “CFcard's &E&LIC

R — Select File ----- “eIAE BFANN FirmwareE SEHELICH
3. ‘“Upgrade” HHES MEi6tH & dl0IE&LICH
4., AH0IEDI 220 A|AEIQ THEE

T HAE AE0l H=E LI
VTS II2] USB storageE OI2d Z10IEotHdH TsS =+

1. “Location"S “USB storage”Z I &{&tLIC}.

2. ‘“--- Select File -----“ c|AE AWM FirmwareE SEELICH
“Upgrade” HHEZ S EIGI0 2 0IE&LICT
4. ZOdI0IED 22 AIAE0l MREE D HE AE0l B=ELILHL

rH
Mk
o
_>,:
OII

AMEXIt firmwareE Zd0IE G| <ol |2 L= Al EotAH Telnet/SSH L=
EOIE olgdold Z2H0| BtEAl Zmodem A& Z2&EZ25 XIRoH0F &LICH Firmware
upgradedt TIHetE AtEXL &2 e s XI=ELICH
Z£2 Sl FirmwareE Y 1dI0I1E5HS T 82 #oAAIL.

1. Firmware € MU CO2Z2E AMOIEWAM G22E0t0 AFE X2l PCOl M & & LICH

2. HOlE olsold T2 0¥S ALESHN, Telnet/SSH L= Al2lg 2 ZEN H&

SLICH (M2Ig 2£ ZEE 0|88 3% &dol 2d 2222, Telnet £= SSHE



>.

0p
ol

tEotJIE A& ELICH)

18 9-141F 20| Firmware upgrade 0l=5 & E4&HLICEH.
8 9-151 &0 K&l et Zmodem Z2&

AE8tAH firmware I
&LICt. CF card 2 USB storageE Sl

JdI0IE otHA®  “Location”S
Card’Lt “USB storage”2 «18i6t10) MAHS ASEctH LU
AH0IED 22 EH, AIAES TH
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2. Upgrade

[hlel p, [s]ave, [a]lpply, e[x]it, [r]eboot
COWAND (D splay HELP : help)> 1

Locati on

[ adm n/f w upgrade/ fw_upgrade/l ocati on
1. Local nmchine

2. CF Card

3. USB storage

SELECT> 1

Fi r mnar e upgr ade

/adm n/f w_upgrade/ fw_upgrade

1. Location : Local nachine
2. Upgrade

[h]lel p, [s]ave, [a]lpply, e[x]it, [r]eboot

COWAND ( Di splay HELP : help)> 2

Do you want to upgrade firnmware? (y, n) : vy

Preparing for firmare upgrade. Wait a nonent...

Now starting firnware upgrade.. .

Pl ease | og out and Do NOT access system

Transfer firmaare by znodem using your termnal application.
** BOf f000005b157

g 9-14. FZlAl2lg Z£2 0/E8! firmware upgrade

| 51X

OE &3 O5

1. Local machine
2: CF Card
3, USB storage

SELECT= 1

;2 =7l PIX
Z0:  CDocurients and SettingsterninMy
m2osE:
C#Documents and Settings'lemintMy Docum| |
ZEESEN
1. Location Zmodem(IHA 52 Ft5) -]
2. Upgrade

Firmware upgrade
Jadmin/fw_upgrade/f

IEESEIEEEIE
[hlelp, [slave, lalppT¥, BLXITT, [TIEhOGT

COMMAND (Display HELP : help)s> 2

Do vou want to upgrade firmware? (v, n) @ v

Preparing for firmware upgrade, Wait a moment. ..

Mow starting firmware upgrade. ..

Please log out and Do MOT access system,

Transfer firmware by zmodem using vour terminal application.
*xBOf 0000000157

0Z 00038

J& 9-15.Zmodem £ 0/ &3t firmware I} &Z (Hyper Terminal)
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S M Firmware ¥ 32 LH0IEdHHL AIE AL dole WS Y= =oAL X E st
HHE AdoteE JIsE HIELICHL Ol JIsS AIEotdE AIZAi= G329 ItetlleHE Z& oot
LI C

Automatic firmware and configuration upgrade at boot time

As S0l JIsE MEE Xl HEE ZEHELILL

Protocol

Gd0IEE I BBSAER SAlot)| |oll VISIDE 0™ Z2ES2 MEE XE Z2FELT

Use DHCP option for remote server and hash file

s SAH0IEE I 7%= 38 SAEQ IP =A% di#l It 018§
LICt. Yes& &&E™ VTS 1I2] DHCP &N CHst DHCP SEHUHA & A
otd, NoZ2 &
JdI0IEE

rr

=13=3]
o g

o

AE

> o
T

™ |P address of remote server2t H file name2 &

LICH

S HE ™

%
..|_>
=]
e
(=]
ol
o
(=]
R o

ey

L
02
il

82 0|85t K=
IP address of remote server
VTS IDF dllsd IHY, Firmware O|0IXl IY L A& MAS 2I| fAdH & =00t

ol Ip =48 ZFE LI

_O'ﬂ
rir
0

Y
fon
|>
Im

Hash file name
S H0IEE Firmware O|0IXl MYl &8 mEs ¥
VTS ll= o+l Mo JI85= 20|18, i8S & vT

E at

o SdI0I=JF 228X Ot XIE ZEELICH of

L

<TYPE>, <NAME>, <MODEL >, <VERSI| ON\>
=
<TYPE>, <NAME>, <Options for file uploading> <Path to upload>
CC =

<TYPE><COMIVAND>

0JIM  <TYPE> - 1:Firmware O|0|Xl 2:&43& (1 byte)
<NAME> - Firmware O|0|X| It E£= && Y9 0|2
<MODEL> - VTSII800, VTSII1600, VTSII3200, VTSII4800s 2| VTS IS 2 0|
<VERSION> - Firmware £= & 022 HA

Firmware O|0|XI2 &S Firmware O|0|Xl IICo HEDY 22 HAES
IAlGHOF BtD, &AAS AHL Firmware HEID KAt &Aooz
AEXIL &Es HE S EAISLICH
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E= <TYPE>-3:ALE A It HAZE
<NAME>- 22 & & OIE0IS
<Options to file uploading> - [F][X][X]U
F : forced copy(remove if there is same file already)
X : uncompress the file to the specified location
Z : unzip the file to the specified location
U : default option for file uploading
<Path to upload>- CH&F IOl HF=2E TOOF & ClEEE &=2
= <TYPE>-4:AtS X 2 A
<COMMAND>- algigt ¥
S22 o+l ML ME 20SULICH

1,vtsl132.ing, VISI13200,v1.5.0
2,vtsll32.syscm VTSI | 3200, v1. 0.0
3,test_hash.tar, FXU,/ mt/fl ash
3,active_detect.tar.gz, FXZU,/ mt/fl ash
4, nkdir /tnp/test

99CLI £3

Aelg 2&, Telnet/SSH &2 2£S2| CLIN 221 I AIEX 215 S-S HESSLICH S
VTS Il= Local, RADIUS server, RADIUS server — Local, Local - RADIUS server, RADIUS down —
Local, TACACS+ server, TACACS+ server — Local, Local - TACACS+ server, TACACS+ down — Local,
LDAP server, LDAP server — Local, Local - LDAP server, LDAP down — Local, Kerberos server,
Kerberos server — Local, Local - Kerberos server 2| Linux-PAM (Pluggable Authentication Modules
for LinuY =S 0188t Y&t oI5 Y-HE NRAELICH

ol= Bt CHEH KHMIBH L2 & 4.5.10 Authentication £&= & ZX0lAIDJ| HFELICH

g 9-16= & QHHOIAE S8 CLl €& stHs 20sLT
CLI configuration menuE Z& Al2H0] e St AIE6HA W ZZJHE SIoEESE
Timeout for CLI configuration menuE &#& & = ASLICH 022 EFEH Z200| SSEA

2 SLICH
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CLI configuration
Fadmin f cli_conf

Authentication method:

Tireout for CLI configuration menu (0- |
1440 minukes, O for unlimited): BaADIUS server
RADIUS server - Local

Local - RADIUS server

[ Savetoflash | Save &apply | @?ﬁg;ucssfﬂs\g?v;rmcm
TACACS+ server - Local
Local - TACACS+ server
TACACS+ down - Local
LD&R server

LDAF server - Local
Local - LDAF server
LOAP down - Local
kerberos server
kerberos server - Local
Local - Kerheros server

&g 9-16.CLI &&
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10: AIAES S A

VTS 112 & CQIEHolA=E AAE SH EHS HIELOL ASXHs AL SH sEsS

XS VTS II HZ210 MESE SH COoIEHE &#olg £ UASLICH UWERZ HHOoIA ¥
Alelgd ZE SH= link layer, lo, eth @ Al2lg ZE0 et AFE SHE LEHELICH IP, ICMP,
TCP £ UDP SHl= TCP/IP Z2 & 29 412 Jle 4 A0 e AFS SHE LIELICH

10.1 WER A 2 HIOIA (Network interfaces) S|

UE<K3A 2AHHOIA SHe= VTS 112 local loop back interface 21 lo & VTS 112 JI& UHERZA
OIEHIOIAQH etho TS D2 UIER A CIHHIOIA AIZE LIEFRLICH

MNetwork interfaces statistics

f stats [ network_interfaces
Interface o etho ethil
RFeceive Bytes o 713912 o
Packets 0 10647 0
Errors ] u] ]
Drop u] u} u]
FIFD u] u} u]
Frame u] u} u]
Compressed O u] ]
Multicast 0 o 0
Transmit Bytes 0 155192 0
Packets 0 303 0
Errors a a a
Drop u] u} u]
FIFO 0 ] 0
Frame a a a
Compressed 0 ] 0
Multicast 0 ] 0

& 10-1. LIERF CIHEOIA &Ef

Al ZE SHe= Alelg ZEQ AIE S, Baud rate &8 % 2t LEQ

1]
07
o
i
[
m
[
C
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Serial ports statistics

/ stats / serial_ports
Port Baud Rate RTS G5 DTR DSR cD
] Q500 0 0 & Q o Q o
2 Q500 0 0 o2 Q o 2 o
3 Q600 0 0 & Q o o o
4 Q500 0 0 o2 Q Q 2 o
5 a&00 0 4] {2 o ] (%] L)
5] Q600 0 0 i Q &) Q o
7 9600 0 0 & 2 o Q o
g Q600 0 0 o Q &) Q o
Q Q600 0 0 & Q o Q ]
10 a&00 0 0 4 ] o o o [
11 Q500 0 0 & Q o Q o
12 9600 0 0 & Q o Q o
37 Q600 0 0] L ] Q Q Q Q
38 Q600 0 0] o Q Q Q Q
39 9600 0 0 o Qo o Qo o
40 Q600 0 0] o Q Q Q Q
41 Q600 1] 0 [ ) o 8] o 8]
42 Q600 0 0] L ] Q Q Q Q
43 Q600 0 0] o Q Q Q Q
44 Q600 1] 0 [ ) o 8] o 8]
45 Q600 0 0] L ] Q Q Q Q
46 Q600 1] 0 [ ) o 8] o 8]
a7 Q600 0 0] L ] Q Q Q Q
48 Q600 0 0] o Q Q Q Q
J& 10-2. Al2lg ZE AH
10.3 1P SH

IP SH 3tHE2 IP ZE2EESS AIE6t

NEL= 222 Wetole ol o
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IP statistics

Jstats fip
Forwarding 1
DefaultTTL G4
InReceives 754
InHdrErrars u}
InAddrErrors 0
ForwDatagrams u}
InUnknownProtos 0
InDiscard u}
InDelivers 750
QutReguests 697
OutDiscards u}
OutMoRoutes u]
ReasmTimeout u}
FeasmReqds ]
Feasmoks a
ReasmFails 0
FragoOKs u]
FragFails ]
FragCreates u}
J& 10-3. 1P &'H

Forwarding:

IP forwardingOl Enable &= Disable &EHCIX (=

DefaultTTL :

JI& TTL(Time To Live)

InReceives :

=4AE OO =
InHdrErrors :

ol @FIF JACHD =4I HOIHIO~S =
InAddrErrors :

A FIF JACLD =4 HoIeHIO~e =
ForwDatagrams :

Forwarding = CIOIEH &2 ==
InUnknownProtos :

QIAMEXl 21 L= NG 22 E2EZ201J] W20 PAIEAJAXNC dSZ3H2Z =4IE O

OIHO& =+
InDiscard :

IZ2EES &9 8 =X
S IP HOIH&o =
InDelivers :
HdgE =4 OIS =
OutRequests :
dE0IEE QEE &4 HO0IHIA~2 . Forwarding & OIOIEH &S == HM2E.
OutDiscards :
FPAE &4 HOoIgHIdS =

OutNoRoutes :

—
= Z2aq

N

-
62

AKX 2AIEOGIE SO, BHIH S22 =52 &) &
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e GOl O &

destination [P 401 M&510| 918 ZF2It ALK LS HOIEIBS . 0
HJ| HEEUCH
SEREOFSHE 18 Al2b 2D} i

ReasmTimeout :
=, LI X diole a8 =0l

Clole 8 €8It =&st
CEGHA 2 &<, diolOge HIl M.

AZHOI =06

ReasmReqds :
Mol 2st Holgddel =
ReasmOKs :
d3HCZ Ml OoleHagel =+
ReasmFails :
MaE =~ gl= Holeda&el =
FragOKs :
H4B3XH2Z fragmentation & OI0IE &9 =
FragFails :
fragmentation /I8 IOIEH &2l =
FragCreates :

MAHE fragment o=

&0
(=)

10.4 ICMP SH|
2 mHetolg el Fol o

ICMP S 2tHE ICMP Z2& 29
2 Ust ZsLith

InMsgs, OutMsgs :
=& L= dEE HAIK =

InErrors, OutErrors :
=N = dESEH 28

InDestUnreachs, OutDestUnreachs
= T= MEE SHXN oA =8t HAIXIS ==

InTimeExcds, OutTimeExcds :
time-to-live(TTL)E Zote =4 L= MSE HAIXS =
InParmProbs, OutParmProbs :
=4 L= dSE AKX S L2000 2F0t DAst HAIXIS =
InSrcQuenchs, OutSrcQuenchs
A

A L= JEE AA Quench HIAIKIC

InRedirects, OutRedirects :
24 L= MEC = Redirection GIAIX S
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InEchos, OutEchos :
S8 L= 4E echo RFS =+
NEchoReps, OutEchoReps :

S8l = UlE echo SES =

InTimestamps, OutTimestamps :
4 £= 8ESE time-stamp RS =
InTimestampReps, OutTimestampReps :

48 L= MSE time-stamp SE2 &=

[ —— — O

InAddrMasks, OutAddrMasks :

=& = 8E5E = 0tA39 =

InAddrMaskReps, OutAddrMaskReps :

=4 e 8s8E =4 0tA3 SE2 =

ICMP statistics

fstats ficmp

InM=gs

InErrars
InDestUnreachs
InTimeEx=cds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrMasks
InaddrMaskReps
QutMsgs
COutErrors
OutDestUnreachs
QOutTimeExcds
QutParmProbs
CQutSroduenchs
OutRedirects
QutEchos
QutEchoReps
COutTimestamps
OutTimestampReps
CutaddrMasks
COuttddrMaskReps

o e e e o s T e A o o e T = e s e Y N

& 10-4.ICMP &/

10.5 TCP S|

TCP S stz TCP ZZ2EZ2 ME SH =22 MSELICH 2 Lietolge 32 & 482
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RtoAlgorithm :

A2 Z0l retransmission time-out (RTO) 2 12|I&. MES 22&2
JHE.
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Zl4& RTO &t (ms).
RtoMax :
Z O RTO gt (ms)
MaxConn :
ZI0H 22 ME =
ActiveOpens :
SaHQ A9 = s3HQ AZ2 ZU0|HES F=L.
PassiveOpens :
=SHQ HBO == =ZTHQ HE=2 AHS L.
AttemptFails :
AIist A& Ao e =
EstabResets :
MEHCZ HEg& HEo =
CurrEstab :
S d8gE 32 =
InSegs :
=4lE segment &=
OutSegs :
MEE segment ==, MESE segment= ZEEAl 23.
RetransSegs :
MESE MOHE =
INErrs :
FoE A =

OutRsts :

Reset Z2ci 1t €850 &&= MOAHES =
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TCP statistics

Jstats ftocp
Rtoslgorithm 1
RtoMin 200
RtoMax 120000
MaxiZonn 42940967295
ActiveOpens 1
Fassivelpens 58
AttemptFails o
EstabResets 25
CurrEstab 3
InSegs 667
QutSegs 845
RetransSeqgs 1
InErrs a
QutRsts 5]

J& 10-5.TCP &fef

10.6 UDP S|
UDP &EH 3212 UDP ZZEZ0 A& S F2E MIELICL 2t metoleel o

InDatagrams :
=4IE OOoIHOg =
NoPorts :
NEE EZEI FSotAl &0t HIl M2 =4 HOIHIO~e =
InErrors :
=¢E 2F HOIHI#S =
OutDatagrams :
d&E OoIHId8e =

UDP statistics

ol

=

Jstats fudp

InDatagrams
MoPorts
InErrors
CutDatagrams

o I |

—J& 10-6. UDP &rtH

191

M Oq
=2 o

o
[—



11: CLI CHLHA

111 M

root £= System admin 2 AlAE 2L L= Telnet/SSH &R 2E= Soff VIS 112 Linux
ZS el QIHHIOIACLY E5 & = USLICH CLI 0IA eISE AIZXs HEZE Linux
BHAS SOt VIS I &EHE ZAIct], €8S BIGtL #HE Atgs2 HEotld, AIFEX EQ
scriptE A EolH A SAEZRH MYS URRE 22 =& JASUT
VTS ll= WS SHAl HIZ2lUA 40/ = JAES Jusr20l 16 MB2 AIEX 2t HISE LI
Ch. AHEXH S2H0IM, AtEXt= XHAOI HIZSE shell scriptg A& g = ULH, H4et T2 E
g =& USLIC
root AlXt= AIAE & T= Telnet/SSH ZCI0|HEE AIE0I0 CLI 0l 58 £ USLICL
System admin2 CLIO HIgtE #etE JtALD 85 = AsLIt
root ALEX2 Telnet AZ/AlC|Y 2E& HZE S HeotHE /etc/pamd/login TN U= OF
H ES FIGHA AL,
auth requi site pamsecuretty.so
root ALEXIS] SSH A A/AlclY 2E& HZ S Hetolel™ /etc/ssh/sshd_config TN U=
Ot 882 HEGHAIL.
#Per m t Root Logi n yes => Perm t Root Logi n no.
?1e ¥ SSH Ul=0 HE6t)| <ol TS HEES AAMOINYAIL.
[root @ocl ahost ~] killall —HUP sshd
AMAE 280 CHoIge RES HE6t0 28 5= Soff CLIo 852 =% /USLICHL 0l JIs
£ 0I3ctdH, 11.8 ZEE 0/80101 AlclZ Z2£00 FZ517/28 20| rc.user WS =&E =
AMAEE MRE ot HE HES BHHoHOF &L
11.2 SNl 4
VTS Il LR ZcHAl= Oteiel HE2F 201 #dELICH AFEX=E Mdbl ock50 XH=SH 35 =
A=, 0l= fusr20l OI2EZINH UASLICH MEXE fete, /var 2 /tenp IO E2E =
UsLICHL HEEE = 0l Mo SH=ol E2ots A2 VISIIO &S =X EsLch DU
rl ALEXOL A S0 822 6t1) saveconf FHS ASMSHOH, 43 M2 HAZN W2
SdiAl HZ2el 2922 MELMH, HEEGHE 0 =0l BEEH L. Tetd, S=06tA &
gHZotHE VIS 11Dt SHEH SHoHX @22 = UsUbh ze ELR, VIS 11D &#SotA €2



4>
i
30
i
-
o

=5 =8 OI2E XI& 3J|(KB)

MtdblockO Bootloader none 384
Mtdblockl Kernel none 2048
Mtdblock2 gl Cl|A3 0/0] Xl (7.5MB) /etc, /home, /tmp, /var 256
Mtdblock3 CRAMFS (210| M &) / 30080
Mtdblock4 CRAMFS (210| M &) /opt 16384
Mtdblock5 JFES2 (RW) lusr2 16384

2 A 65536

Note : CLIOIAl mount S£= dd EE0E ALE6HH 21212 ntdbl ock 0 E26HA O Al
o

A
L.VISIDE &S0tk €5 == UAsLIth

11.3 AR &= Linux |SE2|El

11.3.1 Shell ¥ Shell RE¢cIEI:
sh, ash, bash, echo, env, false, grep, nore, sed, which, pwd

113210 ¥ ClAa3 KRECE:
I's, cp, nv, rm nkdir, rmdir, In, nknod, chrmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

nmkdosfs, nke2fs, e2fsck, fsck, nount, unount, scp

11.3.3 AlAE SEEIEl:

date, free, hostname, sleep, stty, unanme, reset,

i nsnod, rmmod, | snod, nodprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

user add, userdel, usernod, whoam , who, passwd, id, su

11.3.4UHERA |EEIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4 CLI &=01D1

11.4.1root 2 CLI E6H|

ANAE 2
1) PC2l Alelg ZEQI VISIIS 2& ZEE AZS LI
2) PCE HOIE dl2diold T2 s AHeLIC
3) PCOl Al2lY TE i



4) <enter>E =ELICHL

5) VTS llroot HIE22 ZCIELICY.
Telnet/SSH 2%

1) telnet VTSII _ip_address or

2) ssh root @/TSI| _i p_address

11.4.2 System admin 22 CLI 8=3t7|
System admin & &
1) &= & :System administration > Users administration
2) [Adduser] == [Edit user]
3) &8 & = Systemadmin
4) shell T2 )8 =CLl
5) [Add] E& [Submit]
6) System admin 22 ZQIGtH, Al2lgd & L= SSH/Telnet 20 & =8LICH

11.5CLIQ VTSIl €3 EH&oH|

11513 g NE/2ZE S&:

=
1) VIS ll= 24 Al,/honme/config/cnf.tar.gz L2 /tnp/cnf/ O =52 E0 H&
stLICH
2) ASXIL 882 HESHH, /tnp/enf/ 0l U= DILSS WES HASHH ELICH

3) AFEXIF 20lA [Save to flash], £= CLI LHSl saveconf ¥HE 0|=26l, &8s XN
2, VIS lle HEE WYSZ2 /honme/config/cenf.tar.gz & LAl EF&LI
Ct
11.52CLIOIM 23 HE 2
CLIOIA VTS 12 8F3 2 HPEGIHH, EAE D8t His 43 SE2IEIC confignenu E &M
SHAL TSl 201 =322 SF LU0
1) vi 282 MEW digde 4% I HAELI
(83 Mo 2+ OetolEol et TtAs 882 25 D: VTSIl &8 IS EXGHAR)
2) saveconf S EZIEIE AMtEcll £& WS S+ HIZ20 HESLICH

3) appl yconf RECIEIE AMEdH 2= HZE A= AAE0 ES&LICHL

[root @ena_VTSI|I ~]# confignenu
or

[root @ena_VTSII ~]# cd /tnp/cnf

[root @ena VTSI cnf]# vi ports/portl/portinfo.cnf
[root @ena_VTSI| cnf] # saveconf

[root @ena_VTSI| cnf] # appl yconf
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11.6 Ar&E X+ Script & &38|

Shell script /usr2/rc.user= VIS 11D} RSEHH S22 SEE0N AHFLICH AIZX= A2

A BOl script £= & T2 )eHZ AGHGH)| ol rc.user WMAS =TS = USLICH

#!/ bi n/ bash
#

# rc.user : Sanple script file for runni ng user prograns at boot timnme
#

#PATH=/ bi n: /usr/ bin:/ sbin:/usr/sbin

# Add shell command to execute from here

echo ‘This is the wel come message defined by users exit O

11.7 File &&

ANE=E W dES Aol fip SCOIHE

lusr2 CIR&EC|0l MN&EE &= USLICL

1<
HU
|
0
o
>
00
o
1
g0
k-
1<
HU
|
i
o
[w
A0
nt
=}

[root @ena_VTSI| ~]# cd /usr2

[root @ena VTSI usr2]# ftp 192.168.2.3

Connected to 192. 168. 2. 3.

220 | xt oo. senal ab. co. kr FTP server (Versi on wu-2.6.1-16) ready.
Nanme (192.168.2.3:roo0t): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renot e system type is UN X

Using binary node to transfer files.

ftp> get test.tgz

local : test.tgz renote: test.tgz

200 PORT command successf ul .

150 Openi ng BI NARY nbde data connection for test.tgz (350 bytes).
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

Cst MEXE=E scp 220IHE T2 0342 0|28 Encrypt & AHZ IILZ2 SAE = US
Ch. AFZ XS] PC OIAM VTS 11(192.168.0.120)0 A= & IAS =AotD A2 0= G2
Z22 982 MEX PCOHIM &3 AH =9 ELICH

[root @ocal host work] # scp root @92.168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.
RSA key fingerprint is cl:70: ab:52:48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|ly added ' 192.168.0.120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

rcuser 100%|*****************************| 173 0000

[root @ocal host work] #
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. /usr2/rc. user

AMEX= AIZIEZEN HZE 2E=S Soil Al2lg 250 & Cl
ES ts A =SotH FLICH

o 3l 22
echo 9600 > /var/run/ ngetty. consol
OJIA 96002 Al2lg ZEQI 2E O baudrate & LICEH

US Robotics 2851t 20| 282 JE A= 282 AJQEHEE F=Itolior &LICh
echo “9600 &F&B1” > /var/run/ ngetty. consol e
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HEA 0

—

A.1 Ethernet Pin out

VTS ll= AT&T 258 3= &8 HHYHQ HZE Ethernet HUHE AIESELICL

ag 2 e Mads 20sLICL

—
[mu}

& A-1RJIA5 F1YE 9 E HHXI

H A-1Ethernet& RJ45 FHEE o T g2&
] a9 A

1 T+ ZE AT 24
2 Tx- e

3 Rx+ = A 2
4 NC A

5 NC M Sl
6 Rx- =4

7 NC 2N 2 A
8 NC 21 Al

A2 325 & Al2lg ZE Pinout

VTS Il 25 ¢ Alel€ ZE Z RJI45 HUBHE AEELUCH Al2lE
A

ANE2 2 A20 A0 ASLICH 2 Bols AlelE S 2830 o

H
Im
0f

RJ45 FHYE & g%
&9
CTS
DSR
RxD
GND
DCD
TxD
DTR
RTS

©|N[o|a|sfw-E] o
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A3 30I= CHOIOI O &

PN Alglgd ZE g3 2
Cisco &t 2 Z&/Ethernet 0|2
RJ45
Nortel & DB9 male & 2 Z/Ethernet 0|2

JIEt DB9DTE & XI

+ RJ45-DBIF cross-over O & E

Sun Sparc Al H

J|Et DB25 DTE & Xl

DB25 female&

2 <&/Ethernet H0I=2

+ RJ45-DB25M cross-over O & £

Al2lg ZElE DB25 male& 2Z/Ethernet HI0I2
DB25 DTE &HX| + RJ45-DB25F cross-over O & E
24 DB25 male& 2 Z&/Ethernet 0|2

ISDN E0IE O &H

+ RJ45-DB25M straight Of 24 &
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 > 3 TXD
GND Red 4 <> 5 GND
DCD Green —> 5 1< DCD
IXD Yellow 6 > 2 RXD
DTR Brown 7 1> 6 € DSR
RTS White 8 > 8 CTS

d 2= 0l +RJ4A5-DBOF & H

RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
IXD Yellow 6 1> 3 RXD
DTR Brown 7 > 6 = DSR
RTS White 8 —> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 > 7 GND
DCD Green —> 5 8 < DCD
IXD Yellow 6 1> 3 RXD
DTR Brown 7 > 6 = DSR
RTS White 8 —> 5 CTS




RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 <> 7 GND
DCD Green 5 1> 8 DCD
IXD Yellow 6 > 2 IXD
DTR Brown 7 1> 20 DTR
RTS White 8 > 4 RTS

D 2= JH0l= + RJ45-DB25F/M O &4 H
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= B: VIS IIJt XNI&sot= PC Jt=

VTSIl AlelZ&= 029 PC tEE KA LILCH

2 B-1 UERZF FIE

M= S 24 0|8 VTS llProbe 28 0|8 3
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN Jt&
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN Jt&
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver1.0
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
Z B2 R4 UERFA
H= A [==R=TR0] k=, VTS llProbe 22! 0/& 3
H B-3 ATAJ/IDE Fixed Disk Card
M= A 24 0|& VTS llProbe 22! 0|5 3
Advantech CompactFlash CF 48M 48MB ME& IIE
SanDisk SDP series SunDisk SDP 5/3 0.6 64MB M& =
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB HZ& ItE=
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB NZ& ItE
H B-4HDD Ft&
M= A 24 0|& VTS llProbe 22! 0|5 3
Toshiba MK5002MPL Type Il PC card 5GB HDD
& B-5 Alclg 2E J1=
M= A 24 0|5 VTS llProbe 22! 0|8 3
SyBSit'g%‘Stolﬂ . FMS6C series 56KFa§|\%ﬂd§r§:F:|\A/|§gc-NFs . ﬁg&gﬁé’&tﬂ)cvg&
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEMPC Jt&
KINGMAX EL\I(/E/IC(:),(;AeCr:]ACS:rE 56K I\sl:lORDRELiCI:;I(_)-?\;/IESGXX V.90 FAX/MODEM PC Jt&
U.S. Robotics USR0756-XJ/USR0756-CB 56K Fax/Modem Jt&
3COM 3CXM576/3CCM576 56K Fax/Modem 2t&
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2= C: VTS I} XI”5Hs USB & X

VTSIl AlelZ2= OS2 UsB EXIE K& ELICH

HC12HM HERT FIE

M= A 24 0I5 VTS llProbe 22 0|5 3
Linksys WUSBF54G ZyDAS USB2.0 WLAN 802.11b/g USB2.0
TRENDNET TEWA429UB ZyDAS USB2.0 WLAN 802.11b/g USB2.0
AIRLINK AWLL3026 ZyDAS USB2.0 WLAN 802.11b/g USB2.0
IOGEAR GWU523 ZyDAS USB2.0 WLAN 802.11b/g USB2.0
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S=D: VIS & It

Web U £= 2£ Ul & Sot 4&8& VIS 119 H&g=2 VIS 1S /tnp/cnf CIHE2[0
MNEZO UsULCL (REA S2EH=s M ME2 flash HZ22/&0 MEELICH Ul &0lA
save HES A#AIIHL CLI H0UA saveconf FES ASMAIIIAHZH /tnp/cnf ClHEZ]
o9 B gES0| flash K220 MEZH ELICH)
[tmp/cenf ClEEC|N= O3S 2 otfl C&EC S0l EMotH

. ssh bi n cl uster etc ports power Sys

2 UEECN MNEHE=E €882 WE2 & D11 25U

ZD-1visIl £& utge 74

CleEel SSmE = &9
ot CIEe|
.ssh AMEZXE2l ssh public key H& ClHE2]
bin active_detect Active automatic detection 0l AtE &l= script It
passive_detect Passive automatic detection 0f AlE &= script I+
rportcon Remote Port connection 0l At& &l= script It
cluster cluster.cnf master cluster unit 2| && It
unitxx.cnf slave cluser unit xx 2| && It
etc client.pem Client 21Z I
interfaces HERa &8 me
passwd Password IH&!
snmpd.conf SNMP &&F It
dhcped.opt DHCP =& && I
ip6tables.save ppp | IPv6 IH2! ZE && 0L
sshd_config PPP 2tgd A& CIHEL|
group SSH 4= &3 W
iptables.save Group It
resolv.conf IPv4 THZ! ZH A& 0t
syslog-ng.conf Name server && I}
hostname Syslog-ng MBIA &8 Oh
nsswitch.conf Hostname &3& It
server.pem Name Service Switch && It
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timezone Client 215 It
hosts AMAE Timezone &% I+
pam.d SAE Name €3 It
shadow PAM B= && ClHEL
xinetd.d Shadow password It
Extendted internet service daemon & & Cl&l &2
ports allports Aelg ZE B8 48 Ca&e
master.cnf OlAH ZE &3 I
pOrtxx AMelg ZE xx 83 CEe|
rport.default EEXE J|IE £33 It
power power.cnf e =% 48 It
Sys autobk.cnf s 48 My 43 0t
cliauth.cnf CLlI o1& &€& It
modem.cnf L& 2 &3 otd
pccard.cnf PCCARD &% It
syslog-ng.cnf Syslog-ng AMHIA &8 I
autofwup.cnf XS Firmware Upgrade & & It
datetime.cnf SRHAIZE 28 O
network HERE &£& 2d CHEL
security.cnf Security B A& IH
system.cnf AMAE Hae 43 THY
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SE & 2dd LE B3

gl

LE HS = OSh 22 3K g2 & 2HE ZEWell Known Port), SE& IZE(registered

port), S&(Dynamic) L£= A& X E(private port)) L= == USLICHL & L&l ZE=

0~1023HtXl OlM, OI0] S=8& ZEE 102426 491510tK2 ZEQLICH S&H %L Ald
[e]

HEE= 491522 H 655350 K12 LEQLICEH

& 2l ZEE= IANAJE XIEE RCZAN, HE=2 AMABUAME AIAE ZZ2AMALE SE0
oot AMEXIE et Z2 80 2oiM2 AlEE = UASULL H E-12 & i ZE B
2 222 20SLICL TAIE WE2 IANA EAMOIEE 2Z26HAID] BHELITH

http://www.iana.org/assignments/port-numbers

H E-1 & 22X port number

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UubP
53 DNS UubP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UbP
443 HTTPS TCP
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2= F: Bios M Z203 ot

F1OR
Bios Oii== HI& Al, &7 SE2Z VIS IIE S35t AMAEY SIE/HE &HG= ¢
HZ&LICH vTIs Il X0 830 S5 = 3= 0lUHU AFS X <ESC> I|1E =29, bios

T2)HE 8g > JUSLICL 0 b Z2OHZLRH, AAEX

=
— o
2 Firmware Zd0IEE =S = USLICL

HFE 4 A, SIEAUN AAE HIAE
F.2 02l Ol

Bios il Z2 0 SO0, AFZXs 8 F1l 22 HOIXE 2 = UASLICL

LR R R SRR SRR R R R SRR RS RS SRR EEEEEEREEEEEEERSEEEEEREEEEEEEEREEEEEEEEESEEEEEEESESES

MPC88x Bios v1.0.1

Rk R I S kR Sk kS kR kR kR R Sk Ik kS

Pl ease wait for initializing the board.

Board initializing............ ... ... .. ... .... (014
CPU checking. . ... ..o e e (01¢
DRAM checking. ... ... i i e i XK.
FLASH checking. .. ....... . ..., XK.
Power checking............. ... ... ... ... ... .... (04

(Powerl : OK, Power2 : X)
CPU i s the MPC880 at 132Mhz(DRAM 128MB, FLASH: 64MVB)

Now starting the main program!!
Press <ESC> key to enter the bios menu : 0

Sel ect menu

1. RTC configuration [ Feb 09 06 - 12:14:57 ]
2. Hardware test

3. Firnware upgrade [S/WVersion : v1.0.1]

4. Exit and boot fromflash

5. Exit and boot fromflash in energency node
6. Exit and reboot

<ESC> Back, <ENTER> Refresh

& F-1Bios ol ZZ 77249 [o! Ofl+ HOIX
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F3RTC €& Ol

RTC 28 D=2 AMEE222ZM, AIZX= VISIIZ AIAE Al2tS 283 = UAsLICHL

& F-2Bios Ul ZZ2J& Lf° RTC &&

FAGEAN HIAE Ol

FALHAE £3F

AMEX= SIEANH HAE HEE AIEdld o= 24 XSS HAESE %= USLICH
CtS &2 3JtXQ 3tE/NH HAE ZEJF USLICL
- One time

- Looping(without External test in Auto test)

- Looping(with External test in Auto test)
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AMZXIE One time £ &= Looping(with External test in Auto test) 258 M85t 22 22
SAEKMH IP FA)22 Ping HAESR UART HIAEUE RIZW HAE L 2 HOIS
SO HAE) 2E HAE(WHE AT HAE 2L AR HMFZINE Z&ESHE HAM HAEDIL
= LICH

One time £ = Looping(with External test in Auto test) 25 HAEE &35t M=

OIS ZEO LAN JHO0IE, Al2lg ZEN =X JHolZ2, ZEEZEN M3k ctelol b=

HZE O AOOF SLICH

C5t SLs HERID &0 MH 1P 2 HAFD0 JUs IP o 22 FLE e SAEIL
=

ZHot00F &LICH 0 AW IPE JIZ2XHSZ 192.168.0.128 £ AT UM, Firmware
28 HAE= B2 2O M3t ZIIE AMEotH 1 SEE MAol ME0l BFEAl ER2
(]

[==}
8lo] HS= Hardware test =2 o9 OlI=Ql

AMZXIL Looping(with External test in Auto test)2E=E HEHGH=
CHOHAM B HIAEE &3] 20 VTSI St AHol=2 A& 20l H

02

FA2HAE 25 2 & 2l

|>
Im

St=RIO HIAE DimlideE 2 74 EXIS0 et HAESE =g = UASLICH

Sel ect nmenu

Test Mode - One tine
Aut o test

DRAM t est

FLASH t est
EEPROM t est

UART t est

USB t est

Et her net test

LED t est

. PCcard test

10. Power test

11. Modemt est

12. Summary for result
<ESC> Back, <ENTER> Refresh

©e ey @S N =G

18 F-3 ot=9/0f HAE Ol+(Dual Power / Modem)

Sel ect nmenu
0. Test Mbde - One tine
1. Auto test
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J& F-4 3t=E80 HAE B +~(Dual Power)

& F-5 /=50l HAE 0~(Single Power)

&g F6 o/l=50/ HAE 0f~(Single Power / Modem)

-

MEXIJI One time HAE REZE MEiGIH, 2

HlAE8H0l +38

2F OlERIN 7d EXS0 ot &
=HELICH 0l 2EUAME AR SAE

—

st ol

ZHIZ9 ping HAE % 2% UART HIAE
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QE HAEE HZLEs LE HAED =#ELICH

AMEZXIL Looping(without External test in Auto test) HIAE 252 HEIGHH, <ctrl +¢> I E

SEMNX 2 StEAN HXIO e HAEIN FIHez gt AHFLUC. Lk 0l

LENNME AR SAEKNY IP F=A)22 Ping HHAE, 22 UART HIAE, target 20 CHE

Mot 5 HAEE DX #&LUICH

AMEZXIL Looping(without External test in Auto test) HIAE Z2EE MEIGHH <ctrl+c> IIE
==

FEMIX 2 ot=AN X0 et HAEI FIIH2Z gt A FLICH
T

0l 2E0AME AR SAE FHIZQ ping HIAE & 2% UAR , 28 e
2= HAEE #="gLICH

2+t HIAE 2 E= Hardware Test HI=0UHA 0BHE SIS CZ2ZM AIEE o= USLILCH
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18 F-7 HAE 22 5HF

F.4.3 XIS HAE(Auto test)

Hareware Test Hl=O0lAl 18HS MHEHGIH 2 SIEANH A EXI0 s HAEDN HsEHO=Z

=l LICH
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Witing the DRAM at the address for starting offsets of 20 with value 1's

1 T ¢ o R e e [ ]

Witing the DRAM at all other location with a value 0's

R I Lo I I [ ]

Check every 20th location fromthe staring address

Readi NQg ---------mmm oo oo oo [ ]

Witing the DRAM at t he address for starting offsets of 20 with value 0's

I A Lo I R e e [ K ]

Witing the DRAM at all other location with a value 1's

T A o e R [&K ]

Check every 20th location fromthe staring address

Readi N ---------cmccomaema cee e eee e e e e eeoeaooieooa oo [ ]

Menory test i s successed

[ FLASH|

Flash Test StatuS------------------------ oo [ KERNEL ]

Flash Test StatuS------------------------ - - [INITRD ]

Flash Test StatuS----------------momomm oo oo [ CRAMFS1]

Flash Test Status-----------c-oocmooomoo i ei e oo [ CRAMFS2]

FLASH TeSt ------mmmmmmm o e o oo oo o o oo [ ]

[ EEPROM

[testing]--------------mmmmm e oo [ SUCCESS]

[ UART]

<--Internal Uart Test-->

Port # 1 test in progressing(Read/ Wite)----------------------~----- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)--------------“------------ [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)--------------commnon [ SUCCESS]

Port # 30 test in progressing(Read/ Wite)--------------------------- [ SUCCESS]

Port # 31 test in progressing(Read/ Wite)--------------------------- [ SUCCESS]

Port # 32 test in progressing(Read/Wite)---------ummmmmmmoon [ SUCCESS]

[ UART]

<--External Uart Test-->

Port # 1 test in progressing(Read/ Wite)--------------cmmmoon- [ SUCCESS]
(RTS/ICTS) - === mm s mmmm e e e e - - [ SUCCESS]
(DTRIDSR) - === - s m e m e e e oo - [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)--------------------------- [ SUCCESS]
(RTS/ICTS) - === mm s mmmm e e e e - - [ SUCCESS]
(DTRIDSR) - - ------mmmmmmmm e e oo - - [ SUCCESS]

Port # 3 test in progressing(Read/Wite)--------------------~------- [ SUCCESS]
(RTS/ICTS)-- == mmmmmmm e e o - - [ SUCCESS]
(DTRIDSR) - - ------ - s e mmm e e oo - - [ SUCCESS]

Port # 30 test in progressing(Read/ Wite)-----------ccccommomnoo- [ SUCCESS]
(RTS/ICTS) === - - s s mmmm e e e e e e oo [ SUCCESS]
(DTRIDSR) - === === - s e o mm e e e oo [ SUCCESS]

Port # 31 test in progressing(Read/Wite)---------------oooooo [ SUCCESS]
(RTS/ICTS) === - - s s s mmm e mme e mme e me e o e [ SUCCESS]
(DTRIDSR) - - - - === - s mm o e e o mmm o oo [ SUCCESS]

Port # 32 test in progressing(Read/ Wite)--------------------------- [ SUCCESS]
(RTS/ICTS) === -mmmmmmmmmme e mme e mee o e [ SUCCESS]
(DTRIDSR) - - - - === - mmm o mmm e e e o oo [ SUCCESS]

[ USB TEST]

Test is OK

[ ETHERNET1]

host 192.168.4.54 is alive

[ ETHERNETZ]
host 192.168.4.54 is alive
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[ LED|

L[S0 CY OFF- om0 =0 o= 1m0 5605 9 0 90 1 92 0 )y 1 time(s)
LED ON/ OFF- = - = = = = m m ot m e e et e e 2 tinme(s)
8= 1 1 = = s 3 time(s)
LED TEST OK.

[ POMCI Al

Lucent Technol ogi es WaveLAN | EEE Version 01.01
Net wor k Adapter Card

[ PONERL TEST]
Test is OK

[ PONER2 TEST]
Test is Fail.

[I nternal MODEM TEST]
Modem status is OK

[ External MODEM TEST]

Dialing to 205. Please wait a nonent.

Recei ved correct answer from the noden{BUSY).
Mbdem status is OK

x*x*x%k*x*x  Hardware aut o- detect and aut o-test SUMVARY ****x**x

1. DRAM TSt - - - mmmm o m o oo e e e oo [ SUCCESS]

2. FLASH TeSt ------mm oo i oo [ SUCCESS]

3. EEPROM TeSt------m o mmm i o oo e [ SUCCESS]

4. UART Test Summary

Port NO | exist status | exi st status | exist status | exist status

Port 01-04| YES SUCCESS | VYES SUCCESS | YES SUCCESS | YES SUCCESS

Port 05-08] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 09-12] YES SUCCESS | YES SUCCESS | VYES SUCCESS | YES SUCCESS

Port 13-16] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 17-20] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 21-24] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 25-28| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

Port 29-32] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

B, USB TeSt----mm i oo i e oo [ SUCCESS]

6. ETHERNETL TeSt ---------mmmmmmm o oo oo [ SUCCESS]
ETHERNET2 TeSt-----------oommmmm oo oo oo [ SUCCESS]

7. PCMCOI A TeSt----mmm oo e m e oo e e e oo [ SUCCESS]

8. POWERL TeSt------mmmmmim oo o e o [ SUCCESS]
POMNER2 TESt------mmmm oo o m i oo oo [ SUCCESS]

9. Internal MODEM TeSt --------mmmmmmm o oo [ SUCCESS]
External MODEM TeSt ----------mmmmmman oo oo [ SKI PPED]

PRESS any key to continue!!!

18 F-8 ot=E8/0 A& HIA E(Auto test) Z Zf(One time)

20 X0l ot A Xt= <ESC> J|E AIE0ot0 HAEES A4 € = UAsULh

Sel ect nenu

Test Mode - One tine
Aut o test

DRAM t est

FLASH t est

EEPROM t est

UART t est

GRWNRO
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J& F9 3lE9I0{ Xt& H 2 E(Auto test) (Skipped)

looping 2= 0A Auto testE +&ict= S0l SIS0 EXIOA Failol ZA5tH, AdS0IE H
AED HAELICH E£8 StE/AN HAEN Ol&0l /[ASS Led=I| <IGtH FINDME LEDIt B S
ELICL A2 XL Bis HIOIXIZ S0totedd StUH <ctrl +¢>I|E =202t &LICH

0l &0l Hardware TestH Ol XI 0l A Summery for Test resultES &G0 0|&0| U= HXE =0l

= ol
= ASLICH

ot
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[testing]-------------mmmmmm oo [ SUCCESS]

[ UART]

<--Internal Uart Test-->

Port # 1 test in progressing(Read/ Wite)-------------m-mmmmmmmmon [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)----------mmmmommmmnaon [ SUCCESS]

Port # 3 test in progressing(Read/Wite)------------------------------ [ SUCCESS]

Port # 30 test in progressing(Read/ Wite)-----------c-cmcmmommmmnon [ SUCCESS]

Port # 31 test in progressing(Read/ Wite)---------------cmmmon [ SUCCESS]

Port # 32 test in progressing(Read/Wite)------------cmmommmmmooo [ SUCCESS]

[ UART]

<--External Uart Test-->

Port # 1 test in progressing(Read/Wite)-------------mommmommmnn [ SUCCESS]
(RTS/ICTS) === - - m s mmmm e e e e e e e e e e oo o - [ SUCCESS]
(DTRIDSR) - - == - - - - - s e e o e e e e e e oo o [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)------------cmommmommmmnn [ SUCCESS]
(RTS/ICTS) - - - - e e e e oo [ SUCCESS]
(DTRIDSR) - === = - = s = s e e o e mm e e e e e e e o [ SUCCESS]

Port # 30 test in progressing(Read/Wite)------------------------------ [ SUCCESS]
(RTS/ICTS) - === - m s mmm i m e e e e e oo [ SUCCESS]
(DTRIDSR) - === --- - s s mmm e o e o oo [ SUCCESS]

Port # 31 test in progressing(Read/Wite)------------------------------ [ SUCCESS]
(RTS/ICTS) - === mm s mmmmm e e e e oo [ SUCCESS]
(DTRIDSR) - === === - mmmmmmm e mm e o oo [ SUCCESS]

Port # 32 test in progressing(Read/Wite)-------------------------~-~---- [ FAILED ]

Press the Crl+C key to continue. => <ctril-C 7|& 2{M O& HO[XIZ o=
Hardware Test is Fail ed!!!

Sel ect nenu

Test Mode - Loopi ng(with External test in Auto test)
Aut o test

DRAM t est

FLASH t est

EEPROM t est

UART t est

PC card test

Et her net test

USB t est

. LED t est

10. Power test

11. Modem test

12. Summary for test result
<ESC> Back, <ENTER> Refresh

© o NoEWN RO

----- > 12

***xxx%x%  Hardware auto-detect and auto-test SUMVARY ***x**x*
1. DRAM TSt - - - - o - s o s oo o oo o e o oo oo e oo [ SUCCESS]
A S S o B =T} R e [ SUCCESS]
3. EEPROM TSt --- - - o mm o mm oo oo o e oo [ SUCCESS]
4. UART Test Summary
Port NO | exist status | exi st status | exist status | exist status
Port 01-04| YES SUCCESS YES SUCCESS YES SUCCESS YES SUCCESS
Port 05-08| YES SUCCESS YES SUCCESS YES SUCCESS YES SUCCESS
Port 09-12| YES SUCCESS YES SUCCESS YES SUCCESS YES SUCCESS
Port 13-16] YES SUCCESS YES SUCCESS

YES SUCCESS
Port 21-24] YES SUCCESS YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 25-28] YES SUCCESS YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 29-32] YES SUCCESS YES SUCCESS | YES SUCCESS | YES  FAIL
5. USB TSt = - - - mommmmmm o m el [ NA ]



g F-10 HAE ZJ = 9/(looping test mode)

F.4.40 =901 X8 HAE

o
r
fol
Ui
x
In
Qﬂ
e
N
0
pal
2
o
o
Jn
[
A
o

Hardware Test HIsWH AN HIAEE Rdt= X0 O

BHIAEJL =i LILC
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J&g F-11 UART H/IAE




Sel ect nmenu

1. Phone nunber to dial [213]
2. Start nodemt est

<ESC> Back, <ENTER> Refresh

& F-12 Z&(Modem) HAE

F.5 Firmware upgrade 0l %

>

IEXl= Firmware upgrade 0l=0IA 28 VIS II U HOHOIESE e £ UASLICH HY
O Ed0IEE otJl &, AlZ2Xt= O 0= HOIXIOA 3HE MM &M EHANH HAES

stolat & QUL

Sel ect nmenu

RTC confi guration [ Feb 09 2006 - 15:31:09 ]
Har dwar e t est

Fi rnware upgrade [S/WVersion : v1.0.0]

Exit and boot fromflash

Exit and boot fromflash in enmergency node
Exit and reboot

<ES(> Back, <ENTER> Refresh

@0 Gl >N =

18 F-13 B0/ &40/ B~ &

VISl E0 20e0IEE |ot0 20X Z2E22 K& LICh

2 DHCP &tdg <2/st BOOTP gLICH AIEX= 0l 20l Firmwave
upgrade Ol=0IA 181S HEIGIH Z2ESE HELY &= USLICL O H=UHA TFTPE HEiE
CtH, AFXt= Firmwave upgrade HIs0IA 282 SEIGHH BIS Al VIS I X0 St IPE &
ZoioF &LICH =J| IP HEdlA= 192.168.161.5

=) 28" Z2EE2

Huﬂl
x
0
0

MEZX= Firmware upgrade HI0HA 7HS HEGHH, HAYH FOHOIEE A =8E = QU
SLICH B LOH0IEE Z2HIEHN =83t fIHM= Server's IP addressOiM &S IPE
JtXl= MHO0l Firmware File NameW A Z&& MY 0|52 JiXl= HANH L0l BIFEA =M

OF &fLICH

o]

gror 281l OIHY! CIHHIOIAE OI86tH B YIAHO0IEE =Y HSL, Firmware
upgrade HI=0A 4HES MG OIS CIEHHIOIAE HAGMN =00
(ETHERNET1 -> ETHERNET2 & #H3&)

o
il
C
o
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Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168.161. 5]
3. Server's |P address [192.168. 0. 128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Name [ pp. bin]

6. Auto firmaare Upgrade on next boot [ OFF]

7. Start firnware upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect nenu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168.0.128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Name [ pp. bin]

6. Auto firmnare Upgrade on next boot[ OFF]

7. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

T2 F14 B SIH0IE Hs (E2ZER2 M)

Sel ect nenu

1. Protocol [BOOTP]

2. I P address assigned to Ethernet interface [192.168.161.5]
3. Server's |P address [192.168.0.128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Nanme [ pp. bin]

6. Auto firmanare Upgrade on next boot[ OFF]

7. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

Sel ect default Ethernet interface(l = Ethernetl, 2 = Ethernet2) : 2

18 F-15 &R0/ &2/01= Wl (OGS CIEIH 0] & &)

>

0F)

tEXt= Firmware upgrade 0l=0AM 62 SEGt0 Auto firmware Upgrade on next bootE
& 2= QUASLICH Auto firmware Upgrade on next boot HI0IA 1HE HE5I0d ONeE 4

CHe, B0 2d0l1E= SAl =d5X &1, s FEA a2 JLUCH 2t AS Xt

0 Nz
0z

rol

Auto firmware upgrade on next boot S&= ON2 2 HAHCIALLE, REYAl As EAH S
0IEE 8otk 2ZIIE JsthH VIS 112 &0l 21DKcold bootmg,warm booting)= = 3= CHOll

<ESC> £ 29 gLICH dHY VISl €00IEE +35tA &£ He Hxz SHIHA &
LICF.
Ol Ui Auto firmware upgrade on next boot2| &&2 ON AEHE HAX ot A=, o 014 RE
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Al XS S 0IEE JAoHA 2=C0H Auto firmware upgrade on next bootOlAl 2HE HEHGH

HSHES OFFZ &£HoI00F &LICH

OFoF Auto firmware upgrade on next bootO| &8 =T UCHH, AN F0IEQ &3 HR
?t= E =2 Auto firmware upgrade on next boot &&2 OFFZ HAELICH DA OS 2E
SHE= Z&HQ 28 NES oA SLICH

B0 0IEE 8ot &3 202010t AIHSIUE B2, VISIie F&4XCE 2L
20 AMEXIN HEE I LYES = WK Z2O3HE HX AZLICH 0 M VTSIE AFEXRDL
g1dIolE AIHE eXg = UALS FINDME LEDE Z8LICH

Ol e EBANW gOd01=9 A 28 dHZst £, THAl BIWHE AI=58H0{0F SLICH

Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168.161.5]
3. Server's |P address [192.168. 0. 128]

4, Default Ethernet interface [ ETHERNET2]

5. Firnware File Nanme [ pp. bin]

6. Auto firmanare Upgrade on next boot [ OFF]

7. Start firnware upgrade

<ESC> Back, <ENTER> Refresh

..... > 6

Sel ect auto firnware Upgrade on next boot(1 = ON, 2 = OFF) : 1

Sel ect nenu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161.5]
3. Server's |P address [192.168.0.128]

4. Default Ethernet interface [ ETHERNET2]

5. Firnware File Nane [ pp. bin]

6. Auto firmmare Upgrade on next boot[ON|

7. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

_J&' F-16 Auto firmware upgrade on next boot

Sel ect nenu

Prot ocol [BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168. 0. 128]

4. Default Ethernet interface [ ETHERNET1]

5. Firnware File Name [ pp. bin]
6
7

N =

Auto firmnare Upgrade on next boot[ OFF]
. Start firmare upgrade
----- > 7
Fi rnwar e upgr ade cannot be stopped until finished.
And all configuration paraneters are restored to default val ues.
Do you really want to start firnware upgrade(y/n)?
BOOTP broadcast 1
DHCP client bound to address 192. 168. 220. 7
TFTP from server 192.168. 161. 13; our |P address is 192.168.220.7
Fil ename 'pp. bin' .
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Load addr ess: 0x100000

Loadi ng: ##HH #HHHEHHHH HHHHEHHHH T T S
HHHH R HHE R HHE R HHE T TR R R R R R R R R R R R R R R
B HHHH R S S S S S
BB R S R R R T S
HHHBH HHE R HHE T TR R T T R R R R R R R R R T R R R
HHHBHAHB R HHB R HHB R AR HH B R HH B R HH B R HH B R HH B R HH R R T AR T AT R H R HEH
BRI S S R R A S
HHHH T R T R I R
HHHBHAHBHAHB R AR R AR R R BT AT A H AR AR R AR AR AT RS AR R
BRI S S R R A S
HHHH T R T R I R
HHHH R HHE R HHE R HHE T TR R R R R R R R R R R R R R R
B HHHH R S S R HHHH A S S
B R S R R R T S
HHHH R HHE R HHE R TR R T R R R R R R R R R R R R R
B HHHH R S S S R S S
BB R T S R R
HHHHH A T T

done

Bytes transferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmware upgrade is finished successfully.

Sel ect nenu

Prot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Default Ethernet interface [ ETHERNET1]

Firnware File Nane [ pp. bin]

Auto firmnare Upgrade on next boot[ OFF]

Start firnware upgrade

SIEp @S =

18 F17 =5 B30/ ZId0/=

HANH YOHO0IEI 2oz £ o, T2 e =AW LOHO0IE HZ=0 CHSt BIAIKX
(Firmware upgrade is finished successfully)2 &8 £ 02 HES A& AIZLICH 2tef HiO|
Q@A O|0IKE Zas HYS AdIHO0IEeHH, VIS = ASHO2 MBS ELICH

0

&l
—

00

F.6 Emergency 2%

VTS IDF E&Fl 28| otEl= B2 A2 X= bios Hi&UHA emergency E52 VISII E 2
C2 VISl € 28 AI9IH O F-18 It 20| AL EXt= VIS |
FS&LICH ©, 0l R VIS Il o HWESA Jlsg E&st

=]
5 A2 SIts ot HE22 VIS IS 2£2 Sot0 014 &S SFAII10

m
>
I
1>
%0
0y O
C
(Wl

t. emergency 2
Jb D

oIr

[an

210l AccessJt

ne
r

40
ror
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JI2&0l HH H(factory_reset §) 0120= CHE L0l £Jts LICH

y

o

18 F-18 emergency Z& £&
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F=G: d=3t= NFS Jls U

GlIHR
NFS= UIERIDE Sot0 == sRotell el AEHE Z2EZ0I0h Lt 28 ez
NFS= UDP Z2EZS AIE6IEZ Sl €2 2eta2 SME S It UASLICH

- NFSserver 2 client AtOI2 datas &53t &I HECH
- NFSserver0l =6t A2 X IDO 2 o= gty s OB IJOF HHECH
- NFSserver 2 client AFO[2] Z3IE0| /= AR NFS JIs2 AIE0H1JF HHECH

0|2 22 2otae EMES 226t fotH €535 NFS (Encrypted NFS &&= Secure NFS)
cte JIsg 0188 & USLICH VIS IINA £S3E NFS Jls2 SSH 822 (SSH tunneling)
JIsE 0I85t0 FEEJASLICL 0l HolMeE £33E NFS JIs2 01836t |8 NFS server
of dX ¥ £ZFH0 ot £H= StASLILCH

G.2 NFS server? &X]

=3 25tJ] ot AIEXE TCP Z=&E22 X&dt= NFS servers

Z06t00F LICH. OIOIZZ2AZEAL2l Windows HE OSUHA =&ote R EZ2 NFS server

. ODI0lM= Xlink Technology A2l Omni-NFS server v4.2&

FALSLICH Omni—NFS server 2 EIHEZ2 Xlink Technology
U

SLICH. (http://www.xlink.com/eval.htm)

Omni-NFS server £ &1l o) ?loid=s US HESS sHdHot== SHYAIL.
Step 1. Omni—-NFS server v4.2E Download 2&LICH
Step 2. "nfserver.exe" T2 S AMAII| D OlM LIEILI= XIAIO HELICH
Step 3. Omni—-NFS server X &8 =0, Al > Z28 > Omni-NFS Server
V4." OlA NFS serverE I EHEFLICEH.
Step 4. XLink NFS Server 0l M, Action Ol 22 New Entry & AEi&LIC
Step 5. NFS Server Export &2 Browse HEZS HEGIH NFSE2 mount € Z0HE
SELSHLICEH
FO 1 1. MEX=E export € ZH 9 "Exported Alias" £ J195F12 U010k &LICH
01 VTS Il OIA NFS server &2/ mounting pathE AtE & LILCE
2. 2882 Z Linuxe NTFS IHE AlAE S Q1461 X Z&fLICH

-
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VTS [I £33 NTFS [} AlAEEZ C1AIGHA FEotBZ mount & EHE FAT
Z= FAT32 It AIAE MO Use ZEHE XESHAID] HHELICH
Step 6. NFS Server Export &2| Directory Access Rights € 236t 220 A "Read/Write"

£ check ot=5 GIAAI2L.

G.30penSSH I X2 &X|

VTS IA2 2S5 3E NFS JIs2 SSH tunneling JIs2 OIZ2&LICE. JHZ22 NFS server Jb
AXE SAEN SSH daemonOl &3 T UANHOF 2S3tE NFS JIsS 018 &€ = USLICH
0l #E0MEz= OpenSSH for Windows v3.6.1 IHiJIXIE 0|8t 0 ot=E otASLICH
OpenSSH for Windows = 22 AZESOZM CIS URL,0IM download = USLICL

i
Tz
no 02

b

N

http://lexa. mckenna.edu/sshwindows/download/releases/

OpenSSH for WindowsE & XIotJ] ?IohA TS EXSS et FAID| BHELICH
Step 1. OpenSSH for Windows package £ download &t&LICEH
Step 2. "setupssh361-20030512.exe" E &8 AlZILICH.
algl Al241) OpenSSH Jt AXIE LI ECIZ2 0ISELIC
ol d8LICh)

Step 3. command prompt(Dos &)=
(Program Fi | es\ QpenSSH)
Step4.bin Cl&ECIZ O|SELICH

Step 5. mkgroup ZZ2 1= 0| &0t group permissions It = CGHSLICEH
C: \Program Fil es\OpenSSH\bi n> nkgroup -1 >> ..\etc\group

Step 6. mkpasswd ZZ1H= 0| &0t passwd L0 CISE AIESXE FOHEILICH O &=
Windows &2 2 AMEXE FIt oA '-u usernane’ SES AEGHX 20t
OF &LICh.

C:\ Program Fi | es\ OpenSSH\ bi n> nkpasswd -1 >> ..\etc\passwd
Step 7. OpenSSH server £ &8 EHL|CF.
C: \Program Fil es\OpenSSH\bi n> net start opensshd
Step 8. “pause.exe”EZ 1 Z "Program Fi | es\ OpenSSH bi n" directory 0l = At&HLICEH
9 :1. “pause.exe” ZTZ I HUHIZSZX0AH BIHE VISIIE SEZZ T2/
Ct.
2. 0/ Z27&2 servergt client 2+2/ Encrypted TCP ¥ Z = 21/ of
BLICH
3. 0/ ZEZ2J82 VIS | HE2 20/ HZZE CDROM ol =550 YAzLICH
bty 0] Z2720] Q=2 IR0E ML Jl= JIALZ 22 6tAIZ] bHEHLICL

+

fr

o
&

[UOk
Ml
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G.4AVTS Il A Encrypted NFS Jls2 &3

NFS server 2t OpenSSH 2| &AXIE &=ZdtH AMEX= VIS 112l &8 Hl% A0 A Encrypted
I

NFS Jiss 8% =+ UsLICL

Step 1. VIS 12| Web Ul Off 2101 &LICH

Step 2. NFS server configuration HIO|XIZ£ O|S&fLICH

Step 3. 2 HESS G323t 201 &F&LILCH
NFS service : Enabled
Primary NFS server IP address : Encrypted NFS server 2/ IP addressE & & L/CH.
Mounting path on primary NFS server : "Exported Alias" &=L/,
Primary NFS timeout (sec, 5-3600) : &/of= &/9/9 gt JZLILCE (5sec I I/ E&)
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : Encrypted NFS server® AtEXf 0/ FSLILCH.
Encrypted primary NFS server password : /& AtEXLS password E FSL/LCH.
Confirm primary NFS server password : of & AtEAtS/ passwordE CHA] HSLICH

Step 4. Save & applyS & E{EHLICH

Step 5. System log Lt Portlog 2| Location2 NFS server2 &&§HLICt.

Step 6. HIAESLICH

Encrypted NFSE HIAESI2H ™, AF2X= LanExplorerLl EtherRealdl 22 0|04 TH3! M =&
ZOHS MEE == A0 ELICH LEHAQI NFSQ d=R0l=, Hast 9IAE SHEfS HIOIE0ID]
H20 VTS 112 NFS AMHZ2t2l 2= &5 HOIHE BHME = ASLICH L, Encrypted NFS
o AR0=, AFEXt= CMIE NFS MU 2tel 25 && HOIHE BME = UKL 2S5HE
2 835 HOIHE =33 (Decode)e == ASLICH
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ol

== H: SNMPE 0[&¢8t VTSI 2l

r

O
ol

H1l

2EIXE NMS(UIESIT 2] AIAE) E= SNMP E2I2HE AIZ5t= SNMP ZT2E=S
VTS IIE 22l& £ USLICH VTS 119 NMS E£= SNMP BRI A D A= SAE
=2 512512 NMS T= SNMP E2ISHE AFRSEH)| X0, HMA KMo 2= XHEG
oHOF &LICH 8 H-1 2 VIS Il SNMP 0IOIMES|l MIB-IIl OIDE Eci®& ot U= Lot

oz
o oA

SNMP Ect2XN 3t AESE 20 sLIH

MG-SOFT MIB Browser Professional Edition

il_e Edit  Wiew SNMF‘ .f-‘-.ctn:ln TDDlS Wird o Help _
HNON@®iIiTEatrDaRPd ? @
Query \MIE | Fing |

Bemote SHIP agent Split

192168.7.10 v [ [Overical

@
E

MIE tree
= g MIE Tree
=[] isa
=7 org
=] dod
=[] internet
(7] mgrt
=[] private
=1 enterprises 3
=27 =ena
=] senaPraducts
-~ senalP5Link
=[] =enav'TS
=27 general
- & generalModel
i generalFirmmaarsersion
i generalBootcodeiersion

>4

Huem resulks
YWelcome to MG-S0FT MIB Browser Profeszional E dition

Remate addrezs: 192168 710 part; 167 tranzport: [FAUDFP
Local address: 192.168.7.1 port: 1233 trangport: IPAUDFP
Frotocol wergion: SHMPYT i

==

oA

0ID 1,3.6.1.4.1,12236,1,2,.20,18 & SHNMPYT @@

& H-1. SNMP EZ2}RXA
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H2 82 X3

el A= SNMP Z2&Z9| Get/ Get-NextE AtE0H( VIS IS EEE X3/g = UsLUICH

Cueny resulks

wan SWMP QUERY STARTED ==

1: generaltdodel.0 [octet string] W TS5-3200 [56.54.53.20.33. 3230030 (hex]]

2 generalFirmiwareterzion. 0 [octet sting] »1.6.1re1 [76.31.2E.36.2E.31.72.63.37 [hex]]
3 generalBootcodeterzion. 0 [octet shing] 1.7.3[31.28.31.2E.33 [hex)]]

4: generalHwWHevizion. O [octet sting] »1.4 [76.31.2E. 78 [hex]]

5 generalFlazhSize. 0 [integer] 8383608

G: generalk therdddreszs. 0 [octet sting] 00:07:95:05:22: 30

¥ generall Paddresz 0 [ipaddreszz) 192.168.7.10

& generalbevicename. D [octet sting] Y T53200_Dewce [BE.54.53.33.32.30.20.5F 44, 65.76.69.63.65 [hex]]
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